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£+ 15 ( Throughput ) : 2% HH 25 B FP 52 A0 B 1P £ ds BN £, 3 % LA PPS(Packet Per Second)
HEAL, - id i H A A PR A A B B I AE ), A2 i HH e 1 e dim id B B 2295 hr .

P AR A T I EH A O 1 B EH 3R e B R, o EH AR A I 35 B 3R v AN
HC K EE, i da bt A2 B B A T fE ) 224505 .

HEEME: TR i & RFFASE B T AE ], BrHA SN 24 DI s, Xix
] FEMRECR M . B AR IE R B S TURTIACE, MEENIUR. HEIUR. REBRILREE,
FH T3 5 15 2% ) RS e P A ] S 42k

AR xdabr g T B B AS P8 S s 47 1 BUCTE R R R AL B o P A 2500 L
B E b, TRk i A8 7088 e iz 4RSS - e

0235 HSJRZEONE -

W, T AEB T s Ay, H A5 [ dh s, DR S g O 4w 5
HAT# 7N, U0 Ethernet 0, FastEthernet 1. Serial 0 25, i & HHiiA A e0, f1. s0 25,

AL HRA ) 2%, Hode DV gz 28 Y Jidd 5 /482 115 473K 7R, #l Wl Ethernet 0/0
FastEthernet 0/1 Serial 1/1 %%, Y& 54iA 4 €0/0 f0/1 s1/1 %% .

g HH A LR O R R wn ks

1. RJ45%0O

RJ-45 #2H 48 WHILLR M Rz, AR AT ER: . T g s T2 T M4t
G B FEA M 25 1, AN T 2m e N, B LASR L) RI-45 2 iR /D, i
W AFEIZON B AR e T RI-45 22 FIER W AR . fg SR AN, @5 w70 o800k
5 2% RJ-45 11,

Q 10Base-T: 10M G4 (1) RI-45 20, @50 ETH #20.

Q 10/100 Base-TX: 10/100M Hi&/Y A JELLUKMNEZ T (FastEthemet), 01554 FE 211,

Q 10/100/1000 Base-T: 10/100/1000 JK [ i i LA M v [ o

Q 1000 Base-T: T-JKLAKMHET (GigaBitEthemnet), 8% i 5 A GE #:11.

Q 10GE: JyJELIKMFZH .

Forp, 003 DL/ FE #2100 10/100/1000M HIEN £ 81 GE #21, 435 i 2-50 FioR.

MANAGEMENT GE1

LINK/ACT R S ]

10/100BASE-TX 101100/1000BASE-T

€ 2-50 2% R ) e A ik

RI-45 9% LA RS E 1A Ek 2 RS 3T s
LASIRESAT : ARGSKT PR, WIS 24 FUIRAS A GRS o WER B A AR s AT TN AR,
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) 26 7 HLAE 1 i AL B % O 10Gbps~ 100Gbps, 1] w~ZE EaLT I KR, W26 78 2 51 44 4 ik
A 1000Gbps.

2 AREAT: EORSATH =, WIRRIER N EEEIRE, st bk, NIRRT 4R
A

2. AUl #0

AUI (Attachment Unit Interface, &8t 10) &P D47 15 580, Hidsdns
R ERH R 28 . H AP D AE Rk RN 22 W, EAE — B A Al o) 2% R 4
AL P R M E N . SR AUT 82 1) % e 28 8= an ] 2-51 s

K 2-51  $eft AUL £ FH R i as i<

3. AUX #A Console O

AUX HI Console #% L ) Dy geAH A, #2ZH TXTEhas T ACE . AUX #:0 F8A T
TREACE, LA L Modem & 5 ZE #2428 UEAT 5 ML . 1 Console % 1 ] T- A b
HEK T HENEESEASEITRE . WA DR OEE RN HIRERESst, wE 2-52
FR 71 o

AUX
K 2-52 #2811 Console #1 AUX 211

4. Serial 5iR[EF & O

Serial $ J& T M8 O, 76 )R AR /D B BZ 3 O . 85 FH T 4% b 28 E B i
2, SEHLTHRN 2 [A) ) HIG . i BT B A R B A e R AR, T SR A% g A ]
BT I 2% 0 ik )20, e & 2-53 Fios.
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<] 2-53  Serial =ik [7] A0 £ 1

5. ASYNC 8% =£=0

ASYNC F#/0 ef LA A g 1) B9z 1, 22 T\ Modem BY Modem i, H] T
S IR AR T R 2 i 1 0 H F T PR N HLERI 4% D n %] 2-54 Fros .

& 2-54 ASYNC 20 [+

6. JRREO

B A TP EDCETR ), AiES SC RM B LC KA 64l Hrp, SC Rl T
AR, AT T LC RAME O, HFEm A NGRS, FK LC JGET
ERLRDCRIE ERIAT . 5t b e B2 O AR B T AR 4 U7 X2 W 2-55 B

— SFP Vi 14

K 2-55 it e as e BRI A B E TR B BRIE 5 5

¢ 236 FEH=F[HARIFMEE -

/

AL ) R E 7 AR R, R R A Bz R 1 o8 it o 28 ¥ & 34T
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AL o FENPAHNL N ORI, A ] 5 [m] i

A7 7] - ﬁLﬂﬁmmcnmDﬁ&%m#&%mCmmkmﬂm it 1 68 2 2% Ui
i}, SecureCRT %5 HAh % P umFE 7, 5ok e TR .

Telnet 5 SSH /7 n): W1 R 75 S RCFE U7 W] B A8 W2, Al AEar 24 R A /] Telnet dy
215, BAE SecureCRT 5575 ) g £ 77 H AT H SSHZS s I 5 A 4 A XA 715 )

FTP J73: i ey 23 FTP ay 25 fli ] FTP & im e 8 sk i 2%, 9F I
FEHC B S LASEEN B AR G B s & A -

Web UL [ A R P AC B nl I Web 5 sk G & M i A%, BRI o 9 45 R 7 1
% 2R IEATRAS

R e e e e e e e — — —

2% A2 bt H e LA 0 8 i PR A AT 2 i o 0 i E
A LRSS TIRE: ¥R 2 A AN LR AT H 8k
Mk Ss . IO A Rz T SRR DI RESL, b e o 2k
NG ICK T fe, (5 /7 200 E s T e Bak AT fg. HK ]
R T2 et Eh s AH LU @ Bt e 22 T T R0lUE 5 IR 2
il 2-56 Frws

T E N ADSL Sk o5 e it T AN ATy WI2-56 0 SRS i
e WHES R, HAE G SIS ADSL 4B LI, 40 Z AL B th 25
[ % B fig. (I, 75 ADSL H P& B2 IR, AR A Sl S e TR S
P, AREANGIRM, g i b A v o, RDREIK S A A G L Ay e
HiiJFahas, Bl Halik .

@ B A3 Y45

o 241 BAIEBIBEEZNE -

\

Bij kBl (Firewall), 5f A& H 144 2 A B 5 P9 I S22 A B 128 IR e o B K B 6] i
22 28 BRI AT F 90, RVFIE R GVAR VI ), LI BG AEEA R B . Hoam R E R H
MINEE, WAL M8 FEN — D il Al E 2 AR RVF. B4 € [ 2L
PRI, SEPT A AR

By kBT fe B . IR S5 Bl ok e B ARG, SEPL U i El . RN, B KRR

i EXT N 285 (1 U7 [l BEAT I A oF, AR H S BRGETHE R, DURAEE B HEE S,
ﬁ?ﬁ%@ﬂ PRz A, B kB IS RS oA — Ly IhRE, #lin NAT ##b:RK. VPN
MEBER A Bl RS mRUESE. DK’ 2-57 Frs.
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% 2-57  Cisco i (1) B K e v 28 e 7

Bis K hwd vz e )5 H ar s 2N L P e, PRI A, AT — R Ll sz 4
VPN ik %MK, Web FiE St DR MSPERT 7 deat . RIS 455, IXLEFFE A
ARV, T4l B 7 Kk B 8 5 D 58 BE A BT 4P S5 A4 .

VR B KUIE 3 B ik 4549 PR 42 J9) BT AT 4B AR SL R 2 5 K&, B R 4454
@ﬁ%ﬁg‘ﬁﬁéﬁlﬁmui Hblglﬁ.l—_u

0242 FRAOEMIAR

B K EG M ILTES AT 73K, REAT 70 R bn Rk

Q EFRT K

QBB K o

BB KSR B P R BN RIS Frdb, BN ERE RS, CPU. 4% VR4
PR B T BRI K G o AR By K B v & it o B i, AR FREH Ry, A A A MY
2GRN RN 28 2 8], T SEIRAEAR N SN 25 i B 4 o WL AR AR g K 85 = S EL S Ciscos
NetScreen. CheckPoint Z& 5, LA E AR, H3C. KElfE%.

A B K 38 ) i o A 1 s I e e P B T e . ARSI K XRT o3k Ak 2
B KEGFNAS NV FALRG Ko AL By kb (B aniliR ISA By kb)) @4 /e kR s5ash, &
AL 7L G E S . 2RSS AR TR T AT S AR A 5 B K B . [RIRE T AT N AR A
13 H R A T R AL AT BT K B o ABNZ SIS K RS A P 28 A 230 T 25 ) Rl R 9 9%
L, HA2 2HAE RERHIZ, Sl m . A AL K8 W) 2 370 v JHL 2,
S HU AP R SV SEHL B PR . Ak B R A B K BT R S A
ZoneAlarm, LS A YR 9 R i A2 AN A BT K55

81 K K B R AR 5 AN R SRS 73 4 2K

Q 4k (Packet filtering )

Q MWHZM L (Application Level Gateways );

Q WHFEFAHEE (Application Proxy);

Q HiGVACFEHE R (Adaptive Proxy).

o ISP R BN A ek 7 S K, AR S — AR K R R . P4 SR A
PR AL RN ) IP Hhhk . S 0. PROSCEE, AN B L 3 AT S el A VAT .

IV, FH 2% 4 5 TR )7 <K s A A X 26 1l 25 1) 1 SCA) W st P 250 A el e o g, 0 B AL AT
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DL W 4512 & 7T 4R

S0 Gk TFB . %R kS B R T KB AN I R S, B R A SRR 112 4
FI W& T 5 ml e VFEE L AT

thﬁﬂﬂﬂﬁkl¢ﬁﬁwwmﬁ 5 ANz (B S AE A2 g P9 R B A IR %
SO N AR Y o Fr 3 I B 1Y S AR A8 BAR AR ER AR Fr AT AL B . IX AR
FRRE R Bk 45 A1 45 HTTP. SMTP. POP3. TELNET FI FTP %%,

A NACE RS K8, e B AR MBI kR . 456 TR AR LA Aa L i
R E R, B — MR R b ks, TR B AR O B AT A W R e e A AR 5¢
FS I 5 1 SR s e e sk o 4% 2 B R A L o i S TR R e A A T T R R e Al T R AT K
P42 = .

Q5. BTttty K IG AR & — R4 M % (Unified Threat Management , UTM)
g F @& ., UTM RT B Kigedzhlshesh, LR T ¥ EIde, #FredzR g
HIEZR . ANAZAEN . F) P IAE. A EF

o 243 PANIBREEIRTRSE

M N RN W EEEN EEEN WSS WSS S EEEN EEEN S S S B S S S S S O S S S O O R S -

b iz da bR e B K b AL FLEOE AL R D I TUEL R AR . R SR D Sk B I [
PR T8 ok K i A e R R B . e /N R ) AV R A ek S O RGO (5 Kk,
HE % 14 AL T 22

B NIERCE VLR R : F5 B I (8] N 7 ke BN L v & BENS [ B S N 1 e RKOE B 1%
Febn T R B KO BEOHOIRAS R A, [ W 1 2 1Y) SE I i . fig

I AROEREEL: TRP KEE 2% RENS [R] I AL PR B K R m . T T4k Bl KB 24N %
I FIRE ST, BB B K EE R S B R m B . W, PR 1B K R RE g
SCRF 500~1000 JERZEL, 1R FONRIRENS SCRF 208 BT Bt T g KL

o 244 PpAmEBRIEO -

REAE (BT K e Al L 2 3 Bhe 10, 4392 WAN. LAN F1 DMZ $: 11,

Q WAN #0: HTIERAMNTIN I, 05 24 B

Q LAN #0: HTEZAME R0, TR AR, nLIKM . P UK,
T-IR LK EE

Q DMZ #0: DMZ B [X (Demilitarized Zone ), 1Z42% 0 T4 7 — Aol {S/T 19 [a]
X35, BEANJE T AN 2 AN SR T P S 2% o e F T T80E: 75 2T I NTR U7 ) IR 5545
X 352 2B K ERERY RIS A R

__________________________

B K e vl LARAE 3 B R, Wik
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Q B

Q FEEE

Q EAHEEC

ARG B BT K PR A P 3% 22 B0 P 1 D 20 e 20U T AN [R] R X B b, P A Il 2% 3
o % R A ) 7 NS o R PG Kk DMZ #:H, A5, AN, DMZ X 3
AN 00 2% HS DA 251 15 T AN ) P B ) TP bk, 75 I AH B2 (A vl AE .

SV E N TG i o e e L I A 102 9 S B T ke oo v 2 1 O 1 2 B e W
O 1 HOHTAC AN 1) P 45 2540, RO a] SEEAS W] -5~ 4 (] R A5, (EL[R) It 225K 9 RN A1 R i
R Rl—MBZ W W EF SR, EWUBEN, Bk EEr A ok aEpLE R A A
YEH

RAEIE: AT, Fonk 3 P O L g R i E 1P sk, i@ BB AN
iy S L BCE TP ik . Wi SR KB RE (A I CAEE i AR T, B A mt s TR AR
i, Jadk b jE 2l 7 VRRP (Virtual Router Redundancy Protocol, FEFLES HHIUAR ML)
HIAAAE &M S B KBEE G, M R AR, B — 6 &R LRI B L
fE, CASEHUUARRI H . IBA ) VRRP PR B; Kb s 25 8 IP Mk, U A % ph
X [FIR, PE P kEEZ A FE G, HICR: O il ad Hub sRAZ L 2E1T iR, AT E X
BOIP Hhhb, R B O N TAE @R, XMRMECI 2, BIVE AR

- 246 MHEFHANIEREEFHIPELR -

——————————————————————————————————

TEAN BB KB & BT G5 210 H e — 1 EEMMS
A IX I 7.

DMZ R 25 25w 5 B KBS [] i) IR . 4t 7 DMZ X 3R (1) B I S8 A fif vk 22 55 B K BB 4% )i
A R 2 Ty 1) B 2% T I IR S5 25 Tl R . P X ) S IR 45 2%, G Web JIli4s 4% . FTP
2525 BRAAIRSS 255, IXUEERSS48 75 B4 TR KRB 2~ {H [R]85 A2 7R
285 o ARZE AR E, WAt 7O AN T A AR R 25 AT Y 285 22 [a] ) a] 1 ) 22 4
X 35

PR 588 O 285 R AR Ak T B KBS AR 2R, HET S AN M 28 52 4B 25 . %X LT 5
AT ERI X3, A28 AN RE L4 UT M i X 3. —)> DMZ S5/ 2 0] 70 A 3 AN X3
AR IR 2% . DMZ v [a) X S 5 9 2%

LR NZS, 93 A 2815 KBS A W 2 v (AT JRURE B R T KOs 25 ) e Bl 454

1. B AIEERIP P BB M 4%

2K N, KB KB T ATy, ORI B4, i 2 3 IR 55 4% WA ZE BT K
B %E’Jﬁﬁfmﬁlw FIt AR S 2544 AE 08 25 5 %2 B M B B FI R « i E50GE S TERH
RS AR N N 25, H g5 RN 2-58 B s .

2. BpKIERIFAR S5 25 F0 A M

iR R, REBT KBS R TR S A AN W SOHLZ AT, IR 55 4 AE D P9 I o F SRL IR — 38
g ET)(F""‘HHT{KF'J’ e 25 A A R THENL . HEI, 7RGk EE B/ SIS 22 07 ) ik

AR« AE
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55 e I VAT 8L, 3880 1 A WMSCH) TR, BORMBBRAR 1 A ) 22 4, R H 5 I 4%
BT R AT VT RE EAR AN AR IR 5 28 MIVE SR 2800 o i S5 [F]AR A T ANER AL 22 3L IR 25 1) /N Y
W2s, HairginiE 2-59 pros.

Internet

K 2-58 By ks R A SRy ek Bl 2-59 B K B O 47 A Ryt o SEALAT I 55 4

3. KiEHyiE DMZ {RIPIER

LA R, B KB FIREAL T IR 55 25 A1 P o SERLZ i, )N OR37 1 55 45 A1 Y 9 SR
BRI 2, Prkbsid L A Al H BRI RE, ARG B 17—~ DMZ X3, H]
A AN U ), 5 AR 28 T SONUAT B R &, e TR T AN e X B IXAE ) DMZ
RY B, ER R RZE /N e Tz, A 2-60 frs.

Internet

K 2-60 L[ KIE 2 DMZ fr4 4R 5

4. PG AIEHIE DMZ fRIFIER

AR, AR KRR P S K, AR K R BT TR AR DMZ [
B, T R K I B 4, [ A A v DMZ [X L P P25 2 1]



E
1

s

] 4% 1 ) 2 2 ZE AN IR
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o g 2-61 .

Internet

l 2-61 XU K Kei 2 it DMZ {47 452 2

@ AR 2EN4E

M55 452 0 1 w2 S RS . Al St s SR DAL, RS 48 5 A A THRAL
RANWIARIAET, Mss a2 2 1) RSB ss, A A vt SEHLIN R i 2 A A7 K B
ao [, kS5 as 2K 24 AN AMENLIR RS, , HFEiriee . BiatxE R, g8
SRS RPN G 6 3RS . FRnl R AR RA T A 2 Ak, JidEier . Wfa. &
RLEEATNE, JRSS AT ARACFERE ) RUE TR M AR SR A T A S IR 55

M55 g iz N e AL KR b . e/ AR AR
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RSS2 ANE T 028, nl o s BLZESC. J) R sl =
P
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LR 5545 LSRRGS 28 ] i 2 A S AR, R 48— B e e bnE, 18
TN 19 Fesf (19 Jenf=48.26cm), JHTHUEAE 19 Jef Sa AR HENLEE b, v B2 5 0 i 45
ATHNL—FF, U ZEATHIE . FUARUIR ST a5 AH LR SUIR 55 25 38 5 T4 FRAN e,  HATZy =
], AL i sT, WiE 2-63 frr.

P’ 2-63 ML R 55 4%

T RS 28 e i MR B FEAAE, T R IG5 a8 il 2 — Bt n] $di 44k i B1 i,
—Y Bl — & PR RS 4%, ZRIRSS A8 S AN, B T8 H oAt A,
i TR R AT b 5 8 B A . nl DUKE 22 B ) sUIRSS s L5 M IR S5 2 S, DL fik
HomfIvERe, Wik 2-64 pos.

K 2-64  J] v Hk55 4

1 M Ik 55 45 P de BE Ik 55 AN [E], mlop  BL R LA

ARG A ARG Uim ., L= B3, M7 8ES SN IR 48,
Windows R4t K 1) SCAF Ik 55 45 D fie

Web Jl 55 4% : H T KA Web W35k (1) IR 55 4% 20L& A1 IR 55 IFER, Wi Apache, Tomcat,
IS % .

ARG AN T E T P R B A IR G5 vm AR e ) 2 he,  ml AR vh s il R FL A P
i AN BERE ST, B TIREEEG — TH A 44005 B R A 2%, 9] B 12 % 7 9 2488 il

A e 55 A = FH TS 3R S A2 (X e RV R 6 Tl g, o DL B4 IR 25 # 77 4n- Exchange
Server. Send Mail %%,

AR FE RS o LTI AR RSS%5, #1U0 Oracle. SQL Serve. MySQL 5.
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A CPU, Vst SRR EERE . AN ATFEALE S K 28R, WidE—H CPU _E4
AT 2N FRESZ L. U8R, BEAE S ATHENLIRE &, WL T X £ CPU [ HF.

BEELIOANTE]: H AT WA AV SEHLE R SATA B4 . 17 IR 45 # 18  Af FH — R0t
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11 Windows XP. Windows 7 5§, XS4k RGAE IRE 7 M 1S T H T 08 KA IRSSFE7 1)
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HUR 489542 A (4o Web R4 ¥R4MR %), AR 2t AR A 2 R4 %,

® 253 RS AR EIETIRTE
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RAID i AR AW & &, IAE C 4855 RAID 0 42 RAID 6 1t 7 FLAK] RAID Fiixt .
ARy, FEiXSeELA R A E R T A, B T 28K, W RAID 10 (RAID 0 1 RAID 1
11457 )+ RAID 50 (RAID 0 Al RAID 5 14513 )+ RAID 6 (RAID 0 fil RAID 6 [F45{7) 5.

WL L R B AR AR A, ALHG SCH EH sl R B il 4 . St B A B TR A
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RAID A ] 3 i 4 A 07 a4 77 0S840 X R o $4F R  $ 10k 1 w4 o
YIEERE RS . 7 Windows Server WieANHY, BR4RML [ HEEL RS ThRE, nl¥ 4 THANRSE
PG EE R AR B . AR 720, 3 SR 2 A oeds, RIS REL T RGN TR

i AEfE RAID 53X, 2t % 1Py RS R Th ety 1 T, KRS 1 Ab 2
WAL FES R AR TR, gD 10 FoA B B 8 S . H AT, RAID $EAE & LUAE A7 25K
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H AT T8 R T2 B+ AL 45 RAID 0. RAID 1.RAID 0+1.RAID 5 & RAID 50,
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1. RAIDO

RAID 0 AR XFR A EHG 3 PAFAE A o LEAF A BRI, R E e o s 1 R/ [R] ) £
e, JEEIN S AN T, Brid RAID 03847 73— FRIE, BERF & 4517 46 (Stripping)
fifitie 2T R REAAETI R T A A SEAFRGER, A N BRIEE A AL T RAID 0
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2. RAID 1

RAID 1 $i R X AN AR BE—A TAEBES AT — DR, 765 N5 B iy, K
A R e SR 5 N B TAE BB G R« W03 g, a2 TIER b il e
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3. RAID 0+1

iz /7 LR RAID 10, [F]I A £ 7 RAID 0 1353 2R AT RAID 1 2241 =AY . RAID
10 /A% 4 YAl A Retl Sl . %007 20K 4 SRR 20 WA, B4 i o DR 45k 2 1
RAID 0 /7K, P4l RAID 0 it RAID 1 7K B85, A 15155 M RE A B 2 4 PR AR
LA . {H RAID 10 R AE R,  HEGE A R R B, ARG 7 A
RAID 0+1 %54l 2-68 Pz

RAID 1{}_4L_; __AL:: ,_i_‘ F__L_ﬁ
E A d B AB ) A | B
L 8 |_| B 3 BB
Ecl Bl Ed B 8
Lo ] Lo S I
% 4l

K 2-68 RAID 10 #% &t 4
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5. RAID 4

RAID 4 /75 RAID 3 #H1EL, [FIFER AL EF RAID 0 X485 & . AlRlZA7E T,
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(Physical Layer)

€ ST AR S BRI PELBE R R R, AR TE . R
FUREYE S DB S . H - ) e R S A% o (1) P B
Bk, IR HUlE AL (Bit) 1)) A A%ix
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RS-232, V35, RJ45 %5

(Data Link Layer)

A TG SEAR XU AL AR ERG, R Lo i s B
At (Frame) AT 4, JFMmaEl. ZHE
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PPP( xi 3] fi /3% ). STP
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(Network Layer)
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L 5E A B T R B A R e N 5, R T2
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I[P, RIP (% H1{E B
W), OSPF (FFiltslkd
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( Transport Layer)

B B A S 2 i (1) AT AR i, SR O EUR R 0) B
MEA . EHKEFIEE
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B 53 HAHDI O

=iz

( Session Layer)

TEINAN R 2 [A) 2 ik (RS B BEADREIR, X 70 A
Al =i, Witk W Z B[R 2, BLACE B A 1

E TN =

( Presentation Layer)

& BRI A A READ . e 4e A i . N5 A figg 55
FIhfe, T8 I A e R DR R R AE H 1T S 1 1
iR

INAGEN=
( Application Layer)

RE ST MR 2 IR] 3 D P s U A5 R S AR e 11 4% 1)
HMT7FG F P AR R e SE I 4% 1) B0 il

Telnet. FTP. HTTP,
SNMP R 45 il

o 3.12 TCP/IP thiyf&8 -

I O O S S O S S S S . .

TCP/IP (Transfer Control Protocol/Internet Protocol, A&4a4a3 /M Frpipil) & H. M (1)
FEMARZ O P Internet B2 7E TCP/IP L) 2EAl b A B K] o iz i H 25 B U113
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( Transport Layer) A S AL F R 55, LAB Ok 50 1 BTk RTP (LS R )
A 2 TCPIP FM iz 0oz, Tor 8 (147 %% | IP. ICMP. ARP CHihibfi#t

- K. PR S shas, FMERTTRMMNS | Y0 RARP (i ik fi
(Internet Layer)
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LKW . 435 . FDDI.
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T (> W 2 Telnet | FTP |SMTP| DNS [SNMP| RIP | TFTP
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2. OSI 5 TCP/IP ##8Ipy A~ [E] Z &b

Q OSI BEMAFLE) ™ #& 1Z IR S &R, B 4L S 2 i ik B 2 b HE, AN E R
Redk B N — Z AL IR %S, 1 TCP/IP Wpisl n] LA 8k 2 VA i S AIG 2 42 1
k55, BERRME e R %

Q TCP/IP HE I G L FFAN R 5 R TLF I 2%, 17 OSI - A5 78 = g [ i) B4 WY 4%
FEANTR] R AT HLIE AR TR

Q TCP/IP A5 R0 [ ) i R M E R HI M 5552 1 RIFF I SCFF 15, 1 OST i A BT =%
b ke 2B AT 1) 3% 422 1 IR 55

Q TCP/IP B HAT 8 = 1 I 4445 B e 7, 1fi OST -LJE B B AR 1% 7 1 D REAR 59 -

@ 2 K M LB S

o321 ICMP Y --

ICMP (Internet Control Message Protocol, Internet 2 Hil{5 S\ P10 J& 552 3 WL 1) Y 2% 1
W B TCPAP WMUES I — 7ML, wliE e M2 AL Tz, EHLS
W) 2 1 2 2 (8] A & 4 i VH S OB B, 10K o e F) o s RN 1R LR w0 1 5

ICMP Ppi & WY Y. H 5t /2 Windows FR 4 ) Ping i 2 Fl Tracert fiv 2, LM
Linux\Unix FR 4t Traceroute @i . Ping 42 B A& 28 I8 WX 2% 3% 38 °F (1) 2045 &L, Tracert
F1 Traceroute NI H] T EREF PRI E YR BL AR 16 #8412 Ping fn AL Z AT & TH &3t T 1
TEAIr2H, eAb =328 Tracert Fll Traceroute fp 2 HIMN ], HAMIZH— 8 H IR B fn 2
Pathping.

SEARTE VL : Tracert H bxEAL 44 B IP HihE:

i, A Z a2 R B U £ 211 Web 3 5 wwwisina.com.en T 112 . fEMA
PRI ZaT S CUllE 3-4 Frzs), NI 3-4 FalF Y, Rt 2 s 6 218 75 E Web
vl RO P S T R 3R A2 12

Tracert a2 2 dE W KL 2 . BAa, EH2E0 FSEHhZa2We? Flan, 78 )8
W eV ) HBER I, nf 4 ] iZ An 4 Tracert fTL &> Web vl . 1IEFIRES T, BtV
e BT ME R NAT e BIRAZ AL, ARG IR R ik tH s AP KB, 2 JadidE k2 H
e % thaf, B> 1P bk, ZSUEIRDE A . i v & E, a2
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2LV TP M hEIN A5 1 7 AR, RN R e A7 b A

Y C:\¥WINDO¥S\system32\cad. exe

it o

C:\>tracert www._baidu.com

NG AU AW N

18
11
12

‘|

Tracing route to www.a.shifen.com [228.181.6.1751

over a maximum of 3@ hops:

1 ms 3 ms ime 172.16.1.3

* * »* Request timed out.
* * * Regquest timed out.
1 ms 1 ms 1ims 58.59.137.161

1 ms 1 ms daE AR IR

4 ms L ms 4 ms 218.65.136.189

23 ms 23 ms 23 ms 202.97.46.133

40 ms 48 mes 39 me 202.97.35.213

48 ns 48 nms 42 m= 220.181 .16.58

65 ms 60 ms 78 ns 220.181.16.162
41 ms 40 ms 48 ms 220.181.17.22
48 ns 48 ms 48 mns 220.181.6.175

Trace complete.

4

2. Traceroute 1

& 3-4 Tracert iy 2 AT 45 3%

méuaﬁm

FLARTEY: Traceroute H br ML 44 8% 1P Huht
Traceroute ;& Linux #:1F 2 485 1) 2% HH R B iy 2 o [FIFE AT i 2
Ul 5L www.sina.com.cn JTZ8 LI Eg A2 . i 2 AT G W 3-5 P

r . 2 e
L4 root@RedhatServer:

CHHE)  wWRE R0 #KD  EIG 0D

[root@RedhatServer root]# tracert

bash: tracert: commnd not found
[root@RedhatServer root]#
[root@RedhatServer root]# traceroute
Version 1.4al2

Usage: traceroute [-dFInrvx] [-g gateway] [-i iface] [-f first_ttl]

[-mmax_tt1] [ -p port] [-q nqueries] [-s src_addr] [-t tos]
[-wwaittine] [-z pausemsecs] host [packetlen]
[root@RedhatServer root]¥ traceroute 192.168.1.1
traceroute to 192.168.1.1 (192.168.1.1), 30 hops max, 38 byte packets
| ® %= %
9 %k

L

i 3-5 Traceroute 7y 2 [ AT 45 R

LRI P B 218 Web

= [ %]

2]

o

H1E R 42, Traceroute 1y 2 KiEH & UDP BRI Ei . WFs KiE ICMP 257 1Y
B, vlfEzmA)aisinzE-1, &ik TCP R E e, NINSH-T.

L3FE. Tracert #=

(1) Tracert & Windows % %8494~

Traceroute #9 X 3| 4= T :

, 1 Traceroute & Linux\Unix ¥ 1% Jf &444~;

(2) Tracert & % i% ICMP 5K & 2 #1A 69338 6., 7 Traceroute = 1) B ¢ HuiE &
1% UDP £ 894047 &,

3. Pathping /%

FLATE VL. Pathping 1544 54 IP Hihk
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Zin A [ R A B i IR A4, ‘B /& Ping Al Tracert iy 2 M4 Zdan 2l ik e 3 )

A T RUACOE B R, R SR ] 1 A

. ‘ ‘ B E¥ C:\WINDOWS\systen32\cad. exe =1 E
1, LG EEREMN . Zar2 el H T2k S | _ 0
C:s>pathping www.baidu.com =]

]ﬁ}g%ﬂﬁﬁﬁiﬂﬂ E}‘J_TFJ\J—:—'\ ’ XI Windows ﬁ%%ﬂ_ﬁzﬁf Tracing route to gx.ct1@080.com [58.59.134.181

over a maximum of 38 hops:

‘Fﬁlﬁr]ﬂ, ;{Hl_ﬂ 3-6 F}f?ﬁ‘e @ PC-208989132216 [192.168.1.1331

1 * »* *

Computing statistics for 25 seconds...
Source to Here This Mode-Link
Hop RIT Lost/Sent = Pct Lost/Sent = Pct Address

o322 HTTP #MAHTTPS thiy - | o 10 o

——————————————————————————————— 1 - 108, 190 =108% @, 198 = Bz PC-2089891

Trace complete.

-

HTTP (Hyper Text Transport Protocol, #E X |« | o[
AR IS0 2 R R N ] s o iz B
BT AT 1K) Web [l 5540 5 SRR 2 00 o i Pl 122
F TSI v i) Wi 45 5 Web Il 95 % im 2 (8] 8 A5 A2 0 o Hog X1 P U5 a) BB Y il 55
oy YRR UE, ALHR U M) IS5 as BAR SCAE . RN R, BT IR IS . WigHhiF, HTTP
Prsite P 115 1e) Web 93l (A5, iz PRCERIAE ] TCP 80 ¥ H

HTTPS (Secure Hypertext Transfer Protocol, ‘%48 AL i) Z&LL HTTP #pX A
WA R M. AHEL HTTP P, HTTPS KM 78 & M4 AR, #dm 1A% 54k
P e th, Wiz N XS B 2 At SRR s A, BIanAT . AR . FEZ AT A
J T

HTTP #p3H HTTPS PRSI X 5 Wi R

Q HTTP P& W SO0, 1 HTTPS KM T4 I S eSS HoR AL 4

Q HTTP Whifili ] 80 % 11, 1fif HTTPS {§i ] 443 i .

Q HTTP PR R, 11 HTTPS i T s AL 46 (IEAE,  HAC BRI RERIK.

Q HTTPS Pl G UETS, % e Uk 14 b, 8% i A 9481 .

1. Hitp thil A RH#E

€ 3-6  Pathping iy 4 117 45 5t

HTTP PhisE —Fh g R 12 7 v\ 55 8 b AL G, 5T 1990 F4d i, KER S,
— LT 3 ANWA, HTTP0.9, HTTP1.0 1 HTTPL.1.

HTTPO.9 WA : C&VEIR, WA —Fhfa) B 0 SRR R 2 s, Jeid: e s Al Ak 2
Fr S Fe At Ag 2 2 -

HTTP1.0 filRA: 1.0 fRATE 0.9 IRAFIEERE BT TR KR E, Befl LR AT 2 Fj X
(1] Web Z(ds, BlanfE . S, A fFF s i, R GRSG4 5% i
) SUORFF R I 2 0, 0 D8 A BRI SRR 75 Z05 A TCP &%, kS5 A8 L AL T 5815 3K
Ja SERIT iR, B DL Z A OC A& R8I0 78/ T4, {H HTTPL.0 B3 6 hied)i-2 H fi
NN Z RS

HTTPL.1 figA: 5 1.0 AL, HTTPL.1 A HLAT Ham ) vl SEVERIThRETE, HSZ¥F
FAMEIER:, R v @ L — O RE, BURENS SE B IRV KA N, k2l 1 5 G N TR
AERI [A] . BRUbZ AN, 1.1 RIS RAE T S k. 270 Rl A AR A 2
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P 4% 1738 R4 7 A2 o P

LI RE
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OESER W CEFER8 )
EETHIETI

i 3-15 &k FTP IRGS #5119 114U uk S

TESNIERA 04 )G, BIWE 3 FTP ul s p 3L ) H s fset:, b 3-16 fios.
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1. tEES
: [ )AdminSeripts 0 2010-7-1T7 23:08 D
2l ftp://192.168.1.200/ — Nicrosoft Internet Explorer [ JApplication Data 0 2010-7-17 23:08 D
THE ®EE® SEFW kWe TED FTH (D ftproot 0 20T 2a0s
- [J)zhare 0 2010-7-1T7 23:08 D
QFE -~ QO T Pex Dxmex M- [ J)tools backup 0 2010-T-1T7 23:08 D
Hitt (D) |@ [Etp: /7192, 163, 1, 200/
— : ' . S CPIME, 0 T, X5 0 FW)
| I : 'r 192, 168. 1. 200
LEfE hdm'rr;" f"J ‘—h:rJ :1J L '
mser...  itproot share s [55] 227 Entering Passive Mode (192,168, 1,200, 4, 34). |~
& IExplorer P %g} Egﬂgﬂﬁiﬁ IP: 192 168.1.200 i®O: 1058
FEIEAS [5] 125 Data connection already open; Transfer starting [__'
| i [[5] 226 Transzfer com%lete. -
) PSR [#] RS 247 FH F 0.20 ¥ (.2 KB/ ™
- TH. (00:38)
Kl 3-16 Web JjU & sk FTP Jile 55 4% 3-17 i [] FTP #4455k FTP JlR55 45
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VR Pl FTP 7:0%8: 3] Linux 548, ALLL Redhat Linux 9 Jo7nfil, FCE I
k.

(1) w8 FTP IR M & S gssfip, 7E Linux ey 2 4TECE FimH, AW Far:

[root@RedhatServerrootlvi setcsxinetd.dsgssftp

AR, $RFBACASAT server args = -1 —a, ¥f—a MR, S MY server args =-1. 2
¥ AR 4T disable=yes M0 A disable=no, S M40 (O EC & SO an & 3-18 Fiaw.

(2) B E S G, 2R3 FTP RS, W ~ a4
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[root@RedhatServerrootl#iservice vsftpd start

WRIEW B3, Kk IRE H[OK].

(3) BlE Linux SOV i8] root M/ idik FTP 3085k, YwbH/ete/vsfip fipusers
A, AW

[root@RedhatServerrootl#vi setc/usftpd.ftpusers

EARHEAT root HUMNINAT Y “#7, WHFERM. Z)5, YiiH/etc/vsfipd.user list, fiy%
R

[root@RedhatServerrootl#ivi setc/usftpd.user_list

[FFE, ZEACHIAT root IV INST 5 “#7, ¥ HyF Ref.

eI, {5k T Linux R4 FTP IR TIACE . /& Windows RGam 28, fH]
FTP t1%, JFMINEFEM 404 )5, Bia &5 FTP 3RS 4% F, W& 3-19 i
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Q Pwd 4. A H R RS 28 4m Linux EHLH 2980 H k.
Q Led a4 HIH 2401 4 Windows AL 2451 H 5%,
ULy 2 $AT 45 S Wil 3-20 s

2. DirfiLs &5 %

Q Dir iy2: W ELYEH s SR N .
Q Ls % Bt BN E H & M43 .
Dir iy 2 AT 45 L& 3-21 Prow.

3. Get #1 Mget &%

Q Get fy: MIZFERSS & FESCIF, R Get [UFFA].
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BN C:\¥FINDO¥S\systemn32\cmd. exe — ftp 192.168.1. 100 = (O i] BN C:\FIRDO¥S\systea32\cad. exe — ftp 192. 168. 1. 100 B D|ﬂ
:\>ftp 192.168.1.100 2 lftpy dir BN
nnected to 192_168.1.180. - 288 PORI command successful.
20 RedhatServer FIP server (Version 5.60) ready. 158 Opening ASCII mode data connection for ~bin-ls.
ser (192_.168.1.108:{nonel>: root total JE8
31 Password required for »00t. | |rwr——r—— 1 root 1848 Hov 24 2089 anacondoa—ks.cfg
assword: —Py——————— 1 root 4181 Jul 14 B8:43 _bash_history
38 User root logged in. —PuU-P——F—— 1 »oot 24 Jun 18 2888 _bash_logout
tp> | pRueeeaees 1 »oot 234 Jul & 20001 _bazh_pwrofile
tp> —Pu-P——F—— 1 »oot 176 Ang 23 1995 .bashrc
tp> pud —PuU-p——P—— 1 »oot 218 Jun 18 2888 .cshrc
bED Waonoot" s cuppent director druxr—xr—x 3 root 4026 Jul 11 15:25 _emacs.d
¥- —Pu——————— 1 root 16 Mov 24 2889 _esd_auth
tp> leda e 1 root B Jul 11 15:26 Hetch
cal directory now C:\. ~ru-r——pr—— 1 root 1850822 Jul 17 22:59 .fonts.cache—1 —
tp> drwy————— L root 40%6 Jul 17 22:58 .gconf
ﬂ drpy—————— 3 »oot 4096 Jul 17 23:80 _gconfd -
o] | ] 4] | b
& 3-20 FTP #y4-PWD LCD 4 3-21 FTP #: F ) Dir iy %

Q Mget av%: MIZFERSS w4 B FEEZ A, A o B St 44, Bl G B Ay
Bt E SO, VAR U Mget SO AR B B BCAT - 910, MIZAE Linux
T WL /etc/log H ok R Log A, nlfdi ]y 2 Mget * log.

A3FE: (1) Get #4¥4M Linux 24 %7 FTRIMSFE P4 EALATE FK, 124
Led 474, T EAZ P 3% TAE S AT B K.
(2) wEEFH Get 94T RIEE, 7 LIMAT hash ¢4, BPY A F|#MF 569 T 2
i

Get if 2 AT S K W 3-22 FIion.

B C:\FINDO¥S\systen32\cmd. exe — ftp 192.168.1.100 -] x|

tp> hash A
ash mark printing On ftp: (2848 hytesshash mark> .

tp> get xcrty.prap

88 PORT command successful.

5@ Opening ASCII mode data connection fopr xcrpty.prapr (20954791 hytes).
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226 Transfer complete.

ﬁtp: WrE| 21833212 FF, FB 4.61Seconds 4563.51Kbytes/sec.
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4. Put 5 Mput &%
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ktp> mput menu.lst testfile.rar
mput menu.lst? y

208 PORT comman d success ful.

226 Transfer complete.

226—UARMING!
226 Transfer complete.

to>r _

|

158 Opening ASCII mode data connection for menu.lst.

Eltp: B1E 1116 FT1, FE 8.88Seconds 1116088.80Khytes/sec.
put testfile.rar? u
280 PORT comman d zucce=z= ful._

158 Opening ASCII mode data connection for testfile.rar.

Attt R R R R R R R R R R R R R R S i
8982 bare linefeeds received in ASCII mode

File may not have transferred correctly.

Etp: Hr1E 2293232 £, FAE 3.92Seconds 584.71Khytes/sec.
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JA T Telnet 55 . #2411 H v 28 Telnet IR 550G, /AT a4

B Jei i 75 B E SR VF root MK 5l ok Telnet e FE %5 5%, 4afH S ff/etc/pam.d/login, T2 A :

1EZ AR, 7EACASAT auth required /lib/security/pam security.so Hi S I#, R iZATHF
i, BEI RENSAE Windows 75 ) i Wl i fr @S2 - A SN A 5 ok Linux R 48, W14 3-26
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3.24.2 Telnet TEFEEHGZ

Telnet PP AE R4 h I T 72 . B, v LA Telnet /7 =05 5% Windows. Linux k5%
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1. Windows &% R Telnet }2 5

{E Windows ##{E R4 H Har I Telnet T H, nl{Eag 23~ atmrp i T . H
ik Telnet [JEFERSS a5 4 FR a8 [IP Huhb]. B, cfe gAMb, Wk 3-28
BT o

BN Telnet 192.168.1.10 ;JEJE]

Copyright{c?» 2084-2808 Hangzhouw H3C Tech. Co.. Ltd. All r»rights ruawe_]
Without the owner’s prior written consent.
no decompiling or reverse—engineering shall be allowed.

Login authentication

assword:

H3C-S3688>

#0ct 15 BB:50:41:846 2000 H3C-536808 SHELL,S5-/LOGIN:— 1 - admin<i?2.16.6.16
itl login

H3C-53688>

. -

K] 3-28 2 PEasH {1 A Telnet iy %

Esu rname : admin

5 Windows F# 4t H 47 ) Telnet F2 ¢4, A0 FEGEE — R, U SecureCRT. 1EFE)F
Bk BB R EALT R H ik Telnet, %\ H b IP Hulik J5 B o] TR 665 5%, WA
3-29 7S

F
nnf connected — SecureCRT
File Edit Y¥ifo =
" | Quick Connect E
3 E80 < 3
4
Prokocal: Telnet 1] X
Hostramme: 192,168.1.100 e
Park: 23 Eirewall: |Nnne El
[ show quick connect on startup Saye session
[[Jopenin atab
I Conned k ][ Cancel
v
Ready 3, 1 Z3 Rows, 7TZ Cols ¥T100 UM
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2. Linux &4tHY Telnet 325
7t Linux £/ R4 [FAIFE H Ay 1 Telnet #2177, FF nl 76 &R 5160 Al i
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f B A] Z ok B AR SS 25 . Wil 3-30 o

LHE Wm\BE AN #ED HIG W
[ruut@edhatﬁerver root]# telnet 192.168.1.200 B
Trying 192.168.1.200.

Connected to 192 168. l Eﬂﬂ' (192.168.1.200).
Escape character is "],
V¢ lcone to hicrosuft Telnet Service

login: administrator
password:

C:\Docurents and Settings\Administrator>

L =l
K 3-30  7F Linux EE St 5 {1 A Telnet iy 4

[ 4, 7F Linux iy 247 A0, al{d i Telnet iy 2 & 5% 2L FE Windows JIR %548 1,
WK 3-31 s

Kl 3-31 1E Linux iy 47 71+ A H] Telnet @iy <

3243 Telnet Z¥RREZHmEHGS

] Telnet iy % GeIR1F S FE IR 548 P AH IR AP . B4, i ] Telnet iy 235 5%
Windows JRZ5 a0, B P EHG T DOS sy 2 #EA/EVr], BFEEE VIR EiflF
R A, (HHEAEm SR

ok Linux REGEN, Telnet )7 [AlFE H 45 4T Linux @4 (AR o Linux 400 i
L7 B T8 sdHs, BECHE . REEH. M4, s, i

A BES 5E T AT Linux RGN TAE. kil LA Y Linux @72 4975 Telnet £+
%ok Linux R 4680 SEHLR A
(1) Ifconfig fi%: %ﬁ Linux A& MLACE, %25 Windows R4 H Y Ipconfig
i 2 FHL. Telnet FLaC N HAT 2T %, WA 3-32 Fis.

(2) BRTWEMHEGL: Top (AF CPUFMHZH), Df (AF WA HZE). Free (&

BWNAAFHZE) . Hp, Df Fl Free iy AT 45 R Wik 3-33 Fiso
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¥ 3-32  Telnet #i=, F & F Linux R4 MK AL E

L = .|

] 3-33  Telnet #<3{ F A Linux 2 4 7t J5 A H 2%

(3) RM Al Rmdir #ir&: MHER SCAF RSO FHEEERZ, i1 Rmdir a4 HREM)
BRSO, AR T S I AR SO LA, AT Rm—r [SCfFKRIAr <, IX 3 b
LPATEI R W 3-34 iR

D - I

K 3-34  Telnet Bz T MR SCfEdir &
3244 Telnet &FRIRFZI[/FEM LEFNTEH

Telnet iy H] T SEILXT I 2 iR 55 4% O], R AN SCRF EARRN R 8O0 (B R 7 224
Telnet AU S AR 3%, fif A /7202 il id SecureCRT T H: Telnet % >k B F2 T AL,
RG] Sz an e MO, ] Rz an S EARSCE. AEH] Sz & s s I 80 S0
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%, MAEA Rz an 0, CRF2 58 X TR AEAS N2 EAR B SO E . P an @ AT S R W 3-35
IV
T R T

File Edit VYiew Options Transfer Zcript Tools Help

R InEAR Y NI T e X M)

| | 192.168.1.100 | B3
[root@redhatserverroot|# ||
[root@redhatServerroot J#sz xcriy.rar

rz

starting zmodem transfer. Press Ctrl+C to cancel.
Transterri n? XCrty.rar...
100% 2550 KB 2550 KB/s 00:00:01 0 Errors

450 [root@redhatserverroot ]# i
[root@redhatserverroot]#
[root@redhatserverroot J#rz
rzZ wa'lt'mg D receive.
starting zmodem transfer. Press Ctrl+C to cancel. =
Transferring testfile2.rar...

100% 2239 KB 2239 KB/s 00:00:01 0 Errors
#Frooté@redhatserverroot]# b |
[root@redhatserverroot |# M
Ready Telnaet 17, 25 1T Rows, 66 Coals ¥T100 Him

% 3-35 {iiffl SecureCRT 53, Telnet £55 F (1) FALFI T 2%

B Telnet XA TG, LA 5RE Bk AN P R BRAERIL, T B ARLIAR A,
Ak AE HR S 9m; M FTP AR XREMRIREAK, TAMSERLFN, REaests
i G

IOGR 3245 Telnet XEEMBEENERGS

Telnet R AN B HARFEM KA, AR LTS RVF Telnet &5k,
PARGRIUCE SR %, 5 n] L Sk N 28 i i AT 58 % il . AT IS Telnet K T
T S AEA IS 2 FATHAN LB A& BEAT T A4, AR DR B ok Ja i B, A& 3-36 Fw s

B Telnet 172.16.1.3 -|of x|
A

H3C-53688system—view

ystem View: return to User View with Ctrl+Z.
[H3C-536881dis

[H3C-83608]ldisplay cur

[H3C-8360A1dizplay current—conf iguration

| =z

sysname H3IC-536008
dius scheme system
omain system

ocal-user admin
password cipher *R4ABZE“AB"8HG_4I"5I8K1*?

service—type telnet ot
4| | B

%] 3-36 i Ff] Telnet & & A7 # ML i3 &

LEE. 1% A Telnet H4AK F 4 W&iE &, T8 11545 % Telnet 3| 5 4h— 4% & L.
3.24.6 Telnet NH—iniEREHIEE

WCFE S THE B R AL H 1792 Telnet B, & & Telnet PRI H &V H o o2 5 &R,
e gt ek 12 7 OB R B R IR 2525 I, RS AR 25 5 i i 11 S v AP T F T S I e 1R
WCRE RS 4%, BLGedd. BRI TR 5

Windows Server 2000/2003/2008 Jz Windows XP #1/E £4t, 4 X +F Windows % /7 Ui izt
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PRSP, Linux RS0 [AFE 2 HF Windows %?Piﬂ“ﬁ@i:iziﬁ%ﬁﬂij% (A T AE 25 ) i 28
B 58 = LRI A - LR A2 4E Windows 25 ) i R L HH , 1 ) 78 B S T4 1) % % Windows
2G5 H Linux 248, WK 3-37 Frass

—  FF3¢ Windows F# 4

Ve S ]
Telnet /MY | —»| Windows % fi ot >

—= ¥ Linux &4

K] 3-37  Windows 15 08 ¢ 7 vzt £ 52 [ i 3
1. Windows XP & R it #E £ H1E3E Windows Server 2003 R4

{57 e o 5 T 4% H As AL, 2020035 A2 LA N A 25 A

Q ZFE Windows IR 55 25 dim P OV s T SO R S NE R M IS A A

Q zFE Windows it 55 v 70 VF B L IR 52 1 7 Q6K

BRI R IR 55 o LR FEiE A A, AL BL Windows Server 2003 £:1FE R4 A1l . 1E
Server RANH, 1ZRGSHEFRA “ Kimlssas 7. k£ C&Emlmmi Y | 0 mali il BrFe e Y | L
DIV ER Windows ZHA Y ZEI0, JFk+f [Zum/kss4s ] Bkhe, Rinf JFandd e, wilE
3-38 7o

YTindows $HEE
Al AR B Windows EO2HTY.

A HPR R , 1B R TR IEE. REIEE?‘J'?R@E%&EE#EH
—&b. EEEEMAT  1BBE “FHRER"

$HiF C):

] i iTAETENE a1m 2
] [BIEBRE ——
: G ke O] 4% O 0.0 ME

0.9 MB
-

fmit: Eﬁi‘ié‘ﬁﬂm » RFETRAPMERE T TRET AR

T iR B

FimRtR=TIE 15.0 MB v
AT ARRER A 1309. 7 MB R |
t—so[F-sw>] mm | wm |

& 3-38 Windows Server 2003 9 222 2% i i 4% 2H 44

ZIRAMF e i, e FE LEHia ] | D551 | [Terminal Services] i&Ji, w7
iz s Ca b isty, Wil 3-39 P

B e 1 B SR VFEFE B 1% Windows Server 2003 4L, 76 [FAIHANG Y ¥ 14 5
HIFEFE UstE] v, R)aqE L] nmmhid s s X a v SL B R siim ]
HAEhE, BJFE TR sk i sevr, Wik 3-40 fros.

L3FE. R inf2 Windows EALE 235 T S4B K3E, NEIF B KIE A FiRFZEFE.
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Terminal Services HIEHE (*ﬂi‘l’ﬁm; ilﬁl oz _iI_EI
A |Be |&E | #ExR| w4 |tEns | B | s | gwEy TR |
g FernSart s ::G RO LA B — M B R & A A =,
Rt lv R exminal Services TR
g Q- i 5 = mﬁgg r [~ BRITEMEEEME & i A EE ®)
Mm Im == =
L e et N TRAAZENIEEEE.
AT I AOBEAE 0D W, |
F:1TIHMDHS\5y=tin32\svnhnst.nxn -k termswves
CIIEEE
BehZeB E):  |Fah ~| v BRI E T EA_EROITIE S ()
EEEE . EAFAPTRITEINGIHEN, 58E RS
EEP |
&tz E8sh itHL2E:
crystal-1
e | rrEw | E=Ee || xEwe | W ST E SR,
4\ BEIRS AT » ERIEERTERBRIB Y. rREERF© |
BRI |
wmE | Bm | AW W Bl | ER®

3-39 BEHZinkS D)

& 3-40 Windows Server 2003 4o o178 F2 52 1 34 2

eSS 28 EWL R ECAE, BInJE% P om EHLPE BTG iy [FEFY | [F
PEY | DR g Rz Y ar 4. s RIS LE17 Y R4 A mstsc Ay 241 IR % 1,
Gy N F I TP kb S BR e TRa6 & 5%, Wik 3-41 Pros.

EEREAETINEMA T XD, Wl EaEfleE N, Wik 3-42 Fix.

R =)
| EARHE
<) IR
HHEALC): |192.168. 1. 200 v |
BAFPE:.  #igx
X G A
v M@ TEEWD | [ #®Bo

B 3-41 4 FHZe RE B O 3 6 SR i e 55

rﬁ. 192.168.1.200 - wWREEHEE [Z]@
F.s

; ' Windows Server2003
.’. Enterprise Edition

Copyright @ 1885-2003 Microsolf Corporation

APE n: Iadministrat-:nr
W E fl

Bl IET @) >

(%] i | (]

K 3-42 mFEEmIER T KRS A

G R EAE R TS A AL SEBL SO RO S, D)5 S0 A b o et 5 4 L 3
FEllR o545 . 8 DR iz & Hrp, &#7A M LRI, Ra4E [AHBEIE] it
e Crranfa 8 4%l AEHH A i IE FE iy AL S ROREE R T, Ak 3-43 Fiors.

BCESEE, RO X BICRE TN, FTIT ML, R 2% ) g L = R B AR
e, ARE e RE AL SO S A B WA A, m R R A R A P ) SO S B I A AL,

DLSZIR SO A 3, il 3-44 T .
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P &% 1738 R4 7 A2 oz P

B EESEEE JoEs

&uf Eﬁi%ﬁ
>9)

A |25  FTHEE By 4k |58 |

SRR b ERSEEE
a TR aes. —
i [ BE(E). . ] | j_ﬂ*%%ﬁ
s ) ERE
o o Nintos MER A R
v |BEERETE RS EEE A E T RIS T E R ETIEE.
T8 Alt+Tah
B ETEE [=EFw
, EEsEmEEsEe! URO®
=01 = maﬁﬁgﬁmﬁ
i
[“]3TENHL (1) iﬁ% )
T — = (E:
(R ®. . | AEHEE T
Iﬁtiﬂﬁ i ‘J
. 1 '
- EAQ D#ﬁfmsmﬂ
& O ERT eI E e as

| ®m= || BE |

K 3-43 AR S R M s B —— R L

% 192.168.1.200 - W ATER M=)
IHE ®WEE ZTEQW YW IAO MW
DFE - Q- T | Pee Dk | & 2 X 9| @
Hitk @ | et
B0 E3A | B AR | &

L 5
o FHUER ) FHaER 2.98 GB 1.27 GB

AU BT RA&RE
BosBE G 3.5 KtBE

LHWIN 2003 _SF2 (D:) Cn 3Ezhad 829 NB 0 FH

Hh
SEPC-200008132216 LB 6 FRIRILMHHE T REERAD.
P PC-200909132216 ERY © RIRICMHE ILiE R EERRY.
S PC-200909132216 LA D R TR AmEE.
SPPC-200009132216 LAY F O RARIUMEE ImHE S OESRAY.
S FC-200909132216 FRY B RIRIOMRE iR EEE.

v

< . >

B 3-44 G5 AL O G B R 56 Sl A 1) A i

2. Windows XP & Fif it £ HE$E Linux &4

Windows RZEH, 0] J5 A7 F ze 2 5 B S Hov . (H2 1% F8 )P A RE S Linux
RGMA, Pl ds FEC 2444 0 XServer 14, LASKIE Windows &4 | JEAL o
Linux R4 [All, 7% N2 HF SSH/ Telnet PR KIFEF, LLSCHLAT Linux Z 40 51 (1)
5 o

I A A FH 4 2 1F) XServer FEF Xming, LA 2 R 2 F 5 sk B2 7 PuTTy, PASEHR
Windows Rt [ A M%E# Linux. HARRSEILE W .

(1) ACH Linux R4 0VF X SN K . Yal LA /etc/ssh/sshd_config, $AT U1 F A4 :

[root@RedhatServerroot 1#vi fct:fsshfsshﬂ_:unfig



P 4% 1 il s B EE At ZR IR

FECE, AR AT X11Forwrding yes B [V B AT S# L fEI 0]

(2) FEJF %S Xming F2/7. HEIRETPG, AFEEATEMEE, TEEX B X
Klbs, IR CAEIEWIs T, fEFENE, WL Mt Xming 174K, 236
% 4 Xming-fonts 7.4.0.3, 7LW7~ Linux X 50N AR, 778 H 21X L7 4K,

(3) BlE PuTTY. JF)H PuTTY F£F, 7 Connection | SSH | X11 Gijfit, £+ Enable
X1lforwarding £, JF7E X display location SCASHEH 4 AT /s 1Y S mAChHS, ILALIHS
localhost:0, 4114 3-45 fi7~.

#3 PuTTY Configuration “
Categony:

Keyboard [l | Options controling SSH %11 forwarding
Bell

8 #11 forwarding
eatures g
& Window Enable X171 fomwarding

Appearance # dizplay location lacalhast0

Behaviour Femote %11 authentication protocol
Translation (%) MIT-Magic-Cookie-1 () XDM-Autharization-1

Selechon
Colours
= Connection
Data
Proxy
Telnet
Rlogin
= SSH
Kex
duth
TTY
#11
Tunnels
Bugs [ ]
Serial v

| About Open | Cancel |

& 3-45 MCE PuTTY JF/a X X Friif) 4% &

(4)7F PuTTY FEF~ 1Y) Session GL[fTH, 4 AXS Ui Linux R4 IP Hihik (192.168.1.100),
SRIGHLTE Open 441, BB i Linux R, ARG 1E 8 s 1Y) 2 T i N5 R i
emacx &, WK 3-46 Fi7~.

_@ root@RedhatServer: l._i[gq‘

login as: root

rootf192.168.1.100'=s password:

Last login: 3un Jul 11 15:34:36 2010 from 192Z.168.1.133
[rootiRedhat3erverroot] femacs &

[1] Z£830

[root@RedhatServerroot] #

K 3-46 7& PuTTY Eox A AR A<

i ANAZ A2 G B AE Windows Z2 48 H 5 H Linux FE AT, Wi 3-47 Fros .
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K emacs®localhost. localdomain g@
File Edit Options Buffers Toals Help
=
C@®x OB 9 FeBRIG P ?
;i This buffer is for notes you don't want to save, and for Lisp evaluation.
;; If you want to create a file, wisit that file with C-x C-f,
;i then enter the text in that file's own buffer.
|
7
ﬁ:-- *scratch* (Lisp Interaction)=-LO==fll-=========—=—c=———=—cococ====c=c=0q

& 3-47 Windows R4 &7~ 8 Linux B AL S

PL EAE5ER T ifid Windows XP 25 ) v B e F 52 HIE R, SEHL T %) Windows Server
2003 Z4: A1 Redhat Linux F34¢ 19 & AL 1)

SSH (Secure Shell Protocol, “Z44r5cthisl), &VMLIAFE & — Pt FEZER . SSH
hSE Telnet A1 FTP WpIN 456, RURENS SEEL 22 4 e R 3%,  XRene skl SO &2,
P BT R DI HE . WM SGE L O I R R e HR, DASE s B0 1) e e MER AR o

fE Telnet. FTP SWISCALBIR T, 904 525 “ PN M4BT, S8k
IRV ) A B, I B s R IR 5 AR R 7 v B, R Ja R B A AL 4 TUE
IR 554 o T AE SSH P SCAE5ar 7 2 A ] NG 7 2 koak 1) 2t 2 4 el i 14
P UMRAME S B o A ] SSH WM REUE AT Rt O Uk B A 5an i 22 4

L3FE: Telnet i F= SSH & K89 X 5| £ F, Telnet 280 XA #r, M SSH & JF 58 L
A5 4y,

1. SSH Y EI L EFN[A &

SSH WM 1 1995 75 22— KA IF K o AH I TR 2 F I )58, SSH B
A F RS R /D B 2 ) 2 e 27 1) OpenSSH PR . ARE LA SSH WA 44, i il
AW R, Ba R T WA RA, SSH1 1 SSH2, SSHI1 434 1.3 Al 1.5 B MlAS,
HERH T RSA CHEXTRR N 5035 RAERE S, LUK CRC (R TURR S K fr
A e g8, iz XA — 2 IEE

SSH2 K HI BN dE i) DSA (B84 FERCRAUE RSA Hik, HAEH 7 HMAC
GV EAESEACAD ) H A CRC 7%, 9R%b T CRC A MIHRA
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2. Redhat Linux 7F/& SSH BRE 2 FF

PUE S SSH 1) Linux R4S 25 HHTHCE . AR EE, Ee 2N Linux
k55458 SSH k5. #R1ELIERU T
(1) #EA %] Redhat Linux RG22 A7, WiEEHCL L3 T SSH T, A N:

MR R ZI%FE T, WIFFEE N2 ssh-2.3.0 tar.gz AT % %¢ .

(2) e3¢ SSH kg5 ha, #EAN/ete/ssh/ Hax, KeFEF] SSH WML & AT, RN
Sshd config, — AN A & HC & A AT B .

(3) {25 SSH k%%, fir2 A sshd restart 5§ service sshd restart, Wl [ :

[root@RedhatServerrootliservice sshd restart

R EAE Linux EJE P ECE SSH kS, WIFFESE [RGE]Y | DRS4HERE] |
U551 an2, FEIRSSHECE T EFE sshd BILHE, JFERd [ITFAR]) %4 )5 shzliikss,
&l 3-48 7R

v =13
CHHE)  frahld) WEETEHNE W E
H#H =1k EE

HAETrmdnl . 5 Wsirssl: 5
L] smard o] Sl

smb

snmpd
snmptrapd
Spamassass mn
squid

[ swat sshd (pid 2272 1759) is running...

DHDDD

syslog
[] talk
telnet

e

E

-
/€ 3-48  7E Linux [ J 51 /5 3) SSH 55

(4) ey, Bl % i B SecureCRT LL SSH A% 70578 2 % 5% Linux R4S #5. 7EFE
Jr G, Bl Quick Connect $4 411, F1 T I&E4% 1 & FL 0T, ZER-MN SSH2, Jf45 A\ Linux
5528 TP kb i B vl 8 S 7 1) o 3 R A1 Bl 2D 6 s ST an P 3-49 Fras e

3. Windows BR5588 7 /2 SSH AR 3+

Telnet F1 SSH J7 A& skt f Windows Il 5545, Hoar 2 7 X $EAE{U R T DOS iy 4>, 5K
PrfffE = CHA K. PrbAfE Windows #:4E R A $E it SSH kS, HAn] LB =)
() SSH F2 )7 55 L SSH i F2 F ok S FF, M AbHERF2)Y F-Secure SSH. #:AEVIRWIT

(1) FaJf 2% F-Secure SSH [1) Server itA~, Jf7EEFE Windows Server 2003 FH 4t
BEAT 24, WKl 3-50 i
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R Ed| B 192, 168. 1. 100~ SecureCRI =) |
1 IW IR #REED J/E N T o) _‘Ffﬁi_m B=£E=1 THIL ‘ﬁgm]im
LB :  [192 1881100 HHERGR PR] | BRES FEY ¢ F
O 2| kB | E x] [ 1192 1221 100
L d — Iﬂ-
HARPE [root@orsatal root]#® 1
) : [root@crystal rootld 1=
S bkl aaconds—ke. ofg  anetall.log install. log svaloz g
[wd F1% 'Ai 4_[ Bt k) [rooti@-restal root]d od Seteo
[wi4-5R Cag == [root@oryatal etol#
ARETE ) =]
E=ET R rtEEE 1) [liFFEE v
CJTE—T4FEd417 @
N [ Heif ]
|
ThEE s=hl: Elewfixt E. 21 L6 §T. 7O H| vI100 HE

/<l 3-49  {§i]] SecureCRT jfi i SSH 5 30IE #iz A2 Linux Hi 55 4%

7 F-Secure Setup

@ Installation status

Component ] Status
(4 F-Secure SSH Server 5.30 Installed

Completed: 100%
I

Click Next to continue.

&l 3-50 272345 F-Secure SSH Server #2£)7

(2) MWHIFATE LR F-Secure SSH PP AT E, NFHEFRIZIRS CALR3). T
Windows 132 [F£/+] | F-Secure SSH Server | Configuration 71, ] JTF 1% 5 B AC & 7L if,
W& 2 HARS N B aPIREs, Wil 3-51 B

F-Secure S5H Server Confipuration

Server Settings Server Settings
i Feneral

~Hetworlk

i Eneryption Service status

..I.:lentlf.}- Y Stop sarviul
Tunmeling “

i
-} User Authenticati
| B Fa==word F-Secure SSH Server 5.3 Euild 25

: RADIUS Installed at C:'Prozram Files\P-Securelissh serverh
| = Public Key
i Cartificate
L. PBSA SecmrID F-Secure S5H Server running
[ G3SAFT
i~ Hest Restrictions Uptime not availlable
JGroup Restriction Open not available
i~ User Restrictioms
=}-SFTP Server —Ewent Log

Power Users The zerwver reportz important ewventsz in

- Advenced the system event log View event log

4] | |

¥iew Ewant Lngl

Default | 0K I Cancal

4] 3-51 355 F-Secure SSH g %%
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(3) eI, 262 i EALH, v LLdt SSH % 7 v [ H k4T e #2075 o), 491 4 SecureCRT
FElv. G SSH2, N IP #ull fIE %14 )G, BinfiZfELl SSH ik &%
Windows & 4¢, WK 3-52 Frzn.

= r -
S i Kol | R 192.168. 1.200- k&R SecureCRT (=l X
s @) : sSH2 [ LI E) SEEE) BF W & Tua [E@ 2o
FHEGD: 192 166.1.200 D0 2erq 558 Xt B
[
FEE S ) > 173 3 r ator | (C) ?[37:40m7?[37:40m? [37;40m?[37:40m7 [37:40m? [37;40m? [37:40m? [37 :40m 19
SR 5-2003 Microszo ft Corp.
wOs "_! i] it (E C:\Documents and Settings\Administrator)
s — C:\Documents and Settings\Administrator>
SRETE v |
Behit B FIniEERE ) CIRFsEQ
LE—THFEPITHFD
T T
e
Bhet 18, 5 16 1T, TO M| VT100 e .

4 3-52  SSH Jj Him#2 & > Windows - 4],

o 326 ARPFIRARP iy

ARP (Address Resolution Protocol, HElEM#AT 030 H ¥ FHHLRY 32 47 TP Huhik 4% ik
48 LLA Yy F sk, FLE T W] A5 S REC 826.

RARP (Reverse ARP, Jx [nJ#ulilfi#s vpill), T8 M < IE (MAC Hiulilk) 5% 4%
FIGF A AL IP #uhi . RARP Wpi%5 /S dmidad B 5 1) MAC Hihik, )2 i 2% RARP JIk55 %
oK IP fithit . iz S A, S 4 DHCP PR T .

1. ARP 1Y By /R IE

YW E BN ST EIREAE R, XU @i ROy e R, 9 22 Jey 3k
] B ER, AR AP RN E AL, 5 28250 A B 20 R A 3 2 TSR RS M 9%
W, FrLM 1 MAC HuhbdEw i E S, (H2, 76 VAL REM B,  HAniE X i 1P
Hihik,  FEAFNE X LT MAC P ¥ sk, P LLFT 22 ARP Al RARP Pl 1 57 4T 1P #h
HE5 MAC Hihik 2z [8] (6 A3 e, I 208 2 B A B35 € I R H .

QFE: AL IAL TR — BB BATIHIEBIZH, ARP W 7T LRI 7 A4 MAC
Wik, FIF43EAE1% 212 MAC #uik; & F RE & 53RN BT, ARP 3L 3R
B BAEAEIE 249 MAC 3k, PrA 03B 421312 MAC MuabdE 4 &, REA
i% £ B AR FEAM,

FI X ARP RS0 AAAE— M & TR AT B, B ARP Ao ARP Biahiidid fyit TP Mk
A MAC iUl B0 A5G 28, AT 3 R A RO S B, sE B KR ARP {5
B, G A A 2E

32 ARP KL 2aty, & WAL Gt 2 M2 0 28 I I 4 . 71k ARP Boadi, mlR
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NI A ARP 27210 vk, s g6 B0 IP Hilib A1 MAC #bhb, &[R40
AL GG O o IS H AT 2 AL IP kb Z8 5 5 UH#E -

2. ARP 1M BY Rz A

T SEHL TP HubbRT MAC Mk BN R, ML sk EE R EdE R, H]
ARP 224735, M BN RELRIED H i IP #ubky, 5523 ARP 22473, WIRREE Ik
26 MAC Huht, 4 BRI . R TvEk B im MAC bk, Z L K i%
IR AT ), A BN S

111 L MAC Hisbt S =32
1T ARP Dl HSh4ESAIEDHT ARP A7 il Maasese ™ “potcad nadsess  1upe

e BEBRER ARD S, FUHAL | gt Gamd e

H ARP WM AN H . fF Windows #1F R4 e

vh, w[iE L Arp —a YA EE IP b5 MAC Hh o -

HEFIRT N e R . ARP - £ UK 3-53 Fas.
[]#E, 7F Redhat Linux 24 A7 1Z 44, K 3-53 &£ Windows R4 i ARP 22473

AT G5 AR WP 3-54 I

[rootPRedhatServerroot ltarp -a

7 (192.168.1.1) at B0:21:27:36:F5:EC [ether] on eth8

? (192.168.1.133) at 88:1D:72:80:1B:DE [ether] on eth@
7 (192.168.1.2808) at 80:8C:29:B7:D2:9A [ether] on ethd
[root@RedhatServerroot 14 _

K 3-54 7 Linux 24T & F ARP 227 %

¢ 327 POP3f1SMTP iy -

SMTP (Simple Mail Transfer Protocol, {&j 58 HE{FAL4mt/pi), 4 TCP %% 25, SMTP
PSR — PR AR BRI AL, Ho T E-mail AJEHBRE %02 2 H B hkE ], 42
I gE . A PREEM AL RS . SMTP W a] LA i M4 25 7 i A 32 42 IR 2% 2% »
o n] USEER AR IR S5 #s AL 8 2 g — A Ik 55 4%, B 20X 1A H I HEAR Mk .

POP3 (Post Office Protocol 3, HJEMXAIEE 3 M4, f#H] TCP 4w 110 . POP3
I SOE —Fh RSB AF s, Hor ST 725 7 i M R iR 55 BRSOl AF - DR A7 22 A< b = 4L
FORLI, 1S EHLA TG BN 5 WA IR 55 2 R4 IR, DalkAE 1 k95 28 1 T2

% 7 SMTP A1 POP3 Wil 2 4, 47— R ARG R AL MB AT IR 55, 5] A s 17 1 «
PR R RS . ATR L ETH R A HE IR 528 A S IR S5 s, BA %
Q] A e o A e o 2 B GHE A T I o A T A2 SMTP Al POP3 131 .

{E Windows Server 2003 #21E R4t %4 | Exchange R4 FE 7 o ¥ A4 IR 45 3R, 2
BRI IR 251 5 1847, AR B R IR S RE ) e 8. Aedsdlimieh, 8 U3 T A] |
[IR55 1 G, FESIRPIESE SMTP JIjR5y, v &F ko5 e Rz, ik 3-55 fros.

1% ¢ Microsoft Exchange POP3 JIlk 55, w] &4 POP3 k45 Mia17 k4, W& 3-56 Fin.
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Ho B S ME e SRR 1L

SNMP ﬂ%u~ GET. GETNEXT ! GETBULK %1 5€ 7 2 B 5 B, tha] DA% iE
Bc B SR G Sk, JEid SET Wi $5 43504 34k 25 F ik &
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o 412 WEIHEANEE (SNMP Managed device) -,

—————————————————————————————————————————————————

— A PSS INEAE T SNMP R 2% H R 1 s, IX ST S 4L 5 SNMP R FEFE
. HAE PRI A4S iE T MIB G (5 B WEEMAE S (G E, JHE it SNMP QH
WX 268 5 L R e R X 8 B W HR 15 & AT I 8 FX 4 Network Elements (%% 7025 ), 1
CLog it s Rgs4as. ZZHpL. WHF. HLEFT ERHLEE

o413 SNMP £ (SNMPAgent) --

——————————————————————————————————————

SNMP ACEE & — PP r 70 14855 B 5 25 HH I I 4 B B, FRAT S A 3 0L S
BB 2 B G BAS /. SNMP AT I i #2515 & 1045 FRAS EERE (MIB) KA
&G R, A A S (MRS TAEM. IRSS45) £KE . XE(E B
W RSB HIRES . W&ARPE. WE RN RENE. REHE FAHE R

FCHEEAER AT A AL R S &L &, el T3k 1% TRAP (g5 E) 5 INFORM
CHEAMEED 4% P, SNMP TRAP #¢ H] T4 ah e N 2 I da, B4 EHLAS =305
SRAFEE], 2917 R A FR e, SNMP AQHEIE %0 B4 AL

—H KRR LA E 4-1 #1787

N SNMP 4 i %
S
[ 44 B R G
2% W24 PR 1 SNMP
SNMP Agent SNMP Agent SNMP Agent
MIB {5 &% MIB {5 8% S

W PRI A

@} WA @} B

Kl 4-1 SNMP 2% 21 il 56 4y

L% R 2% 20 B SEAR AT TR B A 405, Bk SNMP RS A R4 T iE g ik . 4.2
TG AR R Z5 0 B oA B L) SNMP 1.

@ SNMP 1k & & G 454

SNMP 1A R R G 3 DRGEHRS: SNMP . SMI (i EEAE BLg5H))
A1 MIB. SNMP WAL T )2 4855 PR SR AR RESL, 2 T SNMP W 254381 1) 48— 1 o
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FURYE; SMI NjsE T Mg s B 204 fiE & T AIAH G 1 MIB 40w X T H&—
™ SNMP {5 BT LN AR
N SR SNMP WG 4E.

o 421 SNMP histiig

] B0 [ 23 45 R SNMP J& i IETF (Internet Engineering Task Force, H 6 TR TAF
WD) P Moo s Internet PRUUGE R —377, #2) 3Z N HI/E NMS (Network Management
System, MZHEIRG) KigZ R MR & RIAEHERE RS .

SNMP i vt H bR Ak 22 | A A [ A @ S — ANl B HE 5 . 1%
F-EAUHE T BRI R &S REMM b, HRZMZYERa[Y 72, PR
7o A ISR B Internet DTUR,  SEHIL A5 0 2% 152 2% [m] 5 {0 (A5 0% 3k, [m]Ispad i —
LV RIALE], IRUEMIZ etk . 2 BRI, SNMP [FHEL, 45 B R 58
S fit R 2 M 45 ZA I8 FHAEZE , ARORHB TRk 1 X 288 e 28 A RN 4E 40 TAF, ik SNMP
TIELRIZ%, Befp il A DT T AR E e TR . B ERE, AN A EI AT Bk I 298 i it

SNMP Ppie T TCP/IP Pridl— ARV, e A% A = i i JEIE 1) UDP
(User Datagram Protocol, F /" Z LM f5m i, JHAE M om 161 #1162 BEATIHEAR -

o 422 SNMPHIANEZRE -

SNMP JI 7 1 20 thed 90 FEARE B Hm W11 H I A2 T4 0 264 1 4 1 7 B R 2L 0 1 3K
. Ffidy SNMP [ANKrRZ R, e 9 H 2] &M B R G, IR B &R EF)
W2 ER SR o | R R M e RO 76 SNMP B SCP) SCRE, AL Bl
KBS B 2 AR 2548, M Unix. Linux 3| Windows #:4E 248, KR &M ARG AN L
¥ SNMP il H

F AT SNMP .45 3 MitA: SNMP vl. SNMP v2 5 f i) SNMP v3.

1990 7 5 H, RFC (Request for Comments “ i >KiF 47, B FLIC I SO 5 58 A bR )
E LT SNMP [ —ANRA SNMP v1o AEh— R B )il s/ mi B ppis o BT 28 55 LR 4
RN EK, EEERS IR A — AN Y. X —AT A P SEI &I A 4 R R R e AR, X
4 FPEAEf A0 & GET. GETNEXT. SET Fll TRAP. NMS i GET 13K 3k H— 4>k 1
Z X ZME. @it GETNEXT #4F, W5RIREAI R B R AR P EH F— DX RS ME.
it SET #4F B o R AL B AR B o TRAP #/E & BT SR RERAE, NMS AT E 35K
W] 75 21 i Trap #4EFTdR & 4 2 S5 B

1993 = RFC %Al | SNMP v2 [RA . v2 RAER T SCHFF v ) 4 FhdefE, ibeE XTI
Flopr 44, B GET BULK Al INFORM #:/E. NMS ifiik GET BULK #:1E Ge A7 A sk HY
KEEE, nl R4 5 £ PR EEZ 1915 B . INFORM £:4E i f5—~ NMS ft & i% TRAP
25 75— NMS JFRel 37 52 .

1998 £ 1 HELH T HBEM Y REC 2271-2275, B SNMP v3 fliiA. v3 WA 5 i ff
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FRASAHLE, Tnsi 1 76 % 448 3 sURe #2467 i i D ag, JK M 78 SNMP 7 R HEZE .
47, SNMP v3 fi ] DES (Data Encryption Standard, E{#E N2 5075 s £l i
G, INKFERESR R T SNMP [ th. A M &g, Caeffit 7 2506k
SNMP v3 [ % 2% 7= i, 78 % D e AV B D ae A8 AT Ble 2 i . T o A5 H air 4 4 38 H 1) SNMP
FRAAT S vl Flv2 A

o 423 SNMP I = -
SNMP FIpSC ()8 PSR Tz, B 2OE 8 SNMP P ST 4l R F A
Q SNMP sl & e 2 B g2 How . SNMP. MIB A H A AH O R 44 R HE 2L RE %
{ESAPA R & BigdT. AN ATHEHLR A R L. IRSs 8% Sk
A CMAFM s . LRI RS, s, U HA T2 A M
2% B AE AL St W 28 0 2
Q SNMP 5HLY Tocil, Huihwg, ¥R, RN AEE & KHoR TR (i
RFC RN TERAISCR) LI k3 2 2% Fiadt
Q SNMP & JF I3 S 9 7 it o
108 AR T RIS 7, SNMP Phisl BB 2 R4 4 7 A AR TT R I o
A FE
{H SNMP P S 138 FHPEARTY A [RIFE A oK T %2 4 B 2 T 5% SNMP [1) 22 4= 1%,
{E SNMP v1 Fl v2 A 5N T A5 A4 B ik 7 X (RO X F R/ D). VP2 il ff
WA ) SNMP Ik 55 #CR 1 iz Uk 7 3, X B UEF AT 2 45 B R 3R O &5 EAE
BB B U ) R (). K2 & VI Be & 1 BOARAE X AT e o s WL ERIA
B /& public CLEEds el Al private (nJ52/5 U5 I FEUE) . WAVFZ) iR AAAT (1 ER
WAL A, (HIX ST A 3 ] fRIE ] 7 7 2 H AT S
AR HAUE T X e = 7 SNMP 1241, {H SNMP /74 A 55 . /& SNMP
vl Al v2 figAsH, 805 AT RS AR s R T SC 2, HER BLA S A= & 4 3K
M SR EAE DX 055 £, A8 Y 28 1T A2« 45 BVBR O {5 El 5 55 by « 7 SNMP v3 A,
FARPIEAE TR, i T DES. MDS5 (Message-Digest Algorithm 5, 15 B-1# 225794 5)
F1 SHA (Secure Hash Algorithm, 44515 MM UEFP TR, 20 1
B oule

o 424 SNMP HFWIRANRIA -

SNMP 35 il e BRI 7 20RAE P SR . i 3R P 5 R B 4
Jrk, FTSRHR L 3 P R R WA RS o 0 ML A 00 % o 7 4 8
5110 SNMP {RFE, SRl T ARk, SR A WL TR, P R S ) £
Blo WISREEA BAT RIS, A0S I % L1 BRI SNMP W 1A 5 TR 47
AR M g, %07 ROB AL T SNMP B & ROACIT, Lk HO7E R T P A 5 9
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BARG. EMERGHFFEE T SNMP ACEREFY, Jf il AQER O AR 2 B 5 B
2, SNMP Pl B AR ik A4 T Bk 2 SNMP ARER LLSRHO 45 EWe ? Rzl /v
1 SNMP #AF &R i BT A% i s B s N A B0 B0 #84F

4241 SNMP i3k 323X

SNMP iy 2 5L s [n) 6 B AR EAN G B (24 30, H 3 DM d ple: AR S &
(Version Field). #[X F 47 & (Community Field) FI1Z{ 4 5. 7t PDU ( Protocol Data Unit Field) .

AR B EA 2 A r, WiE 4-2 Pros.
FRAFRIASF Version #H[X 7 4 Community H{E & 5T PDU

K1 4-2  SNMP PpiSCEE A% 3

WA S s SNMP A B, %15 BIRE T USRSk 1. #lan, SNMP vl W'E
A0, v2IRANEG N 1. Har hidmH w2 o fl 1.

FEX A5 H s WRR A A ILX | #EXCFERF R, & SNMP JEARR 2L, H 115 SNMP
AL A UE 2.

P H ot PDU: $5H T SNMP ) SCI2R R AH 25, Bl SNMP $24iL [ 3 254
YEdT 2 Get. Set #l Trap 2 —. Get A FRHOSZAT KR 3L, Set 4 % MIB Z45 X 4
R 3, 1f Trap ZACHE T30 A& 25 B B 4R G B

4.2.4.2 SNMP 7B R1ER B

SNMP Fpil$eft 7 3 et ar 2 M 105 ) A4 MIB X%, 4302 Set. Get fl Trap
e, WK 4.1,
4.1 SNMP 89 3 £ WS
me /S
Zir % & Read (1) %, fUUF SNMP M5 Read # X 745 53 DT 1) 4 28 15 & R HUE & .

Get i 2 RO & AR E[I’]EZUJ‘E: R RS e B & AR ERA
BAT “92” WPR, ERIAFRF A (EEE 4 public, 18 0 FE SRR A BEHERR 2 IR G B S 114
ﬁﬁﬁ**‘%m Write (5) ”E’ fIZTfF SNMP ¥ HE 5 Write #F[X FRFHILACII 2% % . &
Set MNFFRAT %, RO o] LU I e K Bl sh v 68 I 0 B B il & s FIR S . #EIX FRF R ﬁ%‘(
A& private
Trap (fA31) (E R EHEHEEH XS LA HTER, SNMP RVFEICS Trap #1X FAF A ILAC
Trap [ 2815 25 B o BT HER 270 W 45 5 B R G AT IR SR O BTH2 T, obr 2 B 238 40 14
7R PR R G AT e ] B 1R D0 B ] A R A T

DL 280 A 443X 3 2884 .
1. Get #21E

\

X 22 G AR SR AT Y PRV 26 MIB 15 & sysName (RGE4AFR) HIME, # % s SNMP
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NMS % SNMP Agent /1% Get 115 3K, 115 3K A% Version 7B ({54 2¢), Community
F-Bt ({4 public), PDU ¥l 7Bt ({4 sysName.0).

i PR % 1) Agent I F Get i K545 NMS [HIZ 005, W Get #AF ), ACHE ]
1) B 7 B AE A 2 W 47 (Ul PC-0021) . UK SRHGEAE RN, WIFE “HiRIRE” F
BOHR B AR, SRR 4-3 B

—
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xS - : gz
Agent 3L HY sysName ZE{{HNFN Get K

NMS S &R 5 P I A Agent

/€ 4-3  Get Hff:

2. Set #R1E

NMS AR 29 4 S P iz 26 MIB 19 54 sysName A€ Z50{H (W Devicel ), Agent {iff
HI private L X 458, WERAELREQ T

NMS %57 Agent AIX Set WK, i KR A& Version FB: ({H A 2¢), Community
F-B ({4 private), PDU W E X% ({H A4 sysName.0) 1% # ZZ{H A Devicel .

Agent WER, ARG mgn, Wk Set #AER S, Wwm Y. PDU Lk E 255 4 %
F W45 (W Devicel Do WIR I E R, WIFE “FiRaE” FBARE M IR . R
P 4-4 iR

Agent 1% B sysName Z= 5 {1, Set {7 K

T I 1Y A sysName {H H#5 € S5

4
A

i

W e

NMS 5 2 55
[ 4-4  Set 4
3. Trap #1E
MV A% R AR R S T T B AN NMS B, Agent 2 B A H Trap ]R30 Flhn, ##&
e VR 2 g7 4k, Agent JIE linkDown ) Trap ¥ K45 NMS. R U N Version B¢

({E4 2¢), Community FB (f£ ) public), PDU f{% | OID Xf G A8 M B4Rk &5 115 B N 2,
WA FE U 4-5 Fros.

s % 3% linkDown [14] Trap ff {5 &
s
NMS R4 I B Agent

%] 4-5 Trap #21F
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SNMP 2 {511 3 Se4edt, B AR w70y 7 FraddFan 240 3o £ SNMP vl HHALE 5 Fp3R
Y] PDU, 17457 Request (153K) k3, fTLEN]/& Response (M) & . HARELHE
Get-Request. Get-Next-Request. Set-Request. Get-Response. Trap . SNMP v2 iluAH, X
Bm 7 ™R PDU, Get-Bulk-Request il Inform-Request, L1l 7 F.

T 3 4R 3C A SNMP v2 A 89T Py Ff 4R SCE) 72 i s BEGERE [ AQFRRERE A H 1R, T3 471
[ Get-Response Al Trap 7y & W2 CHBEFE 2 & PR RE (1Y . W EE 8, B H bR 2 H
i 11 162 AR AMC R W 4R SR Trap & SCHY,  TACHERE R 5m ) H im 161 £ Get Al Set i
RIRIL, Wil 4-6 Pros.

1K EEHL I MIB 42 5

Udp port 162 - 4 AGENT
NMS - S
Trap Udp port 161 e
PRI

K 4-6  SNMP PpiS 2 st A% X

LEAR S 2 B A ZCF AR R X 3 iR SCHI RIS . PDU $ROCFP IS R ILAR 4.2,
&z 4.2 77 PDU IR EE T IRIEMER

HFHKE PDU 2 ## 12 1E 2 B
0 Get-Request SNMP & B 3 3d o i 11 A SNMP AQER Fh 3k B — N ek £ /> MIB 2 %1H
1] SNMP AL EE I ] Get-Response 7 & 1 [,

! Get-Next-Request | SNMP 5 Fi# MACELHEFR ARSI M BT S 5 T — A 24

5 Set-Request TR RO W SR B BT AR M A (iR &4, mE. RERE M
FBYEAT RS, T A EEA MIB 25l

3 Get-Response RE AR EANSHA . IXMRARE i AR AR, B AT
3 AR AR 1R i ST
R 350y ] SNMP A Bt S H 4R SCIE 0T R A= IR g 2 <A e T 2

4 Trap $, kMR, ERR WO L AR RIGCER B B AR
BARER R K () Trap R0, AL RAE—ANECRPE . W4 5 0 53 AT Ul
WL BN AN E B AR MU E AR

5 Get-Bulk-Request SNMP v2 L a] UK 28 KR EGR I K, ARBEERE S R4 e (E
IR 8] n] g 2 (K5 AR B

6 Inform-Request AN B R AR LN T A0 SRR Iy A B R, SRS 1)
HAR AL A B

ARG HoH (1) Trap ik W HT Get-Response R i 14144 .

Trap fRCAF E: IR KRS S F THLE) Trap RCE S WA, 8H] Trap A4l
H 5€ X1 Trap. M H] Trap 15 SV &45 coldStart. warmStart. linkDown. linkUp. authentication
ToAp, N ETE EACRA R A A . HARK) Trap W4 4MY H € XK Trap R . FIfIgh
2438 F] Trap AU S H AR G B, WK 4.3,
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%43 @A Trap BXELE

HFHRAG A FR R
0 coldStart REREAT 1 HILGAL
1 warmStart HREEREAT 1 BRI ant
2 linkDown AN O TAEIREZR 4 R A
3 linkUp ANF2 R AR A TR
4 authentication Failure M SNMP 5 B AR R R BAT — AN e RSE A I i 5

Get-Response Wi W A5 B: & B IEFE P ACHEBEFE /2iX Get 8L Set ) 3, AQFHBEFLE L
get-response Kf IR [0 W A5G B IR [P HE Bl 0~5 BUZCA AR 2 AR AN R 1 N5 A5
B, X Ry AT B RR N ZBPIRAS (Error Status), LK 4.4,

xR 44 ERNTHE

HFHKEB 2 FR ¥ R
0 NoError —PIEH
1 TooBig FRELGIENE A1 2B A B SNMP . 32
2 NoSuchName AR T AP A E
3 BadValue —> Set #:4EFE W T — AN L RAE B ROE =
4 ReadOnly EHERAEEN P HiEE
5 GenErr S AL A 1Y) 2= i

o 425 SNMP Z2MEN -

SNMP Agent DjfedFw smoA, "eANIHE 0 1S o S0 U7 [n] ARG ED,  (H [A] 6
W28 B = AR T AR I A e . B, ARERRE P44 T 6 MIB B I ZhRE, 1 K% N 4%
PRI ALELAALE H public 154 A UEF 15 8 M private 1E 4 S IANUEF AT 5 o WEARAL X F47 £
W A A e T A B A I, A dE ik SNMP Set iy 2 2l MIB 1 b T 5.,
Re G IR 25 H B P 28 2 L B 240, 3 VR B DU XSGRO ) A X 2 45 Ha o) T 1Y
28 e AR LB .

FHT, K2 B2 ) A8 2k T A X A0 J B Ak Jr e i bh £ 43 50 kA5 78
INARBAL R ANO[EEN] . SRR 222 A n) @ & VAR 25 2hgg, LA SNMP
AR LA Hd B AT T X R A R . R SNMP sl e 4 PR Rk, K250 S
AR FACHE & 1w AR, ERFEW FR T T SNMP s Y

L SNMP i 557 R 1 %2 RS, SR 7225 SNMP. G AN TG 223 i
SNMP 55 9 2, S st Ve A7 0 BT IR i IR A5 IR T o B T 48 45 IL 1Y) Windows AT Linux
RGP A5 SNMP JIl %5

1. Windows XP #1 Windows Server 2003 2 H SNMP A%

7 Windows XP Hll Windows2K R4, (L&) 3N, ERIAA S SNMP Jilk5s, {H
W22 a8z iss i wdi. 72250 SNMP Ikss, dEAR] [ 6k ), Ffik
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£ OIRSSY LT, MRS TG e £ SNMP s, ARG 8 I PREESE LTI “JmbE” X
RAE, R RaREECy “BEH” Biel.

2. Cisco #1 H3C Mg %

1E Cisco 1M 28 1% 25, #1147 No SNMP-server ir 2225 ] SNMP JIR %5 . {1 5 2K 7 SNMP
e A, 34T Show SNMP g %. 7& H3C W28z &5+, ] #74 Undo snmp-agent /I
< ] SNMP JI 45 A HE

3. Redhat Linux 2 SNMP AR %%

7F Redhat Linux %%, #] LT Linuxconf T E M H 30 5 3h Kk 553 Brh 5 SNMP,
A H % M/ete/services A H I ER 5 5) SNMP 147 .

bR T2 1k SNMP IR 1817, K HAth 7 XtB et s SNMP B is 1) & 41, 4 oA
F IP Sec (IP ‘24 Ppis0) B4 IP 224 TRmg . IO 'S B K B SR Mg 25 . (A 1 244 SNMP
PRSI, BT DO 22 P ANECE 2 (19 D

v 426 ERERLHSMIAG -

SMI BT L4540 ) /2 ] B8 I 26 4 B P il AR SR vp 10— 0, T U S BV % MIB
FI45H . MIB A ) s R S HAR B 0 B i i 5 3X55 . SMI FE T MIB £
G TR ABPIRZ IR S, G5B 7 SRR R BRI H A, AR &1
AR E (BT R Node), BT RXSBRARAT M€ A FRPR IR, I&ZASZAFRGIIR A R
% FriRAT (Object Identifier), X B ARiRAT & H—AH G — & UL F 4 ko

SNMP i id ik ) MIB #4 R4 [ 5% (575 ok 75 1) MIB A %3 22 . SNMP
FEVT 1) B Rl A v, MBI TF R B g6 5 L, BRI 0 SOl sk iz 73 S AL
TS, BAHR RIS ) ) s 0 B il s BB S SO T RN R SRR . B EAXE
GARRATME—FR iR 79 S [R] I AR 1 20 %) B A1 MIB B 25 74 HH A

[F Iy, SMI AR 1 i X 2 24 28 7, 441 4l Interger. Ulnteger32 (G745 32 i 4%
0. Octet String ({72 —HEMI B SCANE 4, a8 B BRIl 7E 255 N 45N ) IpAddress (1P
il ). Counter32 (Frx—AMHEMVEEEL, nlimlg 3] 32 f7&H K{E—1 ). Counter64 (5
Counter32 fH[A], HAXIEH N 64 AL HE KE—1).

o 427 EEEEHEEE (MB ftam

KRG, B s RN T 2RI 0B T ARl A0 5 T i e
AR BTG, SNMP Pyist i AR T 65 B AN i 4 00 D) £ LA B U £
MIRRHERS 3K, FEAIK SN R A5 BRI MIB .

MIB (5 ERA ESORED B3 T 4T P4 B o R R T S 0 5 R A R,
BAMISFRS BRI ST, S . W44 BT ARG DAL o 444 AR A
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PRI X 8 MIB £l X %, SEHUA M2 b i 2 0 S e E ., RS S Boi sk . B
1B L4 5 AT JURE I AR HE MIB, 3% L2503 72 B G T 40 200 1E Y 28 2 28 SCHF IR AR IR
W% Huirf & 2 Sl 2 i, B MIB-II.

7E REC1213 Pt CRY Ty 4l 52 S 7 MIB-IT 6% flbsifl, AL 65740 € L 7 MIB 875
P11 NEhRed, 3L 171 PSR

® 428 MIBLEH -,

MIB )/~ AR R 2 M B 45k, W 4-7 Bz . MIB SR &5 12 Hh B4 6 57
ARG # AR R AT R T a4, Billn, {1.3.6.1.2.13{1.3.6.1.4.1} . IXEE X 2102
BT PAYE SNMP PR Il Get R Set ¥RAFHEATIRIAME M, W& A SNMP ACHE )
NS P ) Get Fl Set i R IHEAT RV 25,

Ccitt(0) Iso(1) Joint-1so-ccitt(2)
| | |
Standard(0) ~ Registration- Member- Org(3)
authority(1) body(2) |
Dod(6)
|
Internet(1)
| | I | | |
Directory(1) Mgmt(2) Experimental(3) Private(4) Security(5) Snmpv2(6)
Mib-2(1)
System(1)  Interface(2) At(3) Ip(4) Icmp(5) Tcp(6) Udp(7) Egp(8) Cmot(9) Snmp(10)

% 4-7 MIB (144 H2 & HE 45 42

MIB ZEf R AL 3 AN X %, Bl ISO. TTU-T FIX AN Z LA 14 Joint-iso-ccitt.
TETNZON % ISO [ Ffij2E X MIB RIZHZ Org (AniR 3). AHEUR J5 e di3E [ [E B 6
(Department of Defense) 7& X 1) TP G5t Chr iR 6) o B 152 2 B 1 Dod ‘& BE 1) Internet
AR 1D TR WARFESRR Internet YDA SR, $2 I E CHUZA B V5 0] 5 401E
AFRE, WX B bREN iso.org.dod.internet, ¥ R ALECF WIAR IR {1.3.6.1} . 4kZE4T ik
T, IBAGLT Mib-2 73 BT AR IR {1.3.6.1.2.1} .

P A system A AL sysDeser ( REGEHHIA ) BT R, HS5EEMR RN 1% &
iso.org.dod.internet. mgmt.mib-2.system.sysDescr, {aj b 12 FFR 17004 1.3.6.1.2.1.1.1.
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Li¥E: standard (0) : AT BT 452 LEANEFEMIFE,
registration-authority (1) : %7 &k G 437 &R L 49 OSI JZAAUAH .
member-body (2) : HETF/E5 548F 4% ISOAEC #0204, AT AT 24K
Z—NEZ.
identified-organization (3) : H T BT 24824 Al il E FRA L AN T &,
B Al A A~ AAIAEg 40 4%, BP NIST #= Dod.

A H— FAEME I R 2R EERN R, B MIB-IT (1), MIB-II 2
SNMP il H 25 MIB, JLF AT X3 SNMP [ 2588 3 5 MIB-IL. ‘& 5280 1 25 1138
HE B, MIB-II fifiid 4 1so.org.dod.internet. mgmt.mib-2 (1.3.6.1.2.1)

{E A MIB-T A, € X T 8 PR, 70l 1~8 BEATHr T . 1 MIB-1I Jig A
7F MIB-I H)2EaE BT 97/, #9007 SNMP A1 CMOT Wi, bn5 4 8. 9. Bz MIB £
TR PIAWRHE A, HASTXRABAR I, HircakEid 40 4>, HgEER 10 X
ZAH W] WK 4.5,

F 4.5 MIB-II SR EE %A

Fs E:S 1l s FTEE&MEIENRER

1 System (1) R . BT R G LKA I 4 R R S 58 34 B
2 | Interfaces (2) | A MR, AR R TPRES S E R

3 | Address Translation (3) | Huhb&%#d]: Hhhb4%#He (Blan ARP B E 5

4 |1Ip (4) | VM4 : Internet #AF (IP 3 4H4811)

5 | Iemp (5) | Internet = HHR PPN : ICMP 15 & K Gitt

6 | Tep (6) | ALEHEEIMYAH: TCP ZH R4t

7 | Udp (7) | HPEEEMRSCAH: UDP ¥pill f 8 & =401

8 | Egp (8) | AP LML : EGP thillfs B & HIE S B4

9 | CMOT (9) | fimdH: AIEHAE RS RS IMCEGR NS (SR IEAHD
10 | SNMP (10> | SNMP PpiSCEH . ] 5 W9 28 A B P ESCRH O B4 X 52

Rtz Ak, B EhAe LR E A G B B R

Q iso.org.dod.internet (1.3.6.1): .7 TCP/IP {3 AH I H) MIB #77

Q iso.org.dod.internet. mgmtmgmt (1.3.6.1.2): 5 R 50/ 2% FLf1/ 25 Ff W H FE /9 2%
P/ M FE A A2 D R

Q iso.org.dod.internet.private (1.3.6.1.4): AMVAAFT I MIB J&, i 1 AN AATT 191
w i

EAR T B I A WS TEHNZE T 10 PXZRA BT mo R aIER]

o- 4210 MIBEIETH MIB Browser HJ{EH -




) 4% 1 N s B EE it R IR

A B 2R K 7R 5514 70 KA X 5

Z L AT R Z ANFITTF i $E i) e s eIt R 4%, 9141 MG-SOFT MIB Browser -
HiliSoft MIB Browser. KS-Soft MIB Browser 5. X468 T HASREWS H T 1E 1 25 25 25 LR HL
MIB {5 .. {EINRESE %) MG-SOFT Al HiliSoft MIB Browser 4, #24L 7 AHXT 42 16 4
Y FF, W SNMP Get. SNMP GetNext, SNMP GetBulk. SNMP Set iy 4 M4l #i Trap 155 555 .
1M /L KS-Soft MIB Browser ', ¥ fF# s H 1 SNMP Get 1l Get Next fi7 <>, i HI 4 A 1]
B, AH[RIRERENE SR A 58 & 1) MIB B 25445 KL .

AL & 7EiE i MIB i b T H X MIB 454 . ZE00 G M i 4 7 SRR T T IEATRE
LA T LA KS-Soft MIB Browser I~ H A5l 4128 4] 3 HY MIB X 545 &

7E KS-Soft MIB Browser - 71+, JEIL |2 MIB #&584, n] siaipf /)70 SCRETT 7%
R RS RO R TR SR E K, BEE MIB (T SERAE) . OID (N bRiFD
SYNTAX (F#izae). Access () /730). Status CIRZS) F Description (Hiid {5 £,
i 4-8 o

‘r‘ﬁ EIB Browser g@ﬁ

File Sesrch VYiew Help

=& g -~
—-= dod
- intemnet
= directony
- = magmt
=& mib-2
- & R
-0 mterfaces
-2 at
#-2 ip
[+ 23 icmp
+=-23 tep
-2 wdp
#-C egp
[+ £3 hransmission
[+ 3 znmp
-9 appletalk
FH-E ospf
-8 host M

MIB !.isn. org. dod interniet_mgmt. rmib-2. spstem
0ID [1361.21.1

SYNTAX |
ACCESS |

Mem: 1240 KB |Files: 45 Hodes: 3622

%] 4-8 MIB Browser #2)¥ 1 51

IR T E SR € MIB 17 U5 B, RS IRRIR B ok B4R 1 s, RS 4T IT View
KHL, JEFE Get counter value S HLfT 4, I n[F] JT SNMP Get Xf tiF HEEAT IR UM S5 L1 #
YE (BRAERTIE T b, FTIFRGESC L IFIEFE Get Value S ap2 ). 4, EFF system X%
Hi) sysDeser 19 50, $1 T Get value X UEHE, WK 4-9 s,

EU ] 4-9 Fror S Agent (add) SCAMEH, 4 AASHE BE T FE IR 25 25 1Y TP ik,
{& Community SCAHEH G N2 (0] TP & & AL X AT e, AR5 By Get $&58, R k1S
%17 OID {H X H: 2%, WA TR FZ55 8, 38 ANRE Ping Wi FE RS 2%, ok
Fh kS ds AR TR SNMP k55, AR enoikiEw s SNMP ACH, Wil¥ 4-10
B 7R

7t MIB Browser ! 1] & bR MIB SCAERIAA B MIB 30 1R 2 A1 i 4 1 MIB
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A AL AE MIB FEH, #7547 4MNa 3] SNMP vy in) T H . B 4 1) SNMP ACHE
SCREINZR A MIB SCA, SNMP il GEMS 3K % ¥ 2845 5 1Y) MIB A5 L o 8 4, 75 2295 1] Windows
Exchange [t 55 2 [1] MIB {5 5., B E7 % F40E X T Exchange IR 550 %11 MIB U4, 98
Ji5 i 32k MIB Browser F£/76% MIB hZk 3% & . L BUIF .

i’ - - —
SNEP GET 3

Agent (add) [17216.6.168 ~|  Timeout [ 2000 [%] Det

Comrmunity  |public hd Retries 1 % F GetMext |

oID 1.36.1.21.1.6.0 -
[1.3.6.1.21.1.1.0] = Hardware: »86 Family 6 Model 15 Stepping 13 ATAAT COR
[1.3.6.1.21.1.1.0] = Hardware: »86 Family 6 Model 15 Stepping 13 ATAAT COk —
[1.361.211.20]=1007683001536 600 256 Error E
[1.36.1.21.1.3.0] = 1986832335
[1.36.1.21.1.4.0]=
(1.361.21.1.5.0] = PC-200909132216 @ Cannot comnect to remote SHMP agzent
[1.36.1.21.1.6.0] = Goto
{ | 111l | }, Cloze

& 4-9 §TJF SNMP GET 5t & 4-10 kikiERam e SNMP fCEE g7

(1) {EFEF EFMFTTT File S2 8., 1%+#¢ Append MIB File S #4742, Kli~ [$17F]
SHEHE Cn& 4-11 Frzn), SEHEF Z 7800 MIB 4 )5 MIB Browser 434w 155 1 In#8 S 1F.

.

{ o |-
3t 2J&3
EHEE @O | s x| = EBer B
@ ibm=udpvb. mib Eﬂl crosoft-Exchange. mib @ PERC.
@ ibm—vpopolicy. mib @micrusu ft-httpserver. mib POWEER
:@ ibm—vrrp. mib @Hicrusnft'lmmihz. mib prote
@ intel mib Hicrosnft-per fmon. mib @ Sanap
@intelnic.mih @Micrnsnft—wins.mih sjrmmi
@Hi crozoft—dhep. m1b ms'sql. mib
< ———
WS () IHi-:rnsnft-Ex change. mib 17 @
PSR (T): [MIB definitions | i
[~ BREFRFTHF R ;
Fas

K 4-11  hn# &€ X Exchange iR 45 (1) MIB U4

(2) WSS e %, MIB Browser X SCAFHEAT 4 B0 IS )5, w7 BIPTINEE MIB 3
TR, WiE 4-12 Fros.

(3) SERINEERAE Jo s 72 el A E N2 MIB U 1+ View | Statistics 7%,
AR BINBCC R ECR M T S, WA 4-13 B,

(4) hn#k5e a1 SO A7 g 2] MIB 204 e, W TR &40y MIB %, 1] iE$E File |
Save database iy 225 1 =3 B [ EHE 72 . 16 FF Load database iy <>, NI G818 14 51 25 0 24
JESCAE S DA 2 i 2 A

LFE: wREEildME BIr42 5 L iaIUE T 69 MIB #F 215 4., 15 2% MIB X4 4n
I W& WA, B, MRANEFRS II3F MIB 69,

137
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Statistics -
MIB definition | Lnalzed J Naodes | EH‘DI[A.
RFC1381-MIB 2005-11-14 A9 0
RFC1382-MIB 2005-11-14 168 0
RFC1406-MIB 2005-11-14 100 0
SENSATROMICS-CRYO 200&-1-31 a7 0
- - SENSATRONICS-EMI 2008-1-3 108 0
_ SEMSATROMICS-TTM 2008-1-31 119 0
Information SENSATRONICS-SMI 2006-1-31 9 0
SHMPvZ-CONF 2005-11-14 1] 0
SHMPv2-MIB 2005-17-14 B6 0
- Done SHMPwv2-5MI 2005-11-14 15 0
Y l ) SNMPy2-TC 2005-11-14 0 0
¥alid 1tems: 117 SUN-ENMmp 2005-11-18 226 0 -
Added items- 108 w&mmmﬁﬁrﬁnmnwwnﬂaﬁr Shngi29 117 i
: ’ WINS-MIB 2005-11-18 78 0 L
Error=s: 0O v
< | ' : 2>
“prmrsEssmsEssEsmsEEsEvEEmEmE AR DK
H . 4p2 +p - hn -
4 4-12  $EongmiER N4 MIB A4 Rk L) K 4-13  &F I MIB A

@ SNMP BR %% 4 B & FA 57 FB

N TN gt i g bt SNMP P BCR AT DA MR, EM 28 W& b & 2T 3
SNMP fCEE Il %5 (SNMP Agent) . /- Windows il Linux R4t AL, BRIAAK 222 SNMP Agent
ks, BT A . SNMP AL BEUS IR Y. SNMP 3L ] 0] F1 & GX Trap 15
SRRl K5 o

N34 Windows - HLH 8 I SNMP AL HE Ik 45

o 431 7 Windows AR 5588 %% SNMP Agent --,

{F Windows Server 2000\2003 /% Windows XP £ 43K 1 [ £ (1) 5 2078 I SNMP I
% o ¥1 71 Windows F g2l it b 1 Cas i sl B Fe e X, e 8 0 i/l B Windows 2H 14 1,
LEAS A X TG HE P 88 U EERNR A T H Y FEX0 23R T4 TF XS U6 HE, 76538 H 1 X 1E HE
HHIERE AN TIE T (WMI SNMP $2 A5 F2 s R 52 0 24 5P B0, e Jm Rl [ ] %,
B a2z 5% SNMP 2044, Wil 4-14 Fiow.

¥ind ws HFW S
Tindow= IHFF
LU EEMES Hindors XP KR
TEHLENTA W
%ﬂﬂiﬁﬂﬂlﬁ?%@* EEMBHEEE . BESSUMTRE. FaERT Do —
i, EEEEMAE, S8E “FHEA" .
4E1E ) TERENTE MTFERF )
RTINS SR i
v EERE RIS | | ey RS 0.8 ME
v S EERENTE
O SoF sy
g mamnT
g?gg%g it jt-ﬁzﬁgﬂﬂ_?%%g JIS dﬁ ment Instrumentation
EnERiE 0.5 NE SEREE @),
AT R B E 7374.5 NB
[ ®m= | [ W@ |

% 4-14 %% n Windows SNMP 41 14
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it

o 432 7 Windows Ar% 2 LECE SNMP Agent -

M N W W EEEN SN S S B BSOS B B S S S B S S B B S S S B S S O B G S B B S S B B S S S S e . - e

1 SNMP A Filuli i) ¥ 2 SNMP Agent A% A i iy 2 I, 2045 BEGb 42 AE (1 4 X4 H
SAE AR AT e . iDL I A BERAS Ui In) 0k s 15 25 (I PR o It LAAE N i 48 &
43¢ SNMP A, 7724 SNMP e 45 L Be B . B EUERCE AR SNMP 3 HUE
I ) S A S Uk 745 £, BRSP4 B Community String. R 24 WL & Windows R 4t
) SNMP JIlRss, DERWN T

(1) 7F Windows 6, 7F UEHFE T HY, %&£ URS) &0, FRERES
FKh4kE] SNMP JIlR%5 [SNMP Service), FH 04T JFH @M CnlE 4-15 Pros), 78 [
LY 2T rhonT URE 2 SNMP IR 45 8 sl 1 5 2.

(2) 18 D&Y kiR, EEERGK FaEARe ) MEH SNMP #EFE . BOA
FE [AM RSN ), BIEENS & ALK, Rt ] SNMP 2ERE, W& 4-16 s

"SHEP Service WEt (A#biHEH) 2]EA| | WP service MEH (At =]
A B2 ke | #® mE | = | wExE &8 BR [jx€ | £8 |R# | =e | WELR
R 5% SHME BEFE
B pw oy  BENBISERVIEY ' @ EH R LT
gremw: f B [ ##RESEETE ®
R @) BERBEFTUENFSESEREHFHE [
¥ o O ki (1) -
AT AT ERERAE () - o
C:\WINDOWS\Sy=tem3Z'\=nmp. exe e
WATHC)
BEhZB €): | B3 v
wa] B RS E L F BRI R E IR (1) -
IRE k7% wAC TN | EBHEE B
Profile 1 EB8H
Bahe || B His @ S (®)
5 Wbk BEN IR AT » (SRl EEE R B S .
BEhEE -
(e ) [ B ]| @A C@m= [ @ | 8w
% 4-15 il B SNMP ‘i J 1% 17 K 4-16 il B SNMP & 5% kI

(3) 7F OB Y aEmi-~Hr, Al =4 ka5 RIS v L RO IO, w] e A1 32 5
—UORWN A R A5 SE . A8 DARERY ETiRrh ol 4 A BCR NS SR EA R S, a3 th
bk, AR RS, WK 4-17 s EWEAREIECE b, AT EMCEZ MECE, REFERIA
Ml A Bl a],

Q Jk%: Windows ZEACH [R5
WIFE . 5 T FENLE S YA, WhEA X
MR f5Et HALE ST IE L TCPAP K& E A LT .
B A M 5 VS S E TCP/AP - W Bl B4 i % .

Internet: 7€ i HHL 2GR HMOC (EEHAY ).
v % i s HE 0 BTSN S 78 Y TP ML

U OO0 0




P 2% 1 0 s B EE it ZR IR

(4) 7F [P Y &R, iz SNMP EHLR A TAE R 2 S, SNMP IR E 2
A R VE SRR v R A% R RadE H bR FadtE B bR IEFEIZ1T SNMP &5 B 2 )3
M EHL, nf B84, 1P 8¢ IPX HhlibEx, Wil 4-18 Fizs.
SNEP Service FIE# (AMil&H) JE3
B | BF ke | wm  MBEFH (22 | kEXF

SHEP Service M (43541 B <]
=0 |=xs |xe [ A% |m = | #kExE

SEMF REiEid TCP/IP F1 IPY/SPY BHlPHVIRHPEEE

Internet EIBEMGATALS M SINP JRE HTiHE I EREE . INEEEEM, LAEE— TR 2N EE L. B
) RN . BEE AT S EHl 5. TP MALLa TPX FBil-
- BHEEH ©)
M AR R)
& @: Fest B 47 ()
17T2.16. 6.1
“IBE :
EEEE) v WEERE T [ SERSENER o
[ Internet v Ui (E)
Fmow... | @B | Hrw |

e J[ Bk )| ZA®

K 4-17 [l & SNMP 4L H k1 K 4-18 [il & SNMP [ H: ik 0

(5) 78 LAY Emi-Rh CanlEl 4-19 o), W RARLE B 43 96 Tk R Ik sk i B I
fE R, WFEER [ORSmRAER ] B fEixFf i, E&F %N SNMP JIk5%5 2 /b
FCE D EOA BIEL AR, Wl 24t X 74578 o public 15 22 WA B LB 745 H3 gl A 11
RN LRI, el O EREGA BAE XA 8, A8 B X755 R AR 5 i)
HIAIE.

SKEP Service Mt (AiHEH) 2 Bd
B | BR ke @ |k | B2 |mExXE
VOEIES B IRERREE )

E=EESTE W
B it
public D&
private ‘I.:g::gr
Fno... | ®EO.. | #ke |

(¢ EEEBEMEHAT sap G )
T FEEFEETLETHIAISINE B (T)

[ ®= ][ B ][ EA@

K 4-19 id & SNMP %41k
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WAALERE VT I, G SNMP Agent R 11 K 745 B - R AL 1Z50 %K H, W] SNMP
Agent 2l — AN UERIY) Trap. WA AR AR E XATATAE X FA7 8, ] SNMP Agent
i 5 4 ATAT] () SNMP 13K

kb, & (32 PR K] H, S INER A publlic 1E 2y 132 U &5 BRI B UE 745
g, NN private 1F 8 H & 8 00k & SNMP AL B A4S SBBR FAUE - FF 8 o i sevrfliok A
W 26 EATAT ALY SNMP 53K, WIFFE+E (952K AL AL SNMP 2440 ] SkHE, %
ARPR AR SNMP i, ik #% [F2 R A XL TP SNMP Hdli ] Sk, Jf
IS0 SCVERSZ SNMP B K I EALAA . TP Bl IPX bbbk

QiF8: #RZAE S X NB, B public #= Pubilc 2 A/ REHAR F45 %,

(6) WHEITHIG, T4AE Windows REE Ml SNMP JIk 55 i& 15 G 0% 11 % 3K I MIB 15
B o[y 4 L H Snmputilexe. N2 P40z s L HIFEHI 2R+ (ekb®) C #
WRHZ, RIGHIFa 2R FF M, dEN Snmputil FrfE Ha, REHATIZ TR, 6y
VR .

Q 3R MIB 15 5 v : snmputil [get | getnext | walk] agent community oid

Q W Trap {5 B\ #i72: snmputil trap

Ho, Get HFHEL—A MIB A %15 &, Getnext JFHL K — M55 E, Walk H3KH
fit w15 5, agent RANCHEHFERT IP Hihl, community K nFEX F£5H, oid K78 MIB X
% 1D,

BN, SFIANL RS G E (0id 5 4.1.3.6.1.2.1.1), WIRITFH S MIB %455,
SNMP JIR 551847 1% o fir 2 3RO A8 )5 Wi &l 4-20 Fros .

Snmputil &R/ HEWr Trap 5, M TFHiHEEIE R &nl Lo EHL I3 Ak 1
Trap {5 5o B, 76 M IRSS % a2 AT 2 17 i 4 A snmputil trap )5 [01%, ORf 3 DX
A Hb3 O Trap W EWEWT, WA 4-21 Fis. AR5 FE N1 Trap 156 B AR 3% & H W
TIRS#, ZhakWre fe EALR R 2, e ALK B linkdown ) Trap {5 K& I%
SR 5%, UL Snmputil Y57 R R UCE] % Trap I .

B - \WINDOWS, =y=ten3?icnd. exe o ;Dlﬂ

swvzomputil walk 172.16.6.168 public J1.3.6.1.2.1.1. :J
ariable = zystem.sysDescr.A
alue = E£tring Hardware: x86 Family & Model 23 Stepping 18 AT-AT COMPATIBLE —
Softvare: Uindows 2888 Uerszion 5.1 ¢Build 2680 Multiprocessor Freel =

_] I x

EY C:\WINDO¥S\systemn32\cad. exe —. ..
ariable = system.svs0bject[D.B I

alue = ObjectID 1.3.6.1.4.1.314.1.1.3.14.1 tz —

:\>snmputil trap S
nmputil: listening for traps...

ariahle = zystem.syslpline.d
alue = TineTicks 109889238

4 4-20 Windows | i, SNMP fk %52 & IE & E1T <] 4-21 SNMP Trap W 5%

o 433 7EWindows REH{EAE =7 SNMP X1 -

7E Windows $#:fE RZEh A T SNMP A1, (HUWSHZINS JCiE R 8, #E )
RETEHEI AR TT R IO K, St SR 45 = 7 ) SNMP ARHE TR o BhAbHER A6 T B 0 32 1
Net-SNMP, i i H 5 7 W ¥ www.net-snmp.com HE17 % 2% F . Wb $24E 7 S0 #F
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Windows Al Linux ') % Ff WA ‘22 26 B,

Net-SNMP & — /Mo 2 ). JFO5 S 1) SNMP SEHLRE Y, LLRT#R A UCD-SNMP. ‘11
FHACHE. SNMP [, Tl vz & SNMP ACEEH B 77 A FIALFE SNMP [ H B 28 1
TR . CFFZ Y R, #7212 H 2 SNMP F2) 7 RIJT &Y . Net-SNMP H! i
ik 7 S KF SNMP &) C &%, nl LI &5 Ik SNMP W HFETP

. 1£ Windows % %4t &2 Net-SNMP

N 284E Windows #5:4FE 2R 8 H 22 2 AT ] Net-SNMP 120 5% .
(1) M EBEM b4 2 fF Windows #:1E RS Net-SNMP 7 o 22 %é 1, AR N
Net-SNMP-5.4.2.1-1.win32.exe, Az R dbiT % %e, WiE 4-22 Bros.

Welcome 1o the Net-SNMP 5.4.0
Setup Wizard

This wizard wil guide vou through the installation of
Met-SNMP 5.4.0.

It is recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mext to continue,

[ Mext = l | Cancel

K 4-22 %45 Net-SNMP #£ v

(2) EFE DI ANAMRERE T, P4 SNMP ACHE A Trap kg5 AH 4. K
th SNMP fFE % 555 — 25l With Windows Extension DII support £, LA Perl i& 5 JT &

SCHFA A Perl SNMP Modules, A 5A MAETP T &, o] PLIEFEAN 2%, Wi 4-23 s,

' Net-SHEP 5.4.0 Setup ™=
Choose Components
Choose which features of Met-SMNMP S.4.0 you wank ko install, L. 9 7

Check the components you want to install and uncheck the components you don't wank to
install, Click Next to continue.

Select components ko install: [+] Base Components
Met-SMMP Agert Service
[ ] Standard agert
[+] With Windows Extens
[+] Met-SNMP Trap Service
[+] Perl SHMP Modules
LI Development files

Space reguired: 4,7MB _
[ | >

e e ——

] 4-23  PEF¢ Net-SNMP (1] 2255 20 44
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(3) LA G HEN T Dk P H ok, AR REERIA c\usr, T 3HEAFE 223,
7E Net-SNMP ‘45658 )5, 1 JT Windows JT4H 3¢ 5., 145 2] 2235 1) Net-SNMP F£)7, W14

4_24 @Tﬂ_\-o @ Het-SHMP _ Begister Agent Serwice @ Service
(4) ﬁf?g{%g , %&1ﬁﬂﬁﬁg@aﬁj‘ﬁé Fegister Trap Service E’g Het-SHMF Help
e - Unregister Agent Serwvice r:;j REAIME
J——E’ﬁﬂ? JEll Zgj]J-”i % 0 ?‘E’}iﬁ |:| -;'?{ C:\usr\EtC\Snmp Unregister Trap Serwvice {9 Uninstall

AT N XN snmpd.conf [FECE
ff, HWHEELTF T, Wl E M
uli M S HR IR H o h Bl a] o AR e R H % T 2K snmpd.conf ACE SO, fEHE
J7 M www.net-snmp.com R A A1 44 4 Net-snmp-5.4.2.1.zip P48, HYWp e T
i 1) snmpd.conf A

et snmpd.conf A2 C:\usr\etc\snmp [ K i > W T B 12 A $£. 3 com2sec local
localhost public 17, FKF1%47H [ localhost 747 5 B 2 A ASHL B T L2 U7 ) ASH 1 4 = A1L
IP Hihil:, 41 com2sec local 172.16.6.168 public.

(5) {F c\usr Hog |, H.ii registeragent.bat fll registertrapd.bat iX P~ HEALFE SCAF, X
RELH Trap MRS M, WK 4-25 Fios.

(6) ItH], Net-SNMP JIk% &I Windows JIRg5 . v PLZE [#=E#ma]) | [k
& £l Net-SNMP e LI ISy, Wil 4-26.

reglsteragent, bat ' S registertrapd bat 25 =
R LK@ % Net-SHMP Agzent SWMPwZe / SHNMPWS co... EBED BEh

% 4-25 X} Net-SNMP B FI Trap 73 /iif K 4-26 Net-SNMP Hi 4511 }3 51

K 4-24 #2255 Net-SNMP 5¢ L=

EE 4-26 o, n[LLERIZWIUIRSS C &R 3. BR 7 (E Windows [lk55 1 H A ki 1k
Net-SNMP %h, i ] LAE A & 73 445 - 1 HH s ) Al
15 112k 55, v 93 1 A net stop "net-snmp agent"
FII net start "net-snmp agent", UK 4-27 7~

(722 M0 58 i, i B4 Net-SNMP Agent | ) )
MR 45 S 75 TE HOBATHEAT AR, HIRAEM AR T | oo o mociaamy

EN C:\¥IRDO¥S\system32\cad. exe -|I:I|ﬂ

B

C:wuspsbin?net stop "net—snmp agent"

Net—SNMP Agent BRECALIH{E ||,

Uk Windows H 47 SNMP [) Snmputil a4 . 7L L« | _»,ﬂ
Net-SNMP H{i ] iy % snmpwalk 35 MIB {5 &,

X i 4-27  ay4 33 s A i Net-SNMP
iepry I

snmpwalk (-v string version, string hostname, -c string community, string
object i1id [, 1nt timeout [, int retries]])

Z A4k SNMP W HIFE il ik SNMP GetNext it 4 M R 2% SZ4A 1 ) SNMP 48 HE 1Y
MIB #75 mif5 K, ARGRINAN LB FE AL, ZEAER W

Q -v string version: {5 & {1 11) SNMP [RA, HJHiA-v 1/2¢/3.

Q string hostname: 7€ H A EHLH TAL44 G TP Hidk.

Q -c string community: V5[0 H b FHLFAEX P47 (read community) .



) 8% s ) o 2% B Al EME

Q Object id: HFrXt% OID, Ak nl4i A OID (1) 5¢ 3 briR B E Fhn il W& A MIB-II
T AT EAE X% 5 S, lHi N “iso.org.dod.internet. mgmt.mib-2" EY{& ¥, 412 mib-2
aibriR 1.3.6.1.2.1. WRZSEON =S, WIRE]H br EHLH Pr4T MIB X% 115 B
g, MAHL (Ip=172.16.6.168, Community=public) "3KHl MIB Xt % Z5{l, Al
BALLT 38550, HIR PR 45 RAR A .
Q snmpwalk -v 2¢ -c public 172.16.6.168 1so.org.dod.internet. mgmt.mib-2.system, &
Mib-2 H ) RSG5 E
Q snmpwalk -v 2¢ ¢ publlc 172.16.6.168 system, 1A REAE BT AR IR R
Q snmpwalk -v 2¢ -c public 172.16.6.168 1.3.6.1.2.1.1, #rF R#5f5 Ekmﬁ%)mﬂ%ﬁ
773 2 RIS B R 3, Rk E MIB {55, WK 72s SNMP JIR55 5 SR
PEN T HTAER) H 2 C-\user\bin, 1T snmpwalk 774>, 458 U1& 4-28 fi7~ .

C:\¥IRDO¥5\systeni2\cad. exe .'JEIJ .}ﬂ .

C:susrsbin?snmpwalk —v 2¢ —¢ public 172.16.6.168 system :‘
SNMPv2-HMIB: :sysDescr.B = STRING: Hardware: x86 Family 6 Model 15 Stepping
AT COMPATIBLE - Softwave: Windows 20008 Uersion 5.1 (Build 268@ Multiproce
ee )

SNMPv2-MIB: :sys0ObjectID.@ = OID: SHNMPuv2-SMI::enterprises.311.1.1.3.1.1
DISMAN-EVENT-MIB: eysllpTimeInstance = Timeticks: (1890698959> 218 days. 1
.57

SHMPuv2-MIB::sysContact.@ = STRING:

SNMPu2-MIB: :zyz=Name .8 = STRING: PC-200989132216

SHMPv2-MIB: :sysLlocation.@ = STRING:

SNMPu2-MIB: :sysServices.@ = INTEGER: 76 ~|

] I
%] 4-28 IS 1UF SNMP 45 K351 T IR 2
2. Net-SNMP g {itgy E{thThgE

Net-SNMP [ | & fit Agent Al Trap k55 2 4b, B8E T — R4 T H A X
Loar 4 T H, fetg y{EH 2 T M2 v 2 3, [RII IyR A a6 SNMP - i3 B R Y,
Mo XRNH A SRS =7 B R . Net-SNMP {241t 1) 8 T B L Ho T fig

Wl 4.6.
%% 4.6 Net-SNMP {2 {{p) T HE & R EIER#EIR
F = % PR £ H & &

| snmpbulkeet L) SWP (1] GetBulkRequest #£41:, Az HGE R, AESREUL
A2 1 B

2 Snmpbulkwalk | /T GetBulkRequest 55 HLX 5 € MIB i X 545 B 2E 1738 Hy sz B
SNMP FACEFE, FEAAZiriE MIB [F5E80. oba] DU 7 AQ B 6

3 snmpd BT RE . 7F Linux Al Windows 2 4tiz 17 snmpd )&, 24T )5 30 1% SNMP
PRSI SCFF

4 Snmpdelta FIR IR SNMP 22 &= (o3, o SR S E SR G Sl T 5

5 snmpdf 7 ) RS I 5 7 SEAAOGT 52 10 i i A FH 2R

6 Snmpget 4l SNMP [ GetRequest 11, FIRIRE— N ELZ > MIB X %45 &

7 Snmpgetnext i SNMPF'}’] GetNextRequest #1F, JRIKE /> MIB Xf %45 BT
AN A] R 5 5
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FF = A 8 E H # &
8 Snmpnetstat W SNMP 3k HGZE A2 0L I 28 KA FE BLAE B
4l SNMP [1] SetRequest #:1:, HIoKiE N ELZ A4S MIB X % 47 € 2
AGIE]
10 Snmpstatus M SNMP SEAR B LA E PG B AT R UL T & IRE
i f] GetNextRequest fll GetBulkRequest #4112 E G &, I LIAIFR L

9 Snmpset

11 snmptable

BT H
12 Snmptest FH 3 A B P 2% S AR A B, i SNMP i 3Kk #8841 5 B SR AR
13 Snmptranslate | FF4F R AR A FLAFRATAH L%
14 Snmptrap PR R 3% Trap 1) T. 2

FRWOFAEEE Trap 58, — IRAFERE KT RIS, BREACEE ORI
15 Snmptrapd

Trap, Jf @7~ 2dm 0481y
16 snmpusm T hid & SNMP v3 USM

R A 2R SR ) B B 4E B SNMP v3 138 T8 7 4 i 2 50 T A,
T 4E9" SNMP v3 (148 1K 17 o] 325
18 Snmpwalk XH 45 5 16 HEA HE 4T 6

P & 3% InformRequest, FH R A IEALIUN +y W2 (1) Trap, DL/ E Bl
BRI EIT RN IERE

Snmpwalk @7 LRI AL P24 54l ) LA P ar 2 s, H
MBI ZEOE BT AH R BT R, BEARAMET %

Snmpget A7 % : %07 QA5 Snmpwalk #HEL, SNMP JigA, L X F47 i Al OID #f i
A E D) ZE B0, 75 2R 5 sysDescr X %45 L, sysDescr Y OID 4 1.3.6.1.2.1.1.1.0,
2w 4-29 B

17 Snmpvacm

19 Snmpinform

BN C:\¥IRDO¥S\system32\cad. exe - [I:I ﬂ

tsuuspsbin?snmpget —¢ public —v 2¢ localhost 1.3.6.1.2.1.1.1.8 ﬂ
NMPv2-MIB::sysDescr.B@ = STRING: Hardware: x86 Family 6 Model 15 Stepping 13

T COMPATIBLE - Software: Windows 20688 Uersion 5.1 (Build 2600 Multiprocesso
el

] 4-29 Snmpget 7y & FHEH 515 B

Snmptranslate 7% : WIARAELE L MIB H SO HIA & F1E H OID {H, B
i:_ OID {E‘%HL)LEIKH EF' T uﬁl_m C:\¥INDO¥S5\system32\cad. exe
Snmptranslate > 3% HL . #1 0, 77 2 %0 1
SysName 1] OID {H , /47115 7 Wi 4-30 P %
o, Hid OID {H3kfH sysdescr [k
g, v A WA 4-31 o, 4 4-30 Snmptranslate 27~
WERAEE TR R GUIRES, ] snmpstatus #iy-2, S0 KL EESGTHE A,
R % s PR« WU AGR B B B NS, Wi 4-32 P

susrsbin2snmptranslate —On —IR sysMame
W, ey iy e A T




] 2% 1 il s B EE At ZR IR

BN C:\FINDO¥S\systea32\cad. exe -|of x|
ssusesbin»snmptrans late -Td 08 .1.3.6.1.2.1.1.1.8 :ﬂ
MMPu2-MIB: :sysDesce.B
yeDescr OBJECT-TYPE

—— FROM SNMPv2-MIB, RFC1213-MIB

— TEXTUAL CONVENTION DisplayString

SYNTAR OCTET STRING <B..255>

DISPLAY-HINT *255a"

MAX—-ACCESS read-only

STATUS current

DESCRIFPTION "A textual description of the entity. This value should
include the full name and version identification of
the system’s hardware type, software operating-system.,
and networking software."
s:i= { iso{l) org(3d> dod{(6) internetd{ld mgmt{2>» mib—-2{1> system{l) sysDescr(ld B

%] 4-31 Snmptranslate iy 2 7~

B C:\FINDO¥S\systen32\cad. exe - il:llﬂ

C:wusrSbhin?snmpstatus —c¢ public —v 2c¢c 172.16.6.168 :ﬂ
[UDP: [172.16.6.1681:1611=>[Hardware: x86 Family 6 Model 15 Stepping 13 A
PATIBLE - Software: Windows 28088 Uersion 5.1 <(Build 2688 Multiprocessor

p: 4:29:14_31

Interfaces: 6, RecusTrans packets: 793367-793758 | IP: 5151475-4444122

1 interface is down?

4 4-32 Snmpstatus %7~

7£ Redhat Linux Ak 5588 E 7 /2 SNMP BR%S  —-

— i, Linux RGERIA Q417 T SNMP ACHERET, #5249 Snmpd. ZACHE % HF SNMP v1.
v2 F1v3 A 4645 BRI S o Gn R ] B b E 64 ] Linux RGEA Y Snmp, ] DT H] aiy
4> service snmpd start Al service snmpd stop 737l 5K J5 ) A5 1E IRk 55 -

{E Linux "% SNMP JIe %5 ] Lt PR 3 F7 A

Q H) 4% Linux %, EPE2% UCD-SNMP Al SNMP-Utility AN 1.

Q ffi] RPM i3k 22k .

Q 5 3 7 SNMP F& 7 A HE T 40 %%

NHEEA AL 3 Phgede e AP HEE ] Net-SNMP ACHFE?, &S T AndE
(] SNMP i, BLFEACHFLR 2B SNMP - H.. 78 H 5 )7 W %% www.net-snmp.com 1]
NS FRAN) Linux Net-SNMP JifChs, H#EtfE ML/ 4 0 net-snmp-5.4.2.1.tar.gz [1)
5421 IR EGg LKA T 2238

PL LA Redhat Liunx 9 A, U] 7E AR R 223 FTT 5 SNMP )55

(D) B FEEAHEBEZIBDCEY, IR EH 2 Linux R4 745, 4
B e ENBOCE S . Indar 2T

[root@tmp 1#mount sdev/cdrom /mnt

FEANF)/mnt H 3%, BESIH X MZE T net-snmp-5.4.2.1 tar.gz L, & A E46 8.,
THEGHEAEE RGP ATRIES . B E IR mp H X P a2 T

[root@mntl#tcp net-snmp-5.4.2.1.tar.gz /tmp_

(2) #AN/tmp HakH, fEH tar a2 XA LI T AR I 4, 2578 2401 H s A sl S pF
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JZ net-snmp-5.4.2.1, FEBF SCAFfE L 208 SO . Al R

SR Ja HEN Bz O I B a] 5 BIAL 5 1 SCAF AR - A2 N 1

(3) $ATCH H 3% B configure nJ $0AT SCAFAE Bl BRI o 0 S 77 2405 8 R P (1) & ¢
HAT, T2 NS Eprefix=/15 & M1 40, AL TR & 223t /usr/local/snmp H 5% 4>
LI

AT AT ST AU, AT LU BI04 3000 )45 S 220 1

(4) YiE R4 Net-SNMP, #2453 9l -

R R tP s M on, B IIRRmA B E XA A

Q Systemcontact information (JiC ¥ 1% 1% ¢ [FIE R 15 5D : manager (4002 BSATHbIE ) ;
Q System location (i%FH G & HHLFEAL E ): NANNING;

Q Location to write logfile ( H & A7 & ): /var/log/snmpd.log;

Q Location to Write persistent ({4 /7-fiti H 2% ): /var/net-snmp.

L FE . £ 4T make H A6 B 4% , T 4624845 “no targets specified and no makefile found” .
124‘:%5‘%%1%&5’]%3%%% A, k230 configure A A IE#A 4 B, Makefile L
P, A E A AT configure 4p4-BF 6912 8., 4R @4 “checking for gec...no”
LA ? % XA GCC 4hixH, NEETRLRALHITLR

(5) i se ha, b B Al E I (EXAMPLE.conf) 54 & 48 Hh k4T d
o H SO ERA O E SO H sk Jete/snmp, SRR net-snmp fif [ SCAF F ok (/tmp/net-
snmp-5.4.2.1) H ') EXAMPLE.conf & Il 3| Wil ] 2 i) H 5% /etc/snmp, 3 E iy 44 4 snmpd.conf.
i 2




] 4% 3 ) 2 2 EE AN IR

(6) gm¥a e & A snmpd.conf, B CH AL X AR H AN 28 TP Huhl. ay2a0 B

FE AT AR B LU R 7B

¥ community 7B B E T AY, 140 public. 8 NETWORK 4 1% 5 22 & A % W
% snmp 15 MK TP (172.16.6.168) Hulik, =R yAHLHlE, Wi R

(7) Ja3)) snmpd #HFi .

1] snmpd 772 JH 3l snmp SERE,  HI-E90 #6424 Net-SNMP 1% H %, Ja il
A I E SRR RO, ARt S snmpd.conf SCAAE R R4S . AT IR B2 a, I
Hl ps i 2 & F snmpd HFE B HE) . W T

eI AT DL 3 SNMP JEHFE CL2 15 Ja 8, 1eAh, R4 7 018 shin &5 AN X
/etc/rclocal RJE, PR ERRE T Linux 5 #56E H 3005 SNMP JIlt55. 4wk relocal SCAF
1Iar 2 an ke

I 75 EE 1 Net-SNMP k4%, 75 2248 1] Kill -9 [SNMP #FE ID]ar 2. W k-

(8) X5, Wil Ak Snmpd M5, BEHFIRSEEGIEFialr. HH
Snmpwalk @iy 2 ] HIR T EH MIB X%, EANHAR OID Z %N, Snmpwalk F ik [ 3k HUAS
PP AT A B MIB X%, ST R A%

#snmpwalk -v 2c -c public serverIP

IEAb serverIP Al nf % 1P shilik, EMCAANL P BIn] . 0% Snmpd 47 1EH, W&
a5 A
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ﬁﬂ%ﬁ%%@L@ﬁiﬂ%ﬁ% Redhat Linux "1 ) MIB {5 B\, 0752 & % 1% Linux
R4 252 SFJF 7 UDP 161 %5 . 81 netstat —In iy 2 W & A 161 & L ZHFIF T, M2

W ATE R, WTER ool F s

e O )5, pIfEEfeE SN a2 80 — 05 MIB 3l % T B R BT I
(9) WK R Linux FHL A 2% Trap 8 EFEEHL (172.16.6.168), AT
SL{E snmpd.conf SCAF P INALR 2

¥ send vl traps

trapsink 192.168.6.168:162 public

¥ also send v2 traps

trapZ2sink 192.168.6. 168:162 public
informsink 192.168.6. 168:162

ININTERG, 9 228 )5 Snmptrapd IR%5. an 2 W k-

R 75 2445 1 Snmptrapd RS, WA W1 Fa

||LI
5
>

WPl B4, 56 T 7F Redhat Linux P [FJC & F1 )5 3] Net-SNMP AH % I 4 -

o 435 Trap {[SEAIAEHEMNE -

Trap 1) %1k 7 2 Agent fil Manager 4 ¥ [ G f - AL DL Redhat Linux JI 45 %5 4 SNMP
Agent ¥ii, L Windows XP ¥ -4l % SNMP Manager %, JHIL7E Linux 48 H 1 H]
Net-SNMP [{] Trapd R4 K R . AN, 78 Windows EHLH [RIFEAH 1] Net-SNMP
1] Trapd I} 25 >R W0H B - e AL 1 =2 H (192 50 1E Linux %% /7 % Trap 74 B F) & 1% A1 Windows
IR 5528 v WO B2 B IE R, LA T R Trap WH R I HLHI -

6 ) T B0 TP A AR WA, 2 T Trap H RPN 7 5, JF H e 3R 5 4
PG B o KE Trap 8 S ERVE DR W T

(1) £ Windows F 4t AL E Net-SNMP i W ML FE Trap VH L, /£ CMD fip % I
Hh3E A\ F| Net-SNMP ‘224 F 5 (C:\Usr\bin), JIJH3 X4} Snmptrapd I H X 11 162 (1 Trap 7H
BT ar 2wk 4-33 Pioss

@ C:\FINDOWS\systead2\cad. exe — snmptrapd —f —Le -4 -|0| x|

.

swuspsNbin?snmptrapd —f —Le —d
arning: no access control information configured. —
his receiver will *NOT* accept any incoming notifications.

ET-SNMP version 5.4

/] 4-33 T JT Net-SNMP [fJ Trap i 5 0T Ik 55
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) 8% s T o 2% B Al M0

eIy, WA 2R PE S Not accept any incoming notifications. 5 /2 1%, Net-SNMP
A AT VAR BT AT ) Trap W4 8L, A IE T3 B AU Trap 11 BN,

YT AL, WERITIR T Trap HiWT, RESWCRIR B 2% B NI Trap HE, B
MARFEE . LR, KR EZS. K R miE B2 e, By LUEGARY,
Windows [ Net-SNMP F£ /7P AN WAL 288 Trap &, BRAEFRAL 7 L1714 ML
Net-SNMP W4T 1Y Trap 5 E . T 245 Cusr\bin H& F, @ —PRACCH:, ¥
snmptrapd.conf, Jf7EH: 5 NilA] DisableAuthorization yes, A Jo(Ean 4 ez A
M S, v W 4-34 Fios.

BEE

#Husr\hin}snmptrapd — ""c:uspNbinssnmptrapd.conf' —f -Le —-d

B3 C:\¥INDO¥S\system32\cad. exe — snmptrapd —c “c:\usribin\...

ET-SNMP version 5.4 —

<] 4-34  FZAL Net-SNMP [1] Trap i 55 82 4503 &

JHIsF, Snmptrapd THRECZ)E ], Net-SNMP JT 4G W 162 3 1 45 A0 FE 2 3 1)
Trap 7H & -

(2) AL Trap H B K iE . fF Linux W, 18174 Snmptrap 1% Trap WA B,

KNI
snmptrap [ —-a Host ] [ -c Community ] [-d ] -m Message
i & 2K
Q -aHost, & KIEXS) IP Hihl.
Q -c Community, ZERZPFLX PR
Q -d, JaH TR,
O -m Message, snmptrap fiy 2 %2 KI5 1 VH B

RIE Trap 1H BP0 a2 B

# snmptrap -v 2c —c public 172.16.6. 168:162 " UCD-SNMP-MIE: :ucdStart

N Zar 2 %48 5, 47 Redhat Linux AR 7, W2 O 0E AT
(3) Iif, [H13] Windows L ) CMD 4 % 1, v L% 3| snmptrapd Wi Wr Fit (i =

C 23 T Trap Hfli 6, IR EEE G N AT R o REMEIT, Wil 4-35 from.
BN C:\FIRDO¥S\system32\cad. exe :jEJ;‘KJ
H

ssusrsbhbin2snmptrapd —¢ Yec:sauspsbinSssnmptrapd.conf' —f —Le —d
ET-SNMP version 5.4

eceived 73 bytes from UDP: [172.16.6.1681:34140 -J

1515151
A16 :
A32:
348 :
B64:

AA?-12-18 11:49

38 47 82 a1
A4 6D 81 26
B8 2B B6 91
18 686 6a 2B
A6 A1 A4 A1

A1 B4 B6 78
85 B2 A1 @6
A2 A1 A1 A3
@6 81 86 B3
8F 65 81 7B

:54 <UNENOUN>

[UDP: [172.16.6

7?5 62 6C 69 63 A7 3A B2
82 81 86 38 2C 30 10 66
B8 43 B84 46 57 2D D? 38
91 61 B4 61 ©6 66 6a 2B
a1

-1681:341401:

ISMAN-EUENT-MIB::sysUpTimeInstance = Timeticks: (1188147161> 136 days., 14:11:11
SNMPv2-HMIB: :snmpTrap0ID.B = 0ID: UCD-SHMP-MIB: :ucdStart

-b1

%] 4-35

Net-SNMP £ 21|11) Trap ¥ & 3C
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AR RN ) Trap 8 B EAR O A BB MEEE . 752250751 /4411 WhatsUp Gold M 45
Fe IR Beie EOU B T b s 2 B 1Y Trap 7H BN 25

o 436 H3C WM%%ig#&B7 SNMP BRSECE

W D R R R R R S R R R R S R -

H3C AZ e HLFN G 286 SNMP IR 25 10 T 3 fir 2 S A R AS[R) 3 5 761, 240 1%
éfrivtﬁ Trap VH N, 75 298 8 W& 09— AR W BEAGE U5 bk o AZ AT ATES H 48 1
iy 1 B2 AT 70 () FLAARTE B o3 I DR o 1 S A A3 AE H3C A H A LRTER Hh 4% Hh C . SNMP
K55 -
EﬂEP’\]ﬁ@FJ*ZﬂH“H%I‘?ﬂ Snmp Agent k45 % Snmp 4. FFE AR AL o
FI4E B R ik Trap R . % & Trap 5 H bR EHLR 1P Huht . 5@ RIEIR CH P IESE . 1%
EOLIRWR

(1) f#H] % System-View #EAZ|AZ AR EALEH . a2l
{HiC>zwztem—wview

(2) BUATEOL R, SNMP Agent RS54 T OC A PPARAS, wlAE @ B ar 2 3 30z Ik 55 -

J4 1] agent RS2 -
[H3C] srmp—agent

K] agent It 5@y Wl b
[HiC]undo srmp—agent
(3) WA RGN, TEEEEH GRSy L, ek

snmp-agent sys-inf contact {syscontact} location {sys location}

B, BOEE RGeSl k.

[H3C] stmp—agent sys—info contact Mr.Han location 3rd floor
(4) WRE)E FHR e AT SNMP il (ol fiE 1 e AY), sl .

snmp-agent sys-info version {[vl|v2c|v3]lall}
p-ag Y

@, BCERASIRAE R v Al v2e WA, Wb

[H3C] srmp—agent sys—info wersion vl wic

R TEVEf e, MR E N all PLSCHF 3 DM BSURAS, Wik
[H3C] srmp—agent sys—info wersion all

(5) WCEALX FATep Kui AR, mr2 g2 b
snmp-agent community {read|write community-name}
i, B public AT, WK

[H3C] srmp—agent community read public

iy, ¥ private A TR, Q1R

[H3C] snmp—agent community write priwvate




o) 2% ts U o/ 2 B A R
o 437 HeE H3C IRH\ AL Trap iHE -,
(1) FeE A EHL RV A ik Trap #R3C, B ar AR R
snmp—agent trap enable standard [authentication|cold start]|linkdown|linkup]
Z 4
Standard, /21X SNMP Fp 108 K1 EL trap 15 5, W3 4.7,
* 4.7 FTiktl Trap IRXCHISE
F 5 Z 8 A W Z A
1 Authentication IIE R, K% SNMP [FAiE Trap 15 &
2 Coldstart ASHALE S I, K%V G 3h Trap 15 B
3 Linkdown ACH AL 11 2 Down I, A&IEHE B W T 1F) Trap =5 &
4 Linkup AP AL 11 A Up I, AL HEMERE Trap i B

WRANTTZHL, Foon BRI BRI BT 8T A Trap #R 3. 40 R U EEAIE A 7 R A

1) Trap & 3, WIAHNHL A Z L

i, T IE Link ARAZEAL Jd R G H A [F) Trap ) 30, 74 ) snmp-agent trap enable

standard linkdown linkup coldstrat, 41 |

[H3C] srmp—agent trap enable standard linkdown linkup coldstart
2511 trap %5 )72 A undo snmp-agent trap enable strandard.
(2) 7ERCE A S, B A Trap A K Hbs EHUEE, a4,

snmp-agent target-host trap address udp-domain {host-addr} udp-port
[udp-portnumber] params securityname [security-string] [Vv1|vZ2c|v3]

Q host-addr, H s 4L IP Hhl.

Q udp-portnumber, %%z Trap vH LV 4L UDP ¥ 55

Q community-string, U7 1)L X A7 H .

Fidnn, v E ) H bR bk 172.16.6.168 A 1% Trap 14 5L, #EX FAFH 4 public, 2%t

snmp—-agent target-host trap address udp-domain 172.16.1.1 udp-port 162
params securityname public v2c

I

[H3C] snmp—agent target-host trap address udp-domain 172.16.6.168 udp-port

5000 params securityname public v2c

W HOE 1) H bk & 0k Trap JH L, W5 24% X4 undo snmp-agent target-host.

AFE. AEREFE, s F H3C LA ENAR R —ey. ET—F%, #

Frab Trap o & 09K EBE T35 IP iz 8, FEEFRENE IP etttk A
Trap R LA Z B33k, Z ¥R B3 T XN A b & 59K B 77 N%A B
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(3) W HE 5 IP #ull o ik Trap vH SRR HLAE, an 4% an |

Snmp-agent trap source interface—type {interface-number | interface-number.
subnumber }

EEg A, nRE i O HBHE (4 GigabitEthernet 1/0) {E N JEHbhE. 1 AEACHALH,
7 S E RS Vian IP AR 4 % ik Trap R Sk ttlilb, v Valn #ililk (20 Vlan-interface 2)
VE s bk

i, EAZEHLEECE AR, @7 vian JFiRE TP Hibik, @y
[H3iC]wlan 2

[HiC-wlan?]port ethernet 1/0/2

[H3C-wlan?] quit

[H3iC]interface wl

[HiC]interface Vlan-interface 2

[HiC-Vlan—interface2]ip address 172.16.6.1 255.2585.0.0
[HiC-Vl1an—interface?] quit

)i, Rz bt v &N Trap Y5hl, 72> A) snmp-agent trap source vlan-interface 2, 41 |:

[H3C] srmp—agent trap source Vlan-interface 2

o- 438 #TEF H3C 3Z#HH Snmp EE

S — — S — — — — — — — — — — — — — — — — — — — — — — — — — — —_——

(1) Bk A5 B 4 4 Display snmp-agent sys-info [contace | location | version ],
I

[HiC]ldisplay srmp-agent sys—info
The contact person for thiz managed node:
Mr.Han location 3rd floor

The phvzical location of this node:
Hangzhou China

SNMF wversion running in the svstem:
SHMP+w1 SHMPw2c SNMFPw3

(2) BB E X 4415 B2 A4 Display snmp-agent community [read | write], U1 |
[HiC]display snmp—agent community
Community name:public
Group name:public
Storage—tvpe: nonVolatile

Community name:private

Group name:private
Storage—twvpe: nonvVolatile

(3) w7 HH1H) MIB 1 & 2 4% 200 display snmp-agent mib-view.

J WMI #E 2509 22

WMI(Microsoft Windows Management Instrumentation, Windows ‘& FL 5 ) /& Microsoft




) 2% 1 0 s B EE ALt R IR

Bl Windows #:4F R GE A% OV FESCHFROR, J& )\ Windows F 48 H $ HUE B s v . WMI
HRIN %% T Windows 2000/2003/XP F4:, LM 4P Windows IR 55 # Fll T AEu,, 8-
it LA Windows FFIN FFER, SUFT 2 T #F WML 76 o 2L 24 I A R e
W H T WMI J5 K4 Windows 5 4t [1 1 R 24

& WMI R L2 17, G 8 752 H] 4 FE SE X Windows {5 B TR B AT T, B4 T
e L HY) T 208 H] Win32 )W H] API ( Application Programming Interface, F&/F4mfef ).
API &N HFEF S Windows R A5 AH HEAE 1UME—HF 2. (H WMI BRI J5, RS
LG n] CLE R R I AGE S, B el s ELE I RS BT 45 (WMI 241 X VB,
WSH. VBScirpt. JScript. ASP JHIATE 5132+

o- 441 WMIBIIIEENR -

FIH WML 0] DLy b A BRC RE A (R oF AL, ad ke el DAl Ao, A5 EEA
MATATT 38 E WMI 2~ 117 Windows BFii.  bb Qs B 51 n i ] WMI A 261 d 52 404 1)
A, 1] Windows Script Host il Microsoft Visual Basic Scripting Edition ( VBScript) B fT-{1]
HF COM AL HIAVE S (44 ActiveState Corporation [1Y) ActivePerl), K4 BRI
EEERSG. NHFEFRIMZE ) T4 51 .

Windows Server 2003, Windows XP VA Windows 2000 R G0 E FE: 8 1 n] DA%
HIWARK R R EE, EHEGIEHE CERSE FTEDHL. JEFE . JEMERECE . TR
Jr. w@atEs Mjgs s AR 2 HAth 3R R e AR T B i

o4 2645 T W] DAGI L T WML Y AR SR A5 2 99 2% 112 55 , 46 41 DN'S DHCP H1 )5 Jff SNMP
B o

SEINF AR M. A WML ST B, w DA 5 A LAAE =4 A I M 0 5 g . A2
HETT, W fmg SO R EE . MRS R At SR 1454 R 48 3 0K

o442 WMI M5 SNMP BENa9 XA --

WMI W3 91 57 A [A] T SNMP Wil . WMI W 90 i 4 25 H Windows #:1E RS0 5E X, H3k
U /& Windows R4 H(GE B, B RAEHFE. Windows W HIFEF55. 1l SNMP i
W7 AR AL Z M, B Windows #:4E R4, LRERINEFE NS, Linux R4, 1%
BT IUEE T T PIE B

2 PRI T FOREU (S BN RS SRR B, FREC Windows WAL A HI 3
WEfEEYE . REIHFESE, WH I XEREE RERI R TIMGE . SEhrN Y, A s 5 28k
R SE AT IEFE

— f i, 5 KA BE B I AT 0 A ] WMI 5 2, B E Windows ¥ % A S HF SNMP,
ol i A WMI 7EAN S FF SNMP A5 BRI & RS E B, A8 n] DL ik 767 BE I 22
vhgd AT H e X WMI P gE Il Th g
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o 443 WMIIKRLEH -

WMI A REER 3 DNk : FEA %I . WML ZERb & M A . A48 .
1. EEZRIR

FEAT VOV AT R R B S PR, T o WM AT A5 HE . W DA WM 5 B
Windows YiV5 ELIEHEAE R WA, BUTEMR % FISCT. SCHERS. MZAE. 1
REVFECS FTERNL. TREHERE. JEMIER. 222 M0 . JESsiy Bl R LT 25, WMI 4L %
P — MR 5 WML A .

2. WMI Bt 454

WMI 3 PN ELEHIF R : CIMOM (Common Information Model Object Manager, 73
A BB 45 71 2% ). CIM (Common Information Model, 7305 BRI GEA A ) S
LR, 31X 3 A WML AAfIE ) SO e 7 L AERT S5 4, wldid iz gt e . ATF Vi
)y R ECEAE R . % 3 DGR g5, WE 4-36 Frs .

A 5 N RS e
({HHAE)
A
* —
WM]@aD

(CIM X H 5P ) <> WMIfEflEE (A
{5 S HERICIM )

‘v-‘_______________________.-"’
WMIFR L5
I WML REER
1
(P 5 )

& 4-36  WMI 1A R 458
3. EAHE
BLFE AT WMI 280 RE P WA R R B AR 5 .

o 444 WM BERIER

S S — — — — — — — — — — — — — — — — —

LR R WML 5 Windows 48, 82 ¥ WMI &5 & 4EH B2 . WMI & X
TR 4.8 PR, BTN P RS T RSB G W5 TR TR A 7R,




P 2% 1 0 s B EE ALt ZR IR

AR VOR . 00 Y B A RIS b0 4.8 R

< 4.8 WMI Z£5l/#miA

WMI ZE51 ¥ 3R 250 2 =& 45
Win32 Process: HFfE
Win32 23 J.Z,—E:fv‘i‘fl’.i Windows 411 32 45 i T #L ﬂ’ﬂ%’é_ﬁﬂ , £ | Win32 Service: J%%
PR B IR5s AR, PhEeTH AR S Win32 PhysicalMemory: ¥
N AT
WMI Registry 2% Q; {Eﬁiﬂé;}u Prig . kR Windows i MiF 301 H Al Win32 Registry-7 %
WMI System 2] H%%U !*-f:l"’i“—Ff!E[J.@"\ “« 7 3?1[!’]%‘4 R, wlE T _E?’EIH it | |
ZRA, XL WMI et VP2 IEART)EE | TimerEvent IR 25 1
WMI System gt | CEEEHE LB T WML MRS, X8t | SystemEvent PO
1A FRAB AT DU DL AN R RIZRAE D LA R | SystemSecurity 248 % 41
MSFT WmiCoreUser #%:» ] F
MSFT 5% AT L i ] T-ACFEH A R Gk Dh B r2R5 | MSFT WmiCoreLogonEvent £%
O P& FH A
CIM 27 ﬁﬂ%f’fﬁiﬁi%ﬁ WIV]]%'@%'J: ] LN Z R 48 7% . | CIM_AlarmDevice R £ 45 5
Win32 &35 2 %R 4% 7K CIM Process i#%
;;a;j:lard Consumer | R il s s T WM S5 2 EE;}I;HEIFH]IUIEEVEHt N
MSMCA 5% KEFR R G0 S K200 PR S AT
WMI C++2E5) WMI C++ Provider Framework 25 | PO 2 AN A

o 445 WMIxHTE WMI Explorer 4748 -+

R SNMP R & MIB X4, w7 4d H n] #8246 1. H. MIB Browser 247X
o [FAIAEWATRRI T HMH &S WML NS . A9 1) WMI 3% T H WMI Explorer 4l BE
i J7 {5 Hh & AH LA FE EALT WMI {5 B
WMI Explorer &2 Ja AFRE L, Hiia o, F5maE 4-37 B,

ﬁIII Ezplorer g@
Action Search Help
Classes | Query |
Clk_PhyzicalComponent CIM_PrwsicalFrame Cl_PointingD evice
CIM_PhysicalConnacton CIM_Prwsicallink CIM_Potstodem
CIM_PhysicalElement CIM_PhusicalMedia CIM_PawerSupply
Clk_PhwzicalE lementlocation ClM_Prwszicalkdemon Clt_Printer
CIM_PhwzicalE stent CIM_PhwsicalPackage CIM Process |
< p ]
Instances ] Properties |
svchost exe ~ Property Value | .
svchost exe - E
kawebzhield exe Caption
kplwsve, exe CreationClassh ame
kwacl'::"lv.e:-:e CreationD ate
spooksy. exe -
EE[:JEIGLEHB CSCresationClassM ame
smaxdpnp. exe CSNarme
EED“@"'EHE Diescrption
avatart ene .
MMTASK~1 EXE ExecutionState
chrmon. exe Handle
PPIAP.exe InstallD ate
sychost, exe
LAPRNTE SN C arvima aus o K armalhd adaT irma . |
(e |selec:t"frn:nm CIM_Process ﬂ Execute |
localhost Classes: 914 Instances: 55

& 4-37 WMI Explorer 1= 5t1f
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PL R %} WMI Explorer [ 5+ S I RERAT /24
1. Classes jzlnm

FEF M By, A T ARGt vl AT WML 2803 O T e PR & £k 1] F A5 ox
%, WLMEMSKH6ir$ Search A Find F3eHdr, IHMAZIN A A FRBE T2, AEH]
S Ly 4 Search Again R Ar 4k N — H AR X4,

% i, i A\ Process T3k 2| () 4] & Bl CIM Process. CIM ProcessExecutable
CIM_Processsor. CIM ProcessThread. Win32 Process 1 Win32 Processor. fr+k J7 = U1 &
4-38 7

2. Instrance kZInm

TEZFHI A R, AT Brik WMI 280 Br 6 35 i s, BRiRaEFE— Classes 28
A, AZ AR R s FEXS N R SE ] N AR . EAHE RS, B WML 25085 K&
Instance X%, FlH T A% i SRR KB A A 2 AT . CIM dEFE B S5 Py 25 4
K 4-39 it

Instances |

vmware-authd. exe |
vmountZ. exe
vmnat. exe
MmService exe
vinnetdhop. exe
- - wls chtfy. exe
- alg.exe

— H PRTG Traffic Grapher.exe

PRTG Trafhic Grapher.exe

Find what - lpmc:esg ~| Find I MibBrowser. exe ‘ | ‘

svchost exe

[ Match whole word only Cancel | CONIME, Exe
RdfiSnap.exe

Mo WINWORD. EXE ]
hl‘"l (=L =1 —_—

<] 4-38 #r 4k Classes X% 5] 4-39 CIM #FE11 Instance SE 49 41| #

3. Properties &1 51

R mMEA N, A T ik Instance 2490 1) J& 1E, W1 Name. Version. Status 25 )& .
VEFFHERE P 5249 WINWORD.EXE #EFE, HIn & 2NZsef) el & 28 Jm . A4 H
By AR RARSESRE R, WK 4-40 .

Instances I Froperties I

vmware-authd, exe |_ﬁ ] Property Walue ~
ymonta. exe Caption WINWORD EE B
MNmService exe CommandLine "C:AProgram Files\Microsoft Othce 200000 fice\WINWORD B2
vmnetdhcp. exe CreationClazsMame  Win32 Process

wschtfy exe .

sl exe CreationDate 20100103204413 906250+480

PRTG Traffic Grapher exe CSCreationClazsMame Wind2 _ComputerSystem
PRTG Tralfic Grapher exe

MibBrowser exe ' CS5Mame PC-2009031 32216

svchost exe ‘ = ‘ Description WINWORD.EXE

E':é?isme-e”e ExecutablePath C:\Program Files\Microsaoft Office 200080 ffices\WINWORD EX
".l.-"IN‘:r?EII: heDH?E){ ExecutionState

Ik 2, E2) N e WIR v

Kl 4-40  Word o #2 1] & 14
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4. EGLHITIREE

FEEFHAH) Query SUAHES, fefit FaAThritE WMI &rilisa) WQL (WMI Query
Language) [N Ujfig, w&rif)3] WML 2805 e e 3 (0 S o e L vEAS Bl . Hala) ik
LT SQLIE 5 o %l 4, A if) CIM 51 v iy b7, w4 H 35 7J“ SELECT*FROM CIM_ Process”,

i Execute $4 41, BIAH 17 Ay B02ERE, WK 4-41 Phos.

Clagses Query I

Query |$e|el:t “ fram CIM_Process ll Execute |
¥ Caption CommandLine CreationClass... | CreationD ate CSCreationCla... | CSMa... | Description A |
J60tray. exe "E:AToolsh 3B0satehsatemont3...  Win32_Process 20100103103 Win32_Comp... PC-20.. 360bay.exe
CBAppendixexe "E:ATools\Powerword Oxford..  Win3Z2_Process 20100103210, Win3dZ2_Comp... PC-20.. CBAppendix.exe
MibBrowserexe "EANT?2\mibbrowser\MibBrows... Win32 Process 20100103104,  ‘Win3d2 Comp... PC-20... MibBrowser.eqe 3
MMTASE~1.EXE "CAPROGRA™T\pswitchiwh... Win3Z2_Process 201007103103, Win3dZ2_Comp... PC-20.. NMTASE™1E..
MmConsole.exe  "C:\Program Files\lpswitch' . Win32_Process 201000103103, Win32_Comp... PC-20.. MNmConzole exe
MmService.ese  "C:\Program FileshlpswitchW ...  Win32 Process  20100103103.. Win32 Comp... PLC-20.. MNmService.ese
WmwebSemvic...  "C:\Program Files\lpewitchhW .. Win32 Process 20000003103 Win32 Comp... PC-20.. NmwebServic. ..
PPSAP exe "C:\Program Files\PPStreamp...  Win32_Process 20100103103 W32 _Comp... PC-20.. PPSAP.exe
PRTG Traffic G... "E:ATools\PRTG Traffic Graph...  Win32_Process 201000103103, WindZ2_Comp... PC-20.. PRTG Traffic ...
FRTG Trathic G... "E:A\Toolz\PRTG Traffic Graph... ‘Win32 Procezz 20000003103,  Win32 Comp... PC-20... PRTG Traffic ...
RdiSnap.exe "E:\Tools\Rdfsnap'RdiSnap.e.. Win32 Process 20100103140, Win32 Comp... PC-20.. FRdSnap.exe
Syshem Win3Z2_Proces: Win3Z2_Comp... PC-20..  System
System |dle Pro... Win3d2_Process Win32_Comp... PC-20.. SystemIdle Pr...
TH.exe "E:AToolshTM20075THMDIENT...  Win32_Process 201000103225, Win3Z2 _Comp... PC-20.. TM.exe
T#Platform exe  "D:ATools\ga\T=Platform exe” . Win32 Process 20100103225, Win32 Comp... PC-20.. TXPlatform exe
WINWORD.EXE "C:AProgram Files\Microsoft Of...  Win32 Process 200100103204, ‘Win32 Comp... PC-20.. WINWORDE. . -v]
< I EY
K 4-41 AW F| ) CIM BEFE 41 &

KT WMI Explorer 341 1) D e s 2 A Y v B 5 AH 2 B 75 B A5

o 446 WM BYERBIERS -

AEE I I I N I I I I EEE EEE DN I EEE NN DN B BN BN I I BN BN I I e e e o e

Windows #4/F R4 BRI AE THES R WML & ¥ T H—WMIC ( Windows
Management Instrumentation Command-line, Windows & ¥ e ar 247). T WMIC, A
AT DA AU T SEAL, ST Bl 7 5 S PR, 3 ] SIEEIRE Jal P sz A T SEATL ) A B

PAT DFERY | [iz47]) %, A CMD F1 T 2427~ 77, JFHIA wmic.exe. WIRZE
B TR, RESn%3E WMIC. Haledesi fG, Wiz TR a2 4en
£F: wmic: root\cil>, WS A DA — L8P0 E dy & SEHUN THEHL R . TR SR 2R L
AN 4K Uil B WML [ H .

Q ARG HANNRS R, 2% wmic process list m, m JEHEFEAIR I ZEL,
m HUE N brief I ay 2% Bon Jar b2 0 2 GHED) FE, 8AF. 23HEE ID,
NGO . m HUEN system I, @y 26 B REGEUETZEE;: m B
(B0 full, Wlay 2R 3R e R s . T H v 2 process list brief, 41| 4-42
FIT7s o
7~ CPU W8P, #y4 A path win32 processor get maxclockspeed, iy 2 i
AN HAL CPU 4 HiIia AT B UG 2 I3 1
1% BIOS {7 &, fir4 4 bios list full.
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BN C:\¥FINDO¥S\svstemi2\cad. exe — wmic - Dli!
mic :rootclidprocess list brief

andleCount MName Priority Processld ThreadCount Working$s

System Idle Process a a 2 16384

787 System 8 4 81 2867208
19 ESMSSE . eXe 11 1388 3 434176
733 CEPEsS _exe 13 1352 12 17530880
481 winlogon.exe i3 1376 25 3358728
349 services.exe 9 1424 i6 3748544
408 lzass.exe 9 1436 21 1978176
36 ibmpmsvc .exe 8 1684 6 1626112
221 suchost.exe B 1632 19 5537792
362 suchost.exe 8 1686 11 4923392
1638 svchost.exe 8 252 75 25178112
4 btudins .exe 8 332 5 2764808
BE suchost .exe 8 864 6 4378432

<] 4-42 Process iy 2 &G R4 AR

Q FHUK ) E B, 72 4 useraccount list brief.
Q ZIHFAEB A, 2R oN/2, $ATE R W E 4-43 s

EY C:\WINDO¥S\system32\cad. exe — waic JEI £|
wmic s root™»cli>”? :l
[global switches ] <{command:3:

BHEMNERTXE:

/NAMESPACE ,%'J%ﬁﬁqﬂ’g%ﬁ’ﬁ?ﬁl%fig

/ROLE BEIER 2 E Y NAEEE.

/NODE Bl & HAV R S525 _J
/ IMPLEVEL BRI,

/AUTHLEVEL B B ABALERA.

/LOCALE Bk ﬁ iR S 1R AIFF.

/PRIVUILEGES = ﬂm@ﬁﬁﬁ%ﬁo

/TRACE jglnﬁiﬁﬁmmﬁgﬂﬁiﬂ stderr,

/RECORD k= Eg)\. SFEHEEANEE.

/INTERACT IUE RS EE T HES

/FATLFAST (B EE FailFast &7,

] 4-43 Wmic FEB) @4

o- 447 FIA WM BITHARS -

— . . . . . . e . e . . e . e e . e e e

e 1. B tEENL TP #hlk, AN B R

strComputer = "_."
Set objWMIService = GetObject ("winmgmts:\\" & strComputer & "\root\cimv2")
Set IPConfigSet = objWMIService.ExecQuery ("Select IPAddress from

Win32 NetworkAdapterConfiguration where IPEnabled=TRUE")
For Each IPConfig in IPConfigSet

If Not IsNull (IPConfig.IPAddress) Then
For i=LBound (IPConfig.IPAddress) to UBound (IPConfig.IPAddress)
WScript.Echo IPConfig.IPAddress (i)

Next
End If
Next
4%5*”2&?\]1@#/‘&??@%%* (i an CANHRT) 1 Text LAY, FEG AR AL 44 H
Getlp.vbs, RJ57E CMD fy 2 & I H 4 A “C:\>cscript Getip.vbs 7, Wi AT A SCA:,

A3 RSE R RAE R . wvﬁ EWRNE 4-44 s
S 2. RN ERVE RS, A R

strComputer = "_."
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Set objWMIService =GetObject ("winmgmts:" & "{impersonationLevel=impersonate}!\\"

& strComputer & "\root\cimv2")
Set colOperatingSystems = objWMIService.ExecQuery

("Select * from Win32 OperatingSystem")

For Each objOperatingSystem in colOperatingSystems
Wscript.Echo objOperatingSystem.Caption & " " & objOperatingSystem.Version
Next

A FERE FIR I ALRAE B Text CAFEH, JFEE A4 0 getsystem.vbs, AT IZMHIA SCHF SR
FE R FIRAAG E o i 2PAT 85 R W& 4-45 B,

BN C:\FINDOWS\systen32\cad. exe - o x|
tsrescript Getip.vhs ﬂ
icrosoft (R> Windows Script Host Uersion 5.7 E¥ C:\FINDO¥S\systen32\cad. exe - I:I|ﬂ
i i . o l [ 5
Hﬁﬁﬁ(ﬂ) Microszoft Corporation 1996-2081 ﬁ":%ﬁﬁﬁﬁ*\l - \cscript Getsystem.ubs :|
92 168.1.123 icrosoft <R> Windows Script Host Uersion 5.7
0.9.8 WERB<C> Microsoft Corporation 1996-2001. {REETHFLH.
22.168.174.1
92.168.194.1 icrosoft Windows HP Professional 5.1.26080

5l 4-44  PATIREC TP bk i) A Ay < 4-45  PATIREURAAE BB AS ay

17 1] Microsoft ‘B J7 W uli (P JRIAS o0y, n SRHCEE 22 1) v ] RIAS

9 AEING

ATEEEAAT SNMP PH AR XS . AR BRI, I T 7EbRAE R
JUFECE SNMP k55, /48 7 WML IJHES . DOREFN T BN ] o G S8 5 R AR H i k9 4%
TR R AR . B TR T AR AR, RNTE W T E SNMP JIRSS, A RE LIRS R 4%
B IR Y &

55 5~8 TG HL m A4 I 26 I 52 ] T L IpSwitch WhatsUp Gold 13 EFRTRY H
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F 5% WhatsUp Gold ZZEFfRELEF

A 9 268 M D S 1) SNMP AT WM KR SN AT BIr T2 Je s DASEETEE TT 45 HLAR
I T2 AR o B 2e A HHELE Y X 4 1 U XA WhatsUp Gold. AN 3= B2 25 2 36 Al
P b 2R IR, AFR AN

Q WhatsUp Gold VRS2 J¢ 2%

Q WhatsUp Gold 2 /7 1) Pik T

EPRE EF37r, Jr4d WhatsUp Gold M-/ ARfilifhE DyFe, R & ki 2% i 2 Al 2 IR 45
B, BU R A T L TP BRI A 7 S I R T R T, AR S
WhatUp DR PR ELUHY 1%, SRS TR 4z AT B Dy ge AUEAR R H

5J IpSwitch WhatsUp Gold {& 4}

IpSwitch WhatsUp Gold $& iR e Vv 1573 2 H 1 i 000 48 s AL, 4 A6t ol Y
28V AN T RE Y, 1 B I 26 4 B O i I 2 928 P 25 32 4R & . WhatsUp Gold fg 123 4 [f
T 268 v 28 S H QB SS,  #eAIL22 Pl T =0, DRI T f 0 36 fn DR 152 28 i B 532 Wi M 5535 A
1M R B i K« WhatsUp  Gold 13 H] 408 ) Web Fti S5 HoR, b M 2895 H o1 GEg 52
P M e S IRSS, 4EFF N2 IR BT .

WhatsUp Gold 75 M4 B AF i I LA . #VEA 2 ¥ ks =tk Re S 3
A R 28 e o e AL 3w . Har, s & 70 000 4~ M 28 1648 H i
At

o -'5.1.1°"WhatsUp Gold Thge4rit
WhatsUp Gold e se kUL~ DhFe, 75 Bl W 28 5 H 53 A7 2800 B I 4%
QO MKEH. AN ERMNE R0, WMEME RO hEas. Sl ka8
FIENHL A H At Y 285 g 28, A IR R 2 X 2% o0 ik 55 4 BRI PE e, A Brdd e () & A
HAE 52 e 3] 2 H P 2 A ik 4 S Rk &2 5 40 s
Q EREEM LIRSS . AP R I i il ML RS R ERS LRSS



o) % 1 i) S A

R R IR R B & R 4R 2

Q RGP . Eak SNMP Bt WMI 5 U Windows £ A% (Windows
2003, XP. Vista fil Server 2008) FI{fiH] SNMP 77 i% Unix/Linux R4, #f i
ME R G LT A R, AR, 3ERE. RSy WIEAHR (W CPU,
fFREE AR ) &, UL T RS KIS s rREs.

Q SEHLH R R R S TERE IR . B, WRIRCR AL E . UPS L. FTEIHL
RS E S

Q RN, I 1P fkSSF, #Hl Ping, TCP/IP. SNMP. WMI. FTP,
Telnet. Exchange Services (SMTP. IMAP. POP3). Web JIz% (HTTP. HTTPS).
Kol PERSS . Wbk R G%%

Q S i, B RS L. IRSSAE . FTEIHL A AL M 2% % .
TER BN SE R H SRR IR SS,  ANIT BB 9 48 0 B0 445 L

o - 5.1.2 WhatsUp Gold A 1E 2

WhatsUp Gold #&4it 1" 4 Nnl HRRAS, 43l adi ko
1. ¥RERMZA (WhatsUp Gold Standard Edition)

PRUERRAS PR AEAZ O I 25 178 FRAFAE , A SR T /il (SMB) ¥t 11 9 25 5 B
e, A IR R T w A I, LR A OCEE Y ] RE I IEH IaE, W
5-1 7.

2. #3EMEA (WhatsUp Gold Premium Edition)

1O R AR AL T AR VSR A S i M ThEE, AR T A Exchange. SQL Server. SMTP
Email IR 251 Wil ,  [7] 8 52 7548 ] Microsoft WMI 5 U Wil v L e, wiiE 5-2 Frss

ojuﬁﬂ;t‘ﬁ A2 G

sTANDARD EDITION

(1, ut ITCH

a NhatsUpGOIO

FREMILIM EDITION

Know Your Network

Know Your Network

] 5-1 WhatsUp Gold FxHEHi 5-2  WhatsUp Gold 45 i



WhatsUp Gold ZZEF1RiR _EF

i o F

3. MSP kg (WhatsUp Gold MSP Edition)

MSP Jix A 4 FE8 Ik 55 6 i 52 (L PRARURR ol Uy 5, (HE I R D el v A T 17 o) 4 42 1l
L, (RIS SIS 22 AN 22 T AN [R] 99 26 0 I o 2 WCAS A Y 388 9 iR A i A g g Si2 BIXGS Do 245 1)
FigE, W 5-3 fros.

4. H#HXRA (WhatsUp Gold Distributed Edition)

I3 A SURAE R BE SBmIRA ) e, NS SIS 5 Rz RE ) B bt bk f) ) S R 2 S 48—
WAV B o A ROAS T2 B DV B B0 A T R (R4, Dy kR 7 2 i . 4R
R TS, W 5-4 P,

p—

=

Q natsUpGold

i 5-3 WhatsUp Gold MSP iz 4~ ] 5-4 WhatsUp Gold 4341 A

1T WhatsUp Gold Premium Edition $2{/t T %] Exchange. SQL Server. SMTP %5 £ F{ /lik
5 ) A2 A WMI 5 Al Windows #E RS, A58 5 22 Bk 25 fy v /Al j 4845 B
HZHH . A5 LI WhatsUp Gold Premium Edition V11 JRAAE 4 Ui

1. BRHERIRENS RFEEX

nf ik IpSwitch ()E J7 W3k B 2010 HH R AR B30I ek A vy e < 1 R A -

T e Bk 22 %5 fF Windows XP Professional SP2 BV 8 &/l 4, Windows 2000 SP4
Professional 3 Server [t 4~, i Windows 2003 Server A4 . I 8 25 255K Microsoft Internet
Explorer 6.0 [ W i fieAS, I Ah S — )7 3 DE 4%

2. BEFRE

WhatsUp Gold V11 RAFE)FAE L2 5e i, Bl 3 m 42y 70MB. UL B A% 50 5%,
(1) Ml e Re PPt N e ftif, i 5-5 fhor.
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!JJWH&SUU 50Id

] InstallShield Wizard

‘Whatellp Gold Setup iz preparing the InstallShield Wizard, which
1 will guide you through the rest of the setup process, Pleaze wait,

i l-i-i-----------i-i-i llllllll ] ! Cancel

Kl 5-5 JFia=erehr

(2) 2R e NEO 7 22255 AL . WhatsUp Gold 23 32 MSDE (Microsoft SQL
Sever Desktop Engine 2000 S [ E#E 51 %5 ) F1 Microsoft SQL Server 2000 £ #iFE . 2%
[P0 H 4 MSDE 2240, b 7521k $ MSDE (194358 S F B 42 A8 e SC ik 42, &
5-6 FII7N o

(Whatalp Cald = TastallShicld ¥izard X
Enter MSDE-2000 Server Paths o
IPSWITCH"

The installation of the Micosoft? Deskiop Engine-2000 [MSDE-2000] iz iequired for %halsUp
Gold Premium Edtion w11 data shorage.

IPEWITEH
V\/h a'tSU T o begin the installation o thiz Microgaft? product, select the paths that pou woud like the
p SDE-2000 server touse for he application installation and data file stolage

- F oo N
; ‘hk?tﬂfi o : ¢
i Freamium Editan v.11 & large capacity dive shiould be uzed tor data storage, as the zize of the data files wil
ncreaze ovel hime. The data fles have a potertial masimum capacity of 2 GE.

=

—Applicatian files:
C:%Piogram Fileshicmoszolt SOL Server, I Browse. . j
—Data files:
1
TPEWITCH C:%Piogram Files'Wiciosolt SOL Server, Brawse
tnsbal hicld ' N cBeek || feind [ | caes |

% 5-6 %+ MSDE %4 )4 %% [ ok

Pt MSDE ‘23514452 53\ MSDE )43, W& 5-7 Fizs.

Nicrosoft SQL Server Desktop Engine

_old| Please wait while Windows configures Microsoft SQL Server
Desktop Engine

Time remaining: 6 seconds

ey | | Cancel

/€ 5-7 Fif %% MSDE

(3) WRRGH D& gdéid MSDE, B4 %5 FEp o 7 o 1 i B 45 40 IRAT £l % .
W&y, PR A ide 2 H 2% . IR '% %% WhatsUp Gold A2 HEni%ik i,
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WhatsUp Gold ZZEF1RiE _F

W& 5-8 Fr s .

Nhatelh Gold T nea e o Y ra
Backup Existing Database? '| PSWITCH"

& whatzllp Databasz exists on the ""whatslp" instanze of MSDE-2000%5 0L Server. Before

continuing, we ztrongly suggeost that pou backup pour eristing databaze.

IPSWITCH

Wh a'tS U p Depending on the amount of data in the databaze, the back up process may take 20 minutes

ar mare bo complete. Pleaze allow ample time far the backup process to complete.

: Fremiam Edition v.11 The file generated by database backup operationz map be guite large. If pou choose to
\ —// backup, select a location that has adequate dizk zpace for the backup.

£ Mo, do not backup the existing database!

™ Yes, back up m, databasze to the following file. [Fecommended)

—Backup file:

m Filzzh pzwaitchywhatzpthw'hatzUp DB dat [ Browse... ||
| BI

Kl 5-8 RS A A ar SR ENE

(4) 4% MSDE 5¢'FJEHiA WhatsUp TR 4 I, 2263 R 503 FL,
59 I«

"

— oy < - x il s : . e .'_\;_"'
That=0p Gold — InstallS5hield Wizard ' _J

Choose Destination Location

Select folder where setup will inztall files. _ IPSWITCH

Setup will ingtal WhatsUp Gold Premium Edifon «17 in the fallowing folder.

IPEWITCH To inztall to this folder, click Mest. Ta install to a different folder, click Browse and select another

WhatsUp|

& J‘ Fremium Editan v.11

r—Drestination Falder

: | C:AProgram Filezh pzwitchhwhatsp Browse. .. ||
IPSWITCH - —

InstallShield | < Back | | Mest = | | Cancel

%] 5-9  EEEEH oK

(5) WFEF—2BI5, FFFMIi “R7 AV Web TUEZ Bt I (3% B Windows B
JHEFOVF CERIAHERE)”, Wb JIE 2538 40 T (0 BR A3 1120 80, 5% 1 LB SR Y 5
F, IR0 Uk B A O, AL BR A LT, WP 5-10 B,

(6) W F—2B )5, FEFFRISE B B T UA A . S se s, Bt AT L
T 3 W S T R T 3 B S
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¥Yhat=0p Gold — ImnstallShield Wizard |,z__~~E

Enable Web Server?

TPSWITCH"

With the Whatsp \web interface pou can remotely configure vour netwark.

In addtion, the "Web interface can be used to let vour entire | T staff take ownership
af the manitoring of different section: of your nebwark, all uging the same install of
the “Whatslp Gold Premiurm E dition «11 application.

|f you choosze to enable the Whatzlp Web zerer now, the zetup program will
automatically modify the Windows firewall settings [If neceszary] to make the
Whatslp Web interface accessible from other computers an the netwark.

Do wou want to enable the Whatslp ‘Web server ?

s Y'es, enable the WhatsUp Web zerver and modify the Windows firewall
zeltingz az neceszzary [Recommended)

Enable “web server on part |20

" Mo, | will enable it later.

TIPSWITCH

Installshield | < Back H Mest » ] Cancel

K 5-10 % E Web 45284 F i 11

GBI 4N G, WhatsUp Gold & 7EFFE A I A AEBAT SR 3 EbR . ZEbrEiE1T I
0], {ENEENNERFIEITRERIRER . -8 B 12 T % &R A g™ B 1
GRS BEAh, ZFERRET N R G ARSI R g H R RS B

LU A 3 MR GORE B bR, SRR &Ik | _ |
B, B RGAEAE R (i SSH EIET ), o 0
10 0" S (o) i & ovd Ping 145 ), Wil 5-11 Bl 5-11 WhatsUp Gold 44 Fl bR
PR ekt . At FIZth .

1% I WhatsUp Gold #HIIR%% 518 g 4 1R AT, 4B bR S SRR R 6, X
500 s WhatsUp Gold TiRIEREHE . SIS S RS Tz IE T iaiT. e,
B0 )3 5/ WhatsUp Gold JI 453 F4

WhatsUp Gold ‘%% 5¢ I IEH JH 8o, 78 DEslma ) | &3 T ]Y | UkssY H,
W EFHEA 3 TSR, 2 WhatsUp GoldWeb JIR4%. % 1f) R4S | S Flls% 2 MSDE
B RS« Wik WhatsUp Gold F2/7ia T UL R, WA EIX 3 Wikss & & - 5 3l,
K 5-12 s,

% Ipswitch Web ServerfWhatsUp B8zt Bah A Hh A

%Ipzwitch fhatslp Enzine E.8zh Hah AR 5
R MSSQLERHATSUP i®... BBz Bz EH R

& 5-12  WhatsUp Gold &7 Ik 25 i F2

» - 514 ) WhatsUp Gold 72/F -

#178 WhatsUp Gold #1F 205001 |

(1) ff Windows &G, TIF DASMEMERFEF Y X iEHE, £k 3] EH 201
WhatsUp Gold Jil, iL#EI BRI ITaAMIBRAE A . MIERFER 5 e Peon, MHFR WhatsUp T-4%
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WhatsUp Gold ZZEF1RiE _F

FAAROR B R AR B M e 3, B3 I R AR P NPT AT i, il 5-13 s
[f'l'latsl]p o T e o B S R ﬁ‘

User Configuration Data Exists 'I PSWITCH"

“whatzllp Gaold Premium Edition 11 configuration data exizsts that iz specific to
your nebwork and What:Up Gold Premium Edition +11  canfiguration.

IPEWITEH

Wh atS u D Removal of the configuration data will permanently destroy the data. Once

5 removed, the data cannaot be recovered.
| \ Prem rv-'.:ir:' w11
‘_/ Select from the follovang ophions:

o Femowe the WhatsUp Gold Premiuwm Edition w11 apphcation, but
lzave network. data | have collected intact.

Femove both the Whatslp Gold Premium E dition +11

& application, and all network, data | have collected.
I~ I
IPSWITCH
Inskallshisd | <Back 1 New> | | Cancel

Kl 5-13  EFEIERE e & Ok W B0

(2) FIECE G P2 L R EE fL N, Wil 5-14 B

hats“p Gold — ImstallShield Wizard

M aintenance Complete

TIPSWITCH ImztaliS hisld Wizard has nizhed pedformang mainkenance operations on WhatzUp Gold Prermiom

Wh Jisl D Eition +11.

i L | Premium Edisan v11
j & Mes, | want to restart my computer now

Mo, | will restart my computer later,

Remove any disks from their drives, and then click Finish to complete setup.

TPSWITCH

InstallShield | :<Back i Finizh l | Caneel

& 5-14 WhatsUp =525 HIZ 5¢ b

(3) #H4 WhatsUp TR o, b n] DAGEFE 2 75 4k
MSDE %45 )% . 4N 75 221 %%, $% 5 MSDE il 5 #22 #1 2 B H],

S
ﬁ” IE 5 = ]- 5 J’:‘I)T /]\ o atheting reguired informstion...
LT T )

|..l:i.t:rusuft Sﬁl. Server Desktop Engine

| Please wait whils Windows confiaures Micrasaft SAL Server
s

o SNSRI ANEIR el 5-15  {H14% MSDE (4 s

n LUl ik WhatsUp Gold H 19540 1 T 2SR &4 FLE R8s e . 72 E 5, 1A Fx
74 Tools | Database Utilities | Backup SQL Database B[l 0] 25473 2048 J7E A . A7k HE %
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SRy Hok, PESCOEAFAE D dat 4% 2NR SO, Gnl& 5-16 Brw .

-~

Save Database As E.W
RFE Q) ID'HhatsUp :I ] mli v

73 Siiine i

=
FRIH
FRO
F_ESERE
IS ) |databa=e. dat :I BF )
RF2ER (1) |]]ata.hase Files (% dat) _"__! HiE

K 5-16 &0 Els 1 A

14 L CAEIRF, 44T Tools | Database Utilities | Restore SQL Database fiy 2, it £ 22
b Y dat SCH i, R B AT 1Y WhatUp Gold 43 %

o- 516 HIEFEHEITEER

B0 74 Bh U L R IR s A S b, T A B A A N R TR &
A e . 3 2 R S 2 id Al SQL Server H 1) Index Page (&R 45| VUif) 5 H LU SEBR B
TS IAEREA. W AZERE ML RSk 5 5 THESUBIE, T Logical READS (g
FAAE BB ) . VO SE454F, N 52 m 540 122 B9k fE -

v Lok v 2 BB RIS AT R BRI, RN SN R b e il 2 g v S Lis
AT o A F A P T HL e S A B R R o 1 v Sl B e s . /£ WhatsUp
Gold 5L, 1%£+F Tool | Database utilities | Tools @72, HEAKE ZEYEd Fhifn, W& 5-17
FIT7I .

A ek 7 I [E : Performance (1 FESEHE ) Al Table Maintenance (R 4L ) .
I AE .

Performance: 1AM EHE%E . 71 Performance UL}, i Check for fragmented
tables %%, FATEER I . FRE R R0 LEpEE L 10% 1R . R )51k
PERREAL IS, I Hil5 Optimize selected tables FZFH ATV KA, WhatsUp ¥4 H #)
i 1RSI E R %, e E R s B E )R kg5, WK 5-18 s

[F Iy, A N A0 T R A A KD K BT s KT AEE] (BRI 2GB) 1Y
Lbsl . B Validate and compact database f4 41, WP AT ZH 2 . Rl 2R EEZT
BAE R s gafe g En 22, BECE 2 4%10) . WhatsUp Gold 7EHUAT S8 18 4E [FI 2 3 8458 1B A
A k55 -
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Performance
| Check for fragmented tables...
Select fragmented tables ko optimize:
_ Table Rows Max. Index Frag. -~
Table W Translation 5, 820 11
Maintenance
Optimize selected tables. ..
The current database size is: 8.0 MB (0. 4% of limit)
Yalidate and compact database. .. |
Ok, | Cancel Help

& 5-17  Bdie BE4E 97 Fr- i

Performance

i_heck for fragmented tables. ..

Select fragmented tables ko optimize:

Table Rows Max, Index Frag. =
7] StatisticalPingPacketLoxs 601 43
v Translatieon 5, 920 11
Optimize selected tables. .,
The current database size is: 8.0 MB (0. 4% of limit)

Validate and compact database. ..

(a4 I Cancel Help

K 5-18 DLk Edi

Table Maintenance: Vi[5t B 201 % 2035 . F Table Maintenance Ui, #JH T 3
FnIeE I P B R, T sl e 8 2 . R BRI R . R
A R IR LT L Total Rows Az ik 3 £ 45 472 Expired Rows. H.ili Purge Expired
Rows &4, JFURHAT IO RE A (1) A il Brige e, &l 5-19 Pros.
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Select active monitor tables to purge:

Table Total Rows Expired Rows = F
mﬂ i :u..i%-..h izt ‘- .- -r : ;\ eL: i r-}*-v--V--r'--'r--V--rf--r--V--#--'r--v-g:r--“-v'-=r--V---f--Y--v‘--v--}'--v'--vn'-r':ﬁ' =

[ ActiveMonitorSampleDatalaily 0 o=

[ ActiveMoni torSamplelataHourly a 0 |*|

Select Report Data Collection tables ko purge:

Table Total Rows Expired Rows '!
[ ] StatisticalInterface g 0 IE

[ ] StatisticalFing 2 0

[ | StatisticalPingPacketLoss 2 0 I—V:I

Select other tables to purge:

Table Total Rows Expired Rows = I
[ ] SystemActivitylog B2 ]
[ AetiveDizcoveryLog 0 ]
[ GeneralErrorLog 0 ] [V]
Purge expired rows... I

(0] 4 Zancel Help

¥ 5-19 R AR A

170 ) :
- BFE: PUTZHREFROHBFRERE, ERIATRE AT S0 2038 & LA,

5.2) WhatsUp Gold #iEN|]

{EX} WhatsUp Gold Bt M DHHEAT D)L Tk ), A% WhatsUp Gold 17T, 41
il I 0 4555 2 S Web A8 ] A 2847 fif 54 4

o 521 WhatsUp Gold iz 8 FEmNE

WhatsUp Gold H. £ ] vt 11 5 1 (45 /R F 1, e M4 AT e & SRS — H T8
TS = 2 Re X A ] 5-20 Brs .

FEE 5-20 H, bRiE T 8 ANIHRED I, P S AR S 6 N A R

1. Web L€l #tifi: WhatsUp GOId #2417 4246l 5 A1l Web T T 4 Fh 42 il S 11, Bk et 4]
br, BinliE N Web iAo 7E Web #LEH, @4k 7 &8 BRI SRR AE K.

2. WAHM Device Group: LI IEEi M RIR T M4 &4, TIRPATH R EREE &
TR TG H s 3 — A&, w&APh s RRAMN kg &, e
) FH RS PATHE . 4 B9 RS54k .

3. WRYIER: %G D BN NS T RS, w7 RSB SR A4
MIER . Ping. 340284 5454k
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& Ipswitch WhatszUp Gold — [Network Ezplorer — IPRangeScan (2009-12-22 09:10:01)]

=Jo/es
-0 X

it o7

EFile Edit ¥iew Configure ™--7

5 Reports Window Help

b

'Eg llewvice Groups

B¢ 5| | | ]

Dizplay Hame

Host Hame

Addre=s

Dewice Type

Status

Ready

IE] SYCTAG-2TMZE2Y SVCTAG-ZWMZEZY 172 18.1.2  Workstation
[l My Network El172.16.1.3 SERVEE-FILE  172.16.1.3  forkstation
L1 ALL devices (dymamic grov | |H) sypRSHENG SHEWSHEWGI 172 16.6.22  Workstation
i %;‘H r?‘“t;r m’;‘a’“l; 200 | E 172 16. 1. 16 hanguning, ... 172,16 B 166 Workstation
a3 JIAMIE wroup REAMRLES W) gLy qLz 172.16.7.82  Workstation
€l ST [E] RPIBS8555 HPTESS555 172.16.7.100  Workstation
\ |E] pBBYS82Y DIEEVEE2Y 172.16.8.33  Workstation
2 IE] 0UD0RGAIN OUDORGRIN 172.18.8.82  Workstation 1
|E] LUSHEHNGFERG LUSHENGFENG ~ 172.18.8.93  Workstagion 1
|5 6112300-SERYER GX12300-SERVER 172, 16. 8. 121 workstﬁr 3
|5 TARGLIRTUR TAWGLINTUN ~ 172.16.9.31  Workstation
|E] ZHOUIHIIE ZHOMINIIE  172.16.9.99  Workstation
|E] BLSERVER BLSERVER 172.16.1.4  Workstation
E172.16.1.16 172.16.1. 16 172.16.1.16  Workstation
172 16.1.17 172.16.1. 17 172.18.1.17  Workstation
172 16.1.1° 172.16.1.18  172.18.1.18  Workstation
E172.16. 1. 5 172.16.1.19  172.16.1.19  Yorkstation 8 6 ]
|5l H3C WSR30: 10.1.2.2 10.1.2.2 Workstation
(] m | \#| | En3c e 10.1.2.1 10.1.2.1 Workstation v
E Tevice Types el [‘(_l A 1l | [i]
E Dewice Types cancad] i DeviTe ¥iew I L:&r-; ¥iew I '

4. B RAL: LmhEE Jsek BIAR AR, A1 T RESANINE] WhatsUp HH £ 28 Y
Bbr, Hpikssas. TAFEuh. Matded AITEINLAE, n] B 260 5 7 i i 1 kAT

B AN N

W NE B 7E Device View BizUHr, 328 1 LAA 2R T 20 07~ 06 W ¥ &
{E Map View ¥ FMEIBIH, ] HEHE 94 2% 25 1 1 3052 48 (A B A8
PA RS 44 . HER 5454 . Map View LB @1 5-21 P

) =B v B b

WA IEZL,

5-20 =5 Ee X Lk

O Ipswitch WhatsUp Gold - [Network Explorer — IPRangeScan (2009-12-01 15:22:17)1 ...

EDFlll Fdit View #Arrange Configure Tools Reperts Window Help

Du ,-Ilb Ei |Gl1nn@l'qr|§||| n\D-o-QgAII B B

E Dewice Groups

u Mw Hetwork
¥ 411 devices (dymamic

1 ALl routers (dynamic
] [:] Dynamic Group Example
- |_s TPRangeScan (2009-12-
~{ ol IPRangeScan (2009-12-

£ | i | >
a Device Typez (Basic)

”L
172.16.1.11

TANGLIM

ﬁ =
SYCTAG- 2WhIBZK

BB 0

(3

L

L3

-
= THOUMIMJIIE JISHEMIS

&

e

-
ONGQIN NI USHENGFENG |GX12300-5ERVE

e

hanyuning.axcayigigsasss

i Device Types (Advanced)

;f Device View

_;‘:*-; Hap ¥ierw

K 5-21 WhatsUp Gold 4% 4 I ¥1 &]

P8 O
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6. Rl FRMES%ag: WhatsUp XM & WK & R a IRS R WoHLEl, BdrizEbsnl &
BHRWIREGI SR RIZATIEN . WRIEITIER, RFInEHl 6 S i F o SERImw
WA LR, W E b B 6.

7. RWPREE: 2E B WNLE, BRI WIS A S IEE . WRA RS,
W Pl b 2 7 b

8. A ED: BlbradE iz b, Kedos D Bl R A&, A AL 50%
P A S IR T F

il e 2 414 ) 7 A M 245 v e&, LG 4 R 20 B SE A EAE NPT TP Hh
HE BRI, RP 4 SR ALY TP Byl [ B AN 4 H bR bk R I 46, I8 1 2 10 3 &7
IZEIE P e v . BRAE D IR B

(1) fFEEF i, L8 File | Discover Devices i %, FJ T KL S % 11,
FREHE IP X a4, Wil 5-22 frow.

o -

Q New Device Discovery Wizard

Device Discovery Methods @

Select a method for scanning your nebwork:

" SNMP SmatScan

" "Metwork Meighborhood'

" Hosts file import

Click help for more infarmation on each discovery method.

Back | Mext = Cancel | Help

K 5-22 WA HEM S

(2) HEFE IP B )S, AL IP HhllkRgs e TP bbb, AF4 172.16.1.1~
172.16.6.254, TP B )5 B al M4 N 44 SE PRl Il #E 4T ¥ L, WhatsUp Gold 412 & 141 IP Bt
T AT Huhik, & 5-23 s

(3) Hify Next FZ 603 AN AL DX P27 B 8B A . BT H AT 0 28 16 4 1t g
P LIFA I SNMP 5 Ul WMI 5 AR 2 1) sk . /& SNMP read community i A
HEHR R S A 5 A ERIA T public, 7E Windows credentials ZEH#4{E £ FF None, 1114
5-24 7.
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it o B

'@ New Device Ili'si:'uﬂtj'i":l'iia'i;"d m

IP Range to Scan

Start address:
1721611

End address:

172.16.6.254)

Advanced... |

K 5-23  Hp AT IP Y

@& New Device Discovery ¥Wizard

SNMP Communities ;fmp

SNMP read communities:
Ipul:-llc

Windows credentials

| (None) _:'J ____I

v Identify devices via SNMP

Advanced. ..

« Back | Mext = I Cancel | Help |

K 5-24 %0 SNMP Z 40 iF Z A ik E

(4) Fifi Next {81 HEA M0 U FET I, BEAC DO i 4 B s N 72 75 i€ Ping 18 1Y
W, DL Ping #AELERS FIa] M. 7E Active Monitors (a3 Ml %) %) *Hik$ Ping, Jf
1% $F N /7 1) Ping Latency and Availability ZE51, U1l& 5-25 Fros.

(5) By Next {£Hl#EAN F—20, JFaas AT AmidtE, ik 5-26 Pros.

(6) PAT5E IP BLAAH o, W AP 2 b al L R & 5K CE 5-27 Fis) . A3
FEREIL R 7 6 . AR A — NS4 .

(7) Hiidy Next % H#U S AFRESE R AER R B A 2% RSB il & R Z$E 7R
E. HTH1IRAEH WhatsUp Gold, Jit LA AR & RESERafE. b St FEARATAA
IREERE. B XA AR IEKRAEE 6 R EM 4. #RESE WK 5-28 .
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x o 5 Ty G e A e .-'} i
Qhéﬁrlce ﬁlscnvery Progress

E ztimaied brme remaring 4 minutes B secandz
570 0f 1524 devices scanned.

Scanning 172163, T2

Kl 5-26 FHMZE RS

* Devices currently in databaze, a shortcut will be created.

ﬂ%“ﬂ' Device Discovery ¥Wizard m
Active/Performance Monitors to Scan é
Select Active Monitors ko be used in the scan process:
Manitar Mame & | Description el
[ HWTF Hetwork News Transfer Frotocel
v Ping Test accessibility
[ POF3 Post Dffice Protocol V3
[ Radius Radius Momitor 3
[ SMTF Simple Mail Transfer Protocel (E-mail serwer) 4
[ SEmME Test availability of SEMF
[ Telmet Telnet Frotocal il
Select Performance Manitors to be used in the scan process:
Performance Counter N (ad
[ Imterface Wtilizationm
[ Memory Utilization =
v Ping Latency and Awailability -
[ Use comprehensive discovery
< Back | Mewxk = Cancel | Help
% w w 2 Ik:
Kl 5-25 Db v a5 R 0N N A I 6
' Few Device Discovery ¥izard Ed
Devices to Monitor %
T of T devices selactad.
Device Trpe I Hos=t Hame I hdd. .. AI Retive Mon. .. Performance M. .. I
T |
W Weorkstat. .. SVCTAG-ZWNMZEZEL 1TZ.16.1.2 Fing
W Workstat. .. SERVER-FILE 172, 16.1.3 Fing
W Weorkstat. .. 172 16.1.11 172 16.1. 11 Fing
% [w] Weorkstat. .. SHENSHEHGL 1TZ. 16. 6. 22 Fing
E v Werlkstat. .. hanyuning. g... 172, 16.6.68 Fing
W Workstat. .. PC-20090520. .. 1TZ.16.6. 91 Fing

< Back | Mewxk = Cancel | Help

K 5-27  FHE5E BRI 25 15 2% 51 2R

'@ Wew Device Discovery Wizard 537

Action Policy Selection i“&

fiction polices are used to as=sign groups of
(* Do not apply an action m
{" Assist in creating a new actiol

{ Manunally create an action p

' ApDly this action

< Back I Next > Cancel | Help |

=]

[ 5-28  EFEAPAT IR ESE B 1E
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(8) i Next L HIHEN 20 i 58 A IR $713i184F, WhatsUp Gold i 7E 1= 5t [fil i
F AR E ORI R B & 538, WK 5-29 Prs.

@ Ipswitch WhatsUp Gold — [Network Explorer - IPRangeScan (2009-12-01 15:22:17)] =Jokd
] File Edit View Configure Tools BReportz Window Help - X

EE

e

e

'RangeScan (2009-12-01 15:22:17)

Display Hame Host Hame fddress Device Type Status

[§ Device Groups L, e . |
My Network B SYCTAG-2¥NZE2Y SVCTAG-2HMZE2Y 172.16. 1.2 Workstation
1 M11 devices (dymanic | ) SpRYER-FILE SERVER-FILE 172.16.1.3 Workstation
1M1 routers (manic | 7 15 13 172.16.1.11 172.16.1. 11 Workstation
¥ Ej 2;““‘” i’;‘*&;ﬁ; Bl SHENSHENG1 SHENSHENG1 172. 16. 6, 22 Workstation
ﬂhmﬁning. gxca. gov. en hanyuning. gcca. gov. cn 172, 16, 6. 68 Workstation
El Pc-200905201121  PC-200905201121 172. 16.6. 91 Rorkstation
Elorz QLZ 172. 16.7.82 Forkstation
B NPIESESSS HPIBSESSS 172.16.7. 100 Rorkstation
Bl p8BYS821 IEBYSa2X 172. 16.5. 33 orkstation
[ 0UDOHGQIR OUDORGTH 172. 16.8. 82 orkstation
E| LUSHERGFENG LUSHERGFEHG 172. 16.8. 93 Workstation
5l 6112300-SERVER GX12300-SERVER 172, 16.8. 121 Workstation
8 pc-200907070933 FC-200907070933 172. 16.8. 182 Workstatien
B TANGLINTUN TANGLINTUN 172, 16,9, 31 orkstation
£l ZHOUNINJIE ZHOUMINTIE 172, 16,9, 93 Rorkstation
'{'] i .'}'.
&) Device Types (Basic) .i| | l]
[ Device Types (Advanced)| i Device View | s Map View e 9

B 5-29 447 5¢ BAE 1= F i P AR i 46 51 R

2, L JUPTRERE, Qe IP X E 7 A3 KILERE. 5 6 SR
A HAL ARG AR E . IRERRSERC A Sk RN 5F N A

¢ 523 Web AEHERNENT

B WhatsUp Gold 1] Web Ffi# s CL 48 RE W L Ak 5 N HTRE > S i —AE R Lh g, A4
FCE VT ) SRR R . B Sh I ZE  3RE SRR RS . BRItz A, Web #iid REFR A
HOR R, BUE H e H) TR R R ) S B s, LR SRR, %
A2 TH B 4R 3

BTGk Web FHIEL . EREPLB58 i n, IR ARV ] Web AL 1) v i
ok B, DA ] BR DA M ik Localhost A EK A Ui 1 8080 « L 422 78 ¥ ' % 4y A\ Hb 1k
http://localhost:8080/8[ 1] 15 [n) WhatsUp 1)/ i # . 543 7E WhatsUp Gold £l 5 5+ 1f, 18
S B P TR AL N Weeb KR 4TTT Web SRR, 7 560 A ) 101 7 4% P s
) admin\admin, 0] PLAEREAN 2| Web Ft 1o B 00 0 S . Web 5t & 5-30
7 o

FoxkE] Web )G, AIE 2| GO By HI ., I iz Bay <, wEN B 55 H R X
I, B4 HE X Home TAEM . & HRARES . GO Hh, WFeRc & T30\ 5)
W, ik PEEEE . Home LYEM 4N 5-31 Fiow.
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User Mame:

|at|min

Password:

Login

TPSWITCH

Kl 5-30  Jjjn] Web Ftim

ITPSWITCH

WhatsUpGo

e

Fremium Edition v.11

G0 J Home Workspa:

Configure »
Devices 4
Home Reports »
ﬁ N Tools b
- % Help 3
E :
s Devices S

< 5-31

Home T_{}f)

Web BTG EE A 3 M U ERXE, B Home (JEZRZEG(EE TAEMD.

Device (525 FEAIECE FE1f1) Al Report (FRFFM)D, W

K 5-32 FioRe

Home Workspace: [ {E0][X3k, Z 5P T 25

Home %9 Devices wd Reports

%] 5-32  Web Fx 1

et fa BAREAG S, DX T B A el AR B 5 AT A e )=, anfEl 5-33

IR

Map View Menu

. This is a sample map.

Once you hava craated your Davica Groups,
you can uge fhe menu g the upper right of this
pane fo replace this with 8 customized mag

Favorite Reports

& Active Discovery Log

& General Error Log

__'Health

_ | State Change Timeline

1 Top 10

& Device Status PDiskiCPUIMemory, P General, PProblem Areas, P Router'Switchiinterface

Summary Counts Menu

Totals for: (Every device)

Device

User Orientation

User Orientation

Welcome to your Home Workspace. We have pre-configured this space
workspace reports we think are useful as a starting point for your daily
rmonitoring. The Home YWorkspace is designed to house those workspa
you need most visible and is customizable to cater to your own specific
needs.

Your Home Workspace containg 3 views: General and Problem Areas 1
These views have also been pre-configured with workspace reports, Fee
expand your workspace views by adding more workspace reports or ren
reports you do not need. Each WhatsUp user can configure their own w
views to display the workspace reports he or she feels are necessary tc
personal monitoring needs.

Ag with full reports, Group Access Rights apply to workspace reports th
device group or device to be selected. Only users with access rights to
device group or device will be able to select that group or device for a wi
report.

P Mavigating through the Web interface

I Creating access rights for a device group
b Customizing your workspace views

b VWorkspace reports overview

B The WhatsUp User Guide

Devices with Down Active Monitors

Status
Ping(Down at least 20 min): HTTP(Down at least 20
Ping(Down atleast 20 min)

Pilee oM™ mia

M 172.16.1.11
M 172167153
- .

ke o= ok ™ sl

<] 5-33  Web Szt [¥) Workspace 5-[f]

th W] LAAE Workspace 1 H & .2 A TAERLIE, Jfifiil Workspace View | 47 41| & HE
WS G, Gil& 5-34 B
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WhatsUp Gold ZZEF 1R _EF

+ Waorkspace View: 9

Add Content | General ¥ Help

€] 5-34 7] Workspace 4 [

Device: WK %X HIH T AT s & A A s . i At LA
WhatsUp £l 5 B —FEROTh g, W& 5-35 Frors.

File Edit Wiew

i Home ¥ Devices i Reports

 Device Groups Display Name | Host Name «

= W My Network YAl devices (dynamic group)

AN devices (dynamic group) YAl routers (dynamic group)
m,ﬂ.‘“ routers (d:.lrnami.: gruupj I:ﬂD:,rnamil: GTUUFI Examples
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B 5 |
g ; Windows credentials: .
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SMNMP
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S Attributes o5 | T e
anc p

K 6-48 i) i & AR UENC B
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$E1F 4 F5 Windows Al SNMP 2,

Windows Credentials: 7&+F %5 5 Windows #1E R 48 1 MK A5 hib (5 BLVREUE, By M s

A Mo WAL, pI X Windows FEilF RO . MHIBR . B Ak .

SNMP v1/v2/v3 Credentials: it SNMP J7 X &KL &I, L5 2] 1E i 1) SNMP %
RV ) o G RAE DX FERF R R, ISR K IE R F AT E, % SNMP v1/v2/v3
Credentials &2 H sl Bn 1B )RR 0 S5 24 A& ail ik HoAth 7 sS4 A B, A4
I w7 O HCRC U ) Rk, AR A = B A gE M N AT ] . il MRS R A
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Windows FEUEMIUSINE 6.1.1 T nradid. thib/rdd SNMP RAEUERU . 17T
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EERIE—
- X

< teb | Select Credential Type

Mame
ﬁ publiec

ok,
What l:';.rpe of Credential would wou like to create?
Cancel

=

Help

OK

Cancel

Help

& 6-49 B SNMP i n] FE Uk

Add New SNEP vl Credential Type

MNarne:
SMMP w1 skring

Description:
SMMP w1

SNMP read community:

bl ca > Gl SNMP T — ]

Cancel
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1. AIXERBRMPIZEL 18 Polling

¥¢ 12 WhatsUp Gold W) —Fh a8 i 5 20, B Rehgidid 2 pp 7 XS El,  HARHOH:
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Q8. giREMEEAINATEFTARECHARE. AiMBFRLTAHE.

2. & E Polling (ki X %

%, WhatsUp Gold 31 & 41| Ay se e ML il i 1, BrAET-2) 060 T AW
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‘& Device Properties : 172.16.6.168

[ﬂ Feneral

Iv Custamize the menu on this device (don't use device bype menu)

|ﬂ Performance Monitors
T Menu Name « | Command and Arguments Add...
) ) _ Browse http. [/¥Device Address/ Edit
U) Active Monitors Conmect 4SystemBootd\System3Ziomd, exe, . . =
Fing 4SystemBoot¥\System3Ziond, exe. ..

F i Traceroute %Systenfoot® ' Systen3Ziond. exe. . . Remove...
) Passive Monitors
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(s
@ Add Nenu Itenm
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Ok | Cancel Help

6-65 eIl Attribute J& %

- O O . . B S B S O . S . S B S . S . S S S . e e S S . e . e e . e

F= G P S L i A A ARE I B LB T, BRI 4 A 3 O B O
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File W¥Wiew Tables Configure Help

Eeady e

% 6-67 SNMP View 71 & % & it [

7E SNMP View Ft[fiHH £ % 132 % Tables | ARP Table 774, H]$]JF ARP % (Address

Resolution Protocol, HLHEMNT M), HHAHZHIH T IP 5K+~ MAC Hulbk ek, anf&
6-68 171N -

Interface Table 1

OE
Inde:x | Addrezs I‘_F'hys.ical Addres= I Type
4 1TZ2 16.1.1  0022133£9561 3
4 172 16.1.2 0014092599 3
4 172 16.1.3 0023689547 ea? 3
4 1T2. 16.1. 4  0022195£982¢= 3
4 1T2. 16. . .. D0E2389TZcced 3
4 172 16, . .. D0E389TZcche 3
4 172 16. . .. 00238972 cchd 3
4 172, 16. . .. 002389 TZccal 3
4 172, 16. . .. 0001 e6b55555 3
4 172, 16, . .. 001 aa0e3546a 3
4 172, 16. . .. 0015:5£5£664 3
& 6-68 ARP #
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#% SKEPView — 172.16.1.16

#4 SKEPView — 172.16.1.16

=

0K Help |
I I Description l Interface Type I #hddress I .. ﬂ ... 0 I MTU I Speed
1 MS TCF Loop. .. softwareloop. . . p Up 1520 10000000
2 YMware Virt .. ethernet—czmacd 00505600005 VUp Up 1500 1 0000000C
3 VMware Virt... ethernet-csmacd O005056c00001 Wp Up 1500 10000000¢
4 Intel (R) 82 ethernet—csmacd 002425414411 WUp Up 1500 1 0000000C
<] | >
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bk E A ) R Bkt Rk ECEE S, W 6-70 Fn.
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Dest A. .. [ Index I...IttI...ﬂitl...hlitl...hhtl  Hext I Tyvpe [ Proto I hge IH&
0.0.0.0 BS539 20 255 255 255 172. 4 3 391184 0.1
127.0.0.0 1 1 £55 Z55 255 1285 .. K] Z Jg1136 258
169 254, . BS540 10 255 255 255 189, .. 3 s 391116 25
169. 254. . . 1 10 255 255 255 12 5 3 Z o116 258
189, 254, . BS540 10 255 255 255 189, .. 3 z 391118 25
1TZ2.16.0.0 65539 20 255 255 255 ITdons K] Z 91134 25t
1T2.16.1_1 1 20 Z55 255 255 12 3 Z 391184 25L
172.16.... 65539 20 255 255 255 1TZ. ... 3 Z 391184 2%
224.0.0.0 BS540 10 255 255 255 1849. ... 3 2 91116 240
255.255... 65540 1 255 255 255 169.... 3 2 301183 2=t
<] -~
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e, R E MU, B (E) . ISR, Ry Ta) S . & RGOS R .
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AL AN DRI 38 116 15 2% R M 0 e % R 1

B8 4EREZREMFERNRTHERRE ZPITEDERBN, THREEZ LM%
) R BB PTE Z R EPATE.

o 632 RES—RTHERTH

{E Action Library ($27R801EE) HAIH T Hrfa R4 H E L E B afE. XL
YERENG S INE 9 28 rPAT AT i S s i i H L, 505 T 54 Action Policy (BI{ERES) H.

1. ERRTIMENEE

YEFE 1 FLSE B b ) Configure | Action Library v 2, T8l /E RS & FLifl, 1% 5 fia]
XPIAT SVEEATIE 0 IR S as Iosh B e 7 e . Wis &G A fe s sl 7R B RS A5 5
Rz BT & F . A, Xl RS A W 1) Sound-DownS 00, 41 % 8IR
S b N AR S 48R, WhatsUp Gold 5 A& Hi i i £, wiid 6-74 Fros.

Edit Sound Action ﬁ
(e
!Snund-anmE m
Descripkion:
]F'I-av sound on DownS sl @Jj:ulﬁjﬁj 5 ﬁJ‘E[PE Zi}:ﬁ%?ﬁ%
Sound File name: B T |
I%S\y'sl:em.Insl:aIDir'l,Data'q,Su:l.lnds'l,NntRespnndingS.wav -il —ﬁi o]
"o E YA o

% 6-74 & DownS 73 B 1) 75 # S i




PO % 2 iU S5

2. HEHRERTHE

{E Action Library 77 [H"H, i New {4 E 5 tHfr @ X 16 4E, ETESRALSIZRAEH 41 i
TN ESRAL, Wil 6-75 P o 5 IR IHT I Se BE S A » A= N 2 Action Library
L PR B . xS, el DB E. RHIATH R 1

& Action Library
Name | Type Description New. ..
ﬁ&ctiv& script hetive Script Actiom Active Serip. .. Edi
[F]Default Web Alarm Web Alarm Flie - 3
FAhanyuninglazica. .. E-mail Action E- @5&1#1:1: action Type El
€ Sound-DownZ20 Sound Action F1 '
i 7’
& Sound-DownS Sound Action p1| hat type of action would you like to create: OK I
&) Sound-1p5 Sound Action 1| | Sound Action 3] = J
= winpopup WinPopup Action i |G Active Script Action
= Beeper Ackion ¥ k- 2 J
— Boerscon |y Y RE DR
BFRIABTREZNETR @ rager action

m Program &ckion
Pd Service Reskart Action
B sMs Action

[5] svslog Action

bt Text to Speech Action
\Web Alarm

= winPopup Action

Bl 6-75 B PERC B RO & s

LR AMRE—HATHE, kR i ER BT 2R, AR ZZsh M ok

o kM
ISINSEAR S E IS, ol 2EShAVEFE S v Baeli Test 340, AHZshVEREAT AR, Wi 6-76

PR

Action Progress — Sound-Downb

Playing sound (1) 'C:\Program
Files\Ipswitchl\WhatslphDat sl Sounds\NotRespondingS. way',

| Dotk >> |

K 6-76 S AT BN1E

TEH M EVE R fr 4, WhatsUp Gold $24ELL R JLRPsh7EETY,

Q Active Script Action: FUAT A XA . W %% VBScript 5% JScript AN AT AT 12 25 41
Tz WERF AR ZIR MG RS, AN 126 B2 ) P B V= R 11 .

Q Beeper Action: A7 iefE. Hid Modem ERHIEML, FFAE Action H i & L
P50, filo AENLR 37N 5

Q Email Action: i &L il Ik 25 %% 1) SMTP JIk 25 & 1% E-mail {427 .

Q Pager Action: 3FEHLHEME . 1H L% 'S Modem {5 & WEIY S FEHL S0, 00, bR
RTINS, KIEREHLD 2 S

Q Program Action: i HAMNBFER. 1L A 20— AN nl AT B AT FE P AT K sl 1 .

Q Service Restart Action: HJ5 Ilk55. KM ek H )5 Windows F 4t il & ik 55
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WERW. REEMEEIFRE

O SMS Action: AIERIVH . T /1% SMS (Short Message Service 5115 5D 2IF-Hl.

Sound Alarm: 5 5 1R EE . #REGEE S SCHAE SR EE, /E WhatsUp Gold H HI7E 6

AN IR v B A e S e, LR T AR LR M RN L A IR R, 2 20l A LR Y. S

RN AF IR, 20 3Bt PR R A DY ARSI S R R 5 2

Q Syslog Action: Kix RS HEEE . ik HE&E D k26w HERS# (FEAARENK
H AR IR 55 28 b HS RO s, B s i AT 19 H & 20 i 3fF Kiwi Syslog
Daemon ).

Q Text to Speech Action: W13/ Blo ik 5 =4 0745 B e

Q Web Alarm: W iR 2%, TWhatsUp PR, RIS — S S E 7R

QO WinPopup Action: #H$2/~HE. 7 Windows NT R4, 3 A5 HIERHE

A3FE. §TFALREN, FHIARL L4812 855 X E 28 BN GEAELE, ELT
MG, K7t ERNLBhelTiimEE (327) FH1E.

L

SE] 12 #3511 Email Action

i$¥ Configure | Action Library 4, E5ft i (06 EAE 1 FL ol New $25H,  JF L5 it
FEFRA T E-mail Action, B[} 37 &% Email 15 E R ES1E

R, BEN F— PR E E-mail Action. i A F i X4 PR A E-mail Action, FfIIIAFfIA
{5 Ko 7F SMTP server SCASHE H 4 A BB Il 55 4% TP kb, 123 E s VERE F 21 s ik 55 25 Y
SMTP DR, ikum DA BRI I D 25, 7E Mail to A G AL IBCHBAE I Bs%E, WA
Z AW AE Ik, WA S B 0T, Wil 6-77 B

New E-mail Action <]
all Destination |Mail Content
rw Select Action Type Hene:
|Hetmanager@g:{ca. 0w, I :j
‘What type of action would vou like to create? oK Dezeription: =
. Eﬁiﬂiﬁﬁ j et |E-mai1 hetion
SMTP serwver: Bort:
Help 172, 15.1.1\ L J— B O (BRIA 25)
Mail to: E-mail HE%%& IP
|Hetma.nagerl!g{ca. gﬁﬂ
% 1% E-mail B #yHihk(% 4
HhzEE A E S [A]FR)
W miw |  ®m |

& 6-77 ¥ E-mail Action

{E Mail Content ZEIJR UL A H T HE{FRLE WA, Horh B MARRaE R Bes P AR
SRNE S SERE B BN A8 Re 9 B2 % 145 B

BC 45 W5 7E Action Library #1381 GEWS G 2 WA WS I HY) E-mail action, WI1& 6-78 It
o VABIERE WS AN N BT AR 1 28 B 0 i 55+

L3S A RMYIRER FTHECBIEGEZ DAY, £ AHXERUNR B Finig T3
VBB, B4 vARAEH E 49 E-mail 4k,
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W Action Library E

MName - | Type Description Mew. ..
ﬁactive script Aotive Seript Action Actiwe Serip. .. Edit
E[Default Heb Alarm Web Alarm Flay sound 1... —
[ Hetmanager@gxe. .. E-mail Action E-mail Action CopYy...
msnmd_nﬂw% . . B
Q.Sn'l.md—]:lownﬁ 6'?? ?ﬁﬂﬂﬁ’t‘] Ema]l *ﬁ%ﬂﬂs eletah
m5amd-Up5 Sound Action Flay =zound o, ..
= winpopup WinPopup Action WinPopup Action

Tﬂilli

& 6-78 A FH UK E-mail Action

K 6-79 . JEAR T MBAFARE S Jr Ul P A AR

L=l What=UpGald8Y. .. = ‘Workstation iz Down at least 20 nin (HAHYUWI. .. - 2009E9H118 09:00 2 K
(=2 WhatslpGold®Y. .. + ‘Workstation is Down at least 20 nin CHAHTUNI... -+ 2o0E9H10H 15:23 2K
Workstation is Dowm at least 20 min (HANTUNING). A
122 What sUpFel A2Y ouwrlomain. com
W% A hanpuninglgea. gov. on
Ping, Harguning Disk rate,Echo iz Down at least 20 min on Workstation: BANVUNING (172, L6. 6. 52). i
Detail=:
Monitors that are down includs: Ping, Hanyuning Disk rate, Echo
Monitors that are up includs: \
. S i —
E-mail IR ERZ A AT

Notes on thiz device (from dewice property page):
Added from Dizcovery on Wed Sep 09 09:21:45 2009

LTS

& 6-79 BB RTI N BN

PRGN A N IP Hihk A 172.16.6.82 (1ML, Ping RS L% R . Echo JIik
AT B e R T 20 A3l WERL R EREE 1 1Y A .

S| 22 ¥ N WinPopup Action

oV SR R HE, B e R TR T SENLE W Bk SS . e Ao aE FE DRSS |
[ Messenger] k00, fEiEAMEY, B iRGSRESRENITERE, WHE 6-80 .

TT A R4S )5, B3] WhatsUp Gold H Action Library F& [, FfH¥.ff New &8 RS I—>
sIVEZET ) WinPopup Action HJ4RZZNE, Wil 6-81 Fis.

( Nessenger BMEH# (FibiHN)

2

S

BshEHI M

(R |®E | #EXR

BR53%: Mes=zenger

ETEHW: Messenger

EBiE@: EEEPimTRSE 88 FET SEND T [T]
AT MRS 0D

C: 'i.l'l'I!IID'I'l'E'lsystemSE"st&mst. exe —k netsves

B ®: |59 ]
BRSiR7 - EBsh

s wwo | [ wEa

M Eat BEb R SET » EAIEERERBE S .

[ m=

J L B

T (A)

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

=,

Hew ¥inPopup Action

&

<] 6-80

7 J3 Messenger Hiz 55

MName:

IWinpupup Action

Description:

WinPopup Action

Destination:

Message:

(local) ==—p  JZirHEOT 2 B HhL |

“aDevice, ActiveMonitorDownMNames is “.Device,Skate on %

I \FE——

4 6-81

Refresh |

| QK I

Cancel

Help

s 4R 2 304 WinPopup Action
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WEED. MERENEEIFR

7L 6-81 11, Message SCANE i B AN A A HER e~ G H, TERMAWZEUN
i54]. WhatsUp Gold $#2ft | Z R 2%, BihR&AFR. IP Ml I B A 9R5E. /83K
6.6 11, 4t | WhatsUp Gold H &Mt 1) v F] 1 B 12~ 5 BN Z 2L

#< 6.6 WhatsUp Gold Pt HFixERTEENE TS

WESE A Y.
HB R L I AZ kS5 il A AR CE I, s i k55 1
%Device.ActiveMonitorDownNames | X % 4 Ffl{s 1L [A] . 941, Ping. DNS. Echo 5Hr55 {5 (k4270
5 71k
H e LRI H 3 30 ik 55 il A AR CE R, B8 3 k%5
%Device.ActiveMonitorUpNames X G 44 F4E (ks [A] . )4, Ping. DNS.  Echo S5 k45 10 o 42 /b
5 71
%Device.DisplayName NS IR B E AR
%Device. Address TR A 1) TP Huhk
%Device.State WK IR, 41 Down at least 2 min
%Device. Type SR &M, W Workstation, Switch. Router 55
%ActiveMonitor.Name F=Zh IR (1) 44 R
%ActiveMonitor.State W IRII H ek, i Down at least 5 min.
%System.Date = R A R & 0 H
%System. Time &R AN RG], #5308 hh:mm:ss

PE B R A BB ), 5 ol 3 B Oy s A AE IR R i 2 44 . WS TP HbhE fe A T
b, Bt CATE Message X TR HEH P8 AR5 BL B JULAN QB ZL B n], B andss | il 55 )
T H AR WwRA. W& LA L IP HihlkZE . S EOER)fIA 7~ an T

"%Device.ActiveMonitorDownNames 1is %Device.State on %Device.Type:

$Device.HostName (%Device.Address) .

Details:

Monitors that are down include: %Device.ActiveMonitorDownNames
Monitors that are up include: %Device.ActiveMonitorUpNames

Notes on this device (from device property page) :%Device.Notes"

FC BV SRR HEZ B e i, nlZoT 4R — =
SIEEAT IR . g SR K 6-82 P I PC-20905132216 B 2010-1-14 0:45:33 L FC-200809132216 AN

S5 3. NIl Syslog Action )

i [H11% /7 3, WhatsUp Gold AJ LB NS B (s o o
b BRI % T L1 9 AR 28 (B bR 2 2
AR TP AR N A EAE B, Kax R de i H Sk
%95 b IR EAEZIhRE, WF A H B S 28 K 6-82 AL HIHRE I B
et H WO T . HERE T H & BT84 4 Kiwi Syslog Daemon. 2 8% 4 R4 F K 7E A
T8 11~12 & Kiwi Syslog #B2r HEAT iR -

(EPE K2 Hh S H B IR AR 2L, RAE M sy, ANFRESRBEE MYk
HZHEAEHE, MAFEAEED 7AW RS HERSSS, HH. S F4m
H &5 B me e 35 Bh R PRk g A7 8 E 0. RIS, HERSFRaeRuE H &R 2 4. B




o) % 1 iU S5

THHEAR, NEZFE R RESMIER LN AT R H & i H SRS 4 nT DAE AT AR
/ISR

WhatsUp Gold T2 7 H [ FE S #F Syslog Difg, 8 H i fi% . WhatsUp Gold i i
B 1 514 W HER LA H RS B . 7E Kiwi Syslog Daemon F£J7H1, BRI Wr i
A5 Tepl468. Udp514. Snmpl62, FrLAIFANT Z0 H SRR MU W &, wlRENS 32
i £ WhatsUp Gold Ffifi 1) H &7 B o

LL NS4 Syslog Action [PJFIC . . B 5L Action Library Wi FE5 S 4 Syslog Action
FIREZE, IFMAITEL IR, Rl H AR k55 4% TP sk & & 48 H & W i) UDP ¥ H 5
(BN 124 514D, ilE 6-83 Fizn .

New Syslog Action

Mame:

Syslog Action

Description:

Syslog Action
Syslog Server: *ﬁ' l{ﬁjﬁ H—_{{_ﬁ *%' tﬂiﬂ: Pork:

172.16.6.168| —ad Ir OK
Message: / BETEENE Cancel

%eDevice, ActionMonitorDownMames is Sedevice, State on %Device, HostNa Help

<l 6-83  #5 )N Syslog fREF1F:

SN JE A I I H 8 ENLA Iz iR E S, EREGFEE, &F HERERF Kiw
Syslog Deamon, } 7 | H WhatsUp Gold & H 147 & 1% 20U R EA5 KL, & 6-84 s

|I:i.1lr:i. S¥slog Daemon {Version 8.3.25) E]@
File Edit ¥iew Help

b 4] @ A B Displap 00 Defaull) ||
Date Time Prioniy Hosztname Mezzage

10-31-2009 165013 ocalf.Debug 17216 6168 Windows Workstation is Down at least 20 min [localhost). -
10-31-2009 16:48-46 ocal7 Debug 127.0.0.1 Kiwa Syzlog Daemon - Tezt mezzage number 0001

10-31-2009 16:48:39 Loca ebug 17216.6.168 EEEI_’I?[IEE_'I_‘ l_:ll_'li_h_i:[,l:: !cEtla_n_gf_: HP_r!iIEI i1z Down on

10-31-2009 14:40:04 Localf.Debug 172166168 Down

e B e
N
=2
=
=]

(]

100% 0MPH 2347 12-28-2009

/4l 6-84  Kiwi Syslog B B H s {5 BACR

SEB) 4. A1 Program Action

7 Action Library 5[4 #8 @$2 ~ a1 {EZS A Launch Program Action, & /EFRE N H
&) 4 € BIAMERE S o B, il Web il 55 4% & & I HTTP IR 5545 1k, WUl3 H] Wireshark
(FIRE T T HD A AT INEL 7 dr B A . Tk

FENER TN 6-85 o C 20 Co iR L &
& Ff Program Action )i il A\ H i€ XA FK, Jf what type of action would you like to create? =

fE Program filename H&F i I (RLy, ¢ | | Pessnis 4 e

Working path 1% % A7 fii S0 A A2 Fr TRAT &5 K 1 2% Help

4, {E Program arguments 3 ASHE H i A 75 £ 4% 0
miEREFIZE, W 6-86 Fim. € 6-85 TR g U A1 R T R B A
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WEED. MERENEHIFR

- =1
Launch Program Action
MNarne:
Wireshark Ackion
Description:

Prograrn Action

Program filename: == VA INERIEFF

E:\Tools) Wiresharklwireshark.exe

3
working path: = FEfE NIRRT S 0L
=]

|E:1.T-:u:lls'l. Wiresharkiwireshark log | oK I
Program arguments: Cancel
| —| EEERAINSERENSH Help

K 6-86 s i il Zh#EFE - s AT

SEA 5 ¥ HI Service Restart Action

Service Restart Action HJ 7L RZGUIRSARI R e FE LWL B FE e IRs A shalfs ik . 1
i, N 2] FE Exchange 55 %% bR IEHE IR 551247 A IE B, BHEE JS Exchange 41
/) SMTP JIlk%5. LL FHds e 5 SMTP k55 4R AT s ERC & 20 2%

(1) 7F Action Library ik FEHr /R 81EET 0l Service Restart Action, Jf7F Name
AMEHRIABIES . 197 44 4 Restart SMTP Service. fE Host SCASHE HP G £ 247 5
JE MRS ML G, sy U Y $H B ol FT I AL R 2 = HLA Rt AT £, WK 6-87
BT 7 o

Service EKestart Action - 4
Marme: f - )
- - Network Neighborhood Scan
|Sew||:e Restark Ackion
Description: Select Hosk:
IServin:e Restark Ackion EEEEE;I%TING
CHEMHIIIA
Hosk: DEEWSEZx

cn —> ERFENNR | 0SS mamrm=

User name: {domainiusername)

gxcaladministrator

Password

***********

Service:

IDNS e — ﬁﬁggﬁ H{] Hﬁ % — Ok, Cancel Help
Command: Riteh

|start Rd Help

K 6-87 i HL )G EHURSS I Eh 1T

(2) {F User Name #! Password SCASHE R 46 A GE 1IE1 1) 5 6 B ML H P 44 Fsg b,
ifit FLiz A 7 4 201 AT Administrator (1572 S3ALRR G i 4L/ Windows 3k, M A
P08 AV A7 R TENE TAEA, WA “ TEA A \H P 47 50 “HL
B\ P47 1E Service EIH, FIH T FTIE EALR TS, AR IEAEIETT MU 1
5% (il 6-88 Fizn). il ikFEIE ) “SMTP” k.



P £ 15 | SE A%

Select Service On 172.16.1.1 S
Services Available:
MName a | Description aSkatus b
D5M 54 Event Manager  Provides OS5 and file event logaing servi...  Running
DCOM Server Process ... 4 DCOM BRE12{t Bzha0ThEE. Running
DSM 54 Daka Manager Provides a cammon interface and object...  Running t
Distributed File System  1E2 R HEZSHM—Ti8485... Running
DHCP Client AT EALT AT P Hutk. 30, Running
Logical Disk Manager A... BCEIEE3Mzha330%E. iR FA8C... Stopped
Logical Disk Manager HEFD e R IE=h R H ANFERE . Running
DNS Server B DNS ZEFIEH7E ONS BHf...  Running
DNS Client St EALART A0 PiE R3R(DNS. .. Running
Error Reporting Service WS, TFASHIE! Microsoft 3RS B E ... Running
Event Log BRAESFEEFHEEET Windows ...  Running
COM+ Event System FEERSEHBARS (sens), BB, Running =
Help and Support BHEHTE BZTREhT=THP...  Running
HID Input Service BREMAGFEEOESHDENERS... Running
HTTP 55 BB 2o TRFE(SSTH H..  Runring iz
115 Admin Service AT HESEEFE web TIFTPIRES...  Running
Microsoft Exchange IM.,. AE PRI Internet BRfELH I'='.|13'!|1Hi.’ ... Running v Help

o 633 BLEINERE

) A A

(3) {E Command &M, RJ %X e e e 551605 2k
[1IAC % )5 7 Action Library "1 & i a1 .

&l 6-88 I E H G Ik 55

AT I ERAE . 50 BIX HE 1 T

RO E D RAERI AT, AR & BT ) 7F Al L& S iz B i

WPPPR s b [, SRS T BB E (IR T 5,

A SN (5 i

(1) EHFH LT ¥ Configure | Action Policies f72, F1 T SRM& % .

Z A AR ESABCHT 1 |
F7R .

(2) NIZEWEaT 44 e, Hdi Add %2 H] v Fr BE 50

PE s nsh 8 sl il sh 1
[ 6-90 Fi7R .

FE1Z A [ R
Bk SEHIAMM R Bl . AL B New $HBTE SR0E, 45K Wi 6-89

(EFLH e, St T MBI1E
HUTH G224 1 an g s 4, shAbE £ N ZE b s s, i

_er.!.:tlun'ﬂullder e SRR

|Q NHew Action Policy

Policy name:

|Up'l,lJp5'l,DDwn'l,Dl:um5

gictions i the policy: i Up I b Down I

State Change Adtion Type | action to Perfarm Add... |
Edit. ..

Berm

[ Only execute Firsk ackion (For each skakz)

Tl

Help

Select or Create Action

" Create a new action

R ETIE
T

—> FTEREE

a
i

| Next = |

Cancel |

Help

K 6-89  ZhAt: s A

(3) Aph,

W FERAE T 5,

FENLARE A

4 6-90

%, 3

) TR 3 P B AT I

HP a5 T 4 ahfE:
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Q &E&IRESA K Down B, AT FIRE1E.

Q WEAREAE N Down L 5 8IS, AR MBAEAE 4R EAF Bl 5%

Q RERAN Up B IR HIsAT N, AT 75 2 e

Q WA WE IRt S 08, N TafdE, K& HEENIdK.

[F ), FCE P AT A PR I ] B A . ] — 3 S H 1) 6:00PM~08:00AM, 5 /&1 ft
VEAE _EHEIN Ta] A H 7 o S i

B G, WA Down [ B4 . LR s Fd, &+ Sound-DownS
1) R, AN Sound-DownS BY, Sound-Down20, [X HAYAE T-FAT 1 75 35 A AS ]
16 N BRSSP AT A E R R P74 I FE Down, BI{E R &ARZA H Up 224 Down [
Nz, 5 Est AT ks, WiE 6-91 pras.

W 1A EEME, BT EREARAT I BN E—2 8 H 1 6:00PM~8:00AM.
il Blackout Schedule %4, ¥ 45 (B3 A/E ) H FE S BE T, 28 )5 i Add B el s in H A2,

WP 6-92 Fr i
& Action Builder
_
select Action and sState o\
Select an action from the Action Library:
ﬂj Sound-DownS :l __I
Execute the action on the Following state change:
i | ) ¥Yeekly Blackout Time
=)
B Down at least 20 min ! Start time: End time: Duration:
g Down at least 5 min |DE:EIEI FTqE = |moo ks = 1400
Maintenance - = | -
p | [ o |
E Up at least 5 min 7 T B Rl Bt Cancel
< Back | Finish | Cancel | Help | V Thursday W Friday ¥ Saturday Help
K 6-91 % Down I B AT 7 5 % 6-92  BE AAT F E R E (1IN B

(4) INEE 2 ANEE. PR New #4, JFRINS R &IRESZE N Down HAEL 5 47
Bhit, RIEMAHERIENE. 7EIERE THpIRY, EFEPAT RS fEafFIREZR L
RN Fi AR 1% FE Down at least 5 Min, Bl 2 Down 8 1L 5 7081 o, KIEREAE 245 & IS
¥, Wi 6-93 s

(5) W 3 A ahfE. By New 1258, IR &R0 Up AT 5 5 487
IS a2 = PR

(6) WINEE 4 MahfE, WFERAWEIEFBITEE 5 o8 )E, mMHERS S RIEZHE
HEE, Wk 6-94 fhir.

(7) Mk, BT 1% 4 AEAF N ZI3AT R ESE. nJLLE D], 70K Fsh7ES
XHOLBEE TR 4 NshE, WE 6-95 fizs.
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& Action Builder & Action Builder
. [‘W:- | . L‘ﬁ- [
select Action and State W belect Action and State a Y
Select an action From the Ackion Library: Select an action from the Action Library:
[ Send DownS Email j e [5] syslog Action j ny |
Execute the action on the Following state change: Execute the action on the following state change:
#! Down at least 5 min | Bl Up at least 5 min j
Only if Ehe Following state was reached COnly if the following state was reached:
Mot dependent on previous state K ﬁé 5 minutes - (Down at least 5 min} __"_’J
Blackout schedule. .. | Blackout schedule. ..
< Back | Finish I Cancel | Help | < Back | Finish Cancel | Help |

4 6-93 e Down L 5 738, WA HE 1S e 6-94 ek Up il 5 70 ph, &IEH&SENdx

i e PP T N B S e Sk S mpra, '
@& New Action Policy E
Policy name:
|I_I|:-'|,I_I|:-5'I,I3u:|wn'l,[)nwn5| — Tﬁgﬂ{’ﬁ%ﬂ]ﬁ%
Actions in the policy: - U ] ) Down |
State Change g Action Type | Action to Perform | Add...
Q Up Sound Action Sound-1Ip5 Ep
E Up at lea=st 5 min Syslog fAetion Swslog Action -
E Down Sound Action Sound-DlownS Eemove, ..
Down at least 5... E-mail Action Send DownS Email
\A - OK
RETETIZR
Cancel
Help
[™ Orlly execute First action {for sach state)

6-95 HrE AN 4 sk

QE: (1) ABHREALEL LD K FRERFIELMTH (4o Email. 415, &5
5) L R ARERFHUERELA— BB E L, MAFHEEA LA

RAMR A G BE R EREM, N S5 HE KRS EATH, Bh B
PR AR T £ ) (ks ), A REG LR BB L,
P DU A A R O % B AR B e S B 445 AR R A T 4
R
(2) F#IREIRFH KRBT HREHTLHAAMT, 555 57T 5 pERE
WIRE T, 2 f FR8y X REM T RIET L.
(3) REHHETARIEREARL F BN E . 4o Brf LA EER BRI T ik
SRR R A AR BRI, AR SRR B KA IR, A bIAd
Rl L BRER .
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BCE TSPl B S on s AE Al T ol o, Al I 7 5 O v g A I It 5 0 s /F sl
RS, (L& mtErh, TR 3 800 Has iR & shE, & 6-96 Pias.

QO A 0 H s NS P s a4 Bl T RS

Q Dyl F A IR E SRR CRIRas g ).

Q ek BEE AT IS IR E Se s a1k -

1. AN RNk ERERESZE
PR 2%, FIOFH m M S, 12+ Active Monitors UL, 1% UL MA H 1% v 2 Vs I

(=B I H A1 . FEAIR PR F I — I H , ARG X i (B ik s HTTP),
FE 5 H s MR e oa] D i HTTP i F s iR &= s, Wk 6-97 pros.
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rSalact a Honitor to Link
Monitar < | Comment O
Interface(131079)  WAN (PPP/SLIP) Interface. ..
Interface (2) Wware Virtual Ethernet ... Cancel
Interface(3) WMware Yirtual Ethernet ...
Interface (4] Intel (R) PREO/ireless 39. .. Hel
Attach ’ Interface (5) Intel (R) B2SGEMN Gigabit. .. .
Link »  Link to... Ping
Set Dependencies » Disconnect link. ..
K 6-103  #NHENS B RS IR Kl 6-104 i & $k 11 S 3 L IR 55 4 %
By OK &8 a s, BT i & Eps B kB bn. R ies: e & R00 H s AL,
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AT 434 WhatsUp Gold H, i Performance Monitors /7 X K4 Windows Z 4t .
Linux RG24 15 2 ARG B, KRERN B A CPU. BEEL . ARSI S M HORZS

A VEFELE Windows XP #:4F R4 K MR A S B, 45 CPU. Disk. Memory.
Interface HA R HE H . #AELEL R

567 WhatsUp Gold = 5t [l i & 41| K HIEFE—> Windows XP i &, 4] i & )&
P 71

(EJEPEF Y, &F ik Credentials UUIRE, MALIETS SNMP J5 20k BUBE /M RE(S
ks JITLALE Credentials UL 0 SNMP AUk 747 H o 3% 1 1% Windows XP AL H 5K PR &
[f) SNMP BEAEF AT A, A8 I0— U5 [z EHLE SNMP V1 8k V2 R FEAE

W NSEE o, 25 Performance Monitor (PEFENEII) Ullfl. ERINTE 1% ?rﬁﬁﬁﬂi%*&ﬂtﬂ
1 WhatsUp Gold #2{it11) 5 Fpffiff(s BAEREE, Wk 7-1 Fios.
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Performance Monitors

Enable global performance monitors:

Name 4 | Description Configure...
[v CPU Utilization Fnables CPU Utilization ... Library...
v Disk Vtilization Enables Disk Utilization ..

v Interface Utilization Enables Interface Utiliz. ..

v Memory Utilization Enables Memory Utilizati. . .

v Ping Latency and Awa. .. Enables Ping Awailabilit. ..

Enable individual performance monitors: (For this device only)

”am ‘ E -pti':rrl thwl e
Delete,

s Attributes
il OK | Cancel I Help

B 7-1 710 e i Jes 1t —— R &R AL Ak B

Collect data for:

Specific CPUs -

CPU | Description Advanced.,.
v 1 Intel

v 2 Intel

0] 4
Cancel

Data collection interval: lIIJ ﬁ (minutes) Help

Kl 7-2 &% CPU MHE B

1E$E Interface Utilization 1] &r G HIZ MIRAGE R, S EMMNEZED, WK 7-3 Pros.

H 5 MLE T WhatsUp K4 Windows EAUGE BEA L), S# (s B, 2K 8E
X5 AR SNMP ACER IR 55 65 5 6HE B SR o 2 58 W 28 A7 72 s, an &l 7-4 B .
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- = 1
Configure Interface Data Collection
Collect data for:
Specific interfaces =
Interface - | Type Speed | Status Advanced...
v Intel (R) S256BMM Giga. .. Ethernet CSMA/CD 100000000 Active speed
[7] Intel (R) PRO/Wireless... Ethernet CSMA/CD S4000000 Inactive
[ MS TCP Loopback inter... Software Loopback 10000000 Active
v VMware Virtual Ethern .. Ethernet CSMA/CD 100000000 Active
[ VMware Virtual Ethern .. Ethernet CSMASCD 100000000 Active
v WAH (PPP/SLIF) Interface FFP 100000000 Actiwve
oK |
Cancel
Data collection interval: |10 ...:...I (minutes) Help

K73 BEZRIMEE

\t:’) A networlt timeout haz occurred.
L.

This can happen if there is no SHMP agent running on the remote dewice, or if the SHMF agent
on the device did not reply to the request (for example, due to incorrect credentials), or if
the network is congested.

Would wou like to modify wvour communication settings and try again?

Feseas ﬁﬁ ......... ;I miﬁ |

K 7-4  KiEF4%E Windows T HIE B

H] fe S 2V KA T Windows 1455 S L A R -

Q #K45% Windows R 404 AR 225 SNMP IR, BRI E SNMP F47H .

Q Uyl g R UE 5 B B AE XA ERANLRC

QO Windows A/l SNMP IRFA G5, xFOLH LI 2, SNMP Service HJ fig [k 4 %
B T HALSE =7 SNMP ACHFE i 1k R 5s, sl TR S 8Uk %S5 1k,
FIT LA T 5% 75 B AR IF 1% 45 ) SNMP IR 4541 15 3 B3PIk

Q B TP kSR S EOe i SNMP SR EOS 5 3% 4% 115 S

o 713 Linux AEEHUSERE -

7EXS Linux 552545 7 SNMP At E 2 )5, &t r] LA WhatsUp Gold KA HAF /5 &
T, #AE PR 54 Windows EHUEAAE B4, WTF:

fE By &b, &85 TF )8 SNMP 45 #) Redhat Linux 240154, 11X
) JE P S, 48N Credentials T TH HH ) SNMP j ji) SE1IE .

e 1% 1% % 1Y) Performance Monitor JEI 78, #8288 A 19076 10 it AE SE LS EUR AR,
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£ $¢ CPU Utilization #r & Linux EHLF CPU 58, WK 7-5 s

CPU ~ | Description Advanced...
v 1 AuthenticAMD: Dual-Core AMD Optero. ..
v 2 AuthenticAMD: Dual-Core AMD Optero. ..
v 3 Authenti1cAMD: Dual-Core AMD Optero. ..
v 4 AuthenticAMD: Dual-Core AMD Optero. ..

| 0K I

Cancel

Data collection interval: |1III j (rinukes) Help

K 7-5 Linux 41 CPU 5 &

HARFIH T Linux THL 4 47 CPU 5 8, HIFIEERRZTHA 4 4> CPU, i i% ML
CPU 2 V¥ ) AMD CPU.
EHE MG R, E#f Disk Utilization &I A& 5 LR 70 IX M K E 25 5 E, W 7-6 Fros.

Configure Disk Utilization

Collect data for:

Specific disks ;J

Disk - | Type Capacity (MB) Used (MB) Advanced...

B - I TSP R = m A
ﬁ,ﬁwwwwli ;ﬁlﬁ Twﬁﬁﬁﬁw o] ﬁﬁﬂﬁiT
W (baot Fixed Disk 1,011 37
] 4
Cancel

Data collection interval: |10 ;‘ {minutes) Help

K 7-6 Linux EALEZEAE R

£ Linux R4t F&/DTFTEMA2IX, % Linux EHVE SRR X, Wb
Q /X, WX, & Linux X RGAEEG, 2PrA SO TR .
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Q /boot 73X, BT TEHAERERINZAIE RS R ek B pr 120 Stk 77
B boot JH BN X, BIAE 2 B X I T ), v EHUK AR BERS JH 3 .

Linux EHLIWLEL 70 X 5 Windows EHLAT BT AN, HeALR: Windows Al Linux 5 4t 1)
RO AR B A 24 o /F Windows REEH AL S — T 00 X, FRAEY 40 X B8 hni& 4 73 X,
BB 7L XA LA IKEh#s, il ik FE AN X A REbR VRS HE 4 X B 1) S
FTH k.

I £E Linux HH#E € , B8 4L 1) 93 X 32 2257 ) Primary Partion( 2% 7543 [X ) 1 Extension partion
(F 751X ) PR, AR 20 XAPEHZ A KT 4 1. A X (AR 770 X))
Al LY Egi A FEANGE R0 X, §7 78 0 X 2 30410 X G A gedti i, et 2 e N iZ4E )
X AEH]

1% Memory Utilization, H] & & 1% Linux FHLNAAGE S, W& 7-7 s,

'ﬁ

“Cunfig'ure Hemory Utilization ‘

Collect data For:

Specific memory items |
Memory a| Type Capacity (MB) Advanced. ..
{W Physical memory R, et 4,040
W Swap space Virtual Memory 2, 047
v Virtual memory Virtual Memory 6, 055

| OK I

Cancel

Data collection interval: |1':' ﬁ (minutes) Help

i 7-7 Linux VLN E B

{E1% Linux & &, 205 T Linux SEALFJ Y N AE A E UL A A7 K/ Swap Space
1) K/Ne Linux 240 % FF Virtual Memory (JEfURNAE), JEURNIAAENPEL A7 RAM 13
J& . Swap Space NI & A5 0 HAE B FLAAF 1050 4, AF A 2 A2 45 2% [a] .

o714 WEFZHFEEXRE -

1. XEBAFEARR
FCEE 4y JT ) SNMP ARUH IR 55 )5, 7E WhatsUp Gold i H s bz # & I AC 07 )
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SNMP il Jo, GFEEE 1% H P51 Interface Utilization ik, Bl 0] & 21)1%
A5, BT I U

Kl 7-8 AT -

) 8% 1 T S &%

TR J5 ] PR g

%% A T AT 4

A5 R iz as S TIOLO DU TR A, o

-

r(fh:ifig’urﬁ Interface Data Collection E
Collect data For:
Interface Type Speed | Status Advanced...
[ Ethernet3/1/0 Ethernet CSMA/CD 100000000 Inactive speed..,
| Ethernet3/1/1 Ethernet CSMA/SCD 100000000 Inactive
[ Ethernet3/1/2 Ethernet CSMA/CD 100000000 Inactive
] Ethernet3/1/3 Ethernet CSMA/SCD 100000000 Inactive
| Ethernet3/1/4 Ethernet CSMA/CD 100000000 Inactive
[ Ethernet3f1/5 Ethernet CSMA/CD 100000000 Inactiwve
[ Ethernet3/1/6 Ethernet CSMA/CD 100000000 Inactiwve
| Ethernet3/1/7 Ethernet CSMA/CD 100000000 Inactive
v GizabitEthernet3/0/0 Gigzabit Ethernet 100000000 Active
v GigabitEthernet3/0/1 Gigabit Ethernet 1000000000 Active
[ M-GigabitEthernet0/0/0 Gigabit Ethernet 0 Inactive
W HILLO Other 0 Active
W Pos3/2/0 SONET 155520000 Active QK I
[[] Pos3/2/1 SONET 155520000 Inactive
Cancel
Data collection interval: llD ﬁ (minutes) Help

K 7-8 BEREHSNEIMER

I R AR A M 2% CPU {5 5L, W A] fE[X] WhatsUp Gold 6= i% % H £8 MIB /% S ak
H SIS CPU I AL RAET] CPU R E, M6 H AR R ~, Wi 7-9 Fror.

.~ —

Close I

I.nad1ng HIB information for this Device...

Error: Failed to load CPU data. The remote device does not support the
host-resource MIBE or it does not have any CPUSs,

Bl 7-9 iR E 4y CPU {5 B3¢

RIRHE R

XA 2, e N RTE B2 A ALY 72 FUIRAS o AEFC ELAC LT J5 SNMP JIl 55
Joi» /E WhatsUp Gold ¥ & 42K, [FIFEAEMERE IR I v2 (13 3¢ Interface Utilization £ 101, [l
HJE R SNMP KA RIS Ml DS, Ak 7-10 for.

[AIRE, G SRAE T e I B 6 R B A ML I X i A L, R
Active Monitors (FEZadll) vii, thEehe o sk IIX e 11, 0 25 v 1 5847
Wi 7-11 Frass
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Collect data For:
Specific interfaces ;‘

Interface a | Type Speed | Status Lf‘ql Advanced...
" GigabitEthernet1/0/1 Gigabit Ethernet 1000000000 Active —
W GigabitEthernet1/0/10 Gigabit Ethernet 1000000000 Active
[ GigabitEthernetl/0/11 Gigabit Ethernet 0 Inactive =
W GigabitEthernetl/0/12 Gigzabit Ethernet 1000000000 Active
[ GigabitEthernetl /013 Gigabit Ethernet 0 Inactive
W GigabitEthernet1/0/14 Gigzabit Ethernet 1000000000 Active
[ GigabitEthernetl /015 Gigabit Ethernet 0 Inactive
W GigabitEthernetl/0/16 Gigabit Ethernet 1000000000 Active
| GigabitEthernetl/0/17T Gigabit Ethernet 0 Inactive
W GigabitEthernetl/0/18 Gigabit Ethernet 1000000000 Active
[ GigabitEthernetl/0/19 Gigabit Ethernet 0 Inactive
W GigabitEthernetl1/0/2 Gigabit Ethernet 1000000000 Active
[ | GigabitEthernetl/0/20 Gigabit Ethernet 0 Inactive (] 4
[ GigabitEthernetl/0/21 Gigabit Ethernet 0 Inactive |v|
L S C alasSiny el : e L] Cancel

Data collection interval; (10 _I {minutes) Help

/& 7-10

KEAZHAHIEME R

Active Monitors attached to this device:

Monitor Marme 4 | MNetwork Interface Comment & Add...
M Interface €737 Gefalt) /D =
M Interface (6737... (default) (1/2) -

¥ Interface (5735... (default) (1/3) Remove. ..
PInt&rface (B735... (default) (1/4) =

¥ Interface (B739... (default) (1/5)

¥ Interface (B739... (default) (1/6)

¥ Interface (B739... (default) (1/7)

M Interface 6740, .. (default) (1/8) -

¥ Interface (BT40. .. (default) (1/9)

¥ Interface (5741, .. (default) (1/10)

¥ Interface (B741. .. (default) (1/11)

¥ Interface (5742, .. (defanlt) (1/12) Discover. ..
J® Interface (6742, .. (default) (1/13)

P Interface (5742, .. (default) (1/14)

M Interface (6743, .. (default) (1/15)

P Interface (B743. .. (default) (1/15) v

B 7-11 ASHebL i 15 M %

a5

Jh
874
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HG N MIB SCA2IRE P, FLUEE 58 SCAF 2] WhatsUp Gold %235 H 5% R 1) Mibs SCAFk
v, #4204 .. \WhatsUp\Data\Mibs, & #4505, HHJT /83 WhatsUp Gold F2 /7 Bl 58 1 5 A\ .
L MIB W %8 & o] &2 F A1 MIB .

Q38 R AR TAEX F148 WhatsUp Gold, 74 MIB X5, E&2%F BN AIRS.

AR, BB 7 MR8 MIB O/ 3] Mibs Hoax R AR, 36 248 H]
WhatsUp Gold H 45 ) MIB 4% 1. H. Mibextra.exe SE1T4% 15 A4 GE1E 18 1 o 1% 1 HAE ] 20 1%
T

() B NI SRR B — R R B N, B Wi ) RS 25 5 1 45 11 MIB
SRR A C\libert\ H ok B o R BARP AT T A4 AT (Wl C:\Program Files\), 7E{¢H]
Mibextra 2 i I 25 H AT, BT DUSE0K MIB fif s 21 ] 5L E% 40 H o .

(2) i Mibextra T HiE 4. $77F [JF4R]Y S22 Ligqr]) @, JFsds [
W Y A, AE N N TR AE H R WhatsUp Gold ‘2225 H >k H [1Y) Mibextra.exe [ 5, W& 7-12
7 o

r -~
K B
=ial @) . fthatslp t < ) T >y '
T ) Data ¥ wspingpr. exe
L”\:g [ )DB Seripts 5 WUGDatalmporter. exe

FRIFEITA (NI
&I ConvertflUMaps. exe

F__—._‘-\.
\ [:ﬂ B FventViewer. exe

B “imibextra. exe
_ &.Hml:unfi g axe

@HinConsole. exe

s EHmPas swd. exe
ﬁgﬂj{% @ HmService. exe

Eﬂ o 0 HmTaskTray. exe
h - lﬂ Hn'febService. axe
RV R

= E:nmpgrph exe
e ﬂsmﬂl“h aw. axe
‘4_ - ) Trial RT. EXE
P ESERE
. mhextrae“ S E | S—
TR (@ EF v [ HLiH

K 7-12 3T FF Mibextra 45i¥ T H

(3) EFFZ L H )G, HAEBERmE] Lz17]) W, ARG H s a] o i o 24
PEIF MIB CHEH 3%, 36 E “*” 285 (il C:\libert\®), By [ ) F24HEBI0Z H 3%
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4812 & {5 B R R AR TS 51 il

Fh A i) MIB SCAF R T i, anl& 7-13 o
B B

e (ERAIERE. SEEJE. AN Internet WEHOE
T 3 tindews BREIFE.

1 @) |1switch'\'l'l'hatsllp"n.mihe}:tra. exe” C:\libert' |q

wmE [ mE_ | [(WE®..

/€ 7-13 4% MIB {4

R gt R P AR A, B AT RE S MIB CAEASERE . WIH MIB SO 2 [A) A7 AF G HE
PERRE, S ) 75 2 DI 1) S O[] — S Je 1B AT 4 5

(4) YR HWE NG, P E H 3 T MIB A&l % .. \WhatsUp\Data\Mibs
Foxk s 5 WhatsUp Gold #2/77, HI5ERK I 4w i A15 A MIB U3 AE

PERENE I IO H , BEO8 WL MRER AL K22 B0 2% ¥ & 17 H s PERE,  (H Qi 2R 7 2 il 5% 4%
PIRFRPERESEL, W FF B A AR R 1 25 11 H o PR R i 15t H

¢ 722 SNMP ARENHBRE -

o T I H @ AT s, REFHL5 i e e 2 R W . W B E s ok,
n] fEoy B B0 & JENL S B . HL5 L T s PR B IR EFHL 5 L O 25°C, fHBEE L
5 g AN I, LGS 890 7 8A I RGE, AT 2 EE SIS T R il B LA AR 2 J R

LA IR (Liebert) =A%, A28 SO HL 5 1 di i o $ 48 20 3R b

(1) HRER R &t ViR R Ok, 1238 OiEE K25k & ia
AT B AT AT B . AETTF )R T B2 SNMP IhfE, ¥ 32 108 SNMP 2501 1P il 5,
R HUCE I T 24 BRI HEGE R BT 5%,

(2) f#H] WhatsUp Gold X} 28 ¥ &7 I, &7 FEOZZ &1 MIB 435
A....\WhatsUp\Data\Mibs L2 H o 3R H MIB SCA4, w5 0] J7 15 208 10 BB 7 Ik hittp://www.
emersonnetworkpower.com/en-US/Brands/Liebert/Pages/default.aspx, %My AL T 52 Fr 538
EE RGN MIB X Rak, RS 448 0 MIB, N 45 19 ) R 42 241 % & MIB U
i 7-14 s

#| LIEEERT_GP_AGENT. WIE :
LIEEERT_GP_COND.MIE
LIEBERT _GP_CONTROLLER. MIB
LIEBERT_GFP_ENV. MIE
LIEBERT_GF_HWOTIFY. MIE
LIEBERT_GP_PIU. MIE
LIEBERT GP_POWER. MIB
LTEEERT_GF_REG. MIE
LIEBERT_GP_SYSTEM. MIE
RFC1628_UPS_MIB. MIE

Kl 7-14 Dyl &5 s MIB U
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FGES: R R L35 SNMP il d)iB E AR R R FRTARE, IMEEZRZASBE
f£ 7 25 49 MIB X% 2 4| £\WhatsUp\Data\Mibs ¥ 4% & ¥ , & /& 18 i¥ WhatsUp Gold
Vol Fash BEAE B SR 4G TP bk, TR E M R EE,

(3) 1t WhatsUp Gold =7 [l 4 4 41 AW Bl sl iR B B, FT TR ESR BT New
Device >iH, FITRAIIWAXIRHE, JHM AT A =8 O Ry IP sk, 4 7-15
PR

& Add Few Device
IP address or host name of the new device: Advanced... |
|1?2.16.1.11|

ok |
Example: 192.168.200.123 or www,somedomain.com
Cancel
[ Add device immediately without scanning
Help

B 7-15 o5 I BEAT [ A 1 el

ezt mh, 7SI T AL . By Advanced (2RI ) 40, 7658 H B 1
HE oo 90 D B S B 0 S, AU Ping 1950 BG I Ping active
monitor, [F]l5 1% Identify device via SNMP A/l Resolve host name 5 EHE, Bl 7oV 1R 51 7%
[¥) SNMP it JH 4% O FIf#EHT 10144, SRS 75 SNMP read communities SCASHE 1 A7 0] A
SR, BRI B public, W 7-16 7.

— :
@ Device Discovery Properties

Select Active Monitors to be used in the scan process:

Monitor Mame « | Description i|
[] FTP File Tranzsfer Frotocol (FTP Server)

| .| HITF Hypertext Transfer Protocol (Reb Serwver)

[ ] HITFS Secure Hypertext Transfer Protocol (... |=
[ IMAP4 Internet Message Access Frotocoel ¥4

[ Interface SHMF Interface Moniter i
[ NNTF Hetwork News Transfer Protocol

v Ping Test accessibility ;
[] POP3 Post Dffice Protocol V3 v

Seleck Performance Monitors to be used in the scan process;

Performance Counter =

[ 1CPU Utilization

[ Disk Utilization

v Interface Utilization

[ Memory Utilization

v Ping Latency and Awailability

| | Use comprehensive discovery

v Resolve host name

Timeout {ms): Retry count:
¥ Identify device via SNMP ]2'3"3"3 |1
SNMP read communities:
pisblic OK
Cancel
Windows credentials (optional):
(Mone) :_] i I Help

K 7-16 Mt H & Ak @
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ﬁ] Qﬁ'lﬁ%'in o m;.-:*ﬂ'{k?&ﬁif"l

(4) WEEEmPBIEN )G, RPN EEE DIFEEE F— DAk, il Hizixs)h,
B HL R ¥ 55 J& Pk Device Properties & 1, £ $f Performance Monitors UL, JFZEF T
JEUN N E o SO I H 34y, Bl New &4, 7 gt i dil I H 28 B FE i i) R 7 pE ik £
SNMP Performance Monitor &0, W1& 7-17 Fii7s.

@ Select Performance Monitor Type '
ok |
What type of monitor would wou like to create?
: : _ Cancel
| 2 BHME Performance Monitor: o
Help

B 7-17  EEEPEgE IR I I H R

(5) B OK #Z lHEN T2, ZE9H ) Add SNMP Performance Counter 7 [ (1l
K 7-18 flr7n ), {F Name )LZlETI;L}thﬁ)\flzﬁnjb Temperature Monitor, {I- Performance Counter

WAKE R FER N B OB % k5 iR (OID), 7F Instance SCASHE W75 BV 42 AR b

FH 1 R L (P S0 i o 12 TR ] ek oy SCASHEAT N 1y K. ] 90 S e g A s o
{F Collection Interval (min) CAHEHHiA 10, 1l WhatsUp Gold &F 10 73 8P EE — R &
ﬁ i o

Add SNEP Performance Counter

[dame:

ITemperatrue Monitor

Descripkion:

IEnaI:-Ies Custom Performance Monitor reports

Performance counter: Instance:
1,3.6.1.4.1.476.1,42.4.3.2 2 o | OK

Cancel
Collection interval: (minutes)  Timeout: (seconds) Retries: et

10 -+ |3 - |1 -+ Help

& 7-18  AicH SNMP 5 =44 g W i H

AR VEAR A 204 G hRIR SR . Bty (.. ) %4147 JT SNMP MIB Walker % [, H:H5
H TR ) MIB 72, /E MIB Bk 2R AR S AR 90 % (— AT private\enterprises
H ok B D)o GEREAS I WM Y 55 lgpAcProducts Jii, Fr1f B /7 H) Object ID SCAHEH 25 H 3 B
% RN B OID fE CaniE 7-19 Fin), ARGk FACK IR ZAE N Instance 224 (Instance
SRR, 2% Liebert % % SNMP 4 FE T ).

(6) FCE5ER ), R[4 J& Y Performance Monitor UL[fiI, v LLE 2| & 4 7 ik
VSN TR AR B R A BE M I I H . AEWS NS WhatsUp Gold JHIAWUEEEE, Zid )L
MR KA G, B RERAE B L 08 105 >k A il
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) dell
+]-{_7) proteon
) apc
+-{3) perc

() microsoft
=1-{5) emerson

l(] | — 1M

=17 liebertCorp
=-{(9) liebertGlobalProducts
=) lapProductSpecific
[+ lgpPowerDistributionPrody
+15) lgpMultiLinkProducts
+1-{) lgpTransferSwitchProduct:
+-.) lgpPowerConditioningProd
=) lapAcProducts ™

&)

111

| [

Cbject ID;

I1.3.5.1.4.1.4?E|.1 42.4.3

B 7-19 PRl AR By OID

(7) &5 FXEFNFEEEEIRE . 7E Device FLE L Map FLE YT, FIFiZ45 5% &
FESIC L, 1E$E Device Reports AT A, FIFZ & RE S m, wiE 7-20 .

%) Home 20 Devices i Reports

Performance

&« CPU Utilization
CPU Utilization statistics for a device.

% Custom Performance Monitors
View information on your devices collected by custom pedformance
monitors.

+ Disk Utilization
Disk space and utilization statistics for a device

! Interface Utilization
Interface traffic and utilization statistics for a device

' Memory Utilization
Memary utilization statistics for a device

“ Ping Availability
Awvailability statistics for a device.

% Ping Response Time
Ping response times for an indimdual device

Device ]

Problem Areas

& Active Monitor Availability
Find out when the active monitors on your device have been accessible.

% Performance Monitor Error Log
A record of Peformance Monitor errors for a individual device.

% SNMP Trap Log
Arecord of SNMP traps WhatsUp has received from a device

+ State Change Timeline
Examine the state change history of all the monitors on a device.

% Syslog Entries
A record of Syslog messages VWhatsUp has received from a device

¥ Windows Event Log
A device's Windows system events captured by WhatsUp

General

+ Device Status
A detailed look at a specific device.

K720 Pafs BIREE

(8) #£Ff Custom Performance Monitors, 1247 M H & XA G WM G i) £,
F5 17 A& RS G iR 2 M T £l . ItAb & B &8 s i B E B =R, Wk 7-21

IV

@ 723 SNMP AN UPS IR -

E0 UPS &M s ARAF IS5 ST I, A\ aHE UPS BN el
T e R B OO 2235 T S RF SNMP P[] UPS 14/ 8%, JFxf 44w s 1P bk, 47
JF e VF SNMP 5 BRI SNMP #1:[X 747 5, Bl nJ 38 i WhatsUp Gold 2% UPS PEREN
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P 415 7 15 B S SR AR ZS Bl

SIS I .

74.5+
74+

73.54 'S % T

7254 '
72+

71.5- B

1=

12:00am 2:00am 4:00am 6:00am 8:00am 10:00am12:00pm2:00pm 4:00pm 6:00pm 8:00pm 10:00pm12:00am

K 7-21 &AERBEHRE
AL DL APC ) UPS WL ABIEEITN 4. APC [f) UPS MR sk 7-22
FT7R o

*‘!" LDS’B‘EH—Ua 'i ]:!n

E H _?t IF}‘.:;_. i 3 :,. :
E I 11. lj ..:'r-_:. ;
E I E LRI e 3 [

7-22  Jy 1 UPS A RS A 72 1 12 4% 1Al

A Dhaze R i 4 42 VRO S 4. BCED IR T

(1) it WhatsUp Gold il UPS THIMERE, 10w 2% UPS 4L HKi2{LH) MIB
A #]. \WhatsUp\Data\Mibs > H, IX28LL mib 24 J5 451 MIB (A4, vl APC 1)
B W T IR, IR Mibs U2 J, UPS AL MIB S E 7-23 B

)C:\Program Files\Ipswitch\WhatsUphData'Mibs

A S X ek
S A T I . 1ndex mametﬁgﬂ
By whisr A Biamahe

/< 7-23  UPS EALIK MIB 4%

(2) 7E WhatsUp Gold = 5Ft1fiHf, Jfit UPS #: O 1) IP sk A F ARSIz k& )G, ik
Pz & B A 1Y) Performance Monitors UL[f], A1Z% UPS AL DI E & X1 BE i I
H. L8 New FHAE B @A iR HE P fg AN AR AR5 B, W 7-24 Prox.
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‘Edit " Performance Counter
Mame:
IAF‘C UpsbatteryState
Description:

IEnahIes Custom Performance Monitor reports

Performance counter: Instance:
1,3.6.1,4.1,318.1.1,1.2.1.1 0 _| | OK |
- . : Cancel
Collection interval: (minutes) Timeout: {seconds) Retries:
= = =
10 ] |3 - |1 — Help

Bl 7-24  %n B e SCHITE e a5 H

(3) Hl5 Instance £ {0 [...] $&5, 17 MIB SEflE 5 . [FFF, APC UPS %%
1) MIB LA 4% ‘2225 /T Private | enterprises H>g F, WIE 7-25 Fizs.

=1-{3) iso.org.dod.internet
+5) snmpy2
{3y security
=1-{C3) private
=[5 enterprises
#-{C3) ucdavis
'Eifj, unix
- FHDY) apc
#-{C=) apcmgrt
 #-) products
i #-107) netSnmp
#[7) experimental
EI () mgmt

i 7-25 APC UPS [¥) MIB 5 &1

(D EFE APC IR %, AL GEFE H Sk M+ products | har | dware | ups | upsBattery
H % T~ i) upsBasicBatteryStatus SZ45, SEHL ISR I, Wik 7-26 Fion.

=

#1-{0) upsState Property

Value

+-{) upsSyncCtriGroup
#-{C7) upsPhase

{3 upsCornm

+{3) upsTest

#-4) upsControl
#-{3) upsConfig

+-{3) upsCutput

1{2) upsInput

{) upsBattery

[+

(1]

12 upsHighPrecBattery

1) upsAdvBattery

€ upsBaszicBatteryStatus
& upsBasicBatteryTimeOnBat tery
€ upsBaszicBatteryLastReplacelate

i 7-26  APC UPS (1] MIB 5 i 544

O lpsBasicaattery)
+-{3) upsldent 3
e S CARKI | i
Object ID: Instance:
1.3.6::4.1.318. 1.1 2 IIII
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P48 15 B R EFR S

(5) Aol e, vl EAFEPE RE I 5 4 BIRIKIE L UPS AR W i H
WhatsUp Gold R0 iz il A A HEAT R 0E, Wil 7-27 P
(6) {ESCHRE ), W KT Web B, A i RE il 1 F £l kK .

Enable global performance monitors:

Name ~ | Description Configure. ..
¥ CPU Utilization Enables CFU Utilization ... Library...
W Disk Utilization Enables Disk Utilization. .. =

W Interface Utilization Enables Interface Utiliz. ..
[w Memory Utilization Enables Memory Utilizati...
[v Ping Latency and Awva. .. Enables Ping Awailabilit. ..

Enable individual performance monitors: (For this device only)

Mame + | Description few. ..
Vv APC UpsbatteryState  Enables Custom Performan. .. S
Delete. ..

i 7-27 APC UPS [f] MIB ¥ /5 =243

o 724 WMIFT ISR SQL Server A

A, AAAERXFEE AL, AR h— g P P RIS, il e o iz
B HUR Iz &AW B ELE—VEiT I . EPEA e SR FEAfrm i, T2
H R 1) i DA DL S A R 2 (B OG5 o TS ] LA 3 0o 2 g it P st 7 )
FI DA 4R DR e ke i i

A, A WMI X RS2 /) SQL Server IRGSHEFE LM,  JF & B 1zt Fe A H
PN IG L. PR T

(1) ZEFEH 7 SQL Server i 45 1) Windows ML 25, JFFT I H &1 Properties 7 [fl,
1EFE Credentials UL, S I0V7 M) 1% EALH k.

(2) {f Windows Credentials 17 H, gt Bk FERENE IE 06 V5 M 1IX R & UET, AR5
i OK #% 4, 4 7-28 Fios.

(3) U I IR ) e M U6 5 o ¥ 4 Jms P B 1 3% £ Performance Monitors I
[, JEAEFEMH F /7 1) Enable individual performance monitors [X 35, .5 New 1%l . 7 N7
IR HE, TEFaE WML J72{ WMI Performance Monitor ImilllidEfE, W& 7-29 fhizs. 2K
Jo By OK 4%, HEN WMI g AT S

(4) /& WMI PERE I FACE A, A B XAFRARIAE B (Wl SqlServer WMID,
&l 7-30 Fras



ud o) % ke i) Sk A

Credentials and SNMP

®Properties

w General

s |l Ferformance Monitors

——— (Credentials

‘Windows credentials:
I Sql Server_PC

J fotive Monitors

@ Fassive Monitors SNMP v1fv2[v3 credentials:

Iﬂ public _:J ___l
‘ Actlons

[ ] -c Credentials
——— SNMP
o Folling

Device Object ID: (OID)
) Wotes 1.3.6.1.4.1.311.1.1.3.1.1

:T“‘r'

a Attributes
oK I Cancel Help

& 7-28 ¢ Windows ijj i) £E iF

What bype of monitor would vou like to create?

Cancel

B

Help

7-29 IEFEFrE WMI SR I 5

Mame:

ISqISer*.-‘er_".ﬁ:MI|

Description:

lEnabIes Custom Performance Monitor reports

Performance counter: Instance:

= ok |

Collection interval: {minutes)  Timeout: {seconds) ki
| s
10 at [s pres Help

K 7-30  fg A WMI 24 Fr Al {E S

(5) H#.it; Instance A7 34 0 L. Y&, F1 TR REVEE8s X6 UG HE . 76 220 [¥) Performance
counter (PERETHELRY) HIR P IEFEIFEIN Process, FF7EH: H % FIEFAT F T4 Private
Bytes [-itIl (FAFTF 1A ¥ BITENAAT R FTE . 7EAFT, ECS ZERE 7y
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P 481 & {5 B R R AR S 51l

FAGew HAh b RE =) o BEi, X URHESS I [X 35 /7] Performance Instances ({:HESEZ]) 4]
Zh A Tz &N R . HEALEFE sqlserver 1ET, W] 7-31 FioR.

Select Performance Counter 'Ej
Select counters from computer:
172.16.6.163
Performance counter: Performance instance:
- [ IO Read Operations/sec E] ¥ snmpd E
~[Z) IO Write Bytesjsec ip snmptrapd
=) IO Write Operationsfsec ¥ spoolsy
(= Page Faults/sec P sqlsenfr‘
- [Z] Page File Bytes @ ;WED';{
~ [E Page File Bytes Peak & svchost
=] Pool Nonpaged Bytes & svchost
= Pool Paged Bytes E.‘
- (=) Priority Base ‘— @ svchost =
: @ svchost '
- [2) Private Bytes ¢ L
2] Thread Count System
& Virtual Bytes @ trThread -
- [E Virtual Bytes Peak | @ vmnat ——
s B WMrkinn Sak |1l _(_i el | i'
Private Bytes is the current size, in bytes, of memory that this process has allocated that cannot be shared with
other processes,
¥ Current value: 45103424 oK I Cancel Help

K 7-31 #EFE SOL Server Vil %} %

(6) EFEXTZIR MG, Fmb O Baisin T ERe v Eas x A/ 5245 . 1504 Collection
interval CREE S BRI Ta])[a] g ) K timeout CRICESZE) o, BIUSIN T vH 5 a8 Fl T 2 08 42 17
Fery, WA 7-32 Fix.

'Add WEI Performance Counter

Mame:
ISqIServer_WMI

Description:

|Ena|:ules Custom Performance Monitor reports

Performance counter: Instance:
IF'rncess | Private Bytes sqlseryr OK
o , : Cancel
Collection interval: {(minutes)  Timeout: {seconds)
-1 2
IU:I Jad I5 S Help

Kl 7-32 5S¢k WML il x) 2 fic &

LEE. bk oyt ia) ] 18 24Tt FiZ WMI Y] eg 4638 i i), s Hodd 1 mixd . 2ok .

(7) e WHEERER C )5, MW A grhaEikk. SEADNM LB h, %
FIR S Reports | Device 1L, §] T & MR ETE B, S8 )5 L FE Custom Performance Monitor
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R o) % 1 iU S5 X

eI, LB AR S 1 A ] Select Monitor 3% FFAE T, & BN G EE 1 W I H, B\
E ] SQL Server 27 5 HH W Ar G, W& 7-33 Fras.

Select Monitor, G
| SqlServer_WMI ¥

Start time: [12/27/2009 [)]12:00 AM [ \afd Chart Properties

End time: [132010 (3 12:00 AM |v]
December 27, 2009 - January 03, 2010: E] E]

0000000 4

550000004
500000004

asooooo0 4 e
40000000 +
35000000
30000000
25000000
20000000 -
15000000
10000000 -

5000000

I:I 1 | | L L T
Dec 27,2009 Dec 28, 2009  Dec 29, 2009 Dec 30, 2009 Dec 31, 2009 Jan 01, 2010 Jan 02, 2010 Jan 03, 2010
Sun1Z200am Mon1200am Tuel1Z00am ‘Wed1200am  Thu 1200 am Fri12:00 am Sat 12200 am Sun 12:00 am

< 7-33 N RIRE R WAL TR 0

iRl SNMP J U ML pr il BEAT UPS Mzt 24, LA AdERT WMI 75 Qa3 SQL
Server f&/7 5 HI N AFIG LAY SEBI YRR, SEpd 7R PERER I TN 4. 4 Rk, sl
28 L 5 QI N T

SGEE: BN ERA FREREHENRE, AHRBREARBE, MEdhEn 2/
TRMNFFTRKENEAE, FRARTRTAHFE.

@ Active Monitors = 5 15|

H T 28 PR T 6L s it BE S P e W It H o W 250 H R 8 42 HE e v B (] ] B R A
M SEAE I IE AR 3, AECEE 1 LR VE R R )5 25 R IAT (AR 1) i Tl S (B H . QSR AR
b o il BRI A AR EAE B, W77 28— Active Monitor, LAt 135 [P AR & 15 7
IEF AN, WREHwE e, WA R BN . @ P RN

(1) I JF Active Monitor Library (EaJHEMIE) S, B New %4, /6L ah M
RN Ry R ik £ SNMP Monito ZETH, 5 Hi B SNMP i 35 F 5t i, aniEl 7-34 o

(2) 1L+ Instance A ... 0 GE4LHL, 058 H 0 2 1 40 N 20 i e #2488 VA ) TP
i bk o) AL AT R, RER R O, R SNMP MIB Walker FF(fil. /F MIB
kR B N R A E R L S 28, Bl Private | emerson H 3§ | lgpAcProducts 11,
£ PE Object ID Al Instance {H 5 1R 1], ZEO G A LB HUE W & 7-35 Fras.
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it~ e

NHew SKHEP Nonitor
Mame:
Temperature Range Monitor
Description:
ShMP Monikor
Cbject ID: Instance:
0 o]
Check type:
Range of Yalues LI
Advanced ... I
Low value:
o |
High value:
Cancel
Help
K 7-34 B SNMP Wil 6t % S
Object ID: Instance:
I 1.3.1.4.1.476.1.42.4.3.2 IE‘ I

Bl 7-35  JEE T % sl

(3) FEix S0 By B B DX ) A HE b, J& D3R [ AE Gl AL °F (Fahrenheit temperature
scale) ANHAN, HFICHELE (C) FUERGIERE (F) 2R N

°F=9/5°C+32 8\ °C=5/9 (°F-32)

AR TR e IR E R X /N T 16°F FK T 25°C, A4 4% M8 0 Sk 30 H ok i AR TGl
JE{E A/ T 60.8°F AT 69.5°C. LA WhatsUp Gold fHLE, 4875 HL7EHE G 5 LAl B
Fe Lk 10 KL R Z X [A] . H 24 Low value SUAKEH 41 A 2450 608, I High value LAAEH
BN 695, BISERK Tl DX ] (e, il 7-36 .

Check type:
I Range of Yalues ﬂ

Low wvalue:
|5ns

High walue:
|5-;|5

l 7-36 i B IX [
(4) AETF W PEh a0 7l B Ve 4 i s, BV R] B 21 15 9% 41 2% a8 22 i 2
FER i %, I D HA il B2 Ve B A E 3 I H AR E R . — BRI 3] Y
ok S EE HH TR E O Ve L, W) WhatsUp Gold fiik & ¥ B TR & 1278 1k

o 731 WMI AKXEIEMIEZEANR -

S S S S S — S S — — — — — — — — — — — — — -




PO % 1 iU S5 X

Ik TR M2 L, RS R B SRR . XM Ky, X1 B2
S P R A 1) BB 25 B2 I G RS ) o B DL R B i AR (PI935 L 0 7 2
AN 32/

A EN ) H g E) WML s s 25 Il Windows 1 & MR REvH & gs, 2R
Bk A2, wiaEdS AN WhatsUp Gold 73 B4R EAF B, DABH 1k Xk 25 SR 9 2% v 1) H 25
Pi o @ WMI 5 U Ml AR A B 20 BT b -

(1) [F#FE, A4 Bees @ L WMI 7 aC a8l I [ 2 i, 56 Bee EF Windows %
K7 1) Sk .

(2) FT TR 25 Jm P Fh i, & FF Active Monitors UL, FFEL o Add 424 EHAS D ) sk
%o TEBGAR) FHpRY, FEEAES WML Wil H, el sy B340 38 45 324 i)
[ ) T s gt 4T WM IS in. & Eah iy, Bl New 424, ¥
g R e PEFE e, Wil 7-37 B

B 7-37  eFEEEE I Bh s Ay

(3) {Ei, P WMI Monitor 12610 A thi Il 2% 77 0% /7 R ARR S ok R iz D020 H a
% A ErrorsLogon, R Jii Hiili Instance A3 1) (... W WE4% 4L, FTIFPEREVHEAR AF G HE . 7
X UG HE ) Performance counter 41)% "1 £ £ Server | Errors Longon 10, 1F A AEv2 8 s
X%, Wil 7-38 B

B AR i T R AL x|
Select counters from computer:
|PC-200909132216 I
Performance counter: Performance instance:
=] Server IA] @ NULL

(=) Blocking Requests Rejected
(2] Bytes Received|sec

=) Bytes Total/sec

E Bytes Transmitted/sec

=] Context Blocks Queued/sec
= Errors Access Permissions
(=) Errors Granted Access

[Tt e

= Errors Logen, H
=) Errors System

= File Directory Searches

(2] Files Open

= Files Opened Total el |

<] m | [

=1 1 Amam Takal (FE ) - p e

'The number of Failed logon atkempts ko the server. Can indicate whether password guessing programs are being
‘used to crack the security on the server,

v Current value: 0 oK I Cancel Help

K 7-38 RS SKISEBIX B
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PR & 15 B R EFR S

(4) HEFE WML iHEEs 0 %5, IR [A] WMI Monitor ' 741, #£4% Check Type £,
HApfH ™ 3 Fk A2,
Q Constant Value: 5 {H, RBP4 AN 0] LLGRMTTIRE, f N\ 4, AES: 4 1%
Fanigg, WA IREA R -
Q Range Of Value: [X[A{E, RIAE—"NRACICTRI Y, G BG5S IR B iz X TR Y
WA AR Il 4R E
Q Rate Of Change: “La#, SRR H 178 F k22 2L 3155 .
AL IEFE N 55 {H Constant Value ZE1, Z{EN 5, RJ5 K If the value matches, then the
monitor is & R AL FE A Down, B 555 5 s IR 5 I, i i 1 H AR 72 A Down,
fil & S EAF R, WK 7-39 Fios.

New WEI Honitor w

WE =N

|Er'r-:|r5LngDn

Description:
WML Monitor

Performance counter: Instance:

Server i Errors Logon MULL

Check type:
l Constant Value

Constant value:
|5

If the value matches, then the monitor is:
|Down

K 7-39 B AR S S e e

(5) PRAFiZz WML I H e, R [E]2IE SRR A i, AERAL FRs Rl LU
FOLAE T Z a2 WML W H, Wil 7-40 Fiog.

—
& Active Nonitor Properties m

select Active Monitor Type .ﬂ.-’

What type of Active Monitor would you like to add to this device?

Q ErrorsLogon j __I

W HTTP Content
W HTTPS
W IMAPY
™ nterface Help
T NNTP

L ~

K 7-40 O ARR S Rk 1 B M B




o) % 1 iU S5 X

(O)IEFEZ W ITR H , 2R 5 Mz ik B Z P R e . W B 5E i » 7F Active Monitors
VLT e 5 W) A 857 %) ErrorLogon YMIH H, Wi 7-41 Fixs.

Active Monitors attached to this device:

Manitor Name & | Metwork Interface Comment Add...
9 ErrorsLogon (default) Edit
H?—L. Ping (default) =
Remave. ..

R 7-41 A R L B 5

BEES,  WiZRX1Z Windows TALARA S k22 5 KBS, WhatsUp Gold R AR 445 15 &
H R EHAT IR E IR

© - 7.32 SNMP AR EshigMmBHEHRS -

1. Exchange Server 1} 43

Microsoft Exchange Server R4 i Sl A5 5 UME RS 45 & SEHL 20 )7 i N R P
) B 2 B R AN RN G A4S ik 55 -

Exchange Server & [ 2 HH & L A il Ao s 1 B R 25 1 R 48 e bR 1 3kl 4
R55Thfigdh, Pt R I, LSS B, SCFP A TR a3l f il A o1 55 D =GR HHS
PEAE R, DL SR KRR A7 [RIBy, $eft 7% - im N FE P (5]l Microsoft
Outlook) 1A IZERE MBI 25 45 B2 ) v WOR AR o % 7 i R kA N i 2% 250 P
LA FB T BISAR () N 25 e R o i v~ s A, O ad e MISAH IR 25 2% 192 & Internet K HEAF4% K&
B A ;AR o

2. Exchange Server i Z<

Exchange Server IR 4525 PRI RAS, FrdERRAIAMY IR . bRERELES Active Server. ¥
260 e 25— R 41 5 AR RS RGeSV ARER T BFE bR AERR B D RESR, B4
IBM OfficeVision. X.400 %5 P i30H 15 1 W X 1.
W HFE P IASH , Microsoft Exchange 2000 A% hA, M wmCr&aR/b. Hursh
T Uit () Microsoft Exchange Server W R/ 7 IRAEAR W K 3 4>, Frsi -4 .
Q Microsoft Exchange 2003: F.A7 /= 5 A 7= J3 AT () B 210 ] (1 BE AL BATME IR 55
B et T E R I RE A TAE. e AT e A SR R B
J2C P R SR TH] HE = HISAEE 75 1) o S AL 5 1 /3~ A 0 I DA SR A T 2% 30 28 4 1L

O Microsoft Exchange Server 2007: Exchange Server 2003 [1] F—/ M4, #4001 7 F%
B RFE R I RE LA a2 2 B 2. M IASA 7R R, AT AL 48 1) E-mail A
HoAbE X AC TEASE A IR TAESR U & S8, 1% i sevk Bian] DL 22 fp s
P A AT A B, A P R 2 1) AOE R B AE .



it~

P 4%z 5 B AR EFAR TS 2l

Q Microsoft Exchange 2010: AHX 2 g A 220508 1 3 N7, ARG ol SEfE. Bam
S AR ARAFIE AN, BN T Gmail HLF) 23 158X ('conversation view') [1)
SCHRF, AN A S8 BESCFF AR DU W A%, 5SS IM AT OCS {7 . it 1 fay fhili il
e shtE, Bam 7 el SEMERIPERE

AN I I I N I I B EEN EEE DN DEN BN EEN EEN GEN EEE BN DI I I B D I e e e o

Exchange it 5545 0L 7% 2 I 2 IR 55, e d5as DM pATIXEE R IRSS, A Retrilk
FﬁlﬂﬁanJLH/Jﬂil% 21T, ERAFFEPH, e AT IR e R 55 34T M, LT AA IS R 25 1) 1
1217,

1. Info Store EE7FERE

Exchange Information Store /It %5/ Exchange R4 H — M AEW B2 AM . =k55H0
1 Exchange {7fii, ‘& ¥ Exchange A7 X 5k, e BSLF TR, 2500 1 ) MISFE A1
O AR SO I B PE R R AR oK o IR S5 IAT SO Store.exe, AT FE YAV T \Program
Files\Exchsrvr\Bin HxH .

2. Site Replication (Exchange SRS) uh & #lARSE

‘22%%¢ Exchange Server I, 0] DK H] AR ARITE G0, S AR5 2l A& 75 W9 2% Hh A A
H—M A )— & Exchange Server IR 55 %% o 1M1V A8 2 RV 7E M 24 R A7 2 N AN R RO /1Y)
Exchange Server. fEiR & H30 F, SRS Ht4&fit ' Exchange 5.5 A1 Exchange 2000 =¥
Exchange 2003 2 [a] {1 H >k [7] 20 FTHE 5

SRS 724 | Exchange 2 uli sl 2 [0] 1) H s Wil R 55 4% - /£i21T SRS [ Exchange B+
P W 2%, dl oL Exchange R 40 E FE 01 0] LA JF- A & B Il 55 4% B> Exchange Server
IEFEFRAT MSExchangeSRS JIli55. fEJRIAHECIN N, IFA T LRSS

3. Management 24 E AR S

Management JJz % 5 /1= Exchange 2000 Server (SP2) UL A HHEL P81 Exchange
EINRSs, ZRSs N 70 5 )3 . Management i il WMI K528 Exchange 15 BV .
' R B E—AS WML BN R, nlad il dy 2 77 XIR L Exchange X445 B alidE a0
E R WERAF IR IRSS, WA RS SEHLR) WMI 2 4ERE R Clnmp £ eR 2 A F S5 1))
¥ IoiaEw TAE

4. Exchange MTA {£#i{X IR AR S

Exchange ML 4i/CH (MTA) J& Exchange Server 2003 A% 0o, ‘&5 5t dE
SMTP MM A4 . Wk 28 th ] RPC GafEid F2if ] ) AR El X 400 IERARIERL T
ANES X 400 HIA;: 2R 48, [AIN%E+HE T Exchange HISM: 248, WA A G248 H MAT 1E4 X 400 S
F R GE 1 Exchange Il %5 %8 < A1 REA AL 4B . MTA J& n] LARTESR 3 FoAth w2 2 e i1



PO % 1 iU S

s B HA A 248 (540 Lotus ce: Mail. Lotus Notes. Domino -~ Novell GroupWise
A1 Microsoft Mail) 54

MAT /R F5AETR AU 5 CRIHE /L Exchange Server 5.5 5 Exchange Server 2003 HY,
Exchange 2000 Server AN[r]uli gi 2 [a]45 356 ) R I/E R JC N B, MAT St AN A0l 22 [8] )
EEM A 7. A, ER x400 MIARHT RGTE T E MTA, WK 7-42 s,

P s
u Exchange Server 5.5 a

xél][;}%]ﬁ%gﬁ MTA JE Exchange WIS 4% %%
] x. 400 s l %;%MAPI i)

MAT

-
tj Exchange Server 2003

5. System Attendant RGF4EPARSS

& 7-42 MTA 1A R&HLKY

FIif7 ") Exchange 1% /0MIRG5 #0725 System Attendant JIR55. RSP fiL Al 4Ed Al
Active Directory (353l H o) BEIRKFELES . i, AR AER A A m D0EME . 2k
WACEE. M Active Directory 5§l 2 EHEZE. KA/ WAG B 4EP mEFa 4. 45 (B IL IR
55, WAL, e3P M A TR ST AA AT AT, b B A4 il 55 4 B 00 2 iz 55 30

6. Routing Engine #H 5| &

Routing Engine # /15| % 41247 Exchange 2003 [k 45 28 42 (44 Fh 25 4 A it 5 5L, [
I 3t G M A AEAN R IR 55 o 2 (8] e AL B P B B4 ) . o SR A5 1 e IR 45, DS 4 ik 45 2 AE A%
ey M) ey e B s o

7. POP3 M4z U AR 55

POP (Post Office Protocol, W@ {5 i), BB ) —FadEfF M, /& TCP/IP 1)
VOB I — R, IR 2 M TR 7l . POP3 s& Ml Rt il (P 26 3 AN hieAs, fii ] TCP
1110 3w 1, 2R 7 H P ol ke B B AR &5 %5 B lseE, R - WIRSS 2%
I CH BB A il BUASAIL,  [R] EAH B ae F2 IS4 IR 55 2 B R s 4

YR iE— 4 E-mail 2§50 BEAEHT, B IR 55 4% 0 =8B F R AF IX B . 2l Rk
BN A R, s A ZUE R POP3 SEBAS Th, A BEEASHELE, W& 7-43 BT .

8. IMAP4 mi {43244 Bk 55

IMAP (Interactive Mail Access Protocol, A2 . =UHBAAFHU 80 [AIFE & —FpJE T TCP/IP



it~ R

P 4812 7 {5 B R R AR S 51 il

iz _ERIHB AR BRI, B AS 2 IMAP4, i ] i 42 143. B2 ()
MS Outlook Express) HJ i il iX B iSO B I 55w b 3k BB A4 A SR P25

T SMTP
I ‘ =% Qs =  Internet -— { J
o ..-“d-.-.-" w q_--_F__J.-'
Al 55 v
,EHETJ‘LFHE% a Mail Transfer Agent (MAT)
Mail Transfer Agent
SMTP
SMTP IMAP
_ Webmail
P = R
& F i [ ll 4 & i

¢y

K 7-43  WRF ORI

55 POP3 Wpi R ALL, IMAP /& $& AL 1 i) FH - (1) S A S IR 5% - {H IMAP4 [ T 1241 POP3
Diaez A, et 7 Z 1 8EE, )l a5 1Sk ok v & S MRS, SCFpmsAE
NARTR . O Bl OO S AE s SCRP M p LR E R L NS . " A et T
M A4l Pl e ek . RS B FE ARG FE = T e

‘v 5 POP3 1S i) 2 X 5] 2 7 nl DL ek 0 7 i B 42 00 IR 45 7 b RO IS b4 T A
AT AR 4. 11 POP3 SCFFH P MRS #8 BRI ASHL, 7] B B
TEFE R 55 2% B s A

9. SMTP HiM&151XAR 55

SMTP ( Simple Mail Transfer Protocol, {&j B4R i3, F T v 58 = =oAL 28 ms A
5 ST AP M B S35 A, BB P AL 7. SMTP il
J& T TCPAP WUk, 7ERBAEAIZEFE, SMTP A MfF ik b A3 F—/ > H i,
HEANWT AL IE B 5 24 1) Email P20 AL

SMTP H B4 1E 2 — & FAE i T 1 W 2 A il AT, it Atm ik ” Bl “ M oe”
rThee, HALKHSAE R AER] TCP Wil 25 w1, T Wy &2 ik 375 SR A R W i =K

SMTP & TAEFEMAMEDL T — R il N S i AL i B 55 45 — 2 K —4
S IR 25 A A i 2 B — AN WA R 25 28 IR, Sn¥g SMTP sl 43 4y 2 WMORI 0% Py 1 32 £
Tife, FCREFNFMSTHS A 25 10 42 5 A 175 3K w2 A2 ST o . K 56 B« A0 T8 15 85 8l A7 )
KL SMTP KL KIE2 R SMTP, #5#25 SMTP He SR Sl 4 W Hi v e B M2
ARG R I%E SMTP 4k 4 & H RCPT iy 4 LA DA BB 2 A5 e 31, dn SR 3wl A S OK 1) W 2,
45 W A e g el v 2F,  aniE 7-44 s

10. X.400 f&ithi

Exchange Server 2003 fiff i} SMTP P/pi{Hl MTA CHEEAL G4 CEE) KA dm e~ mist:,  [A]
IS HF X400 HEFAL bR eI . X 400 F ]2 (E 20 20 80 FACH HAF AW JF &1, JIF
79 21 [H Fr f 5 B R S S B A ] . X400 PR A S 4y, 5 SMTP s AH L, SMTP




2
L ) £8% 1 ) S
HEHEZHIhae, Blundhhbmgss . FRERE . 5 Bk AT, #tk X400 2 H&T
2z N H
.-"'1_
r;"'[!‘&:i}""
AP hip | LSMIP @S WEM | g
SMTP S PR SMTP
B - Xt
%1% SMTP % 1E SMTP

| 7-44  SMTP fi I Kipd

Exchange [z 55+#% v LI H] X 400 &% 4% @57 Exchange 4574 I MR G0, - =i 4 1
EEFERANE ) X400 HEPFEIRSS RSG5 PTLPA, 7E Exchange Server 2003 MV i v LG £ Y
PRI IERLE 2% : TCP X400 ZERLZS AT X 25 X 400 EFEES

11. Exchange B4R E HinO%xk (R 7.1).

% 7.1 Exchange B4R E Bin Q%%

i W i O i v
SMTP TCP: 25 SMTP Hiz 5514 il TCP ¥ 11 25
DNS TCP/UDP: 33 DNS HilWrig 1 53
LSA TCP: 691 Exchange Routing Engine /i 451 i b 11 I Wy B HEEROIRESSE R

H1 T+ Active Directory (%20 H k) 55 PrAl Fl ) LDAP (32 H x5
0] ¥ e Active Directory 4% 2%
LDAP/SSL. | TCP/UDP: 636 | SSL (Z2EHEFE) LI LDAP k%

LDAP TCP/UPD: 389

LDAP TCP/UDP: 379 | Al T- SRS (i si & il 55)

IMAP4 TCP: 143 T Internet #4170 #3330 (IMAP)
IMAP4/SSL. | TCP: 993 F1+ SSL _E 111 IMAP4 PJpiY

POP3 TCP: 110 FH g sy il ik 4s 3 (POP3)
POP3/SSL TCP: 995 F1 1 SSL 11 POP3 14X

NNTP TCP: 119 F T NNTP (¥ £ 57 [ A% S b3
NNTP/SSL. | TCP: 563 F1T- SSL 11 NNTP #4i¥

HTTP TCP: 80 Fi+ HTTP ik %%

HTTP/SSL. | TCP: 443 Fi+ SSL L) HTTP k%%

WA 265 B G 22 I Exchange R4S #5ia 1R as, v Dlidad il Exchange WP A% HH A 13 1
AR BB R SS, B il Ik 55w P ge i G L, LA T ## Exchange MV 55 = AT EALTE
AR AS o JE Ikt 00 S A4 A8 1 25 IO AR 55, R PR e e AN A Bt JE DAL AT R B e B o 4Bl 4, o B

ps
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P 4% 1% % 15 B SR SR AR TS Bl

M SMTP HIS A A8 BA S ) 4 e S 75 7E TG BRI X (), i SRAN A, vl DA S B4R H 1) 28 )7 1k
SMTP JIi 55 5 1k . b nl MR S5 P, Wi SMTP, POP3 4.

CL B i 3t 5241 4 2848 WhatsUp Gold #s Il Exchange [ IR 45 Wl o X5 WB44F R 45 25 »
WhatsUp Gold 1) =30 4 Il 72 O 42 B 5 T % SMTP. POP3 . IMAP4 F1 DNS JI 45 i 1 i 50 H
NS E s el ey . SRR F

(1) fEI & YR P LR Exchange JIk554%, 71 )mPEF M, JFEFE Active Monitors
DU o W R 1] SNMP 2 B ES Ik & 15F, - lB IRk 454 POP3. SMTP %l %5ia
AT IR R R 7 3SR, 84 WhatsUp Gold fE4 H Shs AT iX S8 iz 45 18 sl i,
Kl 7-45 P

Active Monitors attached to this device:
Monitor Name « | Metwork Interface Comment Add...
2 ows (default) B
W=HITF (default) =
¥y Ping (default) Remove., .,
W POE3 (default)
U SMTP (default)

K] 7-45 A R 55 s P B Ak 1 AR 45

FGEE: wRAERMERIEER RLIA LIRS, AR A& T # & Discover 341, 4254
A A FHAMILIREREOIRS, AR EFH YR E .

(2) Wik WhatsUp Gold A KIX )RS5, TFT-ahdbirdsin, AREFRZR N SMTP i
Mo By Add 3L, FTIFB BN IEAE, SRS ER M MRy 4R ik $E SMTP, WilE 7-46 i .

& Active Nonitor Properties
select Active Monitor Twype -ﬂf
What tvpe of Active Monitor would wou ke to add ko this device?
=*:=: m.rp j LI
= Bacl | Mext = Cancel | Help |

%] 7-46  PEFEET A SMTP (1) W 351 H

(3) AN TF—20, iz H & mshfE R 5¢ B SMTP RS- 10 . [FFF,
n] DL A A R 25 255 01 POP3. IMAP4 i1 DNS IR 4525 =50 W il 35 [ .



PO % 1 iU S5

H=-
i X
=
-
=H
1

o - 7.35 BCLE Exchange 25

- I S S S S S S S S I S S S S S S S S S S S S S S I S S S S S S S e e

% SMTP. POP3 7 Mk 55#7h, WhatsUp Gold i&$2 it | X Exchange HiAth Ik 45 25 A 1A
M, LRSS I RS . RS HUR M S Exchange JIRZS G G FLIRSZEZ N 2, K
X G H Fp— TG I 18, )i% Exchange 2565 0000 H 32 & B IRE SR P IR E -

(1) {& WhatsUp Gold = [fi] [ e & > B v e % 122 i Il %2 Active Monitor Library, H
i New $&4l, FEMIEN MR K 7 41K % $E Exchange il Exchange Monitor, 41|
7-47 FT 7

—
& Select Active Nonitor Type
oK I
What type of monitor would vou like to create?
= Cancel
Exchange Monitor Pl
Help

B 7-47 RSB B KSR Exchange

(2) JEABCE A, {F Name WAHEH 4N H E X I H 24 %K. 7F Threshold to monitor
FIZRAEH A 1 n] 0l B2 2 L BE e, EREdT B M 65, I ] AR 9% 75 E18 U
[ {E . {T Services to monitor #I|ZZHEH 41 Hi | A il [f) Exchange k55X %, nl A Hn 7 223k
FER MR S5, wilE 7-48 pras.

New Exchange Nonitor

Marne:
IE:c-:hange Monitor

Description:
IEx-:hange Maonitor

Thresholds ta monitor:

Configure. .. |

Parameter - Down If

v CFU Percent CPIU > 95%

v Memory Free memory < 1000 KB

v Disk Performance Read > 5120 ¥Bfzec, Write » 5120 KBfsec
v Disk Space Digk driwve (C:) free space < 50 MBytes
¥ System Humber of Context switches » 3000/sec. ..
v Links Mezzages > 1000, Queue > 1000 EB, Imnec... [ :

[cd] Masmnnae AN Ossassa 2 A0 TR Tea 1|

Services to monitor:

Service

W Info Store

W Site Replication
[v Management

| Exchange MTA

v Swstem Attendant

I Usein discovery

K 7-48 i & Exchange Wi 2 5 AR 45 6 %
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P 4812 & {5 B R R AR TS 51 il

(3) EZECRNH (U CPU 240 Wi iz sk #idi Configure 8, E 3 H X145
HE R % A\ CPU i R4 & {H . /£ CPU ] i BN BIE 95%I , R & R &7
12 BRI 52 B 7 ZEEA T8 50 F A B T I 1 s G435 WS P I o7 el 5 0 P A C A 1] 7-49
FiRD s ARMEHI A MR AP O MRS 1) 5%, XS WA BN L.

Nemory Thresholds

Ok I

Cancel

Free memory must not be below:
=l
|1m|:|] -4 KB

Help

K 7-49 BB A R R E B

(4) FCE 450 e iR 7] 2] T2 W0 7 F i, B 2 1 Exchange Monitor Hii U326 75UHE 4 1)
e By Test {44, HEAMGOSRIEFESTENE. (R0 THHE H Fy 2L P E 5 Exchange /I 55
NS, LR IEFEVT A H AR AL Windows FE1E, SR )5 Hiidi Test #4283t AT MK, 21 f
R MG BRI IR R, Ui N v & IER,  Gnl&] 7-50 B

rb Test : Exchange Nonitor

Device for test:

pomam _| ﬁ
Mebwork interface:

I(Use default network interface) ll
Credentials:

+ Exchange Server j . |
Details:

Exchange test on 172,16.1,1 was successful

Test

Close

Help

B 7-50 0308 2 AT IS A S T

(5) &7 Exchange IR #3 g R kA Web LE, kP& MIRE R M. 1%
FLIf ) Device Active Monitor States [MIARH A H 1 By i) L@ X 5oz, wilE 7-51
Fi 7 o

Device Active Monitor States Menu
Monitor State

S DNS Upatleast 5 min

# Exchanage Monitor Down at least 20 min
OHTTP Upatleast 5 min

© MAP4 Upatleast s min

¢ Ping Upatleast 5 min

© POP3 Upat least 5 min

& SMTP Upatleast 5 min

K 7-51 7 Web J i & & WIS R IPIRES




o) % 1 i) 3K A

P A SMTP 17 845 5, Wil 7-52 fhis.

December 2008: JERIEJD]
L~
@
=
&
= Maintenance -
=
-
=]
-
Do -—
Unkmwn T T T T T T T T T T T T T T T T T T T T T T T T T L] T T T
Dec 04, 2009 Dec 08, 2009 Dec 15, 2009 Dec 22 2009 Dec 29 2009
Tue 12:00 am Tue 12:00 am Tue 1200 am Tue 12:00 s Tue 12:00 ain
=um M=y
L p Maintenance LI nknown Diowen Aval Iahillty
05 3%, 0.0% 0.0% 4.7% I |

& 7-52 kB H SMTP Wil 7 (s B

TEP 7-52 a2 2009 F 12 H 18 H A EMRSHF IR A A, 2B 18 H X,
PASIOR IORIEIGR, TR AT I B, ] 7-53 PR

Thursday, December 17, 2009 033000 PM - Saturday, Decermnber 19, 2009 12:30:00 Fi:

KBJEVIEN[DD

Up

Maintenance -

Monitor State

Do =

Urknowwn
Dec 17, 2009

Dec 18, 2003
Thu 3:30 pm Fri 3:30 pm

Kl 7-53 agfEEARN Bei A SMTP dill{s B

BEE a6 b Ping [PIIRSS T 2k =%, v LLE 2] Ping IR 45 1) I 45 R4k %K 5 SMTP il
13 HS4 n] PLAIKr SMTP w45 1) KW 2 BT Ping A, BT LR EEAS 2 EL A i fid
fRE . MR ] RE i A R DR OE R, AR WA IR 454 1 H Rl s SR T S A TR A

@ Passive Monitors #£ & 1450

7 B I R AL HE 3 25 SNMP Trap (Trap 7H L)~ Syslog (il %248 H &5 )+ Windows



ot~

P8R 15 B R EFR S 2l

Event Log (il Windows FiFH & ). BL Rl 3 R R k4T /124,

E58 1 B4y 1 Trap JH B REE,  ALHE A% M0 5 0% Trap A A LE2UL Trap
TIHLH] . 2281 WhatsUp Gold Hiilll Trap VH .S, B 7¢ 77 EAE RN 2 b T Trap i,
UL e v B4 Trap vH BV AL, 2R )5 7E WhatsUp Gold '3 Il Passive Monitors (45 /] fi il )
WH . WAk

(1) {E¥# % &Pk Passive Monitors X[ 1EHES, Hiddy New %411, JFAEHE 2 ST 47
SR ILEFE SNMP Trap, XJZRIESE Any, BIHIN A7 HY Trap {HE, Wil 7-54 Pros.

@ Passive Honitor Properties

melect Passive Monitor Type ()

=l

Which Passive Monitor Eype would vou like to add?
=2 SHMP Trap |

Which Passive Monitor would ywou like ko add?

< =l

“ < Bacl I Mext = Cancel | Help |

K 7-54 P Link Down [¥) 4% 20 Wil 1 H

(2) By Next ZHlHEAN F—20, izl I H s iR B e s aite, gl 7-55 fros.

@ Passive Nonitor Properties

setup Actions for Passive Monitors QéJ

Actions For this passive monitor:

Manne s T'ﬂ:ﬂ Add...

& Action Builder

X
Action ko fire: K

Blackout Scheduls. ..

K 7-55  ygzn i I H s i E s 4



B CITe T

(3) WsnseR)a, sl il 5 S ILAE Passive Monitors UL 41, Wil 7-56
Fi7s .

=)

Passive Monitors associated with this device:

Mame a | Tyvpe
= Any SHMF Trap

K 7-56  #Eah I H 513k

(4) fEARINERG, MWES]— EHEE ) Trap 1H G Web HHTEE . WHIM
{5 AR WK 7-57 Fros

Date range: Today | [Go ]

g:: SNMF trep listener is currently  stan time: [1/52010 ) 12:00 AM [»| view Systemn SNMP Trap Log Report
Endtime: 11/16/2010 E_ 12:00 AM | » |

January 15, 2010; HEIRIE)|
Date ~ Trap Payload

Friday, Janhuary 15, 2010 04:25:45 PM Any TrapMame=-6.-1 TrapMajor=4234367235 Traphinor=4234
Friday, January 15, 2010 04:25:43 PM Ay TrapMame=-6.-1 TrapMajor=4234367235 TraphMinor=4234
Friday, Januany 15, 2010 04:26:38 PM Ay TrapMame=-6.-1 TrapMajor=4234367235 TrapMinor=4234
Friday, January 15, 2010 04:25:33 PM Ay TrapMName=-6 -1 Traphajor=A234967205 TraphMinor=4294
Friday, January 15, 2010 04:256:28 PM Ay T =65-1T ' T inor

Friday, January 15, 2010 04:24:38 PM Any TrapMame=-6-1 Traphajor=4234967295 Traphinor=4284
Fricay, January 15, 2010 04:22.57 PM Ay TrapName=enterprises 28541 Traphajor=_6 Trapiinor=1 ...
Frigay, January 15, 2010 04:22:51 PM ANy TrapMame=enterprises 28541 Traphajor=6 TrEpMinor=1 ..

K 7-57  {& Web Ji & & 2 1) Trap 15 &

B — Sl sk B & Trap {5 B RAANZ, SAERR, #IX PR 4. OBI 555
B, i 7-58 Browe

@ View SNMP Trap Details

Date: January 15, 2010 | Brevious |
Time: 4:30:00 FM [ Next I
Source: 172.16.1.16 —

Type: Any

Detail:

TrapName=linkDouwn

TrapMajor=:2

TrapMinor=1

CorreunityMName=public

Packet Type=Trap

Protocol Version=SNMPvi1

Timetick=0Odays 05:37:54,35
Object=1.3.6.1.4.1.1824 (enterprises.1824)

| Close |

&l 7-58  Trap {5 A%
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P £481% & 15 B R AR TS 21l

742 3KPI2: AN Syslog HHNEM -
IS I—A~ Syslog #ah il H, &% HEH S DNS k4 PRI HEAN BT
. HE RS 4T 5 DNS #H R HE, WIS R 2 AT R HRESE 7~ . i
CERAN T
(1)3E+F 1 FL I #Y) Configure | Passive Monitor Library =i H.ay <>, $1 JF4% 20 W i 1 H J7E,
FEANR R A T P o] B & a4 2 I 2 H o B New 24 98 H B @O0 1E HE, H-7E
I H 2R R fr Ay thik £ Syslog, A& 7-59 Fror.

& |

@ Passive Nonitor Library liJ

MName | Description New...

=2 Any Any trap Edit

=

E]ﬁmy Any syslog message !

"%ﬁm e : — _' = |

¥ & Select Passive Nonitor Type ﬁ

=2 Authenticatio:

m0 Cold Start

= Ok

= DB Log what type of monitor would vou like to create?

= EGP Heighbor || = - o]

me Enterprise A Syslog —I

®2 [ ink Down -ﬁ SMMP Trap Help

=2 Link Up % 5‘-"5':5'

=2 Reload = @ Windows Evertlog

=2 TCP Conmection Close TCF Conmection Close Trap

=0 farm Start Harm Start trap OK
Cancel
Help

Kl 7-59 OB R4 H S esh i

(2) i OK FHSE AR E AT TEHE . 7ERIA S Expression SCAHE H 4 A £ I 1)
HENAERE. HAAXTES DNS 1 HEIAT I, 4% A DNS il G, Stoca 7 asin
L, P 7-60 Pk .

-
Rules Expression Editor E

Expression:

DNS| j

| Match case
[ Invert result

Comparison texk:

Enter your comparison kext here, Test...

ok |

Cancel

Help
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(1) HEABE BT H ZE, o New $28H 58 OB A 1EHE, 7RI | h7 41 3R Hh e %
Windows Event Log, & 7-61 i 7~

F & |
ral"nﬁﬁ;lvh Honitor Library u

Mame 4 | Description New...

== Any Any trap Edit...

i Any Any =yslog message

% Any Any WinEwvent Copy...

= Authentigads - ks i

=2 Cold St & Select Passive Nonitor Type a "

=/ DNS Log

== EGP Heig] “What type of monitor would you like to create?

=2 Enterpri Iig Windows Event Log j Cancel

=% Link Dow

. Help

=2 Link Up

=2 Reload

=% TCP Connection Close TCP Conmection Close Trap OK

w0 Warm Start Warm Start trap Cancel

Help

K 7-61 it Windows Event Log [1] 4% 7 i/ il

(2) Hali OK $ L HE N E X TEHE . 7F Name SCASHEH 4 Nz 30 H (1) % FK . 1F Provide
an account that has administrative rights SCAHE 4 AN H b5 THLIIIK Fr 44 R, 20K 7 2
HAE I AR . 75 Condition (454F) SCAHEH nf W L UESAT, W RASISIMAEAT IS I8 5
A, TS BT AR Rl SR H AR AT ], anfE 7-62 B

r ¥inEventLog Instance ﬁ

Mame: |Dnmain WinEvent Monitor

Descripkion: |Wil'lE"-r'E!I'||Z Manitor

Provide an account that has administrative rights:

DomainiUserid: ngca‘l,admhistratnr

Password: I**m*m**m*
Condition:
Edit condition. ..
Clear condition
2|
Match Description On: Add... oK I
Edit... Cancel
R Help
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P 4812 7 {5 B R R AR S 51l

it~

(3) TEF M s X % 5, 075 55 12 DS N 21 487 M 352 28+ .

263 DL BSR4, BISER% T 7 WhatsUp Gold F2 7 H R AAE B IS e & P e e
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TRERI4NMEFEL.

LR A28 0 R ARG E . G E e LA R B B R A R g R RO
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(1) %% RAEFRE DVI AU 10, 0 75 S0l L % o HoE i VGA Hiri,
HornEE RN WoRes, fowedeseiiffbie g )a, MnlicE 2R

(2) 7& Windows 7 H Ay, FTORABESER, k4 UstEY | LR Y eHmte, /e
WoRAS AL BRI R R ol DUE BN S8, Y TR R AN R O . R
s 2, FHkH R Windows H Y B XA 7 ke, WK 7-65 fs.

T — 1

IE | £E | BEGPEs | sm | B8
iEs 83 ET L S i L S3R0YIE R B (LAT.

g3 m:
2. ATI Radeon HD 4870 RS (E-7-ME30S2) v
FREaHEE (5) Ene a1
> 3 £ B (32 fi) v
1024 x 68 BE 1 B =B =
[ ERIZEEEREEIEE W
1'5 Windows RET BINZLEMNIE L (E)
| HRlm | [(EdmEm... | | &w |
wmE | BE |[ BR®

K 7-65 FTH B nErkivc & A

(3) Bl [ g Y, b\ 0= IR Ry Pt T v B AL 1T, 2R )5 Bidy Catalyst Control Center
fZl, PIRCHE 2RIy R Woasm e, Wil 7-66 Fros.

((Z4HHB) A ATI Radeon B 4670 Rt
4 | At mas | EagaeE |
ks Catalyst (TM) Control Center
ATI Catalyst™

Control Center

ATI Catal l’:_@m}rnl Center FAFEECEERE
ATI GFU H)ETHhEE.

—ATT Catalyst Control Center

F¥TF ATI Catalyst Control Center» \H-E2EHIEE :

ATT Catalyst Control Center I

([ m= |[ ®m#@ | ©FEe
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U LR (v B Ereg
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(5) HEANTF—D, EERFTAFmPER [KFERRY dkm, BRE G 52 s A A
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SmEEE
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£ 8 & Web 5 mHA&IRFTiHIEH#E

{EX WhatsUp Gold #51il] 5 DI ge AT 52 UHR )5, AN 12 2242 WhatsUp Gold [1'] Web
B, LA Web Tﬁﬁ?i‘ﬁ%ﬂ{ﬁﬁfﬁifﬁo W AT 22, M 03 Y Ae s 22k v A
WhatsUp Gold 7& Web Ftifil &5 #E, REW RS H & i LA E k&5 B A%

Q FdE H e X Workspace fi 14 ;

QO Workspace 3% ;

Q FREF AN

@ Home 1 &4 43

WhatsUp Gold 7L _ A]) J2 > n I R E R E I 2 s
DX BRHAL I T, X R RS TSRS P AR E R . S EAE H
E XALEIN, B F B akaf oG R kiR j‘EEj‘JfﬁE\o N TR AR N
TRAMFERE,  [AIiA 5 22 2% FE RE NN 218 T AE ) 400 B 17k 3R 28

5ok 3| WhatsUp Web FH(fi1 -4 H] admin/admin Ji /- i’éf?m B A B & Home T
PEMIAL I, AL i AN AR R B . SeviHs B ) SO RS S5 A B 1, Wi
8-1 7.

“i Home 20 Devices \ad Reports Add Content | General
Favorite Reports Menu User Orientation Menu
& Active Discovery Lo ; -

35 s L”" 8 User Orientation
eneral Error Lo . .
4 YWelcome to your Home Workspace. We have pre-configured this space with
Heatth workspace reports we think are useful 5= a starting point for your daily network
State Change Timeline monitaring. The Home Woarkspace is designed to house those warkspace reports
Top 10 B General you need most visible and is customizable to cater to your own specific monitaring
needs.
! Device Status P CiskiCPUIMemaory, BGeneral,
I Problem Areas, [rRouterSwitchilnterface Your Home Workspace contains 3 views: General and Problern Areas 1 and 2.
These views have also been pre-configured with workspace reports. Feel free to
Summary Counts Menu expand your workspace views by adding more workspace reports or removing those

reports you do not need. Each YWhatsUa user can configure their own workspace

Totals for: (Every device) views to display the workspace reports he or she feels are necessery to their

Count Total number of ner=ahal AEnItnnG: Aee e
22 Manitored Devices As with full reports, Group Access Rights apply to warkspace repots that require a
0 Up Devices device groug or device to be selected. Only users with access rights to a specific
Diown Devices device group or device will be able to select that group or device for a workspace
. Devices with Down Active Monitors report.
0 Devices in Maintenance P Mavigating through the Web interface

51 Enabled Active Monitaors

I Creating access rights for a device group
9 Lp Active Monitars

P Customiz ng your workspace views

P Down Active Mcnitors b VWorkspace reports overview
4 UpInterfaces P The WhatsUp User Guide
0 Dovwen Interfaces
17 Unacknowledgzd Devices Devices with Down Active Monitors Menu
0 Actions fired inthe last 4 hours
Device Status
Total Devices by Type Menu H 17216.1.11 Fing{Down at lcact 20 mln} HTTR{Down at least 20 mind

Ml i me == m (=5 el (e 6

< 8-1 Fox | Web F7 141 &
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{F WhatsUp Gold V11 Web FL[fI - H24IL T 3 BTl i% [F) WorkSpace L 257! .

Q Home Workspace: 17 & A #EAS 15 B ) Home T AFE A48 &

Q Device Status workspace: 1% ik H— i #AR & HIME B E .

Q Top 10 workspace: &M Z5FARSATHAT, AT ur+HM1s ALK

X3 AP AR, & H A S AR E S i) s R0 X520 R AOA R IL Y,
ARSI, SRR I IR AR R 3 BT (EIEBA f
AL EARE A 8-2 B .

- General
— Home WorkSpace - Problem Areas 1
SN Problem Areas 2
I TAER Ff B Ay TOP 10 — General
= General
B Disk/CPU/Memory

Device Status

—=-  Router/Switch/Interface

E—— Problem Arease

<l 8-2 3 Fp28 Y WorkSpace 75 H &5 KA A FF X

{E& 8-2 1, Home [ AF[A]EL75 | General (i) # Problem Areas (#{{f&iic k) HIFE
; Top 10 LAEMEECIAILEL T — Pl General B.7-FF30; 1M Device Status (1% RS LI,
n] 434 General £\, Disk/CPU/Memory (1 %i/CPU/ A 17 7~ )« Router/Switch/Interface ( 1
H 25/ A #eHL/#2 1) Fl Problem Areas ik ) 4 FAEES, I ol DUERXGH B8R 1) A 2559 1) 3t
FEA R AT il X B

CL Rl a4 3 A1 it By e 7= 1) N S R Y HH

o 812 HomefE -

Home WorkSpace L&, wl4EX/NFHAEK—A “K7, Wl — s 7 HABHRERS
BMGEHE R, MAHGH T —Re 8RR G BB, B R B M E 7R Beifi 21 M 285
Mo HEA Web FH11, BRI JEIT )5 /& Home WorkSpace f1L /&, U1 8-3 7.

fE Home T{EMIH, $fik 7 3 BB Eon i, wld i Bo &K B R N A

Q General: A, 5T ARG R EK .

O Problem Areas 1: #fsi[X 3 1, N RAFERE T 515 B

O Problem Areas 2: X3 2, W nA7AEHRE U 25 1 HAB B IAE B



Web 57 M & 3k 375 A ¥ A%

Menu

Map View

This is a sample map.

Once you have created your Device Groups
you can uge the menu a the upper right of this
pane fo replace this with 8 custfomized map

Favorite Reports

(& Active Discovery Log
& General Error Log
___Health

__|State Change Timeline
~ Top 10

& Device Status P Disk/CPUMemory, PGeneral, PProblem Areas, PRouterSwitchiinterface

Summary Counts Menu

Totals for: (Every device)

fift oo

User Orientation

User Orientation

WWelcome to your Home Workspace. We have pre-configured this space
workspace reports we think are useful as a starting point for your daily +
monitoring. The Home Workspace is designed to house those warkspa
you need most visible and is customizable to cater to your own specific
needs.

Your Home Workspace containg 3 views: General and Problem Areas 1
These views have also been pre-configured with workspace reports. Fee
expand your workspace views by adding more workspace reports or ren
reports you do not need. Each WhatsUp user can configure their own w
views to display the workspace reports he or she feels are necessary tc
persanal monitoring needs.

As with full reports, Group Access Rights apply to workspace reports th
device group or device to be selected. Only users with access rights to
device group or device will be able to select that group or device for a wi
report.

P Mavigating through the YWeb interface

P Creating access rights for a device group
P Customizing your workspace views

P Workspace reports overview

P The WhatslUp User Guide

Dievices with Down Active Monitors

Status
B 17216.1.11 Ping(Down at least 20 min); HTTP(Down at least 20
Bl17216.7.153 Ping{Down at least 20 min)

- - L TR N = md TV amm B

Device

<] 8-3 Home T/ a] %1 &

n[il L Home TAE[AIA M HILHLISTIT R hosilzk, VIBIANE B R G, Wik 8-4

IR

LUR 0l 410X 3 FrRBYHRR S5 . B 5EX) General #0L1EIHH A0 85 (0 80 i al /i 24

wrrs

{t: General #1L /& [f) Favorite Reports A H 41 H 1 — 2 B T ARR G B Bk
ZHAE B Top 10 FE 445 B A5 (EAFERE Health {55, BIAE Py w8 SO R I H

4 FRIR 2

7E Summary Counts [HIAH, #1H T A [FPR S 52 88 B S v A H A5 1HE 5
XYL v EE et b Y B D3 S T A Y g SR AR B S S I, Wi P 8-5 BT

Summary Counts

Menu

Totals for: (Every device)

Coumt Total number of

22 Monitored Devices
0 Up Devices

+ Workspace View:
Add Content | General v 51
Edit View Layout...

Manage Workspace YWiews. ..

General

Froblem Areas 1
Froblern Areas 2

Kl 8-4 U BIAN R G5 LI

8-5

Down Devices
Devices with Down Active Monitors
0 Devices in Maintenance
Enahled Active Monitors

9 Up Active Monitors
- Down Active Monitors

4 Up Interfaces

0 Down Interfaces

17 Unacknowledged Devices
0 Actions fired in the last 4 hours
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TEAE I 2% 5

T I A

TR A 457 1 1 3= 3 i H

INOYIPINEL O ANE

PR N 2% A ) g 11

Q il 4 DI EREIREZR AL G R TE

WL e N g s, R A SR A HAS K
{E Total Devices by Type [fI i -1 1 8 U 2 R BN e s 2047 1 geit, Wil® 8-6 fron.

b

A

L OO0 00 00O

b

Total Devices by Type Menu
Device Type Percentage Count
w WWorkstation 6E3.6% 14
5. Web Server 13.6% 3
~% HP Printer 9.1% s
& Windows Workstation 9.1% 2
o | Mail Server 4 5% 1

K 8-6 fulidRBS

IHSEE IFEZS, 4 Problem Area #ifis X3 FE 0. 7 Sl B A & 1 i 25l i
M GRS HE, MENEHATHE., BRE RSV RFGE, #iiz0 K G
— H T RHE B M AR AR e, Wil 8-7 B

Tail of State Change Log Menu
Start time Device Monitor State

Sun 11/08 8:45 Ph B Domain HTTF Up atleast 5 min
Sun 11/08 8:44 P QDnmain Interface (3) - Intel(R) 825... IUp atleast 5 min
oun 11708 8:44 P QDnmain Interface (13107 7) - WiARN . IIp atleast 5 min
Sun 11/08 8:43 P Elucalhnat Interface (13107 7) - WAN ... Ip atleast 5 min
Sun 11/08 8:43 PM Elucalhust Intetface (3) - Intel(R) 825... Up atleast 5 min

I 8-7 e B I I RS2 H S

7t Problem Areas YL, FIH T2 IR H o EREERRYRED, BIn] gk A
W R S . fEFH T, A T ik v BRI 2. Bl il FUIRES . B Y
SNMP J& 1t f i IR H A ZHE B

Problem Areas 2 (#{([5[X 35 2) 5 Areas 1 #LIEIZRALL, 354 0y e & BRI I H A2 A= 11
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Web 571 & R 3= M F 1 #%

b & o {HAE Problem Area 2 1, SN S5 2 i 1ot H Y ks H A&, 4] il 20 e e
i HE . SNMP [@H H#& . Syslog. Event log 2515 H. -

Home Workspace RE FE /R BARTI G 1T 5 KL, [RIIHIA BE W /- BT 0 SRS 3 & AR AR B
J& WhatsUp Gold Web #5 = A 55 FH A1 B A 11 &

o 8.1.3 Device Status fL[& --

7t Home Workspace Ft[fii*, J# it &l Favorite Reports [fi# * ] Device Status #E4%,
TIPS, Wil 8-8 Pk

Favorite Reports Menu

) Active Discovery Log
&} General Error Log

~ Health
| State Change Timeline /
~Top 10

“ Device Status P DiskiCPUMemaory, P General, PProblem Areas, P Router/Switchfinterface
i8-8 A A& IRASH K

EZME T, AT IR Sz & 1) % R S WIS CAEAL I R ARt fe it 1
JURFTRSE BOE I G AL, B4R 4 Fis

Q General: & HE REER, WPk &lszZaE R,

Q Disk/CPU/Memory: ¥ Z7~HiH/CPU/ A7l 5645 1A

O Problem Areas: (i [X 1, ﬁwTﬁl}l%ﬁTﬁ%E}Jrﬁ

QO Route/Switch/Interface: X 27~ H#45/4C # A L/42% 45 L

[FIRE, fEIALEAE A View B8R b a] Yl BIAN A B RE 2 258, ail&] 8-9 Bl

g} YWarkspace View: |

Add Content | Disk/iCPUMemaory

: Device) Edit Yiew Layout. .

Manage VWorkspace Views. ..
B s m s

Current; 79. DiskaF‘UfMemuri

Froblem Areas
Router/Switchiinterface

<l 8-9 Ui 2 A ] () 45 A4 AL

LLE 4 Bl , 14T General 2B & Z5AE BB E 454, Fa8 3 By n B B4
WS B . W R AR AN & F) Disk/CPU/Memory, 1 563 Device ¥ 4% UL,
TR HEARN &, Wiliizks, Wafdi AR ERE TEME, RIGEREN View
FER P £ Disk/CPU/Memory RIR], U1/& 8-10 fizn. WIR ARMOE & %EE, W E 3 %
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Wz o= b e R =
MEFES, WPRE B Bk BTak ¥ 4 145 B
Device Toolbar Menu Disk Utilization - Last 4 Hours (Single Device) Menu
Display name: localhost c:i (1)
Device type:  Windows Warkstation Tools: _ 100 Current: 79.9%
Host name:  localhost QDU .% a0
Address: 127.0.01 H gl
;]
S ]
CPU Utilization - Last 4 Hours (Single Device) Menu E
¢ 204
Inted (1) intel (2) & o
. 100 Lo W _ 100 Larert A 3:00 pm 10:15 pm 11:30 pm 12:45 am
2 ap- 2 ap Thu 11/05 9:00 PM - Fri 11/06 1:00 AM
¢ R
= B0 = B0- ;|
= D:\ (2
g = & Cument: 75 4%
g 40 £ 404 o 100 e
g 20 —— dé QD—-\;“ i — .% 50
[T - [ i T, ]
= ':I rrrrrr 1T T 1rrrrirrid o D TTrTrryrrrrrrriiTmTd E EU N |
00 pm 1015 pm 11:30 pin 12245 am Q00 pm 10015 pm 11:30 pm 12045 am £
Thu 11/05 9:00 PM - Fri 11/06 1:00 AM Thu 11/05 9:00 PM - Fri 1106 1:00 AM E 10
e 204
g 4
CPU Ukilization (Single Device Menmt TTTTT T T TT LTI 10T
" J mel Q.00 pm 1315 pem 11:30 pm 12:45 am
Description CPU Load Thu 11/05 %:00 PM - Fri 1106 1:00 AM
Intel (1) 12 % EA(3)
Intel (2) 5% 100 Current: 90 8%
c "
l= -
Ping - Last 4 Hours (Single Device Response Time) Menu g o
2 604
Hetwork interface: 127.0.0.1 g 40+
S00 S 204
£ ol | :
£ 400 0 =
< 8-10 B AR TAEAL K]

WARESPEME T T A& e mmE R, flan, 7RG R (i 8-11 Fran).
WAHE S CnlE 8-12 Fran) . i B4 & Canpd 8-13 fin) 45,

Disk Lhilization (Single Device) Menu
Description Size Used Total Size Percent Used
i 11.79 GB 14.74 GB 9.9 %

Bk 18.56 GB 18.82 GB ~ 98.6 %
Ex 17.79 GB 19.58 GB . 50.9 %
Fi 25.07 GB 29.30 GB 85.6 %

4 8-11 ik &ML E B

Memory Liilization {Single Device) Menu
Description Size Used  Total Size Percent Used
Physical Memory 8986.94 MB 2.47 GB 3bh %
Virtual Memaory 839.06 MB (.32 GB i 13 %

K 8-12 FH&&MANAEERE

Down Active Monitors (Single Device) Menu
Monitor State

# Exchange Moniter Down at least 20 min
$FTP Down at least 20 min
SHTTP Down at least 20 min

K 8-13 Ezpiladmi HAs &
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o814 Top10#H -

Top 10 P4 7 4 2% H 4 o5 Bl m MR HE A HT 10 44 I I 4% 15 2 2R 5 B . Top 10 $/E 4=
BT R s e RS EAR AR, Ewett Fw b 6 MEdEHEAE B .
Q Interface utilization: % [ /5 H] %,
Interface traffic: % 4 ZEFESE;
Ping response time: Ping 545 M W I 1< ;
Disk utilization: #4%% (5 F %
CPU utilization: CPU 5 J{]%;
QO Memory utilization: CPU [ 3.
7F Home Workspace 7+ [fiiH', rii7 Favorite Reports [HIHH 1) Top 10 #54%, Bln[$] %

(i Ny N

Top 10 . More Group Beports: Workspace View: -
- /| All Devices oo 10 m Gonoral m -
9 Devices \ad Reports | 1op Add Content | ‘2ENEra He
Interface Utilization Menu  Disk Utilization Menu
Device Interface Transmit Receive Device Disk Percent Full
81721613 Ethernet! 048 1.4 % 1.5 % Bl17216.1.16 EA . 88.4 %
BIH3CMSR3040 GigabitEthernet... 1.4 % 1.5 % Bl172161.16 G) 85.7 %
Bl172.16.1.16 Ethernetli2s 0.6 % 0.6 % Bl17216.1.16 DA 69.6 %
Bl172.16.1.16 Ethernet0ino D.4 % 0.1 % Bl17216.116 F2A 65.1 %
ElH3CMSR3040 GigabiEthernet... 0.1 % 0.1 % EDDMAN () 63.6 %
1?2.16.1.16 Fiberi49 0% 0.1 % QDDMAN [N 20T %
B1721613 GigabiEthernet. .. 0.1 % 0% E17216116 C3A 15.6 %
1?2.15.13 Ethernet1 0346 0s 0.1 % QELEEFIUEFI EX 131 %
Bl B SERVER Broadcom BCM .. 0.1 % 0% BB SERVER C3 10.9 %
Bl172161.3 GigabitEthernet... 0% D% BIB SERVER D2 10 %
Interface Traffic Menu CPU Utilization Menu
Device Interface Transmit Receive Device CPU CPU Load
E172.1613 Ethernet1i0ida 1.37Mbps 146 Mbps Bl 17216.1.16 Intel 1 %
HSCMSHSDM GigabitEthernet... 136 Mbps 145 Mbps 1?2.15_1.16 Intel is
ElH3CMSR3040  GigabitEthernet. . 1.45Mbps 136 Mbps QDOMF.N Inte:l 2 %
1?2.15.‘1.16 Fiberi4g 803 84 Kbps 1.06 Mbps Q1T2.15.1.15 Intel 2%
Bl1721613 GigabitEthernet... 1.06 Mbps 80072Kbps  E172.16.1.16 Intel 2 %
B1172.16.1.16 Ethernetl/25 867.58 Kbps 585.15Kbps  [ERDOMAIN Intel 1 %
1721613 GigabitEthernet... 464 .41 Kbps 503.03Kbps
Bl117216.1.16 Ethernet0i10 41138 Kbps 12400 Kbps  Memory Ufilization Menu

¥l 8-14  Top 10 3 A5 &

S EXFERE

b7 Web Fifih Bl 2 ML 450, 16 n] ARYR SEPr 75 28 T MRS B A AR
Ko Bl IE2C W b

(1) ¥ Home LA EMAMILHIT] JI Workspace Views 7413, 1%+F Manage
Workspace Views CEFLTAERJALED e, F7 M EE LS, fEdtmy, ol gwis.
PRILATRLIE, o] DI i 52 s A e i S A0, an el 8-15 P

(2) Hay New %5, @7 — 4w Bd & BB 7B X TEAE D, Fm A8 240 B 1)
fa &, SHIEMEAFR. PSR (Home. Device Status. Top —Ff) MG £ B on N %
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4342 /b4 (Column count) Fl%5% %5, W& 8-16 Fi7xe

& Manage Workspace Views

Workspace Views Type - | New.. |
¥ General Device Status T
" Disk/CPUMemory Device Status [ Lopy... ]
" Router/Switch/Interface Device Status [ Copy to ]
%L Problem Areas Device Status [ Delete ]
& General Home
b Problem Areas 1 Home
&) Problem Areas 2 Home
General Top 10

[ Close ]

Kl 8-15 T AR[A) 4L 1 1) BE 7 1

®  New Workspace View

View pame:
Self Top|

Viey type:
Top 10 v

Column count:

4 v
Column 1 width:  Column 2 width: Column 3 width: Column 4 width:
= = x = Ol
550 1550 550 550 %

K 8-16 Hr i ALK

(3) B OK &l b, FENL—ASE S HA B, AR5 i B I e s 9 25
B ¢H] 3] Home FL0f1, fEFH A F AL Workspace View 415 H Wil a 1940 1, JF s A
fW¥) Add Content 4% ¢, FEFTJTHIFIZRIEINH s 17 2 e B0 H P ZERTAT

(4) K77 EZN AT o8 AT J, WAE Home Workspace F i1 F] 6T BLAT 1145~ 0
7 DX AR AR Ry, AT B R X B, AR i e BT B s X BRI AT, W& 8-17 B

‘ e JCOM Device

Favorite Reports Menu

@ Active Discovery Log Orientation

2 General Error Log

_ IHealth er Orientation

| State Change Timeline m Home YWt
|Top 10 rts we think

: : : litoring. The Home Yyorl
¥ Device Status P DiskiCPUMemory SGeneral, PProblem Areas, PRouterSwitchilnterface d most visible and is cu

¥ our Home Workspace cor
views have also been pre-cc
workspace views by adding
not need. Each WhatsUp u

B 8-17 X {7~ [X e H 37 A Jeg
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Web 571 X & 3= N2 F 1 #%

o 816 HRMBEERXIE -

\
___________________________ #

{E Home Workspace UL, BJAHEH 7 OGO N BERINIRE WoR N2 HEARZS 18
V&) CPU P FUE R ACR LI, 8 B R B ML) T iz & i I8 b 2. BB
o CPU U, DERGN |

(D) 7EM A Bty Add Content 3281 (Uil 8-18 Fraw ), K5 H 8 4R 2% 54 & AR 11
i, mOEREARIMEZR . PR, L EERE.

+ Workspace View:
Add Content | General [""

K 8-18  #S AR AR 75 [X 1

(2) {E 78 H i Fi %8 CPU # % CPU Utilization | Last Polled Value 3%, Bl & &
E—WRE SRS CPU A, WK 8-19 Fizk.

Report Name Report Type =
= CPU Utilization
[] 7 Last Polled Values (Single Device) Home / Device
“__.Last Polled Value {Specific CPU) Home
[1 © | Over 80% Utilization Home
] [ Over 90% Utilization Home
] [ Top 10 by Utilization Home
[1 | Top 20 by Utilization Home

51 8-19  BEFAIN s CPU A F R 40 3R [X 15

(3) WL HAE Web EF-HHHIE—BH T 2728 CPU JmPER X3, il 8-20
IV

Disk Utilization - Last Polled Values (Single Device) Menu

Please select a device using the configure menu itemn for this pane.

K 8-20 W0 B & A DX A,

Menu

FIAS I ET AR R X AN E T Bs WA, HIF AR iz IX i 2
HARR) B, PRl AL Ie dy ZH v et . SRAED R T

(1) G HRKRA EAI Menu 30, $TTFSEM S, o
% Configure a2 BEAT W ABLE, W11 8-21 Fam. B 821 it E X 4k 7

7| Help




PO % 1 iU S5 X

(2) {F Configure X iEHEPIEF L F 8 CPU ARSI S FHL, IALTE BN 5 2%
Domain. fF Graph type FHi4lZH, H Pie (Ui, Gauge ({X#F %L ). Horizontal (/K
i RED R RAEEFE, A EFE Gauge, JE7s CPU I H RGN, W& 8-22 fs.

@ Configure Graph

Report name:
CPU Utihzation - Last Polled Walue (Specific CPU)

Device:

|I]| malt E]

CPU to graph:

Intel (1) v
Graph type: [ OK ]
Pie - small v | Cancel |

K 8-22 PRLEREBANF

(3) Hili OK &l e e, BISERACTE, TEIRER woas X3 Rs w7 §i7 72 i i) CPU 1
REDCRAEL, W 8-23 ran. WA %R &1 CPU ZHIEAIREAR, 0 14% 447,

CPU Utilization - Last Polled Value (Specific CPU) Menu

Domain - Intel (1)

40 60
(20 80

0

K 8-23  CPU Al I &3

(4 MFEFRITA, AR RN ERNE, HicERE)E, %
VAR BRI 8-24 Fros. WTUAHH, B & e C fr A A Ly

Disk Utilization - Last Polled Value {(Specific Disk) Menu

Domain - C:\ (1)

M Used Space: 1358 GB (B2.1%)
Free Space: 1.17 GB (7 .9%)

K 8-24 A EDIAE
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Web 5 K 3k 3= B A%

o818 fifRIRTERXE -

R B 5 BRI, MG PEZI AT | £ 10 Menu 523 I #E Close #rd, I
TR e T R, ] 8-25 T

Menu
# Configure. ..

K 8-25 i3k X 4k

8.2) Device # B /4B

75 Web 2z JL1f (f) Device TR Ui 2 01 7 IR 742 ) 4 4 B0 70— HE 110 S TR I s o
FRT AR R s A, ARSI T R H R aanEask, nE s2e Rk
BT

C Devices — 1 c
m & New Device M}]Newamup '-E{gNewDynamchmup €

a Home ) Devices E HEFI:II'T.E File Edit Wiew He

¥ IPRangeScan (2008-12-22 09 10.01)

K 8-26 FrE LI

Device Groups Display Name Host Name Address Device Type
= LMy Network, ElH3C UTM U200 10.1.2.1 10.1.2.1 Waorkstation
| 1Al devices (dynamic group) Bl HsC MSR3040 10.1.2.2 10.1.2.2 Wiorkstation
—ZJAl routers (dynamic group) 51172.16.1.16 172.16.1.16 172.16.1.16 Warkstation
# [_JDynamic Group Examples 172.16.1.17 17216117 172.16.1.17 Workstation
¥ IPRangeSoan (2009-12-22 09:10:01) f172.16.1.18 172.16.1.18 172.16.1.18 Workstation
% LadSnmpScan (2010-01-13 15:44:13) H172.16.1.19 172161.18 17216113 Workstation
iZlBLSERVER BLSERVER 172.16.1.4 Workstation
lDsBY3s82X DEBVSEeX 172.16.833 Workstation
EADOMAIN DOMAIN 172.16.1.1 Mail Server
i2l GX12300-SERVER G 12300 SERVER 172.16.8.121 Warkstation
i5172.16.1.16 hanyuning. gxoa. gov.cn 172.16.6.168 Workstation
FILUSHENGFENG LUSHENGFENG 172.16.8.93 Warkstation
EINPIBS8555 NPIB58555 172.16.7.100 Warkstation
B OUDONGQIN OUDONGQIN 172.16.8.82 Wiorkstation
HaLz QLz 172.16.7.82 Waorkstation
F172.16.1.3 SERVER FILE 172.161.3 Warkstation
< 2

[FAIRE, B BA, MW IT IR tE R, a AR e, N A SRR AT
Mo & . AcEfm K A RAF2IEER . LiefeisEhla Fmm, k=2 Web Ftif, Ao & iR

[ 20 AR . Web B i & Jm vE A T an 14 8-27 B



= .:'l—. w
) 2% 15 i SR %
> 3 2] £ a2 - M 4
H Tz A S G R ae e e E, A T4
@ Device Properties : Domain
Sroperties
?F General Enable global performance monitors:
T " ‘| | Configure...
» I_Q'f Performance Monitors Name Description (3 o : I
oo e CPU Utilization ~ Enables CPU Utilization r... Library..._ ]
w Active Monitors , L =
g o Disk Utilization ~ Enables Disk Utilization re... -
4 Passive Monitors Interface Utilization  Enables Interface Utilizati...
Eﬁ Actions Mernory Utilization  Enables Memaory Utilizatio...
< m 2
-ﬁ Credential u - |_]
Enable individual performance monitors:(for this device anly)
@ Folling Name Description New:...
P Notes APC UpsbatteryState Enables Custorn Performa... Edit...
. Delete...
@@ Custom Links
G Attributes
[ OK ]I Cancel ]

%1 8-27 Web il fic & b J& 1t

8.3) Report #1 BT 28

RFE M T 7~ 1 WhatsUp Gold iz 47 1 F H R AL B 1 Py s 8l o IX 4L 3R R % 5 1) 1Y
BT RN s AT RS, AT A I 2 254 . IR LSRR AAE W B 1 R, JFA R
A HANE, XS A AE UT .

7E Web 822 3= FH £+ Report Ftif, vl LLE 2 Web B8 T RF2E 5 1R KA
B, nl&l 8-28 .

& Report F i+ LLEIZR J7 2CA0 1 e B ) LA R R SR Y

Q The Active Discovery Log: Ea kL& HE, Wdx T Ea)kIMES 4R .

The General Error Log: > [ ¥ WHYEG ¢ H &

Health: idox /o8 —H & SHPRAESH) “mi” HUE.

The State Change Timeline: itk | 520 h g e & IRES AT SU R T 32 il 5k .
The Top 10 Report: 6 5% HZEE (Bl WEFIH . CPU R ZFE5) HUEH 4
i 10 15 B3Rk .

The Device Status Report: 7 5 ¥ 85 1% 15 B I HR 25

Iy Ny Ny N

L
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Web 57 X ik 3= Lz A i %

A D3t T DU H SR/ 2, b 78 s BR iz 4138 R &SR AL

% Home £ Devices wdl Reports Ovinew
SYSTEM
View logs and diagnostic -
data for all devices @
PERFORMANCE
GRELE Focus on performance data
Compare availability and for a selected device or B

performance data for ALL REPORTS group

devices within a selected R Al j oD
group U d (/C \

PROBLEM AREAS

FAVORITES View alerts reported across

DEY¥ICE - the entire network and
: troubleshoot problems
Focus on availability and

performance data for a

selected device
“ GENERAL

View workspaces and
WhatsUp Professional ar——
heick Link: application logs —

@

~ Top 10 A collection of Top 10 reports.

] 8-28 4 VLIl T 7T

o 832 IHETXBMHLERZE -

v

Heip

7F Report ML 4 A Report Category (IRFE7F) FHyE, 534 H Tk

BAFREL, Wl 8-29 k.
Eeport Category:
All Reports v

All Heports
oystem
Group
Device

Ferformance
Froblem Areas
General

Favorites

K 8-29 KR

7E & 8-29 1, W[ LLF F WhatsUp Gold $2 4L [ A A 2R TR & .




o) % 1 iU S5 X

Q System R#%: RULRGH5EHESE B System RE TFA FARE R T H— 1% % ol
S S

Q Group fREK: $5E M AAIRE, B0 & AR AR 5k 62 % & R E AT
eI G DLHI AR K

Q Device fl#: FIO0ia HUE HAREE, Bl G v 2 RS el a8 PR e I il 452K

Q Performance (PEfE) k. ik WMI Al SNMP P BE I A0 25 S UG B — R4 &,
H w72 i 8 1) CPU. fhkr . 22 ATNAFHIRI I, BL A Ping #AE B KM I [H]
AT E

Q Problem Areas (H(f[x Jil) 3. #bE M RK, Bl dr & Fr H & il Rk &
1 I 25 W

Q General #R5%: BN RERNESITZH, W& EIER 2 BCE 907 .

7F Report fL & H, 1%+¥ Report Category | All Report 3T, n] 7 £l WhatsUp $2{1E 1) Fir
AIREWIPPR L, WK 8-30 fan. fEixAm, nlk 724 BIREK -

) Home % Devices wé Reports

Feport hame Description

Bl System Yiew logs and diagnostic data for all devices

® [ Group Compare availability and performance data for devices within a selected group
# (] Device Focus on availability and performance data for 2 selected device

# (1 Performance Focus on performance data for a selected device or group

# (1 Problem Areas View alerts reported across the entire network and troubleshoot problems

® (] General View workspaces and WhatsUp Professional application logs

® (] Favorites

K 8-30 AHEMANMERER

{F Report fLI& W, %+ Report Category | Group &1, n &G &AMt E X &5
E o 7E Group FHIEFEF WG R, WA T HEHAE S FHRE S, #1580
TR AT O, W&l 8-31 Frais

Januany 25, 2010; ES[ENENIED
Device Description Size Avg Used | Avg Free Aug % Used =
B172.181.16 E:l (3 A9E3CE  48.05GE  7o6ssMp DGBEIMNNEES
817218118 Gl (5) P468CE 21.15GB 353G 9T %
E172.161.16 Dil ) 4383CGE  3400GE 1axce 068
B172.161.16 Fi ) g1.58CcB  40100B  o214gce 0 1K
SRDOMAIN @ (1) 2009CE  1277GE 7Eece 0 636 %
SADOMAIN D:l 2 11500CE 23.99GEB  ®ooce 207 %
E172.161.16 Gl (1) e e 7EGRE Mzace 155N

B BLSERVER E:l (3 11462 cB 150508 oesrce 0 131N

B} BLEERVER Gl (1) A985CcE 543GE 4d43ce 0 1098

£ BLSERVER Dil 2) 10743GB  10.73GB 0650 GB 10 %
Summany:

Di=k Count Total Size | Total Used | Total Free... | % Used

10 69091 CB 21884GB 417G o2 ¥

K 8-31 HEHEMHAIMHELEE R



Web 571 & & 3= i F 1 #%

it oo

@1, 7E Group Ftfl, EHFEEHERSEOMESIMEE, WK 8-32 frur.

January 28, 2010

(DERJEJ(=]

Device Description TrRnsmit % Recaive % Avg Trnsmit » | Avg Receive | Bytes Transm...| Bytes Received
81721613 Ethernet1/0/48 (4226002) 1.26 % .11 % 1.26Mbps 1.11 Mbps 1.06GE 95329 ME
SHIC MSAB0AD  gigapitEthemetn (@) La> 3 .12 % 1.26Mbps 1.12 Mbps 1.05GB 960 28 ME
EH8C MSR3040  gjgabitEtherneto/n @) 0.11 % 0.13 % 1.11 Mbps 1.25 Mbps 053 60 ME 1.06GB
S172.1613 GigabitEthemet1/1/1 (4228041) 9.05 % 0.07 5 798.59Kbps  715.96Kbps 687 38 MB 616,26 ME
H17216116  Eipgmsao (6918) 0.07 % 0.08 % 71611 Kbps 79886 Kbps 616.31 ME 667 52 ME
217216116 Vian-interfacel 7174) MAA /A 71611 Kbps 71611 Kbps 616.31 ME 616.31 ME
172.161.16 Aux0/0 (300) MA, N/A 62822 Kbps 62822 Kbps 540.67 MB 540.67 MB
217216116 Ethemetor2s @50 0.45 % 0.35 % 448,67 Kbps ~ 354.15Kbps 386.14 MB 30479 MB
1721613 GigabitEthernet1/1/2 (2226049 0.03 % 0.05 % 267 60Kbps 46085 Khps 230 40 ME 215,60 ME
217216116 Ethemetono (1670) 0.24 3 0.02 % 243,20 Kbps 91.87 Khps 209.30 MB 79.07 MB
81721613 GigabitEthermet1/1/3 (4228057) 0.01 % 0% 118.35 Khps 17.26 Khps 10167 ME 14.86 MB
SIBLSERVER  Bragoom BOMS708C Netxireme | 0-07 % 0.01 % 69.10Kbps  10.36 Kbps 53 48 ME 8.92 MB
H172161.16  Etnemetn/ss 4742) 0.06 % 0.01 % 5008Kbps  11.97 Kbps 51.62 ME 10.22 ME
SROOMAIN Broadoom BOMGE7085 Netxtreme 1. 0-09 % 0.0z % 6060 Khps  22.79Kbps 4357 MB 19.62 MB
K 8-32 HAHEMHAWSMHEE R

{F Device UL, AP EGIEELIRE . B, EFEHHZS H3C MSR3040, §]
TR R s T . B 5EAE | 71 #F Interface Utilization, 2R o 28 3 i HH w5 22 11 AN (8] v [,
M Go #%4H, BErfieZOmn=EE, Wik 8-33 .

l Interface Utilization : _ _ More Device Reports: @
; Sl EDEUIDE A |Intarfa|:a Utilization M
) Devices o Reports Export Fe
Date range: | Custam ! :
Select Interface; f—
— ™ Start time: I‘II“IEanIII'IIJ 12:00 AN (% Chart Properties
GigabitEthernetd/ (4) ¥ Q u | P
Endtime [1222010 [ 12:00 Am v
Mondey, January 18, 2010 12:00:00 AM - Friday, January 22, 2010 12:00:00 AM: (JEJ@)0]|
0O Raceiwe O Transmit
100
Q04
a0
70
§
g IR
N
£ 504
5
g 404
[]
Es
a0
N Z\/JLV\ ﬂ
10- %X h | r
||II . i .. . \_ﬁA\,__v ...... S __(/\.-’J
D 1 T I
Jan 18, 2010 Jan 19, 2010 Jan 20, 2010 Jan 2, 200 Jan 22,2010
bdar 1:2:00 am Tug 12,00 &m Wied 1200 am Thu 1 200 &am Fri 1200 am
Tham are Pafnrmanme Monitor coliectinn ermes for the seentad tirne narine

Kl 8-33 HHEHRKMHARE LR

UL BRI A] 3 52 Excel H o HLii kR I 14 L7 H) Export $%H] (U 8-34 Bior),
HIS T H & 1 (Al 8-35 frz ), wlak#5 th 3CFh Text SUAER Excel SUA.

E,

Export

More Device Beports:
Interface Utilization [v

K 8-34 HEHEFHME
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@ Export Report

® [ O %

Export to Text Export to Excel

Include report title

Include column names

Text options:

Column delimeter.  Text qualifier:
Comma [V Double Quote |

O
Cancel

Kl 8-35 EFFT HiRARRY

@ AE G

AT RAZ ], e ] LU YR WhatsUp Gold ) Web # xR F SNV H] . EEEE W H]
U ERE P E RN 2, ST EEIRA TN S . EHLPIE T RIIRSS RS . AL i i R
AR T PRI R X, X REA R A R SR U B . A7 S B i
SLRES ALY 75 Ak U R ERAE B




%9% PRICREREERBLN

AEE S M gy ) T H. PRTG (Paessler Router Traffic Grapher) HJZIHE. FF &
R BAG T A2, AT G T DiRe. LB IRAN AT Y00 T . Ra
I3 ] PRTG A RIS D0 I e I A, R0 25 ) g CORAH O HE s B E 40
o WM ATANE, WS A PRTG F& e PR Hh 5 H 75 N 28 PR 5

ARFENEW T

Q PRTG Dhfgfjin 245w

Q PRTG SNMP Helper i/ M 255457 ;

Q PRTG ¥ M A AR

Q PRTG £ FlATZS I 4 2 i 9715 13

9.1) PRTG BN R R

HAT, AT SN AREL 2 5D AR T U1 ST LA 9 28 S5l i Tn 2, PRUE R 28 AT oH S
el SEPE RIS R AR R R O BB, X T 51, RS D RIE M 4% ()10 . FasE
RS ROBAT, 2 W 00 ) 6% 48 At PR S 1 T BOAS W] Bt

PRTG F4 3> FH SH Hei ) I 26 1y 5 At FHIR 0 S 25 B Y 2 i s PR e 2 80, tnN A7 CPU i
FHERSENG L. WA DA T IR 7 1 A 9 288 SI2 I B A2 HAR L, 0 B R Zgas T a3, T8
VAR C s th 28 . Bk . RSS2 AN At WX 4 A B, SEE 28 AR A, PR 19 2%
{#FEIZAT . AT IR bR B 9-1 Fios.

o
e 1
-]
[
e
'1
]
-
=y
[E1]
!
[y
3
[ 7]
T
|
[a]
3

i\ E.':T

'l'raf fic Grapher

K1 9-1 PRTG F2)7 Eltr
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PRTG Ml s A0 b 9 6 () o s B i, PR AL O T 1od 9 L DR 2 A FH o 45 F10) s 7
s, JFEE AP EW S n i E AR B g R, R RE AR P R E A e X
R

RPTG i ik SNMP. £4i 805, Cisco NetFlow 7 2\ i il [ 2% 77 5 4 FH 2 HoAth o 2% 2
o W ERECE, BEW IR s ML EEIRg . FE, Waees ik
I HAh S FF SNMP PRSI 28 2 46 Canfil85#% « APl FTEIHLE) MPERES % (il CPU
AR BERRIHZEEE),

PRTG TS5t ol xRl —7 AR B B, ol [A) B 5o 21 s i il
T i A s R S B I i & R B T RN, WE 9-2 B

Port 4227906 (Ethernet1/0,36) on H3C 52P_HXSwitch {(172.16.1.3) Q [M | Port 4228041 (GigabitEthernet1 €} [M Port 4228049 (GigabitEthernet1 € M

Live Graph - 60 Minutes - 30 sec Interval Live Graph - 60 Minutes - 30 sec In... | Live Graph - 60 Minutes - 30 sec In...
B e e e ]
o 7 zl _:_ e e e e ccmcccecccceeeee.
| eE SrpmtNesy O shoNsenue Y G R Sans : ol
= ] & R | SRy o) ER e | i Al eddleaiet e
i I Y. . A E_ZI ﬂ._. AV éiﬂ,ﬂuﬂ_ - )
i i i : | ‘D L B _' gy g ——
1420 14330 14140 1450 ; 8 sont----- - N £zu:n §
5 min Averages - 24 Hours ) ] lug 1 , y
-E 200 o F T ¥ T ¥ T x _| d T ¥ a
E 2 14:15 1430 1445 1500 1445 1430 1445  15:00 H
E R : el : : B Bandwidth Traffic TN B Bandwidth Traffic IN
16:00 18 tm 2u 00 22:00 0000 02:00 n-mn nam 02:00 10:00 12:00 1400 Bandwidth Traffic OUT ~ Bandwidth Traffic OUT

Hourly Averages - 30 Days

Live Graph - 60 Minutes - 30 sec In... | Live Graph - 60 Minutes - 30 sec In...
2,000 ]

"""""""""""" T R

=R 10 ZR 17 =R 24 =R 31 mA o7 ‘ 1 SEIEI

kbitjsecond
P

Daily Averages - 365 Days ‘E 1,000
-
-§ ] = 50']
B - mes st e e s T T e T TS TN e B S En S En e T 0 i 2
., I . . . . 1415 1430 1445 1500  [5] 1415 1430 1445 1500 [5)
2009-7<H 2008-1.H 2009-+ 1 2003-+=H 2010-—H 2010- 8 B Bandwidth Traffic IN B Bandwidth Traffic IN
| B Eandwidth Traffic I Bandwidth Traffic OUT | Bandwidth Traffic OUT Bandwidth Traffic OUT

1 9-2  PRTG it & W il A= e 1) b 2k B %

PRTG %4 K A8 A 3 Flows I 7 X
DSmmh%mHG%%ﬁﬁﬂﬁ*%Em%Mﬁ%aﬁﬁWHWWﬁMW%W%m
o 5 A WL RE— A 1 AR A Lo 128 2 77 2k W I 5% &6 1. &% SNMP v,

v2 B8 v3 IR, FFEERIT I SNMP Wi, LA e iF4dé PRTG [ IR 5545 U 19 #%
o 1) 42 1T

Q Packet Sniffing: ZHi B RN 7, & WMAR &R (GEARRE ) A 5L
W R AL, Rl 1P, PR e H AL Z B0 B R T 0 R g R,
U2 A M 0 X 2 A /0 A 80 V2 26 1) 8% g 1 9 A

Q NetFlow: K#i4) Cisco 4% H 2% % #F NetFlow W3, PRTG 73 H1 RN 2% 4% 44 & H 1)
NetFlow i, [FIFEREXFEHn BEAT 70 208 o 12 AU B 4 b ) 5 88 00 200 G A 1)
PRTG LWL % NetFlow 33 £0 (NetFlow5 JiRA), [FI2EKiZ4T PRTG [ LML
R NetFlow A 5EFEF .
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PRTG 2 KBLE i = mlll

o 912 PRTIGHf= -

Retgdic I TP Hubik . Pl o HoAth 2 B06) W 4% 3 1 90 R 48 1
REWE I K Z 2 AT H AL PR EH RS BT KRR At Y 2 5 2% 5
2265 F Windows 2000/XP/2003 £:1E R 2531 5 T 1 ;

WD 5 | A 78 M 00 A ek T s

N e RS AR P AR 8 SRR 3R

R bR BlGEE D e I, A ARE R R

PRTG v f§ ] Windows [&|JE FL 1 FE 7> A1 Web 5T [ L1 4 F

o 913 MAKXEE -

L CO0O00 00

Pt e AN (Freeware Edition) Al kA~ (Commercial Editions). 2% g A~ o] fiL
AN AP AR AE A, B 2l AR A I 3 AT ST ae GRI 3 e el 1Mt
B3 AT . R R A T A TV AT, AT R U7 ) PRTG R 7 I
Http://www.paessler.comy/, i 752 XA ) 72U SV ] VR, 008 i 352 A ) Ak D <)%
IERRFERE o

o 914 RGEX -

A5 LL PRTG 6.0.6.675 WA 25 o 1WA 0] 2231 32 A Al 64 13711 Windows #1E
24 &, 45 Windows 2000/XP/2003 |, PRTG izfTis T HINAEZ) 64AMB, ‘2R & H
24 20MB {457 (8] o AH Bl A e 075 e R 39 hn A ECHE i n, RN SRR H 7 25 300KB
P =255, PRTG WA 5 H SR B AL % )

o915 ZTEHEME

J

WL P24 N2 PRTG 6.0.6.675 1 H ik sl 38 T8 o B fF 42 iy T K 1R Jit PRTG, 1125685
P2 )G e B NE NS AT . PRTG 235 8, LN AR 238 0 0%

(1) EF¥ PRTG “&Hetl, #ENLRFM, wiE 9-3 .

(2) Hil Next f28HBE N 3B TIEFE A1, WK 9-4 Fiar.

(3) Hiddy Next #% 4, #EA Windows Bj kK IEHT PRTG AL M Fdi - 1E £ 5 1. /&£ Windows
Firewall Setup £ ER A 1) Enable network access to PRTG’s webserver £, B[ V118 i
W 2% 3 F Vi In) PRTG ) Web £ FE 7t [fil . 7 PRTG Watchdog Installation ' ZEFEERIA 1] Install
the PRTG Watchdog Service 11, J54'222% PRTG H iy P W MFE1E, Bewg 3L 4% 38 245 15,
ik 9-5 Fra .



Welcome to the PRTG Traffic

Grapher (Freeware and Trial)
Setup Wizard

Thiz will nztall PRTG Traffic Grapher [Freeware and Trial] on
pour corputer,

[t iz recommended that pou cloze all other apphications before
continuing.

Click, Mext to continue, or Cancel to exit Setup.

PAESSLER

Mext > ][ Cancel ]

K 9-3 PRTG 7% FLfi

[ )
etup - r ic Grapher reeware ri =
Select Destination Location |":_S\'
Where should PRTG Traffic Grapher [Freeware and Trial) be installed? \'-I—-'

T —

— Eue:up will nstall PRTG Traffic Grapher [Freeware and Tnal] mto the following
.

To continue, click Next. If you would like to select a different folder, click Browse.
E:ATools\PRTG Traffic Grapher | Browse...

At least 16.3 MB of free disk space is required.

< Back et > Cancel

K 9-4  JEFFR AR

Select Additional Tasks )
L
i

Wwhich additional tasks should be performed?

Select the additional tazks vou would like Setup to perfarm while installing PRTG Traffic
Grapher [Freeware and Trial), then click Next.

Windows Firewall Setup:

(*) Enable network access to PRTG's webserver [recommended)

() Disable network access [web interface only accessible on the local PC)
PRTG Watchdog Installation:

(%) Install the PRTG Watchdog service (recommended]

(O Do not install the PRTG Watchdog service

£ Back ] Mewt » Cancel

Bl 9-5 A E I
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PRTG =& R ECE it = kil

(4) H.if5 Next #&ZH TG FE P 258, HAwHeg )], 1 9-6 pis.

ic brapner TEE¥AIrE an ria = o~

Completing the PRTG Traffic
Grapher (Freeware and Trial)
Setup Wizard

Setup has finished instaling PRTG Traffic Grapher [Freeware
and Trial) on your computer. The application may be launched
by selecting the installed icons.

Click Finizh to exit Setup.

Start PRTG Traffic Grapher Now

EJPAESSLER

Finish

K 9-6 PRTG %5z ke

(5) ‘o5 e )a, FEANS PRTG MUY m e & s S i 9-7 Bos.

Jok|

& PRTG Traffic Grapher
1

T2 Chck e 1o create: pour Fist ssnann

¥o. 0 B BTE Epterprizs Inlinited T B33 refrezhs D4 CFN Load ¢

K 9-7 PRTG iz 47 5L

I

9. 2) SNMP helper &9 K& 3=

Paessler SNMP Helper /& PRTG 7 %45 Windows #1F R 45 S 1 /1) SNMP 4B T
H.. f#H] PRTG fieB 45 Windows IR 552 Ml TAES VR ZHIPEREG B, B2 ZIX)L T %
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SR RAERETRAR o

SNMP helper )R A< €L §fi Pro Edition #1 Pro Extensions /™A

Pro Edition [ RA 4 I 55w Al TAE 280 11 2000 4> Windows PEfEFTbR, 1T LASE
Windows 2000/XP/2003 F 4t Ligfy, Felg s Rt i 2137 Mol X 4.

Pro Extensions Jit /= 7T thi 1 Windows TEREFT ARl , b 5L FF MS Exchange Server. MS ISA
Server. MS SQL Server 55 MW H] 55 R 2 A5 o] I 2 A F JLFR.

QO MS Exchange Server: 1L 1700 MERETHEAS TR An

Q MS SQL Server: j#id 500 8 v E 5 Hi b

3 MS Biztalk Server: 32 MERETH 2 TS bR

Q MSISA Server: 149 MERETHER s

K3FE. 144 SNMP Helper Pro 570 ) % 3 AX R ¥ 35 30 R £ 70K 69 5 7 5 .

o921 SNMP helper ZFHEXR -

\
________________________________ ”

%75 SNMP Helper £E3R A8 40 B & #L.AC 5

Q ] S FFERE 240 Windows 2000/XP/2003;
Q ZERAFH] TCP/IP W &% 3% 4% ;

Q Windows R4 77 £ % 4% SNMP JIfi 55

®- 922 SNMP helper 2% -

{E PRTG ‘2% 5¢ A I H ¢ L85 T SNMPHelper [1%3¢74 )7 . /& Windows XP
HAERG D, TP Paessler SNMP Helper Setup.exe, J4fi4 %% SNMP Helper, Ul
< 9-8 Fior .

-~

[ Setup — Paessler SHEP Helper (Freeware Edition) Q

Welcome to the Paessler SNMP

Helper (Freeware Edition) Setup
Wizard

Thiz will install Paessler SHMP Helper [Freeware Edition] on
your cormputer.

It iz recommended that vou close all other applications befare
continung.

Click Mext to continue, or Cancel o exit Setup.

ﬂeHU Cancel

4] 9-8 % %% PRTG
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PRTG %3 K& it = milll

A Next f2 8 3E N\ 228 H sk k£, Wi 9-9 Fros.

[_ Setup — Paessler SHEP Helper (Freeware Edition) g

Select Destination Location

Where should Paessler SNMP Helper [Freeware Edition) be installed? C

y=d

'J Setup will ingtall Paessler SNMP Helper [Freeware E dition] into the following
folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

C:%Program Files\Paessler SNMP Helper\Freeware | Browse...

At least 1.0 MB of free disk space is required.

| < Back |I MNext > || Cancel

] 9-9 %+ SNMP Helper 2234 [ 5

PRGN 20, BJF4h %%% SNMP Helper. ‘223252 1 G W& 9-10 Fios.

=

DSEtup — Paessler SHEP Helper (Freeware Edition) EI

Completing the Paessler SNMP
II E Helper (Freeware Edition) Setup
S Wizard

Setup has inighed instaling Paessler SNMP Helper [Freeware
Edition) on your computer. The application may be launched by
selecting the installed icons.

Click. Finigh to exit Setup.

%] 9-10 SNMP Helper %3552 %

9.3) PRTG HEMEABI/:

o--9.3.1 SNMP tHX#&Em --

AT PRTG MW A2 1) SNMP Fpi e HoAH R & e B B i, £9.5F SNMP. MIBs.
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OIDs Al SNMP Community String.

SNMP: iz ihilbrEEL 5 3 DNEER A, BPgE s, SNMP A 484
PR fA ER A R AE M 28 TP AL SNMP ARER ) — AN s, Al LUZ B 88 ACHbL. 1
FNLEFT EDAL S B 2 s AQBE 2 ¥ & h B A B, 07 SRS SV 5 0 Bk [ SNMIP 4% X
R 295 B 2R 48 U DY 4 M A R T

MIBs: Al F(E E . MIB R 43, A HE 70 208 AR RICEAVE FIE B, X
S fE Bn] PLE R SNMP PR HEAT 3525 U )

OIDs: {£ MIB 7}z B4 ke b T RO B R ME— bR o bR IR O
W&, WS ER A RRAL YA E X AL THLWA TR 73> =, WE X
T AW B 7 i S BT 5

SNMP Community string: #1:X 57 5 AT P G40 5l &0, T8 5% N 4% ¥ 45 3k 1Y
{75 B HIAUE. PRTG [ 5 /15 SNMP 1 K [AlIN, RIEFEIX AR . WERFAT R,
VAR N 5K, 5 K 25 3000 R AT L BAS B 2510 5K

-- 932 PRTG B SNMP T{Ef&E=x -

————————————————————————————————————

PRTG 2l i SNMP 7 2 SC P AT 58 IR MR, 800 o5 I 2% 0 26 H e A AT H 1)
Bl mE, JHFRree A e g & i m o 2Es DR EIEIE,  FFEvh Ao A 200 8 B B 36
W T LRI A SNMP X%, PRTG 2rifiid H &) OID FEal ]/ H & X OID 4,
BEHUG Y 3% & R e X B EUE . [FI, PRTG K 7E B e vh 48 58 Dy s W i i

w EMARINT 2 AN IFRE

--941 BEEESENENTS -

________________________________

HIL PRTG [ FHs INT A 2Bk F

(1) 7 PRTG LS, Hiid Click here to add you first sensor §% ], BV IE+E 1= 32 HH
1) Edit | Add Sensor... 7<%, W F] RSN 5 0] 5 5 1 Add Sensor Wizard, U1/& 9-11 P

(2) & FF b DREAN RN 7 >GEPEFr i, PRTG Lgefit 1 5 Bl 7 =G, il 9-12 for.

HENZIEIL PRTG Py >CHFHY S R & sk Oy eCORe e il 4 25 1) 45 AR DL

Q SNMP: A IHriE SNMP 1j [ /) 2% 1 Z s BN SCRF SNMP PRSI 50 2 i O

Q Packet Sniffing: Ui ELERM o I E AN\ H A I TH SR I = ) By A £ B

Q Netflow Collector: 3 E AL HH 25 4 5[] NetFlow &4k i /7 2\ HH 2 £ .

Q Latency Monitoring: Hi VI <. M= Ping #RAENAS, il 258 2% Bk A% f e 1

HE B Bk PR HE
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PRTG £ KA E =15

-

Add Sensor Wizard E

Welcome to the Add Sensor Wizard

This vazard will guide you step-by-step through the setup of new senzors for monitoring with PRTG Traffic
Grapher.

Creating new sensors involves three main steps:

1. Selecting the data acquisition techrology

2. Selecting the device/server and scanning it for available sensors

3. Selecting the new senzare and choosing a group az well ag an interval

Mate: If you want PRTG Traffic Grapher ta gcan pour network, automatically for SNMP enabled devices
please use the Automatic Nebwork Discovery to create SNMP based sensors.

Fleaze click "MNext" to continue!

EAPAESSLER

oo
L

Net> || Cancel ]|

9-11  #sny =ilm] &

Add Sensor ¥Wizard

Data Acquisition Type
Fleaze select the desired technology to acguire monitoning data

.@ﬂ

@ SNMP (Simple Network Management Protocol) : sl SNMP ﬁﬁ

) Packet Shiffing ™" B AR TT 5
) Netflow Collector —PNEtﬂﬂw ﬁﬁﬁﬁﬂﬁm
0 Latency Monitoring sl WEHKMW

O Sensor Aggregation —t s e

Help: SHMP [Simple Helwork Management Protocol]

SHMP is the most common method of gathernng bandwidth and nebwork wsage data. Commonly wsed to monitor the
bandwidith uzage of routers and switches port-by-port. Alzo offers monitonng desvice readings like disk space, free
memory, CPU load etc. Becommended for most standard situations.

+ [Causes smallest CPU and network load

* [Offers in-depth monitoring of “Windows Systems using SHMEP Helper

+ bdaonitorz any 01D walue that iz accessible by SHMP

+ [oes not support differentiation of traffic by zervice/protocol,

Learn Maore...

[ < Back " Mext = I [ Cancel ] |

9-12  ISIN1 R ——IE £ )y 3

QO Sensor Aggregation: 1517 m . WL I—ANE LA S EIR LG EN — AN 1
AL O R U LA S B AR RS T I .
PL 3 433X 5 Fpor =K.

® 1942 SNMP LR
L1 SNMP 77 5% 0 o 28 A BB 1A BRI . SNMP i 55, L
RGN CPU SURAI 44, T8 T U0 25 BT/ 415 0 A
RIS R S A5, 207 R FRHE T IS 2% ¥ % A1 Windows R84 ) CPU 4
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B MERAIHER S W A AR S ORI s & 8 R e ). W R I Windows SHYR A1 14
REZ 4L, w[iEIL7E Windows Z 4t H % %% SNMPHelper {CHE T L4 B 2 S 503K HL.

{f. Add Sensor Wizard Ft1fil, M 5 P34 /7 U £ SNMP $94i /72, JF HLili Next 4%
FHHEEA SNMP 145 7 A e £ 5 i, Wil 9-13 s

er Sensor ¥izard \
SHMP Sensor Type Selection ,
Please select the desired sensor type @
©Standard Traffic Sensor === | ryfl: om0 &
() SNMP Helper Sensor |,.-1-._|| Iﬂ
) From OID/MIB Library |p.,|| :j

() Custom SNMP Sensor

Help: Standard Traffic Sensor

| <Back |[  Mew> | [ Cancel

K 9-13 SNMP 14 7 =X 1 i

£ SNMP J7aC b, etk TEL R 4 Fpy-3k s

(1) Standard Traffic Sensor: #r#E SNMP yit s il 7 =0 k1% 7 UM 2845 & M
zZ i s IR oL (fE ] MIB-1D.

(2) SNMP Helper Sensor: 77%i{F Windows XP/2000/2003 £:{E R &b 4% SNMP
Helper F2)7, ARJG AR 1T s R AR ISP RES AL, Bl Wi ™S . DHCP 455K RIS
R55285F QLA AN Ry RAEH S H T % F PRTG S #71) SNMP Helper [1JRA )

(3) From OID/MIB Library: PRTG {5 —/MFiH 1) OIDs £4s /A, thn] Dl 5 A
MIB SCAFEES HE X OIDs JE. [AFf, fEibIiA7ian MR 2 1T 2B & W
OID J% .

(4) Custom SNMP Seasor: 18 ik £/ i %) 5L (1) OID HI T Il )L A7 1) SNMP %%
ay CEPX g P AR

1. Standard Traffic Sensor x4 SNMP = MNA T

B Ak B i b s H 1) Standard Traffic Sensor &4k A 20 (W 9-13), 2AJGHEAN F—20,
IR N & XN A0, ARz T I 77 25 A TN B 1 IP bk A A H € X & 44,
W 9-14 s

iy N BRI 28 1 TP HuhiE A H e o 44, A ERIAR) SNMP vl % 161 ¥
L X FAF 5 Public G745 H 77 LM 9 0T i 152 85 H 10 S B s SOHAT B0E ) o 285 B iy Next
A BEAN 20, HIJFR@E bRt SNMP PR 1645 & W . WIReIE W U7 e e, K 50
ARt g4, i 9-15 Fros.



il ©

PRTG 2 KA E =1

rj.dli Sensor Wizard ‘\
Device Selection @
Pleaze enter the device connection data ‘\_5
|
Device Name/Alias: 'H3C 52P_HXSwitch welp ﬂﬁ }ﬁ %U g ﬂ] P 1|?H_3.jl|:
IP Address/DMNS Name: 1721613
SHMP Version: ' ¥1: Most commonly used. Ty this one if your are not surel

7 Y2 Supportz B4 bit counters [uze thiz e q. for Gigabit links)
" ¥3: Suppoits authentication and/or encryption

SHMP Part: .151 [Standard i= '161')
SHMP Community Sting; public ;[:i B ?ﬁ $ public’

Help

FPleaze anter & _'.'I||ll|l name for the device thal _'.'III"-.'-:I-||I monitor [e.g "o Rowuter'' or "'Mail 5erver’']

| <Back ||  Net> || Cancel l“

9-14 JEILFRAE SNMP J L

@' PRTG Traffic Grapher EAPAESSLER

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ
EEEEEEEEEEEEEEEEEEEEEEEEE RN ]

K 9-15 @ik SNMP J5 30 R 0% 4%

PEAb A O % g H3C MIAZ L, B &)S, FHH AL o R HOE DR,
& 9-16 i

i

il

Add Senzor ¥Wizard

Sensor Selection
Pleaze select the sensors to create

V| Halias E7375104, Ethemet, Connected, 100000 kb, 32bit Counter
v Haz 57373200, Ethemet, Connected, 100000 kb/z, 32bit Counter
[+ Halias 67383296, Ethermnet, Connected. 100000 kb/s, 32bit Counter | Al
[+ Halias 67387392, Ethernet, Connected, 100000 kb, 32bit Counter |
[] #alime 57391488, Ethemet, Mot Connected, 100000 kb/:, 32bit Counter | =
W] Haliaz 67395584, Ethemet, Connected, 100000 kb/z, 32bit Counter |

[ #adias 67339630, Ethemet, Mot Connected, 100000 kbs, 32bit Counter |

[ | #ahas E740377E, Ethermet, Mot Connected, 100000 kb/s, 32bit Counter B | Connected
|| Balias 67407872, Ethemet, Mot Connectad, 100000 kb/s, 32bit Counter
[] #aliaz 57411968, Ethemet, Mot Connected, 100000 kb/:, 32bit Counter

| Halias 57416064, Ethemet, Connected, 100000 kb/s, 32bit Counter T
| #Alias 57420160, Ethemet. Connected, 100000 kby/s, 32bit Counter N I I s 11 20 B

B

HI@M

|| Balias 67424256, Ethernet, Not Connected, 100000 kb, 32hit Counter
[ | Baliaz 67428352, Ethemet, Not Connected, 100000 kb/s, 32bit Counter

[ | Halias 67432448, Ethemnet, Mot Connected, 100000 kb/s, 32bit Counter (™
[ ] Hide ports with esisting sensors
v -
Select the value to monitar: B andwidth v | — _Hﬁﬂ“ Fk_l fé‘*iﬁ%
Infox; lecatth‘ackuts
Connected to "Hammer0S BootLoader Versidp oo roast-Fackets 2 2(Build 00042) ~
on FH5210-24." | E
Mame: admin B |
Location: Defaultzyzl ocation [
[ < Back I MHext » Cancel J

9-16  AZH AL 11 326 3 A 0 2> Hask £

7EE 9-16 ", iy All $28, PRTG $4X00 A o AT W, A 46 Jo i & 7% 452 1 9 11
il None % 4, WA WG MATA] ¥ 13 B8 Connected %4, AL Wl & B2 17w o o A]



=] e
X 285 145 | 52 &%

DA 75 S A e P 7 L o 1 o NS E R, 24t 1 4 Bk omt, A4 i il
v 7 5 BT AR L. TR AL A B R A

I AD AT T2 456 ek 00 A 3 B v 1P fe 9, RPEFE Connected 1 Bandwidth L1022 Ji5 Btk
Next $Z5H, HE AP m P e B S, BB s dl . SRAR U B 110 1] o I R s 28 )
PR, W 9-17 P

Er..ﬂdli Sensor ¥izard .‘
Additonal Sethngs
Fleaze zelact the zenzar settings @
i
Inzert Into Sensorlizt Below: &ll Senzors [VJ
Create Mew Subgroun iH3':_52E_H><5_’f‘-'it_'3h
Scanring Interval [s]: f-3|:|m _ (10 to BO seconds recommended]

Tags [comma seperated): :-SWih:h —- ﬁ E _S'{ iﬁ _ﬁ_%%u *ﬁ-{ -LR

B 9-17 & P n s 4k

eI, SER T SNMP 5 SO LIRS N T R p R . T RN se Bn . R ATE 2
T RN R R R, Al 9-18 P

o~~~ |
® ¢ @ @ @

Add Delete  Edit Stat  Pause
MName Status Device

= All Sensors
= H3C 52P_HXSwitch
Port NULLD Interface on H3C 52P_HXS 0 kbit/second H3C 52P_Hx¢ 30
Fort InLoopB ackl Interface on H3C b2F 0 kbit/second H3C 52P_Hx¢ 30
Port Ylan-interfacel Interface on H3C 5: 0 kbit/second H3C 52P_HxE 3(
Port Vlan-interface200 Interface on H3C 0 kbit/second H3C 52P HxE 30
Part &ux1/0/0 Interface on H3C 52P_H. 0 kbit/second H3C 52P _HxE 30
Port 4227634 (Ethernet1/0/2) on H3C 5 4 kbit/second H3C 52P_HXE 30
Port 4227666 (Ethernet] /0/6) on HAC & 4 kbit/second H3C 52P_HX¢ 30
Port 4227830 [Ethernet1/0/34) on H3C 41 kbit/second H3C 52P_HX¢ 3(
Port 4227306 [Ethernet1/0/36) on H3C 14 kbit/second H3C 52P_HX¢ 3(
Port 4227322 [Ethemet1/0/38) on H3C B kbit/second H3C 52P_HxS 30
Port 4228041 [GigabitEthermet1/1/1) on 4,816 kbit/second H3C 52P_HXE 30
Port 4228043 [GigabitEthemetl/1/2] on 27 kbit/second H3C 52P_Hxt 3(
Port 4228057 (GigabitEthemmetl1/3) on 261 kbit/second H3C 52P_Hx< 3(
Port 4228065 (GigabitEthernet1/1/4) on 11 kbit/second H3C 52P_Hx¢ 3(

& 9-18  AZHALim i AR
LEE: MM T AT A kbps A5, LA VA Bls AHE45469 (1Byte=8bits) , FEiEE
X 4.

Inws AR i H e 2 i, e ixm H (B0 Eth1/0/48), £ 7 A4 {4 2
E R, SO B RN R AR, St il 2 = KR I H AR, SREEI E] [a)B% 4 30
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PRTG & M ECE L= 1a

Fb, UL kbit/s fE BT, QI 9-19 . nf UG, AR IE(EZ 4 1.87Mbps, |fi
i B EAE 2 4 7.25Mbps .

Graph | Table: 24 Hours | Table: 30 Days ! Table: 365 Days |
Port 4228002 {Ethernet1,/0/48) on H3C 52P_HXSwitch (172.16.1.3)

Live Graph - 60 Minutes - 30 sec Interval

18,000

16,000 - < = = <= = o e e

14000 == === mmmmmmm s o
B 12,000 . ,
= E,IIIIJ """"""""":':T."'""'  Eremiee gttt | ey
TR RN CRTPRTREY . e | R S
2,000 A AN A Y -

0] : — S : — : :
16:20 16:30 16:40 1650 17:00 17:10

K 9-19  AEFASHA T 5 i = K

A %‘#ii',_?fiﬁ:’ 4o K 3% 1 Connection Failed #94R4E S, M & 7= LEKI|IXE.
W OUA T fE 2 B A W &5 3 o W, 3%k & R /B SNMP IR 4. SNMP wmﬁ&d&
AEFRRAER FHAERCERFREZERG. TEAORTTRERER.

2. SNMP Helper Sensor j&id SNMP {18 15 ) 33 5§

fili ] SNMP Helper Sensor J7 XM 4L, #5675 245 HAs LN I SNMP k55, Jf
‘2% SNMP Helper ffi Bi#2)7 . 75 PRTG ‘¢3¢ H 5 675 7 SNMP Helper % 9 MiUAS [1) 2 B 2
Feo ZAese Oz a K Bal a3, Adf ST .

RACH L Jo, 7F SNMP AR A %4 SNMP Helper Sensor 724, [AIFE I H bR
THL TP Huhk Al H 5 X N4 G, Bl Next 24, Bl JFahfr 4 EHLN % . A4 dn
K 27l ik SNMP Helper e RAERITERESEIER, WFEMEA TR, NAEFHZFE, WK
i WFEEZE, & 9-20 PR
‘Add Sensor ¥izard | %]
O oo sl th sosors 1 sl

‘_::PIF!"i QNP OF MNFe e II1I:I="T rif thiz desiee b checkinn the howes beloawr :
i = SNMP Helper Freeware : : : : : S, ial

4 logical disk: C: S|
- logical disk: D:
4+ logical disk: E:

- logical disk: F;

+- logical disk: G:

+- logical disk: _Total

+- memory

+- network interface: Intel[R] 82567LM-3 Gigabit Network Connection - SREWEREE S Y RITHIER..
+ network intefface: MS TCP Loopback interface

+- objects

+ processor: [

+- processor. 1

+- processor. 2

+- processor 3

+ orocessor. Total
Infor

/€ 9-20 JE ik SNMP Helper 3R U v HLALTE HE S 2513
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M Ab 325 B W ) X = 3 A B T 2R net bytes received per sec, BEA R iDRI5ERL | SNMP
Helper 70 PN &R FE. ERJE, A Zx&RL—/MRERTES, 7
15000 oAy, AcHO U S R EABCEAE R R O, IB{EIA B2 550kbps, Wi 9-21
B .

network interface: Intel[R] 8256 7LM-3 Gigabit Network Connection - S Juiligi+®: S VYENFIQOHM

Live Graph - 60 Minutes - 30 sec Interval

| R L P
BO0,000 === === === =eocemoooooooao e N D R R S e D R
40,0003 ----------emmmeememmee oo o e
o G000 G -y

o ] ] - R L LR R R R e LR,
S 350,000 - ===========ssemmmnnnnnn rqw \ e SERRtty CEEEEEES
gamnuufu‘rjjwﬁv:’ ﬁ:l!n
B 250,000 - -----------—--- SRR i AR B Ra----
.Ezmnuajhj S e
15134000'3"""*"""--"--""""!'""""""""""'L R P e e T ,Il'ﬂ"',llg,'"
100,000 F === ==m= == e mm s e e eee = f eSS e s e e ke o e i : e e e

-

1430 14:40 14450 T 15:10 5520

B 9-21 A Hh = R =

QFE:. BAFHET S, RETEFELED SELBERE, HEELFEE P44 File | Save #A4T
thfF. TN PRTG iBH &, B RoxAEFTH4E.

3. From OID/MIB Library 5zl OID\MIB JE X} &

7 SNMP K IR R, #EFE From OID/MIB Library /534, %1 Hbs ALK TP Hubik Al
HE X NPT RS SRS, B Bl OIDs FERENS KA1 GE 2 8, fLH5 CPU 1%,
WLEL R 2 P)EE e AU AR 23 Ry E, DL AOE I bRt MIB & ol SREUP 250, W
& 9-22 7 .

!Add Senzor Wizard El
Senszor Selection 3
Pleaze zelect the zenzors to create {::[9
1
Celact nmne or rore senenr hines of Haiz dewice bu checkinn the hoves heloae

ale -
= H:Dst [Genenc Syztem Information] }AJ
[+ CPU T [Intel]

- CPU 2 [Intel]

G- CPU 3 (Intel)

- CPU 4 [Intel]

Er'] Storage C:h Label Serial Humber 24282664

Er'] Storage D4 Label: Serial Mumnber 7870251

Er'] Storage E:% Label Serial Humber cc8380a3

El Storage F:b Label Serial Humber 10253282

Er'] Storage G: Label: Serial Mumnber bd123aa3

Er'] Storage H:' Label=P_PRO_SP3 Senal Mumber Fi55efdf
Er'] Storage 14

Er'] Storage J:% Label HANYUNNING  Serial Mumber 16df22cf
El Storage Kb

El Storage Physical Memony

@ Storage Virtual Memary "ﬂ
[ i

< Back Hext »
< 9-22 IS OIDs A a] SREX v AL HE 2 B &

AR E R RN CPUL. CPU2 MM N A- A . AN 20, 588 OID J7
AL TP A RN A A 3 AN &R, K 9-23 s, K 9-23 F 4%
T AT it . 7 9-23 H1, CPU H#fli A2 i) | 4y bE 2o, 76 18 & 00 Fil
KH 12 200, tHHEHHRIRIRE, XEH T 1%~3%0) 73k. WA H AT 5358
A7, FEARARIIE], #EH T 29 700MB (1 1745 18] TR IR0 3% ARAT -
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PRTG R KECE = mll

0ID/MIB_pc oM

5 min Averages - 24 Hours

100 i
- 700,000

a0 :
80 600,000
ig 500,000
2 sl 400,000 &
L i
404 300,000
gg | 200,000
0 100,000
0 -0

B CPU 2 (Intel) = CPU Load (1 min average) on OIDMIB pe (172.16.6,168)
I Storage Physical Memory = Used on OIDMIB _pe (172.16.6,168)

K 9-23 &FH CPU R MW AA IR 255 B3R

4. Custom SNMP Sensor 5B ENX OID 3 &

i | Custom SNMP Sensor /7, 7 2L A AR HAA W I 5261 /) OID H{E, 1ZE0(E v i
MibBrowser %5 - H 3L Il ALHL OID %% 1so.org.dod.internet. mgmt.mib-2.icmp.icmpInMsgs
(.1.3.6.1.10.1.5.1.0), BE3RHL ICMP P H ik BEHH i AASHLIVH Sl . MibBrowser 1. H
$RHL OID FRiR, Wifd 9-24 Fi7s.
r;gmﬂru':gr — QE\

File ZSearch View Help
== icmp ~

~== jemplnErrors
o= icmplnDestUnreachs
co== omplnTimeExcds
== emplnParmProbs
o=l icmplnSrcQuenchs
== icrmplnRedirects
co== icmplnEchos
== jemplnEchoReps =
Lom omplnTimestamps |
~=f= icmplnTimestampReps
o= iomplnddditasks
o jomplndddiMazkReps
o=l jompOutMsgs
co== icmpOutErors
o= jemplutD estUnreachs
Comle jermpUutTimeE xeds
== icrmpOutParmProbs
o= iompOutSicluenchs
o= jompUutRedirects

Comle jempOutE chos “’
MIE ]_isu.org.dod.intemet.mg-mLib-E.icmE.icrnEInMegs
op 13812151 ==|NibBrowser 3k OID 2%
SYMNT A ]E:-unter B The total number of ICMP meszages which the entity received. MNote that thiz counter

includes all those counted by icmplnErmors,
ACCESS |read-only

STATUS |mandatory

Mem: 1245 KB Files: 45 Hodes: 3822 Yy

P 9-24 i A} MibBrowser 7t & OID %14

P OID HfiAn i, & SNMP AP A i+ From OID/MIB Library J5 (. %
FHHIN OID ¥flif5, 7% M Test this OID #28H MAA ZHE &5 IE . a0 i 1F i,
FEIRAF 12N G Jm PR e A HT S5, W& 9-25 s
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Add Sensor ¥Wizard w
SNMF Custom Sensor -
Please enter the required SNMP configuration data

Connected ta:

Connected to "Hardware: %86 Family § Model 23 Stepping 10 AT/AT COMPATIBLE - Software: Windows 2000 ~
Wersion 5.1 (Build 2600 Multiprocessor Free]" :‘|
Marme: HANYUNING

Contact: ™~

0ID: 1.361.21.51.0

Test this 01D 1 Value 21944

Tupe: | Delta [difference per I:IE!fil:ldi v | []Float value

Scale: 1.00f%) @ Divide O Mutiply

Indicator

Lipt:

You must uze the 'Test this 01D’ Button to verify your 01D before vou can go to the nest pagel

| < Back L MNext » ] Cancel ]"

K 9-25 dEid%m A OID "] ZREIvHEANLTEHES BIER

S IN1Z OID X G Wi =5 s a, BAE T S8R P E RN, WK 9-26 Fios.

Marne Skakus Device Inker
- All Sensors

+ H3C 52P_HXSwitch
+ SHNMP_helper_pc
+ OID/MIB_pc

=l Custom SNMP_pc

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

Kl9-26 i EAIRFAE OID Jj A ELEIN N A

B 1% OID XY R 410 1 /M EH I, H & H T2 Ll ICMP i A AR 4L
HALE . HAE 15 155 /247, Ta)n M 48 B4 Ping A& I, 4 e 210 dim (0] 52 1) £iedls .
SEI i b e e AT WA I BT, i 9-27 s

Custom () on OID,/MIB_pc (172.16.6.168)

Live Graph - 60 Minutes - 30 sec Interval
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Kl 9-27 ICMP Ppislifi A 1) & £
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® - 9.43 Packet Sniffing ##E 820738 -

125 TG T 2 23 8 AN SCRF SNMP WS, BT 2242 1R 28 BpsORT TP 3t bk SR 7 41
TR 2 s S AT RIS Dt o 27 sUREE IR P AT fiie GIEANRLHE ) “%2%¢ T PRTG FE /1
At Y A -

W, AEACH M A5 U R IR I B A RE AR B BB M A s M =4 1, BT
PRTG 8 & FF A g il i 206 Hh HoAth Bz e B (R 6L o AR 22 M 0 o 26 Hh | oAt i e, U
i B SR “ e 17 B R AL (FE BRI, FROW SPAN 504K
FEIXMROL T, scfplrete e fhiiss “ Il 07 Bpra S e r s 0, HEag il “ih
W% 17 %4 T 1847 PRTG BIHHE ML, W PRTG R 73 i £ 1% A HRATL V) BT A7 I 4445 5 o

WA T M7, SRR PRTG 2287 Fr Ay oAt vF SHL A WS¢ 0L L

858 #3EaENF XBEL EAAN CPU RGM AHR, EAFASRIG AR FA
REZSH

BEAL, PRI = Al o = A v e . e BV IR AN B
(1) 7F Add Sensor Wizard Ft[fiH', #EF¢ Packet Sniffing £ &80 /7, #EAARHTHHNL
W RIEREE D, 1% DR A 7 el (R A <, i 9-28 Frs.

Add Sensor ¥izard

Metwork Card
Please select the netwark. card to monitar

Sensor Name: Local Cormputer

Pleaze zelect one or more network card(s):

| Adapter for genernic dialup and VPN capture
| Whware Virtual Ethemet Adapter

| WM ware Virtual Ethemet Adapter

| MS Tunnel Interface Driver

armmmaarrrlbssr sty ey rrnmay FmmatrrmstrrEmsstrremTterEmsas ey Frmarrrman FrmamsrrmemaremmmarresssrreRmaatrEay

I < Back I Mest » | l LCancel

P 9-28 LRI Jy 3, e PR I A4S 3 Y R
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(2) IEFFREAN M I R i, 3EA F—2PRET I I8 A, BOAET N Monitor All Traffic
J¢ PRTG il Fr A7 i 2 ek AHLM A 145 1S

IR AR ER E e, WIFE PRTG - FL k% Filter Traffic | Library ¢ ¥ iy 2 o] i%
B e, e TR, Kk 2 /DAE Include Ruleset HH ¥ B — I AR VFI L JERE ], LA A
7f. Exclude Ruleset " 15 B — FARPR (L ERE I o FRVF W Z - A7 5 ok 308 A0 ) 1) 250 B0 0 0 75
fE PRTG hilllH o 2, F5ar B R0 B £ s AR A il o 338 B i A i w1 9-29 s .

Add Sen=sor Wizard

Filtes

Pleaze choose to maonitar all traffic or et a filker for the data to moritar

) Monitor All Traffic
(%) Filter Traffic

|nchude Ruleset

Exchude Rules| Loopback

52
o

B (LR

(l" ilter Library

Broadcasts E Add Filker

| | Privatelad_10

| Privatel AN_172_1E [
| | PrivateL&N_192_ 168
| Privatel anMetworks [

Rename Filter ]

DilebeEites ]

(3) WERTFETE AR IE H , nl 5§y Help 28 &85 HVFA MR, WK 9-30 Fror.

; DestinationlP[255.0.0.0/3]

Cancel l

K 9-29 PRIy i JEfE SBIEFE

' Filter Help

%

seperated by a space.

Each line in a ruleset iz a rule. Each rule consists of one or more items

All items of a rule have to match for the rule to match [logical and).
If any of the rules [=lines] matches the whole ruleset matches [logical or).
A single item can be inverted by prefiging it with a minus """ (logical not]

The following items can be used in a ruleset.
Click for mare info on the item, doubleclick to insert and close.

SourcelP

S ourcePart
SourceMAL
Sourceds|
Destinationl P

D estinationPort
DestinationkdAC
DestinationdS|
Protocal
Inboundinterface
Dutboundinterface
ToS

Library Entry

SourcelP
Source |P of the data.

Format:

SourcelP[a a.a.a)
SourcelP[dhs name)
SourcelP[b.b.b.b/c]
SourcelP[b.b.b.b/m.rm.rn.m)

a= number [0..255] or range (x-y] or *
b.r= number (0..255)
c= bits in network mask (1..32)

& 9-30

Examples:

SourcelP[10.0.0.130]
-» All data from 10.0.0.130

SourcePort[80]
DestinationPort[80]
->» All data send from or to port 80

SourcePort[1024] DestinationPort[1025]
-> All data send from port 1024 to port 1025

-Protocol[ TCP]
-» All traffic that iz not TCP

Walid values for the IP field include:

10.0.0.100,10.0.0.50-80,10.0.0.7%,

wiww, paessler.com , 10.0.0.0/8 . 10.0.0.0/255.0.0.0

AR L IE I IR ) A
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PRTG R KECE = mll

S5EE:  “AHFAN” Fo HHRAR , BRI GRS ROS ERIETTER,
AT HER AN 69 2 AN AR dE T . BB QLB B A B 4, AR F AL
WA TARR, 8w L AF YR PR AR WBP °T

(4) EFLIEAE G g N2, GFFERN PS5, 4 DNS. FTP. ICMP
(Internet H L= H P30 ). HTTP. HTTPS. IMAP (Internet YH & U7 0] Fpi ). IRC C H G
HRHYRIIR PO NETBIOS (28 LA A/ R G V00  POP3 YIS 1M ) RDP
Col SE R AL E ) SMPT (HEAE R I W) . SNMP Cfaj B X 2445 BE Y 8L) . SSH (4242
Hh5ehiX ). TELNET GEAEG KO EFEVMON R G CanE 9-31 fron), Zdli s
¥ & T i i iSGAT R B
Erim - rmiczs

Protocols z
Fleaze select the protocols to monitar g E}
0

Select Protocols ["Channels™):

| . |

e [ Select Al
v FTP

¥ HTTP ‘ [
s i U U |
[w] IMAF

W IRC

[ METEBIOS
[+ POP3

| BDP

v SMTP

[w] SMNMP
[v| S5H

|v| TELMET

)
Select None I
)

Edit Port Filter Libraiy

9-31 AR Jy 2 R i o U B

(5) EFE T PRI 52 AL iR R E . Ba &I 1 /DR ER, oJ&FHREA
b X B L, IR SR R B R 2R 1, BRI {E & HTTP WS4
Py, WK 9-32 Fras.

Packet Sniffing_pc M
Live Graph - 60 Minutes - 30 sec Interval
180 f-----smso-seeseeesesieesseeeeessesesseeeeeseseeesseeemssiseossee-oapoo-o-
1 ‘E -----
s R s e
- T
= N
L e e e L L L e LT L t-----
L5 J
e R L LR R
T ]
EQ | e e e e e b e e
P PETOre | P
zﬂ:' ___________ o T R R M W it e P I e e i s e e Y, v el Yt e Y 2 __|'f| _________ :H'Il____ﬁ_J _____ i
:ﬂ‘.-—-‘_-—-.-—-‘_—-‘_——i—-h———r——h.-_‘—--A—-LL_J
ﬂ 4 ] ¥ | J ] J 1 ¥ 1 " 1 ¥
16130 16:40 1650 1700 17:10 1720
B Other ~ DNS FTP W HTTP W HTTPS @ ICMP
W IMAP B IRC B NETBIOS [@ POP:2 B RDP SMTP
B SHMP S5H TELMET

B 9-32 Aia %5 2R 0 i &
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® 944 NetFlow Monitoring #3748 - -

1. NetFlow AR &4

Netflow £ A fz & T 1996 4 f A} 24 7] 1) Darren Kerr A Barry Bruins JI &% . ‘& & V]
T Cisco 80 W0 2 B A2 b AT ok, 5 Wk Ji Bl oAy I e o g 48 it b A o 1) 800 B v
A USSR s o VT 50 N

NetFlow ARG 289 215 Bl sk B & s/, R EgTHE . o n
ARG S m S AR R T NetFlow {5 B o X 2845 E P AL 5 Fdin BRI AT H 1
i A5 B PR AR e S . IXLSE B AR T IR tH O A

2. NetFlow X7 3 E N

NetFlow i Ml /7 20N 3E ] T8 H Cisco w & B M 2% o K EB 9% MV ) Cisco i HH 4y S 7 1%
77 T T R 488 i 6 o IV 12T TN BB N S %, AH AT sl o 1 ORI X 2 R
P Z T, SR Cisco &ML, AL Cisco i HH a5 BXAZ #e bl 0] %24 | PRTG
PR IEER A, it PRTG 73 Hr i H

1 Add Sensor Wizard Ft1f, 1£F¢ Netflow Collector yit il 77 =C, W& 9-33 7~

Add Sensor Wizard E
Data Acquisition Type
Pleaze zelect the desired technology to acquire monitoring data 1.3
0

() SNMP (Simple Network Management Protocol)

() Packet Sniffing
@ Netflow Collector ——=p Netflow Jii Wil 77 70

( Latency Monitoring

(O Sensor Aggregation

Help: SHMP [Simple Hetwork Management Protocol)
SMNMF 12 the most common method of gathenng bandwidth and nebwork. uzage data. Commonly used to monitor the
1 :.-.::l Lizadge O roLuters ano s !:.:- |_I.I: I.” | IS MCrILorir |i |'._:i||.!i :... 130
CPU load ete. Becommended for most standard situations
o Cauges zmallest CPLU and network load
« [Offers in-depth monitoring of Windows Systems ro SNMP Helpes
« Monitors any DID value that is accessible by SNMP
Does not support differentiation of trathc by service/protocol
Learn More. ..

1 9-33  NetFlow %4 v il 7y =X

B Next, A NetFlow X% 1A FEH 0, GNP IR % )5, BIEm T
NetFlow il 77 =011 2 o
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PRTG & M ECE Al =12

®- 9.4.5 Latency Monitoring 400 57 A4 -

Latency Monitoring Hiilll 72\ &, PRTG i 12 [n) 152 4% 7235 ICMP ) 3 5 3K CE[] Ping fiy %),
SR it s B R e VA BRI . R Z ] F, ZRARIE BEECK 1Y) Ping WA VIS, 1 22
(1) Ping Z5 80w AW 2 6 B B AT S 2 RS 8 O g o 10— 25 BEAG 8 IR S 2K 23 Y 7
I AS E AN B ZUE -

fF Add Sensor Wizard F-[fii", i£#F Latency Monitoring il 53, RJ5iEFE F—2D ik
ANWE T, WA RS Boasa. IP Hihl, PR IR N 1 I KRB IR K%
i Ping A0 6L/ CBEARIEFEENE R 0], WilE] 9-34 Fror.

Add Sensor ¥Wizard
Latency Sensor :
Fleaze enter the latency sensor settings @
|
Device Name/alias: H3C He_Switch
IP Address/DMNS Mame: 172.16.1.3
Timeout [ms]: 1000(%;) == BER N 2 )RR
Facket Size [bytes]: 32 —#ﬁ&ﬁ%ﬁﬁ@;mkd‘
< Back ]l Mext > Cancel ]

K 9-34 Wi mg v iy 2K B L

WHESTHEEUEN T 28, Wa] 58 st il my B IS SR Bl . B Y e 8 vl &
Il Ping Ay <> Wl NRIERIEEE , WM BAE 3~7 eI, Wi 9-35 pras.

® - 9.46 SensorAggregation 2T SN AN -

7t Sensor Aggregation /7 2\ I, WK JLANTT SR A O —ANE T AL OB T EURER AR RS
RIS VR . & ad 1 R Y 2 e B R A e S S R
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Ping oM
Live Graph - 60 Minutes - 30 sec Interval

R A A

Kl 9-35  Ping iy 2 W b K b 2k 1]

7F Add Sensor Wizard 5[}, EF¥ Sensor Aggregation Jyx\,, HEA T mEFE 50,
FHE RS T AT ORI AL, Wil 9-36 .

TR FETE | X

Aggregation Sensor E

Flease select the channels you want to agareqgate for the new sensor

MName of the new sensor; aﬁ.ggregatlnﬂ HxSwitch

Sensor type: | Delta sensors (counter based, e.q. traffic sensorg) |rv

Select two or more channels:
(= All Sensors |ﬂ‘
= H3C 52F HxSwitch | EI|
= Port NULLO [nterface on H3C 52FP_HxXSwitch [172.16.1.3] E
- [¥ Bandwidth Traffic IN
[ Bandwidth Traffic OUT
= Port InLoopB ackO Interfface on H3C 52FP_HxSwitch [172.16.1.3)
[V Bandwidth Traffic IN
[ Bandwidth Traffic QUT
= F'c-rt Ylan-interfacel Interface on H3C 52F_HxSwitch [172.16.1.3]
[_ Elann:ll.-'-.lu:lth Tlaffn: IH

-

Channels selected ﬁ:-r aggregatlnn [you can add more channels/lines in the Edit Sensor dialog later):

Fort InLoopBackl Interface on H3C 52F_He<Switch [172.16.1.3] - Bandwdth Traffic [N |n ‘
Port Wlan-interface Interface on H3C 52P_HxSwitch [172.16.1.3) - Bandwidth Traffic 1M [l
Port Ylan-interface200 Interface on H3C 52P_HXSwitch [172.16.1.3) - Bandwadth Traffic IN Bl
Port Aux1/0/0 Interface on H3C 52P_HXSwitch [172.16.1.3] - Bandwidth Traffic IN 5
F'-:-tt 4227634 [Ethernet /0/2) on H3C P H}{Swuch [1¥2.16.1.3] - BandWIdth Trafflc IN |v|l

0 e T s Lo Lo T T il 0] ol B B L T e T el o e WL | P R L B I B I L) L= e |

| < Back " Mext » l | Lancel ]

9-36 EZRG W NIy U IERE N R

FET RIEFES IR A nT I Ry B H L PERE M 3, £ 2810 R4
ANFEER G ARG SR E .. RN ER, 20 E e HaEE,
il 9-37 Flr7n .

EGEE: 7 AT, LERZERREJNGT SHTES (wRFH AT 420 F)
ﬁﬁiﬁ%%%ﬁ%ﬁ%%Au
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Aggregation_HXSwitch

Live Graph - 60 Minutes - 90 sec Interval
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5 min Averages - 24 Hours
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kbitfseco
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1800 20000 2200 0000 0200 0 04:00 0800 0200 100 1200 1400 1600
€ 9-37 AW AEPREERE
® 947 3 I mMITICRIRTLE -,
22 9.1 A H T HITair e ey 3 Fhos =X )
# 9.1 3 Z PRIG R mM 7N x L
Fs X tb I H SNMP Packet Sniffing Netflow
| N BRMEEMSIESRN | E24%, WEENM

Lo el L 244 V8 4

&7 3 ik P E TP kb R 43 TE A - o o
2 i FE yiss

F %
3 Bt niEs GEREFHEL . Pl 4 o .

{o FRL R L HE 46 %) = =
4 L IP kbl gy 55 A FH 26 5 ya v
5 it MAC Huhb i Jg iy 5 F) % 75 =} 7
6 1 o ) B g 11 ok Y Ay v A R i 15 5

At e A 2R 2 46, GE A ] H At o _ _
7 PR 7E (= (&

2

L B, BT nE B, WRT =

%17 PRTG /' Flffy CPU fi '
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PRTG iOF AL T H sl 73 F AN I N 45 V¥ & I D) e « 76 - S, 8 £ 5% HLdiy % Extras,
Zee B A T PRTG BN &I H, B8 A3 & M4 S Uiae, &Mz i) IP ih

Sk vo Bl £ 5 0 19X 295 st e T

Extras > H 41X W1 9-38 IR

Extras Help

v Enable Monitoring Engine Ctr1+M

futomatic Network Discovery. ..

Hetflow Collectors. ..
Filter Library. ..
Channel Library. ..

Options. ..

%] 9-38 Extras 3¢ By %

CaCNERTIREEs 2NN &= S
(1) 3% Ff Extras | Automatic Network Discovery i H.ay 42, A Hal) v & 510, 4
N TP ik R UG BN 45 B i, PRTG K /EHWIE B N B — R B TP W & SNMP #1[X
FIPERASEER A Public, % % SNMP Community String N %%, 1AL 1 ERIA ) SNMP
i 1, DUJAH Y B 20 SNMP 55 1, W1 9-39 iR

Hetwork Discovery

Detection parameters
Pleaze provide the necessary [SHMP] settings for the discoveny process

Address Hange

First IP Address: 172 [5). |18 q1 0 B[
Last IP Address: 172 .16 = . 254

SMMP Parameters

SNMP Versior: ©vi Ove OV3

SNMP Community String: public w—— SNN P *i [3: ‘?iil"%'f $
SNMP Port 161 (%)

Speed, Enable Highzspeed Scan

s P Hhhk
ZE o 1P Hihk

[ <Bock |

’19-39  Hah A i e 1]

(2) IEEYEE, Bl Next #8370, Wi 9-40 Fios
(3) FHEE G 2538 B8 2 H R Y 4871 i e Hom 0, 298 B85 M Ol /4 % % S HL i
CVRIA] 58 T s s, anlE 9-41 Fhios.
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PRTG £ KALE =18

o =

Hetwork Discovery

Network Scan @
PRTG is performing the network scan \_J

Checking IP: 172.16.1.19 [up to; 172.16.1.20) for SNMP Agent

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
AEEEERSEASNEREEEEEEEEEESEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEnEEENE

Scan Log;

1172.16.1.10: No SNMP Agent Found

172.16.1.11: No SNMP Agent Found

172.16.1.12: Mo SNMP Agent Found

17216.1.13: Mo SNMP Agert Found

172.16.1.14: No SNMP Agent Found

17216.1.15: Mo SNMP Agent Found

17216.1.16: grcabF-H3-5650-1 55 interface(s) found
172.16.1.17: gxca_f7 O interface(s] found

1?2 16.1.18: gucaBF-H3-21650-1 55 interface(s) found
|1?2 16.1.13: Searching for SNMP interfaces. ..

Scanning 172.16.1.19 for SNMP Traffic Interfaces

T T T T I 1T b0 013 i

B B B I B B B B B B B B B B B B B B BN B B B B B B B B B BN BN BN BN BN B BN BB BB
[II'.I.I"'.III.I.II'II'..II.II.'.l""-IIII.IIIII.I'IIII.II.' ]

Abaort Discoverny I

¢ Back Mest Cancel

5 9-40 B EpiAmAR LM R

e =

Network Discovery &3

Select Sensors @
Pleaze zelect the devices/interfaces for which new senzors should be created [ g
1]

Please check each item you want to create a new sensor for:

= I_ H3C-53600 (172.16.1.3) |:|
L 3 [V #NLLLO Interface, [Unknown type), Connected, 0 kb/s [Sensor already exists] |_|

¥ #inLoopBack( Interface, Software Loopback, Connected, 0 kb/s [Sensor already exists)

[V #Vlaninterfacel Interface, Layer 3 Virtual LAN - IP Protocal, Connected, 0 kb/s [Sensor already exists)

[V #Vlan-interface200 Interface, Layer 3 Vitual LAN - IP Protocol, Connected, 0 kb/s [Sensor alieady exists)

[V #Aux1/0/0 Interface, PPP, Connected, 0 kb/s [Sensor already exists)

[ #4227626 [Ethemet! /041), Ethernet, Not Connected, 0 kb/s

|V #4227634 [Ethemet] /0/2), Ethemet, Connected, 100000 kb/s (Sensor already exists)

[ #4227642 [Ethernet! 0/3), Ethemet, Not Connected, 0 kb/s

f [_ H4227650 [Ethernetl /0/4), Ethemnet, Not Connected, 0 kb/s

: 1 #4227658 (Ethernet]/0/5), Ethemnet, Not Connected, 0 kb/s

- |¥ #42276EE [Ethernet! /0/6), Ethemet, Connected, 100000 kb/s (Sensor already exists)

I #4227674 (Ethernet]/0/7), Ethemet, Not Connected, 0 kb/s

| #4227682 (Ethernet]/0/8), Ethernet, Not Connected, 0 kb/s

| #4227690 [Ethernet1 /0/9). Ethemnet, Not Connected, 0 kb/s

-[_ #422?5'38 [Ethemet'l .-"EI;"1 E] Ethemet Nnt Emnnected I] kl:u’s |ﬂ

Select Al L Select Connected Select None ]

< Back " FEinish I [ LCancel lﬂ

K 9-41 B A AL 1) B Ak

L\ixE. k5364550 R A PRIG ¥ 2K mit e4ik & 1338 5 K 5 Rk 47 In,

DO a)E, EEFm T asnERPeEH, e P ENHEHSIAI T 4 DMK L,
& 9-42 Fros
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et e e e

# HEIE 53600 [1 72.16.1.3)

i+ H3C-5650-1 (172.16.1.16)
'+ H3C-s1650-1 [172.16.1.18)
+ H3C-s1650-1 [172.16.1.13)

K 9-42  BahHm A I

(5) W EMER PSS (W0 177.16.1.3), n B EIZE &AL i O,
g AR it fp th 2 04T K7, vl —H 7RG 2] 5 H e o6 s O % 1, 4l 9-43 FIroR.

H3C-S3600 (172.16.1.3) e M

Live Graph - 60 Minutes - 30 sec Interval
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K] 9-43  AEFASHML &I K dm L=

@ AENG

KP4 T PRTG Rl BhFEF SNMP Helper AT & Al 8500 78, Hoze s 7 aUse
., AfEMRKZWE. R4 J’ﬁfﬁ PRTG kA s 11 720, vl o3 4 28,
a2l SNMP ﬁﬁX&ﬁfJ‘Jl*ﬂ%' s I8 T AN A RN T X A b R s s
Netflow J7 UM Cisco M 2% 152 2517 i 7 Ta) vz g N NG, DA R 2517 R B %
P it o

PRTG i FH & 7 S W A b o0 26 25y L o 1] SR o M o SE R DU AR 5, R0 5 5K
B 7 0 B e ] =X



% 10 & PRTG g RixETIFHE

FEL AR IR T WL Wa I & 5, PRTG B JF 45 S i W 0 X 456 715 . P4 4 7 I 3
fit b, BFRE T RS NI B R A, AR I 1S B P 2R AR 1 SE PR X, L
S AR R A i R R R i 5E, IR0 PRTG 1 28 ZREC & AN H -

A A HA A A T A5 AL AN Ty g S A5 D RE A 1E 41 AL

19 + RENE /4B

FEASIN T MDY s, A8 2 T HFoRs 41 HE A8 M Y e S SIS 7R BT a1 i Bl it i
FIR B R . RS, EE N 4 Xk, Wi 10-1 Prox.

' PRTG Traffic Grapher - default.prig M=X
File Edit View Tazz Extra=z Help

View: Data of Selected Sensarls) |

) ) W © © @ e @ Single Graph | Multiple Graphs |
) Display Favorite NoTags = Add Delete  Edi Stat Pause Port 1 (M5 TCP Loopback interface) on self (127.0.0.1¢ M
Lategories Name Status Live Graph - 60 Minutes - 90 sec Interval
Custom Tags = All Sensors (1 paused) 3
. g EE _ﬂﬁ]m + Standard Trafhic Sensor  GubRCEELLARRIELLECCESCe: "SLLLLLILEEELIEL LS
vents Lulierl + SNMP Helper Sensor = - Y
E Ll'web Site (1] ¥ 0ID/MIB £ ) R N __
Q States P @Qmjﬂuf i 15:00 15:10 1520 1530  15:40
Sensors | O Enror (0] # Packet Sniffer 5 min Averages - 24 Hours
= L0k 11) + Latency Monitoring -
LEI? (] Paused (1) + Self PC § 15+
_ . I e R E L LT PR, CEP TR
Custom # DID/MIB library - I T
EIPIzT;nc ) + Imported Sensors 1 pause 2 g R “JWIL I | A
E D NEI;HD:[U] 13:00 0000 0600 12:00
Reports | [ Packet Sniffer (4] - :
F' [ SNMP Custorn [0) B Bandwidth Traffic IN Bandwidth Traffic OUT
1 SNMP Library (3 —
5 ShME Tlra:f?ig [[4]] Port 2 (Intel(R) PRD, Wireless 3945ABG Network Con €3 [
Browser Live Graph - 60 Minutes - 90 sec Interval
Groups =
[ Custom SNMP [2) S 150
[ Imported Sensors (1) -E. 100 -
I Latency Manitonng [1] £ 53
CI0ID/MIB 1] b . . . .
O QID/MI librar (3 15:00  15:0 1520 1530 15:40
[ Packet Sniffer [1) 5 min Averages - 24 Hours
O Self PC1) L e
(1 SNMP Helper Sensor (1) E 1080
[ Standard Traffic Sensor (1] L h SREEEEEEEDEEEEREEE] bt
=
B S S—
1300 00:00 0&:00 12:00
W Bandwidth Traffic IN Bandwidth Traffic QUT
am 2
V6.0.86.67S Enterprise Unlimited I 24 refreshs 7% CPU Load

K] 10-1 =% L1 5t

Q Views: XL, HHRALE T 6 Bl B 5
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Q Tags: WRPARXEL, w47 mbrid RA . RBIRSE AL 70 N AT 5 B
Q Sensors: TRAIFR, H[ELERCZ LT ST AR, di ol BT S G 4

Q Data of Selected Sensor: 17 & &I w7 X B, ] 42 i it 25 1] mle 25090 38 e 7= 0 -
DL 43 356 % X 3RHEA T A28 - 17 582 Views X IR FTHRAL ) 6 FRALIE, WP 10-2 Fis.

Views Sensors

@ @ @ (q

Bdd Delete E dit St

Marne

Jata
+.All Sensors

K1 10-2  PRTG A4 {1y 6 Fp i Kl ik 10

X 6 PR IR k.

Q Data: 7EEIEFAMmMEERM Y, Baa—PEEZ A s 2 EEE
Q Events: JI3E W7~ 17 mEl & g7 o B3, W iR 7R
Q Sensors: P11 5B E HEATZH 2P

Q Custom: ARG H] /75 2247 H g XA Jm I BRI A

Q Reports: A3 H /7 KRR 5

Q Browser: MizAb#HEA PRTG 1) # 51#2% H#512 .

VR IZ 6 R B B RE R I £ -

@ 10.1.1 Data ?ﬁiﬁimmg 2N

1. Data ETrEH—MZLE 3R

Data % [, nldEnh fhZk . RAEEZ PR gk & s vl 20k Bolh 26 & f 2
thek . LR Ze& 770 Single Graph, WITE[Rl—NE R | R 2 AN /B2 4800 i
2k, P2 Mz & 3\ Multiple Graph, W 7EZANER Y 700 B &0 & th2k, &
10-3 Prore

ERESR R S ARSI EOA B iz A2 & Graph, JFSEEE T iz —
TR 4N ERESS BB, oIl R BRI TION R R, 4 DN EREER 60 4
k.

Q Live Graph — 60 Minutes — 30 Sec Interval: SEIF & th2k &, &EA)FE 30 FU— ki
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-

EORAR, M ICEILT 60 - PRSI RS, RER BRI KR 54T
B

* Single Graph | Multiple Graphs |

0ID,/MIB library oM
Live Graph - 60 Minutes - 90 sec Interval

15 :IBI'.I . 15:|=‘Iﬂ 15:50 | 15:|[I[I
Smin Averages - 24 Ho| W0 - roototomoommmmemipee ) REEL
T Ul bbb hieledeleluteleteted i Sl (N TR0 T S
00 - oo :
zun-:@‘ ---------- I S IS W 5 & S B P
] | K ]
u: I ] ] :
S0 oo e . 15I3l] . I.EIEE | li-li.'lﬂ I 1EI1 u-IIE.IEI:l I15|45 IIEIIJD IIE-I
i ' : ) Lo : : : b
Hourly Averages - 30 D.
| Sy ——— Ping rnernory = memory available bytes on ..,
B I
R —
1004 - - - - - -
':I_-' | T | T UL
ZR 07 =ZR 14 =ZR21 =
Ping

B rnernory = memory available bytes on et (192.163.1.100)

Port 4 (Intel(R) §2566MM Gigabit Metwork Connection - ¥i| -
[ Port 4 (Intel(R) 82566MM Gigabit Metwork Connection - ¥
[ netwark interface: Intel[R] 325660 Gigabit Metwaork Conr

|
164177

I Ll | Ll
1545 16:00

. —
15:20

 — —— .
1%:30 1545 160 16 :

B Bandwidth Traffic IN
Bandwidth Traffic QUT netwaork intetface: Intel[R] $2566MM Giga...

K 10-3 il B i 5

Q 5 Min Averages — 24 Hours: ‘wzsHil 5 708238,  Fr i S I 24 /N

Q Hourly Averages — 30 Days: w7~y 1 /Ny FI9E, Frip2Lae il 30 K<

Q Daily Averages — 365 Days: ‘o~ 1 KM FIIE, S dbae I 365 KK

Gy 2t B S O B AR Al s AE S B IS ) RIS, w3k R S A I A SR B i 4 Extras |
Options | User Interface, 71 & 15 & 5t M- ab 4T 52, Wil 10-4 Pk,

Opt ions ' m

@ PRT6 Traffic Grapher BAPAESSLER
U
~ iUser Interface . . . .
Reporting Vizible Charts for Single and Multiple Graphs sy E I:r'ﬁ @ ﬁ %%‘%} ;'1;[3
=I Billing Live Data 60 minutes
-~ Percenile
1 \Web Server Custom &verages | 24 hours
- WebSite [v] 1 Hour Averages 130 days E
o Users :
- Groups 1 Day Averages 365 days v
=1 System
- Mailzerver Advanced Windows GUI Settings
: c 'h::Taks Maw. Mumber of Graphs on Screen 4 Colurnns 4 Fows
-~ Schedules : '
Decimal Digits in Tables: ] @

K 10-4  fic B E ARG R AR B IR ) ] 34
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2. Data E7R&E 0—3&E =%

(EFRAG Do, $RALHT 24 /AN FiF 30 RAIHT 365 A W MR, EaEmZsn =y S 1
BB AR A FUR S I E W BB 43 o BRIA 24 /NI R R J2 iR 5 20 Bl Bl B 1 B s A 5
PN PRI R E ARG 30 R EE R B RN IR s SRR /NI N I R S A
B 365 KA R HRE— RN BEFE EA— KN R 2 EH A

2w R I 5 il 2R AR Y, o AR 4 77 BT R A . B R R Wi 10-5 B .

Yiew: Data of Selected Sensor[s)

Graph | Table: 24 Hours | Table: 30 Days | Table: 365 Days | Top Talkers | Top Connections | Tap Pratocals

K 10-5 Data View 91 [1) 7 8& 45 fp 2

QGFE: $BAER LT SA Top X535, fmit EAAE LD & (Jomd A E ) NIEA.

1 PRTG il 5w iR SRAN A, By LAAE il 2 P RS R At o R B P 78 AT I AS [
I3 AN R R BT 1) E A FE B 2

(1) W RZEFETT i) SNMP i, s QR A AR E P BUR N, 75 2 &A%
R4 BN RO I Bowon G B B EUE i E . ARG G E B2, WA
10-6 7o

Graph | Table: 24 Hours | Table: 30 Days | Table: 365 Days
Table: Port 42286002 (Ethernetl/0/48) on H3C 52P_HXSwitch {(172.16.1.3) (30 Days, Hourly Averages)

Port 42268002 (Ethernet1,/0/48) on H3C 52P_HXSwitch (172.16.1.3) f’_l

Bandwidth Traffic IN Bandwidth Traffic OUT Sum Coverage H
megabyte | megabytefsecond | megabyte | megabwtefsecond | megabyte | megabytefsecond S

2010-4-6 14:00 - 15:00 1,124.086 0.320 5,135.424 1.463 6,259.510 1.783 95
2010-4-6 13:00 - 14:00 1,401.534 0,396 5,791.774 1.636 7,193,308 2.032 98
2010-4-6 12:00 - 13:00 1,316.414 0.351 4,444.020 1.2568 5,760.434 1.669 95
Z2010=4=-5 11:00 = 12:00 825.045 0.233 1,927.568 0.545 2,752.613 0.778 98
2010-4-6 10:00 - 11:00 2,508,300 0.715 338,345 0,096 2,846,645 0.211 97
2010-4-59:00 - 10:00 1,898,300 0.537 261.401 0.079 2,179.701 0.616 95
2010-4-6 5:00 - 00 789,228 0.233 202.117 0.0&80 001.345 0,293 94
2010-4-6 7:00 - 5:00 31.738 0.00% 11.940 0.00% 43.675 0.013 94

] 10-6 Data View H [ R kG2 548 ot B

LEE: Coverage FH A T At B aq A B A, ML 52 FRaB AT B 18] A & ) g bl . 4o
R Ay n B HIAN, PRTGEATT 45 04F, MR 7H 75%. wRE%
W3 G HEE, W EARIFIZIE A 100%R4EUE 100%. 4R PRTG — H A& 47K
A, EREHKENTTE, ATHRAENLGFA, FlhiEiEr k. £ HF L.

(2) W HGEFET RO BRI, W T BSOS R BT I, WAE A% R 42 ik
hGiAT 02K 80k, DR BRGIHE R, WE 10-7 fis.

(3) WISRIEFET /A Packet Sniffer BRI 17 55k NetFlow £(## i 17 &1, WI{E Data %X
PHRAE RGN T 3 Il Top A W Fi 2% o Top Gl 4138 1= B 4 16 TP b ik Al 1 2B 47 HE
J¥-, .45 Top Talkers (Heifighk) H 1 IP HilibHE4T ). Top Connections (-~ 4 [0)3% 44 5z
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W EKAIHEAT )+ Top Protocols (3% it SR B AT )

| Graph | Table: 24 Hours | Table: 30 Days : Table: 365 Days | Top Talkess | Top Connections | Top Prot
Packet Sniffing_pc
Other DNS FTP

khyte kbit/second |  kbyte | kbitfsecond | kbyte | kbit/second
2010-4-6 15:00 - 16:00 6,235,188.677 14,189.267 16.996 0.039 0,000 0.000
2010-4-6 14:00 - 15:00 5,392,4?91?13. 12,271,935 13-':'53. 0.030 UqUUU. 0.000
2010-4-6 13:00 - 14:00 6,076,443.528 13,827.976 15.187 0.035 0.000 0.000
2010-4-6 12:00 - 13:00 4,812,54?.521. 10,951,797 16,355 0.037 0.000 0.000
2010-4-6 11:00 - 12:00 I,B?E,EE'?.?T?. 4,321.212 163.345. 0.373] 3.371 | 0.005
2010-4-5 10:00 - 11:00 1,923.03?. 4,388 25,634 0,065 0,000 0.000

< 10-7 Data View S [{) R A& i 2R B

Top it re W 7 L AT A, BIAAE Top £ 4 3£+ 3y LUK & #
(megabytes/second) A HAL, W& 10-8 7.

Graph | Table: 24 Hours | Table: 30 Days | Table: 365 Days | Top Takers | Top Connections ||"T'|:'rp Protocols|
2010-4-6 17:00:00 - 2010-4-6 17:15:00 {Note: Doubleclick the list to access previous intervals
P Yolume Trend (34%)

2 [172.16.1.3] 209 kbytes

3 [172.16.1.16] 109 kbytes

4 [172.16.1.18] 109 kbytes

3 SHEMNSHENG1 (172.16.6,22) 9% kbytes

6 |[172.16.1.19] 66 kbytes

7 Broadcast (255.255,255.255) 66 kbytes

8  |DOMAIN(172.16.1.1) 57 kbytes

9 PC-200905201121 (172.16.6.91) 31902 bytes -7

<] 10-8 Data View [ % #% % Top %4 &7~

QiEE: Trend FRAFEARAELTIATHLE, BERETEEL—ANIATHEE
wHAmE, WwRBEAH 0, RFZKERAELININEMLES E— R HF| R4 EAR
Bl; +5 AT EHREHAT SAMEE; WwRRMAEK, ATEBHRKAETRA R
W, £ PRTG &M F, HFALEAAF T ERITRE,

£ Top AR, [FIFE s 1% M 1P Hh bl A D HEA O AR, Wi 10-9 s

T #1: hanyuning.gxca.... 4458 %

B 42 (172161 3] 16.45 %

T #3: [17216.1 18] 8.61 %

[ 1#4: [17216.1.16] 8.57 %

#1: hanyuning.gxca.... B #5: [172.161 .19] 5147 %

‘ #E: Broadcast 482 %

iy LA B #7 DOMAIN 235 %

N2 172161 3 [ 148 SYCTAG-2"WMZIS2M 152 %

#3:[172.16.1 18] | ¥ B L PR [ 1#10: [172.16.4 64] 147 %
[#4: (172161 18] i ol bl A B Other

K 10-9 % i TP M bk 1 HE 44 100 B AR
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raph Table: 24 Hours | Table: 50 Dayps H Table: 365 Days H Tof

Table: PC-200909132216 {24 Hours, 5 min Averages)
PC-200909132216

Other

DN5S

kbyte kbit/second | kbyte | kbit/

2010-4-4 17225 -

2010-4-4 17:20 -

17:25

2010-4-4 17:15 -

17:20

2010-4-4 17:10 -

17115

View Details. ..

Change Colors & Layout. ..

4,256,114 6,117 0.000
5,816,181 155,831 0.000

K 10-10  JEIT R EE &R

PC-200909132216

Other

kbyte kbik/second

= | S

kbyte

2010-4-4 17:40 - 17:45 Copy Table to Clipboard
2010-4-4 17:35 - 17:40
Print Table. ..
2010-4-4 17:30 - 17:35
2010-4-4 17:7E - 1720 Save Table to HTML. ..
201 0-4-4 17: _{%T_ﬁlﬁ' Save Table to XLS. ..
K 10-11 Tz 3 Table 29

© 1012 Events EH5IRME -

(4) WRALHSME Y, BRI AMESEEEIRAE, A4 o] 76583 R b Xk
AR B B A SE B ) View Details @72 (U1 10-10 Fran), BHAE BT 40 5 m b B

CEWIE AT, WSO RAE Y HTML #45Uek Excel H45X. 7626 4T TF A7 B
1% Ff Save Table to XLS...7v% s BI ] S H AR AF A Excel A4, WiE 10-11 Fras.

 Table: 24 Hours |

G IR, sREFK S IEEOIRE, RS B, PRTG KEAfIX£E(F B
BEATIEK, 1E Events SR RE A/ FIHE L, WK 10-12 pros.

@ 10.13 Sensors TTR{EE2HE -

————————————————————————————————

E S A E R, T e as i e =y
PPRA S m RN ) . AR R SFEGEE . Hix S Bk (BoikiEs:.

s RPN T AN S AT TP bk, S

o4 245
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s ) BpaE A A s AU AR IR, B 10-13 Fras.

Time ‘ K.ind ‘ Sensar ‘i]
2010-4-4 3:13:31 Error  Ping

2010-4-4 5:01:48 Error  Ping

2010-4-4 9:01:03 Error  Port 4 [Intel(R] 82566MM Gigabit Metwork Connection - #I3EELTRIFERFFR & iR
2010-4-3 22:38:09 Error  Fing

2010-4-3 22:36: 41 Errar  Ping

2010-4-322:36113  Emor Port 4 [Intel(R] 82566k M Gigabit Metwark Connection - #1880 TR Elis
2010-4-322:34:43  Emor  Port 4 [Intel(R] 82566k M Gigabit Network Connechion - #HE LT RIREF &R
2010-4-311:2353  Emor  Port 4 [Intel(R] 82566MM Gigabit Network Connection - 2R ELTEIIEFRIE R
2010-4-311:22:44 Error  Port 3 [Intel[R] 82566MMM Gigabit Netwark Connection - ﬁﬁ-ﬂﬁ'ﬂﬁﬁiﬁtﬁﬁ" 3 |
2010-4-311:22:23  Emor  Port 4 [Intel(R) 82566MM Gigabit Metwork, Connection - BB+ LA FF s

& 10-12  Views HHid 5%

® ¢ @ @ @

Add  Delete E dit Start  Pause

Marne Status Device
- All Sensors [20 emors)
= H3C 52P_HXSwitch [5 errorz]
Part HULLD Interface on H3C 52P_HXSwatch [172.16.1.3) 0 kbit/second H3C B2F
Port InLoopB ackD Interface on H3C 52P_HxSwitch [172.° Eror H3C 52F
Port VYlan-interface Interface on H3C 52P_HxXSwitch (172 0 kbit/second H3LC 52F
Port Vlan-interface200 [nterface on H3C 52FP_HxSwitch 1 0 kbit/zecond H3C B2F
Port &ux1/0/0 Interface on H3C 52P_HxSwitch [172.16.1 0 kbit/zecond H3C 52F
Faort 4227634 [Ethermet /0/2) on H3C 52P_HxSwitch (17, 3 kbit/second H3C 52F
Port 4227666 [Ethermetl /0/6) on H3C 52P_HxSwitch [17: 3 kbit/second H3C 52F
Port 4227890 [Ethermetl /0/34) on H3C 52P_HxSwitch (17 34 kbit/second H3C 52F
Part 4227306 [Ethermetl /0/36] on H3C 52FP_HxSwitch [1° Error H3C 52F
FPaort 4227922 [Ethermet] /0/38] on H3C 52P_HxSwitch (17 31 kbit/second H3C 52F
Port 4228002 [Ethernetl /0/48) on H3C 52FP_HxSwitch [1° megabyte/second H3C 52F
Part 4228041 [GigabitEthernet1/1/1) on H3C 52P_HXSwil 2,255 kbit/second H3C 52F
Port 4228049 [GigabitE thernet1/1/2) on HAC 52P_HxSwit 18 kbit/second H3C 52F
Paort 4228065 [GigabitEthernet1/1/4) on H3C 52P_HxSwit 72 kbit/second H3C 52F
Port 4228057 [GigabitE themet1/1/3) on H3C 52P_HXSwil Eror H3C 52F

K 10-13 1y mifs AL

(EFHH 7 AU bR, By Add 281, BIe] ST Js i ;. Hidi Delete 1271
AT S AT R s B Start LR Pause $EH 0T 45 T A T GG AT 45 I

338, AV 55 AT, Tolldbhia gD s,

B Bdit J28 0l FT 7 il S & 1, e S E R TR E, B 10-14 Bios, Ei%
FLm 1) Identification &I H, B 7T AREEAGE (ZAFR. KA.
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Edit Sensor - H3C HESwitch
= {ldentfication Sensor T
: Comments R A
= Sensor Settings Packet Sniffer Sensor
| ’;ﬁ:_"ﬂ”“d Intemal ID: 2 / {06A2CCOF-3DCF-4E0D-BFCC-821950674313} [Copy D)
hing

‘Webserver Access
- Motifications & Lirnits

= Packet Sriffer Identification

I:.h annels Eroup: Facket Sniffer

Filter

Toplists Sensor Name: H3C HXSwitch |
Indicator Bandwidth |
T ags [comma seperated);
Last Meszage
0K

UK ][ Cancel

K 10-14 7 5 RC & S

o 1014 FobiE—HAMMEM -

— o O O O O O D O S e e S e e e e e e e e e e e e s s

DL TR 4F Edit Sensor Fi 11 HH ) A G & DSR4 130 B 5 Jio 2o A 28 0E 22 10T R

(1) Comments: £y E{5 EE, 7617 SACE A fih E$: Comments, 1% 54 v 1% 1T
AT & G B, &G B 00 HTML 3875, Bl in<o>tr il kA SR, <bre>
PRI IAAT S . AR Z G, e A B P AR . % h Show Comments on
Webpages S EHE, NI foVF 12N ZAE M sUB = Box, W& 10-15 FroR.

— !

Edit Sensor - H3C HESwitch T ———
= ldentificat
= der'::ﬁl::atmn ErREaR HTML preview:
omments EiER EEEA
H - WHiER: X
i 5'3";':; 53“'"33 |<br><b>HIC 52P HeXinSwitch <b> H3C 52P HeXinSwitch
Rhiaig-sd <br>SNMP SNMP
Biling <br>3iERTIE 201051 B BicHiE 2010914
‘Webserver Access
Notifications & Limits
= Packet Sniffer
Channels
- Filter
< Tophsts

[uze <br: for inebrealks)

Show Comments on Webpages—* fﬁltF%Ef_ﬁJ%E@ﬁﬁit ':F[E:?]_T

(1] 4 [ Cancel

K 10-15 4 G E——#nEEE B

(2) Sensor Settings: 17 i B G, W] B SCRESEE B . S SR a) Y,
BB KRS BRAF 2 CSV UM RCE, Wil 10-16 Friom.
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rEdit Sensor - Port 1 (NS TCP Loopback interface) on Local Computer (127.0.0.1) 1
e . e
Comments Setlings
= Scanning Interval s} —> FAEFHE R
Advanced Custmn:lemhmager 9:51% minutes ;|-'> 1:|'ﬁﬁ55|ziﬁﬁ
Biling L = IRHEIDER Y
Webserver Access Schedule: Al the time E]
Notifications & Limits
= S:HP N Export %“%%%ﬁ% EHE
et I Wiite CSV File ~—=> 457 4F B % fURZAHE, TS24 Excel
[¥] Extended CSV format
NG CVS HE, g R R
OK Cancel
&l 10-16 1 sl fid & —Ac BRI AN 5 A5 B 5%
e Write CSV Files 5EHE, W SRVF PRTG B K 4 B ade 17 5 28 B U s W 24 1) Excel
A, JFnl i &Y Extended CSV format, W FCVFAEREH) Excel SO HRL T 5 22 1 &9

AE 0% 60 5 0 RURE I ) 13 B I AR R, JF Al it N B AR A SRR e b At 2P |
I HT

Q;I%: : PRTG # A £ c:\documents and settings\all users\prtg traffic grapher B K T &£ &R —/>
A B BAép 2 69 XA+ & (42 20100321 ), AT AKX 4 B R4 445813 &A= 24 R 89 Excel

AF.
1 TF Excel 4l XA, WInF 2] PRTG M & s RAr M geil 2085, Wil 10-17 pros.
r
@litrtyuft Excel — {06A2CCOF-3DCF-4E0D-BFCC-821950674313}. csv = || }Vx
M) e &Ee NEw Ao #A@ IR0 BEO 'wOo Hho o x
Q| RS 12~ B 7 U|EEE @ E .
D E F G H I [~
1 |date time timecode (siOther/sDNS/s FTP/s HITP/s HITPS/s ICMP/s |
2 12010-4-6 0:00:00 3523827200 6373 0 0 0 0 C
3 2010-4-6 0:00:30 323827230 5306 0 0 0 0 1C
d | 2010-4-6 0:01:00 323827260 9409 0 0 0 0 C
5 12010-4-6 0:01:30 323827290 9829 [ 0 0 0 2
6B 12010-4-6 0:02:00 323827319 S8T19 [ 0 0 0 :
T 2010-4-6 0:02:30 323827349 6206 0 0 0 0 C
8 |2010-4-6 0:03:00 323827379 30237 0 0 0 0 C
9 12010-4-6 0:03:30 323827410 36366 0 0 0 0 1C
10 1 2010-4-6 0:04:00 323827440 36144 [ 0 0 0 C
11 12010-4-6 0:04:30 323827470 42306 ] 0 0 0 ¥
12 12010-4-6 0:05:00 323827499 35390 0 0 0 0 : &
12 | 201N—-d-A - 202R07TRIA 0 N f N i
M4 > M {0842 CCDF—BDCF—QEOD-BFCC Canio50 AT, [:»'lL
BLEE ¥

K 10-17 CVS X A1 EHRE B
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(3) Advanced: g IECE, o 0HECE SR 545 S . BCE Volume &1, W]
B R AR B A S AL, BRIk kbyte, RIS RAAT Y, WSO AT SR,
2 Speed I FC B LRI AR AL, ERIAN kbyte/s, B EER @ 1554 ] SO B8
T/ L IR RS, Wild 10-18 s

Edit Sensor — Port 2 {Intel(R) PRO/Wireless 3945ABG Network Connection - ¥iER...

- |dertification )
Units
Comments _ —
= Sensor Setings Volume: Kbyt > AR
Advanced ' —
B|Ilmg ~~~~~~~~~ Speed: kbyte i] per | second hd |
F»"el:_usewerflim.cesa Values \ ﬁ%ﬁ @ﬁ{ EL
Natifications & Limits
= SNMP Scale: 100%]  @oiide O Muliph
Charnet Chatt Asis from B w A
[ Spike Filter 0%

[ ] Suppart negative values

| 0K ][ Cancel ‘

€ 10-18 44 s B 5 T —— e ik T
7t Value | Scale Tl Hid n] LB M8 27~ ) EEB . Divide 328 75 O~ 04 b - Frie 2UE o
w7y EFE Multiply 5k F22 4] WIEHE 2 DL Z0{d o Wos s 3224 Chart Axis from ...to Z3%{,
0] H o Xy i B AR BRI TaME, BOAEEDN 0, viiE 2k & Rt iy =0 B sh it
173
e Spike Filter & LLHE, Jf4 AN EEADE L (0 HE B KEME (FAZ Volume ¥ BT ik
(), W n] ke b B 2 AR B i e A i 26 B ) s AR B, A Rl ek 3801l 1) it £ 141

BFE: &AL N RN R (oA FARE), LREAEY FATEGURNNE (o
R TR F ), A2 E A FTIERRN.

(4) HAm A R A R AR W3R 10.1.
% 10.1 PRTG m[iEEE SR

F = X B &
1 Byte T4, W5 A B, 1/ Byte f8& 1 5ot (A~Z) « BT (0~9) . %
2 KB T, 1 KB=1024 Bytes
3 megabyte | JEF 17, W54 MB, 1 MB=1024 KB
4 gigabyte FIEF, iS5 A GB, 1GB=1024 MB
5 terabyte KPLFAY, 54 TB, 1TB=1024GB
6 bit tbdr, —A~ it , 1Byte = 8bits
7 Kbit T Lb4F, 1Kbit=1024bits
8 megabit JELEFF, 1Mbit=1024Kbits
9 gigabit T Ik Eb%F, 1Gbit=1024Mbits
10 terabit K7 LbFF, 1Tbit=1024Gbits




PRTG e Rk B I iF /%

LETT AUEC B S T P R PE Billing &0, JEAKBRACE L, ACE PRTG A Bd%im =it 9%
e, i 10-19 Frose.

1 ensor — c )
= Identification I
- Comments \Emh'ﬂﬂllil’ﬁ
= Sensor Settings Please select your pricing model. r'ou can edit pricing models in the options dialog.
- Advanced
r E mng ﬁ Ij!'K %4 ﬁ ﬁ ﬁ E E:i_ _.:.i:i_.::i_i_: ::i:u |:_'|:i: ::i_ _.:.i:i_'. :::_i_:'.:i:l |:_'|:i".::_ .:_::i'.::.'_i_:::i:' |:'|:i'::: ::.'.::i ::::_i_i::i:' _.:_::i'::: ::.'_::i .:::_i_i'.:i:' _.:_i:i_'.::i i:.':i:i |::::i_i.':i_ _.:._i:i_.::i_i_:::i:u |:_'|:i: :::_ _.:._i:i_'.::.'_i_:'.:i:l |:_'|:i".::_ - ::i'.::.'_i_:::i:' o i:i'::: ::.'.::i :::E_i_i::i:'_. |'|: |
- Webserver Acc

Notifications & Limits
= Packet Sniffer

- Channels

- Filter

- Toplists

K Cancel

K 10-19 DK ALz A i

2 IO BC ) 1 7 A R S S s AT A K AR A O IE A, B E T R S
PRTG #5324 v 2 )5 /B ik 5. %% Enable Billing B JT i X 1% 45 s i3k 2% . {H T 2 pi
7E = FH1H S Hfir 2 Extra | Options Fi[f1 HH ET %

fI'JT Extra | Options F&f )5, & )& M5t & ££ Billing &5, WK 10-20 Frs.

M

'@ PRTG Traffic Grapher EAPAESSLER
]
< Uszer Interface
Repaiting Pricing Model: | Biling Model v/ | HMNew || Delete |
w EII'E . Calender Based Fees
-~ Percenile
= Web Server Base Fee: 0.00 | Currency. ¥ Timespan: | Month W
- Wehb Site
- Users Percentile Based Fees
i t'zfﬂup* rimked Use 1 for no limit
= System
- Mailserver Up te: kbyte vl
Tweaks Amoynt: |1.00 @ per | kbyte wl/le

Yolume Based Fees

Use -1 for no limit

Upta: -1 meqgabyte v

Amount: 1 1.00 @ per | megabyte v

- Schedules

Pleaze note: 1 GB = 1024 MB, 1 MB = 1024 KB, 1 KB = 1024 Byte

0K Cancel

%1 10-20  Billing £ 2 A xCise




o) % b iU S5 X

Z IR ARAE T 3 FhEEA T A o
Q Base Fee: & SCEEANIN [R]85 B A /s AR B0, 9 an ik H ATk 407
Q Percentile Based Fees: 2ty % Al H A5 DA K07 20, fEdCE AR D G, (841 %
AHZEE 95% N, TSP . %7 AT EAE Billing | Percentile
T8I0 UL T BEAT T B
Q Volume Based Fees: %M ik A s (EAT 307 20, a0 B 5 H St el es H 22k
AN 100G, FH@EN 16 HE)h, M T 0.5Y .
Sl @SR H PRI 100G 7, HAFSHIN 40, HflieamlEid 100G )5,
BEREIN 1G, WSR2 £ P A) 2 sl BeE D BRIk
(1) 7E Pricing Model JiUHT @ 4] 2850, Jfr 44 4 Billing Model. &% H AT 9% H 40%,
1f Base Fee £ H 4 AEUH 40, W05 Z1EH ) Month, WA 10-21 .

Pricing Model: Billing Model TV | New || Delete |

Calender Based Fees

Base Fee: 40.00 Currency: | ¥ Timespan: ‘Munth |v

K 10-21 ¥ E SRRk AT S

(2) WEIEMBWAEN 100G, B, AL 70 A p e, By DU7E
Percentile Based Fees [X il "' ¥ i Amount Z%{} 0, {I- Volume Based Fees [X 1 1% & Up to
M2k 100, HATIEFE K gigabyte, B4 Amount Z%04 0, HIf A EILF] 100G 4 FIE
B, W 10-22 Fix.

Percentile Based Fees

Unlimited se -1 far no limit
New Upto: -1 @ kbyte |v /3
o #wA0 |Hmrl1tl[! ®4) per kbyte v| /s

Yolume Based Fees

Unlimited Use -1 for nnﬂ J:lﬁ 100G

pto: 100 @  gigabyte |v
WA 0 =0.00 per fmegabyte |:

K 10-22 W EEART R R & EIR

(3) IEBH[EM 1G A=, 9% 05, 7F Volume Based Fees X1, FFEgivy—
p A BRI, JEFE New, Bt — 1N ar4 0 0.5¥ Per Gigabit il, EFEZIG, wEH Upto
ZHON-1, WE Amount J 4 0.5, HIHRE G WAISMT 28 4 2%, W% 10-23 fs.

Volume Based Fees

IInlimited Use -1 for no limit
0.5¢¥ Per Gigabit | wA-1

— :
. Jpta: -1 @ gigabyte A
0.5¥/G E:.ﬂ.muunt: 0.50 @ per | gigabyte v

4 10-23  w B IEAT P I H
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W5t G, [0l F] Sensor Edit | Billing 15 & 57111, 7641 2% s A 21 WA 4 57 17 i L p
3\, 1LH" Enable Billing 5 IEHE, WGHZTT &5 KR 9%, @i 10-24 Fios.

Edit Sensor — H3C HESwitch . X

= ldentification | o,
~ Comments

= Senzor Settings F‘Iease select your pricing model. You can edit pricing models in the options dialog.
- Advanced

~ Biling Billing Model1

- Webserver Access
Motifications & Lirnits \ . .
= Packet Sniffer ﬁ EXE’&$}1’ﬁ’ﬁﬁﬁﬂf~z
Channels
Filter
Toplists

L0k ) [ Cancel

Kl 10-24  EFEFF5¢ K Billing K .15 B
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SERGZINBEE o, AEAEBGZT RIREN, HfZE b a8 K R, MR R -
JIIK L 95

© 1016 TIEBELE—PRTG Web 183 -

T AECE I, P Webserver Access £, Bt B 17 1] PRTG Web i :0 [1K {5 &,
& 10-25 Fros.

Edit Sensor — Port 4227906 (Ethernet1/0/36) on H3C 52P_HXSwitch (172.16.1.3)

= Identification

. Comments

= Sensor Settings

. Advanced

~ Biling
R
- Notifications & Limits
=1 SNMP

Pleasze check all groups who may access this sensor's data in the web interface:

V| Adminiztrators

o Channels

i< 10-25  fid & iJj 0] PRTG Web 5 (¥ K



o) % 1 i) S A

ZA T, B T RY7In) PRTG Web F 11 £ B 7 53R 2t i AP AR AR S
£ T A L4 Extra | Option [ & 5 i1+, £ Web Server ZEIEEAT A &, &l 10-26
IV

( Options E]

| @ PRTG Traffic Grapher

E p:jlr::_le: Enable Internal Webserver
= Eilir‘g N Local IP: 192168.1.100 |
ercen
=] iﬁb_ﬁ_ﬂ;ﬁ: Part: a0 Part 80 iz recommended, otherwize try port 3030 and up
Wweb Site
Users . .
Groups [ ]'write webserver access logfile 'LE,' i WEb ﬁit—l:-]jf ]'E‘I EI ,:xl.:u
= System

Mailserver
Schedes. wowste ocsye SUVFRER P Vi FIEE TS B

(%1 Urlimited Access: The web interface is not protected [use with caution! )

() Limited Access: Access is only allowed for users defined on the "Users" page

e, foF User BT XU U

| ok || cancel

K 10-26 Web FmisE

LEUN 1 10-26 Frosf S, v B A TP Mok R O CERIAK 80, Qi by I A
8080 ¢ HoAth ALY I B ¥m 1) o £ M LR 4 AL AL TP Hihik http://127.0.0.1/sensorlist.htm
R w5 1] PRTG Web i (il . £ H' Write webserver access logfile & £ #E, Il PRTG 43 1c 5% Web
B H P o ) 2 i H & . AF Website Access Control 76 T0 n] 13 B SR VFE s H Ui M T &
BAm B A SR VF S I R U5 1)

Web #1X BCE TUNA 45 Web Site, T3 % PRTG Web fixUiut mi4 . & HL
E-mail. M UIALE 2. Web £ 5t /NG B . Group ] TS A 120, Users 0L H]
T MER & 5% PRTG Web F i UK 4 M5, Wil 10-27 Fiors.

LS. Aty p EZ2mRE VBT E— R, AP aeyfi, MR E Group £ F
AT PE

o 10T HRRE T RERTRN -

LE1T S E T, 1% FF Notification & Limits i1, Wl B RZHL R . PRTG 7F
R Ridix. AR BE 0L B4 E A EN ok A E . BUA PRTG &A1 S H3)
R AN RR IR, ARAERTRI, %R SRR AL . PRTG 3ESCHF 4 B
37N

3 Error Notifications: 17 mi 4 e te 7

Q Threshold Notifications: F|iA$ & F{H 278



PRTG Ihge RIg EIFRE

‘Dptiuns
8% PRTG Traffic Grapher DPAESSLER
i
~ User Interface
f e ) ~User Accounts for Web Interface Access
eporhing
El E:illing sers: Comments:
- Percenie admin | Thisisthe default admin user,
= web Server Change the default password |
- wWeb Site m
Users
| Groups Mame: Webuser
= S ystem
Mailserver Pasoword [
- Tweaks
- Schedules Repeat Password: oo
Ok Cancel

| Add I [ Edit ] Delete Emup& can be added on the
Groups" page!

ok || Cancel |

& 10-27 ¥ h& % PRTG Web FL ik P

Q Volume Notifications: & 245 E K mHe N
Q Limit Line: it 20k MR ORI, A & B s i — 4 K I3 RZ B i s
PP~ v B ST & 10-28 Frs .

= |dentification 7 o Nkt _ Add
i e e e s s e
= Sensor Settings i R T ?ﬁ‘_f Emor Motification
- Advanced . .
~ Biling FIA (RN @t  Thieshold Notfication
- ‘Wehserver Access . —
; FIA R BRI - Volume Motification
= Packet Sniffer
Chanrnels *%ﬁ%ﬁ Q‘-—L Lirnit Line
- Filter _
- Toplists
Test
Edit
Delete

For more advanced uptime/downtime monitoring and mare notification options please check out PRTG's

gister product |PCheck Server Monitor.

ok || cancel

[ 10-28 W B S E SR

LL X PRTG SZRFIT) 4 By B 48 7R 07 AR EAR
J730 1: 45 Error Notifications %41, 1717 miariafe s A, Wik 10-29 frox.
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0 2% 15 i SE %
Error Notification
- =/ iNotification o . .
| — E Mai [Jsing this option, PRTG Traffic Grapher can notify you if the sensor reports an
x H'T TEFI' eror [e.g. due to a nebwork failure] and if it recovers later.
@ EXE S
Background Mame: Ermor Notification

Schedule: Allthe time = 5375 FE] HH ¥
Latency (5] U m— S 1R G

0K Cancel

10-29 AN IRFEA

7LV 10-29 Pros () 5 o] ¥ EDH @A 1 R 48K Schedule 1T 1] B % PRTG &
IERRSE NI (A J 3]s A Latency ]I A& IE G iR PE S W IEIR I (0], 70 &SR TE S
i, JUVF PRTG fELEIRIN [a] AME E i, WERWE IEW1e1T, WIART &R

)73 2: 1F Notification & Limits 5t[fll, H.il; Threshold Notifications {41, ] JFiAZI45
7E B{ESE 7R B B A, W 10-30 s

Speed Notification
= Motification , : : : : : ,
B EMai Uszing this option F‘FIT_G c.an notify vou If a certain thre_sh-::l-:l value 1z over or
B underrun for a given time span [e.q. more than 200 kbit/s for more than 2
B HTTP minutes).
B EXE
B Background | Mame: Threshold Notification
Schedule: All the time N,
Channel: network interface: Intel[R] 82566MM Gigabit Network Cor| »
Threshold: over |v] 2 [z mega bytes/second E-
Time span: 5 [E semnds|?
l OK | [ Cancel ]

10-30 % & F{EE R

7EE 10-30 Pz ST, nl v BRI B PR 1 A4 Rk . BFTE] 3]s Channel 755X A
[F ST SR TANE], Bl el EEmdt, M. SiFBEEES SR EEE, E
Threshold & {H X0, B]ACHE K HHERTIERE . A & B BAE R s L s PN, E
A HI A 25 )3 R L SRR 2Mbyte I, A R E B
LFE. AR ai% E 69 et e 35 E 44 Time Span S0 K T A% 7 Bk B e 4e 1 et 1) B B

7730 3: 1F Notification & Limits F¢[f], 7 Volume Notifications §% 4, FJ 1A 235 %E
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Wmfe s B g, Wk 10-31 fros.

¥olume Notification -

= Motificat . . . . . . . .
D Ia;_:;:ail Idzing thiz option PRTG Traffic Grapher notify you if a certain volume is reached
HTTP
-8 EXE
@ Background | Name: Volume Motification

far a given time span [e.q. mare than 1 gigabyte/month).

Schedule: Al the time

Channel: Sum

Yolumne: A0 gigabyte
v

Time span:

[R—TE—

K 10-31 e EIARI AR

EE 10-31 Fros Ay, v ER i A m ORI A4 RR . I Ta] R M TGt R AL
PEIE; B Volume I, P E & 5 S PR I A PR oAb v BN AEI a5 1
ANISFP - E N R R S A I S0GB, WA H A SR IR K

J73\ 4: 7F Notification & Limits 5[, H.il7 Limit Lines %%, ] JFNINIKFHERn& Tt
[l 2yt il B 4e e RN, BAe i E b B3 n— 4 ACF 3R, Wil 10-32 k.

Limit Line

Uzing this option PRTG can draw a colored line into the graph to
visualize limits,

Line Data

MName: Graphical Line

Position: 100 ‘ lkl:l:,lte \:_ per lsecnnd E_
Color; [ |'|

[—T—

K 10-32 /KRR gk

® 1018 TRERE—RERTINE -

AR E TG, B FRNARERER PRTG $AT IR Rah{E. PRTG 73 TR
TR, EIT 4 PhAE R NG L, WK% E-mail. 1% HTTP 153K . $0U4T M5 exe
SCAF AL AR FR SO SR A SRR . R 4 R R SR SO AR

SIFE 1: NI IE E-mail B4 ~ahfE, W 10-33 Fras.
WM E-mail AOXERE B, T S ABUIRA; E-mail Hohl & E-mail Btk . R,
&7 AT PRTG 1= 5[ 5K Extra | Options F [ HH FC & M F IR 55 4% iZ DI REA e 1% e
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{F Options Ft[f] "H UEFF System | Mailserver 26701, 41E 10-34 Fro.

e L e

= MNotification

@ EMai [“] Send Email == $ 1T1% B 4E

;E‘;EF Address; Net_manager@gecagov.cn = FREUGHEFE ©)
| B Background | Template: "C:\Program Files\PRTG Traffic Grapher\mailtarnplates\mail

Mote: In order to send emails the SMTP server must be configured in the
Extraz|0ptions dialog!

[R—TE—

< 10-33 %1% E-mail ¢ -0 &

Traffic Grapher EAPAESSLER

Uszer f
bipelakans SHMTP Server jused to send reports and notification emails)

Reporting
= Billing 5 : 1721617 —
- Percenile = S HIE{&FHE%%&HE:I]J:
= wieb Server Fort: 23 @ TR
Swdeh Sike
Users Email "From™ Field
& S_I,ls.tr:-.jms Email &ddress;  prigidiprigeerver.ch H]E /H:EFI Eﬂ_{- H{Jﬁiﬁﬂﬂjﬂ:
- Mailzerver Mame: FRTEG Traffic Grapher
- Tweaks
schedules SMTP Authentication [optional]
Ll zemame: | Pazzword:

[ POP3 before SMTP [optional]

Server:

Uzernarns: | Passward:

| ok || Ccancel

K 10-34 15 B A% M4 1 1 A e 55 2%

TERBAE IR S5 2 v i, B ARG 2811 1P Hbhik, 7F E-mail From Field " n] 4 A & 1%
wi bk, ZHHEES AR R P R E A B R R, RN G Sk MR IR A5 AR ) K
A, R AR R4S 2510 75 52 POP3 K5, U [) 75 Eidm A P 42 R4

N RECE Email $E7R s, nl Rk B s EseE, wilE 10-35 ik

= | YR#A o EE |
HHA: 43K

PRTG Traffic Grapher <+ [PRTG] Hotification: Threshold reac. ..

FRTG Traffic Grapher + [PRTG] Hotification: Threshold reac. ..

PRTG Traffic Grapher <+ [PRTG] Hotification: Threshold reac. ..

PDB|"

K] 10-35 el 2011 E-mail $27~15 B

A () P 2R R L 2 1045 B an 11 10-36 s
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Marme:

State:

Group:
Sensar:

Current
Total:

Drate:

For sensor "network interface: Intel[R] 82567LM-3 Gigabit Network Connection - figi#E: &5

Message:

Notification: Threshold reached

VYEHHERE %2> net bytes received per sec on SNMP_helper_pc (172.16.6.168)"

Threshold Notification
Threshold reached

network interface: Intel[R] 82567LM-3 Gigabit Network Connection - SEMTMESEE TR VETFHEME 7> net bytes received per sec on
SMNMP_helper_pc (172.16.6,168) over 300 bytes/second.

H3C 52P HxSwitch/SNMP_helper pc

network interface: Intel[R] 82567LM-3 Gigabit Network Connection - SERFIEGHEE TR WIRITHHME 2> net bytes received per sec on
SNMP_helper pc (172.16.6.168)

341,927 bytes/second

2010-4-56 11:33:53

Webinterface: http://172.16 6.168:8080

SHE 2
K

SE 30 ISINFRATANE exe SCAFE AL TR U BNE. 24 PRTG IR LR, K

P’ 10-36 R 87 BEPF R 2 1A 2

. VNINFAT HTTP =K ah1E, %8 HTTP giRihhl, PRTG < $i: Kk ik HTTP

Bz I HME exe S BR AL AR FE SCA:

HHE 4

: WS INCAE PRTG b1y sl 19 5ot i a4k, sl 10-37 Fras.

Error NHotification
= Motifization S . .
E-Mail [“]Color Graph Background == i1 [y $Hl oo l6 =41
HTTP :
EE Color: [ 1] vl

Background

sl I8 Caucal

 10-37 PRl A s AR

QFE: wREEPITAL AT I G ERDM, 2L VDG LLIE. Flo, £
i 10-21 Fi£ P Color Graph Background £ i£4E.
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9 THBEE—SNMP EMH -

U R Pk o2& SNMP =0 Ry 50, WIAE Edit FE P 211 2 SNMP 3 &5,
& 10-38 iz e




o) % 1 i) 3K A

7EE] 10-38 Fros i, nl i SNMP A, @ AEH] VI A V2 A, ibw] DL E
ZT R SR IP k. Vyinlum AR X AT E

Edit Sensor — network interface: Intel[R] 82566MN Gigabit Network Connection — ...

= |dentification

Protocol
Comments )
5- Sensor Setlings SMNMP Version: ) V1: Most commonly used. Try this one if your are not surel
-~ Advanced .
\Webserver Access O v2e: Supports B4 bit cormgt 16 FF SNMP A
- Motifications & Limits o )
SNMP {3 Supports authentication and/or encryption

Device Communication

IP-4ddress/DNS Name: 172.16.6.168 | Fort 161[%
SNMP Community String: | public s HX 228

oK Cancale|

K 10-38 % 'E SNMP J& 1k

5 SNMP % B 10 ] 457 Channels ZE15 (U1 10-39 Fras), T n] & B2 W i) %k
JiidiE . P ATE. WMABIRARHEEAE 3 ANEENE S, e Er, St 3
FPASA) A B FE BRZ 3 NIl IE 1) it

et o ettt ittt ettt sttt sttt . o e
dit Sensor — Port Aux1/0/0 Interface on H3C 52P HESwitch (172.16.1.3)

= |dentification S8 5
b v Sum: Label: LM
| -Eomuents W Traffic IN

=1~ Sensor Settings W Traffic OUT

Advanced
Billing
- wiebzerver Access
- Motifications & Limits
= SNMP
- Channels

ok || cancel |

10-39 % & SNMP &4 (1) Channel J& 1%

DTSR B aZe 1 m A2 ARy I Y R, IS4 AE Edit S 2R 1) /& Packet Sniffer i3
T, P 10-40 Fros.

EE 10-40 Pros St aL s 3 AN E : Channel (EidfiifiiE ). k€7 50 Filter Al
Toplists Z{H5 41 3% o R I8 8 H T 1E B E I M B P SO 55 1l 8 v B T 36w 2880 1 /Y
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I PN 2R AT BR D0 P 7 Toplists B0 37 £ /i AR B 7 /i fm L e

L —

Edit Sensor - Packet Sniffing_pc
" = Identificat
¥ enc| ik Metwork Cards
S [] Adapter for genenic diakip and VPN capt
= . L SpIer 1ar genenc diaiup an Capiure
. Sé_ri'jiii“:f V. Irtel[R) 82567LM-2 Gigabit Network Connection (Microsoft's Packet Scheduler
Billing
Webserver Access

MNatifications & Limits

prmtmrmammr s

P e e e s e e

- Channels
Filter
Toplists

0K || Cancel

K 10-40 A8 Jy = aT i JE 1

Hop, 4F Toplists 15 &7, nlIEFERTL R4S Top Talkers CHid Bk 1 H 1Y TP Huhk4f
17)+ Top Connections (PN~ & 0] IERL BT EKIFETT ). Top Protocols (3% Hz ik Bk 1 11X
HAT) 0

19 FARBEEN. REF Web #1E

o 1021 Custom HRBEX#ME --

7t Custom P H AL & &M AR BonTm iR, rlARE 75 2 H 2 R R B £ 1) Bk
Xo RN, FEMAR AT ERMNEDE, 8 TE Web FliH RN
EFE Views | Custom iy 2 HEAN G E T 0o R L —RAEHZAE, wlasad w58 i
TN, el e O _F K SAE SRR, SRR T BBk, BSCRHE
PR I RE, WK 10-41 Fros.
SRS tO; oD}

| Add Del_ete E dit .-'-”-.rrange

K 10-41 Panel S35 614

PR B A h Bl Add 281, )58 OB @ Ak Panel FC & % H o 7F Data JUMH, A5




PO % 1 iU S5
IR 2K, PAGE AR SEVFAE Web FHIHI 7855 7E Layout JUMIH, Al ZEFEmrE,
QR ARGEFEARF AR 20 (U 10-42 iR ); &7 UUTH Comments H] T4 A #0715 &

Panel
Data ] Layout |Eumment3|

1 S ) S I [ E]

QK [ Cancel ]

B 10-42 B R UEFE

B e U R I ARCD SR R
(1) EPEMBFEG, iy OK $2 4k N W7 DS N 28 IS N, RTS8 I 110 %) %L 445
Graph (HIZEEFr). Table CHdli#). Toplist (Top E#E %) 3 FhZEA, WiE 10-43 .

S e P

(%)
Sensor Selection .-
Fleasze select the sensor(s) you want to use and select what kind you want to ~
i

create

= All Sensors H
= H3C 52P_HxSwitch i 31 AR IO
~ -|¥ Port NULLD Interface on H3C oer_maownon |1 e 10, 1.3
-[¥ Part InLoopB ackl Interface on HAC 52P_HXSwitch [172.16.1.3)
[V Port Vlan-interfacel Interface on H3C 52P_HXSwitch (172.16.1.3)
[V Port Vlan-interface200 Interface on H3C 52P_HxSwitch [172.16.1.3) |i|

CRd Dmek A NN Liabmef smm ;s LIE BEID LWC b=l 72101 0

<] Il | (2]

) New Graph = %

Shows the maonitoning dat enznrs In graphical charts.
() New Table = =in¥uE%

Shows the monitoning dat = in a detailed table.

O New Toplist ==+ s Top ﬁ%ﬁ

Shows a toplist [e.q. Top if one gengor in a table.,

[ < Back “ Mext » ] [ Lancel

] 10-43 PRI 5 F0 S 7= B 1) 7y =X
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(2) bt FEE 7 New Graph, JF#EAN F— 03BN B . BG4 JS0 0] 55
FE 2R, E45HF 60 208 sEmf i | 24 /DA S e - F B th 26 B 2. A
W 10-44 Fre.

B R ] X
Create HNew Graph .
Please select the options for this new agraph @
I
Name: Port NULLD Interface on H3C 52P_HXSwitch (172. |
[MiLive 60 minutes v
5 Minutes Averages 24 hours [sai
[¥] 1 Hour Averages 30 days lap
1 Day Averages ' 365 days v
Show Legend
| <Back Finish Cancel

< 10-44 i B 57 S b 2 B e s ) i B2

Qs BT 4 2H4E, 9 TFTEFREBE ), ORTRIETH 60 M4rEr LA, 333
MEMABARAKBAEE, EENSTRTFTEI L ER G HEA,

(3) ERELL LB, b pd) HAb B X Eagsin B R dE R, BRI A E X
MmARAECE , W& 10-45 Fis.

View: Custom Graph Lapout Uzing Customizable Panels

bdd  Deee  Edb Amenge
| Fare 2| Parel1 | Panel 3|
PC-200909132216 (3) O F ] Top Connections: PC-200009132216 (3)

088 @ 4
Ok

2010-4-6 23:00:00 - 2010-4-5 23:15:00 {Note: Doubleckick the list to acces *

- Source [P |5|:ur-g
upc-zmmazzie. [192.165.1.100) 1500
Ik PC200G031 322106 (192,168, 1. 100) 1500

- E—PC-EIIIEU'BIJEELE (192, 168.1, 100} 151:||1|:v

& B
2ol . 22:‘3] I 22:““] 22:‘5[' =3 I . #4447 %
T m-: i

Table: Port 1 (™% TCP Loopback interface) on self (127.0.0.13 (24 Hours, 5 w Q) [ [-] PC-200909132216 (4)

[0 Pt 2 (InceliR] PRI Miraact 34BARE Hetwirk Cocnaction - S8 o UERREA 0] on self (127000, infm-ﬁ??!lﬁ-??lm AR N1 AR N2 176M
1

Port 1 (MS TCP Loopback interface) on self (127.0.0.1) 4 Live Graph - 30 Minutes - 90 sec Interval
3 1| [
Bandwidth Traffic ~ Bandwidth Traffic Sum S .
N ouT i )
ibyte  Kitjssond | Wbyte  Kifssond Wyte [Rotjser | 3 g
0 : : : ,
<D1bra 2l -2l | 24 Za W 240 %
0044235 -2300 0 &0 1.240  2.M0 1.290 17580 I}
— Bobe  mOHG FIP.  WHIP  pHIPS
201048 23:00=25:05 | B.647 0236 8647 123 1729 I B EMp B MeP [ R W HETRICS g PORY
T e B B B — B P P @ S 55H TEIMET
[ £l
PC-200909132216 (3)
Live Graph - 60 Minutes - 90 sec Interval Port 1 (M5 TCP Loopback interface) onself (127.00.1) 4|
2 E
i L Bandwidth Traffic Bandwidth Traffic Sum
El N ouT
= i 3
i B® e mEl AW AN ogte | Kokfserond | Koute | Kitfsscond | Kbyt | tokisen
3 -28 | ] ] ] 727 \
3 P TR R O] DIHa2d-288m i 66N 0.6 3636 0.2k 17e71 0
Pt 1 (M5 TCP Loopbaek imerface) on s (129010, Bandwidkh Trafe WID462205-2230 | SE2 06 Q&8 02%  1RXE O,
I Pt L (M5 TEP Locgback ieeface) co sef (127101 Banduwicdth Trafc OUT IMMOAE20N 2205 | 87 0M0 7B 0D 1TSS 0.
[ Pott 2 (Il PRO Miveless 3545ABG Hetwork Connection - B8 o BRSNS 00 an el (127.00,.., e
M.
¥
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PRTG Ih e &% B I iF i

10-47 FIT 7S

Edit Report ﬁ

| Setings | Sensars| EmaiBwport |

Create Report every month ¥ onthe |1. v

The report is generated at one o'clock.

Send Report via Email

Mote: The SMTP server must be specihied in the global options.

Address: Methd anager@grca.gov.ch | v [ Send Mow
Template; C:\Proagram Files\PRTG Traffic GlaphEI"-.rnailtEmplates‘tmailtem
Format: ®PDF OXLs ORTF

[ ] Save Report To File
Maote: Make sure the service has acces rights to the specified folder.

Folder: .[| My Documnents

it

E' ave M Qi

Format: FDF ALo RTF TIFF HTML

(0] 4 [ Cancel

10-47 B AR R AL PRAT 1 J7 3

2. BEFRM®K

WK G, KL Report #1 & WA Bl — 4t Rl ok, Ak Foid sk R0 3 A2 mldi 2% 1) Y
Yo, W’ 10-48 o

i b, |

Report Period E

step 1: Choose a date

“ 4 R 2010 r»
wk ERf—ERI—ERA=ERAMIER-h ERRSERA R

1429 30 3 1 2 3 4
15 | 5 7 8 9 10 1
16| 12 13 14 15 16 17 18

17 13 20 21 22 23 24 A
18 26 27 28 23 30 1 2
19 3 4 a B ! o 3

Step 2: Choose the desired pernod

EH8A01.03.2010 00:00 - EEA 31.03.2010 23:59
EHA01.04.2010 00:00 - EEA 30.04.2010 23:59
EHA01.05.2010 00:00 - EHR 31.05.2010 23:59

[ Cancel

K 10-48  JEFEAR A S I [8) Vi



o) % 1 i S5

PEREET R Va5, By OK %4, W B riRENZ, Wi 10-49 Fis.
EARE TIP3 T A S S, nDBRE S H 2%, 45 PDF . Html X{F
25 P 10-50 .

Test
@ FEIG Tratfic Lrap@sien Port L{MS TCP Loopback inberface) onsef {127.0.0.1)

g 1m0

- o mm mm o mm o Em mE o mm o mm mm o Em R mE mE M WE EE EN O mE mm WM mE Em Em EE mm mm wE mm o mm mm o mm o mm mm

e |

. . . - - - , . . : . - - . . . . - - - - - .
nEm nAL mHAns ne M nAm nAm
| =um Brdwdh TTaicOUT —— Bardw id b Trvic M
Eandwdih rreiEcs 0 Eandwidlh rreisc Qur Sum “oemruge
Hovka KOk nacond |eSEhParc (Sl my| Hovka |HHE) unmdlﬂlhlin sreiny| koyvea |Iv:tll:,| pacand |[eSthPare (S el n) L
ri TR Y T T A Lty S5E]  TEd e iy +545] 151170 1211 5. 1ers 15
s A 45 | 3,115 2idml [Li=n] =131| 3,115 2440 [Lian] =311 837135 = | Qi | =)
E L 44 | 3 005338 e T E YT = = | & 1=23d 154 e ET?
ST ™ L T IR T L 2N AT 1451 e =3
Eolo-4= [ 155104 g tad| 15x12<0 fa £iad| 10=13 2% T A
L lh-4-1 | 5355FI1 134 8didr] 53551 I.'Il:lﬂ S 105 1.0m] Thl= 102 ey =
Fummmry
Eandwidih Freilc 1N |Bandwadlh Fresacgur Fum “owuge
Hayka bhlk) wcand | Hoyta k) wacarnd Hovka |kblk) wecond =

Tatad Yalurra == d]] 1= 1321 S
[ ga s, | i 17 )
pSthPere (S rrlm Lo | L | 1

& 10-49 &

Ty Export »  FIF file...
Lo Export to PDF HTML file. ..
Excel table OIML). ..

E Whole Fage

[E] page idth
TIFF image. ..
100% lmage

RTF file. ..

Full Screen

4 10-50  ZEFRIE T H ISR

O O O S . S S S S B S S BN S G S S S S S B S G e e e e e e e

{E Views FHIL £ HE Browser 16501, Bl n[idE A PRTG W i1 Er #EAL L, W& 10-51 Pias.
£ PRTG " #E A Browser 7+l 51T Explorer i %25 P &G PRTG W on[AFEIN .



it S

PRTG Ih e &% B I i+ i

AR Z S A2 B, 78 URL R E AT I A BB, e 70 30 Wi 2 v 44T T (1) F i B
A, WP 10-52 Pros. B kB 1 S B S B i 4 Views | Open Web View In Browser,
[ A BEAE I W A% 4T T PRTG 5 BRI

@@@@@

Back Fomward  Home Refresh Stop
http: /7192 1688.1.100/sensarlist htm Pexpl =0kenp3=0kenpS=0kerp?=0kenp1 1 =0kexp] 4=Dkenp20=0timeout=b0%exp2 7 =0kpasition=0

Data

b oo
Everts @5 PRTG Traffic Grapher PAESSLER
@ - Refresh: #0ff #1353z TE0s & Smin
5':“ View PRTG Traffic Grapher > Ml Sensors
Fiﬁ?
b—1 © Sensar List
Custom | Custom Graphs PRTG Traffic Grapher
|Elg Events
=T Sensot Data All Sensors o
— Standard Traffic Sensor @
: " SNMP Helper Sensor @
 Live Graphs
Custom Intervals # OIDIMIB =
Hourly Averages Custom SNMP =
Daily Averages Packet Sniffer &
[ Show All Graphs | Latency Monitoring @
[ Fide Al Graphs | OID/MIB library o
Imported Sensors m |
Tag Filter
Custom Tags [:]
PC (1)
Switch (1)
States
Error (0]
Ok (10)
Pauszed (1)
Types
Latency (1)
Netflow (0)
Packet Sniffer (4)
SNMP Custom (D) | =
SNMP Library (3) @

10-51 PRTG Browser % 5[

http: /4127 .0.0.1 /sensorhist. htm ?hmeout=300&positi _
; Copy UEL to clipboard

Open in Default Browser

@ PRTG Traffic Grapher

10-52 i i Browser 5t it A Explorer 5[

LL R 70 9 /24 Web #5311 5101 D) e
(1) 7t Browser Sl (1) 241 H T 4 B AT 4 28 W os oo P12 45 Sensor List (15
RAF ). Custom Graphs (H] 7 H & LTI &) Event (Zfiff) I Sensor Data (15 s 24
B LS Live Graphs (S P44 . Custom Intervals( F & X IF BN %% ) . Hourly Averages
CPNEFAFIME D) Daily Averages CBEHFPMED, Wk 10-53 Fow.
(2) fEEFMP LG AR T A LN O SR, & 10-54 Fros.
B R ) b BB BRGSO N T U 2k ¥ (Graphs), £idfs& (Data) Fll
412K (Event).
(3) WIS A bR TR R, W RESREF ST AE R, Wel i@l Tag
Filter [MIHCRBEAT T AL UE S &, HIJRE S PRTG #4 & F D ge4H1LL, Wil 10-55 Brow.

il




B G TS T

View
* Sensor List
Custom Graphs

Ewvent=
—enszar Data
Display Mode
« Live Graphs
Custom Intervals

Hourly Averages
Daily Averages

Pl 10-53 9 o ps T A B A R s iR 5

PRTG Tratfic Grapher * Al Sensors

PRTG Traffic Grapher

All Sensors @
# H3C 52P_HXSwitch o
EH SNMP_helper_pc =
[ logicsl disk: C: = disk average disk queue length on SNMP_helper_pc (17216 6.168) 0 lenath EIEE
memry = memory available bytes on SMMP_helper_pc (172.166.163) 2,198,720 kbyte EEE
[ network irterface: IntelR] 52567LM-3 Gigabit Metwork Connection - fETMEGEE: 192 WIRIFHEEE &7= net bytes received per seac on SNMP_helper_pc (172.16.6.168) 638 bytesizecond EED
= OIDIMIB_pc |
H CPU1 (Irtel) = CPU Load (1 min average) on OIDMIB_pe (17216 6.168) 1% RIEE
CPU 2 (Intel) = CPU Load (1 min average) on OIDMIEB_pc (172.16.6.168) 2% HED
[# Storage Physical Memory = Used on CIDMMIB_pe (172.16.6.168) 0 kbyte EED
H Custom SNMP_pc¢ |
[ Custom ¢) on OIDMIB_pc (17216 6.168) =1 fzecond HED
B Packet Sniffer f
# Packet Snitfing_pc (Top Talkers - Top Connections - Top Protocols) 6 kbittsecond EIEIE
= Latency Monitoring .
& Ping 2ms RIEE
= Aggregation_HXSwitch -
H Agogregation_HXSwibch 5553 kbitfzecond  RIEE]

B 10-54 10 5 R Rz 11 %) 3R

Taqg Filter
Custom Tags ~
PC (3]
Switch (17)
States
Error (0)
Ok (25)
Paused (0)
Types
Latency (1)
Metflowy ()

] 10-55 4% I Tag Filter &6 17 5 &

@ PRTG IR RIRE

1. EFREEIERNEE
B D b B ) T RE RENS & 45 2 719 AU AT 2 I TR B P9 1) R R M s 28« e = A T
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o) % 1 i) 3K A

3. PRTGE{THREIXE

BT HAE W E 2 X PRTG ST A AR 12 7545 B IR A) Be . 3% #% PRTG L 711 52
fi% Extras | Options, #EFf Schedules GUTEI A Fr i v 44 sl R H RS 22 FmU H - &

10-58 7o

Ll

@ PRTG Traffic Grapher BIPAESSLER

-~ Usger Interface
- Reporting

= Billing Sundays
Percenile SEII'I..II’I:'E_PS:
= Web Server Weekdays Nine-To-Five [3:00-17:00)
 .‘Web Site Weekdays Eight-To-Eight (8:00-20:00)
' g Weekdays Nights (20:00-08:00)
F oo STl weekdays Nights (17:00-09:00)
~ Groups weekdays
laal smds

= System
Mailserver Add | Rename | Delete

ﬂ[1i2[3[4[SIsi?ial9imlﬂi11'13'14'15'1&'1}'13'19|;5:||21|22|23

% 10-58 Schedules % &

e 10-58 1, HFERA A TR—2 B HE, KA 1~24 /ANFEEm, 2
RN N IR A P IEFEN W A TR 2452 T PRTG MiEir HFER. 3L PRTG fifH]
Weekdays HFE, HIFEE— 2R TLRIAK 24 /NP BEA,  $RAT W01 s f e e s B T

15

104 A/

BIEARF M, 5 al LR PRTG WA TDIRE . V40 B B AR E AL B A9 LY 55
BEGT o 2 i i, R E OR  EAR AEH OGTE M at th B R S R A AR A, DL TR AR AR S IR
SR, R o 1 DU &5 44 1 FE RN E AL .



% 11 = KiwiSyslog #&E R K&EicE

H & ik 55w TR 2 S AP S B H ARG B, FFE IRt b i ok Al
WA I B BG4, RN e 2N B MK &l g — B —M ol #BEHE
M2 a8 Tk L e Ve AR H B EEERE R . A TEEH N B
2 13 H G FE Y Kiwi Syslog Deamon.

A EE SN 4 Kiwi Syslog 1Y 1 EIhRE  FFRAEAISCRE R AR F A 5845 B, b4 T REFP
YRGS FEFEN A . ARG Har w1 Syslog HiE R4S, WAL Syslog Zidfikg .
ZRERM . HEGONRIr5E, 4l | Windows R40, Linux REE, i H A MIAZ b i &
b H AL, DLACK H AAE EURE 22 Kiwi Syslog IR 25 MG E ik, LLSEILS R HER
JSNUE- S Sh St

11..1) Kiwi Syslog I2F BRI K&

o 11.1.1 Kiwi Syslog Deamon 748 -

P 26 Hh o AR RS- 2R H AR B WJQHi*TLig@J)\ﬁ WA TR R BRI 2% 1w A%
Wb R AR AR A | h%f‘?if_ﬁ ISR H A L, e &t A I Ay ix g
AN B JE AT PR e o _J’%{f'|?‘?‘J£fi?l:ﬂ;'§‘rﬁikiﬂ.u&ﬂ57'ﬂ£ﬁ—fhﬁIfl HIUE -

EE NI g, HERS S DA EE, BIASR RS SAEA MR W H &
FE. AXSERZHBHE, WRTFEEG S RxiX&EAEHE, LR2MRAN TIEE. 1
HM b A AR, (RS R B 2 6 WP A e &R IE R R I . F4b, fE%4)7,
— HEHANE, AMzERMERr Az idsx, e R150E #H 0z sk BUE 22 1HE
Ho B&RuEHEERETR S kSHTUHITS B3, K27 HEE SRR
AT .

Kiwi Syslog Deamon /& — it T- Windows “J- & )% 2% Syslog NV HFE>, ‘& e8I,
ICoK N S A R H T SCFF Syslog ARG HGEHE, g s A HAL Umx%ﬁu
S HAB R 28 Ve 28, I RENS S I R 7R 22 1) H A5

Kiwi Syslog ~Z 7 1) ¥ 2517

1 CiscoRouter;

1 CiscoPIX;




o) % 1 iU S5 X

Cisco 22 AL ;

Unix T HL;

3COM dlink % 4% 152 4 ;

Netscreen [Jj ‘K45 Symantec [Jj KA1 VPN;
FREESCO i H w1 K i

Intertex ADSL 3 Hi 2%

HP JetDriect printer;

S FF SNMP 1 3UFIAT Syslog 326 1t [ 15 £ -

L 0CO0000 00

-~ 11.1.2  Kiwi Syslog #2 FFIf15E -

Kiwi Syslog Deamon & 5¢ 4= % 9l B A, n] il ok HeE 7 il www.kiwisyslog.com #E4T
T, JFSREUEH T . Rt iAS e S T Windows NT/2000/XP %4t . Kiwi Syslog 7 /i
FCAS ] ek LR Wk B AR IR AT 3 o JE MO SCFF B 2 1) Windows R 48, JFHLTT
W2 D).

MR BR T S o S R IR D ReAh, &R hn 1 or A H &S a0 HEE B
B RIEHE A - f DNS AFHRE 155 . WIS M4 g5 M5 ATy B, AXUE A
LRI HEH, St A 2 e s 2 18 H]

Kiwi Syslog Deamon 1V H] Fe P L5 DL R T Re:

Q 7EEshH4T ) Windows & JE Ft 1 & 1 g s H S B

Q SER IR FE B HIE BB Text SUAR;

Q wWexEEAA HEEESR S — 6 Syslog 528, sl T I E]) Boid <Al

ek H &

Q HiE ODBC R H A ic s B A 7

Q A H &S B NT $84E &g AR R H &

Q K H &M BB SMTP k3% £#5 52 E-mail B4 ;

Q vl A E e E-mail J7aU, BN RIEE BARERER, LKL Log S RHY
REHETR;

Q &R E-mail Jy AU H GG RN

Q il EE T G IR HE 24 /N ISFRTRT 60 3 BRI &R St H AR

Q i H AR AR LR, 5140 paging notification system;

Q FeWiE il Notepager Pro ({5 RIEFET) AIEFAE H 2 TFHL;

Q Kiwi Syslog Deamon E4ZCH BV GE8KF THLA . AL TP Hhk. RS, WHEA

FEA [A] BEdEA T g

--11.1.3 Kiwi Syslog 2 JF4F1E -

Kiwi Syslog Deamon [ #2565 LA 4R 1E -
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PO &% 1 iU S5

LAR 93l 9 413X 3 A 200 ) 4 7
. PRI #5

PRI & Priority (YL5EB0 465, EAEAE SCAh A “<>” HEATAR IR, HBUEJEFE M 0~
191, ZZ % Facility fIl Level [ X . PRI T & @ il i B A kAT o 55

Priority = Facility * 8 + Level

[N & PO MEPSS X (N /NS

Facility = Priority / 8; Level = Priority % 8 (f§il{y1, 1=15/8; 7=15%8)

Facility Uik : 22 4UE Syslog HHY—ANEHESAL, AT U B H RS B RIRLER,
N CHibrifE Syslog g5 HIERAVE RS, #OEAG R AL Facility & X, LA 24 4> 1000,
Facility 7EAZR Y W3R 11.1.

F 11.1 Facility 3385 R L iEA

Facility 25! Ij] B FR i iR 7F = Syslog 5515
Kern NG B LOG KERN 0
user P LOG USER 1
E-mail H, 1~ RIS LOG MAI 2
Daemon Ja G, 5 metd SFHHFEA KGR LOG DAEMON 3
Authpriv WIEAFAUE B LOG AUTH 4
Syslog Ao HE LOG SYSLOG 5
Lpr FTER AR 55 AH AR B LOG LPR 6
News B 1 ik 55 48 H &5 B LOG NEWS 7
Uucp Uucp #2574 ik 115 B LOG UUCP 8
Cron cron A at AHXCME R, BIiHRIFES{EE | LOG CRON 9
Local0~local7 | H & XFEfPAi ], i Locald 7 ssh {{ /] LOG LOCALn 16~23

Level Wit . 1ZZ8H TR~ HEGE B EZELE ], 145 Emerg. Alert Z51t1t 9
I, HRMNWZE 11.2.

#* 11.2 Level 3 X B gk

F= Level Ifi B IR GRBEFHEY, ™= R R
1 emerg Hartiik, RaAnTH
2 alert i 5 37 B[R HCA D R Tt
3 crit BH 1326 T B B ¥ R 45 D) He SE PRI G A iR
4 err BH 1 T H B I 281 2R G550 43 1 e 55 B0 4 1R
5 warning TEER
6 notice 2R E B
7 info Pt FE B EH S
8 debug s B
9 none AP, TR
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PO % 1 i S5 %

R FERAF HEGE R, o LU H SR 3 Mg HE SO vty SCAR S
PR txty 325 2B 1 SOAR SO s e

£ [ EFREASY B, SR HEE BRI A s, JFEsE [afrHE
AEY A, ARG LR SR B RRAF 2RI BE AT, Gl 11-8 7w

(] Fn&EEs
THEE BREQ ZFEFW HEHW
e+ BE B &

] BHEER EH)
. seF
T Qizis
| Qi ) BFAER
e FetE | ARAZIHQ.
DiER RE | EBETse)..
DiER Kingsof  grep AEEE W)
E11-7 Gl S A Ay i A Windows H & B 11-8 A7 H & fE R

LL R0 ml 428 3 25 Windows H & H o
1. R4 HEER

AL H GG Rl X RN B & KR (035 3 . B4 a8 3 RIS B KB FE Y
MR e AN IP thht, VARRSSHEFERR 3 B AE k. B, Windows R40/53)
Y 1e] I A KB RE P R, B HAh R Gr AL A1 H DLt

B, & CeEdlmmm] | Dkss 1 HoR SNMP i35 SNMP Service Ji [ {5215, A8 445

1 SNMP i H &S E RIS ERSEEKHED. 51T [HAEELS), Waf&FKC T SNMP
Service JIR 4 145 1E HAEG R, Wi 11-9 s,

Tgﬂﬁmmﬁﬁ MMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMMM m\

BHHBER

BEAG): 2010-2-14 FBE):  [Service Control M | o
BYE M) 15:39:47  ZER(R):

ZU®: B8 e A R MRE -
1+E#1 @) : PC-200909132216

#&if (D)

SHMF Service IRE4T F1F 7.

BEXBEEER 1 FEEHE
http://zo. microsoft. com/felink/events asp HORFBHFOZIHFP
"l:-"ﬂ

L= [ Bl || #8a

11-9 Windows HEEBHEE



Kiwi Syslog Z% K ig&EL.E

e 119 HhaH T AR HE . B, fEiR . 3 1D FYE BORIESE . RALE: )
UiHH— N4 ID ks . Windows 1) H &S HIEAE Windows H &= 1, 1 A& &
T N R B A AR . ID FSRIRE AR IR T H GG B RRE e . @il ID Ak,
W EH 7 M www.eventid.net WP 2 i) ) BE A VE R 1) iR .

#ihn, Al ID 4 17, ks W32Time BIfERE, 0l & BB s 4L ¢ 1%

5 S P PR, nTRE tH T A 7E 2 I ) S Ak s H oSV 3RS (), 3 302 o245 201 1)
(P ralgs, B T MRl SR AL AR NtpClient HBS I3 208 245 B =42, WK 11-10 .

Event ID: |17 Event Source: |W32Time| Search

Event ID 17 Source W32Time

Event ID 17
Source WIEZ2Time
Type Error

Description  The time provider NipClient is configured to acquire time from one or more time sources, however none of the sources are
currently accessible. No attempt to contact a source will be made for 14 minutes. NipClient has no source of accurate time.

Comments and links for event id 17 from source W32Time

Event ID 17
Source WaI2Time
Type Error

Description  Time Provider NtpClient: An error occurred during DNS lookup of the manually configured peer "time. windows.corm,0x1", NtpClient
will try the DNS lookup again in 60 minutes, The error was: <error message>. (<error code>)

Comments and links for event id 17 from source W32Time

K 11-10 i eventid.net FEHUH £ (1 H E15 BB EE

2. r_Hq*EE EJL.\

W HIRE R H B RN R P8 47 7 i HAEAE R Bl s i B TR SO 40 AT A
FRifin B R afs b KA FPig A ERE B e Blhn, R RGOS Sk iR B At A8 T i
TR0 SRR R AT H AR RS A b

3. 2 HE

A R W A Y U A FE B B AT I H AR e 8 TR BT T A ] P B ok
LRSS 5 B B 2 F R P BRI AR . SO H 7). FTEI
G SOE RS S5 SRR TIAT R AE S, By 37 IF sl R o A S0 f o

BHL O AT AR AR L4 HAE Il sk B i BIana ] 78 Wiz, A RGEE R 2
AU RAE Z e HEY, ELRRE IR S di R E L B k.

(D & [Edlmi] | UEFETARY figs (A g 2R E) P 7 R/Rgns
WEAER H b, BN A, Wi 11-11 fs.

(2) HeFE DAz di Y I, JREFxs “mez)” MR BAEdS v, WA
FCE 6 S S S R IO S il kBl H BT, il 11-12 frog.
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E
2

s

E{J —i’E\ IJIJ o

1.

4

2. Linux 24 HZE

f M H &
Q ER R H
W, AN SR wimp A utmp SO, ARG R
R v H &
TF A (pacet 2% acct) o HEFEGE V& X R G0 BEA R S5 (A A% Dl dE AT
= &R :?L SRS HPRERPA AR IRE R Id X3 X

4

4

e H &

/var/og/messages "' .

o) %

Lyl N4

AT 44 H uy =3 Syslog HLT .

Linux &4t HEHEMK

ﬂ“}l‘ﬁz' {4 H &S B SO T /devilog H %, HI TR IE X RGP 7~
A H &
J?FJ-#—*I' l_ﬁj'afsbinfsyslogd, E RGN BB A8, WA RS
AR HEER, FRE B E A H &
Al O TR E AT B0 E A& /ete/syslog.conf, A5 RE PR ALAC B A B,
T35 H &l ).

FHHIZONR 7, w3tk 3 3%,
HZ MEFHAT, il 5 A 2 /var/og/wtmp Fl/var/run/utmp S A{F
KB RGE
&

20 PR R WELE ] I 5
RAENEZIAT, [ DHFEZ N, HENHEE—

T4 |

K e BV R B RS A

3. ERBHEEXH

Linux R24tH, AR A AC & A ete/syslog.conf 34T 33455 7] () B w1,
He/var/log k. FEANZH W H 2SR HE A, & W p HE XA LR 11.3.

F 11.3 Linux 247 E WA HESCH

F= HEXHZ ok
1 access-log | >k HTTP/Web [ 4% 4
2 acct/pacct | KM P a2
3 aculog it >k MODEM 1) 3
4 btmp oK R 40 5%
5 lastlog SR B J LR P & SR I AT M B a — IR IR ) & ok
6 Messages | M Syslog Hid>xk g B, BH RGEMAE PR E BB FOIRESSEH &
7 sudolog kA ] Sudo & A4, BLFE P AT a2 B4 AT Nl sk
8 sulog sk P AE AT su a2 1)l >k
9 syslog M Syslog Fid k5 B, HH HidxZ5E R
10 utmp iZ H &S 3 AT ¢ S0 &R AR P E B
11 wtmp ZHE XK AW XK IS5, EFHARGENES). EL ST
12 xferlog ok FTP 2, B P EAL 2 FTP IR 54380\ FTP AR 4548 T &1 3
13 maillog TN RIEB| R G R R G H )T A

H &SN AL



Kiwi Syslog &% KIZ&EAELE

- O I I I S I S I I D I S S D S S B D S S S I S S S e e e

more iy % : i ) Linux & & AFar S, dy H T aEE— A SO . AT 1%
A4 & 11-18 AT

B 11-18 More 772

who iy 4+ 75if) wimp il utmp S B PEAS R MBI RE, AR
AT E R . who iy 2 A iH) utmp AR IR AS 4 HT S 5k

A 2 SR ST 5 S, B e Eh
B U RO B, 30T i 4 B2 S 1119

i

/< 11-19 Who 774

w T4 FEU) wmp SCPR, SRR RSN A FEAT R R 04T
i & I 4 R 11-20 FER

€ 1120 W #rd

users fr&s FILBLA— (74T EI 240 B 3 BT A
REA BRI 2N T i, MR AV R e encdnatserveRIogHisers S
AR, WA S5 T R R AT
etn 40 G B 1121

last fr4s AEIHEZ wimp 3K 5% FSCAE 55—V BER LUSK S S 1 P e,
11-22 7~

K 11-21 Users iy %
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fif = 9

Kiwi Syslog ¥R IEEERE

MIMAERERTERMEH: WRAE “=" gL “17, WK WRAEA “«” Nk
ANEAAEATYESC 00, RIRME ] Debug 200 B 45 R 2 — . B4l

mail.*;mail.'!info/var/log/mail

g e, mall =¥ X P HYE K, {H mail.linfo A1 info L5 HIVH B HEBRTE AL,
JEUR R info LSS LA B AT T Bl 0% 2] /var/log/mail SCAFH

o 1M44 BEEXHHAREE

TR T E AR R AT 5 & G, vl More iy 2 REF A E CAFHI N2 .
[ B 5T A syslog.conf Y PN B HE TV AR, LAFES B I 87 03 B Gf- i 3 P R )
Syslog.conf Ft & SCAF 1 A A AFEME W | -

[root@RedhatServer root]# more /etc/syslog.cont
¥ Log all kernel messages to the console.

# Logging much else clutters up the screen.

$kern.* /dev/console

# Log anything (except mail) of level info or higher.

# Don't log private authentication messages'

* info;mail.none;news.none;authpriv.none;cron.none /var/log/messages

/ /% info B M E AW BiX$] /var/log/messages, FRmail 4b

# The authpriv file has restricted access.

authpriv.* /var/log/secure,

[/ EZERUEHER, ¥ authpirv W&EFHEM ENE B idx3|/var/log/secure X/

# Log all the mail messages 1n one place.

mail.* /var/log/maillog
[/ THFRGH A, K mail ek IMEM 200 5 Bidsxk # /var/log/maillog X AFH

# Log cron stuff
cron.* /var/log/cron //wWM{EE, ¥ cron & 4EM FOH{E Bidx 2l /var/log/cron

XA

¥ Everybody gets emergency messages

*.emerqg *

/ /emerg ZHHKIHERRRGE LA TH, FHAEMKEN emerg ZnlHE B ES A IEEE RS
LR P



PO &% 1 iU S5 K

# Save news errors of level crit and higher in a special file.

Uucp,news.crit /var/log/spooler
//crit BB HEERE, % uucp M news & crit Znli)fE Bidx 2
/var/log/spooler

¥ Save boot messages also to boot.log

local7.* /var/log/boot.log
//FHLRGHE, H local7 kKER, ¥R ARG HaAHCHE R idx3/var/log/boot.log X
{AFEE

o- 1145 BELE Linux XiZAEZEIIZARSEE -

PR TS e e e e e ———

(EAB UG B SCPF N 2R L, 2 UCH S84 Syslog.conf SCAFUEAT &4y, LABS IERC E b eI
RO AR . a2 e
[root@RedhatServeretcliicp retcrssyslog.conf retcrssyslog.confBAK

TP o5 %Y Tl o S T = = (S 7T R 3 ) SV S/ S s O LT Y =T [P i
ke

[root@RedhatServeretclficp setcs/syslog.confBAK setcr/syslog.conf

Ml & Linux A03X H S BRI Fe 54, vkl ke

facility.level @address

Hrp, Z2H@FBROEEME xR, i HEGE R KX HENRS 4% address Z 3 n]
DL TP Hihik el 42 .
SEA) 1. #85 e GO0 WAz H A& &£ B 2 Syslog 4525, TP 4 172.16.6.168.

kern. * @172.16.6.168

#¥ waming DL F T RN HEG B RIZE R PRS2, W

.¥* warning @172.16.6.168

SE 20 # CREETR 20N B AZ H S AOE B 2%

kern.* /dev/console

R BT A 2R B ) i A 250 1 H &l % 3| /var/log/messages A«

* % [/var/log/messages

#F AT info ) LA _E G B, ANELES mail 28 Fir oy 2 5| Fl authpriv 28 1) err 28 515
IC. ok 3l /var/log/messages A4

gl

* info;mail.none;authpriv.'!err —/var/log/messages
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R o) % 1 iU S5 X

[H3C-5368B1linfo—center source default channel loghost debug state off
[H3C-S536AA1info—center source default channel loghost log state off
[H3C-S368B1info-—center source default channel loghost trap state off

¥ 1P Hiht 4 172.168.6.168 M EHIAE A H&E TN, wEAKHEFELEREN FRELTRN

Local7, fy& Ul
[H3C-536HA]1info-—center loghost 172.16.6.168 facility local?

BE fan Hh HEASE B 200 ) informational,  fo VA4 H AR SIBLER DG FrAy bk, dr k.

FH3G—SEEﬂﬂ]infn—center source default channel loghost log level informational

11.6 AE/NE

AFHAr4 T Linux Syslog REEHLH . Rl 75 42 007 Syslog H& 1970 A G il 7
WA T HERREMELEL N, AfeetE Linux HEG B S L. AFEENHTHRE
Windows fil Linux FR4t LA K i tH2s . AZ L H & Ak B4R e Ik 548 (1) iz e AR pi AR
S A S B E T ST P 22 e, A 3 00 v R SIE B vy Ol £ [ AH OB SCRY .




= 12 % Kiwi Syslog Ige 5#EFEE

A EE T EA 24 Kiwi Syslog F2J7 )% T Dy e A e, AL 4G o] £ ] Kawi £200H1id & H
AR BHERGEfAEREIRFEY . &Ki% E-mail iREFRRG RS, LAY Kiwi #2776
EE S SR A A AL B k. AR

Q FE S A A

Elﬁﬁ%&ﬁﬁﬁﬁ-

Q RSPt Wb A RIHERR .
A2 D), BEWSTEN TR Kiwi FEFRIDhRE, Ml 3 Gf i FZ R

12..’9, EETREREBENE

Kiwi Syslog =7t AL 1 ER IR REETLHL. HAE 7R 1 AR IR DL 42
AE R WiE 12-1 frs.

PdEivi Syslog Daemon (¥ersion 8. 3.25) l;J[QJEi
File Edi p

T & Display 00 [Default) Nep GRERE RSO

! Hasget Prionty Hostname Message *‘*
PR R B \38 Localf/.Debug 127.0.0.1 Kiwi S5yslog Daemon - Test message number 0012
=To- %06.38 Local/.Debug 127.0.0.1 Kiwi Syslog Daemon - Test message number 0011
02-16-2010 22:46:38 Local/.Debug 127.0.0.1 Kiwi Syslog Daemon - Test message number 0010
02-16-2010 22:46:37 Local?.Debug 127.0.0.1 Kiwi Syslog Daemon - Test message number 0009
02-16-2010 22-:46:37 Local?.Debug 127.0.01 Kiwi Syslog Daemon - Test message number 0008
02-16-2010 22:46:37 Local?.Debug 127.0.0.1 Kiwi Syslog Daemon - Test message number 0007
02-16-2010 22:46:37 Local7.Debug 127.0.0.1 Kiwi Syslog Daemon - Test message number 0006
02-16-2010 22:46:36 Local?.Debug 127.0.0.1 Kiwi Syslog Daemon - Test message number 0005

02-16-2010 22:46:36 Local?.Debug 127.0.0.1 Kiwi Syslog Daemon - Test message number 0004
02-16-2010 22:46:36 Local?.Debug 127.0.0.1 Kiwi Syslog Daemon - Test message number 0003

02-16-2010 22:46:35 Local?.Debug 127.0.0.1 Kiwi Syslog D mber 0002
ﬂhﬁ%ﬁmFE_J |
02-16-2010 22:46:29 Local?.D == H & A48 Syxlug[] mber 0001 hadl
N.QIM 13 MPH 2247 02-16-2010

K 12-1  Kiwi f2 /7 3= 71

Kiwi A PREE DI R M A R A K DI RE WK 12.1,



PO % 1 iU S5

121 ERERIERIIGE
Fs [ ¥R m A
o {1k /W TR B
& T FFAC & S P 1
i SrHESGHEE
&\
[

PR E PR
R SR ARG R
Display 00 (Defaul) | R AU B 7R 7 11

o 1212 File xH#BHS

7F 1 5L File 2 vp 4% T Kiwi Syslog F 2 DRERIACE « A E0s b N H 55
2, W 12-2 Frone LA B 30 00 5 B ey 28 .

File Edit View Help

Setup Ctrl+P
Send test message to localhost CirltT
Purge »
Debugz options »

Import settings from IHI file
Export settings to INI file
Create Tech—Support File (Zip)
Exit

4 12-2  File 324

Setup (ACLE ) : EFZ M4, HFJT Kiwi Syslog F& 7 1) 2 TAC &, ALk g )
BAkg N OB BCE SR VRN ED R A S i A el R R b AT U

Send test message to localhost ( AZIEMNAAE B ) : B IZ a2, KFiE1S UDP i H &%
2 MNASE BB AR ML (127.0.0.1), i H [A] 1% Kiwi Syslog i Wr (1% 1, - LA
[E 0 S NI Eip ol B o

M5 B A% U A . Kiwi Syslog Daemon - Test message number 0001, 4175 M8 FE 7 )
TCP i W2 1w, a2z 2 v 19 90 2% 01t T A Kiwi SyslogGen. %] il 1t T
H IR Aef% 1 % Syslog HAGEMLE, Jaiffe] a4z LR Jiik. Wl 12-3 Frm i
TR EFr.

solarwinds

KIWISYSLOG GEN

€ 12-3 Kiwi SyslogGen it T H

Purge (i PRGN . w] ARG 5 20 H S5 B TIEFR, BAGRE B M1 Text H &8 30,



i ¥

Kiwi Syslog ThgE 5 ZFECE

& 12-4 iy 7

Furgze e—mai1l log file
Furge error log file
Furge message gqueue

Furze mail1l quene
Purge failed MIE loolup file

Purge database cache

&1 12-4 3B H S5 B a2

H 3 8ay 4 H 4575 % E-mail H &8 W SendMailLog.txt) . 4t % H & (Errorlog.txt) .
THI A (A G2 A 8im i 22 0 1000) M AGR RS (e A7 B i i 10000 RIMCHY
MIB fr4k W44 (MIBs\UnknownOIDs.txt). 245 224715 H .
Debug Options (iffi): iz BRI ¥R B oy DR/ 4H Wk 12.2.
7 12.2 Debug Options 3¢ 25 S IIgETIFR
Fs x* B w2 R
B P A Bl B 1 s s H EAE Bl sk B Text X, X R %3¢
H 5% T 1] Syslogd-debug.txt

1 Enable Syslog debug

2 | Reset Syslog socket W 1, 3 B R T8 IS 6T S 11 ) Wy
Reset all Counters . o . o
3 RS VH 28 F bR ST

Timers and Flags

BREGEREZMN Text XANE, XMHHWEFZEDX TR

4 View message buffer
SyslogMessageBuffer.txt
| | A M R IL B Text AN, A NERFZEHXTH
5 View mail buffer
SyslogMessageBuffer.txt
Clear the Scripe file . . P
6 g it Scritpe SCPFHIT I 2247
cache
Initialize Custom , o
7 N Y16 P B E X gt s B
Statistics
Clear the Syslog e s e o
8 o BTG HE B
Statistics
0 View diagnostic ARG CHERR Text 30/, HPAFEGIHE B NG
information JSE

1LFF Enable Syslog debug, #]JFXV.[1 Syslogd-debug.txt 31, n[FH 2| H a5 &
B, P IP Muhk. FRYIP Hiht, 3w, HGS ID SEE R, WiE 12-5 Fros.

1% Ff View message buffer, §] JF X V[ SyslogMessageBuffer.txt VA4, v]F 275 & B\Y
A E1E DL I £ View mail buffer [RIFE23 11 Tz 0, ol & B AL B A7 16 DL -
AT AW 12-6 s
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12
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Kiwi Syslog ThgE5EFECE

Create Tech—Support File S HL a2 EFIX A 070 %% Hox AR E4at, Hrp
GRS T INT fC & S Bk HE SO Debug SCPF. H 2 W U5 — R A1 Text A A
TENAA RS . A N A an 1 12-8 Fron.

[E B syslogd TechSupport. rip - ZIP [ESETAE, BEFIN 29,937 TP v
B 4 s
- .
E] install. log 25, 549
" KRDP_Sessions. ini 33
}Syslu g Dlaemon_Settings. ini T09
Ej Sy=log Dliagnostics. txt 2 918
|.:=Qj Syslogd-debug. txt 728
<] 1 | LEJ

Bl 12-8 A= plAH OGS I Hs 4

o 1213 View ¥ HHS -

Edit ¢ Bay 2B AT R, NEFEEHIE R H X HEE, gk, Pl View 3¢
BTN AE. FIhT e mar<, Wik 12-9 phix.

View Help
Yiew Syslog Statistics Ctrl+s
View e—mail log fi1le Ctrl1+M
View error log file Ctrlt+E
Adjust width to f1t screen Cirlt¥
Highlighting options Ctrl+H
Clear display Ctrl+L
Choose font Ctr1+F
Show/Hide Columns »

K 12-9 View a4

Zor B AR H ESHE A E . E-mail H YHEE. BRHECHESE. M
LY I N bR R K/, mse ok B HE ZIREFEM A A ) 3 5 T
NAMATAEER. BrFHikE. B/ ufTﬁlJ PLU R H 8o F i s I T fE

1. View Syslog Statistics KB iy <

P 12 H iy A B R oy 2 S i A PR B i A e T TGS A, 12-10 B

ZH GGG BB 10 B BB — Ik E K . il Refresh 14 50d% F5 8 nl 37 R kBT
B T B A O SN P R . aGE v A LS R A W R

Q 1 Hour History: %4t it &R B~ — 4~/ e it H S 2w i o0, Sl oy i [a]

365



PO % 1 i S5 X

DN g B0 Bl B A SRR O v o I BERMNAT T 229K 5y, S AT 0T 1 3 i
gitE B, miscA MY 1 /M RIZEvE 4.

&

History [Thr] * Histary (24kr)  Severty  Top 20 Hosts Counters

B0 55 50 45 40 355 30 2

o

| HelpF1) | | Refresh(FS) | | Close

K 12-10 it 5t

Q 24 Hour history: JE/~HT 1 24 /N A IEE S THE O, 06 . g 7 B /NI Py 2
WHY H S EE St

Q Severity: % U HFE AT S BN EEAT A o b gl guih A% o8 HiE Bor
Fem e T HAEE R

Q Top 20 Hosts: i L4 vl EAL A M H GG R & #20Us Bn a7t IR e
Hr42 T 20 BGEHE B .

Q Counters: % WM —SEiEgth L iRE Bgthm, Wk 12.3.

F 12.3 GitIheE R ERY counters 71 E 4t i1

Fs % it m B 1T

1 Messages — Total B8 S G R H S 8= Gt

2 Messages - Last hour A — SE R/ NI N B H S8 E 5t

3 Messages - This hour MG ETHEGET 60 b A B0 H B =

4 Messages - Last 24 hours AN 24 /NI H S8 E

5 Messages - Average NI R H RS AERT 24 /I RRNCE E T T E o L

6 Messages - Forwarded: PR HSEE

7 Messages - logged to disk: A7 2L FL 1 H S5 =

8 Errors - logged to disk FERe A B el Hod s 3 e i 5 =

0 Disk space remaining S 0 e Ak = () ) 8 A 1 %ﬁi)f\ixﬁjb C &, MixERmm
Alarms | Disk #y4 3E 1715 B 3 2k

0 CustomStats] 16 ij;ﬁﬁﬂjﬂﬁﬁfLL PRAT B A 3R B 2 B & RAG 3 45 1% 7 B
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' Kiwi Syzlog Daemon (Registered — Verszion & 3. 28)
Fdit Y¥ien Help
) Bl Ay @ | Display 00 [Dofoult)

File

) 8% 1 T S &%

] |

1 Drate Time Friarity Hosztname | Mexsage lj]
§ OR02-2010 17:375B  Daemonaning 17216171 Mar 21737 EB6 MSE xchangeTranzport 400 B3RS iachao. comBERRREET « Ao0F s FEALI20085. 219 2. [FEIOT mi2=={ EHT T iER.
|.§ 03022010 17:2943 | Daemaorwarhing 1721611 Mar 2172340 MSE schangeT ransport 4006 EHmERE brasileecan net SRR HET » F0EEIRE=H 20 24120145, BEN T : i EH BN T 238,
¥ [3-022010 17:27:63 | Daemon'w'arning (1721611 Mar 21727 51 MSEschangeT ranzport 4006 EHmdRE riva-tde netpEIEREHET » TiEEIEI S0 522024, FEROT  ImiEE 8T T IEE.
| # 03022010 17:2658 | Daemarwarning 1721611 Mar 2172552 MSExchangeTransport 4006 EHTIEEL velcnzone corm biHEIEHREHFRT - i Me00 222281 . FEMWT CEZIEEF TIZE.
¥ 03-02-2010 17:24:22 | DaamanWarning | 1721611 Mar 217:29:22 MSExchangeTransport 1006 EHTIEEL rbinzite compE 0 HR » iFEERIEMIZI7 161621, BEEOT nlzX BT TIiTE.
¥ 03-022010 17:2252 | DaamanWarning | 1721611 Mar 217:22:51 MSExchangeTransport 4006 EHILIEEL shamcable netHEiE EERAT » iR ED WL 59127 411 FFERND T HEL SMTP Eesi=.
§ 0022010 17:21:22 Daemonaning 17216811 Mar 21721:20 MSExchangeTranzport 4006 BIEAREE riva com. brifS2 BEHET - EiEEE3ENEN 0210, FEWDTF TtV EEr A TS
v 03022010 17:21:23 DasmorWarhing 1721600 Mar 2172119 MSEschangeTransport 4006 PR (ubrtal net EAMTRT « DiE&EREAs85.63 . RENTF DR EHEE A TiEH.
v 02022010 17:19:22 Daemonarning 1721611 Mar 2171320 MSEschangeTranzport 4000 FTARREE l2oqa comHERiBRIFEEN - [HELR: SMTP TEEESIET DN [RS8
e (022010 171853 DaemarErar 1721611 | Mar 2171950 smbpave: 2013: SMTP AAFRERBNEM DMS IEESR. REZEAE DHS BE48 o 2EAE DHS REa3EE o H.
¢ 03022010 171853 DaenorWarning 1721611 Mar 21710:80 MSEschangeTransport 000 BHEIEEE ol coFER AR , FELR: SMTP FRiREFANED DNS JEEafa
|# 03022010 17:16:33 | Daemonwerning | 1721611 Mar 217765 MSEschanpeTranzport 4006 EIGIREL Ichater combE BT » RFERBIEALA6 23127 200 FERDF  imEFALEEHF T2
v 022010 171548 Daemoraning 17216171 Mar 2171543 MSErchanoeTranzport 400F: EHTERE etano combBE SRR FRFESREEERLIZ00 62 20 2000, & EMOT i FA ST TiEE.
| @ 03022010 171538 DaemonWening 1721611 Mar 2171535 MSEschangeTransport 4006 BHITHRE kooo comfSSHEEET » TiEERACEFPIGE1962011, EEINT: HIN SMTP i iR, =
g OE0Z22010 171503 Daemonwianing 17216171 Mar 2171501 MSEschangeTaneport 4006 EHmREn0 compEiEREaT » TIEEEIER N33 11944, FEIT: Gl SkTP dhisgdi2.
| g CE022010  17174% Daemorswianing 1721611 Mar 2171241 MSEschangeT ranzport 4006 EHdRE jam nel malfE AT » DEEERIEF N 217 246271, BEEMOT T SMTR EEESE.
§ O-022010 171033 Daemonwaning 17216171 Mar 2171029 MSEschangeTaneport 4006 B2 pahoo. cnlfE AR » DIEEIEEEFIIZ0Z 209280 248 . FEOOT IniEEAEEIF TIE%.
¥ 03-02-2010 17:09:38 | DaemanWarning 1721611 Mar 217:09:32 MSEschangeTransport 4006 EHIIERL zinelbroadband inkE B0 R » DiEEEIIEHNZS1917.201, EEMOT iz BT TIiTE.
¥ 03-02-2010 17:07:2B | DaemanWarning | 1721611 Mar 217:07:37 MSEschangeTransport 4000 EHITERL ctiqe compEiEaNidsl . [BELZ: SE4EEE DN R0l EiR=SaE.
¢ 2022000 17:0E:23  Dacmon™orming 1721611 Mar 2170519 smtpove: 2012 SMTP FRIEERER| DWS RS o 202 102 224 66, {EEE 2 "UDF. B2 e8mT 5o B E - r A il o
g 3022010 170523 Daemorwaning 172161 1 Mar 2170619 smtpzws 2072 SMTP FLiiEaEa] DS B-88 202 100 224 B8, [ERERUEE -2 U0, BB E-380T 4k B s a2 i El o
| @ 03022010 17:00:08 DaemonWening 1721611 Mar 2170003 MSExchangeTransport 4000 BHITRRE telecom. nel atfE sl (4200 , [FER: FodrEal DNS FaiE miEE-aE,
v 022010 165553 Daemonwaning 17216171 Mar 2 165550 MSEschanoeTranport 4005 EHTERER heerizor net S SRANSET o SCiEE SIS ATIZ0E 46232111 [EEIDT B SMTE Mt iz,
| ¢ 03022010 165358 Daemonaring 17216171 Mar 2 165356 MSE schangeTransport 4006 EHEHRE comcast net HERARSIT » /=888 1076 9662116 EEINT mi=SH.EHRTF T iEE,
Q CE-022010  16:51:23  DaemorEraor TFZ B Mar 2 165113 WMSExchangeTranzport 7515 hicrozoft Exchange B RERRMS MIL2EE EIGY 1D 2 <201 003021 636134535385@gx chinarobile come.. A A S
srvkp: chenka(@os. chinamobilz corn,. TEER
=7gb231 278 PMDEwM DAwMTI40NbuuPD D +7ugqoalwhd DU Ssk JE A uBszmefvwayhopd M D AwkADwl HE 25T 44827 pED uufPS SancheLbM K A TEGoLD Y =7= 8 F1 gRERT His . HBRFEET
SIS E . IREEE E0FI0M. TREMER » B8 Hip My miciozolt com) cortertrediect aspe
W 03022010 16:51:18  Daemornfaning 1721611 Mar 2185114 MSExchangeTranzport 4006 EHEIEEL crance esHEEMRFAT » EiEEETIEHE2ZE020. FENT ICEENNEEFTIES. -
G 02-02-2010  16:51:13  DaemonEmrar 172161 1 Mar 216:51:09 MSE_HChangTran:{pu’t ro 2T EHIAREEE ID 1. ZE4E 25181 g SMTR thit Bk, ﬂ:Flﬂ:LESEJ 201 EBI?ﬁIgF! i}ﬁﬁl&?fﬂ?lae@mhﬁph SMTP AR 222G B2
S04 Meed to aufbenticate Firsl b PECERITERE S 3 lomech S0 1020 21 10T BES-SRE0EHEE, FRHERERE » 1F8 T hitp: v microzof| comzontenirediest a3p
¢ 03022010 16:49:38 Daemon®arning 1721611 Mar 2 15:43:24 MSEschangeTranzport 4000 FREAREE |quest compZigdp 40 . FELR  EiEH=ED] 0Hs P BFiE# 88
v 03022010 1E:4B:2B Daemon®arning 1721611 Mar 2 15:45:25 MSEschangeTranzport 400E: FEAREE iolcaf B AN » TiEAERIEdn 42282701, FEHOT: B0 sHTR SR
¢ 03022010 16:39:52 Daemon®arning 1721611 Mar 2 15:3352 MSEschangeTranzport 400E: FHEAREE lballzcuth. netfEig ANET » JEEEERIEA207.11511.06). FEROTF: BT SHMTF fHHE R
v 2022010 TR:2E:24  Dasmon™aning 1721811 Mar 2 15:32:21 MSEschangeTranzport 4007 FHEARREL 125 combg AEbE » oidfEER L0 =20121.15191 . FEDF: ik TP HhiliEis. FRUSIRE sMTPEIERIRCETL iB
2162 52 EHEIRE 51550 AP ORI med 1 vBmosd DrH LA dzdel OHIG Pg-- 436345 2 1 267515293 Hetp:/ mail 163 comAelpdhelp_spam_t 6. hia
oy (022010 16:38:24  DaemonErar 1721611 Mar 216:33:20 M5E schangeTranspert 7004 (CRCTFRIEE S D 1. EIE 610080 SMTP Milidi= Bin.  TiEEALI220181. 1519709 SMTP drd- ropt BRI F 29550 AF-OR0
] 1 Sl DrH A B2 OHIG Pa- 496345 2 1267519293 Hetoe/ fmail 162 carheipdhelp_spam | 6. him Ap=222.21 5.5 1225 hostid=me 1 5tine=1 267519292 b R ptomRise+M A CPT
T0:¢wodegongsfES3 @21 26 coms | EATEES SENEHE, HRERAER » (FEE htip/ s microzalt comd contentiedrect szp.
v 03022010 16:37:03  Daemaorwaning 1721611 Mar 2183706 MSExchangeTransport 4006 EHTFEEL teleman net e FEBERRMSRT o oA EERI 200222 0,381, BECT  iEEXHICEHF TIZE.
v 03022010 162824 Daemaorwaning 1721611 Mar 2182218 MSEschangeTransport 4006 EHTFEEL Eraziteiecon net ok 3R AR » TR EEDEH 2N 24120145, RBEWT: &= /T4 6 58]
v 03022010 16:25:58 Daemaorwaning 1721611 Mar 2182554 MSEschangeTransport 4006 EHEFERL veloxzone com, b IEREFRT » TikfEI = meonzzzea. FEMT ILEZIEEF TIZE.
¥ 3022010 162523 Dasmonaning 17216171 Mar 2 182318 M5EschangeTransport 4008 BIEAREE rimatde.netZ st » GisfER S e |0 2020, FEMDT SR EVEE A T i .
v 03022010 16:2252 DasmorcWarning 1721611 Mar 218:223:428 MSEschangeTransport 4006 FAEE [shawcable netiE g HETH] » FGiEFEICCNLIEI 0127 41 FERDT : HEL SMTP HhsEsi=.
v 03022010 162202 DasmaorcWarning 1721611 Mar 215:22:00 MSEschangeTransport 4008 BRI rbinzite combi B0 HHE » GiEAEEIIEALIT7 161681, FEMNT SRz EIEEH TisE.
Lg_ [F022010 TE20:02 DasmonWarning 17216171 Mar 2 161358 MSEschangeTransport 1005 EEAEE [vriva com, btfSEgEEET - TiEEASENEN 50210, FERD T iTE TIEE A T S, I IM
£ [ m >
_'l_-. —_— —_—
lzgl 12-12 l Iau-'[n %F’Hﬁﬁi ,Ull [V ﬁﬁf\
Select All
Copy Selected Ttems
Copy Selected Items as HIML
Highlizghting Options
Show/Hide Columns 4
Choose Font I I Date Time Prnonty Hostname Message
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K 12-14 HEERA
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P % 1 i S5

HAAT N A - an B 12-16 Fras

%

=Bl — R HE

'

R NAL B

............................................................................................... * ....................................................................................................

r==7 H—FRudIEX L

: I
B JLR { ; R
.{f %Slf_“f_l__ﬂih:___ A EN 2 HPILAC HR ] luc,
| .

B —RPITEIE

| R R

RF— T |
AT e 5

TR A b P

e — R AL A B

E 12-16  FRIH0 A7 i FE

BRI UG 222 Kiwi B2 7 AL 3 — 2% i 44 4 Default (1980 1], Horb s A 6 35 ik 8 4,
FiAT i) H S AE A RENS I s (HERA R AL 5 By 25 AT 37, 20l B H B R B AR
{45 B SO BOARINR , B {5 B R ok S Bos O/ A7 B %3¢ H sk \Logs
W AFSE T SyslogCatchAlltxt A4+

A3FE: Kiwi ¥ AFE N B35 100 480, AP T 6,4 % 35 100 £33 &30 F= 100
AP AT ENAE .

o 1222 RARANTIEFTN -

B4 HBAG AR5 — A Priority (JL5EZ) JEfE, i Facility Il Level Z50f4 hl .
i F &t ﬁﬁﬁ R e 5 HEAE B AL e gt AT b, evresz 5 ik It 56 it
R HERFE . 27 XA ERATENGE R, FlH T 8588, A EEERE
A2 R K 1 Notice 251 HEG B o

TR P Ly IR IR

(1) {EECE LM A ML, %P Filter I, ARG ditedEiedl b m Wedl, Bra—
¥ JURE U

(2) TEF A s X 38 Field B 474136 ik $f Prionty i1, 7T Filter Type 47
HI|ZR k% Prionity J73(, WIE 12-17 s,



L
12
=

Kiwi Syslog ThgE 5 ZFECE
T“IEI 12-17 1, 042 B8 1~ R G ARG B G0, Ak 78 H R A% B0 A B P ¢ Toggle to
ON i %, XM NEMEK Bkt E bR, NHHRA)G, RI5EAL e B M .
L4 K N @O ¢  Field: | Priority v Filter Type: | Pricrity | ‘
E-J-;:lijgﬂefault I'A| iEIIEIgi Alert  Cnt Equl Warn MNotice Info iDehug 1 .
=1 Filters Kemel v v v v v
¥ NewFilter User 9 O 9 9 o
= Actions M ail | < < < 9 <
¥ Display Daemon  J < ) <9 <
¥ Logtafile Auth
_ Shadie g | Y ITHRRAIB
Customn file formats Lpr | =
- Custom DB formats | |News
=) DNS Resolution =| | lvuce |
oo
Modiiars bt LU
Scripting E._'P*_tﬁll_
Dizplay System2
Appearance System3
Gy Systemd
s al':-ini.': message count i |
Max message count ~  |Local0 |
- Disk space monitor Locall | [ee]
= Inputs s '
| $E§ v | TestSetup || Test | gl %| | Selectal || Inverse
B 12-17 B EA A pE %A

IR JESARGR N . AT HE R4 Deamon. Mail.

User. Kernel “ER&H, 2en R

Warning & H:PL EZ iy HEG R, i Kiwi #500F 2.

R ICD ARG TR TR AN HERE R, W)

Lk FE Deamon A7THIR], &

12-18 frn. i JEAFEaI ik A, W1 RS Deamon 7/ (AT 25 5 () H &5 K33 ml i ik
Kiwi AN 7R o
Emmgj| Alert | Crt [ Error "w"am JHutit:E| Info |Dehug|
Kemel
User
Mail
Daemon | @ © © © © O O ©
Auth
Syslog
K 12-18 & B #:52 Deamon | R 45 L) H &
o 1223 IPRHERTIE TR -
T2 HEG BRI 5E Bk 1P #hhk, 7e iz gy h, i & IP sl B,

‘*j@f)ﬁ%xiiﬁlfl%@fﬁﬁﬁﬁﬁl:l; AAle izl ﬁ‘%i’“ﬁ—iﬂa‘ﬁ&?li*ﬁfﬁ
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2
P 2% 14 0 S5 A%

Field: Message text |v Filter Type: FRegExp i"'"
Ir_u:lude: _
"“MSE xchange" W=
e _
iR I
E xclude:
Motice" IS
M _
'4006" | B

B 12-22 1 F R IA R F AT B gk 5

01225 FHMBIEAKNX -

TR REAE T A AT . 5 e S, RERT 4 A TTRE. A A
IEYZN ot A SN, FU 7 SO AKE P N B CREA AR, LI SR
Ve, B4 Kiwi B4 ROk T8 10 SR & A 1 A (3 .

e e A o a ik gE I, 7 Field &0 1% $ Hostname, 7F Filter Type P it %
Simple, JFHIARE NS, W5eiZor st & PR R R, W 12-23 .

Field: |Hosthame "v. Filter Type: | Simple [v‘

Ihclude:

Cromain £| I?

B 12-23 N4 BT uE R

o 1226 HEEFIEAN -

I 1E) Bk 7 50, gt Wi A vl H ARG BN B . Haede e i B AE s H &
5 A R g f e 2O B, AR e . eI yE e & A Hopr i 8T, 7 Field
1% I P 3% £ Time of day, {F Filter Type Hi% £f Time of day, J{it+F¢ o VF H G (E S o 1) 1
BRI AT, G 12-24 fiow.

K] 12-24 HhF et e AR A 78— 2 8 L R - 8:00-9:00 7= ) H &S R
WO F 7



Kiwi Syslog ThgE 5 ZFECE

Field: | Time of day v Filter Type: | Time of day >l |
07:45

08:00 o © © o o
08:15 9 © © © o

08:30 9 © © o o
08.45 O © O O o

09:00 9 © O o ©
09:15 N p—

0930 FeVFLL B E B N H & 1
09:45

K 12-24 T (8] Boid g v

o 1227 B EERIEAN -

oL T A 1 IR G, B ERr R oE N a2 G, k. JF Haizor =08
SHEAE HoAthd 3 /7 K2 )5, Ba BT . W) a) it d€aL 5 3 7 : Time interval (ff[a][a]
%)+ Threshold (I&J{E) A1 Timeout (EER]).
iz e Ui e TRBEsE (WX E-mail) FIHHLF, H[5wa WATLRC T
;ul{t S LR, CRE s fil R A2 Rl oK s ) E-mail $EEEREE, O 1 bR BE SR BITRAT
v I (E) (A b ek v, B AREMBE e 7R o, W 5 Rrdn e i 18] (8] b o A 25 FRUROR I 2 it
Fﬁlﬁﬁzn

1. Time interval 3EF

FEVCE T o @l e 551, E Field 20 ¥ £ Flags/Counters, {T: Filter Type ik
¢ Time interval JEI0, 5 s ) B e [0) J5 (A7 B R, i P 12-25 o

Field: | Flags/Counters |v Filter Type:  Time interval |v ‘

Fire this event ance, then wait for 15 minutes befare firing again.

Mote: The filters are processed sequentially from the top down.

The Flag/Counter filters should be placed after all other filter types.
Bl 12-25 5 A IS TR) ] B ol g8

Z& . Kiwn W —2 HEGE R, B 71N Link down 247, CFVUECTL I8 7 =0k
1] True, ?%%HTIEUIETJIJHLJE?J‘JQ% RHAT, IR[F] True, HSAREDNVERE 9L ik A PAT . Ik
i, Kiwi PR REIRCE T iz 5 & B+ Link down 1) HEAS B, SCFVLAC 38 7 A IX
PAT, [FIFFIR[E] Troe, iyl [ (a) bk 38 7 sCFE 2L 15 r bz oA kAT, TR g5 R
False, S K A Ffil R 04T MR Z S 1E

2. Threshold iTE AKX

FEFEE N T B, HAD I 98 25 A3 (0] True FRELEE T H50€ BAE, AR PATIE 12
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Kiwi Syslog ThgE 5 ZFECE

29 BHIRE—ITE

Kiwi 7E#MH G B, BUASAT IR E s, RS- IR A7 H 2515 E 2] Text
SCAH ., BRIt Ah, Kiwi B $24E T 2R RREE, P, K% E-mail HEEERRIR . MR 5
Peon. A H GG B2 EEE R SE LR o 244

o 1231 Display B HE -
Kiwi 2L 7 10 AN PR Ft i, 8 M h g sk £ 0 1 Bon HEE B EN TR,
It B & Xz RE Vw7~ a1 44 K
TEWE AP Rules UL, EFF Actions | Dispaly #EM, Bl nifid 4735 B i i
MEAL R 28, Wi 12-29 s

Action: | Display |v ‘

Pt em

Digplay number: i Digplay 00 [Default)

ﬁzimlay..mefiﬂ] s
Display 01 e
Dizplay 02

£3

Display 03 =
Dizplay 04
Dizplay 05
Display 06 .
Display 07 v

K 12-29  EFFE R d%

o 1232 Logtofile REHZE -

Kiwi Syslog £ 2| HEARE B G, BRAEHEE B2 SCAR b o B S T2 7
‘7Z%¢ F 5k (InstallPath\Logs) (A, {444 SyslogCatchAlLtxt.,

/f Rules | Actions | Log to file & & Ft1fii ', v 8 ECPRAF SCAF I B4 SO 24 A X,
P 12-30 frs.

{f Log file format FHuslR 4, R4 T Z R HEGE R AR BROAM HEE BA7
fii k% X A DateTime (YYYY-MM-DD HH:MM:SS) [TAB] Priority (Facility.Level) [TAB]
Host name [TAB] Message text,

LEWCE S B 71 Log file Rotation [X s, ] 352 B PR A7 H & SO R/ a4, BLBS

H S R C, 5 S0 =S 18] BT 2

Maximum log file size W ASHE n] 1% & AN H G CAF R B RS & . Maximum log file age
ABCE S RAERI I . B HE R E A ERBIEN K, a7 H &SR
W ar 2N AN AR (U logfile.txt.001), FHA7EAG R — N @t B2 S, =5 SR
A B FAE RS, logfile.txt.001 ¥ 444 logfile.txt.002, 27K H s A} 5 444 logfile.txt.001. LA
IeRAE, A CFECRRATRE ) 12 AN, e 5 AR R H &S SO R AR N R




o) % 1 iU S5 X

Action: Logtofile ™
Path and file name of log file: Insert AutoSplit value
C:%Program Files\Sypslogd\Logsh\SyslogCatchall. txt [:]

Example of actual path and file name:

Log file format:
Kawi Format 1SO pyyy-mm-dd [T ab delimited] ‘ v

Lag File Rotation
Enable Log File Rotation

Total number of log files: 12 = 22007 12 S0

(%) Mawirmum log file size: 100 MEI [Megabytes) v

() Maximum log file age:

4 12-30 W E H s U R AF H ok 5

1233 HEHEXH .

R H & SR AT Zij]ﬁ?% H &Rk 45 2 B0 2 i) H &5 Sk TCP 5 UDP iU H &
ok KB AN — 6 HERS g . JMghrE 2 H B kG4, PR 258 H SRS
P S BT R B, IR i T RE .

/I Rules | Actions U1 [ 25 i 448, JEAE Action | $7 %1 3% 3% $¢ Forward to another
host BT, WEEIG, wsLH Rk HEREBRMDhEe, Wik 12-31 s

Action: l Forward to another host _:I
Destination |IP address or hostname: Protocol;

10110 =—b| E5H R IP Mokt UDP v

Mew Faciliby: Mew Level: Part:

- Mo Change - “v_ - No Change - ‘_v‘ 014

Send with AIFC 3164 header informatiors
Retain the onginal source address of the message

| ] Usze afixed zource IP address: | RFFH EH G BHIE

IP Hiht A28
[ ] Spoof Network Packet [requires WinPcap 3.0+) - UDP Only

B 12-31 O ek H e B 2 HoAth H S ke 55 45
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= e
P £ 1 ) Sk B

Action: Run extemnal program |'~.-' |

Program file name:
C:AWINDOWS spstem32icmd. exe -

Command line options: Inzert message content or counter

"ZMagT ext”

Process Priority:

Marmal '

Window Mode:
MNormal | ||

& 12-33 W E A AN

o 1236 %X E-maill i fEEFE -

O e e e e e S e e e e e e e e

A% E-mail fRE(G B AR HEE B AL E-mail 204 B 45E A, H&
5 SR N A gt 5505 SR W S E A 7w . BCEZDIRWT

(1) ¥ & E-mail S S WEPE A2 22 0, 1 58T 2 i B Kiwi £k -6 s 1k 55
) b AECR TR A A QAR ) E-mail 225, $TT E-mail BCECTI, WA 12-34
PR o

= Rules |
=¥ Default | Send syslog alarm messages to: .
4= Filters hanyuning@gxca.gov.cn — fg"'ﬁ{ E-mail Hiht IQ
: New Filter
3 Actions [15hort alarm messages (for pagers)
Display Send syslog statistics to:
Log o file hanyuning@gxca.gov.ch —.l E-mail JEHbhE |Test |
. ] New Action DA IS = gaba. SOV BT
_aceckies Hostname or P addre Lesusz— SMTP Port
= Formatting ‘ 1721611 H]Eﬁ"ﬂﬁ %’%&ﬂﬂﬁjﬁ 5
Custom file formats =" '
k Custamn DE_’ farmats Valid 'fiom' e-mail address on SMTP server: Timeout [seconds)
< DNDSNF;E;UL”“U” hanyuning@gxca.gov.ch <0
cte BHCB{ b
DNS Caching SMTP Usemname: SMTP Pa .
Modifiers [] '
Scripting
Display Default e-mail delivery options:
Appearance Importance: Pricrity: Sensitivity;
E -mail

= Alams | Unspecified | :i‘ Unspecified v Unspecified v

Min message count

Max message count

Dizk space monitor
= Inputs ] Enable verbose logging Delete log
- 1INP ]

E -mail logaing options:

[ ] Keep alog file of e-mail activity view log

K 12-34 % '& E-mail Ki%

Q Send daily statistics via e-mail to: 1% F %I E-mail %45 B E-mail HISAF kL, 1
1 Test@company.com.
O Hostname or IP address of SMTP mail server: ¥ fi. SMTP Ak 5525 11 TP Huhk .
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PO % 1 iU S5 %

0 1237 HZEHFERFR

ik HEE B TAEREY R H EE B, 22 Syslog $#&7~15 B JF ik 25 & 10k
o5, (G5 B el A AN E Bl 3 e XN iniE B

R E TR, 75 258 s B SS 4% TP #hhl, DL Gk 8 5 20 & 1A AME
W& 12-37 B s o

Action: | Send Syslog meszage ‘.v‘ ‘

IF addrezs or hosthame:

172.16.1.2

Suvzlog message text: Ihsert message content or counter
M zgT et

Mew Facility: Mew Level Mew Socket:

- Mo Change - ‘v - Mo Change - ‘v 514

K 12-37  WEBEWHERE BN RIERRME R

® 12.3.8 IEiEI:u nrutgﬂ Jﬁ;E"\

) H S BRI I, A BRI SO SO, R dd B 1] B VR 2l A £
W ERY RAE o SREISE ] 22 RE R LIS A7t B H ks 2 - Kiwia Syslog s il L 23l (ODBC) 3% %
i PE, BRI SCHF Access. SQL Server. MySQL Al Oracle PYFP2E 7 1) £ 45 J7F .

PR R )G, BT EANER, X 4 BB ZE I BN A R B AR A
¥, FB A4 Date, Time. Priority, Hostname Fll Message text F./™M 7 B o

LA A MS Access & 72 3 DI 3EAT /44, JDERUWIE

(1) J61E Access FE@HUBT A —NEAN P, IPRE I SO ORAT AT H %

(2) 7E¥E F1H Rules | Actions 110 g4t — N2 4 Log to Database [FJ44T 81k,
Wi 12-38 fhos .

(EUTPE 12-38 frzs i) 9, #5/E Data link connection string SCASAHE HS JIE G 5 . HR
o O AL, A0 Y 2R YR 1 S H 3 Microsoft Jet4.0 OLE DB Provider (HIIEFE1%E
P2 Access B ), SR IEFENIA Frid i) Access 230, ol “WaCiER:” faifl, Wik4g
INERE IR, WSERGRCE, Wi 12-39 iR,

(3) #Z[1] Log to Database 1% & 7+ 1"}, JfH.il7 Create table 1441, #4T Ha)@d%, WHR
Y], BRAE Access HUl R Ha A AN fir 44 4 Syslogd B

(4) WEG, HEEREANEMEE 1% Access F0E T . W Ea %, nlfady
Query table 2 Hl 1T & FH -
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o 4% 15 i S Ak
| Kiwi Syslog Daemon Setup g [
:] X [T L[E] lj hj U ¥ Type: | Access databaze v
= Rules Function Field name Size Type Format |
=[] Qerault Unique ID  [[] MsgUnique 10 Autolncrement 1
(=l Filters 1 Date MzgDate 10 Date Y -MM-DD
------ MNew Filter Time MzgTime g8 Time HH:MM:55
= -"l"-':'II':'"?: DateTime L] MsaDateTime 19 DateTime YYY-MM-DD HH:E
---- DI3F'|-35'_ UTC Date ] MsgUTCDate 10 Date Y -MM-DD
------ Log to file UTC Time ] MsgUTCTime 8 Time HH:MM:55
------ New Action UTC DateTime [ ] MsgUTCDateTime 19 DateTime YYYY-MM-DD HH:t | =
- Schedl.!les Miliseconds  |[] MsgTimeMS 3 Integer 000
= Formatting _ Pricrity Num L1 MsgPriontyMNum 3 Integer 000
Custom file formats Facility Mum ] MsaF acilityMurm 3 Integer ooo
= Custom DB formats Level Mum ] MsglevelNum 3 Integer ooo
- New Fnr1rnat| Pricrity M zgPriority 30 Text
+ DNSF Hesolutlon Facility ] MsaFacility 15 Text
Mi:-{:llh.em Level ] Msalevel 15 Text
5'_3"F't'“5| IP address || MsagHostAddress 15 Text Mormal
Display Host name MsgHostname 255 Text
-‘:'ﬂF'F'E’lﬂfEl"CE Input source | [] MsglnputSource 10 Teut
- E -mail Meggage MEQTEHt 1024 Memo
) Alarms Custom 01 ] MsgCustomOl 205 Test
# Inputs Custom02 [ MsgCustom02 \.I“‘H
Test message Custom 03 ] MsgCustom(O3 R B BULFE |'v |
Defaults/Import/E =port - — o
I i E L1l | | i |
Show action ] [ Showe SOL commands ]
[ Help ] [ Ok ] [ Cancel ] [ Apply ]

K 12-40 g B 8O E T B

01239 IERHEANT RENBEFSEH -

S TR BRI ] A5 0 58] Windows NT R40 (05 ALY 644 ic 3 h . NT
A4 H GRS S g hl, 43k Error, Warning., Information. Success flI Failure.

1t Log to NT event log i & 5[, ©]{E Event log message type | $7 413 ik £ H &
KA, Kiwi B H H &G B A ik 288, & 12-41 P,

Action: LogtoNT eventlog |'v ‘

Event log message type:

| nformation |'v

Inzertion stnng ophions:

Single Insertion String |v

K 12-41  idox HAE 2 NT AR S5+

o 12310 % SNMPtrap 58 -

-------------------------------- J

Pl H &G B, %1% SNMP Trap 5 25 E M IP Huht, Wil ) IP EHLE S IR
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Kiwi Syslog hgE 5 ZFECE

T~ —)
| Eiwi Syslog Daemon Setup g Cl
__j X E |:1| @ a L0 Task Type: |15.rI:|"|i\.-'E |_*:I Task Tngger: |Dnaechedule |___]J
= Rules Schedule | Source Destination Archive Options | Archive Notifications
=llv¥| Default |~ Schedule start
~{=| Filters —_— =
. Time: - e utc
— | ©Date: [07 Mar 2010 = Time:[15:50 & [ O Never
-2 Actions Schedule frequency
Display |ae J
- | Logtofie . , , :
W Mew Action | Once Minute Hour Day Week Month Year
= Schedules .
New Schedule | Run at:l 18:00 == [¥]UTC, everny: 1 "‘* s sl
= Formatting e ﬁ H ﬁﬂ—‘l‘ﬁ*ﬁ

Custam file formats
-« Cusztom DB formats

[+ DN5 Resolution ' s
Modifiers Schedule exceptions EH |5 E% Elf ] HII E{tl

Scripting MNew Exception O Daily I = I = Tits

Digplap  HlE e e e e e R e e
Appearance '

E -rnail ' () Selected date:
[+ Alarms | |

[+ Inputs
% | = !

Test message o
Schedule finish

D efaultz/| mport/E xport
O Date: | Srime] B LIUTC O Never

| e || 0K J| Cancel | appb

&l dau

Eetwes =

E=
=1

i
o U

&l 12-44 i Aep R 2R

| Destination location

E:\Tools\Syslogd\D ated Logsh —Dl HEFE T j

[ ] Create sub-folders [preserve source directory structure)

Destination files

(%) Mave files from source to destination () Copy files from source to destination

[ ] Use a dated folder name

Use dated file names YYYY-MM-DD v “

(3) Insert the formatted date before the beginning of file name j{ﬂ_ﬁﬁ' :IZ *g. ﬁ

() Inzert the formatted date before the end of file name

[ ] adijust file/folder date(s) to that of the previous
Kl 12-45  EFEEAFRL I SO A EAE L B

Archive Notification UL[fl: H T & AIEAAEE OLHPE R~ G B, nl PR R 1H Ol LA
HTML #%:0ak gl A A R iZE DI e 48 . AP HTML F A KIXfGE 2
Managerz@gxca.gov.cn fiFH, W& 12-47 Fliow.

i
7

Pl

1Z 1k AL 75 Custom file formats Al Custom DB formats /N & 000, 409 H T B
H &G B3 SCAR R A RE s H BRI FErs L, FEREECEHFE. Hi

F




)
2

s

PO % 1 iU S5 %

fiefs 21O PR I 7 BOE 12.3.8 /v dok His 5 B2 B e b c el g b 28w s
ALK B 2

' Schedule | Source | Destination | Archive Options | Archive Notifications |

ZIp aptions

Zip files after moving/copying sl {5122 S [E 285 1
Compression level:  Medium |v[ [ ] Encrypt zip file
Compression method: | Deflate |v[

Al files into a single zip

[] Multi-part zip [.zip, .201, .201, x03, etc.)

Preserve Paths in Zip file(s)

Run egternal program

[ ] Run program after each file is moved/copied

wWwealk bor program cormpletio

[1Run program after all files are moved/copied

 12-46 BB AR

E -mail notification
() HTML format () Plain text format
Send report by e-mail

Recipient(s) Managerz@gxca.gov.ch —Dl WIELERY S B RS

[ ] Include file hashes in report

Henerate hash before .-i|

Generate haszh after zip

[]5end report ta disk

[ ] Use absolute paths in report [don't use relative paths)
Kl 12-47 R ERIEFRE R 2 T5 e M4

2R Kiwi 71 id 3% HEBE B 2] Text SCARHPINGAE T 5 N FEE, 202 L ME. H
SUERT RS, TG HEGEERNS . WRTFENNEZ T B, B3z EE X
e A ) SPGB URE A & S

1 ¥ B FE 11 ) Formatting | Custom file formats 326 701 0t [fif v B o 5 At 444, W e v —>
B SCARG A, RN ) 7B N BonPe U Bt e R R, & 12-48 Jows.

W E 5E G 7F Rule | Actions | Log to file £ WP i% ££ Log file format | $7 413, F5 3|
WA gt B H e XA, g Ua, HAERR LIRS A T2, WK 12-49 fos.
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+| Eiwi Syslog Daemon Setup E] O
L] X [T E lj (A u ¥ MNew Format Custom file format
= Rules Loq file fields Date format;

=¥ Default T ddddd ilv]

(= Filters Timne ;
Mew Filter Date-Time

= Actions [ | Miliseconds : .
e [ Time Zone Time farmat:
| Log ta file Facility |mtt | \fl

= Schedules Priarity :

W New Schedule TR Date-Time farrnat:

= Formatting g e ddddd tttt v/
= Custom file formats Input source

New Format, Custom

B Custom DE formats Message text Field delimiter:

# DNSI Eeml"lt":'” (Drag and drop to re-order fields) 'None v
Modifiers : 34!
Scripting 1 Qualifier;

Display | [a]
. p— MNone v

Appearance BT | e

E-mail A oh 2 B [] Adjust time to UTC (-8 hrs)

+ Alarms

+ |nputs
Test message
Defaults/import/E xport
I Help ] l Ok I { Cancel I { Apply I

4 12-48 i Bk H S E B ISR 5K

Action: ‘ Log to file

Insert AutoSplit value

Ewxample of actual path and hile name:

Log file format:

Kawi Format 150 wwyw-rm-dd [T ab delimited] W

Reservedl ~
HeservedZ
Reserveds
Reservedd
Feservedh E |
Reservedb ‘ =

Reserved? H & X I g X [

Custorn 1 - Customn Format

K 12-49 ] B e SRR

Path and file name of log file:
E:A\Tools\SyslogdsLogshSyslogCatchdll. txt

o 1243 DNS @ tHgE -

{EFLMT Web JIR 954 B BT K BG 5 & 6, A5 BB EHL L H S B A h A A v g
W IP Mk, @ RDIZIR E, WXL TP kAT AT, A b By i i A4 R E R k. 45

i, wnlRs 1P bl 58.63.236.26 i 9 Ml www.sina.com.cn.
EWCE S, %6 FF DNS Resolution 160, 71 1% 7 [ 1% ' Resolve the IP address of the
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) 4% 1 T SE A%
If less than 0 syzlog messages received per hour
Audble slam N rp R,
(%) System beep
() Play sound file
[ ] Fiun program
[ ] Matify by e-mail

] 12-52 5 fid e AR ) Ak R A

o 1247 MWNRE -

S I IS S S S S S S S S S S S S S S .

N E ] A Kiwi 3 1 3 RO 00k H EAS ST Iy fneedie, 4l A& Wy UDP b
1. TCP ¥ [ F1 SNMP trap Fa-{5 B . BN Kiwi F277 VP Wy UPD [ 514 ¥ [, 1% Pl
Al 1 A 5w ) H &G B ORIE S 1

17 4507 kK5 (i Cisco PIX) Fil Syslog ix g ifiid TCP ¥ H A& 1% H &5 . BRilid i TCP
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Bind to address /Tl -4 25 F A (5 LI 4 1. BRA Kiwi Kol R 450 2N
W) HAE B, Wi)E T 98 MR, Ak ok HizM R HAAE R, ikl 12-53
FIT 7 o

UuppP IDP input options
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Data encoding: System ‘Iv1
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) Kiwi F£7 .

JF )5 Windows [ k54 Kiwi W R PH 1, 20240

(D) FIIF# M | Windows Bij ks, JFFTIF “@l4h” &+, fEixAmbsi 1
Windows [Jj K57 18w 1, Wi 12-55 s

(2) By g D 4EEL, JEK Kiwd #2757 2000 W 1% 1 UDP 514 J3 Iy,
Kl 12-56 Fi 7~

i 5 |

=8 P | mEdE

Windows BHJOBIETERRILER FRARETIZAFIRS 2 ShaME A FISEIER. F
PRSI B HL T 1E , (BRI N Mk .

ERFTRS ) |
[¥] Flashzet3
[¥] Jeyo Mobile Companion |:
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W Kiwi Syslogz Daemon for Windows ;

[WlEiwi Syslog Daemon for Windows [ ﬁfﬁi‘iﬁ‘&ﬁﬂﬂ:iﬂﬂ Windows BhokiBAgiEORI{EHE. ExXfEne
W] LiwelUpdate360 i, 1 FE REEE SRR FERRS .
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Kiwi Syslog ThgE5EFECE

3’ Eiwi S5yslog Nessage Generator — Version ... |- Igw‘]
File Help

[ Beset counters ] Conngct [ Send ”ﬁl
TCP Seszion faled to connect 0 meszages zent 0 MPS 23:02 13-Feb-2010

K 12-61 Kiwi SyslogGen (1] 7] 5

¢ - 12.6.3 Kiwi Syslog Viewer &7} .

HATAE Kiwi Syslog yEMHRA Y, A4t msw ok B HAEGE B Dhfe . Wk foth )y %
S 1o, REWAL A A T 4R Kiwi Syslog BEHCEI 11 £ MR A7 B Text
A, HEAR R RORI, AR AR RS AR AN

Kiwi Syslog f& b2t T #iBh&F H EE B T H Kiwi Syslog Viewer., 1% [ H$2{iL
TR ETE, Ak LIEEEE, A8E Text XAHEFEEMNIC . 1T Text
MAHEAF RS, Syslog Viewer Fifi &l 12-62 fn .

@Iiii Log Viewer — [E:\Tools\Syslogd\Syslogd-debug.txt] L-JLCJ
File Edit View Options Help

(;9 Eﬂ ?‘ Size: 728 Bytes  Format: Text

2010-02-1722:23: 07000010812 192.168.174.1 127.0.0.1 514 21800<191*Kiwi Syslog Daemon — Test message n...
2010-02-17T22:24 39000011156 192, 168.174.1 127.0.0.1 514 22830<191>Kiwi Syslog Daemon — Test message n. ..
2010-02-1722:25:57000012234 192, 165.174. 1 127.0.0.1 514 23770<191>Kiwi Swyslog Daemon — Test message n. ..
2010-02-1722:26:1100001387T5 192.168.174. 1 127.0.0.1 514 23910<191>Kiw1 Syslog Daemon — Test message n. ..

2010-02-1T22:46: 44000014250 192 168.174.1 192 168.174.1 514 38040<19>This is a test message generated by ...
2010-02-1722: 4645000015671 192, 168,174, 1 192, 165.174.1 514 38070<19>This is a test message generated by ...

& 12-62 Kiwi Syslog Viewer ££ 7 51
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ok | | cCancel |

& 12-63  Foth )y SR F

fC a7 ZRAE Alert F47 8, WG R FAABIE N HE, 155 M4 H,; 85 Eror F47H,
ML h, & 12-64 Fizs.

W AREE A HE,

:—Ibl_l

,fJ\

4>Kiwi Log Viewer — [E:\Tools\Syslogd\Syslogd—debug.txt]

A=)

File

20K

2010-02-1911:2
2010-02-1911:
2010-02-1921:
2010-02-1921:
2010-02-1921:
2010-02-1921:
2010-02-1921:
2010-02-1921 : 4

Edit View

2010-02-1921:48:
2010-02-1921:
2010-02-1921:

Options

m

4 :53000008750

153000009937
(33000001954
- 42000002703
- 42000003875
: 49000004656
50000005828

———————

» 460000068125

______

(22000010730
12200001 13906

Help

| & @ \*r"| Size: 3 KB

.1?4.
.1T4.
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174,
174,
174,

C1T4.
L1774

(SR Tl s | o | | [ O O e e e

192.
192,
192.
192.
192.
192.

192.
132,

174,
.174.
.174.
-174.
174,
174,

174,
174,

=i | p—a (PSSR QU G N L . b k| | e

514
ol4d
S14
514
514
514

514
o14

90<147>This 1=
11250<3>Thi=z 1= a Test message generated by K .. [ '
11260<147>This 1s a Test message generated by .

23250<9>Thi= iz a test message generated by K ..
23260<9>Thiz iz a test message generated by K. ..
10920<41>This 15 a test message generated by ..

10930<185>Thi=s 1= a test message generated by. ..
10940<185This 1s a test message generated by, .

10950€131 *This 1s a test message generated by ..
10960499 >This 15 a test message generated by ..
11HhH 107 Thl' 1%

Format: Text

gener ated b. ..
nerated hp. -

a Error message

£e
gener ate i 1:.-

a Aert meszage generated b.

RERA

3
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sk MIBIl 73 231k

% 1 MIBII System (3ZF[0) AT SfEik

TafRIR | 3 R & R X R fE A
‘1) Desg NP i, EREX SRR, 5P A $24F RS0 M 453K
PEHI AR R A ST EBAE B . B R A HA ASCIT 5777
. HBerr g, SMI CE PG B 454 AV o Bl B0 35 (191 R G011 W 258 A2 Y. iy
(2) ObjectID b
H 3211 TimeTicks 25, ’J”;’S{IEIE'I‘ o — R8T )3 B W 248 5 FRER AP & b
(3) UpTime [FIFIR] CLL 1/100 #P gD o % Agent (ACHE) 7E 3 s N {E ¥ 4G 1L
I 4
(4) Contact AT I BRSO A I R TR R M5 R
Tl Agent 2 AL
(5) Name RS B AR E A RK, R AR AT E Y S AR
(6) Location AR XS, ARz S R
. Hiext %, EBUER RSB ARS8 5 WIUG{E N 0, iZEE N —
(7) Services o™

F< 2 MIBII interfaces £H ifNumber 77 & A

HEER | o R B W 3 & &

Higt, B DT RGRGAHMBZNOH (BEIDRE LK) , OD

(1) ifNumber
HHDEL 713612121

(2) ifTable EIME BAIEE, B4 5 {5 d1 ifNumber CEZIED KLt

& 3 MIBII interfaces 2l ifTable T &5 34

T = FRIR X R A R X R ik

(0 Index Hg, brilsErmE—(g, @fﬁﬁﬁbb IJ?LUE':[I’*]T%I |3 & %?%l I{H
MR, M E R ARG E T h, ZERRFFAZ

(23 Deser Hi Bon i, BIFSCRHE, #ik 7FRI0) M4, 5o A
BT RRA S (OID 4.1.3.6.1.2.1.2.2.1.2)

(3) Type TR LR R, fil T M 22 T P EE RS = ik
Mtu (Memory Transfer Unit, 3%fif#.o0) , Mg, #11A] LR eEd%

(4) Mtu R e K EAR AR OR/MZARAE )AL 7005 o F T A%35 W 28 2R 41
%K /ME 2 1282 11 REA%R 126 1 55 K Y 268 203 4

(s) Speed Hie, %03l S0 SAE, bl i) e f M TR
A N BR E BHE VRS A S DE I R 1

(6) PhysAddress Hie, Y EhE, 1766 T M E2Z N R
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MIBII 75 s fiidk

F 5 MIBIIIP A5 =k

T RFRIR MR AR X R ok
D Forwarding By, Tﬁ%ﬁﬁ%%% AT 1P M) jﬁ%ﬁﬁ‘%ﬂﬁéllﬁﬁﬂﬁ%ﬁe AR
P O W O I3 R i i, A A TP AL ANES &
(23 Defaul(TTL TTL (Time To Live, i??—ﬂﬂ“l_‘ﬂ) Eﬁiq .ﬁ{tmﬁzfmﬁui%{%i
A I TRME I, ZABAE D BRI E 38 N B2 S AR R (1 5 R e TP Sk 4
(3) [ Recei Hir, MBI B A 2R IR B EE, B B iR (1 4L
eceives 2 4
1) — ni;&;, AT IP kiR ?iﬁ%ﬁfﬁﬂ’]ﬁk&ﬂiﬁfﬁﬁﬁ, (ZEEEIN A
» WA ANILAL, HARAS A HR S
Mb&:[l’]frﬁi(i%m SEARB BB R P BB T TP ARGk A H K TP
(5) InAddrErrors HEAS AT Rt bk 0 25 30 B 4R S AL, IX AN IR e At hE (]
10.0.0.00 F1 (ANAE =25 A FF R A E 25 TP Hhhb)
M, SRR AN 1% 0 28 B 25 H [ bk B AR TP YOG, HoAth
(6) ForwDatagrams WA TR HAB IR e &% H I, b2 2ol ki se
AT DR Pt e b LAk 3 Rl T i A\ P A3 4R
The number of locally addressed datagrams received successfully but
(7) InUnknownProtos discarded because of an unknown or unsupported protocol, i, H
T AR FEA ST FF I PS4 2 5 1 5 A\ B R R =
(2) I Discards iz, A IP i, BEOREAT R AR (b H AR R &, (EAT5 4
ZF M EIRECE (Pl Bk e85 s [l 2 ﬁﬂﬁﬁiiﬁ*}ﬁ)
(9) rDeli Hig, AR IP LdEft, mrhacfias P~ Pl (A4 ICMP
elivers
S0 %K
(10) o N, A 1P PPl CRLHG ICMP Hhis) ,  ERALAH K TP S
utRequests 33 R
Mgz, St i) IP e, SR AT AP b A E g ), B4
(11 OutDiscards L AR EE (B, BT ek 2082 ph 77 Rl i 2 57 (15X
i 4D
(12) OutNoRoutes Hzg, oA & 3 dei A 20 19 B bk iy 2% 35 1) 2 41
(13) ReasmTimeout Mgz, SBR[ R ol S5 55 1 B KDL
(14) ReasmReqds Hiz, W TEEZEm A1 IP AL
(15) ReasmOKs Rk, R EAN IP B A
(16) ReasmFails i, T 1P H 2 Sy A ) 1) i o 20 M0 2540 i 2L
(17) FragOKs g, medhdfesr it IP Zdm i &
(18) FragFails Mk, AHER IR 43 i 2 57 1) TP 2R L
(19) FragCreates M, SR AR 1 TP U R AR %
(20) AddrTable B, SN TP HbEE B
(21) RouteTable pa M» [ IP B H1 3k
(22) NetToMediaTable ¥ TP by ik B B 520 4 T8 bk 1) b k5 48 36
(23) RoutingDiscards W 51 B I AR
% 6 MIBII ICMP A¥5 = itk
TERR | 9 R A R X & &
(1) InMsgs Mz, BRI ICMP 3 &L 1 5 2L
(2) InErrors Hig, BT 5 ICMP i1 B 4L
(3) InDestUnreachs Hisz, W H 1 IP A ] ik i S 2L
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MIBII 75 = 3 it
1 RFRIR X R & R X R @A
(13) ConnTable L7 TCP % MERME B
(14) InErrs Hoe, YR 11 Segments 4L
(15) OutRsts Hig, RHEMEA RST #7451 Segments %L
% 8 MIBII UDP A¥ S ik
1 R RiR PONE S X R A
(1) RtoAlgorithm Mg, HARE[A]
(2) RtoMin Hisg, HARN A e ME
(3) RtoMax Mg, AR [A] ) B KAE
(4) MaxConn Mg, SEARSCFR TCP &850 PR
(5) ActiveOpens Hig, SRS 3CRm 1 ENT HEE
(6) PassiveOpens Hig, St 1gesndT HEE
(7) AttemptFails Hig, &k A aad R M I
(8) EstabResets Hiz, 22 kAEMENIRIRE
(9) CurrEstab HuE, ZarikA& 4 Established 1] TCP % %54
(10) InSegs Hisz, W) Segments &£
(11) OutSegs HiE, &I Segmetns 4 AL
(12) RetransSegs HiE, FEALN) Segmetns &AL
(13) ConnTable 7% TCP &M EHEE B
(14) InErts Hi, WEIATHT ) Segments (1] %L
(15) OutRsts Hie, RIS RST #r& 1) Segments 5 %L
% 9 MIBII UDP A S ik
1 R HRIR X R & R X R A
(1) InDatagrams Higk, $#481% UDP H P 1) 5 i 5 2L
(2) NoPorts R, W B s 0 AN B e 5L
(3) InErrors Hie, WEIR IR AS AR £ 8 2L
(4) OutDatagrams Mz, 13K % H 7 UDP Hdfa i 2
(5) Table fl7 UDP R P& B
(6) localAddress Hiz, UDP H] {4 IP Hbhik
(7) localport Hiz, UDP H P 1A H b 1155
% 10 MIBII EgpGroup (B35 & ik
T R FRIR X R A R X R R
(D InDatagrams Hk, $#481% UDP P I 5 i s 2
(2) NoPorts Mz, eI B s 1B A A YR v B 4 S 2L
(3) InErrors Mz, R JCiR IR A I AR B 5 2L
(4 OutDatagrams Hise, &S ) UDP Z4 i 2 2L
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MIBII 75 = fiids
1 = FRiR X R A R X R E A
(5) Table fu{% UDP [ P (5 B
(6) localAddress Hik, UDP H P A H TP Hihk:
(7) localport Hizz, UDP H 7 1A b 15
% 11 MIBII SNMP 2B S48
T = FRiR X R A R R tm Ak
(D InPkts 71X 42 SNMP SR B HE
(2) OutPkts H1 SNMP 344 % 3% Hi ) SNMP i B s B =
| . KIE 4 SNMP SARIH B H B — A28 S FF SNMP lRA
(3) InBadVersions 7 LH 3 L 2
(1) IBadCommunityNames Eéi SNMP AR B A AT T 1 B R Ak DX 44 £ 13 B G
(5) InBadCommunityUses jilzj: SNMP SRR ?E’E 4% ﬂ‘;i’@{ HJ SNMP : J%ﬂ :L_i?k H
B, HA A JE T SNMP 5 & {6 Bl W 1 R 0 BB 2w
. SNMP SEARTZEXT R SNMP i 23t 1T i st & 4= ASN.1
k InASNParseErrs CRIZ15 BRSBTS A BER GIRESE) {13 K8
| . RIE A SNMP SEARRIH R, BRI “HRIRE” AL gibr
(7) InTooBigs i1 Toobigs [1] PDU 4%k
(2) iNoSuchNames 7??12511 SNMP 544 [K131 %:fﬁ]%ﬁlﬁ@* CHIRIRE” AL AR
14 noSuchName [¥] PDU &L %]
(9) BadValues ivilzji SNMP _"‘%’14*‘5%;}'?]":@:: RS “RIRIRE” AL bR
i1k badValue 1] PDU ;L 4L
(10 InReadOnlys Eﬁfﬁ SNMP 5%’14*‘5“5];}'?]'::@: B EE A CRTRIRE” AL AR
114 readOnly [¥] PDU L%
| KL A SNMP SEAARRIH S, BRI “HRIRE” AL #br
(1| nGenErs 1% genErr 1y PDU 4
(12) InTotalReqVars SNMP S 14&15_13: Get-Request fll Get-Next i 2 U5 & 1) MIB
AGITPIE BEE G s
| SNMP 524K IS Set-Request iy 4 % D) IC & (1) MIB 48 X % 5
(13) InTotalSetVars .
W
(14) InGetRequests SNMP SEARFERW T AL FE Y] Get-Request i >k 28 PUD & (&
(15) InGetNexts SNMP SEAAFIIF AL BE (1) Get-Next i 2K PUD L =
(16) InSetRequests SNMP SEARBEIWN 4B F 1) Set-Request 25 PUD &5 &=
(17) InGetResponses SNMP SEARZ IO AL FE ) Get-Response 25 PUD L L&
(18) InTraps SNMP SEAABLNC AL B (1) Trap 28 PUD W A&
(19) OutTooBigs i SWP iﬂﬁitﬂ [I’] PDU i, “HiRIRE” fibsiin
tooBig 1] PDU & %4
(20) OutNoSuchNames i SNMP SCARR i M?DU Hgar,  “aplRaE” ARy
noSuchName [{] PDU &% &
2D) OutBadValues 1 SNMP %M?‘itﬂfﬂ”] I;,DU Mg, CEURET AR
badValue [1] PDU &&=
(22) OutGenErs i1 SNMP SRR ) PDU B AL, “RERA” Robsifh
genErr 1] PDU & 5 &
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553
MIBII 77 = fdik
T R FRIR X R A M X R A
(23) OutGetRequests 1 SNMP 5244 % Hi 1) Get-Request 25 PDU %48 £, 2 5 &
(24) OutGetNexts H SNMP SE44 % H (1) Get-Next 25 PDU £ 4 42 4
(25) OutSetRequests 1 SNMP sZ44& % H 1) Set-Request 28 PDU #4541 o 5 =
(26) OutGetResponses 1 SNMP sE 44 & H 1) Get-Response 28 PDU A4 0 S &=
(27) OutTraps H SNMP s % Hi 1) Trap 25 PDU %45 A1 5 5=
S fEVFEL 2K 1 SNMP ACHE 2 & H S B iE B R 1Y Tra
(28) EnableAuthenTraps f: o - Wb A TR iE P
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