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ROPE A5 s vl LLad it R 8 7 UL P . A BOHE AL 25 B X WL 25 00 {5 B AT I Bl
B b B s AE B AL 26 o B b L X AR B A G AL A A P AR 26 AR R R R 3 EE N L e i il
R & T e .
3.2.1 MEBEBEFRZFAR

PACE (R B i F R Z 2 M 25015 L M 25 38 15 TR % H0R 2 45 AR I8 19 28 19 #4) i A1 3
{5 4 o5 AR 8 N FH PR B A9 AS [R) 2K 6 5 i AR 3 AL I 28 g Ee AR . HIEAR B (R % 5
AT NG N 0 7 A EE - N S g 2 R A 7 SO

1. REME

HE N AE OSI IB i B b 2 SE B0 . 7 B3O A% i 1 B — A 45 b 6 50 i SCIE SC i

{7 B B A R B wb s B — a0 SR VR A A, DU R 2 I 4l 5
1 R e SCA% B 21 584 v 18] 45 A B L WA 20 e 2 DA AR A i P A S RIS 36 A AT it el 22K
FEMZEFE RN SR )5 RO R B b — 445 i B 3 4 SCRA H i Es o Ik,

7 HP TR 45 a5 b A S e SO DABH SCHY B, iy DL 2SR R 28 v Y g — A Hp ] 45 05 A L I
B4 ot (RMEIE INE AL .

F T 4R SCAH Sk R B A7 0 %% A F X0 ol 55 i = 5 B .

2. ImimANE

BCE A e 205 v 0 N 2%, E e 2 H 0 3t G2 e ) e 2% vb 1a) 485 5 A DA SO e = H B

iy Sy 01 25 e N R S8 A o BR AR Sk A4 S, B DL SOE AT 5 T 23 AL S a7 v
HOOR AR 2 3 v A W AR N i % & L AR AT AT vp (R 25 s 4l SO AN % L BRI AN 2R
R S I B 853 K% i N s ] B R R R - R U6

T3 — 77 A5 S 2 RSk AR SCH B OO E AL R R R IR R R
H 1 25 4% i v 3 R i v 00 08 PR A 2 B I I L iSO AT Sk B S AN g L i A S i I
IF, H T B BRE A T R] 4 R B S X i ST AR R R i SR a5 B H Y M, 2 20 A I
M B PR S, BRI HRE %% 41 5T i AN 5E X i Sk o
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iy 3yt 77 2R A 268 2R G0 SR HUOR 3P 4 it A 2R 1 e 45 A B S B SO ik L (i Sk A
& UL SO 20 B L 25 5 8 320l 55 0 & 5 B

3. BREARXME

A RZS )| | L N S 2P u i o A all | EA W e R e B SN Y
IR BE i b i 545 L e B FU AR 55 IR 4 % BE R A e B OR A K 1 72 Je (i — B i
PESE ) o B SRS T NS e it {H A Bl % 11 4 4 A 2 e 55 A S AR AR I

>R FH Y g o0 25 7 =X bR & 25 T I e SC L HE A A 4 i S P RD 2 AN I i
AN B A N n] SR S Bl A SR AR T A8 L A g e 0 %% 7 2R L X
FH P 22 [6) # A7 AE — 2% K P00 08 2% {30, 4960 P SL S2 55 5, o i 10 2% 1 88055 1 T P X 1R 26
H. XFILARS EWM@EGG TS ni—D /2 D BMHPHEe—1 M., X5
H KB 38 A5 P s m s, e 0, s — B A E s AR R E
REM ] — Ik PEEH EHHRIR K.

BEEINE R EOAER P 20 n M. fERmE O B S
55— &S S A E VBB BB R R n(i— 1D /2 4~ X H o 2855 80mHE A
PR — 85— A Z

M SO AN UE A R B8N R B AIESS sl AR P, S S A B3 a9 {2
(ARIEE R AL S A, RCTEERHA A WIEM P Wl gesk A %S — A g A A 1A
Fr. DR B % AN RE HR A R P SE 5, g e %8 XE R P 2 ml LAY L T DU BN S A 2h AR
LS AR B A L T LT PAEE

B 22 B I P R U HE B AR L A B S s L T e e 0 % HE B R N L P AT
WL PR & Ty s AR X T RSk SR By AT g X T i SR FH i i =X
%L FRONIR & 7 0E .

3.2.2 EEREEEAR

[ B T MG AR, e A B S b T 9 21 3% B SR L 0k £ 3k
WLSHE 1 Sk e A TR SO TE R E 3k B b 15k K KR PR M A5 . R A A
LG S B T T LA 2 T 5 4 T T 1 2 S 0 G 7 B S K i 2 o
B 00— A L 4 o 5 T T R 5 o A B I o 1 B

T R 025 03 0 25 5 7 £ £ 06 3o o 0 e o 4 A% T 1 A T 3R BB
Wl TR E R0 B A0, (EBCRR Iy v AT — A B AR B . e R4 — B A 2 X i
1513 B T SR VAT S B S 15 L W B T R T A £ L A 5 6
BT T MRS F R T — RO TE A B ok e WU, TR R
O vk P TR B 05 R 2

[ S B AR TE T E R T 5T R SR 0 L T WL 5 125 0 2 M T 058 S o L 44
S 4 1 . AR A R 2 RS TR I 25 D 5 0 B VR L OF AR A S
5 3ok 1 SRR — ML T 52 76 S G 0k WL 35— BB T 5 R 1 2 5 SR B A
P

fo 0 W AR Sy — T 2 0135 0,2 4 B R L 28 4 15 25 1o T 4080 6 D 2 T 60 799
A4 BB A RV BCF A ED L B T Tnternet PS50 RA 3505 I, BEFR b BAREA s o7 FIT T A
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TRAPI; PR R BT K R AR

{5 BB B a9 A 2 BRI E H a9 45 EAF B, 2 Ok Femk iR 2 A 5 R B & 1 1 &
FEL AL, AT 6 7 4 A= A0 9 AT BE 4, 70 S Al b P T 8 65 2 v 119 28 B D7 3 o i B e £ 5L
%4k

{7 BB Y J7 12 0 A NS R 4 B 19 AN BURR CRSE T A4%) 1 22 AR BLE AR AE YO AR
CEE R PEICAR) S F =2 R P75 B R AR5 2 v Xk oh H 3R B3R5 2 i S B RRAE i A
O HARAE B SR A R AL A .

B R GE e B BB R G0 . FEAS 10 25 40 2 e 11T A 4 4 5 0 R 8 48 O 2 2 1A v
AN HE B ER 5 LIS SRR AR B AT i i i B Y . SR 32 OCE RE A (S S i A YL
fi st RE SR AL A E R . TR AR PO AT ZWF 5 #1718 0 &k # vl DR E
X MBS 2 g DR & BT

1. ETXARE BRI

8 SCAS KA vh Bl B 2 05 5 A0 7 3k il DL R 5 4% S 5 3 SCAR Y 48 vp CRIHT IR 5 9
HARTUR M) 88 5 S B 3% 40 15 31 SCAS A = (i i 8 =~ (8] B sl A 7 18] BB 55 )

(%) 3-11 {di /] ByteShelter T 52 HURE AL % {7 B BRUBCAE rich text SCANH,

(1) iz17 ByteShelter T 2, S mman &l 3-1 7w,

(2) 11734 RTF(Rich Text Format) XA & =019 84, 40 Word s 78 H i AT o] 3C
¥ e B AT i 2] 5T A

(3) Hii Load from clipboard &8 , i BLUN &l 3-2 s 1 Password X i5HE .

ByteShelter I — Filthy Eich Text

Data carrier [Rich Test]

...........

Cloaked data [empty)

Please enter your password:

o
-]
% E [No RTF clipboard data loaded. Please copy some Rich Text -
— .-E Formatted text to the clipboard and click load from clipboard') “
m
o = : :
= This password will be used for data
o =
- O encryptionfdecryption. Enter an
=W :
= oo empky pass»_mnrd if wou prefer not to
L E’ use encryption,
= E BC I passwords must be 4-15
= characters long.
E = This steganography tool lets you add hidden data to nich text fragments. Copy or cut your nch text : : i
o E ta the clipboard, click load from clipboard, define your extra data, click 'save to clipboard' and For more information, wisit:
% > finally paste the updated clipboard conterts back into pour rich text editor. htkp: e razzoft, comfbs1
|
ET f——m— T
E 3-1 ByteShelter 1 X HFiZ1THRE E 3-2 Password 3T iEFE

(4) B ANE, Bl OK #4241 s DS I AR ok I () SC 2 1 A4 %5, an &l 3-3 Fros .
(5) fE Message SCANE H fan A CZE BRI SCAS , 7 554 A I SCAR A BB ) Total cloaking
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ByteShelter I — Filthy Bich Text

RTF Datacloaker (c) 2004 MazZoft MDA

ByteShelter | - Filthy Rich Text

g

D ata camier (Rich Text)

Number of characters: 119

Total cloaking space: approx. 65 byte(s)

Cloaking space used: 0 bytels)

Frimary compatibility test: Pazzed

Text fragment: After having ...... chpboard [cte-C).

L|=.=|:-a|:| from clipboard ] Save to clipboard

Cloaked data (65 bytes avallable zpace lef)

Message

Attachments

gdd gmove Saye

This steganography tool lets you add hidden data to nch text fragments. Copy or cut your rich text
ta the clipboard. click ‘load from clipboard'. define your extra data, click "save to clipboard’ and
finally paste the updated clipboard contents back into your nich text editar,

Lloze

space TR /R UK IE . 58 UG i Save to clipboard #%# - B4 2 4 A 1945 5 BSURC7E BT

B33 EREENFEHFE

Word Har A 1 3T, I 52 i 321 35 05 A

(6) 1B} ByteShelter T /4. Hrad Word ST A B I Hlz A 19 A28 DR A7 12 Word 3

(7) s Bk A5 8. W T IR % Word SCHF L 52 il SCAS P9 25 31 85 1k A .

Message CASHE H H 3l o7~ ok 1915 B, . W&l 3-4 Fr s .

ByteShelter I — Filthy EBich Text

ByteShelter | - Filthy Rich Text
RTF Data cloaker (c) 2004 MazZoft MDA

N\

D ata carmier (Rich Text)

MNumber of characters: 143

Total cloaking space: approx. 65 byte(s)

Cloaking space used: 21 byte(s)

Frimary compatibility test: Passed

Text fragment: After having ... clipboard [ctl-C).

[ Load from clipboard ] S ave to clipboard

Cloaked data (60 bytes avallable zpace et

Message
hello

Attachments

Edd EMove have

This steganography tool lets pou add hidden data to ich text fragments. Copy or cut your rich text
ta the clipboard. click ‘load from clipboard'. define your extra data, click "save to clipboard’ and
finally paste the updated clipboard contents back nto vour rich text editor.

| Llose l

B34 EREBRNXEAART

ByteShelter
I # . i Load from clipboard % £, H ¥t Password Xf 35 fE . %y A 1F 88 19 % 15, 1F
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2. ETE®BRNEBRME

IR AR 75 o R AR L &5 25 Rl g 75 2 2N T0 AR v LICRE A A5 BB AR 5 i MR 5
Gl X AR R B T AR O A gt (B S HOE RS BEAILIE R AN AT X g3 PSS IR B B

[5] 3-21 {81 Easycode ¥ XA S test. txt #ix A F test. jpg X

(1) 1247 Easycode, Ly " S04 A 7B

(2) BEIFICT test. jpg Fl test. txt XMW ANE .

(3) 71 B A b AR G R L S PR A O test. jpg FNAFAE SCAF test. txt, 7E T
J7 B9 A SCASAHE A0 50 A7 SCASHE Hp i A8 A5, 8 rb e A SO IS I BR 25 A SO =2 R AE L 4

g ¢+ B

IEFFIERE AR (PN R A T EPREREER) ¢

D \teacher \KEIN\E B M-S MEEE 2 \ Bl  chd\ test. txt = DI
TR oo gL e BAT 1B AT
EREERRFEVAOTEYE (FETHEANS
& W
FETHEFNER (LSTWREFBFETHFER R, FHMETEERRM ¢
o il

HEREETTEIRES | o mame

§i ) FERIEER - =3

B 35 BIXAERXHHANE jpg XHH

(4) B i A SO Fie BN 3-6 T 7s A R R AE . R7R test. txt SCAFE Bk A F
test. jpg 1. FEF test. txt XM, LI #MER .

(5) 73 A H A SCAR SRR A 1. jpg SCHF - A&l 3-7 s s o] LU B SCF N & IRCH &
AR

(a) R AHI (b) I A A

B 3-6 #ARILS B 3-7 #ABIE jpe XA

[6] 3-3) i Easycode &AL test. jpg XA 19 27 A= ST test. txt,

(1) iz47 Easycode, B “ CAr A7 HET R .

(2) AT A D0 B8 F A R Y 2 SO test. jpg . FE N O I i AR I A SCR
HE h i AR, e v B U K A £ SR AR RS B R AE , WAl 3-8 Frai .

(3) BB s B 2N e s s Wil 3-9 Bz B9 X i HE

(4) FTHF test. txt XA HNE 5 EK—F
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el By L e :m
Y - - F2RPERERFAAE
tHRER | ¥REEE | &8 | XT

EEFERATIOYH (X1 THENE ;:

= vl
IEREER AR OGS ERE AT EPEERFE)

=
= - 1:: (A [v] #E A e B T A i [y e i
EERERNT LY TN (SN
D: \teacher \HEIN\{E BT SPEE 22 \ 305 chi\test. JPG ﬁ- s
TELHEFHER (BENEFIFELEHREER » FahROEFETERED ¢

S o
SRR ¢ e BMEEEEIUHIME | o ma

Bl 3-8 BFEHXH

3. ETRERERRE =8 X

*E}Eli I~ =R ihﬂ&éﬂ%ﬁ%ﬁ&ﬁﬁ?fﬁa* 3 ﬂ}”lﬁ{{f '

R A 0 L 2 A ot o
SR . A 8 B D179 D B30 BiAY
[5] 3-4) {fi f§ MP3Stego ¥ WAV SC{F K 4 i, MP3
LB BRI

(D) 247 =0 FATan ~ a4

encode — E hidden text.txt — P pass svega.wav svega stego.mp3

(2) 44 svega. wav B I B2 Q& 3-10 iz o a4 B0 J5 8 hidden_text. txt ST BSURL 7E
svega_stego. mp3 X,

er C:\windows\systemnd2\ cad. exe

C:%>encode —E hidden_text.txt -P pass svega.wav svega_stego.mp3
MP38tegoEncoder 1.1.17

=ee README file for copyright info

Microsoft RIFF. WAVE audio. PCM. mono 441808Hz 16bit. Length: ©: B:28
MPEG—] laver III. mono Psvychoacoustic Model: ATET

Bitrate=128 kbps De-emphasis: none CRC: off

Encoding “svega.wav'" to "“svega_stego.mpld"
Hiding "hidden_text.txt"

[Frame 791 of 7911 <100.88x> Pinished in @: B: B

Gy

B 3-10 [E4a= 5 X Hr R XA
(3) F M\ svega_ stego. mp3 S BE I BRUmE 119 SCA SO, AT fim 2

decode — X — P pass svega_stego.mp3

(4) BERr #Ean & 3-11 Fraw, BERL 19 SCAS SR 44 A svega_stego. mp3. txt, N5
hidden text. txt 522 AH[A .

b ETFAHT R B R
AT SO rh b 2 e BT A (2 AT Ll et 2 HE A 7 [ 46 4k e B AN 95 4 T
SR BB . P L AR T 2 T 2 AT IRAT SO o B 12 B A 32 A il o4
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er C:\windows\=zsysten32\ cad. exe

GC:s>decode —¥ -P pass svega_stego.mp3

MP38tegoEncoder 1.1.17

See README file for copyright info

Input file = 'svega_stego.mp3d’ output file = *svega_stegqo.mpd.pcm’
Will attempt to extract hidden information. Output: svega_stego.mpd.txt
the bit stream file svega_stego.mp3 iz a BINARY file

HDR: s=FFF, id=1,. 1=3,. ep=off. bhr=%, sf=0, pd=1, pr=A,. m=3,. js=@., c=@,. o=-0, e=-H
alg.=MPEG-1. laver=III. tot hitrate=128. sfrqg=44.1

mode =single—ch, shlim=32, jshd=32. ch=1

[Frame 791]Avg slots/frame = 417.434; brssmp = 2.98; br = 127.839 kbps
Decoding of ""svega_stego.mp3d" is finished

The decoded PCM output file name is "“"svega_stego.mp3.pcm”

Gz

3-11 HBREEI XA EN MP3 R

— AR P AR — DI RE LM O FR T P ST PR B (B B AR T R Y AR e H P

5. REEE BRI

17 BB H AR 1 A& ey & 1T — € 19 T &A0R , 45 38 [ AR E i L © 4 &k I8 41 237
FH Btk 75 BHZR H AF BAL 158 B 268 15 4 » B8 2080 71 B 00 B Foom 7 2R [B5 P ot A7 4% i, X 2L
X E R L Mt St @ s TR E . i, BF 58 %) A% A aT BE AF AE 19 45 i BeUE {5
SR T A RORE I ) 7 5 B & AR JE BE LB T MR A9 (5 B B A I 452 AR o 5 hig o H ains B %
4 A0 Ik 1) BT ELAME 5T DR

LA A R B L2 LXK AEX I mi#ttr TEANESE . I 857 1 (s B
R R, & TAH IR B RN R4, M EELNELRLEr- Mt 2n 7
Wetstone J & B B B ek &5 I 2K 4F Stego Suite 4, H ', Stego WdIC}‘l E—ERiEE B
H A ARG 56 T AW W EHRAG O WAV /35 48 XOSCF i kG I B8 75 Stego
Analyst J&=— K FR B AL B T B 5F X Stego Watch & B ] BE 4%, N3 347 40 1
7B s Stego Break ,—LE—*Z%Sﬁ%.ﬁ{H BB BT DA B At 1 O U A ) — B B 1 ek
fri 8 T HHGE T & R P {5 B, ZFEX) TP Hide & Seek F5.]Steg,Camouflage 5515 Bl Ba i
KA 1 b A

#l 3-12 Fr /s 1Y StegDetect s — 3R 5 9% 19 Bk K 0 4% 14 4 38 oF 48 11 0 38 7 36 400 JPEG
KR R B RS UL R A el ] T ] B BR S B .

File  Options Help

Scan options

I~ jsteq Sensitivity: [1.00 3 &
I jphide

stop

IF outguess

I invisible

bl

Filename Detection

~

= P

Message window:

B 3-12 %%yt StegDetect
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3.3 ikgiREmls

W AC I e e Bk AN a0 AR O 20, 3 D0 28R o al A 1 A 9 B it o T B
e W AT LR RS 5 B SR e T BE B A 1R S S L TR IS 5 D1 ARG
2, IEZGEE R B BvE . B E s AT, SRR (B b 20 DB E LA A
WS S5 A AF 20 0 A 8 RE S e b i oS L B A RE T A IR 2 B U R SR R 5 G

NI EE RS 2 — ARG S . ZEORZA RS, 53000 0/ % B 1G5 1 &
AR B AL E X UE 5 08 0 YO T AR S R TR] BRI RE AR AR e RO B R U A
o1 G0 8 o A A R o e T s BT RS E AT O LA BV E SLAOROR o X R AR U
Jis ] 1 o 22 PR A s BE ARG, R 1T A 20 A A3 mT LABBORE , B 22 22 e R VI 2 9 348 55 B
i HE A& T 46 350 70 S AUUIN 4 i B 18 3

i & 5 AR LR S e i iR 5 R A S B A0 o B o 0 G T R R S
PEFR RO . 20 22 50 FACTR BT il B9 /= i g AR fL TG L 2 — B T R E 748 U
fn ot 1Y PESR R, a0 45 3 A A2 3l fL Th LR R RE 9 PR HL R AT T — /NS

b & (R T B 5 AR R & TR AR G A K A AR R R L SR U S
e 1 U AR BB =B RO T BEVE ORI . BT Xl 05 ml BE >R A 0K, B3 U VB8R |
B T I 1) S5 T B BRARBOR (T 5 AR Y N R O TG 2R HR E AR B it A Y B R T ],
iy 8 JE YR B BECT RS AR SRR B — i MR b DAy S8 B LA B 7 AR e g
for Wr A0 .

5 it ZAH L BAEAR PR A9 B | T BRI O PR AN R EORAS A A T AR KRG AR
. Mod 2 58— A r Al n o A e 2 i 3 1% BB B 2 W SE 2 MBI s N — 1
JCEHL NG A R B 28 02k L TLEE (R RIS S 2 PR B N s DU In (9 T3 6k JE 2
K AP & i s IH R ALZEAT o 1l s A s o 5 O 2l {2 e 3 0 4% e R o i
fm IR Tl AR E RS E B L EBORME G 10— feiE s

3.3.1 W5 RHR

T SR 46 14 P 5 6 4 57 B L 90 2 PRI S 15 B A el 6 20 i 1 — T T
B 25 R 2 AR 0 T 52 5 T 10 SCL 0 o B 0 O RGO AL 26 £ 0 R I8
FIF B 5T R85 135 L 56 57 ORI S0 IR 1

52 A SR 57 T 50 7 60 11 57 0 15 46 053 07 7 060 A B 5 4.4 57 7 B8 BE L 507 £ 5
(R R AT BT 25 225 0 BB 55 O 4 00 15 5 A 2

R BITHEA AR 5 B th 67T 28900 B 91 T AT S AR

B 53 7 UL B 7 59 O 38 30 AR 2 07 B B 1 47 o P R B2 T B 57 0 0
B 57 U 5 45K R 3£ 1 790 £

5 A0 R A B T 02 8 1 5 O 38 46 ek 1 B O R o L0 T
1 WA I R 55 B 5 AR R TR R f 5 A B R B T R T
B A S BB R 107 22 408
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i B S S E e R IR e T F e B B U, EEXS AN R 5T U T B A A
ORI N o N UTE 5 N

1. FEpIT—EBEEFAWE

Pl ENTE . EEERIANESAPE RN A N MRS RIENE. H
12 7 W A 98 2 0 1 53 Wy A S 26 53 Wy [A] 422 59 P i 6 1 BRY 20 A 35 L 06 B Wi 5 0 B0 3
W %

1) L L5 & G

bEE A TR &R, I TiFZ R U ANE g “ B EHx”, BNTA IR E
GRLECET IR A 7N o A Y ASORG AN A B — L Fa SR AR AE 10m DAL L3S 19 75 o AR AE
Wrfg—ig 2. eI 5w BE B sl 7 Rl N R 5 H— X 8815 5 9| L 53 U 35w RE Wr
B NIRRT DU SRS PLIC S . X Fey Wr 77 =Xy 45 & 28 0% 1 67 Iy

“HLE R EE R O S I WP B . A BT TS S B R e R i ng AR AR L AR
EREE SR SR E ML e S E B YN 2R e Al & s B E MRS
% PR HIR %€ v (9 b 7 Dl e F S r v B0 R

T 0 o U RGP i ROCR A IRIE EE M e I FE T B, S E R
[ AL A FY 2 10 4, 1960 4F DL, 72 3¢ B 5E o0 Bk A9 RAEIE W& 3R 1T 130 2151 W 4% .
1964 44, 3¢ [E A9 F 65 Wr 0 8 A RAGAE RAEM N B BAZH T 40 DR ZimfE . ok, 1953
AF I35 UG A 35 B 38 B Rl A BE AT RO B i s R X A B LRI T B T 20 s T kS, ak
RXRE L 26 [ IE IR B R AT T AE 22 R EE e I D0 & ] IR BR v d& 2 55 7348t 1 10 4R i 15 4 .

XA 2 0h 3 o1 U L e R R A A EUE I IRNIRE . oK R EE A R aER/ L A
R 7 Wi i e #4002 S 3 ) 25 PN O TR R 4 R L T X I e A h RE TR AL 1) 4 TR T R Bl
Rk U &R g AT R . 1964 4F , BOIP1E [ /55 Uy H1 1 % KR S0 R« &7 4k IR e
2 DIAh S B B 3R B 78 [ 3 S S R R AR . Al AR PRt 4 JE R A A T ve AR S i 3
B S0l 1 11 W 1,

2) LB

Lo Wr s KBV (B B A B e L Al IR — S M XA oo 4 H—1
P HLE AT R . &k AT USRS 7 58 JH 58, & S 3 Nt B i g2 sl m) . DR R O ANt e
ZoirarC M NG i 2 T H,

b & O HOR B9 &R, o2k o7 Wr 5 R K45 3] 1 25 iTde =

. T 67 Wt ws R L R A R B Ok sy . A 1 TR 5 W AR A — R oK R/ L TR 2
Al BTG Wk, 5y Uy 45 o] LA AE N ZE L 3R AT KHLVEERR B2 A S B T R4 %
Wras M L. B AR R A X — 1R — KA 057 BORE 2 =) /9 W 55 1% 4. 45 18
— 24 AR AR Z s w2 EE S L2 A8 — A TR B3 W e B e A 9 (B P L 45 SR AL
RTFR X FEEATIAE ST E BRe 10 Ak % 2 1051 4 3k 1.

HWKoiWrae i H AR TDRE R RNk . BHik&m Lo ras K2 A EEYRE, SR
A NKE AT Wrag i, vl Lok s Wrds 455 18 TAE . A 8955 Wr v b SR U1 % :e it . 0 %5 15 B9 o 2k
FAES . — B R 3 HJE— s sl 52 5 7 . ME L FI W 2 B2 R oy Wr a8 & AR 5 .
A1 I 8 TC 2 B W i (8080 A 55 FH AR Ao A A S 31 H b A B i 10 E B B BE b LB ds A
e b 25 o mT DL 2 [ i W B AR ) AR | 22 2 T i AR Bl - A &2 9 N B2
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E PK E Fas Mt Ar A HEN —FMM TLeiUras HA 6g. H— 17 1.5V 94l 4n
At A 22 T AR 12 /ey . B RAREAR /N, ik dn & 3-13 fr s 19 4 45 =X 55 Wr =408 H: 5t 2
P[] (1) i 7 55 4ol JHE 4 1 O o 7 338 b o ml DR 5 Wy 381) ) 4% 07 75 FH JC 26 i i 2 26 3] 200m 4h

TR T G U ] —— S AR
FTEE PR Y = [a] 35

(1) 2“2,

Z A O R /N 5 N8 1 (3 PN T 4 B L RS
HBEZRKHAHRWBEN, A0 ERAN D, -5 M
[ S 207 = AR b 4G 1 4n 2 3 W10 10— &R &
S FI5 1 AT % B E S TR B 4 IEAEAS R, SFAE B313 waiahFe
“EFET 5SS 5 U R o R HHL., A F R
B EMBE L ETE NS P ABGES DS 2, IRk, AT 2 0% 5 R 1a) AL 5 1 ol
P, R SR A A W 1 5 L ] 35 A A B Y 4 X O

X A AR — R B R R 0 S 5 A 1) S R BT T AR . B axX R e o
gL A A R LA K EE T A S . B0 TAE R MY S PR 22 A L2, B HEfE K
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§ Nicrosoft Baseline security Analyzer ‘_ EH£|

m- Microsoft’ Microsoft

B Baseline Security Analyzer

Microsoft Baseline Security Welcome to the Microsoft Baseline Security Analyzer

Analyzer
The Miciozoft Bazelne Secunty Analvzer checks computers running Microsoft Windows® Server 2003,
Windows %P, Windows 2000, or Windows NT® 4.0 for common security misconfigurations. You must
hawe administrator privileges for each computer you want to scan.

(1 Welcome

Pick a computer to scan
- F Scans can be perfformed locally and remotely against computers running *Windows Server 2003,

Windows XP. Windows 2000, and *Windows NT 4.0. Mote that on computers running Windows ©P and
uzing simple file shanng, only local scans can be performed.

[1 Pick multiple computers to scan
[] Pick a security report to view

View a securtu report
[ View a secuity report Scan a computer

See Also Scan more than one cormputer

[] Microsoft Baseline Security

Yiew exishng secunty reports
Analyzer Help

[] About Microzoft Baseline Security
Analyzer

[1 Microsoft Security Web site

© 2002-2004 Microsoft Corporation. © 2002-2004 Shavlik Technologies, LLC. all rights reserved.
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(2) 2B BHLFHFTHE I , B Pick a computer to scan, HFLANE 4-55 s (9 A0

H: i Check for Windows vulnerabilities 3t 43 #1 Windows ) % 414, Check for weak
passwords X[ 55 1 4> #1743 #7 . Check for IIS vulnerabilities T Xf Internet Information
Server WG 55174 #H 4714, . Check for SQL. vulnerabilities il Xif SQIL. Server W g 55 1 #4747
Pr.Check for security updates I Xf & 87 1 &4 H g b 7K £x
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& Nicrosoft Baseline Security Analyzer

'f:' - Microsoft’

B Baseline Security Analyzer

Microsoft Baseline Security PICI( a co mpLItEl' to scan

Analyzer
Specify the computer you want to scan. You can enter either the computer name or its IP addiess.

] wWelcome

[] Pick a computer to scan Computer name: MSHOME\HEIN-447F0C3380 v |  (this ¢ ter)

[ Pick multiple computers to scan |P address: | _ 3

[] Pick a security report to view oo ' :

[ View a security report ecurity feport ' ZD% - XL% [XT%) |

#%D% = domain, %C% = computer, %T % = date and time,
%ZIP% = IP address

Optians: Check for Windows vulherabilities
Check for weak passwords
Check far 15 wulnerabilities
Check for SQL vulnerabilibes
Check for security updates
|:| Use SUS Server:

See Also

[] Microsoft Baseline Security
Analyzer Help

[ About Microsoft Baseline Security
Analyzer

[] Microsoft Security Web site

Learn more about Scanning Oplions

Start scan

© 2002-2004 Microsoft Corporation. © 2002-2004 Shavlik Technologies, LLC. all rights reserved.

B 4-55 HMBAETEN

© “Baseline Security Analyzer

Microsoft Baseline Secunty Scann Ing .
Analyzer

CEEEEEE R

[ Welcome
P 5 Al meeT Currently scanning MSHOMEYHEIN-447F0CE380
[ Pick multiple computers to scan

[2] Pick a security report ta view

[ View a security report

See Also

] Microsoft Baseline Security
Analyzer Help

[ dbout Microsoft Bazeline Security
Analyzer

[ Microsoft Security Web site

© 2002-2004 Microsoft Corporation. © 2002-2004 Shavlik Technologies, LLC. all rights reserved.
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© Baseline Security Analyzer

Microsoft Baseline Security viE‘lN SECLII'“.'}' |‘epc:~rt

Analyzer

Sort Order: |El=dEIRREREL

] wWelcome

| >

L\ﬂnduws Scan Resulis

[] Pick a computer to scan

[ Pick multiple computers to scan Vulnerabilities

x File System Mot all hard drives are using the NTFS file system.
What was scanned  Result detail:  How to correct this

@ Windows Wwindows Firewall iz disabled and has exceptions configured.
Firewall

‘What waz scanned  Hesult detals  How to correct this

[] Pick a security report to view

[ View a security report

See Also

[] Microsoft Baseline Security
Analyzer Help

[ About Microsoft Baseline Security
Analyzer

[] Microsoft Security Web site

( Guest Account  The Guest account is not dizabled on this computer,
What was scanned
Actions

&b Print
Copy

© 2002-2004 Microsoft Corporation. © 2002-2004 Shavlik Technologies, LLC. All rights reserved.

( Adminigtrators Mo more than 2 Administrators were found on this computer.
What was scanned  Result details

W

Frevious securty report Mt securnty report
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m] . iR 20 22 70 SFRH R RSO AL TR EH . HPEL AR E
i ] AL AL (DAC) 5% il 7 1] 458 B8 (MAC) A FE T £ 40 14 15 I 458 il 455 50 (RBAC) Al
t5e B 11 21 T 4E 55 19 U7 ] 55 4 A B CTBAC)

5) R G5 B K

X} 8 R R AR FR g0 a0 R Al DL O 2 O G B 9 AR (banner) B A Wr . @i R AB 2 13X
SO P BRI R B 915 B & 5 B 38 ) 28 G AA A R R 0 I W L A N P R s R &
AW E N E— ERE R T REMN L4,

1B BR 1 7 AR 2, — 218 20N 25 Mlie 55 19 TC S A 5 98 22 ik 55 0 e H B0 B SO 42
(R 78 RRAS 5 Y BC B DRI 58 R A8 O 55 i O IR AR RS L SR R B R dn s AR = MR B
& SO 1 AT AT S X AP O — R B IR . ml DAl ] — 28 % [ 1 s b 09 T 2
frizek.

6) Lm0

AR VT B TR A S, — 2R R KHE K B Rl — 20 T 09 L 2 2K 3 B s E ALY % 22 v H
(R0 A0 & >k P . H 0k 35 mT DI 23 i 109 [ B B 8] o DL A8 1) 3 B2 R 3 4 s 8l 1
Ayt FE rh Je 2 Km ok [ RE R 1P bk 59 208 B2 L RF 1 1k 59 43 3 2500 A0 T % H b L 7R X R
HITF O B aX M O IR 5 2 5 Tt 25

BOHE A0 Wa T 11 55— 207 3 2 2k 0 B s i SC, BRI BCECHE [ 3R 47 20 M1 . & TR K 8% 19 40
of PE AR AR WAL, o 2 0 [ N — 2 AR — 2o FE 1 2 I B R R R SR N
DT FC RN, — B 72 3033 48 7 0 D) S 4 i 78 L B0 TP & ik R R AR B 58 T- Bt IR 37

7) Y 1

viig 13 0 9 T B A - 22, die ] B — R 7 R A R a9 v ) R A W W, A 2R R B
A RF % g 11 1) A0 R P A SR L 0N A e A A R TR O B X 28 T 2 AR S X & 3 K 11
e R AT B ) 0 [R] B 5 2 s e

o R e WS W — SE R v L A0 g R 37 E VLA AT Web ik 55 1 ETP iz 55 » 80 A LUK
Web R 55 21N 80 Y 111 FTP AR 55 2RIAAY 21 3 1 28 45 s 10 W il T2 B Wa i L3RR 24 1
o 25 % 33K 6 R 44 vy 1 R A7 00 B, 57 BRI nT DARDGE X 7 IEAEICEE A © AR B X TR vl B2 —
IR It B9 I 46
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8) Honeypot 5 Honeynet

Honeypot il Honeynet J& M Z5iE BRI 2 5 BR 2 AR EHEHERF R
Ao AU ER AR AL 25 A P BEA e n] I 5 BU SR . B RE RS 1P 5 H g i
ANEZE W TAE R  ARE IRE VLR AAZ B AT E 1 - DT AAZ & A FIE H o e & 25 2l
I . T H B SR B P IR ER AR E AT N AR B ZHNE AN RG] BEAE R 1) K A
i )

Honeypot R N E T RS . B d X MK m0 i T H i d B — P24 5 5%
Wit B9 R G 4 B 34— 00 3 T 1l O 28 2 o O 19 R e R A AT 9 Be s B s . Ho
a0 e — R TR IEF B 4 88, o H pY 2 5k 57 B & L 70 41 21
Fir 5% 21| 19 2% B 20y FXOA 77 b 887 Honeypots 73— 2802 F TR R F A ZUE B W58 B
a Tk L F 1, H W5 I A BRI 5T B Honeypot.,

Honeypot AL AT LT Y 247 4G 0 A1 4, i T8 A FE AL IR 5 9 [ 25 ik 55, T fn] X} 28
T 22 40 10 I 4% 1 ) 5 8% 0 R J2& 0k 9 L Honeypot 19 55 — KA a5k J2& A 2 77 A 15 4R A1
i 412 .

Honeynet #FR B BF I 285 2 I, B 57 19 22— 4> HL S 19 R 26 1 = HLEA B, ml A F 4% el
A6 1 #:4E R 48 ik 45 . W Solaris, Linux, Windows NT ., Cisco Switch 25, A & 4 #f &
PRERIHLAY AR X EE R GE bz 7 AR 2 H S SE B B E R G O R Iy s HANR I RS F &
FiEfTEARRS AT E MR EEF XM AL A {F, Honeynet J& — 1 M 4% &
gc, M IFAR R &5 B — 0L XA W28 2R G0 e A6 Bl K88 i i L BT A 2 %) B0 4R 52 3 OC 1 Ll
RS o X BT AR A9 & [R]) Honeypot — FE 8 T F 3 M0 B Az & (i T 2 7
kML

4.3 73 T UK B B — 7 D L 2 R e ik B B AT DA LR KR 3 AR
ZEHZENIEER. AN PCERERG ML LI ] Defnet Honeypot 8¢ KFSensor %5 T.
HAi,

[5] 4-10) fdi ] KFSensor 7] 1 28 # .

(1) ki kfsens30. exe CAFHEAT % LR S B FOH A o, LN 5] 4-78 P 7= 119 5 1
W E ] T E R

X

Set Up ¥aizard

The FFSenzor Set Up Wizard will take wou
nuamb ey f steps to configure won

All of th can configurations can be

nsing the menu

Tou might like to read the mamnmal at this
how EFSensor works and the concepts

[?ret ting Sla:r‘r.e:]

For help on the optioms in the Set
| Wizard Help |

Crro o) [ BE

E4-78 EEBEM@MS
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(2) BN — ¥, i DB, & 4-79 B .

]

Set Up Wizard — Port Sets

Additional port sets

1 ¥indows Services

[ ]2 Linux (services not usually in Windows)
D3 Trojans and worms

FFoensor can detect intrusions on many many
and simulate different types of

Az well as the default set of ports these
may also be

| Wizard Help |

KI—f®|Ff-2fw> [ B#E |

& 4-79 wOIZE

(3) By F—27 M 2B R B E — A M EAR— 5k 55, A& 4-80 s,

S5et Up Wizard — Domain @

Domain Name:

This 15 the domain name used to i1dentify the
This could be the real domain name of the machine or a

If wou pick a fictious omne, try mot to use a real
somebody

| Wizard Help |

KI—fe|[Ff-fw>| [ BE |

& 4-80 HZIEE

(4) FLLHE N — 2" e E R B . W E 5E UG 1817 KFSensor, L AN&] 4-81
FIT 7 B R 7 S T S AR BIL G SRy — A 1 s T ) ) 28

(5) 1247 %h 03 H T. H Superscan, 85 “ H A 68 S AR Bl vl LL#S 3
g R A 4-82 Fiis .

M5 5 b ool LU 309k 53 35 i AL ik T AR Z2 7858 09 o 1, I HAFE VS Z2 Tl . 2498
iX BEHR JE KFSensor B H 1 .

(6) 7EAHFH Superscan $3#i 1Y A B, KFSensor & A A H bRk 2 728 41 (4, 3X
B A] PLFT HF KFSensor, @& 4-83 7.

(7) WA My 3 &, B iEgic s 7 Hm T i E 4-84 s,
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#3 EFSensor — Ewvaluation Trial

File View Scenario Signatures Settings Help

2R (@R Y EEE W Seia@ MR
ERP) crsensor — Localhost I [BE) Start Durs... P... Se ..

(=« TCF
-8 21
- 25 swrP

& 12 wins
--E) 53 DEs
£ e DHCP 7
B e0 118
IIS 81
IIS &z
115 83
Kerberos
110 POP3
WNTE
NS REC - Er
FET Ses=iomn
LDAF
HTTES
NET SMB - E
kpaz=wd
HetMeeting U
HWTF SSL

o sa3 rIs
-Ef 83 LDAP SSL

B 1025 NS Free 102

B 1roe MC Benn 102

I | 3 £ | | >
Ewents: 0/0

Hame Vi=itor

FTP Guild

| EL

Server! Burming Visitors: O

4-81 KFSensor 2 F 5 M

) ¥-Scan Report — Nicrosoft Internet Explorer

WitE @#wWEE ZEFW R IAO #FEG
A :

Q- Q MREG Lo hvmx @ -2 & -y
5_ HEbE @) |8 ther /MEIN/ 8 B SRR S /e chd/X-Scan—v3. 1-en/¥-Scan—v3. 1/10g/127_0_0_1_report. HINL#127_0_0_1_21_tep ¥ 3
: OOHER - o FIREE -~ ShETER O BITE | HEEE

-

FEAlihk va M/ R R ¥mH

127.0.0.1 Ftp (21 ftep) ENRERT

127.0.0.1 smtp (25/tcp) _EEE.:::%!E:F.

127.0.0.1 www (S0tcp) EilEeiRT

127.0.0.1 pop3 {110/tcp) wIEERT

127.0.0.1 netbios-ssn (139/kep) EHlEsRT

127.0.0.1 unknown (3389/tcp) EHEZ2RT =

127.0.0.1 i (S080tcp) REZEZRET

127.0.0.1 domain (53/tcp) FHEeRT B

127.0.0.1 https (443/tcp) EHEERT

127.0.0.1 epmap (135 /kcp) EHEsRT

127.0.0.1 ms-sql-s (1433/tcp) Pl =10

ik [/ % ZeERHAERESTER
‘_r'ma’w ftp (21ftcp) & FTP server is running on this port,
NESSUS_ID : 10330

BT srnkp (25/kcp) & SMTP server is running on this port 3

2] ' KRR

E 4-82 HHELER
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AT MBZ 2 (FH 2 R

4} EFSensor — Evaluation Trial

File View

Scenario Signatures

Settings

Help

Al SQerz2@E MR D

= J‘; ¥Fizitors
2 127.0.0.1 - localhos

Start

2005-5-31 20:53.01. ..
2005-6-31 20:53:06. ..
2005-8-31 20:53:06. ..
2005-8-31 20:52:58. ..
2005-5-31 20:52:46. . .
2005-5-31 20:52.46. ..
2005-8-31 Z20:52:44. ..
2005-8-31 20:52:47. .

2005-8-31 20:52:47. ..
2005-5-31 20:52:45. ..
2005-5-31 20:52.45. ..
2005-8-31 Z0:52:44. ..
2005-8-31 20:52:43. .

2005-6-31 20:52:42. ..
2005-6-31 20:52:40. ..
2005-8-31 20:52:39. ..
2005-8-31 20:52:38. ..
2005-8-31 20:52:32. .

2005-8-31 20:52:28. ..
2005-8-31 20:52:26. ..
2005-8-31 20:52:24. ..
2005-8-31 20:52:22. ..
2005-6-31 20:52:34. ..
2005-8-31 20:52:25. ..

Dura. .. P...

11.880 TCF
0.000 UDF
0.000 UDF

0. 00O
- 000
016
016
018
.016
047
326
047
. 344
. 329
.109
. 860
. BES
047
. 656
. 062
.TeT
. 326
. 000
. 000

[,

= = e e
o N I ) A

Hame

FET Sessiom. ..
FET Hame Se...
FET Hame Se. ..

II=S

SHL Serwver
KITFS

K=

IS Froxy

Terminal Se...
FBT Sessiom. ..

FOF3
IIS
ENTF
FIF Guild
IIS FProxy

Termimal Se. ..

SOL Server

FET Se==iom. .

FOF3

IIS

SNTP

FTP Gmild
HITFS

THS

Visitor
localhost
localhost
localhost
localhost
localhost
localhost
localhost
lacalhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost

Server: Bunming

& 4-83 3T FH KFSensor

| Summary | Details | Signature | Data |

Evert

Sensor ID: | kfsensor Event ID: |24
Start Time: | 2005-5-31 20:53:01 296 Severity: |Medium
Description: | ldle time out

isitor

IP: 1270021 Paort: 1250

Dormain: localhost

=ensor

Mame:; MBT Ses=sion Service

Protocaol TCP Port:

Signature

Meszage:

Request Data - 18473 Bytes

MBT:1 Session Reguest
Called Mame : *sMBSERYER=20 File Server Service=
Calling Mamme: CYBERCOP=20 File Server Services

MNBT:2 SMB: [neq protocol]

Protocols:

NT LM O12

PC NETWORK PROGRAM 1.0
MICROSOFT NETWORKS 1.02
MICROSOFT NETWORKS 3.0
LANMANT .0

L1 2X002

Samba

| ?

| €

Visitors: 1

) Next | | Previous H Close H Help I
B 4-84 AEBE

Events: 36/36
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4.5 M BRI

IR — AR R 25 rh R TR R AT RO R B T s L BT X R A B B I R AR R
Al DR LR AR N — D R AR TR BB U 48, B Al LA AE M 2% v o AR o) 250k » B it
28 W B T R AT I 45 B T A

FE— AR A 4 2 sy 3l 0 v BSCE 2 A 1 O AR 26 00 . 38 R Bk A I 4% b ) g A
25 1 B R CE Iz 8 s 19 B A b -5 b R A A [R] a0 SR R0 2 A L A ] ) 22
{H 2 a0 SR AW A 2088245 2 W AT DIGR BUE . 28 W W i 1) FH X A4 e B S B ) B W
F W T BEFR R Sniffer(BREREY) .

W 268 W Iy T 5L AR S F 4 25 I 208 7 38 O i — 2 48 3 T 5 L ] X Rh T 5wl DL AR M 2%
AR BRI B e Ol LA S M 2% EAR R i fs B I im — B2 B MG E Ml Ek. 75—
[F] & R 2% 10 Py 0 25 I 288 &2 i o 1 A ORI B IR SR "B mT A 4 A 41 3 o i ik 28 i S 4l 75—
SR AR B R 28 W Wy T 2 AL B 7 IR e 2 15k . B — R 2800 I8 w2 e
Wr KRB A ] — P B iy ML L 3X B[R] — M B 238 P 30 B iy 4% . PO AN 22 18] — I B 11 20 L
5 W OC I 9 08 B, 1% A B iz W Bk . 5 I — > Internet b A9 — & F L, i o] DLW A0 %% A4
Internet | .

R 25 W W B BT R AR IBUH P i 1 4. R0 B B9 BOE 4 R 22 BOE LB SO A%
[ o i EL 208 H AR K B 2 Bk . 4 H 2ok el LR & & 5 g sk 7y — & EHL.

4.5.1 MEIUEIT/EE

LA 2 BRAE N B ) 2 AL I =, AR RS T O 2802 . B A4
s B A E AR — R A EL. s T E E N R IO A 9 3= ALY 1w bk
Ak, A 5% BirHhl — 35038 & EVLA RO R 6L . (H 2 S F AL T /EAE Wy
B oIS B T 1 B AR k2 AT 4 VLA IR .

£ Internet b, BIFZXHNREMN,JJLEEZIL & FH0E S — KB %, — M ELS
EAE R, M mZER, SFE—ME P e EVLEE R ] EVCRES A H s £
[P Hbtik %P8 6 B 4% A m H s EHL 805 S Mg ny — & F LR SR 0 FEV0EAE e, 37 F
YL S A HAs L 1P bk A% 00 A ] OGB4 26 2R AL 6 250N TCP/TP By 1P
JRAZ 2 M4 10 BB IR R 2 . 84 AN EE L ) TP M hk LA 945 4% &8 43 . i 1P J2 5K
1A 1P kb i &R B T — #0155 . LLRmiig sk . A iwisk b A AN 840 591 N
HUA M 2842 10 A BB TR S a9 IR = ALF H /9 FHLAY 9 B hE (MAC Hbhb) L 33X & —4> 48 7 A9 1l
hb, XA 48 M k25 TP Mok X N A W2 B, — > TP i hk, 6 SR X R — /> 47 B
Hb il

FE AR I A, 355 T 9y Bk 0 it DA I 26 2 10 A, st e NI R R ka2 L AR R B
PR B | a0 SR Ry 3 X 2 ) — SR 4 i An 4 0% oz Ak D ECTE AR S e L g AR R L R T RE g
FGRLR I EREE— G FHL., M HEL AR, 25 1 RS BA LA L ar 15 21T
AL A PR — R, T2 YL AN E S W2 A E e E L
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ar B R— 5 FEHL.

WA E S 8E—6 EPLAY M4 OBy 22 EH 0T, PR3 A B8 ot JE 47 K 2, dn 2R
e da i vh B i B kR A O 09, B8 Y B i R bl B R R AR 4 R PMILAR
PF 5k 2 TP 2500 35 I ol 3 Sl £ 37 . X T 88— 30 3k 0 2% 422 11 0 B30 o, #0221k 47
S RS U B /N1 I i o I (= € 4 = Wl | DT S A T i B o/ = 0 S
kb

T FHL T AELE W BR324 4 1 (R ) 22 a2 5 il iy 2 o5 L8k 8 Oy Wi T A6
A £ UNIX BZGh Ak s A 2R H P AR, X — SR 177 UNIX 24
Sl P RN BEEAT A WS T Y A R A R AR A BE AT S W T . (H R A
Windows R4+ . W% A X PR il .

MRS Z It LA Re & F5EAE T 22 R Ry ) i g ik T AR J7 XPeE@ ny . 78 Jmy 3 ™ py 20
AN T LA R BEEAY 28 15 48, TR PL M A 3 2635 £ 2 7l A5 B L R a9 2 ) 8% 7 =0, B
W75 B R EWE B R G RB NN E— ST, 2N -R 320318508 5 & 52 A W42 i3]
P8 PE 2 B R A2 H OB W52 G A7 A B, QS AR a2 AN S A A
AR —FE . MRS Y B AL T A BRI T ok AR e R S G B S L A
AT A AR RGN R AT O A L R A I E RS R

H A i 268 R 2 80T AL g i =l fE A i FFEm I EWRE LA ]
REfE I R % — G EINE R .. B4 Internet H Al 09 30 43 UL ER 2 AR B350 19 .
Z PSS BAR 2 B T — R AR A A S AR AU SRR AR YRR Al 22 b AL it N 4% 2 4 0
JEHMESES ) . A H W IR P AR S A P 4 O AE SRR DL SOy
AW EALE Y . PR, SR RN X 28 s B AT I 4% W T L 3R A P I A R R BN — 1
TR R MER) R HZ B AP0 1 28 F TCP/IP B R0, il GE 4% &) i WA W i 31 19 4 5, v 42 B
HH IR 8 1) 3 55

4.5.2 MIrT E“IIE"M T mix

Wiy T H A D24 dn] D28 . st HRTM 5 . d Mae 2 0 H &) 2 b & 30
246 R 22 B0 DT ORI B A P ) A R 2R MR AR A

Sniffer F2 ¢ AT HE EE I AT UNIX RGEM Windows RGEM RIS, P AL
367 W o1 Ant 48 451, D8 BH H T WS U R s ) AR RGeS HT TP & 19 7 .

(1) iz471 EffeTech HTTP Sniffer, # A i 40 & 4-85 7w~ .

(2) $f47 Sniffer|Select an adapter 172, L UNE 4-86 B 7~ 1 XF 3G HE .

(3) HEFEAHLALE A M 4% 3 Al 5 5 . i OK & 25 R & .

(4) PE MR SR, F2 B2 45 78 B0 WP 26 TR0 A 108 B30 22 8019 25040 E A 4 48 5 L A Al
P AFE AR DL S o R B IE i T . $RAT Sniffer| Filter iy 4. B UN & 4-87 fr7s 1Y
FEI

(5) 1£ General B & SCA AR MRS 19 22 i DX R /N 20 2R 2 W Wi 119 ) 2% v i 5 25T, 3
AMMEZ R ; 1E Content WG £ 48 W A0 1Y SCHF ISR L B I I 2 1S Web 0t i A1 E A, H
S AR N D] B 1 AR ) T, H R A S, R WA N 3T MRS SO s Host ik
B EVLEY YT L an A B a6 B9 W U H br , N 24 8 $F Specily a host IP Jf5 A B/ 1P #iht .
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' HttpDetect (EffeTech HITP Sniffer) — Unregistered ¥ersion g@
File View Sniffer Help

» X @ 7 a

Ho. | Time Client (IP:PORT) Server (IF :PORT)

<

HTTP Request Header HTTP Response Header

Buffer: 0% ELs: 0O Fackets: ([0

B 4-85 “XIFEF"NEMEREFAE

Sniffer Falter

X]

General

Specify buffer size ta store captured packets [ »5MB, 10 = MB
ﬂ <5OMB )

80 iz default HTTP port. Specify additional ports [separated
by zpace] e.q.: 8080 8000

W Show host hame rather than [P if possible [Default)

Content

Some web pages or files are not your sniffing karget.
Check what you need.

W Static web pages [7, html, Jhtrn, . xml)

W Images [.ipg. .jpeq. .aif]

Select a Network Adapter E|

v Anp other files (cal, php. jsp. css, zip, ete )

Current Adapter;
Host

ﬁ “which host is your sniffing target? Any or a specific host.

\Device\NPF_{D213BEAT-BT0F-417A-BE40

Adapter (¢ Any hosts no matter their location [Default)

\Device\NPF_{D213BEAT-B70F-4174-B...

" Specify a host IP |

Specify the role of the host, chent or host?

-
-
) Cancel | CHRTTT Cancel
B 4-86 1% ¥ I 4% 15 B 23 E 4-87 EEBRESH

(6) AT Sniffer|Start a4 H 4 W Wr AR Pt vl DLFE 21 3= 5 1w v 51t W o 31 109 25 40 70
H. B 1FENAER DA SRS E R OCRSE WA 4-88 fros .

(7) Te% 00 BEAE R — A4 55 H T 0GE BUbR S 98 0 — X AE , B o7s i &8s B ny iR A4S
B 4-89 Bk,
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File ‘iew Sniffer Help

j» " G XE 7|4

Mo, | Time Client(IP:PORT) Server(IP:PORT) LIRL

Jul 09, 11:44:00 192,168.1.2 :1258 216,239.37.104 :80

Jul 09, 11:44:06 192.1638.1,2 :1259 wiww, eff etech,com 180
Jul 09, 11:44:19 192.168.1.2 :1260 wii, eff etech.com &0
Jul 09, 11:44:47 192,168.1.2 : wiwww, eff etech, com :

192.168.1.2 1262 www, eff etech.com &0
192.168.1.2 :1263 v, eff etech. cam 30
192,168.1.2 :1264 wiri, eff etech, com 180
192.168.1.2 :1265 win, eff etech, com G0

File Length | Status

Isearch?client=navclient-autofgooglei
fimages/download_blue.gif
fimages/style.css
fdownloadfApsSetup, exe
jdownloadjapsSetup, exe
IdowwnloadfapsSetup. exe
JdowinloadjApsSetup. exe
jdowinloadjApsSetup. exe

Jul 09, 11:44:52
Jul 09, 11:44:52

0
1
£
J
4 Jul 09, 11:44:52
S
6
7 Jul 09, 11:44:52

Ready Buffer: 0% IURLs: O Packets: 0 2

E 4-88 WIrRAEHENH

Detail |Eunt1:§.l Text View I Packetsl Conma.ndsl

General Information

Ho. 4 TimeStamp:  How 02, Whether finished: Tes

Client -> Server: 192.168.0.123:1903 -> 61.172.195. 202:80

FPackets List

Req |Euf I .. | Time ICP seqrum | TCP aclouam | Com... | Data Len -
Eeq 196 13:30:10.29. .. SEETEETI4T 45352RTTE 50 0

202 13:30:10.49. .. 453526778 288TE8Te9T 328 1020

206 13:30:10.50. .. 453532410 S08TesTRAT 1] 1408

207 13:30:10.50. .. 453533818 288TE8TEIT 0 1408

208 13:30:10.50. .. 453535226 308T88TeIT 0 1408

209 13:30:10.50. .. 453536634 358Ta8Te9T 1 1408

210 13:30:10.50. .. 45353504 303788 Te9T 1 1405 e

223 13:30:10.70. . . 4535536802 308TEETEAT 0 1408

224 13:30:10.70. .. 453555010 S08TEETEAT 0 1408 -
< | B

W R | AW

(8) Hiii Content IR o Hy BLUNE 4-90 Fr 7 (9 XF 16 AE o 3 1 J2& %5 J5 FH P 1k A 0 B Y
GUIAT

Detail Content |Ttxt Viﬂ'l Ptckttsl Commands I

UEL:  |61.172. 195. 202/ auto/upload_img/5/200311,/pic_10BTETO460. jpg
Local |C:\WINNT'temp\10677S1010_291456_pic_106TET0460. jpg Refresh
YT X| =

[® EE R O0. . . 057722286_053231_ApsSetup. exe HKE

EERTAYMERKE ERFRIEANTEL?
_________________ R ©) A

¥ AP B e U8l ] ()

| veemrEe ) |

B | mEw

HE |

B 490 XAFARPIEENBATTMHE
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4.5.3 MK ITRIFE N FNEL e

W 26 W W S AR ME 8 A B . 12 4T N 268 W I 19 SR AL B w2 b b 7 S BB B A% s 1 AR
B OOPRA Fahmrr sl A S 5 HAL VLA G L W AREBERAEMN E MK ES . X —
DI E 10 0 25 W Wi g 6 0 i AR 5 IR ME A9

ARG T 25 W W B E , R a0 R O 1 far ok o, BRLORG GE A0 B e R AR 12 . (HAL A RE A
S R %5 L DIV O N =TT iD= T S d oy ol L B AT G o

1. [ 2& 15 I /Y 15 3

LR JE7E Windows REE T Wi W #2 Fy i A I 77 7%

(1) T Sniffer FEIF 470 5 R 5 58, (2 G0 %) Fh FE o 1 22 1%, {4 268 458 60 32 [
e . WA NAE MW, W & 3% 25 i 8 ds B AN vl RE B AR 4 AR AR i g b B 38 H i b,
ot — B 28 B, Al DL B W 28 b B s A0 AR £ 1m0 . 19 an st I f 18T B 1Y Ping AR 2 L RER
AR ER T 2.

(2) Sniffer #2171z 17 I 2240 P A9 % s AR K, 75 B2 o R & 1Al v o 5 2847 9 4%
il i 1T VA B Y [0 58 B0 At Ol . R A & FE VLR B[R] S BRI 98, I8 4 & wtA Al
HEAE WS T,

(3) XM BEiz A7 W Wr B e iy pLds s FHAE B 9 TP Hhk A0 45 3= n0 Py B s bk & Ping &, 18
fr r R e LA S A M N . 3X g2 BN oA OB & A Bl g AS 2 WCRS 1R 1 4 B4 Hb HE i Ad T W W
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(2) B A% net share, REGF H 3 s AR R G 19 A BRI 5= 303k

(3) Hi A net share JL5E44 /del g4, 5L ol DIRE 45 2 19 e 52 S04 e M B, an (&1 4-102
TR .

(4) #H8H Sls R 500 A 1 B e 52 SCF Je 23 BUH . ] IAE I AR P 9 S5 2 JY del. bat,
MK 4-103 s . 4a'E 58 G A TG 1“5 sh ™ v 8 S % SO by =X 38 S shi kB L
G

3. Bk 139.445 in O

139,445 ¥ H 52X H AT EIHLI D7 0], e . TPC S i 4875 & 139 8K 445 ¥ H
(19 S o a8 3o ¢ DA b A iy 11 aS {7 35 B e b 3 v 1, AT AR Ik R ek

4. EEE T

WS 20 T J e S R S5 ) R A A B Ak B g IPC S g5 2 g b AT
Wit
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v C:\WINDO¥S\system3i2\cad. exe

C:~Documents and Settings“Administrator’net s

=N
= SUINDOWS

C:“Documents and Settings\Admninistrator>net share admin® ~/del

C:“Documents and Settings“Administrator>net share c$ /del

C:“Documents and Settings“Administrator>net share

MHE @wiEE BR0 FFQ M

@Becho off

net share ipc$ /del
net share admin$ /del
net share c$ /del

net share d§ /del

net share e$§ /del

B 4-103 #EREFEHBHEBEUEEE

4.8 ARP KR d;

1 Jy S8 D e S o A2 e 1) 2 < o ol B DA H AR E AL MAC ik, — & FHLE 5 5 —
& EHL# T AR . anEHE H Ar FEALAY MAC Hhk, HAx MAC bl 9t &8 F ARP
PP C(Address Resolution Protocol, stk fi# i P3O R4S 19 . r s “ kb /% A 7 5 2 F HLAE &
Ji'll!ﬁﬁuhﬁh IP Hbhb 554 i H An MAC Hi ik 1933 F2 . ARP WY 25 A< T (e 5 2 38 2 H Fr

&0 TP Mokt 2 i) H AR 345 19 MAC shb , DA IE 8 15 A9 R 2647

ARP H B X 2 X ARP PR — R B BOR S vl L ai sli o #0285 i T AL - 1k A 20 4
SO i 119 1T S AIL IS 1 5 1) AR I b B S5G JE R N P i R AR . — O B TP MLk i
o nl DLl 2 AT Bk R . i ARP PR TAEE BALE . BB F & . AZH A
ZFIWr ARP Z2 47 1E10 5 5 . BiEAR IP bk s 2 iRAE 25 th 2~ . i HAR 2 SR % T H A] L) i
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) & 15 ARP B9 &0 96 £ A1 ARP Pk 2 800660 X FE gt vl USEBLAE — Bl i B AL Bl &
1% ARP B8 000 J7 I ok 22 W 28 rh AR — S 3 RALAY B 5 &, B E b a] DUE $0  SC
PEAT T L IR I R R A T RHLAR TR IR B

4.8.1 ARP EIRIA 5 HIE

HEPLAy A B FENL B AER . SEMAMAE ARP 24735, 3] B 19 1P ik %] 1y
1) MAC Huhb J5 , st A7 B A2 5. W SR AR 3, W #% — 4~ ARP 3R 4 3C, 32K 1P #hht
B EHLEIZEH M hE . W A EVLA SR B # R ARP K H B A FEHL B H
O IP Hhl, T2 A EHLE F—4 ARP W 4R 3¢ it &4 B 9 MAC Hihk, A
W] B N A e e o AR ) ARP 2247, 3245 1 X > MAC #ihbk A& 8 80 . K itk
Sl B AF 193X ) ARP R A i ) 2% 35 3 1) JEA L O HaX AR A7F R B S .

ARP 3795 T 5 w2 o P & TP Mk A1 MAC bk S2 80 ARP B0, o f2 a0 F

(D BZAXFE DM AE - NELIN YL I ERE T 3 6ila MK ETTA
L A.B.C.

o ANHiHEM IP: 192.168. 1.1 MAC: AA-AA-AA-AA-AA-AA.

o ByHuiht K IP. 192.168.1.2 MAC. BB-BB-BB-BB-BB-BB.

o CHyHihlH 1P, 192.168.1.3 MAC. CC-CC-CC-CC-CC-CC,

(2) IEWIEMN T A AN FiZ T ARP A& i) ARP ZEERMNIZHHW FER

Interface: 192.168.1.1 on Interface 0x1000003
Internet Address Physical Address Type
192.168.1.3 CC—-CC—CC—-CC—-CC— CC dynamic

(3) 7EIFA AL B L4 ARP IR FEY . & 1% ARP MR 4L .

B A ZiE— &R ARP W& X AW A R EE N - ok 7 TP Hihks& 192, 168. 1. 3
(C /4 1P #ihik) . MAC #Hi4ik 2 DD-DD-DD-DD-DD-DD(C ) MAC Hihk A< 3 )i i% & CC-CC-
CC-CC-CC-CC.aix B thi ). 3 A #4H BIhER ARP W&, st A A HL ) ARP
Zfr. A AFHEXEN B AR EE RN, A X HE B 192,168, 1. 3(C 19 1P # k) F1JC 2L 1
DD-DD-DD-DD-DD-DD MAC H#b ik,

() £ AR Fiztr ARP -A &if) ARP ZZf7E B, BoRIEFE R AT A T
B 1% o

Interface: 192.168.1.1 on Interface 0x1000003

Internet Address Physical Address Type
192.168. 1. 3 DD-DD-DD-DD-DD-DD dynamic

(5) M4 A BN CiFEPL(192. 168, 1. 3) B, MAC Hihk 28 ARP Phil 512 Hh i
#r5 DD-DD-DD-DD-DD-DD.

1 R kM — B ML S S ) HABAIL A A O ) O, 2 IR X AR JCRUE E B9 ARP N 2%
fm BELR P Em I MK SE ST . T SE MAC Huhb 5% . DL IR 2% Ho 33 HIL & ok
EOEE I W v | o, | L B SR = N e | o 0 - .1 15 5, A w9 B 51 4 N G O 131 P 7 N &
TR 22 i i ) 5 1A 325 il 5 Jay 3 ) L 3 B AN 5 [n] 500 S 30 [n] @t |
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4.8.2 ARP IWEHEPFH P

HaixF ARP i i E B A MR 5. 402 1P 1 MAC. i 1 ARP Bi9r 4k 4.

1. B9 E

i i B 7 & TP Al MAC 19 i A5 28 52 . 78 Jay 80 ) PN 48 3= HIL AT I S #B 4 TP Al
MAC %452 .

W0 2 W o ARP 1 3l 28 SEEE G 80 00 10 3 9 I AIL4S , BT LA ARP 303 B N §f S
DA ke %o P 3 28 B A9 1 B[R] B AR R Ot B R AT
P HMAC I SOE SRR EEF ke, B =380

IP A1 MAC Hihb #2528 5 o] LUl iy 2 “arp -s — — .
IP MAC #ihE" 528, 1. arp -s 192. 168. 10. 1 AA- Eeg

Ill'

AA-AA-AA-AA-AA, (0 EBMRSTFESReEGE

IR AT M2 h ) B — B EPLARASGTR S 26 . B R R P P T
TAER AR KW I HAEIT SV B IRE R G 480 IR FIRATIE : 2008-01-01 09:59:33

, e ZihEr & RATE © 2008-01-01 09:59:33
ﬁﬁﬁﬁgﬁ’{ ° BrEdRIP ¢ 192.188. 1. 101

2. E FH ARP Bﬁ*ﬁ' Ek 11.]: FNEERTEEE - 122

. , o e A EARPRA MBI ET

ARP 2Bl 37 84 1 T4 DRt B 3 B8 BT A Y e
ARP ZdE 4, XF R4S ARP N2 2E17 A 8, HOA A & rgaﬁ;ﬁﬁmﬁmxm. EE R RGRFTE
HLOU () ARP 40 A &l i — 2 Ab B, S BE, B 4 T FBEFASETRS,

1AL . [FIE, SR — A s 21 ARP Z W HBIP ¢ 192, 168.1. 101

FiLErdiEnAC ¢ 00-03-00-30-09-7F

%:%BHH? 4‘& U“J LIV ’él ﬁ’aﬁi Ij"] [I’J ARP ﬂ%@ﬁ’&'@){( WEiEHE8E ¢ MICROSOF-9B69F4
Tk 2 XS T X RS A, W
5l 4-104 Jr7 2 360 ARP [ st 1 42 1005 1 B 4-104 ARP PR EEEH AT

4.9 B Yl

BE PEAE VR 2 ol i A 13 20 a9 2 e R 0, SR B A R AR B 7R) B A0 Moy s 14
ATEERYEC B VR IT AN TSR O MR, A RIS

4.9.1 SOQL FANITH

SQL A B2 A R 7 53 %F P Fn A B8 09 G 12 P RG  AS 7™ sl AN G I B4 % A s A
% e SRR AR AD AR e AR R e SR 55 A B9 AR B . DA 3R BOAH OC ORI — b
11,

1. SQL FANNEEKFIE

FTIF 0 5 8%, AT« T B [ “Internet ZE 1”7 | “W g7 a4 W5 “ Wk AU HTTP $5iR 15
BT A) s, E 4-105 Fras . w0, J6ie ik 5% Av iR B A A FF R TE #8 2 B R A
“HTTP 500 iR %5 4545 1%7, AREFRIG 2 It {5 E .
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Internet 1IN [EJE|
B = B (mE  EE  E2F | & |
wEG):

{BFiik=h FTP CHRAET DsL ARIGPASERESH) A
[] HFigiEsh

[] R E# ., BshErIhEE

 FTP E5 o BRI HEANE

[] FE=rEEHBED

[ B7E 1T HEigiReins

O

[ EFFHE URL

ST BRALH B ftkiRlE
TR

= o B “¥3” %H
HF{EH BebthiEreE 0

|:| Baht5E Internet Explorer BEr
2=, UTF-8 == EL HE&RBED

£ |

[ #

>

[ CERAEE® |

e [ B [ ER@ |

B 4-105 Internet % IRi% &

X T SQL Server 48 JE WA AR 55 4% 11S #2785 % <M . I H SQL Server iR [A1 55 1% & 7~
91 AT DL DN VRS AR S R AR UM G 9

LE S 28 Pk A M hitp://www. *%% _ com/show. asp?id=123 and user >0, ik 55 %+
B 47 Select * from 44 where B =123 and user>0 X F£ 19 #5 11) . 2K J5 B A5 10) 45 SR 0
(0] 25 2% 1 g DX 65 4

B 15 A) 2 E 1Y, B S AFE and user >0, user 4& SQL Server [I)— PN HBHZ H . EW
(B R P 44, 2880 nvarchar, & —> nvarchar BY{HER int Y%L 0 LLAL, REGE &
¥ nvarchar BYEAE BT ine B, FE 5640 19 o B rhi E 23 1T SQL Server BY H RS 478 42

FriR A A

Microsoft OLE DB Provider for ODBC Drivers (0x80040E07)

[Microsoft][ ODBC SQL Server Driver ][ SOL Server ¥ nvarchar {H 'xyz' s # K 53R AN int {95

B &2 A B R

show. asp, % 47 f7

A OB AMNK: nvarchar (H 'xyz' ¥4 N EHE DT N int 1998 K A i L S 177X
MG R RA U TFE R xyz 248 & user BU{E X FE 9015 3] T EIRENH P 4.

IR A T FE S AR I Y i HL AL S AR 22 i ) [A] L e TR A= B AR AR R . 2R H g LU
X 3 77 AT SQL HEA ARSI 2F Z 4715 SQL A ) ASP W 3 8 2 % 4
Rz, HEMRAMHLITHRE THER ARG B K KARE T, T35 0817 SQL
EAARZEDHTHELRE—KITEEZHBFE], AL 1T T2 AR B2 L5 80 a9 i
[E], an & 4-106 7w .

SQL 1 A GH b B 5T R 3l B4R 2 AT B B B BB S L4 AR R0 A s in B AR B DA
BRI P AT e 3k e R B o AR o SRE vl LAA] FH 245 09 8 BE 5y A PRAT: 353Kk 45 W o |
9 SCA B35 A8 X 0T I AR ) 25 ol G AR 6 3l 17 ] 322 B sl 119 1 P o ok B R e 3
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» RS v7.0 [SHEEHRM]

Xiha): | (Bahrix] FoRT Bk |3 EI Eﬁcﬁﬁ| EI H17AI6]6% EE‘]| EI SE ey |25 EI R |$EEH -
eI USSR [s2/2z0) |gt%

BHID) JetR S ISE St el HEGFSFF R (unique ste) | ST (mema)

= SQLinj AP i nar] s asp FEFRIERE]. .
" Microsoft OLE ...

%00° Microsoft OLE ...

%20And%20Ca. . . 1]’ db_owner iR PERISQLITE AORiR, FEhEFE. |
%20And%20Cs, . 1)’ SATERAYSQLIE AR, ZXREIFET, inurl.
w2927 Microsoft OLE ...

w27 Microsott OLE ...

! Microzoft OLE . ..

te Miecrosoft OLE ...

JHewComment. . . L2 e ] zh52006 SP4 SQLERGE ARl BEA.

W Microsoft OLE | .

iy Microsoft OLE ...

i 5 TR AR B IAR ISR AT 5 .
IS AR RS fa R » HIFIRIEURL.

--E-E-
ﬂ[ Lo
F &
Tii}
iy

B EROOOOO

JEERERE &

3
5
)]
=]l

‘BHRELBEELRR .
EBUKHEE ¢ inw]l: Dvbbs

Fl
i

e L
So F

fdbfcom02. mdb F application/x—. .. ST | 0 g =T ]

=ql. rar i rarl sql BB E ST .
data asp £, mhy, fmhoryf TEHESEEERET
LeadBES. mdb /ataf application/x—. ..

(a) 2N

D MDiEATH v2.32 http://www. wrsky. con/

A AR e A

izl 5235

figh | AF
BF SRR

SQLE A
N

BEACRD

Py |

-~
E—
S RERE

MESOLE HFzEctuill MESAL% H - Ex il

Al T —T |1 72 R 1 | f2 FHEE | g |1=1 ClEmi=R{S1E

i’:gii EERM @ 2T OFF SR @ NS5Ol BEEDrEiRTL O MESOL HEEEE O AccessARERATIEEE

=T LR | B 084 | éajmﬁﬁ| | HFRAP | J

oDyt A T 5 http: /S www. wrsky. com/ .
(b) Dy E A

4-106 HIEENEIER
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2. BASE SQL iE NI FH

TRV SQL 3 AT 76 3510 B o 5 22 %7 SQL i /A i A8 B i Tk e b B L R T B &
PR PRI AR ok — . BB A XA SQL IEAF HA M K#H T . SQL % H i
ARG AT,

If Request. Form<>"" Then StopInjection(Request. Form)
If Request. QueryString<>"" Then StopInjection(Request. QueryString)
If Request. Cookies<>"" Then StopInjection(Request. Cookies)
Function StopInjection(values)
For Each N Get In values
If Sec Form open = 1 Then
'response. write SelfName
For N i =0 To UBound(Sec Form)
'response. write SelfName
'response. write Sec Form(N i)
If Instr(LCase(SelfName), Sec Form(N i))> 0 Then
Exit Function
else
Select BadChar(values)
End If
Next
Else
Select BadChar(values)
End If
Next
End Function
Function Select BadChar(values)
For N Xh =0 To UBound(N Inf)
If Instr(LCase(values(N Get)),N Inf(N Xh))<>0 Then
If WriteSgl = 1 Then InsertInfo(values)
N Alert(alert info)
Response. End
End If
Next

End Function

4.9.2 FEWiEH

SQL A 1 H 1Y 02 245 3808 b o9 P 44 %505 55, a5 A F A ACBE nT D45 3]
AR E A ZEH W FREBRFEN T — M HEAFER BRI ARTFE.
1. ZRENEHEERFE

FC BT AT 1Y) 28 E AL 5 Y057 ZR JE 1 1 conn. asp R JEV .
X T4 & “asp?2id="Hu it M BT, 40 www. *** . com/yddown/view. asp?id=23,{EFT
X oL B, R gk g /Bl Y057, W www. ¥%% . com/yddown % Scview. asp?id=3. 5K J5
P22 L T DL o2& RO 2 1 B AR
“905¢” BN b\ oS SRR, BN o — R R T Ik
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1. ASP H i & 2 B AR 2 FH 3 — A4 0% 422 88008 ) 19 SCF conn. asp, ‘B &S B H# — %L
1 e 1 FE 0 G 8 SCELVR Y B0 e s A 01

DBPath = Server.MapPath("admin/rds dbd32rfd213fg. mdb")

B 2 80 I8 IE BT o Server. MapPath J7 38 ) sl v %) AR XT % 42 4% 722 100 38 B 1) 48 X (16442

24 Server. MapPath J7 85 A %] i 42 5% & 5 52 A2 B, B S B J2 = 3B 40 B A2 I AE —
AT R . X DT H g T B BT AR B A X B AR L U B SR DA Il ) BEAR H SRR 1Y A X BE AR L
conn. asp i AR H X1 "/yddown/" H 5 F 5 28 J5 V8 FH 09 B0 48 2 09 A X 8% 48 admin/rds
dbd32rfd213fg. mdb.iX #£ 5L 15 2] AR H & 19 58 B A X # 42: "/yddown/admin/rds _
dbd32rfd213fg. mdb" .

PR 1IS B B — D W AR 0 45 E B A M 8 B A B H 5%, W sk AR B 5 i A 4 3
HM"D:\111". Server. MapPath J7 ¥ i 1o #88* W 3 42 H 55 1% 470 B #h hk + 5¢ 5 09 A1 X 1%
77 NS R B PR ERAS . XRE B EAEAE B E i B R AR 2 . d:\ 111\ yddown)\
admin\rds dbd32rfd213fg. mdb.

T JE 1 A B R M IR AT 4R 2 www. *¥*% | com/yddown Y6 Scview. asp?id = 3 i,
view. asp i F conn. asp. 15 3 M 51 A X} #% 42 / yddown\ , #:- Il | "admin/rds dbd32rfd213fg
.mdb", G F]" /yddown\" + admin/rds_dbd32r{d213{g. mdb. 7E IIS Hr."/"FI"\"{L K&
AR E @B\ "L IS A BEC 3] 7R B & e BB 12 A A B, T2 M
w1 5E B AR X B A2 22 il T "admin/rds_dbd32r{d213fg. mdb" . F-hn 4R H 5% 09 ¥ H i it , 15
F ) B R . "D:\111\admin\rds_dbd32r{d213{g. mdb" . i 3X > B 12 S AN FEAE 11 . 5K
i P e AR U, T IS 2L I 45 AR R A .

Microsoft JET Database Engine fi% '80004005'

'D:\111\admin\rds_dbd32rfd213fg. mdb' A E—PH H K pEEE . 1€ PEIE 2 RS & & B0, DL SO

7 3% 45 30 S A7 A IR 55 4%

/yddown/conn. asp, {T 12

XRE L BER T HUEE rds dbd32rfd213{g. mdb BUHEIR . T 2Rz EUE E 5 . 8 o X E R
P v 6 1 OC S B iR AT MIDS ik, i AT DA 3 2 24 FNE S T

“Y05c” BEPEE A T 400 BEAR A R RO R BE AR L T conn. asp 2 AT A X
et A A A RS R A

M) 3T RGN conn. asp V. T REH inc H 3T, iR 2 98 H & /9 30, W1 User_
ChkLogin. asp,fE R G H & . X, 24 conn. asp HATH, ERERGE R H & D:\
wwwroot\zyx688\wwwroot\ N HATHI . B I . 7F conn. asp 3CF ¥ PR 2E B, 2% 18 31 34
frBF Y B ok BEAE B8 2 B9 AH X Hb ik S i dn k.

dim db
db = "database/fp360609.asp"

XEE Y EAAERGER H g T HATES B8 E A X i R H 58 T 1Y database H SN

HAEEZIFHREN ETAERN YT H X Z2EWR H I INC HEW , X ], 2088 7E 09 AH X p%
L AZ W% T inc/database/fp360609. asp, Z H T inc, B 4R H 4.
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2. BiSEREERE

7 5 5 R O TIS Ml 55 i 2500 BSR4 T i = 4 0 R A U0 B 455 B A, i TIS 9 BRI
BOCK ARG BB B 2GRl Sk G0 2R A L B eE TS i RN 8 L 1k RS R I H
AR T, i URL BHAR A ds. W ARG E MO R M A5 14
{5 B .

VE A 1 3 45 B S L A SR e 3k % g 400 = ML s . HBLAE nl BE M RS 1 T 1A, A A 2 AE conn.
asp SCAFH BN R iR

On Error Resume Next

BCRE L 24 b B L 4K S AT T A0 35 D S B 2 A BCRE R 2 4 R
BT,

4.10 5 K KE

BRI ot R 3 B 5 O OB S, Dy AR i ok T OT M (H M S el B g L A
B K St BT LA A S50 17 A8 R 22 280K H M 2% 19 T

4.10.1 EXE;R

B K St (9 AR SO 3R T AR AR B J2= Z 1848 2 19— 38 i » 31X 18 5 1l LA By 1k K9 % A 1 B
fige = Sk B 0 b5 2 o i B U A B K e AR AN SE dE ) B B A9 By K B T e PR ES AE AR 3t
[ 28 5 S B 1) 26 22 T 1) — T8 B7 A 3R 50 . 23X — 28 B Y0 R il OBV PR

B K b s 2 ST AE N A I 25 5 B 1 o 8 BT AL L PN R I 285 BN O o o 4 O R AT LU AR
H1 S1ER R 25 Gl 2 Internet) $00A N 72 AN A A nTAF#8) . B7 K e 39 7E 2 By
AT B R 2 52 A 05 0 PR I A Y I 245 4l o 0 B s o ek £ PN S I 4% 1) 2 4
By K diek 75 X 28 v 62 B AN AT 4-107 Bz

E 4-107 BAANESEMNERNLAE

B K Bl W o2 s AT E— B alE 2 B iR AALZ A — 2% 0l (9 il 55 A o T 0 I 2%
frB g A 5 . (HErER 200 T B ki LA 1T AG R4 T8 2 ih B L 3 b B 4t 45 K A
Bij Kt s e e A T B K A IR XS B i AT TR T RO W 4% A, AN B b
BAFAE AT PE

B K it — FBE 2 2 AE BOOR 37 A 265 119 300 5 B A B K 2 3 22 e B O VR L e AR LA R
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JLA

(1) Jr A S A OR 3 X 2% 19 38 {5 20 2508 o b7 K38

(2) JIr A 38 ik B K 85 09 30 A5 0 200 28 22 4 TR I 1Y) oot D8 B0 BT K8 I 2 AL

(3) Bl KA B2 AN vl gz A BT .

1. BRI B RA0Th s

i FH 55 k86 10 5 9L 486 BLF LA 7 1

o PRt A ZEA P ER N2

o IR AL MRS AEER .

o Piik AMEHEHEANF L.

o PR E XS RREIK Sh ST ]

o WEAI R IR I Y B 4

Bij Kk S ELA 1) D B A0 4

1) 5 n) 4 il 1) RE

12X 2 7 K 3 e B AN AL 2 A B EE A T RE L i o AR 1k 5 R VR R P U )RR E I B TR L DR
o 265 116 PN 58 0 PR RN ECEE . AR R AR ARG TR AR B MEAS P aT L ) fa] T R

2) PN il D) e

AR i S 9 2 AT s ] L a0 By oK RE T LD H - HIR A Hp Ak i e 57 SRR A L BT DA e g e PN R
FH P 5 [l A0 3 R 55 00 B R 45 08, o ml DLRR il 20 &8 07 ], 4 & 1T R Be U7 A 1 Web JI 55 4%
1 —#F 5315 &

3) 4 H EHDIHE

SC 4 ML TC SR M 25 U5 () 1s 00, e 5 N A E R B e] . G0 Sk U Il AT A B A AR 1 AT
TAr 28 E UK A MG T RSO0, SUUnRIT I R R RS 0% FRAENE L FEL, —
BAEMH 2T LZEGRTUEFRR AT L., AR HERGEOARZLVEN, — B MK
KT AR ol 2N T DAXE B S S T T A A

1) FErpE I He

Bl K B e — AN S BT AN ] 11 I 28 1 50 1 42 4 i L 5 B AN [R] 1 48 4 ORI
SR 5 FE By K% b S . A vl 75 EAR PR A4S OO o AR B g L i HLAE — DT R R L Bk
BT REAS AL — &, I LB KO8 R 120 iy T8 A A BE A L 3 FE A B 53 st T DAAR J7 (8 M S i 4 42
e M

5) H S04 4 Fl vk

Bl K ZLRAE A B &2 AR R A R IEIE W B TAE., 2R B KRG8 E AL B K
N7l t g R | /N i 1 O G 5 7 N ol B - R e & T ] D E i e 1L T e
T, D28 R L X

2. NSRRI RERE

LR KA BB X M Z 2 . EAFZ AR ZA .

1) Bl KB ASBE B i AS & h By ok 8% 19 <k

B 40 o an A SR DA 2 AR 4 I N BB AN 52 BR i) s ] A4 S, — 26 Pl DUJE i S Internet H
Y &2, N S 3 B7 oK 3 38 B — S AE 1 Ja 1] B0 3R0A
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2) Bl KB ANRE B 1k B YE T 0 B 10 B 5l SO 9 A%

HEgfE & EV LR, RN ER R B ERGE WA 2, AN B EH
Bi7 K Hi 2 X B — A~ 3t R ) SCAF AT A A R R T s I L B KRR R
2% v B R I 30

3) Bk HEANRE B 1E B IR 8

AL 3R T A R TG 0 B 8 T R e 26wl s A O AU R BN E L B, — B
W PAT U B . Yk vl R 3 B E VB S 2 2 W SO 1R AR AR 5 345 XY
RS ) KL

1) Bl KEEARER BN B IRA

PN FR N B 1 i PN 3 I 285 i 45 40, Gn SR At DN I 38 AR FE ML, S AT — S IR 7% 30, B R %
i {7 2 A Gl L By k8 L T LAB KRS TE AR AE .

5) Bij k5% AN BE By 3 A W 58T 08 < T 5K

B7 K il 1l 72 11 284 SR W A 0 0 b B = 2 1L B LA R4 9 X O B 2D BE
IEThgE. By kEEAEE B IR L 2 H R A LU ZE 3 T Bl KRS B nT DL A Ak 1 B4R RS
BS: 1)

4.10.2 PBHNEHEAR

B K i TR L P 5 % o e (R B o B e B A9 B kot >R T AL I8 R L BT 4-108 2 Bl 2k
e AR 1) A e g B2

WERILIE e

I
1980 ' 19901 Y 2000

I I I
E 4-108 FANBRANEZERE

1989 47, Dl JR 5L 55 %5 1) Dave Presotto A1 Howard Trickey #E H T i /2 By 2k 3%, 5] B+
& th 1 0 2 B ks AR 7 K S i w20 4544
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WA 525 S B Al 7 A AT B 55 X% K B, a0 & I S A8 By s ZE L L BV 5 G
(A E

o HUFBCFUED cRERAE AT RN BN B S RS

o XS AR S EY WA /NOTERE A AR B AT R RS, O B2 &R
SR Y 7 Z KRR NI N ST BIHR IT A O % M IR A7 A 7 — TR ¥ L 6 57 R AE
A G A By W W s AT AR AT R VIESR A I REER .

o G I IF A YRR RS SR AT IR Ol a1 S A G Il R LS B A 4 R 5 4R R
F14) DX 1l sl At A B ) 3 110 S 4 A

(3) B 7RSS —MBEA L FERG BRS AZE Y,

o Ay 07U — H 9 Rl AR AT I Ty 20 Sk HWGR NI AN LT EAE A
AL IT BT R e e & 57 K

o VEHGH 9% 38 300 F- 3k a0 0k — 0, Y IH S B D 5 — RS B T 2ok e DL A Rl B
A B RAIC AN PR Rk RS & B el Bk 2 2R 2 . B A & & 57, L AR 3K,
— BN PR T RO ILH U E e O B4k P,

(4) RHLLLTT /2% 22 4 B Y0 45 ifi

o AP K S AP R AT IR S E T

s HFEEWHARGITAT I ZE A TR .

o A LWVEAEFIZAT JavaScript Fll ActiveX U .

o ANE SR TS AZHRAT R BT 35 R 2 7 AL B A B L A AT
JF MSN 8% QQ A% 3% o A 19 A B SCF 45

e m ARG ERFEEZERE ACHANGEL , AR NEFS 05 K-S %5605,
N RPN IR i sk L e/ s 7R [ S M S SR R 6 g
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360 E T » 360 2L T X
9 12 Pk 2 A 2 s ) ZFTTEL T 47 FERIEE » &
- EEE , EaThisE"
[ BRIe0oTSRIT => 26 4T 55
Okl T 5 & 0 Quoos - OELN & T & @ Qoo -

B 5-23 EEMBRREE NG
& 5-24 B ENMATE =T EIREIT 0 Ir RS AL CNZZ A/ agd EEE N 2009 4R

O H %5 4% 7 S o A HEAT 15 . AR TE W SE2e 59K oy 4 15— A7 (H 2 i L 360 S5 3 B 4 1Y
24 Y)RE HE AT S S22 A D W ) B TR A

2009509 AT BHE B8

=) B3R IE & 82. 9276%

- MSIE 6.0 67. 0528% R
« MSIE 7.0 11.6141% I
« MSIE 8.0 4. 2268% E
= MSIE 5.0 0. 0229% R
= MSIE 5.5 0.0110% g
=) BEHF Macthon @ 4. 7T3T1% R
=) B 1T ¢ 1.4458% PEE>
=) 3B0EE K ER = 3. 99T6% S
=) 5 Z B Theworld v 2_1002% ey
=) A Firefox ) 1.2965% R
=) & Chrome = 0.2352% R

Bl 5-24 53 E5 im0 AT

TSI L A0 Y L T R AR AT A

(5] 5-9) it ScanlT W3 K 0 30 W 2% .

(1) ¥TH ScanIT M4 51 Chttp://bcheck. scanit. be/bcheck) , & 7~ 24 Bif | Uz A2 4
RGRATEEE AN 5-25 s,

(2) AL T I %I Run all available tests (3 iy A T H #E47K 00 L o
Start the test fZ8#l , HIEXT W ar ik . AN TR p, S AWM & O, JF H 2R
ARSI L Al 5-26 JIr e

(3) K I #2452 % Ja, 2o7s o ks O ) 58 4% 10 Z el . WR® A W, 2R
“Congratulations! The test has found no vulnerabilities in your browser!” , 4% 5-27 {7~ .

(4) 0 RAFAE R 0 7R = 28 P il B XS 7 i) S %8 High Risk Vulnerabilities (5 f&
5 A . Medium Risk Vulnerabilities(H 2% 1@ & il il ) . Low Risk Vulnerabilities (fI§ 2% 1@ &
Wil o Rl e  SEAT AH CAE B4 s IR 45 A T 89 1 2t ik, 2 2 3 B oL g | Y 42
71N o AR I BE b AT PR AE L TS A Y T T

(] 5-10] D&,

(1) #THF www. peflank. com 5k, AT LU 30 55 4% L i F KR By A5 5L 8% 55 500 5 i 17 K6
i, qn & 5-28 Fr s .

(2) Pk 22 7 Fbde K I 7 =X 9 Quick Test fr &, X 1 8 ML HE 47 42 1 A A L 40
Kl 5-29 fr7n s Wn] By Browser Test PR A W 25 S 47 R I
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@}::-.—.-,-,--—,.—-T- Security Test - SR0EEMIWESE 3 0FE£E THF TEN OWE® TAREmM FEhW

% .f - Q (5 i‘f ﬁ - lt? - hitp://becheck seanit. be/ boheck/index. phy - a'v g Q @m - Eﬁﬂ - ;ﬁlﬁ:ﬂ -
RiE Wi &Lk BT T ¥ LW

[ Browser Security Test x FC Flank: Make sure you' re ...

browser security test

-— Test Your Browser's Security Now —
e B | | sCcanit
America Caveful! The test will oy to crash vour browser! Close all other browser windows The security company
Thousands of before starting amd bookmark this page. If vowr browser crashes dwmg the test,
pictures, restart it and retwn to thas page. It wall show which vulnerabiity crashed yvour browser
slideshows and | and offer you to continue the test or view the results. . . -
information about } About Browser Test
Fhying.
wEm.Cgehmerica.mm.fF The test requires persistent cookaes to be enabled. The coclae 15 used to restore your session
Browser test home ©
after browser crash. )
: . Feedback ©
Your browser reports to be: "Moallad. 0 (compatible; MEIE 6.0, Wmndows NT 5.1; 5V1,;
3603E)" Browsertest FAQ ©
Secunty testing Browser name: MSIE What vulnerabilities we test ©
Scant offers Yers on:
penetration tests, ermn'_ ° G Test statistics ©
wulnerabil Platform: Windews 3P
assessments and ot - e e ot Help! My browser 1= hijacked ©
web app]icaﬁon v test for bugs speciic to my type of browser _
audits © Run all available tests Get notified about new tests ©
- » (& Choose individual tests Old browser test ©
Learn ethical
hacking, @ A dd browser test to your site O W
Scant offers 5- Start the test
day tramung on
aklaia =] tLAA"iu'MA- :
CNEE & 5520 Qo -
5-25 i N\ ScanlT & i
m o s e iy Taxt - .::FII-I#_.-_-!;_j-_:..!wrlﬁﬁ 3 I'ITF?':#-? 'I"_".'#: I_._F._I ?—i‘-% I_._I:._ I‘H‘"’iﬁf I..? 1 T a I_.T.I ;.ER_._I I.._H_..I
% -f ) Q fi d:;_? ﬁ i It? : http:/ beheclk secanit. be/bcheck/zo. php * P l;'v ‘wit Q @ﬂﬁ . Eﬁm - LWETET -
JRIE WiE @ BEEF ET S TR
[ Browser Security Tast x beheck. scanat. b, .. FC Flank: Maks sure

=

browser security test *

Now testing "Internet Explorer bait & switch race condition” vulnerability (test 2 out

of 18)

[]]

Pleaze wait while the test is in progress.

Quick Help

s Help! By anti-virus says there is a virus!
Your anti-virus is doing its job. It detects the eiploit we are attempting and warns vou about it. The virus it
detects 1z some maliclous software that uses the same bug we test for., Apart from exploiting sam= browser bug the
Browser Security Test and the wirus have nothing in common. We are not installing any trojans or attempting to
infect you with viruses.

e« What do I do if wy browser crashes?
Re-start your browser. If it asks whether vou want to restore the session or start a new session, choose “Start new

session” or “Start with blank page”. Surf to the Browser Test home page (http://bcheck. scanit. be:80/bcheck/). You
will see the intermediate test results and have the opportunity to continue the test.

EEL (CHEN [\ T @ 8 Q) Q100 -
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TEHFE SEFV WEE TERM #FBEIH

% r Q KB U‘b ﬁ - \IJ_? - http.//becheck. seanit. be/ beheck/showresulti=. g = B l:-:'v iy Q @m - .&ﬁﬂ - _}_M -
JRIE Nt Lk BEER E£T AN TR

[ Browser Security Testi x FC Flank: Make sure you' re ...

browser security test

AdsbyGoogle 17| Test results Sca n 1' t
ﬁ:émmﬂ o VW Mozilla crashes with evidence of memory cormuption - passed The security company
Scan o W Internet Explorer bait & switch race condition - passed
Accurate, fast o ' Mozilla crashes with evidence of memory corruption - passed
ﬁg%igtrlﬂn 4 o V' Internet Explorer createTextRange arbitrary code execution - passed About Browser Test
vulnerabilities o WV Windows MDAC ADODE ActiveX control inwalid length - passed
Free Network o ¥ Adobe Flash Player wideo file parsing mteger overflow - passed Browser test home ©
EEEQJH%WM o V' JQMLDOM substringData() heap overflow - passed >

o ' Mozilla crashes with evidence of memory cormuption (rv;1.8.1.3) - passed Feedback ©
« ¥ Opera JavaScnpt mvahd pomter arbitrary code execution - passed
« ¥ Apple QuickTime MOV file IVTCompEncodeFrame heap overflow - passed Browser test FAQ ©
Security test . :Maﬂa code Exec:.ution.iria QuckTime Media-li:rﬂ; files - passed What vulnerabilities we test ©
Mﬂcmﬁt offers . Mozmlla crashes with ewidence of memory commuption (rv:1.8.1.8) - passed
A o W Morilla memory corruption wilnerabilites (rv-1 8.1 10) - passed Test statistics O
vulnerability o W Mozilla crashes with evidence of memory corruption (rv:1.8.1.12) - passed .
assessments and o« ¥ Apdple QuickTine "QTPlugin. ocx' Activel Control WMultiple Buffer Overflows - Help!| My browser i hijacked ©
ot passe
::;t:]}ph ation o W Window location property cross-domain seripting - passed Get notified about new tests ©
o W Mozilla Firefox MathMT. integer overflow - passed Old browser test ©
Learn ethical o W Internet Explorer XML nested SPAMN elements memory corruption - passed
hacking, , ) o Add browser test to your site © W
Scantt offers 5- Congratulations! The test has found no vulnerabihities m vour browser!
day training on v

(OXUIM [T 20 Qoos -

B 527 BErREeEE

fz}]:'“ Flank: Make surs wou ra protected om all sides. - IB0EEDESE 3 0 THEHFE |EHFON OWRE TEREM #MEWH _ o

.y 7 Q g g.lb ﬁ - T‘_y - #ﬂ'— http:/ ‘wem. peflanke com - ':':"' o Q EIHE - .ﬂnﬁg - .}M -
JRIE WhE @ BEEF ET S TR

-~
Maksa sure f -2 Start l'agcm
youlre protected -,kL Tip of the day 3
on all sides If possible, use several different anki-viros programs. It s quike possible that one program Malke "PC Flank” yaur
. won't locate & virus when the ather will, Stark Pagel
e Make
PC Flank
Sponsored Iinkﬁ,
E = About PC Flank's tests
PC Flark Leaktest Hsw
Quick Test You can easily test your systern for vulnerabilities to Intermet threats with our on-line tests. PC Flank's testing g—'r:":%]m =
Stealth Test faciliies consist of six on-line tests: Quick Test, Advanced Port Scanner, Stealth Test, Browser Test, Trojans Test We sell varisty of
Browser Test and Exp_ll:litsTest. As arule each testtakes no more than 3 minutes depending on the speed ofyour Internet drug test brands
Trojans Test connection 5% off storewide
Advanced Port Scanner Free Delivery Now
Exploits Test Here are the descriptions of each test www.RapidXams.com
ads by Google
Quick test
Leak Tests Catalog rewn E S . . ) 1
FAD d Q This test shows how vulnerable your computer is to various Internet threats, The test also determines
G it a Trojan harse already infects your systermn and wyour Web browser reveals personal info about you
it or your computer while you're web surfing. This test is a combined version of Advanced Port Scanner,
“ Browser Test and Trojans Test, The test take less than three minutes. Afterwards you will see a full E-mail this pagE%
Software Store report including recommendations on how to improve the security of your system. This testis
recommended to rookie users and users who do not have enough time to pass all the tests. To start E-mail this page to a friend!
the test click here.
Tou
Stealth Test |E
u ¥ith the help of the Stealth testwou can determine ifyour camputer is wisible to the others on the Frorn:
Internet. You can also use this test to deterrning if your fireswall is successfiul in making ports of your [I
system stealthed. To determine ifyour computer is visible on the Internet the Stealth test utilizes five
scanning technigues: TCP ping, TCP NULL, TCP FIN, TCP XMAS and UDP scanning. To startthe test
click here,
Biowser Tast
u This testwill check ifyour brovwser reveals any of your personal information. This might be the sites
you have visited, the region vou live in, who your Internet Service Provider is, etc. The testwill
recommend specific seftings of your browser for you to change. To start the test click here, 2
FEke (OREN | ¥ [ O 0 S oox -

E 5-28 MitE R
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@ PC Flank' Make sure you're protected on all sides. - 360EEDIEE 3 0FME XiHE |ERW WWE IRI R

% r 4 Q KB g-‘ ﬁ - t_}l - h bttt/ /www. peflank com/tezt. htm v P g,v iy Q @m - l&ﬁm - :}_M =
JRIB TE L BEEF ET RS AW

T, e

B3 ® Quick Test ~
PC Flark Leaktest rew: | . . . Ads by Google
Quick Test This test shows how vulnerahla your camputer is to various Internet threats. The test also determines if a Trojan
Stealth Test horse already infects your system and ifyour Weh browser reveals personal info about you or your computer Help with Virus
Bronwser Test while you're web surfing. Removal
Trojans Test Free PC
Advanced Port Scanner The testtakes less than five minutes, bul provides the following: Troubleshooting
Exploits Test Register Today!
& For< check v, d amiveeb . com

e Lo Lo The test scans your system for open ports that can be vsed in attacks onyour computer. Open ports let

FAQ hackers access your systam.
Glossary
B e Trojan horse check
Software Store
This test scans vour system Tor any Trojan horses. Ifa Trojan is found on your computer the test
recomimends actions to take.
¢ Privacy check
This checks if your brovwser reveals any of your personal information. This might be the sites you have
yisited, the region you live in, whao your Internat Service Provider is, etc. The test will recommend specific
settings of yvour browser for you 1o change.
The test hegins when vou click on "Start Test™. I steps through a complete check ofvour system,
To view overall statistics of other users tests results click an “Owverall Stats™.
m ATTENTION!
By clicking the bution ™Start Test™ you confirm your consent of the following statements:
e ‘Yourcomputerwill be scanned and checked by our tests;
« The results of your test will remain confidential and will not be given to any third party;
e The testdoes not give a sound basis for legal clalims of irreversible consequences to your computer,
Start Test » I Overall Stats = I _
s (XN 5B 00 Qoo -

5-29 Quick Test #: 3l

(3) i F 719 Start Test FEEL SR TR, A6 W0 5¢ 1% S5 b7 ke I i 45, an & 5-30 Fr s .

@P“ Flank' Make sure you' ra protected on all sides. - B0EEDIESE 3 0 FAE TEHEFE TRV OWEEE TRIM #FBEIMH _ ]
€9QHVH G- y... test2 bt 3 o - P
F [ | T:J #l‘- http://wew. paflank com/teztz hi i ':J]' ‘o=l Cl Iﬁlﬂﬁ h .Qnﬁﬁ - _L;M e
RiE T @ REEF ET ORE LW
[HEFIH&: Make sure you ., X . - - <
-~
Make sure — Start l'agr_‘m

you're protected | W | Tip of the day

on all sides IF vouws Find a Trojan on wour syskem, change all vour passwords immediately, Make "PC Flank™ your

e ' Yo‘[le rSt Start::::l
PC Flank System

Sponsored Iinkﬁ

E m Results of the test:
PC Flank Leaktest nMzwn
ads by Google 3

Quick Test Check for vulner abilities of your computer system to remote attacks
Stealth Test Firewall/NAT
Browser Test Safet Traversal
Trojans Test ot an
Advanced Port Scanner application that
Exploits Test needs to be

Trojan horse check firewall friendhy?
Leak Tests Catalog rewn Try echovare!
A0 @ Safe? v, gchogent. com
Glossary B
Software Store i

Browser privacy check

® Danger!

Full Report =

If you want to give your computer sophisticated examination we can send yvour computer a specially created flow
of data (exploits) to define how well your system is protected from exireme exploits aftacks.

To start the test click "Exploits Test™. v

=t XN L% B30 Quoos -

B 5-30 Kl
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(4) ¥ W Full Report ¥4 , FE40 % 7 A7 7E 1 0] 8t Sz a3 130, an &l 5-31 i,

m Browser privacy check

The test checked if your web browser reyeals any private infarmation while you visit Weh sites. Usually such
infarmation is: the last site visited, your locale and who your Internet Service Provider is.

Danger!
While wvisiting web sites yvour browser reveals private information about you and your computer, It sends

information about previous sites yvou have visited. It may also save special cookies on your hard drive that
have the purpose of directing advertising or finding out vour habits while web surfing.

Recommendation:
We advise you to get persaonal firewall software. If you already have a fireweall program adjust it to block the
distribution of such information.

B 5-31 HFHESREEIN

5.3 IR 24P

VLA, T Internet BY M 250 (F B3] 1 REA K. 45 1CQ.QQ.MSN FF, K
i & 24 BT 2 Tencent 2R A QQ B AREAF, B ol UL Z R ik 55 , L 46 SCF IR (i
w R R i AR R i LA B SO A = O PR B AN AR IS AR AL T O 8, SR, BV i
{5 A WAFAEA D A e, A DL QQ A 1] 34 W 28 30 15 4K A4 19 I B

5.3.1 MBS R % A5 B

0 s B LA DT i A A s T R e T AL B P — AN R R A AN AR X
TR Ll R 265 38 5 201 b S A ) % B 5t 2 ok i s R ke sl il ok | T R A &k A
A s B A R BT LA B 288 = 5 — 28 2 - far 2 19 5 B A7 i AE T H B L BE A & S R RY
3'[{4:'43 T U A a9 N i it — BB ] 5 A e 1T & . W1 QQ M R 5 T3 — 28 2 fiw 21 Y

i 22 2 o H - R A A ik Hh 2 o0 R il i By BORE E ag CEE AT LT BPAR USRS T L a0 QQ
,JH:

1. QQ =

QQ R ERIFAEH /N T IhE A C . H U4 R rav. exe. BIAR 5 a2 R 5 P
T HEBZE M ERE ST AN Lty — kR 5 50T LAE 8 PL WmeW%\
system32(Windows Me/XP) H & 8 Winnt\system32 (Windows 2000) H 5 F 4k 3| rav X
X 12 3O A8 5 H B X TEAE P i BT R AR I O IC SR AR v DUE B g dE O A T

2. QQ 4 R BT Bh

TE 50 AN A5 5k QQ /Y. ek — T it B AL & B R A QQ My R, anA R H L Pk,
HARTF BT

(1) FTIHAL 55 8 B £ A7 00, A 2R B Rav. exe, A REHLE QQ W4 R , 4n[&] 5-32
JF 7S

(2) ek Rav. exe, Bl “ 45 R F 2 " F 4 ¥ oG A

(3) FTIFEMF S E S . 3 HKEY_LOCAL_MACHINE\SOFTWARE\ Microsoft\
Windows\ CurrentVersion\ Runservices ' [1) RavTimer.iCsx H“Z " T 1 L. R )55
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El ¥indows HEEHS
WHE Emo) s FE o #FEhon

FEASE | #HE e (BRO|RP

B S S 30 APE CPU  HAEER ~

Raw. exe Administrator (11] 2,780 K
ctimon. exe Administrator (1] 1,440
FAVSwcll. EXE Administrator oo 2,972
inetinfo. exe STSTEM oo 1,380
spoolsv. axe SISTEM oo 2,264
EXPLORER. EXE Administrator 00 17,876
SVYCHDST. EXE LOCAL SERVICE (] 1,316
WINWOED. EXE Administrator (1] B3, 388
SVCHOST. EXE HETWOEK SERVICE (1] a7z
SVYCHOST. EXE STSTEM oo 6,043
SYCHOST. EXE HETWORK SERVICE oo 1,412
SVCHOST. EXE SYSTEM 0o 1,308
LSASS. EXE SYSTEM (1] 904
SERVICES. EXE SYSTEM (1] 1,524
winlogon. exe STSTEM (] 368
CSrSs. eXe SISTEM oo 4,054
RUNDLL3Z . exe Administrator (1] 1,448

< | ¥
(] SxFrE A PERHIE ) | #RHAE @ |

AEFFEEERRRAAARRRRRRRNR

W

HIZE: 24 CPU {EF: 5% 18AF @M 283802K / 640708

B 5-32 ZRIMQQUR"HIE

RavTimer Ml B3 .
(4) FTH Windows TR FAY . R B NI A 10 5% T 19 #6428 rav. exe SR BR .
3. QQ RF

QQ A& T 1T LLBE iy 3] ) %5 5 3l o mp A A ik th 2 . s 17 HP Y qgset. exe XX QQ &%
F AT E AT € WCE S R WR AR H P24 FUE S &l 5-33 Fras , ik B e S
“HE VTR

« QOFF6. 16 HIRE

vV RETIERHIT S TN TETFRT EMFE: 675
B | | & | FREFS Windx2000XP
IEFFRE: Q0200061220
BUAEZER. | @163.com x| hiF | 0020001230
FEdrs - =R =F
GIEEE R Nt < ——
APE: - e im O
TSR N BT AR RS
THD: | | Frided E RIS EHE B AT I
B Y BB R 56D,
v RFSTEIE R ALTIEN] DA SR ) A BN BT
T RERREEEELAT EEETEAINEET
Axfw | || #EEHO | ®A® WES | BMHO |

B 5-33 “QQEF'HEE

Winpao. exe LI T3 QQ %65 #E 47 %5 B, B 5€ Ua DUk iz 3. QQ R Tl = 1E
TERALAR IR R oK R 5 5 57 BURY 2565 A HE 48 72 i HIRAH

QQbin. exe I T8 QQ A T HHAth & 15 19 ] PAT SCIFSEAT N2, i1 5-34 Firos .
G0 5E e A0k s A N, R 7 iz 47 30, QQ A8 T 5L BIFE XS J7 A9 R AL AR 2 9% 1
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4. QQ RF BB

M QQHY R —F£,QQ AT WAl I it FAlh /NP T S B e . M5
QQ 14 R 7By v Al R 09 7 2 FEATE 55 B PR A4S P 45 0) Esplorer. exe #6728, TR M R 4 45 .
%% HKEY LOCAL MACHINE\SOFTWARE\ Microsoft\ Windows\ CurrentVersion \
Run H1 ) Explorer . i sg H“Z04E " T 09 P B8 A2 8 Explorer SR L 2R 5 #R: H X i 1
SCAA M) B

FH A8 Windows. K BMAEIESS 5 HE W H P | Esplorer R . IR G Wiz, 248
PR E A IR RE” A&l 5-35 BT

% —
El ooz Fe. 15imgstl-PRIFEE (o] 0)X] AP |
Tidse Rk E.
= ARSI | o
i N CwE |
B 5-3¢4 “QQ RFHIHMLP B 5-35 XiEdlbitiz

PATHE” | R 2 5 A REES Esplorer. exe, ] LR #3% 30 . JH2R QQ &
FHEARGPEL T HKE R . AL EAHZE C:\Windows\system32 ,C:\ Windows
SF L H SR i HL 3K SE K 5 R T 1 SCPF 44 o BE AL AR B — B — A 8T B A Y
SLZNHEATIR AL o X AR H g T HAF A Trojan Remover,QQ 4% F % % T H SF A7 M B .
[l 5-36 7R QQ A& T+ A Pk &2 A%y A7 BUAE [m1icuh

2 Trojan Remover - Alert ;IEIE'

The Windows Registry attempts to run this program at boot time:
|D:\Recycled\vnziP EXE

An executable file

1 *has* heen located
QQA T Ihi%
The program is Id (R[5t AN G jegistiy key:
|HI(EY_LI]CAL_Hﬁtnm:-mmcuﬁentEnntmlSet\SewineﬂgDTED xg

FILE APPEARS TO CONTAIN A TROJAN HORSE
Appears to contain: QQSpy 6.75

Select Required Action:
(" Continue to allow this program to load as normal

{~ Prevent this program from running by removing its reference
(¢ Prevent this program from running, and rename the program file

T/ 0K | @ | @swpsen | @iHep |

B 5-36 FHERKEPRNQQRAFERERERF
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HA QQEE L AL Z RS "E TR Z 2RSS, ol DLk —F &R T
By A 5-37 fr s

H & =HhEH 22 ERF EREn B E

RORLBRE BEEAM  Z2Uh GRS
KER2EF

ERE AR T—ERFE , TEREFELRS ., HERSERTE:

© ERF w®
HER A , FIRERT BEM 2 QO RS » BRIRDkS RS

O Fl 48
ER%% , HEESHA P ER T LR Java)

O BRF
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DLk B PR BRI 22 2 5 I

2) KK

PR RS VAR T B A RRE”, n] DL sl AR I S 2w Y 22 e AU . NI 5-38
it 7~ AR KRS 25 S v 4R QQ WS 1Y o &2 218 00 HF KB IE BR AU . nf DLOR FRIK 5 B 41 %
SR

U522 4 20 ] g MG 5k % b, B R R T e A rfeilks. IhiEx (112403009?:;
W5 E RO T B R AT R, QQ Ik g T e T
e ) | R A e ok & 1 R = = | V£ DIV
9 £ T} FRER: g TBE

5 GQQ = mek S BRSE R,

2006 £ 12 H 6 H QQ B4 1.0 4, &[]
HERQQBTAL . FHF AR P 1 QQ k5

© ERzE
ER LY 7 » BB

[V

Zar, 2009 4R 7 H 15 H QQ B4 3.0 i, AN B ERMQ0IEE BRI TR,
K 5-39 s i e B R MITAR S B E IE )
B D00 DT 575 K Jik i B A % 0 U 0T 3 9 S T EEl)

DIREAL B JL-F-[7] 360 %4 T+ —F¢, v F P & 41t
T TR AL A R E 5-38 ek



% 5% Eol ol O RG JE  ) 281

) QQEH 3.0 Beta2

e = e
=H el g
g - EERR AR EFFRIT BN
ek
ZE4E o WNERAWHEEFT » F137
el REGITETFEREERGR, RIEREER. RiE. BEET. o 18R R W R AR TS 7
A GE - XEEmEE e * QQIE*E3.0Beta2[FX AT

" BT EFRIFEE TR

» QQEAFIFEL LI FIE

= EEPIAE TR PRD PR El Rl
TaHE = BRQUKSEEN=TEE

» T3 FRFIER IR 205<F0

BT

BabiiFFISg Friamis
FlatviiE —ERePiP 2R » 8
BREERFTERE , BE2. B!

B 539 QQEX%

5.3.2 MREERGEBE

QQ 1 B KE b e 48 4R T2 Bk ) 51N AS W A % B (s 5L, S 8O0y ok OE H il
H QQ. & By T H T K487,

1. QQ BRI T

ffi BT K487 Z /0 6 A 3 QQ. e Z U 19X 5L i AR B SR 5 R 3h e N
T J48 7. & 5-40 s,

AH-BE A

fETHE R
Bl EROSFERREY (X, T BNEER e -—-taTR, BiLELIELE T AEH v |

BHRAIIRET(A: 10 O BabEHERER, WE1  AFEFI0  F

v EEE | [ x @BEE | | & ®EE| | 0 Hmm |
l | { J J

IF; | fEFvInk |

B 540 “BMFEXE'EFAHE
AR ve b ) " P B B R ARG, B AR TR X T Y QQ LS AN W g TE B



282 12835 ML r(H 2 R

WARAIEXT J7 1 1P ik, HZEAE TP b hb 19 SCAS HE A i A% Mo ok, S8 T B < 48 53
WINZK”$Z 4, an S % 77 19 #824F &R 48 J& Windows 2000/ XP, B % 77 A QQ. 12 A Wik
B QQ FE TR HE

2. QQ BB MEEPFS

Z 3 QQ IH B MEF UG 5 . B e NZE T QQ B HOHT A L AR 5 KX 5 i # QQ 1
P24 P e g DL B

XA T K46 7QQ HE K EMIEH LA — RN ITE: B QQ. fith R ItH:
19 QQ EIFR & #A> NVLE ™ A6 T H I M O P B8 RE X 3k AfE v e 5 FE AR W 8L oL L 7
FHEFR”HI N E 275297 4K R 77 207 0 E-mail Wi B8 275297, 40 & 5-41 Frw.

w BSHPESE =10 x|

BER A AR

AR (275297 BiEHE
R |-
s R
TGS |-

A _EBEEl
C BRAF O UFEANL & 2R

CB® kA

B 541 “BMFXEBEFE]

VR SR AR BT R8T AR & S AR T Rl = S 2 R R sh . I
N 275297 M T R EE R QQ S5 Al B XA a1 & A A B0 A Bz 1 Y K
PEXS A FE A7 Tty

X Tt Windows A ik ad > (19 4 58, 020 G ] Windows 2000/ XP 115 f i 55 7~ HE it
Bij o PRATE IR | DCE | i bk e TR e 55 . AL 5-42 B

- BX
THE BEQ FEWQ BB
- = || 2| r m 11 m
i, RS (i)

Hessen ger

i — M Soft.
EHIE PRS2 BH) HET %H t Logon
SEND T Alerter fESiEHE. MR

Z5 ¥indows Messenger o %

MRIEEFELE s Merter HEASE

HEERi. MRIRSESER ., £08

BRI T HIESHESELES

IR ATE/

B 542 REHO



A

% 5% HELEMegisit 283

it Messenger 5% H , 7E HH BLAT“ Messenger [ J& P74 G HE p sE £« J3 sh 2R R 7« 2 4%
M7 5-43 Fros .

Nessenger FETE (i HHl)

B O BE  |tkE | #KEXER|
[} R ik Meszenger

ﬂﬁﬁﬁ; C_H] : Fessenger

ik D) Tﬁfﬁﬁﬁ,ﬂﬁﬂﬁ%ﬁ%zﬁﬂﬂ NET SEND 0
AT RURE LS (H)

C:\WINDOWS \sy=ztem32\svchost. exe —k netsves

BHZE©:  |EEE—
IRFRFE: EfFLE
Bah (S {Z1E (T) BEp s (R)

Stk Beb iR ERT » EAIIEERERREEIEE .

BEhS % M)

w= | mm ] aio

B 5-43 EZEHEERS

5.3.3 faiei M KBS EiIc 3%

1. A LookMess fil & QQ Pl Xid %

LookMess I NEEM fifE QQ %15 (B & & nl LI7EE A E# &M T i sh QQ. M
A BRI 5.

1217 LookMess, “ft QQ & 57 RAE P 20 th % T4 QQ T, an &l 5-44 Frzs

AR H P Z — I L B O RS R L S AN 5-45 B s B TR AE

WERSHENER 1.2k ) ¢

BRSE |

UEEER T E:\W | B

EFSH —
545272393 A0S
VB AZAIRISES

HEz-S5
ERAERNEFEBEESA,
pad FEce Pz 5 o1 fihIBs:

O itERSEERIEREIE R

LTS RER
WIS pree

F R NI FERERER %]
AT LSRR 0. ——

fEeR s HAQUARIIE FH39000000 » HLEE 4R 1L FHSETS | 000000 545272393288 7
HA11-SH8 Bl ER T HEMEIE

)l

E 5-44 LookMess & B 5-45 B ZBEAI



284 1Z83 S ML rd(H 2 R

B OK 38, 50T LS 000000 HEFTAS 5 5% QQ. & B/ W K3 1.
2. MBI RiIEREME

WRAEA LML QQ, KB kS E » B BT Z B2 bR QQ 2% H 5% 4
N Je a2k QQ F %2 123456, QQ #3 H Pt A — A 123456 1Y H 5%,
&2 Shift K EH AW BR EP AT

Wl i QQ IHEB M E e, £ QQ KPP EFERESE” . A QQ S5k B 7 X
TEAE R L i BT I, s R AR M TS BN 2R AE L IR A O A IR 5-46 Bk

= QOSHRE

S FEREEN

EEwE FHIKHEOS
P RE  BREHEEME

FEBE =P Wik
gt B RE LR

BRAE BT RS BELSEHTAER
TFHARRE G BAH SEX SR HTAER
puEsies JlaEst
R R R ™ BRAFHHEE S 218

RTEE -

EIEEEE:

R A R

5-46 QQ MZFIhEERISE IR

5.4 NZENE P 4e 4

8 S — Fhop BYTH 9% 7 2 0 265 W 5% T T A o BiE 22 T >R 19 P90 25 7 Bt AE BE B M 245
P 2SO 58 4 52 B ) I i S

a5 R 25 0 ) 2 VE g AU ARl 5 A AT 4 F

(1) 479 NS A SR TR 55 W el o L BTAT 4 jt*”ﬁ-’]%?%%ﬂ‘”&iﬁ?ﬁﬁ
M A R o B B (S S AT IE RO OB R ST T AR B 5 i AR i T AR 44 SCH B R
— 28 NIRRT i 2 s A i b 2

(2) A7 9 ANAEE 180 ol E B8 7S5 R W T 0l 502 90 00 1 I ol i 432, 51 75 ) IR ol 9
A i BRUTE A 9% 5

(3) 479 N A A b A5 8 — 28 5% 50/ MEH B0 i Ar O SRR E 2

(4 179w AR b2 3, & A ST Y pr (B i IR FIH 2 3 Pl Sk g s 9 . A i 3 2 H
R 27 — A>3 & o R o AT 245 W i 2 =) SR R

5.4.1 T Bh M & a4 VE Y

VAT 6 K& 4w~y W, af DUA S5 7E N _E 5 0 5 0 40 B 15 9 TR 53] 0 265 I ) v st e
AT B3 B



5% HEHLEMGZAET 285

(1) X} PFrg=EmY b A B 17 f% 0035 B AT i o %

R, o BT R A BT A0 RS2 ST A R e i IS T T 3 A A i EL A B U PR
AR I H R A N B DT /N B B G A R R

(2) M2 K@ IR R

MR LZHK MR TN A QQ S  F - HEFE T LS 15, 1 ¥ A [ Ho ik A1 57 1 [
E WG AN ELAE 5 32 Sy s A A0 4% 32 R BT I L TS S S S bk S — 30 A R
HATERE R FIHM B R €. ARt EE PR ARBE KRN AR AR VRITIK
SEXHEFEEER .

(3) R F2 KA H1 45 A5 T BE A0 2 4 O s 1% W 4y I il W) <IE P 2 10 90 o » 5 92 )i K

H Rij 1E R0 78 08 49 I 3l 1) S AN 2R3 A 2R T 58 = O M 48 0 a7 1 it I, S 5308 8% ) 391
W 26 22 5 F- 5 SR 58 =7 Ik P CSEREN G )5 1) 58 = 5 A LB = O R R A A S A
AT

O KRB H ARG A ML 5 F 5, tnE 5-47 .,

iTEBERE @ 2502597088 gEEFRTE @ 2009-10-09 03:48 -
NICT 4B F & MR E 5| 24200 1 ISEN - HEERAERE EECED 239.04
ﬁ SOcmAEEEM AT (%] TEIL S ( S37-5HF )
23408 & & @ & i EEY

FN SOEHE- 13
E 547 XH5FESH
@ AT I A8 i B IR SRR, an ] 5-48 P .

o WEHGE, AEAKE! ANEREERT!
o MELBHIFERL FSH2E

EfA S = P SRS+, [E5 A FRe (15558,

WiE IR {5
B 5-48 WEW &
@ WhE RGNS, B e L A2 By - B BRI R L Rl 5-49 P,

Nicrosoft Internet Explorer

al ) REWEZfR, EZAAZIEMAER 242 00 THEEIIEFKF B, #5033 InEwEL

o LT

B 5-49 ZSGHBIREE

@ B TR L BT AR 5L B S 07, ARl 5-50 s

(4) W BN 59 Ja 24 1 56 53

i ) %Fﬁj%mﬂﬂTﬁ:AAﬁ%‘zl‘k s\ B N L B 5T L an 2R A PR WA [n)
R 532 7 K &R

(5) TEAE X 32 7 A2 8 A 2K

PRI AR7/Pu s SIS = A ST B3 e R S e 2 v el B0 W e o o ) =R - X B o e B £ ¢



286 12835 ME %2 (5 2 R

BRI

@ RBERHY BR WSS 1SRG RS,

BEAE “HBEEFRERS” =N, B2iRSe=/RIEF, AT “BXMNEN" PEE, THIM
BEEMN1KAEIM SR EmEXMNNER. Jli=E “FERY ZiRERRF. @88 BEmMSEERE

Hils{HriE. A REEATE. FE-FFEREE>>

- HBHEATEH O

J0RITAARNET T P REIARE 2EE R, ATLITRIZAEF1RERRE A E. SHiTH

& 5-50 S BIRIE

HICHE )G AT WA DA RS O e 2 s 209 3% & e e, B S04 XURS: 4 | 47
G B SE TR D CECRIH T LR AINAZE TR AR, — 22 N T3
IE Y B 4005 G 37 O BRAR 2270 3 A7 9 A & 28 8 i 1 — 3k 15 B

(6) i FHA M () AL A 5

R AEALT AL T Y ST S8 e, BEAZER T 16 A 214K S |
{5 F R -5 0 5 4 i 22 25 FE A= N

5.4.2 PBA1E Cookie HEN AER

Cookie J& 24 1 i 5t P 3l 5, Web iz 55 % 22 3% 2] &AL A 19 208 SO, Bl & 17 18 1
P24 CERS AT T P 2GR B R 19 R B . i H AR 2 Cookie U A Y I P 24 F% i L &2 02
DL SO AAF O X R E AR 7 . Rt B Cookie SUIFAR A 4 2

1. i#id Internet i£INi% &

(D NP IAT T BH” | “Internet Iy 2, LU E 5-51 Fr 78 A9 “Internet
T X0 1 HE

Internet IR @E‘

| E2 (BRE AT (EE O BF  Aaf |

=0
Al B .

HilE ®): Y |
(FRZaR 0 | [FRRUAQ | [FAZER ® |

Internet IEFTIC{%E

@ FEEM Internet MFWERTAIAREP , 2L
5 _'n_
(BB Cookies@. .| MBEB®. .| [ BEE®... |
i

“History” MMFpAIE-HOHENRIER , ol #HP®
EUE B EE A .

AMEEERLERPMES ®: 20 3| [ ERHEER W |

[(#iew.. |[ F6w... |[ BEw. |@eDie.. |

@ [ wmE ] iao

& 5-51 “Internet 3% I X1 1% iE



At

# 5% HELEMegzelit

287

(2) HE“MBR Cookies” & H K 1T A HLH LR AF AT Cookie ST M Bx .

(3) H“RAA bR

R Y W

[L=1 BN

=k T
=1 I

*;(jiﬁnlgl 5-52 J'LFEH—R‘H’J%J Lﬁm':[:qﬁfj]t%’l‘?s i
i T S P Cookie”6 AT IE &

AT “BH 1E Fr A Cookie”

Internet 1WA

22 BR |(nE =& (8F | &E |

(4) Hdy ™5 Aol 7S, BN AL 5-
ul bk v g ACRRRE B I REHL T

TEEhREEN Internet EUMERE—TTEREE.

Cl

? - [IERE S PSR AEBEAIE =TT cook
- FHFEAA ARMERE Eﬁﬁ}ﬁ:’ﬁ@&ﬂﬁﬁ’éﬁ?‘éﬁ%

= cooll e

- - FRBIEER-T A RIERR(E B Mis B RE 2iFalRIE—7h

- i cookie

2. | (B Q... | [AEw... | =

HHBEORINERF
@ FRIEE A EEE T EO.

(VIR B3 HEN @) |&& ®... |

| @E || FZFR (A

miE |

FE IF Cookie i% &

53 AT/~ 19 “ B
E NI IE 4 {d B Cookie.

& 5-52

il 5 ) B AAEEAE 7 XA HE A

B SRRAERF

‘B

¢ ETLUSEBL S —ERIUMAETALLER cookics M
"y EEMAOBE

R EE Eﬂﬂ@ﬁﬂﬂtﬂﬂt » PAERBE “MiF” B “IEME” .
%ﬁhg%ﬁﬁi&ﬁ?ﬂﬁﬂﬂﬂlﬂﬁ—ﬂ“ﬁﬁ » IEERRLR0ETR, AR 8T “i

. B
(D) AT IR

T

ﬂiﬂﬂi%lzﬁ

iz 1

Rl HhE o)
[ [(EEe
EEINN
EEHF )
= wE HE: ()
= 100 SR
| =
Bl 5-53 X8\ ik 5% E & EFIE1T Cookie

a2 BLANE] 5-54 Fr s XIS HE .



288 ST MBZ 2 (FH 2 )

_ ERAISRE. EET. TN Internet WIBHISE
], Windows BHEHRE.

mE | W | (WK

B 5-54 “iBZ1T7FEE
(2) F A regedit g4, b i Vel B FE M R g EE A E L an & 5-55 s .

i E wEE BEFEQY W@k Q HHBHa
= T
&/ _] HEEY_CLASSES_ROOT
#/-/_] HKEY_CURREFT_USER
/] HKEY LOCAL MACHINE
# -] HKEY VUSERS
&[] HKEY_CURRENT_CONFIG

B 5-55 “IFMEREESRFHO

(3) Mk B H HKEY LOCAL MACHINE \ Software \ Microsoft \ Windows \
CurrentVersion\Internet Settings\Cache\Special Paths\Cookies, f7 it Cookies X4 J& , 7
G R DR 58 B e BT N R A 2 Al 5-56 Bl

THEF) &HE\E FEFWV EREER #FEOWD
(] MllowedBehaviors ~ 2% HeR) g

] AllowedDragImageExts [ab] @H1A) REG ST FEFEE)
-] AllowedDragPratocols I:acheLimit REG_BINARY o0 04 00 00
= Cache [ab]CachePrefix REG_SZ Cookie:

# [ Faths [@B)Directory REG_EXPAND_SZ KUSERPROFILE¥ACocki e:
=-{_0 Special Paths

= Cook pa S
El Hi st-:-:
@[] Last Update FIEE (1) »
Cl Lockdown_Zor &3 F). ..
C] Fassport
D Safzites s @
Cl Secure Mime Hena R)
([ s0
(] SOIEAK =i (E)
D Subscriptior B @), ..
FL Tl gRmEH O
¥l History
] User Agent

< < ’

FAOER\HEEY _LOCAL_MACHINE\SOFTHARE\Microsoft\Windows\CurrentVersion\Internet Settingz\Cache\S

& 5-56 M ER Cookie



5% HELMRAHR 289

T BRI SR AN RAE 48 1% 57 Cookie, A] BE JC L A FIAHE T Cookie Y I 3 i &K 43 T BE
ANy e 35 ZORFT I Cookie TIHE . AR AT I WA BEIE # U5 [H]

o2 I

AN Aal Bl Y E-mail 14 0 F0E SR 2
7 5% B A7F A WP L g 5 2

n fn] Bl 15 457 % IR AF 2

anfar B Y0 TE Xk 2

A AP EE A A L) B Y 2

ey B 0 1 2465 380 A 401 % i s 7

an ] Bi Y15 19 2% W 4V B 2

e il B Cookie?

Cco =1 o U1 = L N



cER BNT:

EBEH .

A5 — 1T L SR X 35 4 BT B AL EOM (S FE B T, N T A S S SR L B 7 0 %
BA L R S A D B A LB G LR AT T L % AR b A — 2
TR 0 SR AL P AR O (0 e TR A T, sk R R, L R

(R EIFHAT .
Huhik . JE ST E X AUE A0 RJE A JE 602 & MRS HEEMHENE 1K
MR : 100084 LR . jsjjc@tup. tsinghua. edu. cn

3% . 010-62770175-4608/4409 Mg HL 15 . 010-62786544

B2 FEXMITEME % OF 2 O

ISBN 978-7-302-22051-0

N g

4 R AT e BE Rz /&l -
SCACRE JE i {5 4k -
Bk A LT LT A
BERAARBRIER . L5 E 800 DBk L5 S 806 L A 5806
BN A A5 B BT R R B

LR E L E L—M DIAWE Sl

B0 2 5 Bl R B R B

LR E LS O—M& DAWE Sl

BN A A5 1 BT B EE

MWEFEEMAEE UMREE URE -8 UAEE

MRS RAESR R E OWE C—8 OAHRE
EHBRSBMEBENR.

L3 W LN Esws DY Lpl+5

1A A 5 7 R L 3tb 5 B AT 7 (FT B B

BHRERBEBE T mATEEE? (TRTD

uTHREIE

R 72 1 200

N TSR REN A FTE, RAMEABEENR FEREM , AF KNI LS
AT FR . FAPR i AR B AT BB R WG AR T AR (EM) , FBEA T
IS IFRE . A B ¥ FT HL G 010-62776969 1Y % % B, 7 HIR{4F 2 jsjjc@ tup. tsinghua. edu. cn
R, n] DL R A KA Y RRoAt 32 0T Chittp //wwwe. tup. com. cn 8% http://www. tup. tsinghua.
edu. cn) FA ).



	封面
	扉页
	内容简介
	版权页
	出版说明
	前言
	目录
	第1章　信息对抗与网络安全概述
	1.1　信息时代的战争
	1.2　电子战
	1.3　网络战
	1.4　心理战
	1.5　情报战
	1.6　理想战争模式
	习题

	第2章　密码技术
	2.1　基本概念
	2.2　古典密码学与近代密码学
	2.3　现代密码学
	2.4　文件加密与破解
	2.5　数据库加密
	2.6　光盘加密
	习题

	第3章　通信保密技术
	3.1　保密通信的基本要求
	3.2　数据保密通信
	3.3　语音保密通信
	3.4　图像保密通信
	习题

	第4章　计算机网络安全技术
	4.1　计算机安全问题
	4.2　计算机病毒
	4.3　木马
	4.4　扫描器
	4.5　嗅探器
	4.6　拒绝服务攻击
	4.7　共享攻击
	4.8　ARP欺骗攻击
	4.9　数据库攻击
	4.10　防火墙
	4.11　入侵检测技术
	4.12　数据备份
	4.13　数据急救
	习题

	第5章　日常上网的安全防范
	5.1　电子邮件安全防范
	5.2　网络浏览安全防范
	5.3　网络聊天安全防范
	5.4　网络购物安全防范
	习题

	正文结束
	读者意见反馈
	电子教案支持

