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CSET Features Survey

Would you be interested in participating in a ICS/JWG CSET subgroup?

Based on the answers to consequences and SAL descriptions, would it be helpful for ICS-CERT
to indentify what enviroments should have data diodes rather than firewalls?

Would it be helpful to have templates for how your ICS architecture should look?

Do you have business process outputs that coluld be combined with CSET information?
For example, a network inventory list.

Would it be useful if you could input firewall and switch configurations, run an analysis,
and receive a list of mitigation recommendations, mismn%gzmtinns,and priorities?
Would it be useful if you could passively capture network traffic, analize it, and provide
a pcap file for CSET to generate a network diagram?

Would you rather have an online community where you can access,
upload, and share common profiles?

Would it be useful if you could create you own question set and submit it to
be distributed with the CSET tool?

In regards to sharing of data, are you familiar with the PCII program and the protection it offers?

As a critical infrastructure owner, would you be willing to share you CSET information
if you could see yourself ranked against your peers?

Would it be useful if you were able to open a window on you CSET dashboard that listed
only the alerts that applied to your system?

Would it be useful if you were able to pull hr:al ﬁ(:nge ﬂrhfiax [t_lfon;rlllation from the ICS-CERT ?nq? N
ve CSET highlight the changes in your priority list? | o " 00/ 3001 40% 50% 60% 70% 80% 90% 100%
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R ALY L 25, 1CS

CERT ¥4k 2 55 1Tl BB S AE AR R S A4E , — i ok S B A3 200 28 42

IlInI

i B3 52 07 AOR R AT BE R AR I 465 28 G0 19 I 295 22 A JAURS . Dy 1 R 4 T B A

26 % 2TEAL TAE L ICS-CERT Wb &4k 23 N b1 3525 J7 5w Ay 5 8 5 it 152 Jit
WA H PR A DAR I NAVV T HY—XF—35 SR %56 J1. LA, 78

2016 4F , ICS-CERT A5 Sk B 3 R AL A4) i

2.3.9 2016 FEMNBLERE

4 7 7 1 ) 2R B0 L A A

ICS-CERT &A1Y 2016 4F & W 28 42 4 g 51 245 17 2016 4F ICS-CERT
) FEE TAERE . IFEET 2017 4E 9 TAE 7 [0 F1 H bk
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1. 2016 F =& TAF & R

2 2-THH T 2014 4% 2016 4F ICS-CERT (1 3

ST AEX e AL, # 2-8

2 0TI JUAR AE A ] 4508k i 274k S8 17 O

% 2-7 ICS-CERT R JLEFEITLE R
ICS-CERT I {E3E4R 2014 £ 2015 4 2016 4
ICS H{F4R 45 245 295 290
3758 8 6 1CS =14 g i 4 5 3
1CS A ¢ B s 117 4z 159 189 187
ICS-CERT {5 &7~ i 339 332 274
SR EHE T R CSET 5132 7565 10 249
704l 104 112 130
Ll I 25 800 1330 1622
Br I PR ) 21 29 29
ICSJWG 2= it N 1726 1912 2476
i 168 342 343

(1) 22 PFAh

A 2-18 flfr7s o £E 2016 4F , ICS-CERT Xf 19 4~ Y 12 A~ 56 5 3wl 34 Jif 46

K 2-18 ICS-CERT 2016 4EX} 19 4~ FF % 22 434k 1 o1&

Assessments For FY 2016
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®2-8 ARTEBIEMEEITR

PR X 15 2014 It £ 2015 W & 2016 Wt =
b T 1 3 7
i b 15 it 2 0 4
i 0 0 5
K ol 0 0 5
RN 0 0 2
ES i Y| S i 0 3 0
N 2 Ml 55 0 10 3
HE A 43 33 22
4 il ik 55 0 0 0
B i Al 0 0 3
1 B 14 it 5 12 10
B Jr Ao 4k T AR 0 0 0
fa BHAR 0 3 3
1% B I HE AL L FI I 579 5 0 0
iz RS 10 9 10
Lk 5% KRS 38 39 56
St 104 112 130
21Tk 7/16 8/16 11/16

WEAT T 130 YAl HHb L 32 YO T M 45 42 & Al T H CEST. 55 Y
BT AR A DAR TH 43 YO TR 25 224 16 uE ML NAVV T H. . ICS-
CERT fERMFEFE L Z 5 1 X I PEPE AL I H (Regional Resiliency Assessment
Program,RRAP) ., RRAP &% & X I 09 45 1 O £t 36 il 15 it o o Jig 1) %%
PG H . 76 2016 4, ICS-CERT i RRAP #2445t T 16 U K& i 13 it %2 4 VA
f 55 . T XL 2 PEAh T4E, 78 2016 4F 8 H ,ICS-CERT % 2P Al /N4 & Aji
T 2016 4 NCCIC/ICS-CERT Tl 4 il & 4t 4 4 VR4 A 25 i 4t

LA, ICS-CERT fE 2016 4F 0825 1 B H Ui 42 ] 5 48 % 22 1 H (Federal
Facility Control Systems Security Program, FFCSSP), FFCSSP & i1 ICS-
CERT . B3B8 % 47 ik 55 (Federal Protective Services, FPS) | & 55 & Hll J5) ( General
Services Administration, GSA) X 5 H & 1Y BN 3 it 45 i R &8 %2 2 PEA5 o H

(2) JF% CSET 7.1 i1 8.0 fliA

ICS-CERTCSET #f & A1 A - 2016 419 2 A %A T CSET B9 7. 1 A . T 9
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FEXERAMRAELLEGIFIKE L K%

HEAMT 8.0 A, F#rhiA) CSET SE3 1 &8t ) Tl 5 i & 48 Wil 14k
TH P EAER ., £ 2016 4F,ICS-CERT 7£ 120 M E %58 2% 17 10 000 £Z4
CSET T.H.,

(3) A=A

1E 2016 W4F ,ICS-CERT S Fm B /NAL5E 1% 1 290 B8 22 i, Hop, HE
AT = AT A s OB R E ATl 63 Al F ATk 62 A, BEURATL 59 AL, FEAT
A X Sz A rp 2K Y R e BRI oL 26 Y0 I EE A R R 2 Hh
T Rgg Pyt gl iy . HUR 2 P25 3 H R R AR A 12 %0 19 3578 02 BT M 45 5 46
GILCEAY S iR

2015 4F 12 H 23 H. S w2 WM R E BRI % F k45 NCCIC/
ICS-CERT FUBH I8 45 Jry o [ 42 4288 e HAB R HL A — L P Bl 55 5 2= K 43 B
W SE IR il . E 2016 4F 3 A1 4 H L ICS-CERT F1EE FHS 8 A J5 21 282 v, 9 1% Jiti
A E AN IF T — RINZL T ML Fobit 2, a4 4t 7 s 35 44
A ELE S P S

(4) HAHIF TG RGEG TAEH =W

:mm;Tﬂ&M%%%ﬁrwﬁmw@DEFT#@H&@%&T&%
i RZGHEG TR S, —3H 594 AZ45, BESWHEA 306 4 Tl # il
A M 25 200, X 2 HET N 1 B R i) — IR 1L,

(5) FEAR My

2016 4F,ICS-CERT St 7 Hr L 50 2= X 100 438 2 AR AS 2t R 5 T
5%%%@Tﬂﬁ%#zﬁﬁ754@%£%%ﬁu

(6) FARFE

1E 2016 WH4E,24 350 4 M T ICS-CERT fE&k Bl ke, 22 F 17 773
A SE R T AR R . ICS-CERT 55 I A BA 7E DT 2% €8 | 3% -+ i 45 Hb JT i
T Z2WRERFINE S, it 1076 Ak 1 51l

2. Kk I

1E 2017 4F HL, ICS-CERT 5 4k 22 38 51 = 28 16 Fh OC 8 5L w152 7t 17 b 1% ) 4%
WARE ST, HAVE R 12 PR CCSET . 55145 1 A3 9l 2 T4 A 2017 41
HARTAE BAn . OFE 122 VA AT PR 5 3 91 A 25— i ke i) a2 DAL 1 il
BT . BN 28 & I CSET.DAR fil NAVV W45 T H ok R i%
it $1 A3 A AT AL ZE B 1 L A IR 55 . @ CSET W & A BAT%1 & A B 4~ 587 19 hiz
A8 S 90 AR S B R BF2E BE NIST 800-53 45 PU R A F1 At 26 g Jy 0 5 Pk 2

—
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7

Al b 38 | ) AT SR PR 22 1 2 S LA B il B B 2R S AR GE AR THE N 2 . QO 15 UITAT BA K
1E 2017 A4k R AE HC B U 2k 07 T i 35 IS 00 A & 22 0T bR B — JR 21 21—k
B2l o 5[] Ak, A BA G 23 i — 25 38 e 2k 35 I PR FR ﬁmPh{ﬁ%ﬁ%m%ﬁ
%>

B2 TE 2017 45 ICS-CERT K28 7528 A B i B 57, 4k 2 38 o i 5 2 3t
MRVE T T AR LR ORETHEG R X 2P He 7.

2.4 MEZEEFR]InH

FE 2011 4R 2 1 B0 0F AN W 34 T i) R 4% 22 44T 55, [ 422 28 (DHS) T & 5
M 5% 11 %) J55 ( Homeland Security Advanced Research Projects Agency,
HSARPA) IE =X 57 W 2% 22 43511 (Cyber Security Division, CSD)M | %31
1) 46 iy 2 $2 e B AR 8 2 Al U it A T IE I ) 2 4 R s H B R R TR A
O e FFE AL B T 5, 35 Bl [ 4 28 4230 132 [ B R O/ 57 24 /i JR 2k 11
RO W2 LAl B s Q5] R SCRFROR K 4 1B I A F5 BOM AL
I HEERTT VRAE BB 1T A B PR & AEAK 7 N I 58 55 0T A AT 19 P 45 42 42 i %
TAE.

CSD A WAL VK JFEHE T — RIIM & 2 H, BARRT = 100 T
K FRATTA A3 Hoh JLAS 55 5C B AL il 15 it 4 4 ' 4% AH OC iy BRI T [

2.4.1 4 mINIEZE AR 55 Fh 1

LAY 1 40 A =04 48 iR %5 (Distributed Denial of Service, DDoS) I 7 2 45 I
il 5 8 3 3 A 2 4 Ak 55 B0 T Bk ) O Bl L Al ik it & 25 5 B Ml 45 1 oK, DA
ok AR 55 5 L R i S P TR TE U In) O Bl LR 2 AR 55 . 4
HILAE 5 38 1z i A0 RE U5 A 7 b 194 5 Bt 5L il s it 0% VLA A] BB GE &2 DDoS Wi, M T
X DDoS By gE A7 Bl 4, CSD 3257, 1 B 4 oo Al AU AE 4 il 55 (Distributed Denial of
Service Defense.DDoSD) it Y | %0 H F 2 HAs & . O 56 F B3 [y bt
DoS T b 18 ¢ 47 22 % 77 = (U1 Best Current Practice 38—RFC 2827 2% A I 15
€ ARPTIE T 1P UMbk 10 9 1% 95 48 Alx 95 Beaki ) ke B IR M i 38 e 2% b 2 25040 £ 1Y
e J1. QN 7 ik SERAL I L REHEPT 1 Thps 19 DDoS M . WF & Al 94 42
P e YA T AN AL B T 2 ORFIE 9117 AT — AR 9117 %5 1 2045 B AR 40 (19 iR
SR Y AT AR N X I T AL A IR 4 i 55 Boali . B T axX 28 H i, 1%
i H Y BRI 2 N A AL 3
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FE XA REE 2T IIRE L R

1. i 3 W 2% M) & Ao 38 4E 5 A7 5k 32 52 DDoSD 3 £ 5% 3%,

TEVF 2N 00T, B0 3 ml RAAdE T — > O 2 09 95 ik A 7% 9 26 25008 6 . 3
ke B B 3 i B L AT RE 2 0 A R b B R R B — A E] AL AU HL R
R 1) 4 48 il 55 B0 RO T 08 Pl B kb o i HL DRk U b hE A 3 1 3 U T
PERMIXESE . AT ﬂﬁﬂéﬁ'ﬁi@?ﬁ?%j&&ﬁ*ﬁﬁfHéﬁﬁ’l\ il i ot Ph i b b
I H ] — 2L 55 1 19 97 & Dy RE A& L4 B 52 22 19 25 165 0 . axX SE Bl 3P B R BT DAAT 3%
Hin ¥ 55 06 26 & T O i U5 b Bk B2 R () DDoS 3l fﬁJﬁn, 5 4ib HE 59 3iE (Sender
Address Verification, SAV) AR 1] 72Z 19 30 35 50 vl AAT 2P 1R dE s hk Dh i . M
I ,2015 4 9 H .DHS £} 2% 4 R 7] (Science and Technology Directorate, S&.T)
T B TN K27 26 1% K43 B (University of California, San Diego, UCSD)130 J1
SO0 T Bk B s T B SAV SR IEAT Al Rt

I-..H

2. #)ih Fe R AE T B

DDoS B i 1) 73 A 2R Pk o B 2 S gt LA, — MR IE S E DDr_}SK{
ifi R B T AN i) 20 21 g Somsie AR o) /o i E AL g H , Bl X 468 71 58 A 5R E
A8 AN B 18401, s R T R 0 A A Bk B 22 ﬁ%ﬁlﬁﬁ‘%?ﬂﬁﬁk@ﬁ
FEHH 1) DDoS M il

2015 4F 9 H ,DHS S&. T % i 7 g M K225 BB 2# 058 Ff (University of
Southern California, Information Sciences Institute, USC ISI)180 Jy 376, H T
MF 5 A6 BB il 55 $i A3t By (TSP Rt N 2 2 18] T & — 1~ 38 FH #8422 11, FH DA X 1
25 {5 B AT W . X APRR O B E SO 22 A B R R e v 2 v P A ISP
LS R B O Y R R RLES L T B AT 5L DDoS Haly . USC IST i 5% &2
N30 NERE T IX — B R i A e 1Y T K M il 55 B R R A ACHBTH BR T 94 %0 1Y
DDoS Hifi

2015 4F 9 7 .DHS S&.T ¥t B 17 B2 KL 2 N 2 K% 270 T3 3£ I8 1 T HF 5T
T =it k55 B M 45 B4R (NetBrane) . SR & @4 k55 $2 it 7 — 28 DDoS &
P H AT R T ZARRIRUE T A P & 4, 248, B VE SR 4
il 2, 5 RS A AT B 2 EE . X R R TE B T 05 =R i B
B EA—, 2R, NetBrane & 0] DL A =38 R 55 09 J& v, 724 1
FH AR A b PR L AR s 2 T P AS A BRI 1 oK

2015 4F 9 H , DHS S&T ¥ Bl 1 4k ¥y X K 2 3F ) A1) gt — 4> I 2% “ 3 A7
(DrawBridge) 3 H >k W %7 DDoS Yy . H A, [N A I 2% {d H & 19 2088 & B B BE
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W Az 55 $ A R oA A BR Y L R L 4% S P N BE B O A BRALATT 09 I 4% i /. 7E ISP
MR AT E B IH B R Mg E S ISP % Y14 7 VAR IE A i
(1) 55 28 i i . ISP 5 7 Z 8l U 8 A4 B A R T 22 DDoS It .

T B AE 1) DDoS Y BUAL 5, v 789 2] ZUAR Xk 2k i X DDoS Hidi, A
I, b T KMt , 2015 4F 9 H . DHS S&T %8 7 22 i % 2w 170
JEIC T IR — 5 T A5 5 A 19 DDoS Wi R il 2 5 % . 1% 07 R85 58 8 1E
ZAH AU, DAE & A 2 [a) 54 P AE . 38 A S R B AKX DDoS 1 1K
o1 4l BEAT AU AV 2 SR RS I I 2E AT 8 — B AR R B L DA OR HEAE BT
J7 1% DDoS It

2015 4E 9 H ,DHS S&.T wﬂ,hT%FLJEIUIIﬂﬁ@iffﬂﬁf%ké%%ﬂﬂ% 62. 9 T
F s, T & nl L1 DDoS B8 £ R #igr T H . X — 3 H ¥ 58 4 i
ASFFIR I H 58 BUG S BB BUN 421 %%@%ﬁﬂmﬁﬁhfﬂﬁWﬂ.ﬂﬁlu%ﬁ DA X
— RISk T & AT B A DDoS T ik 18 = R 55

(;4

3. T 49 DDoS X &+ 4 Ao by B3k R

15 46 iz 55 0ok 8 19 78 T 23 A W b AR B 04 R 4 Jek e e B i et . B an
2013 4F-4 . [ & MR JH A /sl &t 2 TR SRR kS RS
(an 911 R0 A Al g & A5 48 il 55 Boahi i 48 4275 3 S0 SRR A B 45
R G AL TE R o)) 2 55 15 2% o I 265 ) B 2R 435 L R o el ik il A8 it L 1 4, X BE i A T R
itk e 4 e o5 B MRS e B0 Hbn . — GO0 F B 255 K 24E T H % 2
T ) = £ O 7 e o DI Bk s s - e S I O 1= 07 O LI e o VAR <110 o VA= W £ B €
PEARE LT e g 09155 DU S 78 2 2 RO 2 42 Tt 22 1 Wi Doy |9 22 4 I X6 B2 AR
ol i T B O A HEA U T L R e — A £ U, R ARBESR N AT
H bt 2 B X IR 26 34 B A 8 1 i K FLAL DDoS Yy ¥ 7 H m , BT 31 il 2
DDoS ZZ 4B AL . a0 % 2 Kbz 48 FRAR 55 2 45 R N 25 W) PR R 4 il AR AL 4
)V AE By H bR o 1 HL X SE AR & 25 Ty 8 sz f0 48 il 55 B i R 5E .

H T 5 S LAl et 19 25 s 0 SN R AT L R GE 1Y OE s i % VI AH O, iX St
g b — Bl 52 DDoS By I8 4 5 AR be Ho A H 45 18 52 Yoy 9 5 2] 8 ™
g, HIE.2015 4 9 H,DHS S&T ¥ 7 #47 FL oK =% 190 J1 3£ 0, 1 T sg &t
o Ok Bt I it 15 it 504 RO 198 78 DDoS T 119 2% i AR B B R

2.4.2 HEEFERLSE
1 FEFE ] 2R 48 (Process Control System, PCS) F T ¢ #2 W A0 F0 445 ] o it it
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FE XA RELE I IREL Rk

filh 5 it 1) PR S IR A . Ik 2 ) 2% B B R A0 ARl R 2% R N 2 i,
P AE 1Y) 22 4 T 1) 550G 55 P o] RE A 23 2 B AR A AL 26 | 1, 3k S04 4 [m] REURE g
PCS J 7R Al 1 FHz 8 & IRk PCS 2 2R AL M 7E A . RZ 8K
PR LAl Dt ) R AN 2 B IR BOUMF A B, 2 A E AR 2 E . s R &R
45 2 A I H S E I UM 9E B 45 B R AT S DA ke Bl Bl OGS Ll 5t fel T 2 A
BB IR, DHS S&ET E& 5 A, KR Ll 18T
RENAE PR T LT HH .

(1) B A il R0 R AR Tl 3% 2 O 3 560 [ 2% 22 4= (Linking the Oil and Gas
Industry to Improve Cyber Security, LOGIIC)H;

(2) {88 43 7 A i M o 1 B 2% KL Al 1 i 72 75 7] {F ( Trustworthy Cyber
Infrastructure for the Power Grid, TCIPG)" |

1t 16 > B AL R Bt Aol v, R L) A R R AR ORGSR T M A A
S8 O B U L T SR AT R R R e a7 N 28 Uk I8 4 A AT RE
i i R A F ) A i R AR AR e . Pl TSGR 8500 = 90 U4 1 K B L Al
B A2 FH R Al R, M BUN ZE R U E B R L2 dE 5 3. Kk, 2004
L B el T LOGIC I H & 72 s il Al fa] 59 1505 0t & L i A
PRAN AR B i il Al B A R G 2 e SR T e R AL L e P R
Jiti . i3 H B BAR H 8 2 W & e 20 3T A5 i R B A A T T 2GS VR Y 4
ARG U 3K B AR L S5 J5 ) A 1R R SR AL ml AR X e R

LOGIICH 32 iy [ 422 4 9% By o W 2% 22 4 00 58 FOT & b0 48 € il SR1
B PRy w7 5F AR S Y . LOGIIC B UCR U L Tl 3 W 908 S 56 %5 | ) 2% 42
A ik 55 e R A B o 1 R iR 55 R S A5 O T Y ) R E Rk LB E T — D S
A H R G5 . WEFE A 51 T AL =5 | 0 295 i 1 0 19 268 gl lp 45 AR O
PRA I R G 28 4 55 2 W98 R GE A By A7 AR 10 4 42 s 1) SR I 1 Bl 0 AL A
HHT, LOGIIC B FaZ 13 H 17 75t Bl 1 & il . ix semi H 4
B AT R 40 (Safety Instrumented Systems, SIS) 3 H 2223 = HLAFE 57 56 %
(Host Protection Strategies, HPS) I H™, Jo £k 11 H™, g #l 4k 1 5%, i 2
W s 5
| < HL 7 O Bl RE Al IRt 1) 1 s e M T L ) AR g v T IR R [ 24 1 L
o g = B R 2 T S e A7) 3 S S VR Al B S oy S| 7/ B 2118 13 7 NSy T P
F o Ho, W g A R IR e B Al 2l R AR O RS UT R, X R T &R
48 AT 45 48 i 55 Tt S A M 28 Yoty . W0 B IR N IR B AR L O R G ay R




2% EEBLZ AR

75

Wizgdi s AR K F IR A R IRAESE . I, 17 6] 3K 26 [ 2% 22 4= 147 B R
N, DHS S&T HIBEIRBELG %) 1T TCIPG Wi H , & 76 fift o [H 5 i N 4 4
S5 47 vl T i kK Tm) A, e R S IR T R B e SRR TR 1) I 44 R ) B
SVEFI Al FEVE . AE TCIPG 3 H v, #8135 4> Tl BRI 24 AR BB B3 S, —
B TWF A FPEAL 38 T2 2 Re v I 0 FH 2R o 300 B 38 28 56 7 X L IR
45 110 EC )2 0 1 VR 15 45 1 2 A B A 0 PR X B8 £ A IE W s B L R AR
2% 4 4 Tk B K e e v g g B T R AT DL A T S M aE A T

2.4.3 ®BozhH¥RPAHE

H AT A5 S HOR R G000 Be B2 AT k0. i, Hohk 24 R BRI 2
25 b C B S 805 AR — B [a] N A 2 DR A2 11 . X Fh i s B B 0 202
EBME B ER RGN T BT R 2E PR, A F IER A EE R
G FORE R GO0 . SR 03X 28 2R G 19w A R R O Moy R B 4
T EER KRR R F . BN, Bods 25 7 & 8 X0l Z 80, s 2R 50 09w A i B
A AT DU T8 2 B I Ak ] 8 Bk S AR B Mo ik . O T I — R
Blr, CSD @57 T # 3l H #5 B 1 (Moving Target Defense, MTD) 31 H8 |, 5 1 f
K —Fh RGBS BB RE ) BN AT R G B ARAS R B S8 W R Gz H RS
) A B 2 1 DAk I R B 8 ) B ME B2 . it A, MTD 30 H 83 B T & B Ay
PR I R GERE A B 24 3R G018 52 Bty sk R AT A] DA OE W DI RE .

MTD fill & 0 5 anfel o 08 3% 5846 8 2 BGh i S B h A e g & iz tr. R
PR AE K A S B SO0 T MTD B 24> R G4k Ok 45 0 & 4o B B AR
7N RV A 12 N bl e 1 9 e 3l L M T 1 Vsl N
(RBGH PR, 3R 2-9 4t T MTD SCHESR I FF A

2.4.4 PBHEHFAIZLIEHRIRE S

1 T A5 A 2R G0 S I 285 v O T2 AR AS B A7 AE — 7€ 19 % 4 KU A 1Y)
[0 265 5 il 5 ot 145 A DX 285 R JC 1k i A X AP RT oK . XU T B of S M 2L
AR I BRI UE M 2822 R . H I3l R 58 U T A 2 A BOR HRE 1R /N F]
Hh S5 R 8 E 5T SE 0 28 AT 33X U0 0 JC ¥ AT BB UL R RT3z 75 W) 2% Bk 1R 5
BLZARBGENS R, T WX XA L, DHS 5 36 [ B KR 7 3 4 23 (National
Science Foundation, NSF) G 4E., T 2004 4E 4 8 1 P54 47 AR 22 56 1F 9% ( Defense
Technology Experimental Research, DETER) &% & i H B0%H |
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x2-9 MID XEHAREFR
EHEZR KEEA 5 =
B XF B AR B AR B g fig 5 i
3T ) )
N H 2 A 1B
BT ik an T AHE T B 3 g R A
H i [ [R5 3 2 bk %% # ( Adaptive Self-
Synchronized Dynamic Address Translation. | 284k & &2, [7] A0 H 45 K
ASD)
AL Z R A Al T, {H fR
2875 [ 2% (Mutable Networks, MUTE) ‘
2 2 = AT R 4 09 2 v 75 Ak B [7) A 1
HiE AR A2 K (Self Cleansing Intrusion
oL BT : I A5 A A e
Tolerance, SCIT)
BT 1Pv6 B9 %% 3 H #5 B 18 (Moving Target i
’ R T I D Y 1~
[Pv6 Defense, MT6D)
nf FEAL AL TP Hb 4k, X 471
o) A M 2% Hb hik ¥ # ( Dynamic Network | - 1 o e IL:I:
Address Tramelation. DeNAT) NIt AR A fig & B 24 iy
ress Translation, ] _
g FHL A LR
WA H Ik B M Yy L B (Applications that | [A]ff fé HL 4L TP #b bt 5 ¥
Participate in their Own Defense, APOD) AN i85 B
Jay 358 ) 2% 33 1Y) DHCP ¥ 3
IP 2 W 2 3 4 25 17 B Bl AL ( Network Address | .
F 2 PFJE hitlist worms
Space Randomization, NASR)
Jal 1y
b AL & P %€ 2% ( Random Host Mutation. | A5 o AR 20w E VLA & . FF
RHM) PN
JF 3 B ML 3 BL 2 2% (OpenFlow Random | & B, &5 /. H AN fEH T
Host Mutation. OF-RHM) 1% 45 N
f8 445 B WL AL (Instruction Set Randomization. | REPFH (b IR 3 8L, 7 2 b 4
ISR) RS
B SRIRR |y k2 i) WL A o M ik 2 190 A5 )R B BL AL

(Address Space Randomization or Address

Space Layout Randomization, ASLR)

AT ] A - 2 B PR 3 o
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1. DETER &4~

DETER 5:55 % (DEfense Technology Experimental Research Laboratory.
DETERLab) J& A 7% Al LKA DDoS Ml R M2 1Y, ix LR s B2 A
=SS . Ot 8 FEAE BAK SCRF 22 A i 58 0 [ 25 IR 3 O & 37k T
Hok 15 By @)t Wi M i &2 21 DETERLab %250k ; Of #F v, — % 4
€ 10 P A R IC B, 43 4, B 0K 22 4 R PE A 5 1 (Evaluation Methods for
Internet Security Technology » EMIST) Ii H 5 /& A 2 & £ Jé WM 37 K27 McAfee
520G S | [ bR i 8 LR 2 W 98 B (International Computer Science Institute,
ICSD & ¥R %7 \SPARTA 723 7] Hr A4 [ bR T 52 B¢ (SRT International ) Al fiil M
Rl A By o A L[] 7

DETER %i H F 2 /&8 DETER 3R IF % il e ik 9Bk 08 HT LA g
KNP, FELILLT =4 Hin . O4HE 3l N 4% 4 4 5050 1 o 58 T4F
FEMA PR b a] DLgEAT Bl 2 ™8 01 Hon] 8 52 (1 S 56 s @ & i S ik (g 3K IR B R
FZALFE MR B S BOR I SE 5 48 4 R s @ KL a2 B IR . 97 K P e
I . — O, i et = R AR VS5 A 7 R XA T Ok 2 =0
PR ) Al 5 B 5. R DUk PR (o A2 A5 S e s R B sk, T P .
— 5 AEFE G R e SEI R, 97 KR P B Ay Bl . & R S ik i I 4 R 4%
A RERE AT & MR L Z R D) B T S

DETER il FRIEAT 400 Z2 4575 s, A8 Pl 0. — 2B AE B M R 45 B
Bt » 53— AE N K 2247 5 A1) 4342 . DETER I3 PR 8 FH 119 52 38 [ 50 At 37 K
FI— PR A Emulab” B AR . Emulab £S5 DL #F 58 A 51 HF
KV RIPEAG 2R GE S 1t 22 Fh 2R 55 00 D) 28 I R 8 I3k IR v R A 1 A 2
— AN HAT KA BB S A7 . 2GB NAE () PC HL, 3F Hal i 4 4 10/100/1000 Mbps
AR LR I 3 422 21 m G B2 09 15 AR b 7ESE B IAS i 42 ) T Emulab 2§ 4K 1F H 3
bR RO BB . esEge b T P AT LU TR 595 4% B 1) Web 5t 1 i 1
¥ il 1 AR A AT R BRI T AL, B IR SR . ol B R R RE T P A
REWE T-ah o . JH 7 AT Rhad ook e 0l 5 2k A s nT DU o 1 P IR 55 i 0
22 455 1 S 11

"

2. DETER m+X Jk B a7 2t 4789 0 B

% 2-10 454 7 HEij7E MTD DETER i3 & - i H 4 % H 1 8
A,
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% 2-10 MTD DETER i /K BEri# TR N B

F S In B & #R 7B B L
1 MR/ RIRTEL R SCADA %4 VG 7 22 8 K
2 BT I 268 44 Z2 S5 1Y 2= K 2 I K2 (A 52 R
3 Dos PR il () 9 45 {4 2 25 #4) I K 27 ORI
4 A A 43 B ) A N K2 A 58 1D
' ii;ﬁ%i%%%@%ﬁﬁ%%i%%@%%é iy FLRL 3 e 2%
6 RN | B e N R P R 2
7 441 DDoS {4 47 HE 42 N
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energy infrastructure.
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OE Goal

To lead national efforts to modernize the electric grid,enhance the
security and reliability of the energy infrastructure,and facilitate
recovery from disruptions to the energy supply.

NSTB Program Goal

Reduce the risk of energy disruptions due to
cyber attack on control systems

Challenges

Increasingly sophisticated « Limited ability to measure and

abversary capabilities assess control sysetem risk
« Complexity increases with each + Poor understanding of cyber threats
interconnection and consequences

Security fixes for legacy systems

may dagrade performance

Integration of next generation
technology into legacy control systems

Lack of secure methods for
information sharing

* Weak business case for
cyber security investments

« Adoption of smart technologies
may increase vulnerabilities

-

N\ N\ N N
Next Generation Vuﬁl};t:lglli ty Integrated Risk Partnership and
Control Systems Assessments Analysis Outreach

v / / /

Performance Goals

control centers

© Scalable,cost-
effective security
solutions for new

oil,and natural
gas industries

Transfer of
control system
cyber security

O Scaleable virtual

control system
tool for simulating

architecture assessment control syst_cms
designs and sapabilities to and evaluating
communication private sector security mitigation
methods with options

minimum host
impact

o Scalable,cost- o Assessment o End-to-end,threat- O Increased
effective methods of 12 control vulnerabilitics- awareness of
for secure systems most consequence need for enhanced
communication representative of analysis capability  cyber security for
between remote those available for the energy control systems
devices and for use in electric, | sector

& 3-5

NSTB 5 H 22 & CEIE . SCHik] 6 | Exhibit 2. 3 Strategic Framework for NSTB Program)
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INL’s Cyber Security Test Bed has the
flexibility to replicate any customer’s control
system specifications.
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FOF, AP A1 BT A R

iy R 00 A R W IR E B iR B & A B R R AE 2R A FE D A (identify) , £/
1 (protect) . K| (detect) , M i (respond) FIYK & (recover) .~ F 1. M 7h, MR
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HIJ R P 2465 42 4
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Function
Unique Function

Category

Unique

Category

Identifier

Identifier

ID.AM Asset Management
ID.BE Business Environment
Identity ID.GV Governance
ID.RA Risk Assessment
ID.RM Risk Management Strategy
PR.AC Access Control
PR.AT Awareness and Training
Protect PR.DS Data Security
PR.IP Information Protection Processes and Procedures
PR.MA Maintenance
PR.PT Protective Technology
DE.AE Anomalies and Events
DE Detect DE.CM | Security Continuous Monitoring
DE.DP Detection Processes
RS.RP Response Planning
RS.CO Communications
Respond RS.AN | Analysis
RS.MI Mitigation
RS.IM Improvements
RC.RP Recovery Planning
Recover RC.IM Improvements
RC.CO Communications
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( Simulation-Based Hypothesis Testing of Socio-Technical Community
Resilience Using Distributed Optimization and Natural LLanguage Processing)

15t N : Scott Miles, Mehran Mesbahi (University of Washington) and
Noah Smith (Carnegie Mellon University)

%z 5 N. Leonardo Duenas Osorio (Rice University)
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(Interdependent Electric and Cloud Servies for Sustainable, Reliable, and
Open Smart Grids)

ffi 5 A\ : Rajiv Ramnath

Z 5 N : Manuel Rodriguez-Martinez, Marla Perez-lLugo, Fabio Andrade.
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( Collaborative Research: Multi-Scale Infrastructure Interactions with
Intermittent Disruptions: Coastal Flood Protection, Transportation and
Governance Networks)
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( Multi-Scale Modeling Framework for the Assessment and Control of
Resilient Interdependent Critical Infrastructure Systems)

i gt A : M. Mimi McClure

Z 5 N : Iris Tien (Georgia Institute of Technology), Seymour Goodman
and Calton Pu (Georgia Institute of Technology)
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(Resilient Cyber-Enabled Electric Energy and Water Infrastructures:
Modeling and Control under Extreme Mega Drought Scenarios)
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1357 A : Bruce K. Hamilton

5 N : Vijay Vittal (Arizona State University), Virginia Kwan, Larry

W

Mays and Junshan (Arizona State University)
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(Reductionist and Integrative Approaches to Improve the Resiliency of
Multi-Scale Interdependent Critical Infrastructure)
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Ozbay and Rae Zimmerman (New York University)
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