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CentOSEF LI+

CentOSE Jy M uli: http://www.centos.org/ .

CentOS ( Community ENTerprise Operating System ) /& Linux & 1Tt .2 ‘& /&K H T Red Hat
Enterprise Linux 4 B H B85 ARG R o Bt (U ACHS By G Rl e ER T H [RIAF U5 AR, DXk
705 R R P (R 465 L) CentOS & 7 W AR [ Red Hiat Enterprise LinuxfF o P& (AR
A, £ T CentOS AL & AE AR IRACH 4R A

1.1 CentOSIR{ERGFZE T &

T PAE T CentOSEEAE RGEMRA R 3, wJ iR T K M T MIEAE RGRA, AT
I 441F) J2 CentOS 6.0 x86 64RAS .

B/ CentOS AT &

1386 http://1soredirect.centos.org/centos/6/1s0s/1386/
CentOS 6 ) _ _

x86 64 http://isoredirect.centos.org/centos/6/isos/x86 64/

1386 http://1soredirect.centos.org/centos/5/1s0s/1386/
CentOS 5 ) _ _

X86 64 http://isoredirect.centos.org/centos/5/isos/x86 64/

1386 http://isoredirect.centos.org/centos/4/isos/1386/
CentOS 4 _ _ _

Xx86 64 http://1soredirect.centos.org/centos/4/1s0s/x86 64/

1386 http://isoredirect.centos.org/centos/3/i1s0s/1386/
CentOS 3

X86 64 http://1soredirect.centos.org/centos/3/1s0s/x86 64/

T ANZS JLAN E S S X SRR A R4 I S IR GG As, XSO R S5 A SO R LR, R
W IIEAECentOSH KN, Fx86 64F11386H A ] {IL N4k

FRAN THRBE

SSFRF http://ftp.1su.edu.tw/pub/Linux/CentOS
il K& http://ftp.nsysu.edu.tw/CentOS/

H X K http://ftp.nchu.edu.tw/Linux/CentOS/




CentOS 6.x REEELLEH

(£
FRAR T EEEE
RILKEF http://ftp.tku.edu.tw/index.php?dir=Linux%2FCentOS%2F
12 D= http://ftp.asia.edu.tw/ftp/index.php?dir=%2FOS%2FLinux/CentOS
BRI K% | http:/fip ksu.edu.tw/FTP/CentOS/

1.2 CentOSIMERAZNABLEAE

CentOS 45 I WHUARRL T AL, LR DA £ (fIRed Hatth S MRIF 248 T, e Iy vk 0 o Al
Lk Windows B RGE. BL R4 2 0 BIARS0, o T U508 T IR, AiasUEH s
g, DU I (0 il G — S R DA IR, BB A S S AL BE R «

C0)  BERGRERT, HCentOS 6.xZ XA H%E#% [ Install or upgrade an
existing system ] #1743, WREBIEF, R0 EthsE U ER

T2 %0

Helcome to Cent0S 6.8t

[install or upgrade an existing system
Install system with basic wvideo driver
Reszcue installed system

Boot from local drive

Memory test

Press [Tabl to edit options

Automatic boot in 59 =seconds...

CentOS 6 %

Community ENTerprise Operating System

CI2  zEEHR N h, REXENIEARBRE IR GRS, SRREX
W, WERCDRE, SHEHNMR, FRELEPELT —RHRIUR, T
SLRIRMATIE), IR ADVD A AL T MISOX RS, XM
SHILRSS, FINRERERRRIEE, THULHE [ skp] BahS,

| Disc Found |

To begin testing the media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

€03 HFCentOSLZX N E | A, 32 [ Next |

\
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CentOS 6 &

Comrranity ENTwprma Opwrating Systsm

wp Mext

€00 SR ERSIES, %% Chinese( Simplified ) ( B32( f&4K ) 1/E, 3%[ Next ),

VYhat language would you bike 1o use during the
installation process?

BUrganEn [BeATEpcEH]
Ea alan (Catals)

| T H T | SR LN el
Chinese{Traditional) pp3l ()

“roatian (Hnvatskij
Czech (Cettina)
Danish (Dansk)
Dutch (Nesdarimngs )
English (Erglish)
Estonian [eest keed)
Firndsh (swomi]
French {Francass)
Garmian {Deutsch)
Greek (EAApARG)
Gujarati {3vaal)
Mabrsw (nie)

Hindl [TR==)

0 Back B Next

€05 wpRgigs, wF [ZEEER] 2 T—H)

() snrnmaasssrma.

L
N i T

iR+ il =T (latind)
Wi
Wil (latind)
TRETER

W [NEF
B

H2ET (latinl]
&t

BEET

L LR 8
i R T
T R (R

Bl (B) T (N

€106 R REMRERTR, —IOER [ EAMTEE ) BT
WMSANE VR EFRE, EFETERE, B[ T—FL

A H MWL,



CentOS 6.x ARG EIELA

IHNLCARERR R 7

. BAGERE
T REEERAERISNENEY, ORTTRINTAGESY, TAEEERSTAN.

EENTFREE
U eSS RAREEias, MIFERsm (San) . 2TREELTEN FOoE | 505! ) 2FCP BESTENEEES
ARG,

@0E | HF-5 |

€07 zZESACANLSTAEE(EE | e s 8 SN rEmin T MEeR
B OWREBHVAK, % | EFVGBHRE L

@ SREARThARAT iR

pci-0000:00:10.0-5¢5i-0:0:0:0

20480MB

VMware, VMware Virtual 5

Ol E B eI aE

R W04 3 S P R |
ETFERTHEREENTBEIEE.

Device details:
pci-0000:00:10.0-s¢si-0:0:0:0

- mm Q) | mmmAE @) || mEomes R) || EEOEEE O |

¢ o8 BCE AL AR BoAZ TR Alocalhost localdomain, A& HERBHEERE BT
R, JZETEERATEE, [T —F L

|_|_;‘i!|‘ EHEEITENmE S, EEESE R PE L e Bl

FHE I"'.-':'»-'-_':'.7.*;_";3-_5 ocaldamain

RE DS

R TERCY 5 (N |
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B - —

T CentOS 6.x&2 34 Ja, SNANZ BEITMEERE, AAEREKIESR, J4%EE 5]
e, SRR KTRBAR. & [REMNE ], AN EEE A PIREMNKER .
System eth0, #% [ 4545 Lo

FETICETER
£ Ml {® FREY EA0ia)

AN .

L L

XN

ERETORA% [ AahEs], B (R ] > [Xi0], YBERGEESER, o
S B EHMEERS,

EEEF(]) | System etho
[ EzhEE(A)

BiE  s02.1x Eet Pv4itE IPv6RE

& MACH#4(D) - | 00:0C:29:3E:A6:E0

WEE MAC #34H(C) : |

Tad

allces

MTU : |BEzh

€Y FEENK, REG2MRERESANMRONK, BentsEhEnt, it
WAl Wi/ EE ), BEERFEEERNAER, EA%E[ RER#EBUTC
e ], HXEESRNGE, 2 [ T—F )

SR R 4 [ G A

ANt L8, M (GERE—ER. % L858, )
dF i)

Y R UTC BHES)

o EE (D) o T (N) '

(o ]

UTCAMFArAER 8], FRERXAUTCHS,




CentOS 6.x RAEIELAFE

10 RERFEE Aol SHE MG, MERENTZHFMARK, KETHE,
Z[T—F

E Bl SRR EERS, FIRER A — TR,

HHERE (P) 1 seseans |
FLL () ¢ |seeeses |

| quEm B | | B TF-5 W
€Y EHANBIMAESRMERE, RENSEERNARLE, % [BUE] 20
B2 F—EHmATR, 3% [ T oEls A 1 44545 8 B RIFmEE &,

° PR ABLES | E858S 2B DIFFERENT 25

| mEo || eeoEses w |

€12  ERTRRFKADE, NEILFENES, BEREHIRERS,
FrliksE [ 2 I ALnx R % |, &8 AR ER, WTEE [ tlga T
XHR), EETMAE[ EEHFEXSXGE ], XEFEHEFEEHNH K
Fvk, %[ T4 )

B AT RS P

&2 A H 2
i AR L E P rETED E. B SRR TR R =,

M = _
U-

WE TR AR S AR E . IME LT F &4

BHEME Linux 7
ERHEE Linw 5HE (B2 08 Lnux S8EERE) . 2l St e e hnE e E (Hi veaT s

il “ FAT3Z) »

#F TR TR FSCh AR NE. MRS TR,

- mE R
T s B R TR A R,

-~ L mERREE
- I SREMIERE0NEEUERRESETNFHETA, BLTE BT,

S TIEEREBER
- Bl emaRTREFNEREEE GRS AR,

L] mEss: (E)
Ll EFHERNERR (v)

| wEm® | (BT w |

N AL BT 208 (Use All Space ): st ik 2 MIfR T a8 8 a9 o R (@4 b
AR ZEN R ), KRB EHARESR, wREE FH ARG 693RE 2K
P, i AREA
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W B3£I A Linux & 4. ( Replace Existing Linux System ): b7 3% 2 MR A2 & E Fr Ay
GNU/Linux X, REHFEZHHEESRE. xRk IRt 240950, &
i& Windows % %49 NTFS #= FAT32 5. 4o RALE EA ARG 49 GNU/Linux £ 432
WA FRHE, FAERIFIA,

W 45/ IA A% (Shrink Current System ): 4o R ZEAN A& OH —/ 4 X (% £ Windows
89 NTFS4 R R FAT4 R ), shaAB| XA T &k, F EZRAFRERA S REE (R
e WindowsZ 4 ) 9T 44X, NS 6928 _E4E CentOS.

W AL F 4 =0 (Use Free Space ): db7 ix RAMIBAEFT R, AL 5 RoLEFTH
Ry 2R #ATAHIN R, BRWRBEF O —ANBEAA LA T, LIAARAA R
I

W Q)i A & XA A (Create Custom Layout k. b F AR E A X, @ APFAT—4A" Disk
Druid #9425, AF e ZRE5 X,

@Y zgoruaNXRBESAME, SANSERART, WALRE, 2[5

EHE R L

NESNNERNIKENEARE. MEEENFRRE
HERETENIEPORRSaEX.

| EEm || sexmama w |

CLlY ERLERFZE, CentOS 6.xFH T UL R, —fEK 1 CentOSER R K/
FA#EServer I, 1R/M#F ADesktop, ServerBIANE LR E |, R A Desktop
7ok T VNC Server, J7 BT BRI A RESEECE N A, AT %R Basic
Server | [RGB AL 3, XFUSLERSHS, sLol AT #RARS AT BRI,
AN TRAZHN A, EFE TR, MRELKHMME, TLUAF [ AR
EX ], ENEERBEIAN[EEEX ], #T1EZ[ T—F ] 23 CentOS
6.xIRIER S

2@ (Desktop) : 15l GNOME #9 3% & 3R 3%

#8952 @ ( Minimal Desktop ) : R 324545 47 B 2 d 0B 44 I R34,

789 (Minimal ) : R 32445 47 GNU/Linux 26269 5 A RS04,

JEARMR 425 (Basic Server) - A AR 525 &4 .

3B R 525 (Database Server ) : 1& ] MySQL #= PostgreSQL Rk 55 25 3k .

W 3EIR 425 ( Web Server ) : 1% ] Apache M 35IR 425

40k 4512 3 IR 5525 ( Enterprise Identity Server Base ) : #%4% OpenLDAP #= the System
Security Services Daemon ( SSSD) 3, T &2 & 3 H 412 3 fe#fiiA & e IR 5525

JE MY & %6 (Virtual Host) : A X 35 ML e 34, @45 KVM. Virtual Machine
Manager « VM WAL .

N AR TAE3E ( Software Development Workstation ) : 3285344 - 4.

K K K K K K £

74
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centos B GHBR/GE. PFETLS—-ERMSITE,

Desktop
Minlmal Desktop
Minimal

Database Server
Web Server
Virtual Host

software Neuslnnment Wark station

TEER T AR BT .
vl centos
 (A) TRDIMSHEITFENE 7 EEE (M)
EH.
® LEEEY (1) o EEry (C)

@uo (B W = (N)

ELX5  CentOS 6 IRIERGFELEE, REMEABENNN,

CentOS 6

Community EMTarpriss Operating Systam

EXmeNraa: 16/ 589

¥ H tzdata-java-2010l-1.el6.noarch (273 KB)
Timezone data for |ava

€ls CentOS 6 xXRIERFLER, Z [ EFHSIF L

AV iR 0 centos HEES R,

WEELEERRENESR, BIE  DRAEFLNESNRATR T, ARNH
BRERHLLTI,

Pewzs

€117 BT %42 7 Basic Server ( EARRS R ) 2%, A BETIEREAA, B Aroot
WEFZBBE, T NARER S,

ent0S Linux release 6.8 (Final)
Kernel 2.6.32-71.elb6.x86 64 on an x86 64

localhost login:

10
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CentOS RGgt&Z% T4

1.3 CentOSIEFIERFZEMK LR A IE

2 2éCentOS 6.xFAFE RGLER | DG IR 2381, & AT W28 )55 %38, ALk
MR 55 ax RN, BRAER G AFEWARFF o 7 L3R MR 4 R IR B AROR, Wi AU
W28 523, LIRIR SR Z 1 . TR & 2 4 B 23 CentOS 6 x##1F R 4T,
B LG A BB R, K& R KK WAl CentOS 6.x M 2% 22 hefiv e, I i AR E M 25 %
BOCAFIIRE, B BRI 2530 RN %2 5 VA ] .

T & CentOSM & & 3= 3 14

‘72 CentOS 6.xHI, 4 I24H 1 MWHE HL 3K 15 CentOS 6 xM2% 2 20O RL, 5 CentOSH Gk 203
i —FF, MR IR CentOS T 7 A RS54 Rk, EBER X F e, WafLLkHE S H AW
S M 55 4 BCE T W3 2

H i B R 6.00A, LL R A Tx86 64H11386f A, ANid @il A¥ Fx86 64, Ja (K14}
B2 LLeafr MR R AT &

x86 64 http://vault.centos.org/6.0/isos/x86_64/CentOS-6.0-x86 64-netinstall.iso

1386 http://vault.centos.org/6.0/is0s/1386/CentOS-6.0-1386-netinstall.iso

O [Biu /e 8(B))[x] [P I
I,;?WJE: ?Indlx of /6.0fizo0s/... | |’:§ = Ea = @1 - NTRE -~ 22 -

By Ce’tOS

a Parent Directory -
[?) Cent0S-6.0-x86 64-LiveCDiso  14-Jul-2011 10:17 689M
7] CentOS-6.0-x86 64-LiveDVDiso  14-Jul-2011 0944 1.6G
|?) Cent0S-6.0-x86 64-bin-DVDliso  09-Jul-2011 1557 3.9G
[?] CentOS-6.0-x86 64-binDVD2iso  09-Jul-2011 15:57 1.1G
[?) Cent0S-6.0-x86 64-minimaliso  28-Jul-2011 10:12 296M
[P Cent0S-6.0-x86 64-netinstalliso  09-Jul-2011 15:46 211M
=

Last modified Size Description

RIS CentOS 6. xM 2% 222 i, K BifR SCAFZI3doe i, ol (i HRE AL AT FE R BEAR
SR JR s, B EBIOSLUGHIITHLYG T CentOS 6.x31F RAIAT M 2% 2%

€01 Cent0S 6xBUERGRERTE — BN B L ERTAERE, %= [ Install or
upgrade an existing system |, X/53% [ Enter ], HENEFE, RS0 GthEB
NIRRT HN L K

11



CentOS 6.x RAEELAEHR

Helcome to CentlS 6.HE

fhstall or upgrade an existing system
Install spstem with bazic video driver

Rescue inztalled sypstem
Boot from local drive

Press [Tabl to edit options

Automatic boot in 42 seconds. ..

CentOS 6 %

Community ENTerprise Operating System

€02  ZEFR T, RENBOE RS EEE RERRE S 08, SBREL
W, NEME L RKKBERE K, FrAKRMAYIER RN, T EZERF
[ SkiP ] %ﬁ%ﬁ@go

| Misc Found |

To begin testing the media before
installation press 0K.

Choose Skip to skip the media test
and start the installation.

€103 sz, BT 2CentOS 6. xR ZHELR, AL a2 UBRFR 755 2235,
EEEE [ URL ) WM& x2s, wExtRE, oK),

Installation Method

What type of media contains
the installation image?

Local CD-DUD
Hard drive
NF3 directory

€ #HEMB LT EREMET TIURE, FANTERE W%, 0T E%
Bitio WHSEL B SHFIPVAFIIPVORIFITMN, K Z IR ATPvATMY, XEIR
SeIPvAMY A E EIPH L EC S , A IR EDHCPAR 555+, o] PAEFE [ Dynamic
IP configuration ( DHCP )], #- 2B FEIP#hil, N3%E#E [ Manual configuration ],
RAEE APveMNANE, ICH/EBUBIRSE, URLZERY, BFETER, %
[OK ],

12
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CentOS A LN

[ ) Dynamic IF configuration (DHCF]
J Manual contiguration

fAutomatic neighbor discovery
Dynamic IP configuration (DHCFwG)
Hanual conf iguration

€05 WKEE T ERES, RSPl TS ( subnet ). FX ( Gateway )
AN 7 AR 5528 ( DNS, Name Server ), BC&5Ti/E, % [ OK )

1 Manual TCP-IP Configuration |

Enter the TPud andsor the [Pub address and prefix (address -
prefixd. For IPvd, the dotted-guad netmask or the CIDR-style

prefix are acceptable. The gateway and name server fields must
be valid IFvt or IPwvH addresses.

IPwd address: o Liti B s o
Cateway: 192 168 H .1
Hame Serwver: (KN

€060 ZZLoRBIFRTthOMEEEIEE,
o 565 |

ethOA RFENE— T MNEIER =T o

€07 BB R AR ERERZ, X B R4 CentOS 6.0x86_64HIZE 12N -
http://vault.centos.org/6.0/0s/x86 64/images/ install.img, & % =N IERSG=RT F
ZH—FPRE, &L, NEkEESRE, 2 [0K]

] URL Setup |

Flease enter the URL conmtaining the centos
inztallation imagc on your =crwvcry .

http: 7vanlt _centos.orgsb.Hrosx86_bHB3- imagessinstall. img

L 1 Enablec HTTPF pro=xy
Fro=y URL

U=scername

Password

Ak K FH CentOS A A 55 s K I 202 UK, A CentOSI1)x86_ 6411386 A, nJ
P KiIEFE. HATRA 6.0, WRAFRA, FEA A 5z LL, 5 nf LLEZ
SRS 2% b A R AR

13
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A ZEARUE A
X86 64 http://vault.centos.org/6.0/0s/x86 64/images/install.img

1386 http://vault.centos.org/6.0/ 0os/1386/images/install.img

€008 CentOS 6.0 ERFEN MR BENZLEFRR, £LE KRR AREHRNEEE
=%, BELEKBHZER, NEHACentOS 6 xBIER G HIL 3o

| Retrieving |

Retrieving ~install . img. ..

5

€109 CentOs 6 xBRERZLHE T HE, IHRRRLERFIRZTH, TUFHH
TR%. EEMBIEE AR LETEHEE, ABEFELZIESR, MEAT L
THT, URLERRM, LERENZEAREARMmARE,

CentOS 6 %

Commaunity ENTerprise Operating System

wp Next

CentOS 6. x#AF RGO L %5, EFRFGE, ARZEEREEBE, Al E S Lk
[A1SELinux. SELinux/E8 58 2 1EN)—IiIIAE, CentOS 6.xiRERGEING D). AtHAZLH
We? ANJESELnuxDJHEANES, 12 ATIRe L BRI, SroRIRZAME, O 1) oloE P
HEAEHTTE, KEZEKICACE G, BT LAECentOS 6.x#/E RGt & 2k 5e1lia, flf o b
AISELinux, PLA2R 5 22 e B HA AR 55 1, A AN B e 5 IR0 S< MK 7 v AR Tl
Y 45 SELinuxfic B A1, G B M disabled. 58l A AUVE FH R 8)), FLEASER. A
[ shutdown -r now].

[root@localhost ~]# vi /etc/sysconfig/selinux //4% SELinux HCE 3
# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.

14



# disabled - No SELinux policy is loaded.

SELINUX=disabled //disabled AXH SELinux
# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# mls - Multi Level Security protection.

SELINUXTYPE=targeted

£
CentOS # 4% 3

+
T

1=

TR

15



o] 2% [z

G

L=

2.1 BoEMLEIPHLL

CentOSHRAE R GEMM) W EKBC B 10 A AR SR E TR, ANE HIFRE 7%, M CentOS
6. xXMAZ J, EAE FH SCARBLACK M <L B ZEONBOOT X Ayes, WIHAT HELIAFIno, BPAi
[ 25 E e, TR D B Y 4

1 AR B B W 4%

SCRI MR E S B AL B, nT PR H A5 RS 1S & S A B R G B S BR
MNifcfg-eth0, =5 IR HNifcfg-ethl, [ R IEISHE,

[root@localhost ~]# cd /etc/sysconfig/network-scripts

[root@localhost network-scripts]# ls

ifcfg-etho
ifcfg-lo
ifdown
ifdown-bnep
ifdown-eth
ifdown-ippp
ifdown-ipve

ifdown-isdn
ifdown-post
ifdown-ppp
ifdown-routes
ifdown-sit
ifdown-tunnel
ifup

ifup-aliases
ifup-bnep
ifup-eth
ifup-ippp
ifup-ipve
ifup-isdn
ifup-plip

//MRECE I H =X

ifup-plusb
ifup-post
ifup-ppp
ifup-routes
ifup-sit
ifup-tunnel
ifup-wireless

[/ ERBE X, BRAFE RN R4 A ifcfg-etho

init.ipvé-global

net .hotplug
network-functions
network-functions-ipve

G 25— P R ACE SCAE, CentOS 6.x <AL B A5 2 1 AR W BC & SRS AN R, B
433 = DHCP H 33k HUPHD & 5 7% K 8 e IPHb HERC & 57k . 1R : CentOS 6.xM <AL & LA+
WONBOOTZHER A Myno, ZNE HATIEM Ayes, HNWIE 74 L HACEIPHAEE, BAGE

i



%2 =

P £& vz F Bic &
DHCP H3h3REL 1P FLE 5V
[root@localhost network-scripts]# vi ifcfg-eth0
/ [ 4nE MR A E U
DEVICE=eth0 / /MR & 2FEA etho, MKILEHE
HWADDR=00:50:56:81:00:15 //MRik%& MAC Hulit, A MAC #iabph—iE—
ONBOOT=yes //Cent0S 6 BRKiIA A no (ABH) , LLATRRAERIA N yes (BH)
FrU AR E A yes (JBHD
BOOTPROTO=dhcp //Cent0S 6 M3 —H M RECE PGk T, WHF TEm,

B RMRECEXHFNE, LLATRRA % DHCP 5
Bl € 1P HhdkACE 7

[root@localhost network-scripts]# vi ifcfg-ethO
/ /G SR — M R E S
DEVICE=eth0 [/ MEREBFRA etho, HKILEHE
HWADDR=00:50:56:81:00:15 //M-Ri%#& MAC Hint, &/ MAC #ubbih—Ic—
NM CONTROLLED=yes
ONBOOT=yes //Cent0S 6 BRiAk A no (AEH) , LLETRAEERINA yes (BHD) ,
FrU AR E A yes (JBHD
IPADDR=192.168.233.229  //M%% 1P Huhl
BOOTPROTO=none //Cent0S 6 I —H M -RECE T LIAT, SAFTEm,
B RECE XHENA, LAETRR AR DHCP 5
NETMASK=255.255.255.0 [/ T MR

TYPE=Ethernet /] MR

GATEWAY=192.168.233.254 //M3%

DNS1=168.95.1.1 /] B RTIR S 2%, MACE ] BAfE resolv. conf iR
IPV6INIT=no //AMEF IPVEINIT

ETPHBHEFC & VAR T HECE M AN Bl B DNSHR 45 85« fEetcH & F, 15 resolv.conf
B & A, 4afE P B B IDNSHRSS a5, WA W R B & OO st BC B DNS i 55 2515 B 1)
1, resolv.confH = DNSH &5 EL .

[root@localhost ~]# vi /etc/resolv.conf / /%% DNS Ft &
nameserver 168.95.1.1 //%—& DNS R&28, KR

I et 56 W9 R G B SO LA DNSHC & SCAF T, 20 BT )5 2l X 28 ik 554 = AR

[root@localhost network-scripts]# service network restart

Shutting down interface etho: [ OK 1]
Shutting down loopback interface: [ OK 1]
Bringing up loopback interface: [ OK ]
Bringing up interface ethO: [ OK ]

{5 A E R 77 A B & W 4%

Choose a Tool;&—MHEH T HIEE LE, LHFMAKKImS, RE LN EEm T BL5E
B, AH I T HEFEputtyic e LREYP e Lk H G, @ EANIHECE . Choose a Tool
£ CentOS 6.x85 /N LA P R WH LN, LT,
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€10V A Choosea Tool T A&, X AMKPHA [ setup | EITTHBHN, HHF
[ Network configuration ], #% [ Run Tool L,

Choose a Tool

Authentication configuration

Network configuration
Egs CEmM SEIrvICES

€102 %7 [ Device configuration L

Select Action

€03  BHRRBE M RIEFeth0, EFeth0F,

eth() (eth(0) - Intel Corporation 82545EM Gigabit Ethernet Controller (Copper)
<New Device>

€104 miA\HDHCPAER, W R ML 2% FADHCPRLE Pt T BB X
— Network Configuration F——m
Netmazk

Default gateway [P

Primary DNS Server
Secondary DNS Server NG

Name
Device
Uze DHCP
Static IP

€005  mEE TIPS [ Use DCHP |3TEGY, BCE GHIPHILE, 3% [ Ok ),
CentOS 6.xtb IATTHIIRAZ T DNSIR S5 ECE , fTLI R BB E N E[EH
DNSECE 14 ( resolv.conf ) H1,
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Cow (3

2> (Y

2 % (U

09

| Network Configuration |

MHame

Device

U=se DHCP

Static IP

NHetmask

DPefault gateway IF
Primary DN3S Server
Secondary DN3 Server

IIIEII l!!!!i!!!!!rl

PLXECESTAL, 1% [ Save ] RfFo

| Select A Device |

ethd (ethB) - Advanced Micro Devices [AMD] 79c978 [PCnet3dZ LANCE]
<New Device>

T oRECEDNSAR SR8, 188 [ DNS configuration ]
— Select hction ——

De?ice ;ﬂnfi:uyatiun
N> configuration

RETTEY 2P EDNSIR SR, BTG, & [0k] B,

DNS configuration

Ho=tname localhost . local
Primary DNS 192 168 .1.1_
Secondary DNS

Tertiary DNS

Search localdomain___

Ii!i!!l\ III!IIIII

AL & SEIPHi Z DNSHR 5=5 /5, #% [ Save&Quit ], (REFFFIEH

| Select Action |

Device configuration
DNS configuration

Saveduit

%2 =
) 4% [i F e B
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€&lo i3 [ Quit ], i& HChoose a Tool,

Choose a Tool |

Authentication configuration
Firewall configuration
Network configuration

System services

ClY  wEREs NG, VAEFHBRINERS, BRBEEFS4 M,

[root@localhost ~]# service network restart

Shutting down interface etho: [ OK 1]
Shutting down loopback interface: [ OK ]
Bringing up loopback interface: [ OK ]
Bringing up interface ethO: [ OK ]

2.2 EH1Z1kping

Ping iy 2 £E M 28 Rl 2 fe & IV~ a2 T IR0EICMPER AN T ORI EAL,
W2 ZAHICMPEML, ZRSICMPEE 1, 4 H ping Jj VX IX & EHURN, X # A A
SNV, o

% BB | CMP 1Y

# LR HICMP MY, ] PLE RS A S H i e & CF, BCE S8 e o B0p R ) .

[root@localhost ~]#echo "1" >/proc/sys/net/ipv4/icmp echo ignore all

/| EERMASH

[root@localhost ~]#vi /proc/sys/met/ipv4/icmp echo ignore all
1 //1 HEEH, BIARFERE, RrBH 1oMp il

A H A F L EpingiZ FHL, = HBLEKE NG .

C:\Documents and Settings\user>ping 192.168.233.229
Pinging 192.168.233.229 with 32 bytes of data:
Request timed out.

Request timed out.

Request timed out.

B BICMP#Y

£ 5 FHICMP M, ] PLE RS A S J i BC & CPF, BB SE e o Bp R 3 .
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[root@localhost ~]# echo "0" >/proc/sys/net/ipv4/icmp echo ignore all

[ |EEMASH

[root@localhost ipv4]# vi /proc/sys/net/ipv4/icmp echo ignore all

0 //0 AREH, BUABAEE, KoM 1cMP Hhl

A HA E L LpingiZ FHL, A FIE PG E.

C:\Documents and Settings\user>ping 192.168.233.229
Pinging 192.168.233.229 with 32 bytes of data:

Reply from 192.168.233.229: bytes=32 time=19ms TTL=62
Reply from 192.168.233.229: bytes=32 time=1ms TTL=62
Reply from 192.168.233.229: bytes=32 time=1ms TTL=62

2.3 B—WEHE % NP

— R KA R AE CentOSERAE R G n] ARCE 2 N IPHbE i R ZE/C B W NP HUEE A —
AWM A, A TPHLAE T PAAL =R R &, 2 15 EEAC B 2 AN TPHLUIE nf AR 5 52 B 51

AEMEGEE, B PMMREZE/IE Hetho, R AW, W F A5 — <5y
it ethl , los2& A< Hllocal loopback, & A E k& 12 o B &, H Wil A i IP b ik 4
192.168.233.229,

[root@localhost ~]#ifconfig //BEEMEER
ethO Link encap:Ethernet HWaddr 00:50:56:81:00:15
inet addr:192.168.233.229 Bcast:192.168.233.255 Mask:255.255.255.0
inet6 addr: fe80::250:56ff:fe81:15/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:218643 errors:0 dropped:0 overruns:0 frame:0
TX packets:8516 errors:0 dropped:0 overruns:0 carrier:0
collisions:( txqueuelen:1000
RX bytes:18348530 (17.4 MiB) TX bytes:1933501 (1.8 MiB)
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:627 errors:0 dropped:0 overruns:0 frame:0
TX packets:627 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:38076 (37.1 KiB) TX bytes:38076 (37.1 KiB)

B—/FEERE NP AE (e

fEetht0 FECE 55 —ANPHBAE, FFEGES —ANPHUAE 4192.168.233.228. 17 H B Im IS AT
H, 76308 a5 o5 BT 08T H B 28 R3S G st = vE O, W S BRREH Ja shinf,  #REAd Itk
B E, e N Y R T S
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[root@localhost /]#ifconfig eth0:0 192.168.233.228 up//#INZE_/>IP Fetho: 0
[root@localhost /]#ip addr show //BEME 1P Hitht{E B
1: lo: <LOOPBACK,UP,LOWER UP> mtu 16436 gdisc noqueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: eth0: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc pfifo fast state UP glen 1000
link/ether 00:50:56:81:00:15 brd ff:ff:ff:ff:ff:ff
inet 192.168.233.229/24 brd 192.168.233.255 scope global eth0
inet 192.168.233.228/24 brd 192.168.233.255 scope global secondary eth0:0
/ /A 1P Hidik
ineté fe80::250:56ff:fe81:15/64 scope link
valid 1ft forever preferred 1ft forever
3: sit0: <NOARP> mtu 1480 gdisc noop state DOWN
link/sit 0.0.0.0 brd 0.0.0.0

FE, S RoECE E FEIPHbiE, Ao DA{E ADHCPER S B sh3K BV 7%, FriAIPHbiE
A PLITH, eth0:0K3FRE — RN -KE —PIPAFR, B RMNKHE = TIPEAFRELA
\_ 'EthU:l, Wﬁt%}ﬁo J

A AMER, AT IER a7 -2 I dev ethOZ 4R SEAA M, ANAES Aeth0:0. 5 &) LK) /7
IR R R BN R = TH K

[root@localhost /]# ip addr delete 192.168.233.228 dev eth0o //MIERZE —4> 1P
Warning: Executing wildcard deletion to stay compatible with old scripts.
Explicitly specify the prefix length (192.168.233.228/32) to avoid this warning.
This special behaviour is likely to disappear in further releases,
fix your scripts!
[root@localhost /]# ip addr show /] BIREEMEER
1: lo: <LOOPBACK,UP,LOWER UP> mtu 16436 gdisc noqueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1lo
ineté ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc pfifo fast state UP glen 1000
link/ether 00:50:56:81:00:15 brd ff:ff:ff:ff:ff:ff
inet 192.168.233.229/24 brd 192.168.233.255 scope global eth0 //Jf eth0:0
inet6 feB80::250:56ff:fe81:15/64 scope link
valid 1ft forever preferred 1ft forever
3: sit0: <NOARP> mtu 1480 gdisc noop state DOWN
link/sit 0.0.0.0 brd 0.0.0.0
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1

— K ECE S = MPHUE Y AL (BlIE)

SR MRS E O E R, GRS AN IPHBRE T MR BCE SCAE, KRR R I B S
ifcfg-ethO % il ififcfg-eth0:0, 2% 28 — NP LS FC B SCAF G, iz e & SCfF, RicE
- +h [ DEVICE H eth0 £ ik eth0:0, &4 [IPADDR=192.168.233.228), ¥BOOTPROTO { jik
static, ¥ FPACEAG B -5 HAR M 28 BC & SO FF

[root@localhost /]#cd /etc/sysconfig/network-scripts//#t A\M-EEE CH4HF
[root@localhost network-scripts]# cp ifcfg-eth0 ifcfg-eth0:0
// 8% ifcfg-eth0o £ ifcfg-eth0:0
[root@localhost network-scripts]# vi ifcfg-eth0:0
[ /9B MRS A 1P Mk
DEVICE=eth0:0 //MERLTRA etho, F A 1P HilEMERK AN etho:0
HWADDR=00:50:56:81:00:15
NM CONTROLLED=yes
ONBOOT=vyes
IPADDR=192.168.233.228 / MBS — A 1P Huik
BOOTPROTO=static
NETMASK=255.255.255.0
TYPE=Ethernet
GATEWAY=192.168.233.254
DNS1=192.168.233.3
IPV6INIT=no
USERCTL=no

P RIS BT 2 28 e 55 BB R Bk A 4, R ARG E R T AR

[root@localhost network-scripts]# service network restart

Shutting down interface ethO: [ OK ]
Shutting down loopback interface: [ OK ]
Bringing up loopback interface: [ OK ]
Bringing up interface ethO: [ OK ]

HF R E, SR ARERRAHERK, WRBARRE BRI

[root@localhost network-scripts]# ip addr show //EEMEER
1: lo: <LOOPBACK,UP,LOWER UP> mtu 16436 gdisc noqueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1lo
ineté ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc pfifo fast state UP glen 1000
link/ether 00:50:56:81:00:15 brd ff:ff:ff:ff.ff:.ff
inet 192.168.233.229/24 brd 192.168.233.255 scope global eth0
inet 192.168.233.228/24 brd 192.168.233.255 scope global secondary eth0:0
/ /%A 1P Hihik
ineté feB80::250:56ff:fe81:15/64 scope link
valid 1ft forever preferred 1ft forever
3: sit0: <NOARP> mtu 1480 gdisc noop state DOWN
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link/sit 0.0.0.0 brd 0.0.0.0

PR Ty B v SEHLI0 A R 280 1 2 A i

C:\Documents and Settings\user>ping 192.168.233.228
Pinging 192.168.233.228 with 32 bytes of data:

Reply from 192.168.233.228: bytes=32 time=12ms TTL=62
Reply from 192.168.233.228: bytes=32 time=1ms TTL=62
Reply from 192.168.233.228: bytes=32 time=1ms TTL=62
Reply from 192.168.233.228: bytes=32 time=1ms TTL=62

164
IR 55 — N IPHT AL B S ifcfg-eth0:0th filBR,, REEHBRNBRIER S ]

2.4 XK E

ARSI W, E BRI S A AN R . — B IRGS AT
SAPEM R, Ak S M, IR R &5 8 GT TE g0 T LK, LLARIR 2%
J MR, ] Plsd— M R AR .

KA M 28 BE E 0] LLE BT P K ethOflethl, FLLEZL PN E KA S5 g5, WL ARC B iX
PR

[root@localhost ~]# ifconfig

ethO Link encap:Ethernet HWaddr 00:0C:29:91:5F:2E
inet addr:192.168.233.200 Bcast:192.168.233.255
Mask:255.255.255.0
ineté addr: fe80::20c:29ff:fe91:5f2e/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:43 errors:0 dropped:0 overruns:0 frame:0
TX packets:49 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:4745 (4.6 KiB) TX bytes:5831 (5.6 KiB)

ethl Link encap:Ethernet HWaddr 00:0C:29:91:5F:38
inet addr:192.168.233.201 Bcast:192.168.233.255
Mask:255.255.255.0
inet6é addr: feB80::20c:29ff:fe91:5f38/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:4 errors:0 dropped:0 overruns:0 frame:0
TX packets:11 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:422 (422.0 b) TX bytes:746 (746.0 b)

4eiE Anetwork-scripts H 3%, 2 55— P FethOFEC & S0/, NAEWLL TR, 9ilsen
PRAF IO

[root@localhost network-scripts]# cd /etc/sysconfig/network-scripts
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[root@localhost network-scripts]# vi ifcfg-etho
DEVICE=ethO

ONBOQT=yes

BOOTPROTO=none

USERCTL=no

MASTER=bond0 //EEHEFERMERE, bondo A4BEH T KIMELK
SLAVE=yes

PR 4 2 — DM R eth1 [ BC & CPE BEINN A5 ethORC & SCIF— #2458 Ja ORAF SCAS.

[root@localhost network-scripts]# vi ifcfg-ethl
DEVICE=ethl

ONBOOT=yes

BOOTPROTO=none

USERCTL=no

MASTER=bond0 J/EEBERERMERE, bondo NP FHIMELRK
SLAVE=yes

B P RA AN Er I BCE U Fifefe-bond0, PIEW R, 5. 6. 7. SATIBMRHEIAEEIITIP
FCE, nis s o ORAr SChY .

[root@localhost network-scripts]# vi ifcfg-bond0l
DEVICE=bond0
ONBOOT=yes

IPADDR=192.168.233.200 [/ R E R 1P Mk
BOOTPROTO=none

NETMASK=255.255.255.0
GATEWAY=192.168.233.1
DNS1=192.168.233.1

Zn’ g modprobe.conf, HYANMITHC B MG B, miimon=10045:100ZF> (0.18>) Frfr Mg
K, RYEA N T REATICE, IXACR M SR WL, 0.1 ik R iER:, mode iy M= LA
B, TR, EHEBCEO. 1. 61X L.
[root@localhost /]# vi /etc/modprobe.conf

alias bond0 bonding
options bond0 miimon=100 mode=1

Modets LD REW B &K

mode Ih gE T BE 13 BE

0 balance.r HERBER R TS switch ILE (trunk) X EA 888 1 5L
MR, FAARIIRE, JUT BRI TR T A

1 active-backup E—HTFEHH%—EQM‘EIVE? _Active Slave H i1 —3R W K
i E3BH T —RMFE, AT switch 3L

2 balance-xor HAEER

3 broadcast P M & — RO MR, RAGIIEE, JLi— ks
WA rl 74 TAE
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(45:3)
mode If) g€ I e ijt AR
4 802.3ad ToEFRIhRE, A g
KIEFFRO Bah a3, BEWEIEAHE Curent Active
5 balance-tlb Slave 7157, BAERIIEE, Ho—MLERRB T Fre: T

YE, A switch XHFFMACE

RiE REWE Bah By s, AEsTiee, Hih—HRMEgfR
6 balance-alb Wree isr Al Frs: THE, MERXIFEF T ZFF setting
hardware address g, A7 switch 2 ff L ACE

PHECE SEJE, EHEIIMEK, ikbond0E Hr 5 5.

[root@localhost /]# service network restart

Shutting down interface bondoO: [ OK 1]
Shutting down loopback interface: [ OK ]
Bringing up loopback interface: [ OK ]
Bringing up interface bond0: [ OK ]

AEMFEERELE, JUES R Abond0 A BIPHIAE, AN HAR Py BRI AT IE 5 AT

[root@localhost /]# ifconfig

bond0 Link encap:Ethernet HWaddr 00:0C:29:91:5F:2E
inet addr:192.168.233.200 Bcast:192.168.233.255
Mask:255.255.255.0
inet6é addr: feB80::20c:29ff:fe91:5f2e/64 Scope:Link
UP BROADCAST RUNNING MASTER MULTICAST MTU:1500 Metric:1
RX packets:3491 errors:0 dropped:0 overruns:0 frame:0
TX packets:1699 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:330865 (323.1 KiB) TX bytes:268485 (262.1 KiB)

etho Link encap:Ethernet HWaddr 00:0C:29:91:5F:2E
UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1
RX packets:2670 errors:0 dropped:0 overruns:0 frame:0
TX packets:1669 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:245559 (239.8 KiB) TX bytes:265153 (258.9 KiB)

ethl Link encap:Ethernet HWaddr 00:0C:29:91:5F:2E
UP BROADCAST RUNNING SLAVE MULTICAST MTU:1500 Metric:1
RX packets:821 errors:0 dropped:0 overruns:0 frame:0
TX packets:31 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:85306 (83.3 KiB) TX bytes:3566 (3.4 KiB)

A bondingRAx, W LUFE 2|bondO ML EAG B, IXFEHLIE T B0 Wl o

[root@localhost /]1# cat /proc/net/bonding/bond0
Ethernet Channel Bonding Driver: v3.5.0 (November 4, 2008)
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Bonding Mode: fault-tolerance (active-backup)
Primary Slave: None

Currently Active Slave: ethO

MII Status: up

MII Polling Interval (ms) : 100

Up Delay (ms) : 0

Down Delay (ms) : 0

Slave Interface: ethO

MII Status: up

Link Failure Count: 0

Permanent HW addr: 00:0c:29:91:5f:2e

Slave Interface: ethl

MII Status: up

Link Failure Count: 0

Permanent HW addr: 00:0c:29:91:5f:38

25 ZH IPve S IFIE S MBI E

IPv6lis et F—AQ IPHUE S UM B AT H IPva il TPk BE BB FH 2 1)
Pk, Rt hilE FH 52 RS, BT CAIP6 IS 34 1k oK K R % 1 46Kk 22 50 Linux
B RAE X FFIPveh i, HER L FRMLinuxtE/E RGN LB G i EH . ol LU
SE B Y H AE FHIPvG S . F e S AL E, 11 B 15 inet6 addrfl A5 B, KARIPvOI U T i IR 4.

[root@localhost ~]# ifconfig

eth0 Link encap:Ethernet HWaddr 00:50:56:81:00:29
inet addr:192.168.233.232 Bcast:192.168.233.255 Mask:255.255.255.0
inet6 addr: fe80::250:56ff:fe81:29/64 Scope:Link //IPve hillIFERE
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:4102784 errors:0 dropped:0 overruns:0 frame:0
TX packets:37805 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1000
RX bytes:295272673 (281.5 MiB) TX bytes:4274203 (4.0 MiB)

AR HIPVO S 71T i AR 18] L, BI#E disable-ipv6.confic & 4 H 184 Mllinstall ipv6 /bin/true, 2A
fEEHRs, BCEA =H R

[root@localhost ~]# echo "install ipvé /bin/true" > /etc/modprobe.d/disable-ipvé.conf

HH EI MRS G, BXEERREE, WA H Hinet6 addr, fCRIPv6 5.

[root@localhost ~]# ifconfig

eth0 Link encap:Ethernet HWaddr 00:50:56:81:00:29
inet addr:192.168.233.232 Bcast:192.168.233.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
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RX packets:82 errors:0 dropped:0 overruns:0 frame:0
TX packets:42 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1000

RX bytes:7598 (7.4 KiB) TX bytes:5582 (5.4 KiB)

A XA IS, AREATHIPVOR, HIAFIWAR 5 gtk 7. B8 HIPveril, H%
JIH B4 & SO A f)install ipv6 /bin/truen¥ Il 5 disable-ipv6.conf LR AJ .

[root@localhost ~]# vi /etc/modprobe.d/disable-ipvé.conf
install ipvé /bin/true / [ HIER AT
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3.1 PUuTTYIZEEIETEH

PuTTYE J7 Mk http:/www.chiark.greenend.org.uk/~sgtatham/putty/ .
PuTTY & M 1) Telnet/SSH %4 FEiE i TR, DR A B FEE AL Linux R4
R TR, A TRA MR, FEIERSGERM RS, S HIEL.

PUuTTYEZRAR

#£ [Host Name ] "4 AIPHusE, SSH¥m FENIAN22, fA G )G, % [Opend B nfi%E 4%,
W AR L IPHEEE, BPnJfE [Saved Sessions)] i A iziihl, % [Savel 174¥-

X _PulTY Configuration

_E_a_tsgnry: B
= Session Basic options for your PUTTY session
L Lf:ng_lqng Specify the destination pou want to connect ko
EHEZ;hDa. d Host Mame [or IP address) Eort
Bel {22
_ Features Connection type;
= Window OBRaw (O Telnet (O Rlogn G)5SH (O Serial
&
32:::::: ® Load, save or delete a stored session
Tranelation Saved Sessions

Selection |
Colours I

i : Ietault S ettt | Load

= Connection 192.168.233.10
Data 192.168.233.11
Prasy 192168.23313

192.168.233.14
Telnet 192.168.233.15 Delete
Rlogin 119216823317
5 SSH
Seral

Cloze window on exit:
O tdways O Never (5 Only on clean exit

’ Dpen ][ Cancel l
WA S AN G, B a3 A CentOSHEEAE RSt .
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¥ root@localhosti~ [ [ @ e
as —oot )

login a:

3.2 PieTTYIZfEEIZET B

PieTTY ' J7 M uli: http://www.csie.ntu.edu.tw/~piaip/pietty/.

PuTTY 72 /P57 1) Telnet/SSH ‘& i FiE sk L H, XFH15 38 K v AL H F 1
TR, T HAHTARSEESNAARE 2 1R . PieTTY VR H T PuTTY, fE{EH ik
AR, ) B KWL o K T . H e 8 fa b SOloAS .

PieTTY 0.4 RAZE M H PuTTY 0.57/0.58 [pA, LI SEBIEAE. EERMFOA:

B 5 R A E . B0 EARTT VAR IR P .

AR TG PUTTY LB, X AT6) 8L E 430 7T A48 .

B 9% 691E 45555 32 (session management ), E FIRAFH F.

5 /5 A 7 3 (customizable) & 2 2 T2 K.

FEART (ZHEFIFEARSEMNEFREGE T KA, REREZ TR
HOR T4 ),

F dFssh//FH NG5 dE, L Z %18 T Hssh:// Htelnet://4L 32 T B,

#f F&At Mik URL T A4 2 £479F, &4 $47 T8 A agPLE 2R,

% 3545 %, L (Drag-n-drop ) BP~ #:47SCP 4%,

SHTAETE SCFRF, PieTTY R 90 (1) 3454015 -
TEAELFETHE, MAFRAREFTH% (CHARSET) (4£4% PuTTY 0| —&

B B R A A AT ),
F£3E UTF8 A AT PieTTY & bArtLfe .IEH B~ (f£4 PuTTY 283 bir Lo S 4o
).

FTHARRARNERZTALARNE (PuTTY £3E UTFS £+ 4217 ).
NH AR K BBS 55 2 (K B 5R Th g

A & Big5-2003 + 48 2 Unicode#h %+ X 2. 4008 F 2 &, A% Unicode #M5 BP * I
3G S A B LEF
A E e F (B%) 44k, FARFE,
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3 6, 4 ANSIAD

B 8| L F T g 35 B AR 6k ANSI AL 2%, IRC 7 X m A, BBS 5 IRC Z & 2
x|

& .

JA HPieTTY L H a5 A EHLA siIPHbE, Sm T PortERIA 22, ¥4 & [Openl BP i DLZEHZ,
fifi FIAE L R %k FE [PuTTY mode] [F)1F, IS 5PuTTY #f.

It's Easy To Create Youwr Contection.

v
gl Host Mame {or IP address) Port
pE—— 192.168.233.10 v |22
(O Telnet (BBS) (®ssH

e

User Interface
[v] Mernubar ‘ CdputTY mnde‘ [*]English LI

PieTTY Information

PieTTY “ersion 0.4.00 (beta 14) by Hung-Te
Lin =piaip@csie.org=>

- Fi &

About [ Open J[ Cancel ]

: v - - A H— = = » s ae |- v, =] . .
WA SN SR R EIAPUTTY AR, 1% 2] #HARS.
[ pieTTY [
- h PuTTY (Classic) Mode invekes PuTTY style configuration which

¥ vou can save session and let the fully compatible PieTTY use it

Are you sure to enter PUTTY mode?
(PieTTY will always be in PieTTY mode after each restart)

L 2v || me» || mw

JFANE I S SPuTTY AL, AN CHEA B2 728D ReiE i, o] PUAC & 74755 DI fE -

§rcot@|ocalhcst:~ [80x24] o[- ]
Connection Edit View Transfer Option Help

ogIn ag: root

ard PR EEY
6 21:16:50 2012 from 192.168.233. 1

3.3 WinSCP3X{41&4 T H

= F7PAL . http://winscp.net/eng/docs/lang:cht.
WinSCP s /£ WindowsH {7 - SSHIF) H U5 B JEAL SETP % F g, [F] I S SCP M. ‘B E
T RE AT 7 A 5 o fE TSR] 22 4 1 &2 T S o
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TEHWInSCPLEAE

N4EHbHE:  http:/winscp.net/eng/download.php.

AR AA P, Installation package %2 flIPortable executables % %2k . AL [P RRA
DA FFZEET, AT RIER KRR 3, 75 240 H Installation packageffi A %342, RJ5
N #kfEif b (Simplified Chinese) #fifl, KififF 6L/ 47 1) WinSCP 3% Hag i nf . {HE %
2 I R A T A T A4+ 3

WinSCP4) 42

B R P .

% EHiE3 F@.

Windows#4&- (362, URL. &4EFH X ).

FAFFTA W R A ARAE.

F HF2LF SSH-1 A= SSH-2 L #9SFTP 5 SCP #rX.

T AFRAL SR Ao AT

ZHF A A BRI F .

AR S R

F ¥ SSH %, 42 7). MAL Kerberos (GSS) FAIET K.
A & Pageant (PuTTY Agent) 7% 335 2N 4ATAE k.

%4 Windows Explorer 5 Norton Commander J~ .

T FRARTER L.

AR ERAERE AP mAEEMA T, ESESHNR LK.

WinSCP ] EL3EAT P A ZE A K S84, 48 R8s EAR SO, [RIIN SR VR SCPEAT H sk
Brag i Pl e, BN AE . BV SR (symbolic links) S5R$E J7=.

BRI FHL: WinSCP ] LUIEH: — G 42tSSH (Secure Shell) /455 SFTP (SSH File
Transfer Protocol) E{SCP (Secure Copy Protocol) AR5 FHL, IXLEHR S & ZUNIXHL2s b
(1% . SFTP/ESSH-2WM SChRHEN— 43, 11 SCPJE SSH-1FM ¥IbsHfE. PP S nf A7AESSH
fRA FiZ4T. WinSCPIR| I 3 $FSSH-15SSH-2.

T HEAES E: WinSCPA PIFF ] DUEFE IR AE S 015 VF 2 RO B IE I, PR el L5 1 e vF
F P8 B R BUAS b 1) S AE 2 2N m] LAz 38 P Bir s AR K A ST, i ] BAAE 3B I b e
Vo WRGEHR KA WinSCP, n]figss v Bk £ HUBCRGE I S84 S, B0 & 2 BT Y.
HETZ A EHE T HY (UTotal Commander. FAR. Altap Salamander) ['/Norton Commander
R AR ST, T YA B P ST, U SR (60 3 V7 BB o PR B A T L, %8
AN Rl B, ASE FH s 5 1 n) A SE R #4F WinSCP T A,

K K K K K K K K KKK LIKLKLK
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AT WInSCPRETFT H#AE S 1R, 78 [&uh Y B, o) Bl A M4 5P b, H P44
A, WA A AR LN, A SE SRS S E B G &%) Bl 0 JF )5 WinSCP_L-
H, WRBRIEGEFFEINMGEE, B ™ [RAF) XFEsAHBEOSEFKERA EVUG
IS

—

B, WinscP B3 ==
=== ‘ o
RS STEFEIRIE)
= |SFTP - |
SSH 3 s — O
s EHE=H] im1=IE]
IEIN ==
Aral EBE
P E)
| EEHED)
= Ty
. %F@E) | | Languages | =R (e 7] [ =@ |

1% L€ 1, WinSCP2RF Ml 55 av i WORAF B2l o) BEANLEORAF S0, I R A2 1 iR
FEM Y, WA RAFEISE S

siEEER
EHERTFAG):
root@192,168.233.23( -
RIFEREERIP
| wmE || mE || =meo) |

RAERIR S S8 G, S EIRIWinSCPEx 5, PUa HE4E [£15]) Nl LG
i) PIEPERAE ENEREEGE, H3% [F%]) 50 LA JE WinSCP |

B winscp B3 ==]
=% [ rooten192 168 233 220 FHEN)
L TEAERISE roch(E 92 168,233 221
WE rootE1 92 162 232 222 EEiEI(E]
. EH5 rook(2192 168.233.223
SSH roohi@ 92.168.233.224 =)
yeA] roohE192 168.233.225
| ract@192 162 233 226 e ()]
roch(z192.168.232.230
F3fEE )
= ichea Gl - =
[ 2F® | [ Languages | - e v am)

B RERENA S HIUE SR EE A IERRS S EHE B NEAE S, L%
¥ 3G B IR RIS A, 1% [2]) BIfRAFEHE R, el UG RS 45
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i RESS SATER ST RTEETT « A MIDRE I rEE RS -
N S
zzhqrza 2048 1ebd;c:fd 7215 b3 20, 75 bd:69: Ja;:00: 3% cd:da

WRMEERSES 1 2o FREFEEERIAZES, # 5 BRIDEET .
R E I R EET

[CEY T B || Bk || Ehked | | ®EH

WinSCP& s Akl i FE s, H34E 7 X Windows [ A #:AE—FF, W LLEMG4. B
Hll B ORI S, R .

By Windows - root@m102.168.233.230 - WinsCP [= & =]
FHLL fRoM R D) SRS RS amER FERH)
O D MBS o (DD P |G CEE | IE e O DERA - G~
| rool®192.168.233.230 | 4|
o=t~ @O v v - 636 (8| Broot ~@ON (v - = - (6 @ o} [ | Ee
(SR RTT e TR Jrook
¥ ¥R i s B dooh fEE Dk
t. |E| t. root 2012/
. addins | cache root 201278
VAppCompat i .contig root EGIE;‘EEE
AppPatch dbhos 0000 roo 1 2013/
L assernbly ) evalution root '.JUl'z;'ti
) BitLockerDiscovendalumeContents b .goanf raot 2012/8—
' Boot | .geanfd root 201278
) Branding L agnome? root 2012/
CEC W o.gnote root 01 25E
. Cursors J .ghupg root 010
. debug J .gstreamer-0.10 root 201251
| diagnostics = root 2013/
) DigitalLecker ) Jdacal root 2012/
) Downloaded Frograr Files b nautilus root 20132/E
cehame Jpulse root 201208
en-LIs - ||« [ | ;
0B af 11735 KiE in 0 of 145 0B of 528006 in 0 of 37
P Syl F5 =i FE ¥ oF F7 fEREF < e ks 25 ro Eie B Flo B
=] SFTP-3 ooz

3.4 WebminZ4iEETH

Webmin'F} J7 Muh: http://www.webmin.com/.

Webmin 1445 % %l . http://webmin-demo.virtualmin.com/.

Webmin 72 V755 57 38 i 3] U0 % U7 1n) CentOS T 1 28 4 1) 4% Bl 4 . T A I 5 RS AH B 11 4% BE
TAE. B 7 Wubid 4 AR i, Gogik S HE AL yDemo, AT TH, nJLLGE
ARG — R

TEHWebminE X fFH %%
Webmine 3 JiVEARF L, LU tar/gzip e, BRAEHLUERPMTR, K023\
KVFZAER], T waetdir & P82 F 43 CentOS IR 45 1 524% «

[root@localhost /]# wget
http://prdownloads.sourceforge.net/webadmin/webmin-1.590-1.noarch.rpm

pali
o

et

2 Webmin KA 5¢ o a BT DLREA T 2232 1, ANid 2232, 56N 2 1 %% Apache, Webmin
2 TAE %EApache o it AR 45 28 E 1T, BTN % %Apache R ik AR S, BN A T WebmindR A 1) 20 2% .
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[root@localhost /]1# rpm -ivh webmin-1.590-1.noarch.rpm //%%% Webmin /5
warning: webmin-1.590-1.noarch.rpm: Header V3 DSA/SHA1l Signature, key ID 11f63c51: NOKEY

Preparing. .. A HER SRS R AR AR R R R S RS [1005%]
Operating system is CentOS Linux
1:webmin HHHHR RS RS AR A A R R R RS [100%]

Webmin install complete. You can now login to http://localhost.localdomain:10000/
as root with your root password.

BLE R A IE

WebminER A H 113 1 2410000, i 2 G 45 Bl7 K et i V& SCAFIH 2% g 1

[root@localhost /1# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:QUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m udp -p tcp --dport 10000 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

BB Kbl & S Ja, g )R sh B Kb Ry, BCE A B4 =A%

[root@localhost] # service iptables restart

iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK ]
iptables: Applying firewall rules: [ OK ]

& /2 shApachefk 5%

%kil%l:%ﬁ;ﬁﬁiﬁ ’ E%RE Ij]ApﬂChEHE‘.% ’ WEbIl’ll'Ilj‘ | IJ_ [’:/LJ—_EHI%—’EJEH o

[root@localhost] # service httpd restart
Stopping httpd: [ OK ]
Starting httpd: [ OK ]

EFAWebminTHE

— )RR E e, TN SS, Hi N [http://IPHiiE:10000), Webmin£s H B4 A K 5
MUERS SR, RS AREEHEERS, BIAMEHrootlk 55 5%
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Login to Webmin

You must enter a username and password to login to the VWebmin server on
192.168.233.230.

Username |

Password

"] Remember login permanently?

[Lngin ] I Clear]

Webmin#g/F A0, ERAHTE AL

o Tebmin 29 om lecalbheut, localdemsim o s L 3. 10) imdews Intermet Explorer ]
ﬁt]p---; 192 188 233, 230 =R o D
Wi i - = B Vabaim | 500 am locslhast, losal dsmnin O | I
Lo ract
o Wahmin .
webmin
2 Serms
2 Others
=% Networking Systein hestname  localhost localdoman (127 00 1)
j '-_"”h"" Oparating systain Cera0S Linux 60
u L?:m-,-r Webmin wersion 1.53)
Time on systain Mo Aug 27 D0C4T 22 2012
Kizrnel and CHU Lmux 28 3271 alB |1'E_M L] |1"s_§'.-’.
s} SHEIEN— Intal(R) Xeor(R) CPU ES410 @ 2 33GHz, 4
% CP iH=
rirs———— ntel(R) Xeon(R) CPU ES10& 2 33GHz, 4 cores

E5 View Wodule's Logs Systom uptime U hadriarss, 25 minutos

: System Information Hunning processes 220

= Refesh Modubes CPU load averages 000 {1 min) 007 & ming) D07 (15 ming)

u L gt CPU wsage 1% uswr, 1% Kermel, 0% 10, S3% sdle
Real memory 1.96 GB total, 572 60 MB used

Virtual memuory 3.94 GB total, 0 byles uyed

Lncal disk space 1600 GB total, 2 99 GB used

Package updates Al installed packages are up 1o date

WRAECA T SC S, W LLEATIE 2 £ [Webmin] = [ Change Language and Theme ]
- [ Webmin Ul Language] = [Personal choice] 4, #&#Simplified Chinese (ZH CN.UTF-8),

#% [Make Change] 51L& Ft1fl

Login: root [
@ Wi Change Language and Theme
Backup Configuration Files
Change Language and This module can be usedto change the language that modules are displayed in and the theme that
Theme Webrnin's appesrance, for your Webrmin account only,
N

Webmin Users

Webmin Actions Log
Webmin Canfiguration Webmi nguage ) Global language (English US)
Webrnin Servers Index o Personal choce . Simplified Chinese ZH_CNUTF-8)

et = Webmin Ul theme me (Blus Framed Them
W Semers sanal choice . O Webmn Theme
& Others
Make Ch
O Networking [ il ]
& Hardware

R0 U 4% O AT HOF R A 5, BROATE St h i dA s 3Ce 6T e i Hf Webmin,  #EIEANH
2 U, FHIRES BT
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miEEHETH
Login: roo e
& Wehmin o aimom Moo o B
D 54 8 WepMmin
O pse
Oeax
O s Syetem hostname  localostlocaldomain [1270.0.1)
O m Cperating system Cemt03 Lnuz 6.0
(23 ¥Webmin version 1,530
[ Jr-uzed Modules Time on system hAon fug 2 O0RDT 2 2m 2
Kernel and CPU Lirus 26.22-71. el6. xBE_E4 on =36_E4
Search: | r:.’izf;zﬁg; Irte (P Xeon(AY CPU ESM O @ 2.33GHz, 4 cores
A view Module's - Sysle.m uplime Qhours, 28 minues
e . Hunning 27(]
7 System Information OrOCESSes
3 Rofrech Modulas CPU load averages 0.00 [1 mir) 0.07 (& mins) 0.07 (15 mins)
i : usage LISEF, ernel, ; iclle
@ :pp CPU I % 3% k [ 0% 10, 96% icl
Real memory |56 GB total, 557.06 ME used
——————
Yirual memory 3.94 GEB totl, D bytes used
|
Local disk space 1580 6 total, 233 56 used
- ——
Packaoe updates Al installed packages are up fo date

ERyumAER %

ERIAAE F yum N TG % 28 Webmin, JR PR BZ ARG EE 7 i a Ao, WA ot 24;
ZEGR . BNV E FHtar Jy s\ &%, (B2 2 a4t TRPM % 3ety, Pl Raf HATRC &
Bl i . fE/etc/yum.repo.dH ) webmin.repo A, Hi%E el )n IRfFIRH . 2R )5 F A Webmin
FFRCIEACHS K GPGIT BT 2544 6

[root@localhost /1# vi /etc/yum.repos.d/webmin.repo

[Webmin]

name=Webmin Distribution Neutral
baseurl=http://download.webmin.com/download/yum //H.E webmin ZZZEREH 5

enabled=1
[root@localhost /]1# rpm --import http://www.webmin.com/jcameron-key.asc

SR 5 A yum 7 ST 202, IX R4 H I Webmin 22 25 8005 B, HoA A G & A2 i
(1) G B AH [A]

[root@localhost /]# yum install webmin
Dependencies Resolved

Package Arch Version Repository Size
Installing:
webmin noarch 1.590-1 Webmin 16 M

Transaction Summary

Install 1 Package (s)
Upgrade 0 Package (s)

Total download size: 16 M
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41 BFEIEEREER

R WG BER 7T AlbRiE, el DUARIGEREROR, RIS SRIIRE  Fifigr
RSP EY IEC - RV ECS

CentOS 6.xHifF RA KM M5B, BN BAERGNA S KW BIAS, B Rl
TN S
Cent0S Linux release 6.0 (Final)

Kernel 3.6.32-71.el6.x86 64 on x86 64
Localhost login:

MR FEERGEE, T9ikiE/etc/issuefic & A, 8ol Welcome, fRAFFIEH .

[root@localhost /1# vi /etc/issue
Cent0S Linux release 6.0 (Final)
Kernel \r on an \m

Welcome [/ EFAERPXEER

FHEMANIA R E 2SS4 FEEGS MARSHEEIEMaSaE X EmnE
B, WRHEREENGER, RaBeE .
Cent0S Linux release 6.0 (Final)
Kernel 3.6.32-71.el6.x86 64 on x86 64

Welcome
Localhost login:

[

EXRAETRNERREEANERNEHI, FAPITTY LTENAZERIE R, ]




w4 =
RGEEEETD

W TEFERTRIME R, FEY%i%E etc/motd, FiAFTE B RAMNGIGE R, HIEGEIEH.

[root@localhost ~]# vi /etc/motd
check system / 1ExRG BARIFER

MG R JF = B AR, AR E NG, B E NI

login as: root

root@192.168.233.229's password: **x*kkkikkx

Last login: Wed Aug 24 19:19:02 2011 from 152.168.233.1
check system

"

4.2 Bt B Choose a Tool LE

CentOS 6. x5 RANA —MRHHT LH, Mt [setup] 2t < H P Choose a
Tool L H, nJURLEP KEE. M. RIS

| Choose a Tool |

Authentication configuration
Firewall configuration
Network configuration

System services

CentOS 6.xHR A A48 1 A S5 MU 2 VA 1% LB, DR IR Mb 228 JL T 2 51
ARARES, BT OA T T AR AT 5

[root@localhost ~]# setup
-bash: setup: command not found

H SR Choose a Tool I H 0t A & WA MW, (W7 & 8RR EN), REEHE T
T, AHEE B LHEESZ0L 2N, %3 Choose a Tool I H 77 B LL MG, nl LA
i H yum 7F 28 ‘&2 3% J7 ¥k %2 26 UL B 4K 1 setuptool . ntsysv . system-config-firewall-tui .
system-config-network-tui.

[root@localhost ~]# yum install setuptool ntsysv system-config-firewall-tui
system-config-network-tui

Dependencies Resolved

Package Arch Version Repository Size
Installing:
ntsysv X86 64 1.3.47-1.el6 base 28 k
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setuptool X86 64 1.19.9-3.el6 base 59 Kk
system-config-firewall-tui noarch 1.2.27-3.el6 0.2 updates 37 k
system-config-network-tui noarch 1.6.0.el6.2-1.el6 base 1.2 M

Installing for dependencies:

crda x86 64 1.1.1 2009.11.25-3.el6 base 23 k
dbus-python x86 64 0.83.0-6.1.el6 base 204 k
iw X86 64 0.9.17-4.el6 base 35 k
libnl X86 64 1.1-12.el6 0.1 updates 120 k
pciutils X86 64 3.1.4-9.el6 base 82 k
python-ethtool X86 64 0.3-5.1.el6 base 21 k
python-iwlib X86 64 0.1-1.2.el6 base 14 k
usermode x86 64 1.102-3.el6 base 187 k
wireless-tools Xx86 64 1:29-5.1.1.el6 base 94 k

Updating for dependencies:
system-config-firewall-base noarch 1.2.27-3.el6 0.2 updates 418 k

Transaction Summary

Install 13 Package (s)
Upgrade 1 Package (s)

Total download size: 2.5 M

J% )42 Choose a Tool 1" H J5, FF x4 A [setup YA & 25 0] AEH, AW R AEHPUTTY
A ATREARE IEH W, B2 RGegnb ), Py LLEESAEAH LM .

4.3 BalEEIRKEE

W AR, SITH AT, MaHIERGE, CentOSIRME T — NN ETG, A
XN RIIAEITRER, HRT DT RIS, Rl Ha R, HS R G E R
NI AR AR H o EEXS, RJEEIE, B, Z¥ete H AN ] flect, e HILEAEIH
KDL
[root@localhost ~]# cd /ect
-bash: cd: /ect: No such file or directory

&84 bashrcfic & 34

fEH ' H 3k MBS bashre Bl & SCAY, 285175 Mlishopt -s edspell, 128058 Ja rfFIR H,
WAV B e i o Bt oV

[root@localhost ]# vi ~/.bashrc
# .bashrc

# User specific aliases and functions
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alias rm='rm -1i'
alias cp='cp -i°
alias mv="mv -1i'

# Source global definitions
if [ -f /etc/bashrc ]; then
. /etc/bashrc
fi
shopt -s cdspell [ /TR G AT

MEZHM A Pt BEXERNIhEE, N gwiE/etc/bashre, % [ vi/etc/bashre |,

iz

gk Netc H 3k, WUEH A kect, BB R = HBAE Aete.

[root@localhost ~]# cd /ect
/etc
[root@localhost etcl#

MRBABRFTALSE, RASLEEZIER.

(e |

4.4 BV FFTE

CentOS 6 x#:E RGEHIITHLN, AR RIS 18], BB 5 H B3 7 mie B0
#h, WARAFT LB SCEMSRLE, BEAEREEA RS N T REHEANRE RS, W LMEKL

RGERFINTE] .

Press any key to enter the menu

Booting Cent0S (2.6.32-71.elb.x86_64) in 2 secnnds...l

FHLEEAT TR ERA A S, K2 W NoRs, TRAr G B A sk 5548, wil o g gk H B Lk I
BEANRG, AdEUGE IRy, XFEEIEEMEE, n LU N3 R B E A kI,
[root@localhost /1# vi /boot/grub/menu.lst

# grub.conf generated by anaconda

=

# Note that you do not have to rerun grub after making changes to this file
# NOTICE: You have a /boot partition. This means that
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# all kernel and initrd paths are relative to /boot/, eg.

# root (hdo, 0)

# kernel /vmlinuz-version ro root=/dev/mapper/VolGroup-lv root
# initrd /initrd- [generic-]version.img

#boot=/dev/sda

default=0

timeout=5 /| BT, B 5 .
splashimage= (hd0,0) /grub/splash.xpm.gz

hiddenmenu

title CentOS (2.6.32-71.el6.x86 64)

root (hdo,0)

kernel /vmlinuz-2.6.32-71.el6.x86 64 ro root=/dev/mapper/VolGroup-lv root
rd LVM LV=VolGroup/lv root rd LVM LV=VolGroup/lv swap rd NO LUKS rd NO MD rd NO DM
LANG=en US.UTF-8 SYSFONT=latarcyrheb-sunlé KEYBOARDTYPE=pc KEYTABLE=us crashkernel=auto
rhgb quiet

initrd finitramfs-2.6.32—?1.&16.x86_64.img

45 BETHEEEKP

ARG 5E G, 1ERA ) > 102 2R H 5l 8 , Windows A Linux#/F R4 &8 2 Wi, Windows
BENK S, Linux@ A4 iBH, ATEXMEERZATHE S EW, PrEla ik
B ARG TSWHEIEAS, $lasH3RH.

%% /ete/profile, W H RAET W EIEIS30M )5, HANBRE, RERER, HWREEF
—IRE KN A A, LHRERES.

[root@localhost /]1# vi /etc/profile
export TMOUT=30 /1 ERSE AT, BIABAH AT

w?ﬁﬁﬂ )

SNAR, TRFHBRNNEZSD, BAWRAAIAZEN LI FrfEEzT R,

. AmFEEETRABRAtLZEALRE, B ZEIERTE,
J

4.6 iR (Choose a Tool) T EREELRY

VAR W E L H (Choosea TooD) & MW E LR, EARDIGEAK, (HZH MM
T H-—F#A D, UiFirewall, Network /2 System services™, AN FHHPuTTYZE$: 1. B4 A setup
HEAR, FHiis AL, APUEHA ST IXREOL, AEEEOANTE S 9 3.

HLSEXRp e A LR DT 3 (B2 BRANRE S8 A ff g il el n] AR 38 75 SR OUIEA T AN A [ 1
Ao
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Firewall configuration
Hetwork configuration

System services

I._ ?;LTE

vy £
un Too

HiE—

ZEPUTTY F4i AN [LANG=us] 8¢ [LANG=cn), {HE HFH/EPuTTY i 24 A — K.

[root@localhost /]# LANG=us

Chooze a Toaol

Authentication confisnration
Firewall confignration
Wetwork configunration
Syaten services

FRIT )5 Fr & Choose a Tool, HH &1 H 24,

7 =] FEmE PR 15
7= JC¥Lf# A Firewall configuration

A=

{F FHPuTTY | H.7F TranslationiZ Jil 4 i FFUTF-8.

;‘:1:_:: FPaITY Configuoration

Categon:
=- E_nassinn Ophons controling character set banslabon |
- T L_';Sjmg — Character zet hanslation on received data
- Termi
K Recersed data azzumed to be in which character sek
e eyboard
- Bell JUTF8 =l
i Features )
B Window Adjust howe PuT T handles ine dravang characters
. Appearance Handling of line drawing characters:
Bidaicr * Use Uricode line drawing code points
s £ Poor man's line drawing [+, - and []
f ey " Font has ¥windows encoding
St (™ Use fant in both ANS| and DEM modes
g Colours " Use fant in DEM mode only
= ;Dﬂgecmn [T Copy and paste line drawing characters as lgggk
- Proxy
- Telnet — Enable character zet ranslation on input data
- Rlogin I Caps Lock actz as Cyrillic zwitch
B- 55H :
— Auth
& Tunnels
~- Bugs

:E-.bcul Open |  Cancel
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PRI B PuTTY A 1% T HAT FH Choose a Tool, HH A4 .

loggooooogou Choose & Tool Cogogoooofoook

Authenticatlion conriguration
Firewall configuration
Network configuration

aystem - =srr e

B e 1 opopopoporagk

* Pun Tool = ¥ Dhaitc =

gl e (e L Moo

rocf Cf Cf Cf i CfC oy oo of o ciCi o o o i cf i c i Cf oy o ey cicf o ey ooy J

e BT DhREAN 52 PR 1
Ra SR EE, A ALY

A=

i e R S AR v 5 IS & U /ete/sysconfig/i18n, fERC & SCAFH A en_US.Big5All
zh CN.UTF-8FFF MG A —FEM, CL N RMAMWMERF RG], X0 E 7 X
IR A =R nfEil8nfil Aen US.Big5.

[root@localhost ~]# vi /etc/sysconfig/il8én

LANG="en US.UTF-8"

LANG="en US.Big5" //MLt en US.Bigs FHE
SYSFONT="latarcyrheb-sunle"

M ELANG="en US.Big5"&x & HIE1RE B, EEn DOEsATH .

login as: root

root@192.168.233.229's password: ***xkkiix

Last login: Wed Aug 24 23:01:53 CST 2012 from 192.168.9.69

check system

-bash: warning: setlocale: LC CTYPE: cannot change locale (en_US.BigS) : No such file or
directory

-bash: warning: setlocale: LC COLLATE: cannot change locale (en_US.BigE) : No such file
or directory

-bash: warning: setlocale: LC MESSAGES: cannot change locale (en_US.BigE) : No such file
or directory

-bash: warning: setlocale: LC NUMERIC: cannot change locale (en US.Big5) : No such file
or directory

X A A FH Choose a Tool 1" B, HE & H A
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Choose a Tool

futhentication configsuration
Firewall configuration
Network configuration

Syatem services

= It RS
R Jo#{# A Firewall configuration

T %n4Ei18n il Azh CN.UTF-8

[root@localhost ~]# vi /etc/sysconfig/il8n
LANG="en US.UTF-8"

LANG="zh CN.UTF-8" //ML zh CN.UTF-8 FHELTR AT
SYSFONT="1latarcyrheb-sunle"

AKX JH Choose a Tool 1" H., HHE LML

e PraZhae & nl e, Frm g
R JRAH LT SR T SRR

By APk FE L5 E S, B CAE(E A (Choosea Tool) - H., FHIm S
IEF . =M RS E ek, 1ER s KIEFE.

4.7 BEHLinuxl#Z5 Z1THRIER

o] E ) Linux N AZ A B AR ATRRAE B IR, 3 DR A B 22 286 I 21X 57138611 32
(¥ G HIx86 6411644 ¥ &, FrLl—@ EEFEAAGE, H A HE gl g s #4F R Gthi
A, ARG B E X,

AW Linux A5 B, A Funamey 4 1] DL FI) 55 52 200 N AZAS 1

[root@localhost ~]# uname -a
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Linux localhost.localdomain 2.6.32-71.el6.x86 64 #1 SMP Fri May 20 03:51:51 BST 2011 x86 64
x86 64 x86 64 GNU/Linux

ZRAS—FE ] LA RIS BAS—FF, w2 KA

S8 15t AR

-a T 15 S

-s BaRNZAF (Linux)

-n BB YA FR (localhost.localdomain )

T BN A (2.6.32-71.e16.x86_64)

v BN KRITHM (#1 SMP Fri May 20 03:51:51 BST 2011)
-m PSR (x86 _64)

D WoRAEFEEE R (x86_64)

i w5 RA (k86 64)

-0 EAEIERS (GNU/Linux)

= ]

A 1%=kernel

AWEATRAE R, EEEEE R RRRERA.

[root@localhost ~]# cat /etc/*-release
CentOS Linux release 6.0 (Final)

Red Hat R A7) RAT I AL AT LU F i 4«

[root@localhost ~]1# cat /etc/redhat-release
CentOS Linux release 6.0 (Final)

HAbT7 AW ARATIRE S, Hunamefiy 2351

[root@localhost ~]# cat /proc/version
Linux version 2.6.32-71.e16.x86 64 (mockbuild@cébé.centos.org) (gcc version4.4.4 20100726
(Red Hat 4.4.4-13) (GCC) ) #1 SMP Fri May 20 03:51:51 BST 2011

4.8 EWIRMERFENATE (3215 644iL)

AW LinuxfAE RGN HF & 2% B2, LR Hrpm 7 0L AT, A R IR
AN E RGN G, K2 ENABHE M FHunamedy 2 = &), (HEHERIREEEEL, W
el A e el L ) AW HE? LU R 7l e s o] 3261 6447 11351 R4t .

fE6447 N H-F & FHunameiy 2 & 1), P HH getconfiiy 2 & ) 6407 354 R SG8, HHATHTLLE

[root@localhost ~]# uname -a
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Linux localhost.localdomain 2.6.32-71.el6.x86 64 #1 SMP Fri May 20 03:51:51 BST 2011 x86 64
x86 64 x86 64 GNU/Linux

[root@localhost /]# getconf LONG BIT

64 /187N 64 fi

153247 N FH ¥ 5 4% F unameinp 2 & ), {8 H getconfiing 2 EW3207#4E RS, AT LLE
[root@localhost ~]# uname -a
Linux localhost.localdomain 2.6.9-5.ELsmp #1 SMP Wed Jan 5 19:30:39 EST 2005 1686 i686 1386
GNU/Linux

[root@localhost ~]# getconf LONG BIT
32 /18R 32 fiF

49 EREXHRFERE

fEFHEAE RE, BB ME LR AT, i Windowsit A NTFS. FAT32, FAT, Linux
fext2. ext35E L PRI ARS8, 1 HCentOS 60811 RGN SCAF RS KAVER I\ Fextd, Ul
] B Y A A RGN ? G L R R vk

oM e Fmount iy 2, 1] LU 21 AT R G A extdi
[root@localhost ~]# mount
/dev/mapper/VolGroup-1v root on / type extd (rw) //ZXERFKH
proc on /proc type proc (rw)

sysfs on /sys type sysfs (rw)
devpts on /dev/pts type devpts (rw,gid=5,mode=620)

tmpfs on /dev/shm type tmpfs (rw)

/dev/sdal on /boot type ext4 (rw) /] X BRI
none on /proc/sys/fs/binfmt misc type binfmt misc (rw)

sunrpc on /var/lib/nfs/rpc pipefs type rpc pipefs (rw)

o MO R B A fstabR, 0] LLE | A RGN extafs .

[root@localhost ~]# vi /etc/fstab

T

# /etc/fstab

# Created by anaconda on Wed Aug 17 23:46:05 2011

#

# Accessible filesystems, by reference, are maintained under '/dev/disk'

# See man pages fstab (5) , findfs (8) , mount (8) and/or blkid (8) for more info

#
/dev/mapper/VolGroup-1lv root / ext4 defaults 1 1 //#XKEREH

UUID=b06a6ec6-23da-4905-b7bb-d93caldaeffc /boot ext4 defaults 1 2
/dev/mapper/VolGroup-1lv swap swap swap defaults 00
tmpfs /dev/shm tmpfs  defaults 00
devpts /dev/pts devpts gid=5,mode=620 0 0
sysfs /sys sysfs defaults 00
proc /proc proc defaults 00
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H il CentOSHAAE R4 M B A R Kextd, CentOS 6.0LLFij [FIERAE RSt 24T FHextd
VA RGRREEFE M, CentOS 5L ERAE R 48 AR RVER A Fext3.

410 MIRIRIEH LS

CentOSHAE RGN Ham 2HRAEN, REINS SN FEEW L, LR
B, REABIREIXSEEA S, Bra e a2 L lER, XRG4 F LRk
{5 H History g &2 vl LA A P H i i 2.
[root@localhost ~]# history |more //fL more AJUA—B—EBiiEn
1 setup

LANG=CN
setup

clear
yum install httpd

oy o= W B

vi /etc/sysconfig/iptables

LR LUy A IS et a2, R BN ES e, vl UMERIZ LS L2 T .

[root@localhost ~]# history -c

MR a2 )5, EEFEIASER, EREPE NN 25 Ebuffertt, nf LA
[history -w), iXAFm0 0] PASE = MIER i Hid ram & 1 .

AV HAE RG i Al sk M EE />, HISTSIZEEZRIA K 100047, W B4 (H) dy 2 #A
Madsk, T RAMgRo, RIEEFE ), XFHRIEmSmASHIdxR K.
[root@localhost ~]# vi /etc/profile

HOSTNAME="/bin/hostname 2>/dev/null”
HISTSIZE=1000 //BRIN 1000, ¥R o MIASHICSH

411 ZERSZENIA RN K]

IR Z RGEARSS BN AR GL A s AN B2l a8, BEOOT LG AL AR S5, 20 B
RN A B, A LB B R S5 WnT BLOGIAT e B A 55 BRI R Bk ok AT B Al & P by
X B 2 T AR WA, YIRS SR R LR AT BCE

ST EIKE

e g el HE R S g T I E, i\ [ntsysv] 152 J53 8))Services 60, i A tab J2 4%
& BEREA T IEFEAME 2L
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Services

That services zhould be antonatically started?

‘reas <Fl= for more information on a zervice,

YR ERE

BRI i B AR S5 RO R B ECER A SR I iR R a2 i A, B a2
chkeonfig, Zn® FE M A WIE RAES RS Mz TN A2 TIRE, i Dlhttpd ik 554
Bl 147472, httpd A Apache iz %

[root@localhost ~]# chkconfig httpd on / /¥ httpd RGN ERINE D)
[root@localhost ~]# chkconfig --list httpd //#F httpd {] level K&
httpd 0:0ff 1:0ff 2:0n 3:0n 4:0n 5:0n 6:0ff

[root@localhost ~]# chkconfig httpd off / /% httpd MREEHERNIH
[root@localhost ~]# chkconfig --list httpd //#F httpd {] level &
httpd 0:o0ff 1l:0ff 2:0ff 3:0ff 4:0ff 5:0ff 6:0ff

VL By 8w W AL ERTAR 5 N SR E A AP level )G 3l. B 2% /2 chkconfig iy 2 1) 56
Bl . Onk A3, offfn k.

e it AR

chkconfig --list B A RS B ahE R
chkconfig --add i 5544 ¥ In4E € B R 55
chkconfig --del Hi%5 44 K T B 45 € B9 ik 55
chkconfig --level 0~6 R4 %5 on/off WE RS Level B3)/5< A

2 A chkeonfig iy 2 Won AN RS 21 TIRES, BRiklevel 2. 3. 4. 5hon, HAthlevel
off.

Level 0 1 2 3 4 5 6

on/off off off on on on on off

RV A Level ITARE I 58 o
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Level A

F AL

FLRH PR A

Z P an AT, WA MEE T RE
ZH P an 24T, A M
B

7 BT S 11 B 22 P A K
EX=E)]

#i E-Rhttpdff) Level i A0~6#0 2], 56 A FHhttpd 11 [ Level i EIRAS

[root@localhost ~]# chkconfig --list httpd
httpd 0:o0ff 1:0ff 2:0ff 3:0ff 4:0ff 5:0ff 6:0ff

o n e W e = S

fifi Flevel ZE0K ¥ B AN ) level, G E B httplt) level # 8 4R J5 #B K4 .

[root@localhost ~]# chkconfig --level 0123456 httpd on /[ EERERIF B
[root@localhost ~]# chkconfig --list httpd //FiE httpd HEj level R
httpd 0:on 1:0on 2:0n 3:0n 4:0n 5:0n 6:0n
[root@localhost ~]# chkconfig --level 0123456 httpd off / & RER < A
[root@localhost ~]# chkconfig --list httpd / /¥ httpd Bl level RE&
httpd 0:o0ff 1:0ff 2:0ff 3:0ff 4:0ff 5:0ff 6:0ff
412 BHFABRHFHEE

Windows H L5 Numlock)] 7224 1, AT 84 N 2O LU O i, B DL & & Ay 2T
FLI s H 5 2o B, W R 75 2 CentOS#:AFE RGEH JH JoNum Lock T B354, & 2494
Jete/re local LA, I ESE, RAABH)GE, WEEFEIIREA SER, RERERGTHL
J& Numlock] /& 155 .

[root@localhost ~]# vi /ete/rc.local

#1/bin/sh

#

# This script will be executed *after* all the other init scripts.

# You can put yvour own initialization stuff in here if you don't
# want to do the full Sys V style init stuff.

touch /var/lock/subsys/local

INITTY=/dev/tty [1-8] /I RFRMAUT 447, BERBAEANEZ 2
for tty in SINITTY; do
setleds -D +num < $tty

done

WRAETF L, 0Bl Aman setleds& 1], £J9%—{KXpage downil n| LU 211X L8 3+,
R e A 2 fete/re Jocal A e Jim »  IXFFHIA AN it

[root@localhost ~]# man setleds
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(without further arguments) will restore the situation in which
the leds reflect the VT flags.

One might use setleds in /etc/rc to define the initial and default
state of NumLock, e.g. by
INITTY=/dev/tty[1-8]
for tty in $INITTY; do
setleds -D +num < $tty
done

4.13 CPay £ A8 a)5& | & Hl

cpfii 2 L5 i &L Wl o _E-fol-1, ARLES LR B, IXFEEUE AN

[root@localhost ~]# cp -1 install.log /install.log
cp: overwrite “/install.log'? y
[root@localhost ~]#

HHIRZ A, AEHYRAANEH, RAG&Eepurm—4~ “\” , X2
I, o] CLUSZELAH [ s =, R irK install.log 2 IR H % [Finstall.log, & & &
1]

[root@localhost ~]# \cp install.log /install.log

Hi
i

HI I
i

414 XFCtri+Alt+Del|RIiEGEFF I EFH B Eh
CentOSHEAE R G 2 E 44 | Cul+Alt+Deli #5d, RS HalEF Al W s EZ—E‘-EJ

N, TEIEF%Z FCultAl+Del i, ~AHHEMBIN, RS HEET B, XS
RGBT LSS Cl+Alt+Del ikl f, LIBF RS TR 4,

CentOS 5.xkF# AT\

PR Ctrl-Alt+De R FEBE G A, 75 29 45 /ete/inittab LA, ZmiE5ChlG, WINEF ED), i
JG AE B L Cul+Alt+Del fRFE B R R A A ST H H ) T .

[root@localhost ~]1# vi /etc/inittab
# Trap CTRL-ALT-DELETE

#ca::ctrlaltdel:/sbin/shutdown -t3 -r now //ERANB R, mE#5KHA

CentOS 6.xXxH A

IR )y N AR BOE, (B ] Bl B A B
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root@localhost ~]# vi /etc/inittab
inittab is only used by upstart for the default runlevel.

ADDING OTHER CONFIGURATION HERE WILL HAVE NO EFFECT ON YOUR SYSTEM.

[

#

4

#

4

# System initialization is started by /etc/init/rcS.conf
#

# Individual runlevels are started by /etc/init/rc.conf
#
#

Ctrl-Alt-Delete is handled by /etc/init/control-alt-delete.conf
//HIATEARHA ctrl-Alt-Delete h{ERE, FTEM control-alt-delete FRE

Control-alt-delete.conf ¥ /4 HHG CentOS 6.04 4, CentOS 5SxIIEMKILIEE »

[root@localhost ~]1# vi /etc/init/control-alt-delete.conf

# control-alt-delete - emergency keypress handling

#

# This task is run whenever the Control-Alt-Delete key combination is
# pressed. Usually used to shut down the machine.

start on control-alt-delete

#exec /sbin/shutdown -r now "Control-Alt-Delete pressed" //ERINBH, M E#53%H

415 BHEINEFRKIERE

{ECentOS 6 x#E/E R LIHT, R EAT L2 B L 5t i, BN G &7 st 2 BB 5t i, 7ECentOS
6.xLLJa, WA %3 Basic Server, AR EIEIIA, {E/etc/inittab™ A H [ HHLEICEL
T SE3, MR PR TR E IS AR S, W R A, AR R R
%5, FFHEAS I ETE S .

[root@localhost ~]# vi /ete/inittab

# inittab is only used by upstart for the default runlevel.

# ADDING OTHER CONFIGURATION HERE WILL HAVE NO EFFECT ON YOUR SYSTEM.

# System initialization is started by /etc/init/rcS.conf

# Individual runlevels are started by /etc/init/rc.conf

# Ctrl-Alt-Delete is handled by /etc/init/control-alt-delete.conf

# Terminal gettys are handled by /etc/init/tty.conf and /etc/init/serial.conf,
# with configuration in /etc/sysconfig/init.

# For information on how to write upstart event handlers, or how

# upstart works, see init (5) , init (8) , and initctl (8) .

# Default runlevel. The runlevels used are:

# 0 - halt (Do NOT set initdefault to this)

# - Single user mode

# - Multiuser, without NFS (The same as 3, if you do not have networking)
# - Full multiuser mode

# - unused

# - X11

# - reboot (Do NOT set initdefault to this)

id:3:initdefault: //BRIAN 3 XA, BEFEA S

gy e W N
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PR TS BRI X

K 15t AR

0 Halt: XHl

1 BAHPER (MRS root FhY, X EARH A2 —)
2 ZH P, BAE M IhEE, AR NFS Tife

3 ZHPE, AMEZIIEE, SZ&F NFS Djie

4 unused: IX/]* run-level H 7 & X ¥ H

5 X11: J37h X Windows, % 7

6 Reboot: HHT /33l

4.16 XFSELinuxA I\

SELinux ( Security-Enhanced Linux ) /& Linux/[1) P58 i 1 [7] 425 ] (mandatory access control)
KR E LA DL /PR J ) Cprinciple of least privilege) A3Efil, #ELinux 4% 48 H
LinuxZ ¢ (Linux Security Modules). ‘& FfFdELinux /47, 11724 n] PLA#F H A2 Unix
BAE RS (WLinux. BSD%) W& E .

SELinux CLZ2 7 55 312 6 RA M Linux N AZ 2, MO EAME P O AT E 1T, HK
AT O AR, IERIE R KT A .

[root@localhost ~]# getenforce //BF SELinux EITIRE
Enforcing //Enforcing AFF/E, disabled XXM

AR

7 GEH T CentOS SxUAFTFIRA, CentOS 6.x2 JGiXFp iy i AFAH T, A
[ system-config-securitylevel ], F$SELinuxit ADisabed, /5% [OK] iBH 7.

Firewall Configuration
4 firewall protects against wnauthorized
network intrugions. Enabling a firewall blocks
all incoming connectionsz. Dizabling a firewall
allows all connect:onz and i2 not recommended.
Security Level: [GSESEDIEY [EREIFEFDIE

SELinnx: Enforcing

FPermizaive
lHaabled

Cugtonize

AR
g SELinuxPC 'S A, BFSELinuxi¥% A disabled, MJ2<H] T SELinux.
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[root@localhost ~]# vi /etc/sysconfig/selinux

# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.
# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=disabled //®Ri\ enforcing HF /3, disabled HXH
# SELINUXTYPE= can take one of these two values:

# targeted - Targeted processes are protected,

# mls - Multi Level Security protection.
SELINUXTYPE=targeted

A=

ey U 2 TE S A v AT, £4% [System] 2 [ Administration] = [ Security Level
And Firewall), 7 [SELinux]) 5+, 4 [ SELinux Setting) %4 [ Distabled), X J57% [OK].

A Security Level Configuration =l

=
0 i.I'l_{._ Please choose the security level for the system.

Hrewall Options | SELINUX.

SELinux Setting: [ Disabl=d

K

| of Apply | | XCanceI| & ok

HR

fi Fsetenforceiy %, L AESCILE N H IS Bl oG A DifE, %A [setenforce 01 48 B 5K 4,

i N [setenforce 1) AEWHE. WREFEEE M CH, SN EBENLnuxNZZE (Kernel
Parameter), I [selinux=0), 15 EJF )5 MR [selinux=0]). iXF 7 A E B R Linux
#BidE H -

[root@localhost ~]# vi /boot/grub/menu.lst

# grub.conf generated by anaconda

#

# Note that you do not have to rerun grub after making changes to this file

# NOTICE: You have a /boot partition. This means that

# all kernel and initrd paths are relative to /boot/, eg.

4 root (hdo,0)

# kernel /vmlinuz-version ro root=/dev/mapper/VolGroup-lv root
# initrd /initrd- [generic-]version.img
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#boot=/dev/sda
default=0
timeout=5
splashimage= (hd0,0) /grub/splash.xpm.gz
hiddenmenu
title CentOS (2.6.32-71.el6.x86 64)

root (hdo0,0)

kernel /vmlinuz-2.6.32-71.el6.x86 64 ro root=/dev/mapper/VolGroup-1lv root
rd LVM LV=VolGroup/lv root rd LVM LV=VolGroup/lv swap rd NO LUKS rd NO MD rd NO DM
LANG=en US.UTF-8 SYSFONT=latarcyrheb-sunlé KEYBOARDTYPE=pc KEYTABLE=us crashkernel=auto
rhgb quiet selinux=0 //MLt selinux=0, 522XH, FREMMER selinux=0

initrd /initramfs-2.6.32-71.el6.x86 64.1img

Mg EaRap s, BT S Moy, WA, BIEE R B, XA i A
S5EEINE .
T A G, XA SELinux I RE& LB C LK.

[root@localhost ~]# getenforce
Disabled

4.17 FRRCentOSE A CELALY )8R

Z U CentOSTAE RS T, WAHRENNZEFFFE Nen US, MAMARTERAE, 58 2RE
o rege 3, T A shhttpd ik 5518 W s 5 S
[root@localhost ~]# service httpd restart

Stopping httpd: [ OK ]
Starting httpd: [ OK ]

A HX AR SO 2 BoRiiley, Pl 2 22 i & ik R G0 nl BLE R 3.

[root@localhost tmpl# 11
total 276
-rw-r--r-- 1 root root 279552 Jul 16 20009 ?t?E%[?c?d??.ppt

B w R RA G, A AR 8 P, IR T AT AR Udizh CNLUTF-8, %N Epr e
SCRFI TS, XA RS, B0 2 RG] ELSCRFTR AR SCAFR T .

[root@localhost ~]# vi /etc/sysconfig/il8n

LANG="zh CN.UTF-8"

SUPPORTED="zh CN.UTF-8:zh CN.GB2312:zh CN:zh:en US.UTF-8:en US:en"
SYSFONT="1latarcyrheb-sunle"

FHREAR O, wTELRB R A SO 44

[root@localhost tmpl# 11
B 276
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-Yw-r--r-- 1 root root 279552 2011-07-16 02:30 RZLZZEEMEEM .ppt

BAEERRSBRIE TRAAL, 1A EshhttpdAk 55 2 o fada 3.

[root@localhost ~]# service httpd restart
IEfEZIE httpd: [ BE ]
IEfE/83) httpd: [ HE ]

AN SCARLA ] BL s e i S5, f U1 #HX-Windows, 7w 1] HEAR &= 22 iR -
GUNNDIRIS

@ 00w g% 0000(S)  \¥ 000O(R) o 0OOO(R)

X e A D BRI F AT SR AR HR O30 {HIE RS w3 N e 3= el AR U FA8, Frbl&
TiEwN, R Windows BRI ECH Fral A%, o HILZFERIGOL, B A2 o2 22 faj 44 H 3
£, %5 A [ yum install fonts-chinese J, #F 17 % %6, 4 I L % 3 fonts-ISO8859-2
fonts-ISO8859-2-100dp1. fonts-ISO8859-2-75dp1.

CentOSTEE RA L H A8l 5, X-Windows il & 5¢ 4 Won i A 3, ANttt AR ES
CentOS 5 .x.

418 fRA32{ICentOSELXIFARNTE

CentOSTEAE RS AEXS6IMME/- &, WAAE S G 33GB A4, Windows XP1h H fE
EEH3GBZ, i M Windows 7 x86 Wi Wil GEEZHL3GB, HABIR A (K Linux & Fith J&—Ff, CentOS
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x86 R i /E3GB, HulksS 4 LA A=A, RAES#Hn LLAR3GBLL L, B L2
WA CRFRE R R, R AME v DK A A= IE3GBLL L.

RA BT NEAE, CentOS x86 RS LIHAGBIINTE, HEREHHIN [free -m), FFEF
IR E RA3GB (3034MB), W20 88 WAZ A 0] PLSZ £ 31]4GB.

[root@localhost ~]# free -m

total used free shared buffers cached
Mem: 3034 218 2816 0 51 119
-/+ buffers/cache: 46 2987
Swap: 2047 0 2047

i H yumAE £ B3R, v Db SRR RN AR A&, W R 2430 5 Frkemelsz A XS 11,
Al ReCIEIFHL, @A E i kemel, AHE4IA [yum install kernel* ] iXFE 12,
XFFERAE VA AL IE S 1), B USCEFrar s iz . 10 4 CentOS 5.6 1386 32 48 B F s FF KA
£ IM AR A kemel-PAE 2.6.18,  HUHT AN LA 22 22 (1) R Gehie A b

[root@localhost ~]# yum install kernel-PAE

Package Arch Version Repository Size
Installing:
kernel-PAE i686 2.6.18-274.3.1.el5 updates 18 M

Transaction Summary

MAETCE S, NG, SiiEgrub.conf. ERIA Adetult=l, 2 ¥ Adefult=0, HI1
J&ilkernel-PAEERAZE N Z P )E B

[root@localhost ~]# vi /boot/grub/grub.conf
# grub.conf generated by anaconda
T

# Note that you do not have to rerun grub after making changes to this file
# NOTICE: You have a /boot partition. This means that

# all kernel and initrd paths are relative to /boot/, eg.
4 root (hdo,0)

# kernel /vmlinuz-version ro root=/dev/VolGroup00/LogVol00
# initrd /initrd-version.img

#boot=/dev/sda
default=0 / /BRI A defult=1 X<, 0 AHE
timeout=5
splashimage= (hd0,0) /grub/splash.xpm.gz
hiddenmenu
title Cent0OS (2.6.18-274.3.1.el5PAE)
root (hdo,0)
kernel /vmlinuz-2.6.18-274.3.1.el5PAE ro root=/dev/VolGroup00/LogVol00
initrd /initrd-2.6.18-274.3.1.el5PAE.img
title CentOS (2.6.18-238.el5)
root (hdo,0)
kernel /vmlinuz-2.6.18-238.el5 ro root=/dev/VolGroup00/LogVol00
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initrd /initrd-2.6.18-238.el5.img

BCESEME,, FOHTR IRIERGA 2R

[root@localhost ~]# shutdown -r now
Broadcast message from root (pts/0) (Thu Oct 6 19:45:53 2012) :
The system is going down for reboot NOW!

HHRNGHEERAENFLENTEITIG, BN [free -m), RGWAHITAG,

[root@localhost ~]1# free -m

total used free shared buffers cached
Mem: 5939 179 5759 0 13 119
-/+ buffers/cache: 46 5892
Swap: 2047 0 2047

CentOS 6.x#1E R CEFRPAEIRT, AT LACFFAGBLL LA AN, W2 H A%
BN, I IEEFEx86 64MA, ARG Li386Lf .

58



/////Kx
| //////f..f T
|1 L L SSNES \\

NN
’////////., \

\







=
=

Apache—— M uh AR 55 23

Apache WS S5 a5 B4 E S5 ML http://httpd.apache.org/.

Apache HTTP Server ( féjﬁApache) %Apacheﬁiﬁ%% 2 BOEACHE I Web IR 55 25 i A4,
Ko el IR R 28R (E R gt biztr, HoJ Ll e et s, Brelgs) 2, 2 Huy
AT P Web i 55 25 i 84 2 — SCFFIM i 5 1R 22, WPHP. JSP%:. Apache H §iif 4 Linux
AGERIN I Web i 45 3 4K 1

5.1 &%= Apacheflk %

L2k Apache 4 [yum A ]

Apache A8 ¥ 2= LlyamfE2e F0F 7 sNdE AT &3%, B I & 56 44 Wi A FH yum /e 28 08T /7
AT 232, a4 e A A PR A RS 2 i 5 sCREAT 223

[root@localhost ~]# yum install httpd -y
Dependencies Resolved

Package Arch Version Repository Size
Installing:

httpd x86 64 2.2.15-5.el6.centos base 811 k
Installing for dependencies:

apr X86 64 1.3.9-3.el6 0.1 updates 124 k
apr-util X86 64 1.3.9-3.el6 0.1 updates 87 k
apr-util-ldap X86 64 1.3.9-3.el6 0.1 updates 15 k
httpd-tools X86 64 2.2.15-5.el6.centos base 68 k

Transaction Summary
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Upgrade 0 Package (s)

Total download size: 1.1 M
Installed size: 3.5 M

BCER A IE

Apache /R 55 BRI F 803 111, A T4 Apache iR 45 AEME X5t 41 IE & B AM AR 45 il 0 20 45 B 2K ik
Fic & P 80% 1 .

[root@localhost ~]# vi /etc/sysconfig/iptables //4%%E iptables
# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
*filter
: INPUT ACCEPT [0:0]
: FORWARD ACCEPT [0:0]
:QUTPUT ACCEPT [0:0]
-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
-A INPUT -p icmp -j ACCEPT
-A INPUT -i lo -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
/ /Bpache ¥ [
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

B Kb BC B e a, I EE R B BT K Ee eSS, BCE A =B

[root@localhost ~]# service iptables restart

iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK 1]
iptables: Applying firewall rules: [ OK ]

2 #ApacheBRk 5%

Apachefit B¢k )a, BN R RS, JFRF Apache IR %5 HCE A RAGEINE B

[root@localhost ~]# service httpd start
Starting httpd: [ OK 1]
[root@localhost ~]# chkconfig httpd on

CentOS 6.xLAHI FAS %3258 Apache [k 45 5 i B AN = HHIRAEAT 45 1215 5, CentOS 6.x)5 3l
Bl I BLACH BC & ServerName Z 4 1) 5 55 &, (HAZWIZLT .

[root@localhost ~]# service httpd start //BAKE ServerName BHIFNEEER
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Starting httpd: httpd: Could not reliably determine the server's fully qualified domain
name, using localhost.localdomain for ServerName [ OK ]

Apachefis < 15 Af

Apachefli 5555 HI A2 WL )8 8l kMl B R 2, & &H HilEaPRE .

e n 215t AR

service httpd start Ja 3l Apache iR

service httpd stop < W] Apache Ik 55

service httpd restart EX V=R Apache Ik 55
service httpd ststus #f Apache RS EITIRE

M SE 51 51

fEF YRS A Chitpo/IPER L], 1EH JH 311 ApacheBRIA M G4 T EI 7R, 1L CentOS
#AE R G EN A Apache ™ 111 .

‘..".l]:--tl:l;: HITF Server Test Fage powered by CentlS - Borilla Firefex

AR EEE ERN PRE FER IEL FEQ

& & 1 108 20 2 C | F’l #

o

Apache 2 Test Page

povered hj' C en t{]S

Thiz page iz wzed to test the proper operation of the Apache HTIF gerwer after it hag been installed. If wou can read
thia page 1t meene that the Apacke HITP zarver installed at thiz zite 1z wmlisg properly.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing thiz page indicates that Vo may now add content to the directory fear o

the webpite san just wimited 12 s1ther experiemcing Jetnlf. Note thet until fou do 2o, peopls wisiting worr

problens or iz wnderpoing Toutine waintenance. website will see thiz page and not ymr content. To
prevent thiz page from evex being used, follaw the

If you wauld 1ike to }ct the adwiniztratees of this ingtructicms it the file feto/httpdfoont. d

wehzite knmy that you ve geen this page instead of the fvelcone. conf,

page you expecied, you should zeod thea enail, In

general, nail semt to the nawe “vebnaster” smd dizerted Yom are free to wee the 1nages below on Apache and

to the webaite’s domain should 1each the appropzizie Cent05 Lime powersd ETIP serwezs, Thamks for wsing =

perzom fpacke and Cantls!

For ewzmple, if you experienced probleas while viziting by s

wr. exaple.con, yoo should send email to WAPAE HE ‘%EE“TUEL

“wehnaztereanple, oo
About Centl5:

The Community ENTerprize Operating Syetem (Cemtls) iz an Bnterprizeclase Limm Dictributim deriwed from
sowrces freely provided to the poblic by a prominent North fnericsn Enterprise Limux wendor. CentdS conforns fully
with the mmetresn vendors redietribution nolicy and sins to be 100% hinars compatible. (Centi)s nainlv chanses nackarer j

5.2 EL&EApachefR%

Apachefi & SCAF PV ER A4S A . Jete/httpd/conf/httpd.conf, IXANERAT /T Lhyum /7 22224 11,
G R CAYEACHS T3l 9 195 ) sU2 38, B2 U ] DR E B 23 H ok LR JUANEC B2 O & LI,
A R 5EELYU IS 2% Apache | 7 M ki:  http://httpd.apache.org/docs/2.2/mod/directives_html.

!

Apachefic B X HHE2US /e E TR EE T /Bn ApachefR %5, SNECE AEER,
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EERT 8]

HEThREE 7 WORE RN B U UE, S &R, nTARE TS OUBC & .

[root@localhost ~]# vi /etc/httpd/conf/httpd.conf / / %%E Bpache B0 &
Timeout 60 [ /BEWEURIR, SFFEOEREMNEE e0 MNZER T
BEEFE

1 F A EERAA BigS il UTF-8, 1EMRIE T RACE, /M o] DLIZERER nign b, *
B IEFFUTE-S.

# Specify a default charset for all content served; this enables
# interpretation of all content as UTF-8 by default. To use the
# default browser choice (IS0-8859-1) , or to allow the META tags
# in HTML content to override this choice, comment out this

# directive:

#
AddDefaultCharset UTF-8 [ /BB RN AR SEgw S A UTF-8,

BcEZXEsIm

B 5 i (R 2 5 | oL 1l 2 index.php, WU HZ2 5 A [http:/IPEEMIE/Y, B A [http:/1P
o 4 Hik/index php 1,  JEANfE IEH 2 7~ index php N 2 1), A O & 51 ot 1H1 BRI\ 4 index html -
index html.var, #E3E Sl S A, ﬁdfl“%j]uindex.php;ﬁil%’r'lﬂ HCE {Eindex htmlpi [fi] . CentOSHAE
AL N index.php L ERIA A R 5] VLA
# Directorylndex: sets the file that Apache will serve if a directory

# is requested.
T

# The index.html.var file (a type-map) is used to deliver content-
# negotiated documents. The MultiViews Option can be used for the
# same purpose, but it is much slower.

#
DirectoryIndex index.php index.htm index.html index.html.var //ERIAZE5|WH

BCEM 01 E B 3%

DocumentRootZ £ W i A7 1 & H 3%, CentOS 6.x H sk 42 A /var/'www/html, IS A
yum /7 23 WG E, PAURACHS 4 i3 7 W22 ] LR @ B sk 12

# DocumentRoot: The directory out of which you will serve your
# documents. By default, all requests are taken from this directory, but
# symbolic links and aliases may be used to point to other locations.
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#
DocumentRoot "/var/www/html" / /W RN AR H %

[IW=REEET

26 W it 5t AR AR I, A5 R (e 2RI 480, BRI I K Apache< fF i IPHE AL A
Wr. Listensg— MR E M ZE . WAAS SR W5 1, WA 2006 B K 1) 142 24

# Listen: Allows you to bind Apache to specific IP addresses and/or
# ports, in addition to the default. See also the <VirtualHosts>
# directive.

3

# Change this to Listen on specific IP addresses as shown below to

# prevent Apache from glomming onto all bound IP addresses (0.0.0.0)

#
#Listen 12.34.56.78:80

Listen 80 //Apache W0

it & ServerName

ServerName - % H T IR B EHLAFR M uG H, BOAAHECE, {H/ZCentOS 6.x/AJ0 A &,
BB I AN E XTI A S5 I EHLA R, R Bz T# S MERED A,

ServerName gives the name and port that the server uses to identify itself.
This can often be determined automatically, but we recommend you specify
it explicitly to prevent problems during startup.

If this is not set to valid DNS name for your host, server-generated
redirections will not work. See also the UseCanonicalName directive.

If your host doesn't have a registered DNS name, enter its IP address here.
You will have to access it by its address anyway, and this will make
redirections work in a sensible way.

H H H H H H H H H H H

ServerName www.example.com:80 /BN EHES, Cent0S 6.0 AV ERE.

fic & KeepAlivef iii5 K

KeepAlivel&5iia K1E Apache it & AR ERIA A KM, EI R A0n. LLUnfE [a] I [8] & ix
ZAE, onffPRE Pl LMEH —ATCPRIE, WARZLfPRA N, MEUUZ ANTCPER, 50
4R

# KeepAlive: Whether or not to allow persistent connections (more than
# one request per connection) . Set to "Off" to deactivate.

3
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KeepAlive on / /LB EERIA K of £, B A on

it & MaxKeepAliveRequests E1£ 4]

MaxKeepAliveRequests {E Apache it & SC A H EK N A 1004 1E#: 5L, =S HR$ T )5 H
KeepAliveltf, BENMERZAVFIEREE, WRFEIICEAEE RS R, AEREAZE
100K 2, ERRUT 2 A PRIRRCE. WON0MITE, WEBEUHRA Z R, (HEAEIX AR
H o

# MaxKeepAliveRequests: The maximum number of requests to allow
# during a persistent connection. Set to 0 to allow an unlimited amount.
# We recommend you leave this number high, for maximum performance.

T
MaxKeepAliveRequests 100

5.3 EfE% %< Apache

Apache PAULAR SRS 5 T 2Bl © http://httpd.apache.org/download.cgi.

H i Apache#f & Lrpm B B yum PR LR B e e, HoSuiedm e AT A rikede, AR
A L8 NG B ABE I 2 HUEACH S 3 223, [N rpmBd . yum B £R 3 55 5 U5 AR G 19 22 262 1) 1846
AN, U E WA R 54, BEva JOE A Jet IR 2 ELHR SO I 21 b g A, i
Clrpmlyum’s: 3%, A8 JR A IN 5 BB 0 12, B bA2e = ERF T IR AR e 2 D B .

T #;Apache 2.2/F 45 304

fif Hwget /770 b 2 Apache =43 30, B4 25 A H WinSCP L= FAL 445 SCA

[root@localhost ~]# wget http://mirror.bit.edu.cn/apache//httpd/httpd-2.2.22.tar.gz
--2012-08-26 21:04:34-- http://mirror.bit.edu.cn/apache//httpd/httpd-2.2.22.tar.gz
Resolving mirror.bit.edu.cn... 219.143.204.117

Connecting to mirror.bit.edu.cn|219.143.204.117|:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 7200529 (6.9M) [application/octet-stream]

Saving to: “httpd-2.2.22.tar.gz.l’'

100% [======================================3] 7,200,529 245K/s  in 43s
2012-08-26 21:06:01 (163 KB/s) - “httpd-2.2.22.tar.gz”saved [7200529/7200529]

BORTHRANTS L Apache B 77 W v iR KAV S 208 Eo ]
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Ymi¥ L 2= Apache 2.2

DRI ACHS 0 — O s 4 SO, BT DAFE R EIh a, @ /G Apache 46 SO =40, R )G
HEAT i 12232 Apache .

[root@localhost ~]# tar -zxvf httpd-2.2.*.tar.gz //MEHE4E 3

G o] 151 E<Y o

[root@localhost ~]# cd httpd-* [/ BENR 45 B %
[root@localhost httpd-2.2.22]#./configure /I REEELE R el
A EE...

[root@localhost httpd-2.2.22] #make / /B 23 e TR I
R ...

[root@localhost httpd-2.2.22]#make install ] | ZEEBAF

A K.

NMRFERBEREERFELR, oE LR=1nS, BREXHLEARERE/NF. FE
A& HIC compiler foundf5i=, KFERDgecikf, %A [ yum install gec | #1723,
configure: error: in “/root/httpd-2.2.22/srclib/apr’:

configure: error: no acceptable C compiler found in SPATH

See “config.log' for more details.
\hfnnfigure failed for srclib/apr

BLERI A IE

fi H Apache Iz 45 20 AE B K 55 Be & JE 9 1180, X #FApache 4 g X 4 Rk 55 -

[root@localhost ~]# vi /etc/sysconfig/iptables //4%%E iptables
# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
*filter
: INPUT ACCEPT [0:0]
: FORWARD ACCEPT [0:0]
:QUTPUT ACCEPT [0:0]
-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
-A INPUT -p icmp -j ACCEPT
-A INPUT -i lo -7j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
/ /T Apache ¥ [
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

B K I BC B e i Ja, IR EE R BB K eSS, BCEA =R

[root@localhost ~]# service iptables restart
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iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK ]
iptables: Applying firewall rules: [ OK ]

Apache apachectlfy %5 BH

17 /2 Apache S H AT ir 4, X481y 4 5 Yum 7 2 %25 1) Apache AN Ff

#R{E1% AR HRIEAR

J& 8l Apache /usr/local/apache2/bin/apachectl start
{1 Apache /usr/local/apache2/bin/apachectl stop
=31 )8 3l Apache /usr/local/apache2/bin/apachectl restart

H #1538 Apache, JRAERA M /usr/local/apache2/bin/apachectl graceful
{78 Apache BEATIRA /ust/local/apache2/bin/apachectl status
&7~ Apache g 55 %5 T RS /usr/local/apache2/bin/apachectl fullstatus
R Apache i B S 1 I /usr/local/apache2/bin/apachectl configtest
27~ Apache 5B /usr/local/apache2/bin/apachectl help

ApacheHxitPl GRARMHEIFRR)

DLUEACHS g3 223, RN e 2 /ust/local, AHRH X UWHIE S P K.

Apache 2 B3R K& H %5 Bf
/usr/local/apache2 Apache 2 F Hx
/usr/local/apache2/htdocs Apache 2 ¥ TLAFRUCER A H 3
/ust/local/apache2/logs Apache 2 HE W F I H
/usr/local/apache2/conf Apache 2 Fit B 3 H X

[a & Apache

ZAen, B N R BE A 3l Apache M i il 5545 o

[root@localhost ~]# /usr/local/apache2/bin/apachectl start //Jg83} Apache
[root@localhost ~]# /usr/local/apache2/bin/apachectl start

//BRE—IKATUER LB
httpd (pid 16067) already running

Ja s H B ServerNamefH 1215 B, X7~ 22 B0 & ServerName 4 1] LLE & 5 3.

[root@localhost httpd-2.2.22]# /usr/local/apache2/bin/apachectl start

httpd: Could not reliably determine the server's fully qualified domain name, using
localhost.localdomain for ServerName

[root@localhost ~]# vi /usr/local/apache2/conf/httpd.conf

T
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# ServerName gives the name and port that the server uses to identify itself.
# This can often be determined automatically, but we recommend you specify
# it explicitly to prevent problems during startup.

T
# If your host doesn't have a registered DNS name, enter its IP address here.

#
ServerName www.example.com:80 /B ZATRI#MER e, (R B I E BB 3) Apache

i Apache iR %5 28

e v gs 4 N [hetp/IPE ALY, HIE [IT WORKS!), 4 FEIFT7R, #7~Apachefli5s
J& BIEH .

I “)Morilla Firefox

HiEE HEE BB ARE fH=g TR #EFEhH
€= @ 122 168 233230 e o &

IT WORKS!

5.4 Z#PHPIZF

PHPI N HYE A 2, 2% WWHIMLAIKE S, JCHZEEWeE PR E. —
BORUEPHPIE 5 K2 fEWeblilR%5 8% (Apache) bFHUAT, it $h 4T PHPFEFACHS K r= A A F &
W L. PHPUE 5 vl L2 B R 25 a5 A4 R 40 B4 AT, WWindows. Linux% R4, M
HPHP5EA 2R 21, Rtz Rk AR, LU 2R & Apache UL 32 FFPHPIH 2 3% .

SEPHPI4

A %48 T PHPHAY, Wi f H ILPHPAH ¢ A KR n] DL HFPHPI 0L, i SR Je AT 4k
1, AR MR ZEPHPHA:, W JCH: S FFPHPM 11 .

[root@localhost /]# rpm -qa | grep php / /K& PHP B4
php-5.3.3-6.e16 0.1.x86 64

php-cli-5.3.3-6.el6 0.1.x86 64
php-common-5.3.3-6.el6 0.1.x86 64

L Z<PHPE A

W R B PHP A, i B Hah &2 T . EPHPHAF () R i,  H 3 DlyumfE
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2 SR ) a2 el g,

[root@localhost ~]# yum install php -y / /PHP {43
Package Arch Version Repository Size
Installing:

php X86_ 64 5.3.3-6.el6 0.1 updates 1.1 M
Installing for dependencies:

php-cli X86 64 5.3.3-6.el6 0.1 updates 2.2 M
php-common X86 64 5.3.3-6.el6 0.1 updates 516 k

Transaction Summary

Install 3 Package (s)
Upgrade 0 Package (s)

Total download size: 3.8 M
Installed size: 13 M

ZEESE NG, WO EHT A Bl Apache k%5, Apache 4 W] UL S FFPHPE 1 (CBE SR A— 3 #F
i EHFT B

[root@localhost ~]# service httpd restart / /E¥r]25) Apache
Stopping httpd: [ OK ]
Starting httpd: [ OK 1]

M PHP{X A5

BATPHP e 3 J5, 1EApacheM 11 H 3 H 14— ASPHPYG 4 ™ 1l index.php, ML/ 75 nf
PUIEH @7nPHP(E B, v LU APHP A RS 115 s .

[root@localhost /1# vi /var/www/html/index.php //7E Apache 2R\ H T 6 G 6 R o1
<?php
phpinfo () ;

?>

(= ]

Yum 7t 2% 88 $7 & < Apache 3 [0 71 ERA B 554 /var/www/html

FIHM %S, SN [http:/TPal M 1ik/index php), K EZ& 7~ 0] LLIE & 2 7~PHPM hi ,
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WMRBI FE, RARARESCHFFPHPM 1, PHPIRA A% 2%, 1§ HF i & PHP &

mE,

W17 G 4t (RPHP 01 [] 2 A I PHPIR & 5V,
] DA% 45 A 1) oL TR 250, 15 24 B ) index . php,

PHF Version 5.3.3

Systlem
20171 =86 Bl

Linuwi localhest localdonain 2. 6.32-T1. 16, x86_E4 #1 SAF Fr:

W=y 20 03:51:51 BST

Enild Date Tl 3 2012 16:53:58

Confisnre ' feonfioore’

Command

—datedir=fucrfchare’

File= . Ffconfig. cache'

'—pith-freetype—dir=jfusr’
fe—vi Lh—jp=gdi = u=c?
' —anabl e-zeckats’
"—without-=qlite’
'—dizebleo—umlwriter’

'—dizzble-jsen
posix ' -—dissble—syswmsz

* =—bmil d=x8h_Fd—redhat-Tinm— g’ *—ha s t 06 _fd-radhai-l1 iz g’

' ——iargei=xEE Gi-redhat-limas- s
pre f1x=fusr” "——hindir=fusrfbin C—-sbindirsfusrfshin’ ——sysconfdir=fete’
Y——inelundedir=fus
'—libexecdir=/u=r/litexec’ '—-localstatedir=fvar’ '--sharedstatedir=Fvar/1it’
' —nandir=fusrfchare/man’ *—-infodir=fusrSfsharefinfe’
e—with-libdir
“=—pithocontl sfile-zean—dir=Fetefphp. 47 T --dizabla—debng
‘—dizeble-rpath’ ‘—-wiihout-paar’ ' ——w
f——with—prng-dir=jusr’
ehnative—ttf ' ——withont-gdbm'
f——wiih- opEns =1
“—yithlaponi=ER " —enable—axif’ “——enszble-ftp’ " —-enszble-magic-quotes’
! ——anabla-spovoen’
‘=—pitb-kerberoz’ ‘—-ensble—mecd-smmp-hack’ ‘—-enablesshmep’ ' -—enable—cslendar’
" =-with-1ibaml-dir=Susy’
itk api :2=fu.:r_|r =h :i.rur a.px:"
‘—idizzhle-dbs " —-without—unixzCDEC ~

'——vithout-myagl’ " —-wiihout-z2' ' —-disable-don’

! -—witlout—:qlitn?
=—withont—pspell’ ‘——diszable-wdd:’ " —without-ourl’ '—dizshle—
' ——dizablesyswshm'

‘—program-prefix=" '—prefiz=fusr’ - exe

rlinelude’ ‘—-libdir=fuzr/lited’

" -—pache

! ——with-config-file-path=F=tc’
C==withepac

1tbh-bz2" ' ——with-ereo-dir= usrfbin
f——with—xpm-dir=fusr’ ‘—-ensble-
‘=—with—anp' " -—with-icony

fe—vi th-pece—r EEEFfu.:Lr" Pe—vitkh-1i b

=1ibEd4’

foopith-zetiext’

! ——enabl emsyzwehm' f ——anal bla—cyoemeg

*-—enahle—xnl’ " -—with-system-trdabs’

——dizable—pda’ "——dizable-xmlreader”

' ——dizable—phar’ ' ——dizable—fileinfe’

* -—dizable-sysvmem’

Larvar APT Apacha 2.0 Handler

Virtaal
lirectory
Support

dizebled

lS;llluilla Firefoz

THe

WEED TEW FRE #EE TEO #HO

€ @ 192166 233.230/incex. php

php
phpinfal):
1

cll A

&R PHP S B, WA

PHP K758

E

BTN

ZHE

<?php
phpinfo (INFO GENERAL) ;

7>

<?php
phpinfo (1) ;

7>

IR 23K

KW
nJ DL £ N 24 PR s 2 £ e

Phpinfo &% & £t FA

&R

ZHE

ElER

INFO

GENERAL 1

FC'E php.ini P& SIEHM. REHBER

INFO

CREDITS 2

FERN B B

INFO

CONFIGURATION 4

H 8l PHP 772 ) local 1 master 1§

INFO

MODULES

N AR A H A AH N AC &

INFO

ENVIRONMENT

I EE R

INFO

VARIABLES 32

ErAaRAEEER

INFO

LICENSE

PHP )R] #piY

INFO

ALL -1

EaraEdE GUME)D
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- ]

INFO ALLMEZMAIMEAISHNE X, EREES— 10,

Jt Rregister_globals

G R AED SEPHP Y UL Bz A P 24 FE S, B2 AR A P g 5, H et
RS AR SR R A A ACERS I v, R E TR

RRE:
=E:
BE |

J DT RPHP A [ 22 P 18, TEF M 4% 36 142 R A2 S I i register_globalseZ>
BRI E D RHPIRE, (RA WA S m, Frel bzt register_globalse/fOn (ERIA A
Off), XFFM AR K ATEE KNI

[root@localhost /]# vi /etc/php.ini //%%%E php Bl &

register globals = On

g0 A Bl Apache il 55 )5, AR 7 4 AV RS, PHPI DU AR PR TIEE X T .

[root@localhost ~]# service httpd restart

Stopping httpd: [ OK ]
Starting httpd: [ OK ]
PHP 3z 5 Bl £ 36 UE A5

A PRI 36 T 23 B P BT B B, P R 3 7 1 P G S i
H, B TEIERS T REAEBT 115 A RIFAS Rk R B 2, R RRS B E s, £TiX
BB, TR KBS LI R, RS BETARG T, 0B e 7 o 3 ) 4K P php-gd.o

BIERE\ LERPETORERTE , AESANS | SN (0]  MREREERIE RO TS
ERESFERERER , B (EHRRER)
BENRIE R

A 5E N, AT B Apache iR %5,  IXAEEL T AT A B R 58 Uk rS (¥ Bh fg

ot@localhost ~]# yum install -y php-gd //%3% gd #ft
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Dependencies Resolved

Package Arch Version Repository Size
Installing:

php-gd X86 64 5.3.2-6.el6 0.1 updates 103 k
Installing for dependencies:

1ibXpm x86 64 3.5.8-2.el6 base 59 k

Transaction Summary

Install 2 Package (s)
Upgrade 0 Package (s)

Total download size: 162 k
Installed size: 446 k

5.5 phpSysinfo B RAFZEE

5 7M. http://phpsysinfo_sourceforge net/.
phpSysInfo /&N e% Won EHLRGAS B IWPHPAE >, =2 H KA FEALTIAE % &E B
I8 P R E RGN THEIHLAARR. THEENLEATINR) . MRy AR At i (A

T L

224 PHPE %

phpSysInfo 3R AN 75 %2 %3 Apache K php 5. 2RA L _EFJARATs AR5 5 2 4 2% 3 FFphpSysInfo
(1) . F % A'f- php-mbstring A php-xml, I [ B 2 17 2222840 < A

[root@localhost ~]# rpm -ga|grep php / /¥i %t phpSysInfo P A
php-common-5.3.2-6.el6 0.1.x86 64

php-cli-5.3.2-6.el6 0.1.x86 64

php-xml-5.3.2-6.el6 0.1.x86 64
php-mbstring-5.3.2-6.el6 0.1.x86 64

php-5.3.2-6.el6 0.1.x86 64

R BAT 2 PHPAH AR, WIS F yum £ 2 58T 7 VA T %3
[root@localhost ~]# yum install -y httpd php php-mbstring php-xml

Dependencies Resolved
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Installing:

httpd X86 64 2.2.15-5.el6.centos base 811 k
php Xx86 64 5.3.2-6.el6 0.1 updates 1.1 M
php-mbstring X86 64 5.3.2-6.el6 0.1 updates 504 k
php-xml X86 64 5.3.2-6.el6 0.1 updates 100 k
Installing for dependencies:

apr X86 64 1.3.9-3.el6 0.1 updates 124 k
apr-util X86 64 1.3.9-3.el6 0.1 updates 87 k
apr-util-1ldap X86 64 1.3.9-3.el6 0.1 updates 15 k
httpd-tools x86 64 2.2.15-5.el6.centos base 68 k
libxslt X86 64 1.1.26-2.elé6 base 450 k
php-cli Xx86 64 5.3.2-6.el6 0.1 updates 2.2 M
php-common X86 64 5.3.2-6.el6 0.1 updates 516 k

Transaction Summary

Install 11 Package (s)
Upgrade 0 Package (s)

Total download size: 5.9 M
Installed size: 20 M

= o+

% Z<phpSysinfo

B Jeidk A var/ www/html W 00 3= HSg,  F4phpsysinfo LA, 0] BL B 28314 $b {341 FH WinSCP
THHMERIM L ERR T, Mol UFERS S EEE T Hwgetin % M, FESEE R IE40, A
Ji 3t Aphpsysinfo H 5x, & HIBHREC A A config php.new, Jf By 44 A config.php.

[root@localhost ~]1# cd /var/www/html //HEAMEHF
[root@localhosthtml] #wget
http://downloads.sourceforge.net/project/phpsysinfo/phpsysinfo/3.0.13/
phpsysinfo-3.0.13.tar.gz

R ..

[root@localhost html]# tar -zxvf phpsysinfo-*.tar.gz / /B E48
) B ..

[root@localhost html]# cd phpsysinfo / /Bt phpsysinfo H3k
[root@localhost phpsysinfol# cp config.php.new config.php

/ /8% phpsysinfo Al E 4

BCE SE G, B E B1Apache k%5 . iXFfphpsysinfo 4 HE1E H AT H .

[root@localhost phpsysinfol# service httpd start
Starting httpd: [ OK ]

[
[A 43 phpSysInfo #2: PL Apache ™ 51 7 23] ey, By PLOAZIAE B K B lc & H i 803w 1 .

[root@localhost phpsysinfol# vi /etc/sysconfig/iptables
# Firewall configuration written by system-config-firewall
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# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OQUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT //Apache i
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

AC & 5ebn Kb Ja, T I )P Kb, ECE A AR

[root@localhost phpsysinfol# service iptables restart

iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK ]
iptables: Applying firewall rules: [ OK ]

X phpSysinfo

FI %8s, %A [http://IP/phpsysinfol, W FEFR~, BRaRGH KGR,

A System information @ centost (192.168.233.230)
SYSTEM VITAL HARD'WARE INFORMAT ION
Cananheal Mosthsme centosl = Mocessors
SHirel (R Mepon(F) CPUESI D & 2 ¥30H:
e i £ el %) Xoon(F) CPU ES410 @ 3.336H:
Kmmal varrian 76 3371 e ebfi_B4 (RMP) xBE_54 2 wenl ) ¥pon(Fn CRL ES610 @ 3 336H:
DSt Mamie o CamoE Lings relsass 6.0 Final =il (R Mpon(F) GRU 641 0@ 3 330H:
Ligams 7 haars 1 enirues ;'mnul =
i - IDE
Last ool Mion, 2T Ausg 3003 1 26T 30 OMT 0% Dmaces
Cuirmant Lisars o - LS Do
Loawd Aswragus 082 8un 000
P e lrea el Slre
‘o] Py ml Mermon Lk 100 G B335 B 1898 ".'-'H:
¥ Disk Swap 0% 904 G 0@ 194 08|
MOUNTED FILESYSTEMS
Mnurisoin " Type Frartitinn I Fage Froe [P S |
i astd IBedmappaivBirn-M ool L ] 12 76 S 138 GIR 1% 33 GiB |
it
Taaal aald Ierradal T (1N 4201 M 08 Wb A 22wk |
(el |
it him Imgfs ple LR T 1007 L3 B JER.00 KB 100 B MeB |
o]
B ST L i § Bmah e |

PhpSysInfofK A5 5 4 % 3 W LL{F Language M IAFE H & IKIE S, R HahUHE .

5.6 ApacheX #CGl

Linux R 485 H M 105 5 Br TPHPSR, A CGL. FEIPE S Perl & PPl 72 H T CGI
( Common Gateway Interface) K5 =, RPerl¥t, 1% Unix shell scripts. Python. Ruby. PHP.
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C/C++AH1Visual Basic#f ] LR K405 CGI. Apachetld 1] UL Fi{E FHHCGI, AiLfc & &< M,
WhEE HAT I JH B A .

Fr B Apache X CGIHI 3 #F

i4e Apachefic & A, PR SCRFCGLEMRT 45, JHEman b pl. DME LS Rpl At

[root@localhost ~]# vi /etc/httpd/conf/httpd.conf
# To use CGI scripts outside of ScriptAliased directories:

# (You will also need to add "ExecCGI" to the "Options" directive.)
#

AddHandler cgi-script .cgi .pl //ME#5 A LLSLEF cgi

B & 5E G, B0 E shapache k45, FCEA 4R

[root@localhost ~]# service httpd restart
Stopping httpd: [ OK ]
Starting httpd: [ OK 1]

1 Z CGIizt ) 5T

CGLIL A BRI AL fvar/wwwi/egi-bin H 3K &, SCEAZH K, G SCFRFCGLILAF TG
B, A2 PR hello.cgi, BIESERG, FSCAFRURIZ MO 755, HRRAME SO 755004, CGI
= TIEAT .

[root@localhost ~]# cd /var/www/cgi-bin //HEN cgi M H 3

[root@localhost cgi-bin]# vi hello.cgi / /455 cgi WA M 0T
#!/usr/bin/perl

print "Content-type: text/html\n\n";

print "Hello!!™;

[root@localhost cgi-bin]# chmod 755 hello.cgi

iR 2 & Z#FCGl

FTIF0 06 2%, 4\ [http:/TPEY M ik /cgi-bin/hello.cgi ), AT 45 -1 N K iz, iX %7~ Apache
nf DL Hr Gt

Y)Mozilla Firefox !EE
VHE WED EEW ARE FEE IEO EBME

€ http:/)92. 188,233, 230/ cgi-binfhells. cgi &“ }H B

Hella!!

HPAT S BRI E PR P Internal Server Error, AN 1] EIF R A .
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N CGI @42 AR IR T8, FEHREH 711 = 755.
N A2 P A —AT #lustbin/perl, EHT A AT AR =

Internal Server Error

The server encountered an mternal error of misconfiguration and was unable to complete your
request,

Please contact the server admimstrator, root@locahost and mform the of the time the error
occurred, and anything you mght have done that may have caused the error

Idore informaton about this error may be avalable i the server error log,

Apachel/l.2. 15 (CentOF) Server at 192.168.233.230 Part 60

5.7 ikApache3#%SSL

HTTPSAFEAN Al THTTP I BRI\ o 1 & — S &/ 5 4 56k )2, HTTPS 4= 44 24 Hypertext
Transfer Protocol over Secure Socket Layer, & .2 0 5L A2 {1 H SSL2x ik 4 i U B %2 4%, Apache
KA SCRESSL, U HATIINACE -

SSLt: Web i 55 a Alixt i i - 1] LUIN A 8y sCEA T VR0 1) 2 B BOR bR, IXRF 7 Tl e
IR T HR S5 4 55 00 00 A L TR i) 20 2 e 22 1), JF HhtR 1 Ak 5 A B S8, SSLt— i
M ZAndE, Mk RER PR EAT 5% P IAELAS A5 B, LEMIZ8 AT ) ezl BB Bdis I A4
HISSL i, — 5 WebH 55 av i 22 HHE - IKECFUE TS,  WIORZEA W 5 Webllk 55 4%, 70
HE — 9K B UE+

ZITmod_sslfE ik

B ok A T T C 3 SSLIKAT

[root@localhost ~]# rpm -ga|grep mod ssl /R RS 2 %E asL By
mod ssl-2.2.15-5.el6.centos.x86 64

W 228 mod_ssUBEHL, Web 4548 vk UL SSLARSS, W 4 FH Yum?E 4k 7 /7 10 %2
a

[root@localhost ~]# yum install -y mod ssl /%3 sSL A%
Dependencies Resolved

Package Arch Version Repository Size
Installing:
mod ssl X86 64 1:2.2.15-5.el6.centos base 85 k

Transaction Summary

Install 1 Package (s)
Upgrade 0 Package (s)
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Total download size: 85 k
Installed size: 183 k

AL ESSL

B a0 SSLAC B A, Brdrum 2T 443 S ni i Z T a#5, B4 LoadModule /& 45 ¥ £
HTTPHT 75 % Jmod _ssl.sofiitl .

root@localhost ~]# vi /etc/httpd/conf.d/ssl.conf //%R%E SSL Bl &

This is the Apache server configuration file providing SSL support.

It contains the configuration directives to instruct the server how to
serve pages over an https connection. For detailing information about these
directives see <URL:http://httpd.apache.org/docs/2.2/mod/mod ssl.htmls>

Do NOT simply read the instructions in here without understanding
what they do. They're here only as hints or reminders. If you are unsure
consult the online docs. You have been warned.

H H H H H H H H H H —

LoadModule ssl module modules/mod ssl.so /] FF SSL fik
T

# When we also provide SSL we have to listen to the

# the HTTPS port in addition.

#
Listen 443 //http ssl BRiksigOh 443, MEF#SHMERA AT LUEH

BLER XIS

SSLAR S W2 AE B K RS BC B h FF 5443355 11, HTTPS A nf LA 4 &Ed% .

[root@localhost ~]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 443 -j ACCEPT //SSL ¥
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

B Kb BC B e G, I B R B B K e e 55, BCE A = AR

[root@localhost ~]# service iptables restart
iptables: Flushing firewall rules: [ OK ]
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iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK ]
iptables: Applying firewall rules: [ OK ]

—PIBCE 5E )G, N B o shapache iR %, Apachefic &4 &4 4L

[root@localhost ~]# service httpd restart
Stopping httpd: [ OK
Starting httpd: [ OK

el

MitApache SSLE B IEEIEIT

800 0 A H il A Chttps: /PR HE Y Wi A B0 B B Bz f) U, &z 2R IEimod _ssl
B, J% [4REEMEubMsl CAESRED Y, WIREA M B, Wiy [Rditbib e iz ne), )oe
EiNzup

’:.;'E[-Hﬁﬁ' S ElIE - Tiodows Internet Explorer

——

@‘ (= || neips /192 188 230 230, 7| A | x| = Fing yeit

R @ERER SHERL B

fgy R e R A SR,

[bolinlcnal S m=r TS PR === = BE 2 Ry iy e et =
IS B pas= I H B FeiT o,

IR f = U Bt el AR RS,

el R n AR R A E R e e e S e s R,

e | s o = B 2y L= T

R e et

L L T

® EfEs

(2] 2
HFUE B R EFUE B O HIE,
L WMETRMHSSLARS, —EZEMIBEmod ssl, %A [ yum remove mod ssl |,

Nl gE LA E A LB TR B

b E S UEHE EH A0 hitp:/www.bjca.org.cn/
R UE B E EH ALy http:/www.sheca.com/default.aspx
7N B E A0 hitp:/www.gzea.gd.cn/

5.8 ft HEApacheZ1FH PIAIELL&E

EMEE B, O T BRI 00 H S V) ) ek, 75 280 B Apachelli 55 % 1% M L H
SKIEATH P IAUE, 2 SEROX e W U H RIS A AR, A SE 5 ] BL S
L

| -
L.
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7t /I2Apache B3R IAIEDI &

ik Apache > £F H AUk DIRe, BHIGERCE XA H R ILDIEE, FfAllowOverride None
ok [ANY, XHFEHE 2 H SAEDhRE, HR 08 75 2HAUET B %

[root@localhost /]# vi /etc/httpd/conf/httpd.conf
# AllowOverride controls what directives may be placed in .htaccess files.

# It can be "All", "None", or any combination of the keywords:
# Options FileInfo AuthConfig Limit
T
AllowOverride All / /B A None, B2l A11
A ...

AccessFileName .htaccess / /& T FE WA E
) B ..
<Directory "/var/www/html/security"s> / /BIENE B 3%
AllowOverride AuthConfig / /BRI A None, A AuthConfig
Order allow,deny
Allow from all
</Directory>

ACE Se I )a, OE T JH s ApacheflR 55, FCE A AR

[root@localhost /]# service httpd restart
Stopping httpd: [ OK ]
Starting httpd: [ OK

e

B IAIER P& RS

H G fE/var/www/html H 35 F @ 8 B sk A FR Asecurity, A FR0] CLRHE H 1) 7 & 44,
AN BT H security, HU 2 GG S B A SO [ htpasswd ), 7-9] H 3G sk (W H P 44 Hjerry s
HEaLLHATEE, HP BRSSP LR, i var/www/html/securityiX 4~ H 5%, 4
R SREM AN, SESREAPIRER, PR ESARRME B

[root@localhost /1# mkdir /var/www/html/security / /BIEAE H %
[root@localhost /]# htpasswd -c /var/www/html/security/.htpasswd jerry
/ /RIS R EH
New password: / AP IR E T
Re-type new password:
Adding password for user jerry / /B G  F R ST
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( AIE B Fsecurity 2RO LB TR E, —EI{#Ej{}imE?ﬁ{#&j{ApﬁﬂheEEEIﬁﬁnn?EPTE\
E RIS R o
IERE RGP R EIN E-c, NRBEARIMNA AN E-c, BITNZEHIE H Fken,
AN FPRE S 2 [ htpasswd /var/www/html/security/.htpasswd ken ],

B2 PERSME S 2 [ htpasswd -m /var/www/html/security/ htpasswd jerry ], 71 FZ4%
\_[-m ] BT UEH, Y,

B 7ok & /var/ www/html/security H 5% F[F) [ htpasswd] & 77 D614 .

[root@localhost securityl# ls -al /var/www/html/security //fi#.htpasswd 27 6IE
total 16

drwxr-xXr-x. 2 root root 4096 Aug 19 08:40 .

drwxr-xr-x. 3 root root 4096 Aug 19 08:35 ..

-rw-r--r--. 1 root root 103 Aug 19 08:40 .htaccess
1

root root 20 Aug 19 09:33 .htpasswd / /G

-YW-Tr--T--.

H KK A htpasswdlic & CAFIINZ, Bl jerry B G P, S, TiEA5R
26, AR TENY, KREEEEE %M.

[root@localhost /]# cat /var/www/html/security/.htpasswd
jerry:QdTZSKwG1loTL.

PG L A e, R RS B A UE H 3k FRCE htaccess o

[root@localhost ~]# vi /var/www/html/security/.htaccess //I\NEHZx
AuthUserFile /var/www/html/security/.htpasswd

AuthName "Welcome Jerry it"

AuthType Basic

require valid-user

15468 .

htaccessS 172 ApachefR &5 & F I —1MECE XX, — B T AN, MEXHZR
X 5, WIEXApachefLE X, &N EER,

MR 5T B R 2D FIMAR P AFER

feE ek )m, N as i [http:/IPEY M Ht/security ), gy 3 H G RE L, WE
& P, 185 N htpasswd B 2L 1 H 2 44 A0S, 7~ B4 H P 44 K jerrys i A\ jerry H 2 1) 2504,
AT, % [HE )
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Tindows ﬁ% m #
fuF Welcome JEREEY IT BIARS= 192, 168.233. 230 EF B PEI =S
&= SRR AEER AR AR ENE PESED (EaTeEE
PRt ? -

N 2 EEREE

e 45 B PR SR e Sl N ST

Index of /security

Name Last modified Size Description

a Parent Directory

Apachel2.2.15 (CentOS) Server at 192.168.233.230 Port 80

AR R A MG, W As Bt E BRI RS R .

Authorization Required

This server could not venfy that you are authonized to access the document requested. Either you

supphed the wrong credentials (e.g, bad password), or your browser doesn't understand how to
supply the credentials required.

Apachel/2.2.15 (CentOS) Server at 192.168.233.230 Port 80

MRNAA R 2BNELGE, —BERMEXFTA, N EApachefic & XX H=1C 0 E AT,
<Directory "/var/www/html/security”s
AllowOverride AuthConfig

Order allow,deny
Allow from all

\hj/DirectDry>

5.9 Ft&EApacheE#IHF

n AR 2 Wl EAEAE ANENH RS0 Brela 12 w] b E el gER R 2wl Akt T
FHEEAKR, £ 5N bl gef L8R 2 Mk, Apachesi 2 H R H < KECE 241
3ty Lk 2 A P il ] BN A A T [R5 Yl e

82



20 =%
Apache——M uk AR 55 2%

INE IR

WA -—& Mul ik as, 5 A M Ekblog jerryit.idv.enfllmedia jerryitidv.en A7 £ T-[A— 5
Web M5 EHLE, AHREIRW T,

Rz F % FR AR 3525 b ik KR

1% 3l e 55 % 192.168.1.98 AL CA)

blog blog_jerryit.idv.cn A% (CNAME)
media media_jerryit.idv.cn % (CNAME)

AL EDNS

B LA EEERCE FIDNSHR S %5 b, X B Windows Server 2003/F ADNSHR %S, &1 LLH
O T oKAC &, fEDNSHR S5 i Web I uh ik 55 25 Al i hE192.168.233.128,  FFAC & A1
% (CNAME) 5% Ablog K media, P4 [F]I] 5 7 Web M3l i 5543 A, FCE W T E PR,

5 dnsmgmt - [DES\USEE-D394INE HEHERE jerryit. idv. cal

2 vHE BfEw ETEQ F0@ FH | =11 x|
& - FER 2E| 8 E M
E JIE jerryit. 2 i B
EF-- USER-13340 —
o] BHEESR S =] [ I
5.0 FHESR |[E] i Ermm) FRARTETUHLA (S0A) [1], user-94d., hos...
{5 S (ST AR SRR S s rzer—d3944.
w01 ERERES E]mail FHL ) 192. 168. 233, 231
- [E]mail HISF T 05 1) [10] mail jerryit.id ..
(=] www EHL ) 197.1E4. 233, 48
Eiy E= Ty 197 188, 233, 125
] Loz Al ICTAME) weh. jerryit. idv. en
[E]media D iCTAME) neb iy dvamm

tll#&ZblogfimediaMi5 B &

£ /var/www/html H 5% | €1 &t blogfTmedia /™ ¥ 3 1) H 5%

[root@localhost /1# mkdir /var/www/html/blog //8E blog Hx
[root@localhost /]# mkdir /var/www/html/media / /0 media Hx

NEM T E RIS E N ET, 1818 Apache NACE 1o

& |
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£l ZblogFimediaE 1| ¥ 71

fEbloghimedialy ™ W 3l H s P61 22 7041 19 0L

[root@localhost /]# echo "Hello blog.jerryit.idv.cn" > /var/www/html/blog/index.html
[root@localhost /]# echo "Hello media.jerryit.idv.cn" > /var/www/html/media/index.html

o BfTRUESe IR DT, thol A EEHASEEIMDT, EARRASEAINETEHN T XM, ]

il & Apache Mub EHL B &

S A Wk kU H Sk, 620 4 B Apache FiC B A, B blog fllmediaiE #L H XG5 E S5 A
httpd.conffic. & L Af, Apachefil & AN A EAUH xiu .

root@localhost /]# vi /etc/httpd/conf/httpd.conf

[

#<VirtualHost *:80>

# ServerAdmin webmaster@dummy-host.example.com

# DocumentRoot /www/docs/dummy-host.example.com

# ServerName dummy-host.example.com

# ErrorLog logs/dummy-host.example.com-error log

# CustomLog logs/dummy-host.example.com-access log common
#</VirtualHost>

R e B E Py, R vaBlarini# s MER, HIRESGuINE, AN PR.

[root@localhost /]# vi /etc/httpd/conf/httpd.conf
<VirtualHost *:80>
ServerAdmin admin@jerryit.idv.cn

DocumentRoot /var/www/html/blog / /M EHx

ServerName blog.jerryit.idv.cn / /MHE 2 FR

ErrorLog logs/blog.jerryit.idv.cn-err log

CustomLog logs/blog.jerryit.idv.cn-access log common
</VirtualHost>

<VirtualHost *:80>
ServerAdmin admin@jerryit.idv.cn

DocumentRoot /var/www/html/media / /W Hx
ServerName media.jerryit.idv.cn / /W HE 4 FR
ErrorLog logs/media.jerryit.idv.cn-err log

CustomLog logs/media.jerryit.idv.cn-access log common

</VirtualHost>
Apache EE#l B B & 31415 PF
S i}t Bf
NameVirtualHost REFLT AL IP Hutik, f54m 192.168.233.128
VirtualHost 3 TP % % 1, 4501 192.168.233.128:80
ServerAdmin W 3 E B 51 E-Mail, %] admin@jerryit.idv.cn

84



20 =%
Apache——M uk AR 55 2%

(LEFR)
S 1§t Bf
DocumentR oot W ub i H & B, Bl li/var/www/html/blog
ServerName Pk Ak, il 40 blog jerryit.idv.cn
ErrorLog iix H &, BT /var/log, I blog.jerryit.idv.cn-err log
CustomLog A E S blog jerryit.idv.cn-access_log

fifitA NameVirtualHost¥i -1 480,

[root@localhost /]# vi /etc/httpd/conf/httpd.conf
# Use name-based virtual hosting.

#
NameVirtualHost *:80

g

W RANE 80 [, B & e )G, WANEHT )5 3 ApacheflR 55, BCE A 4R

[root@localhost /]# service httpd restart
Stopping httpd: [ OK ]
Starting httpd: [ OK

Tl

MixtApache Bl B F

I % as, SN [http://blog.jerryitidv.en), W FEP7~, blog nin] LLE R H)H -

ﬁ:'-l::tfp',"_."hing jerryit. 1dw. enfd - Tindewrs Internat Explorer

@ g ® |] http /iblog jerrrit idv. end 7] (e {l X | il

oo M it iblog jerevit, idv. enf | I

Hello blog. jerryit. idv.cn

= &E;& S hripffnedia jerrwit idv eony
+ I J ¥

Hello media. jerryit. idv. cn

I Hblog jerryit.idv.cnflmedia jerryit.idv.enn] PLE 5 3 %, AR L B 5% X DNSHC & k2,
MR FRCE S = EPIE %, o DKL HE.
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Ao B EM H R M 1 FoiER b

€10V & Anslookup S B WM ATEHIMIM G, MBEREEEHEE, T EDNSH
CNAMEIC e B ACE 1IE .

€102  MBEDNSTINEREEE, WEEELENY, & ¥ Ehttpd.conflid B X 1HHY
e E<BCE 25 EfeE2httpd.conffic & X4 /m, Apache@ & EHT/E5/0

€103 BN R 2T Aproxy, MR Aproxy, BHEGE, BUXEENIIESE
a PATEE N5 6
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Tomcat——M %t AR 55 25

Tomcat'Fy J5 AL ¢ http://tomcat.apache.org/»

Tomcat & Apache X -7 42> 1 & ) Jakartalil H 1) —MZ% /0 IUH , B Sun Microsystems#i
EFAIE, SCPH T X4FServletfllJavaServer Page (JSP) [ #F, JFHEE T WebHRk 55 25 11— L4
AR, Wikgsm 1 kS5 a8 5 A AR & 48 5 A P 0% 1S . T Tomeat4s 5 ;2 HT TPk
G- R, e A n] LA A — A il f Web iR 55454 o {H2, ANAEFRF Tomceatfl Apacheliiz 55
v VRE, [Ah Apache Server/&t——/NH C & 5 2L L) HTTP Web Server; iX %> HTTP Web Server
WAFA ML —#2 N . Tomecat 7 PMEEFTHE TH, o LUl %% XML & MEE
AR TEC A -

6.1 [t & Tomcat 63715

Tomcat 6553 | XfServlet 2.5HIISP 2. 155K+ PE 1) S HF, CentOSHEAE R4t H Hi LA H Yum
(R TP 7l 2ce, PrCle 203 E J7 Ml R R 2 4.

Tomecat 6 XA N4 vli: http://tomcat.apache.org/download-60.cgi.

Tomcat 6.0.35 R A B 4 Mk : http://mirrors.tuna.tsinghua.edu.cn/apache/tomcat/tomcat-6/
v6.0.35/bin/apache-tomcat-6.0.35 tar.gz.

W EJDKER 4

ST O EIDK A, CentOS 6.xBRIA L 20%E, 5 H B HAL A, 15 OracleT M
k.

[root@localhost ~]# rpm -ga | grep jdk
java-1.6.0-openjdk-1.6.0.0-1.21.b17.el16.x86 64
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r'?: \

JDK 6 T EHbAE

L http://www.oracle.com/technetwork/java/javase/downloads/jdk-6u27-download-440405.html

=3 Tomcat 6

i FH wget N3 7 20K Tomeat6 =4 KA R4 3 /ust/local H 3k &, i B4 )5, K H kA FRE
iy 44 Jtomceat6 .

[root@localhost ~]# cd /usr/local / /i Jusr/local H¥
[root@localhostlocal] #wget

http://mirrors.tuna.tsinghua.edu.cn/apache/tomcat/tomcat-6/v6.0.35/bin/apache-tomcat-6

.0.35.tar.gz ..H[A|HHL..
[root@localhost locall# tar -zxvf apache-tomcat-*.tar.gz / /B E4E

A
[root@localhost locall# mv apache-tomcat-6.0.35 tomcaté //Efy% tomcat HRAFK

TomcatE HThR AL B E WA A,

= |

Rz A X FTomeat 6

B¥E N Tomcat6[f)bin H 3%, )5 z/JTomecat 6.

[root@localhost local]l# cd tomcat6/bin / /3N tomcaté B bin Hx
[root@localhost bin]# ./startup.sh // B3 tomcaté

Using CATALINA BASE: /usr/local/tomcaté

Using CATALINA HOME: /usr/local/tomcaté

Using CATALINA TMPDIR: /usr/local/tomcaté/temp

Using JRE HOME: /usr

Using CLASSPATH: /usr/local/tomcaté/bin/bootstrap.jar

Tomcatfk %5 5 3 5 K ) 7 20 R R P

J23h Tomcat 6 /ust/local/tomcat6/bin/startup.sh
X H#] Tomcat 6 /usr/local/tomcat6/bin/shutdown.sh

TomcatH FE 1 BB

TomcatfH ¢ H kU F R PR, #6125 ApachetH L.

MiFER B % /usr/local/tomcat6/webapps/ROOT
HEXHBEXR /usr/local/tomcat6/logs
EEENHBEXR /usr/local/tomcat6/conf
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BLERL A IS

Tomcat 65K TA % 1 248080, A2 F7 K BETC & H ) 8080% [ A4 n] LA 7hi%E+%

[root@localhost locall# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 8080 -j ACCEPT
/ /tomcat ¥

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

B K I B B 5E G, B R SR SS, BCE A = AR

[root@localhost locall# service iptables restart

iptables: Flushing firewall rules: [ OK
iptables: Setting chains to policy ACCEPT: filter [ OK
iptables: Unloading modules: [ OK
iptables: Applying firewall rules: [ OK

e
—_—J

)

MiXTomcecat 62 HFIEITL

T as P4 [hep:/IPHEHE:8080]), %X 1A Tomecat 6 ¥ 148080, | &7~ 7~ Tomeat 6
AL o

WMH . If you're seeing this page via a web browser, it means you've setup Tomaoat successfully.
a el SV 3 Ceongratulations!

| =iahg

Tomiat hanager As you may have guessed by now, this is the defauk Tomcat home page. It can be found on te local

Iasysiem al

|Mmim.t ': SCATALINA_HOME/webappa/ROOT/ index.html

Balogen s whera “SCATALINA_HOME™ is e rool of the Tomcal instalation directory ¥ youre seeing s pages,

|Change Log and you don't think you should be, then you're eiliser & user who has armved &l new instalabion of Tomeat,
Tomeat Documemesion or you're an administrator who hasn got hisher satup quite right Providing the latter is the case, please

refer 1o the Tomeal Documanzation for more detaled satup and admimnstraton mionmmaton than S found
in tha BSTALL fie

| Torncat Online MNOTE: For security reasons, using the manager webapp is restricted to users with role
!_*.;JEI'_‘I:."_.F-_‘.}'.'.IQ “manager”, Users are dedined in §CATAL INA_BONE/ cont/ temoat=uzers. xal
i
|Bua Database Included with thes release are a host of sample Sanvets and JSF's (with associated sowrce coda),
: 0S endensive documentation, and an introductory gulds 1o developing web apphcabons
ﬂf‘i‘h‘ﬁ"-‘!h Maling Lis Tomcat maling lists are avaulable af the Tomcat project web sibe
=
« usersftomcat apache org lor general queshions related o configunng and using Tomest
R - « deviitomeat. apache.org (or devalopars working on Torncat
| = Ihanks for using [omcat
f‘:.-a?l‘ﬂ&[& Exampies
[J=E Exanples Powered by
1N Ja S

< = [ 0
| Sun's Sandst Sita
OMCAT

Copymghl © 1599-2011 Ageche Soltware Founsdilon
All Righlta Rodeanmd
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AU IPHE LB 2 A0 Ehttp, TN EIRFo

(o |

43 A ISP Examples#llServlet Examples 73] % U1 2 175 0 BLIE & 31 % .

JSP 2.0 Examples

Expression Language

Basic Arithmetic Reg Exccute P Source
Basic Comparisons 'h Execute ,’ Source
Implicit Objects 'h Execute P Source
Functions % Execute / Source
SimpleTag Handlers and JSP Fragments

Hello World Tag Heg Exccute P Source
Repeat Tag g Exccute AP Source
Book Example Ry Exccute P Source

6.2 it & Tomcat 7I/ 15

Tomeat 7521 74} T-Servlet 3.0. JSP 2.2FIEL 2. 25505 ML RS0 HE, $2 0 1 ARG 45 (1 2 41,
BFAR T IE A2 B i i

Tomcat 79 F 24/ %li:  http:/tomcat.apache.org/download-70.cgi.

Tomcat 7.0.29 hix A K 2% i ik :  http://mirror.bit.edu.cn/apache/tomcat/tomcat-7/v7.0.29/bin/
apache-tomcat-7.0.29 tar.gz.

BOATRRAMK T J7 W s e

M ETJDKER 4

WA AT L HEIDK, CentOS 6.xBRIA CL 4, #7 84 HABIRA, i FOraclety M K.

[root@localhost ~]# rpm -ga | grep jdk
java-1.6.0-openjdk-1.6.0.0-1.21.b17.e16.x86 64

r’i? D

JDK 7 | ¢ #o Hf . http://www.oracle.com/technetwork/java/javase/downloads/java-se-jdk-7-

download-432154.html,
. J

2 3+

iz Tomeat 751

i FHweget & 207 0K 40 SCAF R 43 usr/local B 3¢, i s 4 )5 » 4 H 5 15 44 A tomceat 7,
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[root@localhost ~]# cd /usr/local //HEAN /usr/local Hx

[root@localhost locall# wget
http://mirror.bit.edu.cn/apache/tomcat/tomcat-7/v7.0.29/bin/apache-tomcat-7.0.29.tar.g
Z

R ..

[root@localhost locall# tar -zxvf apache-tomcat-7.0.29.tar.gz //fEHE4530H

) B ..

[root@localhost locall# mv apache-tomcat-7.0.29 tomcat7 //¥HRXEMXA tomcat?

Bz Tomcat 7
i E s Tomeat 7, 752 3F ATomeat/fbin B 3%, % B i 2 H T 15 Tomcatit %5 -

[root@localhost local]l# cd tomcat7/bin / /3N Tomcat 7 #) bin H%
[root@localhost bin]# ./startup.sh / /)83 Tomcat7

Using CATALINA BASE: /usr/local/tomcat?7

Using CATALINA HOME: /usr/local/tomcat?7

Using CATALINA TMPDIR: /usr/local/tomcat7/temp

Using JRE HOME: /usr

Using CLASSPATH:
/usr/local/tomcat7/bin/bootstrap.jar:/usr/local/tomcat7/bin/tomcat-juli.jar

Tomcatfii 5511 )5 215 S T VAW R R P 7

]2z Tomcat 7 /usr/local/tomcat7/bin/startup.sh
X Tomcat 7 /usr/local/tomcat7/bin/shutdown.sh
i EI':_' \J-L I_|_'
B5 NI 7E

Tomcat 75K A% 1 48080, Bt LAAZN£E P K BSAC & - J5 80803 1 A n] DA XT7h 4% o

[root@localhost /]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:QUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -3j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 8080 -j ACCEPT

/ /tomcat ¥
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

B Kb BC B SE G, B R SR SS, BCE A = AR

[root@localhost /]# service iptables restart
iptables: Flushing firewall rules: [ OK ]
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iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK ]
iptables: Applying firewall rules: [ OK ]

MixXTomecat 7E B IEFIE/E

I a2, %\ [http:/IPHINE:-8080), & &1 _Ehttp, 75 W JETAR] % Tomeat 7 UL,

Home Documentation Configurstion Examples Wiki Mailing Lists Find Help
Apache Tomcat/7.0.29 = Apache Software Foundation
hitp://www . apache.org/f
Recommended Reading Corvat Stai
Securtty Considerations HOW-TUO '
P Manage App

Manager Application HOW-TOD
Clustering/Session Replication HOW.TO ot Mamnger

Developer Quick Start

Tomeal Sclep Realmes & AAA Examples Sevlel Spucificatives

First Wab Application JDEC DataSources Tomeat Vamions

Managing Tomcat Documentation Getting Help

For secunty, SCcess 10 INé mandaer Tomcat 7.0 Documentation FAQ and Mailing Lists

weDago |3 resiricieg. Lsars are defned In

: Tomcat 7.0 Conﬂﬂumtleon The followang maikng sty ae available
SCATALIER HOME/conf/Ecacat-usars,xml 1 LWk

W71 P D3 25 nf BL %, % A\ [http://IP:8080/examples/jsp/), E# H H' - Execute
E]] I IJ‘:;{LI”‘}EQ o

JSP Samples

This 15 & collecton of samples demonstratmg the vsage of ddferent parts fthe Java Server Pages (JOF) spechication. Both JSP 2.0 and ISP 1.2 examples ars
presentzd below,

These examples will onby worlk when these pages are being served by a servlet engme;, of course, we recommend Tomear, They will not worls f you are wewrmg
these papes via a "fefi " TBL.

To nawigate vour way through the examples, the following iceons wil help:

% Ezprute the erample
” Lock arthe source code for the example

% et bo this screen

T For session scoped beans to work, the cockies st be enabled. This can be done using browser oplions.

JSP 2.0 Examples

Expression Langace

Pagic Avithenetic % Exzecute }‘ Snirce
Basic Compatisons % Ezecute , Source
Tplict Crnects ‘h Ezecute , Solrce

Functions % Ezecute , Souwrce
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MySQLE Jy M. http://www.mysql.com/.
MySQLH T-HEfem  MAMG. nl5EtELf, S IA-BidT M IREEE 2, ) iz
N HAEH DR . BiEE My SQLITFIANWT s, el Bl T 3 2 IO s, LEingEsk i

FF. Googlef1Facebook. AF# AT TR AT H GLAMPH [FMALZFEMySQL.

RGFFIE

R CARCH4RTE, FFER T A HIEA2 5 AT, RIERARAD 69 T ABAEH

% #FAIX. BSDi. FreeBSD. HP-UX. Linux. Mac OS. Novell NetWare. NetBSD.
OpenBSD. OS/2 Wrap. Solaris. Windows% % #F#:4F 2 4.

H %A ATIE S AL T APL X425 5 846C. C+- C4 VBNET. Delphi. Eiffel.
Java. Perl. PHP. Python. Ruby#=Tclr.

IS LA, AAaFMCPURR, XFZMP.

HALEISQLE ) ik, A BULIR 5 )ik .

BRABABAE Sy — A Ak 6 B R AZ B R AR5 P 5t IR 55 25 MG IR Y, R AR — /N
RN Z A b 2 P

A5 S £3F, T HH e P Le9GB2312/BIGS. B 49 Shift JISF AR A A 4E
ARG AR 2

JRAETCP/AIP. ODBCA=JDBCH % #4445 fFif #1812,

"R TEE. 5. HIRIEEFFGTE L,
TR L7 Fl ke KRB 238 E.

7.1 REMySQLEGEE

AT A2 U] 22 MySQLEE P, 22 356 i WHn] e BT S AH M. 354
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MEMYSQLEEERS R R

LARANCR A S T O LR MySQLER A, A HEMATE L3RR E RGN D20 %3 .

[root@localhost ~]# rpm -qa|grep mysql / /K& MySQL 3 fF
mysql-server-5.1.52-1.el6 0.1.x86 64
mysql-1ibs-5.1.52-1.el6 0.1.x86 64
mysqgl-5.1.52-1.el6 0.1.x86 64

=

%z

=MySQLEIR E

ZAEMySQLEHE TRk A, R b 75 2% 2émysql X mysql-serveriX P~ ¥4

L.

[root@localhost ~]# yum install -y mysgl mysql-server
Dependencies Resolved

Package Arch Version Repository Size

Installing:

mysql X86 64 5.1.52-1.el6 0.1 updates 889 k
mysql-server x86 64 5.1.52-1.el6 0.1 updates 8.1 M
Installing for dependencies:

perl-DBD-MySQL x86 64 4.013-3.el6 base 134 k
Updating for dependencies:

mysqgl-1libs X86 64 5.1.52-1.el6 0.1 updates 1.2 M

Transaction Summary

Install 3 Package (s)
Upgrade 1 Package (s)
Total download size: 10 M

MySQL B 2 #hF0 K [F]

2 HEMySQLEHR e T, S — YA BIMySQLAUR FE R, B THIBFE L, i

BIC E MySQLAR 419, MySQLEMRPEBRIAL 1Y, MeE &R 24,

[root@localhost ~]# service mysqgld start / /8% MySQL
Initializing MySQL database: Installing MySQL system tables...

OK

Filling help tables...

QK
To

start mysgld at boot time you have to copy

support-files/mysql.server to the right place for your system
PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER !

To

do so, start the server, then issue the following commands:

/usr/bin/mysgladmin -u root password 'new-password'’
/usr/bin/mysgladmin -u root -h localhost.localdomain password 'new-password'’
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Alternatively you can run:
/usr/bin/mysqgl secure installation
which will also give you the option of removing the test
databases and anonymous user created by default. This is
strongly recommended for production servers.
See the manual for more instructions.
You can start the MySQL daemon with:
cd /usr ; /usr/bin/mysqld safe &
You can test the MySQL daemon with mysgl-test-run.pl
cd /usr/mysql-test ; perl mysqgl-test-run.pl
Please report any problems with the /usr/bin/mysglbug script!
[ OK ]
Starting mysqgld: [ OK ]

MySQLEME FERE X HLEREIZAT, R 200 My SQLAL 4R 2L B o8 RGBS, S A
[ chkconfig mysqld on), XFFMySQLEE FEAE RO EF s a b= HalEsh. FRIIH T4
AT My SQLEE PR S B FL iy 2 o

1t Bf e

Ja Bh B3 service mysqld start
% P AR P service mysqld stop
B 8 B U service mysqld restart
BE I FEZITRE service mysqld status

MySQLB)E K F1IR

MySQLEHE 57 A EM L ICEM NG5, BN G, MySQLEFE FERA S, P
AR EZHP, HEESFSEGE, WENESHPA LGSR, UL FEMMER T, IBH
(11 72 A%\ quitElexit

--------------------------- RN EE A ERK--------mmmmmm e
[root@localhost ~]# mysql -u root //BRINTCHILE R

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 2

Server version: 5.1.52 Source distribution

Copyright (c) 2000, 2010, Oracle and/or its affiliates. All rights reserved.
This software comes with ABSOLUTELY NO WARRANTY. This is free software,

and you are welcome to modify and redistribute it under the GPL v2 license
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
mysql> quit / /1B i MySQL

Bye

------------------------- EEF Ty S
[root@localhost ~]# mysgl -u root -p

Enter password:
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Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 7

Server version: 5.1.52 Source distribution

Copyright (c) 2000, 2010, Oracle and/or its affiliates. All rights reserved.
This software comes with ABSOLUTELY NO WARRANTY. This is free software,

and you are welcome to modify and redistribute it under the GPL v2 license
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
mysqgl> exit

Bye

[root@localhost ~]#

I ERRATE

o5 KR sIMySQLAEE FEIN S BcH =5 1, FrLEEE B, v B PRMy SQLAE PE ) %
e, BCEEM AR, BOAA S EC Eroot H K & (K3 15 .

mysqgladmin -u I password %Y

L.

fic & My SQLZE]

1RS48 Gne] S E My SQLAH FE # Y, 5 Lhrootik 5 4 1 K AC 'E My S QL& [ 1,
B SR A MySQLEHE FE 275k i Btk A, 75 M e B 350

[root@localhost ~]# service mysqld status / /T8 MySQL RS
mysgld (pid 9113) is running...
[root@localhost ~]# mysqladmin -u root password Ral234567 / /B =

#7800 )3 SIMySQLAWE 4, BC B I 2 IR =15 S

[root@localhost ~]# mysgladmin -u root password Aal234567
mysgladmin: connect to server at 'localhost' failed
error: 'Can't connect to local MySQL server through socket '/var/lib/mysql/mysgl.sock’

(2)
Check that mysgld is running and that the socket: '/var/lib/mysql/mysqgl.sock' exists!

iz e 23 B F P % 85

MySQLEME FERC B4 # i 5, WA v Red 2B SCEY, BUCE ik, HEmA
IH 0, 3 IHE R N JEvAE .

mysqladmin -u P -p password #H#EH

Fa

H W NIAC & 47 [P oot 7 K AE 25 B

[root@localhost ~]# mysgladmin -u root -p password Ral2345678 / /7% ¥ =

Enter password: s NERT
[root@localhost ~]#
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Eigroot= 1y

#1 5 CMySQLEE 4 Moot H & b5, i A G SR M, 2R INA EOF G B i, R
ST ORI R, SR MySQLEE G ], ALK PA--skip-grant-table [1)Z %5 7))
MySQLEWRE . UL FZRRZ, a7)inh, BAGeE i )a, Mgl LEUF = 9 ax.

[root@localhost ~]# service mysgld stop / /=W MySQL
Stopping mysqgld: [ OK ]
[root@localhost ~]# /usr/bin/mysqgld safe --skip-grant-table &

/ /A MySQL Z2FA, B FE, HERERGEN, Frl—28a% ctrl+c
[1] 3237
[root@localhost ~]# 110901 09:50:09 mysqld safe Logging to '/var/log/mysqld.log'.
110901 09:50:09 mysgld safe Starting mysgld daemon with databases from /var/lib/mysql
[root@localhost ~]# mysql -u root [/ TEWH ARG xR
Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 1
Server version: 5.1.52 Source distribution
Copyright (c) 2000, 2010, Oracle and/or its affiliates. All rights reserved.
This software comes with ABSOLUTELY NO WARRANTY. This is free software,
and you are welcome to modify and redistribute it under the GPL v2 license
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
mysqgl> use mysql; / /1% F MySQL HiEFE
Reading table information for completion of table and column names
You can turn off this feature to get a quicker startup with -A
Database changed
mysql> update user set password=PASSWORD ("RAal234567") where User='root';
Query OK, 3 rows affected (0.00 sec)
Rows matched: 3 Changed: 3 Warnings: 0

//BCE Ra1234567 AFHFEN, root AHENHIKS

mysqgl> flush privileges; /I EHEAN

Query OK, 0 rows affected (0.00 sec)

mysgl> quit / /BB R, 1B H MySQL i e
Bye

[root@localhost ~]# service mysgld restart //EF RS MysoL, BUHZ &R S5
110901 09:54:44 mysgld safe mysqgld from pid file /var/run/mysqgld/mysqld.pid ended
Stopping mysqgld: [ OK ]

Starting mysqgld: [ OK ]

[1]+ Done /usr/bin/mysqgld safe --skip-grant-table
[root@localhost ~]# mysql -u root -p / /MR 55

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 3

Server version: 5.1.52 Source distribution

Copyright (c) 2000, 2010, Oracle and/or its affiliates. All rights reserved.
This software comes with ABSOLUTELY NO WARRANTY. This is free software,

and you are welcome to modify and redistribute it under the GPL v2 license
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
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mysgl> quit / /AT RESRRIEE SR, WiAERE

Bye
[root@localhost ~]#

B, MR, EFREE

ARGUEH iR H B FMySQLEE E St & A G0 MBR, W RARRATEE A1)
BAE, v My SQL S 27 BE R B4,  Wifd H phpMyAdmin®navicat. K [fILADBI
A B B R BEA T 4
[root@localhost ~]# mysql -u root -p / VARG 75 36 3% My SQL
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 3

[

Server version: 5.1.52 Source distribution

Copyright (c) 2000, 2010, Oracle and/or its affiliates. All rights reserved.
This software comes with ABSOLUTELY NO WARRANTY. This is free software,

and you are welcome to modify and redistribute it under the GPL v2 license
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysgl> create database dbl; //BE DB1 % s FE
Query OK, 1 row affected (0.00 sec)
mysql> show databases; / /B F MySQL BB HuiE F
. +

Database
i ——. +

information schema
dbl

mysql

test

4 rows in set (0.00 sec)

mysgl> drop database dbil; / /Fx DB1 %3
Query OK, 0 rows affected (0.01 sec)

mysgl> quit / /iRt MySQL
Bye

SePIEHEZEZFRADBI,

- |

MySQLEL & 314 A& 15t AR

TR T e FEMySQLEME FEM 7 AAHIACE , T MMySQLEME FERC & A N 2,
B 50 PE A U A M H & SO 4e, DU H R 3 TR E A&7

[root@localhost ~]# vi /etc/my.cnf // /etc/my.cnf A MySOL Bl E SCAHHIfL &
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[mysgld]
datadir=/var/lib/mysql / /B FE SO B %
socket=/var/lib/mysqgl/mysql . sock // Socket If#

user=mysql

# Disabling symbolic-links is recommended to prevent assorted security risks
symbolic-1inks=0

[mysqgld safe]

log-error=/var/log/mysqld. log / /80 B H & 30
pid-file=/var/run/mysqld/mysqgld.pid / /H#EFE pID

7.2 &M MySQLEE E i

AN K (I AT #8255 11, Microsoft SQL Serverdi 141433, MySQLE i FEER A
it 193306, 38 % AN 18 e PE s 1, DR O A8 S e s 1 A et R, R A g
MRIME, AFHEBN BAAFEARRN, WS o HHE L 7 ZAEN, Bdnitihs
K A 11 3 1

[root@localhost ~]# netstat -tunlp | grep mysqgld
tcp 0 0 0.0.0.0:3306 0.0.0.0:%* LISTEN 3476/mysqgld

I R EAS My SQLEAE e 11, 2R AEMySQLEHE A & A& o, BN B # A
B i R 280, MySQLEE ZEER A S 15 J£3306, T LLBLA FH oA (1) 35 st 2620 H AT 24,
Bl b, BB TS M%3305, AT S AE [mysqld ) A& 00 &G 470 _bim 0 S50 5 Frdifi H
P S, FEEIG, RAFIBH.

[root@localhost ~]# vi /etc/my.cnf / /4% MySQL Bl & A
[mysqgld]

datadir=/var/lib/mysql

socket=/var/lib/mysqgl/mysql.sock

user=mysql

# Disabling symbolic-links is recommended to prevent assorted security risks
symbolic-1inks=0

port=3305 [ /BRNEB AT, EEuwOA 3305

[mysqld safe]
log-error=/var/log/mysqld.log
pid-file=/var/run/mysqld/mysqld.pid

16 My SQLEH v 1 J5 . W20 H 8T J5 3/ MySQLE S FEAR 45, MySQLAD & A 4%

[root@localhost ~]# service mysgld restart

Stopping mysqgld: [ OK ]
Starting mysqgld: [ OK ]
[ WCRBR AR Bm H 203305, SR EEM,. ]
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R EH S B KA AR, ) ZESELimux 122t b, @0 SELinux S

[root@localhost ~]# service mysqgld restart

Stopping mysqgld: [ OK ]
MySQL Daemon failed to start.
Starting mysqgld: [FAILED]

HOF A SIMySQLEHE G, f A MySQLA 42 & 15 Ll 1133051817, WA 2 1 R E
Ry, WARASE TG, SRR E SO, B B RN E IS 2L

[root@localhost ~]# netstat -tunlp | grep mysqgld
tcp 0 0 0.0.0.0:3305 0.0.0.0:*% LISTEN1838/mysqld

7.3 MySQLEIEEIIRAECE

My SQLEH 42 FH P AL PR ) #32 A 5 73 A ASHLG sk S B G ok, R oA My SQL I HE JEA [
e B S5 AR BC & 2515 2 £0L, W 5B & Alocalhost, AP ik 5 B HEAEMySQLAH FEA
FUEEH , W R S O L EHLEREMYSQLEHE FE, sl 2K K 5 BC B 45 i A ENUEH, |
I P 7 12 RSB M B T A AR, MySQLIAURGIRZ, WASH L.
¥{iEE (DateBase) +H IR

ALL PRIVILEGES, ALTER, CREATE. DELETE. DROP, FILE. INDEX. INSERT,
PROCESS. REFERENCES. RELOAD. SELECT. SHUTDOWN., UPDATE. USAGE

#iEFR (Table) J\FH4IPR
SELECT. INSERT. UPDATE. DELETE. CREATE. DROP. INDEX. ALTER

g1 (column) =Fh#BR
SELECT INSERT UPDATE

A R AR

A P K S jerry T AL GG FE B PRI, 4 75 S My SQLEHE [ P G & e vF
WG FEG S IVIPH AL, B SGHEC & jerry FOVFICFE G K [MIP 2 192.168.233.2, fi iff HH192.168.233.3
(FITPHBIESEAS GE A G 5%, LR PG B Ve R E R TP HL I () e 2 B BEA PR ThI 7~ 8 Wifr] 932
AL FEAN PR S B2 FEAL PR

MySQL ##EE R PR <15 A

Grant AL

all privileges P B B PR
* * B B PR
Localhost ALk

(B232)
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MySQL £z P PR an < i AR

192.168.233.2 TCFEERL 1P Mt
jerry FRUK 5
Aal234567 P20

B HEERUR EBE T A AR, AR S B DL 1% 5 KL

[root@localhost ~]# mysql -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 2

Server version: 5.1.52 Source distribution

Copyright (c) 2000, 2010, Oracle and/or its affiliates. All rights reserved.
This software comes with ABSOLUTELY NO WARRANTY. This is free software,
and you are welcome to modify and redistribute it under the GPL v2 license

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysgl> grant all privileges on *.* to jerry@localhost identified by 'Aal234567';
Query OK, 0 rows affected (0.00 sec) / /B jerry ZHLEERR

mysqgl> grant all privileges on *.* to jerry@192.168.233.2 identified by 'Aal234567';

Query OK, 0 rows affected (0.01 sec) //8IE jerry K SmBEER
mysql> select host,user from mysql.user; / / B/ MySQL T #AUK S
e e e $o---——- +
host user
e e to---——- +
127.0.0.1 root
192.168.233.2 jerry //jerry F PRSI
localhost
localhost | jerry //jerry H P AN E N
localhost root
localhost.localdomain
localhost.localdomain root

o — o —m————————————— oo T +
7 rows in set (0.00 sec)

mysql> quit / /1B i} MySQL
Bye
[root@localhost ~]#

EFH PR

ANGEEEA H AR B (1078 BB, G e] 7550 H RS S R BURWE 2 BL R 7= 6 156 Bl
o] B G jerry H AR, A H 58 S P BB
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[root@localhost ~]# mysgl -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 4

Server version: 5.1.52 Source distribution

Copyright (c) 2000, 2010, Oracle and/or its affiliates. All rights reserved.
This software comes with ABSOLUTELY NO WARRANTY. This is free

software,and you are welcome to modify and redistribute it under the GPL

v2 license

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> SHOW GRANTS FOR jerry@localhost; //BF jerry H P AHIBER
W a A A 1P Hiht

GRANT ALL PRIVILEGES ON *.* TO 'jerry'@'localhost' |
IDENTIFIED BY PASSWORD '*5AF7FOC8FBF51E7D12F5BFBB4A39032C91A |
10106 |

1 row in set (0.00 sec)

mysql> SHOW GRANTS; [/ BEREAIEXHAPAR, HWRE root &x

GRANT ALL PRIVILEGES ON *.* TO 'root'@'localhost' |
IDENTIFIED BY PASSWORD '*5AF7FOC8FBFS51E7D12FS5BFEB4A39032C91A |
10106' WITH GRANT OPTION |

=== e e e e e m - +
1 row in set (0.00 sec)

mysql> quit / /1Bt MySQL
Bye

[root@localhost ~]#

il A A 5 A B B AR

TP AR AME I MySQLEWEEJa,  wU» 2R iz K 5 IHER, LA IS My S QLA % 2 1)
PR, LU 7Ry dn e iR P Az i - AR

MySQL &z R PR 18 < 17 BB

Revoke Tl B

all privileges PhA B AR
* ¥ P AR

(83)
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MySQL £z P PR 1E 217 AR

Localhost A
192.168.233.2 K E AL 1P Hi bk
jerry PR

B HAUR e FE T A AR, n RIS b LB E

.My SQL HdE FE AR
[root@localhost ~]# mysql -u root -p / /&3 My SQL
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 8
Server version: 5.1.52 Source distribution

Copyright (c) 2000, 2010, Oracle and/or its affiliates. All rights reserved.
This software comes with ABSOLUTELY NO WARRANTY. This is free software,
and you are welcome to modify and redistribute it under the GPL v2 license

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysgl> revoke all privileges on *.* from jerry@localhost;

Query OK, 0 rows affected (0.00 sec) //MEE jerry P AHAIR
mysqgl> revoke all privileges on *.* from jerry@l192.168.233.2;

Query OK, 0 rows affected (0.00 sec) //ME jerry B mfES AR
MiER MySQL $iE ik 5
mysql> use mysql; / /1EH MySQL

Reading table information for completion of table and column names

You can turn off this feature to get a quicker startup with -A
Database changed

mysgl> delete from user where user='jerry';//MiE jerry HF
Query OK, 2 rows affected (0.00 sec)

mysqgls flush privileges; / /R B B
Query OK, 0 rows affected (0.01 sec)

mysql> select host,user from mysql.user; //RBR PR ELFE

e 4--==-=- +
host user
e t------ +
127.0.0.1 root

localhost

localhost root
localhost.localdomain
localhost.localdomain root

fmmmmmmmmmmmmmmmeemmeaa- $ommmm-- +
5 rows in set (0.00 sec)

mysql> quit / /1R i MySQL
Bye
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[root@localhost ~]#

7.4 phpMyAdminEiE T H

phpMyAdmin'E /5 FJu5 ¢ http:/www.phpmyadmin. net/home page/index._php.
phpMyAdmin J& FHPHP%a 5 1), 0] LLIE i Web4% il #1454 E My SQLE H: /4= i izt phpMyAdmin
0] PLSE e B PR A T AT, mEd . B, IER R PESE

% 3 phpMyAdmink 4

phpMyAdmin,& HPHP S Wl 1) {4, P CLRG 22 H 2IPHP A, o php-mysql# /F/2& 4 T ik
PHPH| LLIEFEF|MySQL, Bk T PHPEAFA, T phpMyAdminf H Web Jy U HE,  fir DAAR 2%
%% Apachelr %5 25 o

[root@localhost ~]# yum install -y httpd php php-mysgl php-mbstring
Dependencies Resolved

PackageArch Version Repository Size
Installing:

Httpd X86 64 2.2.15-5.el6.centos base 811 k
Php xX86 64 5.3.2-6.el6 0.1 updates 1.1 M
php-mbstring x86 64 5.3.2-6.el6 0.1 updates 504 k
php-mysqgl xX86 64 5.3.2-6.el6 0.1 updates 75 k
Installing for dependencies:

Apr X86 64 1.3.9-3.el6 0.1 updates 124 k
apr-util X86 64 1.3.9-3.el6 0.1 updates 87 k
apr-util-ldap x86 64 1.3.9-3.el6 0.1 updateslb k
httpd-tools x86 64 2.2.15-5.el6.centos base 68 k
php-cli xX86 64 5.3.2-6.el6 0.1 updates 2.2 M
php-common xX86 64 5.3.2-6.el6 0.1 updates 516 k
php-pdo X86_64 5.3.2-6.el6 0.1 updates 72 k

Transaction Summary

Install 11 Package (s)
Upgrade 0 Package (s)
Total download size: 5.5 M

Ex

2= phpMyAdmin

fiff H wgetfis 2§ 2 phpMyAdmin [k 43 LA, F 25 ¥ phpMyAdmin = 46 SCAFf# = 40 ,
phpMyAdmin & A Web J7 UE B 1), Fr DUEAE#E K 4a 5 [F) phpMyAdmin H 5% 3% U1 21| Apache % 11
FH T, # Pk B k448 0k phpMyAdmin, 28 )53 AphpMyAdmin H 5%, & il
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[ GE config.sample. inc-.php_—ﬁ AT N config.inc.php.

[root@localhost ~]# wget
http://sourceforge.net/projects/phpmyadmin/files/phpMyAdmin/3.5.2.2/phpMyAdmin-3.5.2.2
-all-languages.tar.gz // F &, phpMyAdmin 4 345

[root@localhost ~]# tar -zxvi phpMyAdmin-3.5.2.2-all-languages.tar.gz

/ /R 48
[root@localhost ~]# mv phpMyAdmin-3.5.2.2-all-languages

/var/www/html/phpMyAdmin /1Y E a4
[root@localhost ~]# cd /var/www/html/phpMyAdmin

/ /3t phpMyAdmin H3#
[root@localhost phpMyAdmin]# cp config.sample.inc.php config.inc.php

/ 1% Ve Bl e B XA

H filphpMyAdminhi A& 43.5.2.2,

&M config.inc.phpiic & 3T 14

%5 config.inc.php, ¥4 cookiejikhttp.

[root@localhost phpMyAdmin]# vi config.inc.php
/* Authentication type */
scfg['Servers'] [$i] ['auth type'] = 'http';

Bz Apache BR %%

fic & 5¢phpMyAdmin/ii, 5 % 5 Apache/lk 55, IXFF g IF & 1 FHHphpMyAdmin | .

[root@localhost phpMyAdmin]# service httpd start / /)83 Apache
Starting httpd: [ OK ]

BLERL NS

phpMyAdminZ 1§ H Apachefllk 55, B UL Z07E By K 3G EC B T J5 803w 1, 3XFF A4 1] LK1
L, BRAEAT FHACHLI ) Y as s in), 45 W) HAL - SN LS e 05 10

[root@localhost ~]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT
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-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

B Kb B B e i a, I EE R B B K eSS, BCEA =R

[root@localhost ~]# service iptables restart
iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK ]

[ ]

iptables: Applying firewall rules: OK

{#£FAphpMyAdmin &

fil H i SR B My SQLEHE 2 5 JE 2, AR5 R A MySQL A e & 5 CBc & H - &6,
phpMyAdmin 20 E AT # kS A ] AT H

[root@localhost ~]# service mysqld status / /B MySQL BEPRE
mysgld (pid 1550) is running...

—PIR AR, X Ras i A [htp:/TPEE M 4/ phpMyAdmin), #AIA Llrootlk 5 & 5%,
#7 A HARNK 5 75 /Gl & A 0] LLE K.

Tindows HF m
%% phpMyAdmin localhost BIARS R 192. 168. 233. 240 B AP 2=

B R BB TR LA AR N AR (AR
HE st s B -

B P {EREER

S ANK 5 MRS 5, U AphpMyAdmin 3= 54 [f] .
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Php ERlocalhost _ _

iBEE [js0L | REx =@p ES5t S5k FuE BA: | B8 -~ &S
ft Bl s 90 @
B
o ¥ s « WBE Localhost via UNIK socket
4/ information_schema « fEik: MySOL
= 1 g | ut | ci - '
mysql B==kei o JEner - J « ek 5.1.47 - Source distribmion
i test = i 10

« B motlocalhog
» EEEZHE UTFA nicode ()

& Lanpuage i | B - Chinesa simplified j

® 8 | pmahomme 3]

- ¥5 | 02% o - Apacher 2 15 [Centas)

: - SHEEEFREE bmysql- 5147
FOELNE
R R » PHR TR mysgl

- FEEE 3522 (EEF)

l:-':a:

7.5 Navicat for MySQLEIFEE T A

HAR A LUAS H fr @ 5 s FEMySQLA R, (B VT 2 5 Mg & A 2 A& B i Al n] Blid
TN, B A EARBEIX A RO RS IS I, Pt g SE L RUHMT A REE . MySQL
B EEHE LAWBRZ, BRTE RN EE LARLI, P2 Nb i H L&A
phpMyAdmin " H, {H ;&phpMyAdmin " EAERL EF A SR b {Navicat for
MySQLI[1) 5 B 15,

NavicatF Jy M uhi: http:/navicat.com/cn.

Navicat for MySQL Azt F£ ¥/ EMySQLE R FE M EUEAL TR, B G e AT FIMySQLE A
IN 22 AR A A2 ) i 2 1T IE 4, phpMyAdmin I H AR A ZEIR HAEAEH, a0 3 > i Microsoft
SQL Serverd /1115, APk ffi F{Navicat For MySQL, A% FH J7 i F145:/F 5 Microsoft SQL Server
FHACL, XFER LA 2 E T

B N E M aE:  http://navicat.com/cn/download/download.html.

ZPAFA RN S R PR, B2 ER T DA, B e 2 Difg, AN A30 KM,
WA IREFR G, PR DhREZE R AE T & k. HFE, R 2 RailiEFMySQLEEE
PE, RBRINDIGEC L L T .

BLERIEEEKS

L PR P My SQL AU e 20 B G B e 2 BRI S5 BURR, A0 Il S K 5 (B e TR R
R SCHRMySQLEHE FE L FeAlrootH] ;' AVFIPHLAL192.168.233. 1] LLE kMySQLIf £ T
P AR .

[root@localhost ~]# mysql -u root -p / /&3 MySQL
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 11
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Server version: 5.1.52 Source distribution

Copyright (c) 2000, 2010, Oracle and/or its affiliates. All rights reserved.
This software comes with ABSOLUTELY NO WARRANTY. This is free software,

and you are welcome to modify and redistribute it under the GPL v2 license

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
mysgl> grant all privileges on *.* to root@192.168.233.1 identified by 'Aal234567';

Query OK, 0 rows affected (0.00 sec) //EETEEM 1P Hiit
mysqgl> SHOW GRANTS FOR root@192.168.233.1; / /EF P RUR
e e e e e e L e L E L L e LT +
| Grants for root@192.168.233.1 |
e L e e L L L et e L +

| GRANT ALL PRIVILEGES ON *.* TO 'root'@'192.168.233.1' IDENTIFIED BY PASSWORD
'"*5AFT7FOCS8FBF 1E7D12F5BFBB4A39032C91A10106" |

1 row in set (0.00 sec)
mysql> quit / /iR 1 MySQL

Navicat for MySQLIEIERL &

X B A 57 AR ) Navicat for MySQL, Wi FEIFrs, 55— KO0T R B R ARE L 2
Pe, BOERHWRIE, B [EEK]

A Mawicat 8 for MySQL
XD 8 IR0 EHW SEH

| - I-"E: %

8 © F & @
FaEEE  EH iR i+

EnEE JEEERN L BEED

-

GIEE AN ERE O, SINEEAFR . EHAEMySQLEE A EHLIIPH HE, g T ER
W\ H3306, mREEREH I P 4 Aroot, M NIEFH P &6, WA RE, End [Fe])
0, St DERNRAY AMOERENRL .

B IR =1
A = =R =N R o
EEREE sl
FE=F ik j192.168.2335.240
1B SR
el Ircu:t
Eﬁ: I ****** |
I (F7F5E
i st | w= | my
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HIL B PR If$Es, RaaMySQLE PEE Rl ,  #tnT A PR C & EAf G Dk

BRI )G, 1% D), R (1

i, W~ E PR,

£ Navicat 8 for BySHL
i BFv TED 0w B
| —!
g & 1B & & o @ B g §
EIERF = g EhERE OSH T & HEEE =23
= HFE0 sanEE < tEsn MR EAEED oSS
i
|l BEE L‘.“E arzgl B root 4

FETFERITE I, win] U 2 MySQL A A A I BT A B [, B PER b 22 IR 7R R

s -

FETF o A E i e )

';li‘!'!ir‘l‘t § for BySQL

?{’FF'IJ EEl AT B0W @

4 &

ﬂ

ﬁé@ﬁ? b @

HiERR mE i il 1+H+E§ £
i TR0 AEitRE RN HERD I FANFD o SHESE
=l
|| iformation_schema
| ysd
1 e
SZﬁ_ﬂ_ﬁ- _|a sl ﬁ ot ;;

Boya e B b 2t FeJT)a vl UG B BT DhHe it .

= = : :

EE  ElERF # e ﬁﬁﬂﬁ wEiEE 24
i F1FED) i R H-_}l piEm AR S SMES0 B BEESE
El-fl_"f I'H'FSEI| " columns o ~lszrvers

| rformation_schema Tih Tldow oo
FEﬂ .Wf&'ﬁm Tlevent jtables;\riu
iig q e “ltme_zone
s WE\ < | ™ generd ing Time_zone_lean sscond
t=.|, FFigidtE jhelp_l:ategnw 1ti‘ne_zune_narre
“—ﬂ Ht “lhelp_keyword ~ltrme_zone_transton
i % jhelp_releti:n r]ti‘ne_zune_tra‘:sitiun_b,.-pe
&l 5 Qhelp_tnpi: ~user
i A Thast
I ﬁilﬂﬁﬁfﬁ“ .jndh_hirlug_inl:lex
jplugh
“lproc
" procs_pet
@ E iz LTEmEE A wy=l B vect  HEEE nymal 7
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RRAF RS, WikE. &0, eSS FIIHE .

€ Havicat 8 for EySOL

XHE® E&W IADQ 1@ #Ho

Y

2 & 3 5

* mE R B 5 e

| ATHEAQ IRHERD S RER 4WHEE0

0 w8 O [GFameE

[Ewlql HRA: roat ﬂﬁﬂﬁ myzql
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FTP— 314 AR 55 25

FTP (File Transfer Protocol) B SCAFALRHIN, ] LAAEAS [A] (v HFAL - TR & 4 A [R] S8 AL 1)
A WREAEP G AN E TR AR S SO, P SR A AT R (W F TP B4 4T - FTP
P SGE R BTEAS BT S AL SO B L R P AR vH S NL R ZEE G b Pl 5 nf DU At
ANEITHEA U B AL SO F. IS FTPHRSS 3 v LAEAET P & vHEHL CANR A O A 5] (R34
ARG A H AL S .

8.1 &icvsftpd

vsftpd 4= 44 1 Very Secure FTP Daemon, /& # & 2ME E E MFTPAY, ) Linuxi
YERGE AT HILEAE, L M o] 2 dévsfipd L HIE A ECE.

¥ B vsftpd B4

e D2 % avsfipd A/t , WERBAEMGE, & HAT %3,

[root@localhost /]# rpm -ga | grep vsftpd
vsftpd-2.2.2-6.el6 0.1.x86 64

vsftpdz 35

Zvstipd KA, fela] HL I T VA2 Chyum R 2R SEORTIEA T 203, W R FH JRACRM Gl 16 22
LR MR

[root@localhost /]1# yum install vsftpd -y //%% vsftpd
Dependencies Resolved
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Installing:
vsftpd X86 64 2.2.2-6.el6 0.1 updates 150 k
Transaction Summary

Install 1 Package (s)
Upgrade 0 Package (s)
Total download size: 150 k

BCERG XIS

Vsftpd K PF 238 58 1l a, BRAIm 5221, B AR E DT KB & O JE 210 1, JXFEA 0] LA
X FNES o

[root@localhost /1# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 21 -j ACCEPT

//FTP ¥ [

-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

B K I BC B e MmN EE R B BT KB eSS, BCE A =B

[root@localhost /]# service iptables restart

iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK ]
iptables: Applying firewall rules: [ OK ]

BREa R ECE

UL PR AR SR S AT RO, W PRSI B GTE 1% G cvstipd 55 4, WERAE
H CentOS 6.x2 iif [1) il A< W) H 5 % 5K 4] SELinux.

of5 A2 e R SELinux B9, 75 WIJCIATEEFTP H >k, A v 2 )5 Wondeézs 15 Bl Could
not change active booleans: Invalid Boolean, #*7nfi#FR%E), W RAFERILAG BACKME BRI,
AT RMAR R, WERNIE, FEHAS A w2, PN aT 08,
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I WA A ERERE R

[root@localhost ~]# setsebool ftpd disable trans 1
Could not change active booleans: Invalid Boolean
[root@localhost ~]# setsebool -P ftp home dir=1

R BA AT A 8AF, IERRBIFTPARSS a3, = HILIE S Ak 554 H SR O

500 OOPS: cannot change directory:/home/jerry
500 OOPS: 500 OOPS: child died

TR LN ERAER.

A1 Jkbvstipd ik 5548 H - SEAN LB R R, @ CRF SELinux ok ]

CentOS 6.x.2 Hif [FJvsftpd A, T AN A 2L (Passive Mode), CentOS 6.x.2 Jii
Fvsfipdhfi A, WL RCE, ML EFBIA (Active Mode) 4%, FEvsftpd.confli & AT
Hh %&ﬂui}%ﬁ{paw_enableznﬂ, A EA—EH™E, %H T RECE R n], EAC B sl
1 (Passive Mode), A4 KE87r FIFTPER AT BONAR & LI s B &R 1Y), WIFileZillaSF 4K
.

[root@localhost ~]# vi /etc/vsftpd/vsftpd.conf
pasv_enable=no / /RS B B A BB A

CentOS 6.0F1A A vsftpd-2.2.2, CentOS 5.54 vsftpd-2.0.5,

['— ]

B shvsftpd AR

i vsttpd X AF BRI dE, B2 PR R kS, Bahsedn, WA vstipd A2 T
2105 1, A TAERE, ESCKvsftpd k5w R ERIA G 3 .

[root@localhost /]# service vsftpd start / /B85 vsttpd MRS
Starting vsftpd for vsitpd: [ OK ]
[root@localhost /]# chkconfig vsftpd on / /% vsttpd BLE N ERIA B3
[root@localhost /]# netstat -tunlp | grep vsftpd / /B vsftpd BITRE
tcp 0 0 0.0.0.0:21 0.0.0.0:%* LISTEN 4120/vsftpd
R Ayvstipd ) AT
AR S5 R 7S e
J3 8 vsftpd k%% service vsftpd start
M vsftpd il 55 service vsftpd stop
5875 3l vsfipd AR 55 service vsftpd restart CHf 555 1E)5, B EFE 3RS
T vsfipd L B 30 | service vsftpd reload (EE HiE B R 45 25 Ol & S04
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8.2 1ZMEKI\im

FTPIRZS HOBR A 021, 9 T IR0 2 A tt, i 3 MR A a2 0 R AT ok, T oAt
2 Apache i 3517 JE A8 {65 803 IR TG IR R FH P AE W B S S A OB B, R i b3 15
i, {EEFTPIRS K T 17 LABAE 477 s, ooy DLl PR PR i 7 a3, TR 75 2% VR
PRI . TS . BRSSO IR O, LA WebB b 5 8, FTPIRSS %% 15
B, AT WeblE B, MG 58 KUK

A & i
vsftpd 2R A ¥ Ut 2 21, Bo & AP N WA B Sm O 28, &A1

listen port=port, port t:¥il15, XA 2112, HASEHR G RFEH .

[root@localhost ~]# vi /etc/vsftpd/vsftpd.conf / /B vsftpd Bl E
listen port=2112 / BEBUER R

BCERG XIS

Vsftpdfi 55 BRIk F o421, QR LB o 11, Wy 242 s Kk ha e &, DB R B8
(i 1, KR A HEXT AN &

[root@localhost /]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp -dport 22 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 2112 -j ACCEPT
/ /B8 3

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

B Kb BC B SE G, B R B BT K e 55, BCE A = 4B

[root@localhost ~]# service iptables restart
iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK ]
iptables: Applying firewall rules: [ OK ]
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&F#/3 Bhvsftpd

Vsftpdie B e a RFIR Y, 2B G Bhvsfipd i ss, Bl B A=A

[root@localhost ~]# service vsftpd restart
Shutting down vsftpd: [ OK ]
Starting vsftpd for vsitpd: [ OK ]

iR vsftpdim

ffi FHFileZilla K AFERFTPARSS I, B N\ A om 02112, SR EREFTPIRS:, &
NIEERINME B, W NE TR,

7% ETDEdE 192.168.233.240:2112..
WS EEEL . FEIER.

i B FileZillaE 4 N A B i B MO 2112, WS IR CER IR 4 MR G B, WT
B BT 7

%75 [EiDE#E 192,168,233.240:21...

%75 EhEE " ECONNREFUSED - Connection refused by server®Z:0 o
ax LEEERRS S

s EfEEEFSE...

8.3 [R#I EETEH B

FTPHR S 25 AT R SR S48 56 A R R, FRAEIRI 7 58 WA P, ARk 2 %
PR FREAZH P AR N8 v, Eo & SCPE R [Fanon_max rateZ EH] TR il B 44 P A
#, local max rateZE(H T IRGFIAHLH P AL4m 3, XEAARHHHF,, Sifsvstipdfc & A, 2K
¥ local max rateZ%[, 7 EAERL B SCAFMEG—47d 0, XHEREIAE - BAL FEER
fEH300KB, IXFE AL N2 LL300KB 138 A% 4 -

[root@localhost ~]# vi /etc/vsftpd/vsftpd.conf
local max rate=300000 //BRBIAMAE P FfE T8 300K

(o )

IKB=1000 Btyes,

BCE SEUE RAFIR Y, HOF E B vstipdifk 55, IXFFEC B A A2

[root@localhost ~]# service vsftpd restart
Shutting down vsftpd: [ OK ]
Starting vsftpd for vsftpd: [ OK ]
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iR EAE T & 3

(ORI SCAFREA T I, B B s G AR = 4ERF AE300KB Ay, IXACKIC B

| RER/ AN e | X A | KRB | S
¢ Jerry@192, 168,233, 240
H:\Linux IC v3.2. 150 ==»  fLinux IC +3.2. 150 2,318,338 —f&% FTEfER
2881 00:00:31 bR 03:50:30 0.2% 9,633,792 F1 (305.8 KB/s)

84 BLBEHEHFPHTE

FTPRR 35 95 2 B, A A AR B AH R 98, 2B RS vh sl 2 R ir i, (B2

Eiﬁfﬂ’ﬁﬂriﬁLP T B A LR ok P G R BRIP4 B, B CARC B AN P AT A (A 717 96

BT R ik, dniEvstipdic B SCLE, AR IR H A e S B OCIEE R, BRI
AT, TRAERCE I, RESEMGRFRH .

[root@localhost ~]# vi /etc/vsftpd/vsftpd.conf

user config dir=/etc/vsftpd/limit / /BB EEH P E SR E S Hx
5 BB
[ EEMAATRNAEE XTSI LBTEE, ]

Ao & SR @ I S PR B SO 7 B A fete/vsttpd H 5% R G 44 FR A limit ) SO,
Rl lete/vsttpd H 5 FEA MCH32, Brlaszi BAT A4, iX B 2P ilkenH /7 H fE PA300KBIH)
R AL A, e A StkenH AT v PR K S B 0.

[root@localhost ~]# mkdir /etc/vsftpd/limit //GIEUEEH P SERIEC ESC UK

[root@localhost ~]# vi /etc/vsftpd/limit/ken //GUEEHRT ken I/ '5E BRI AC BCHF
local max rate=300000 //BCE ken H i 5 300KB

FCERT LA S BkenH o

(ans |

ACE SR RAFR Y, BUHT R Bl)vsfipfiie 55, IXHFECE A =A%

[root@localhost ~]# service vsftpd restart
Shutting down vsftpd: [ OK ]
Starting vsftpd for vsftpd: [ OK ]

WX ER PRYS 3R

DI S ken 5o, BS54 PR A7 98, PRAIAL Ha iy 9 K20 300K B
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4 ken@192. 168. 233. 240
H: \Cent05-6. 0-x86 B4-. .. == {home/ken/Cent05-6.0-x86 ... 4,233.80... —§8
2#EA7 00:00:31 fel 03:50:30 | 0, 2% | 9,633,792 =77 (305.8 KB/s)

IETE 5%

DI 5 jerry 5, i P B BRI 58, A5 96 $1i229.3MB, fURFECE ) -

L Jjerry@192. 168.233. 240
| H:\Cent(S-B.0-%86 Bd-... ==>»  /Cent0S-6.0-x86 Bd-bin-DV... 4,235.80... —fA FTEfES
ofERt onco0:is g oozos 15 592,642,048 F (29.3 MB/s)

8.5 PR&I%E Fium ] ZEZAYIPHE 1L

FTPEAHL ] LLPR Hill 25 5 g 0] 3252 10 ) BL B IP, A1 FH tep wrappers. host.deny Az host.allowZ 4
KPR, X HEC BN BRI M BCE AN o] LLE L, R 192,168 233 M BUA W LUER:,  Jobfiie
Fe A A tep wrappers Z AP AC & & 5 A YES, vsfipdBR LG A YES, WHRANO, 24Xt
host.deny /2 host.allow L AFH 521 .

[root@localhost

tcp wrappers=YES

~1# vi /etc/vsftpd/vsftpd.conf
//TERE N YES

B JCHC A host.deny A,  FRIGIFTA M BARA GEERL, BCA SR, IRAFIR .

root@localhost

hosts.deny

[
i
i
i
F
-
#
#
#
#
i
i
F
F

vsftpd:all:Deny

/1# vi /etc/hosts.deny / /G PR I A B SO

This file contains access rules which are used to
deny connections to network services that either use
the tcp wrappers library or that have been

started through a tcp wrappers-enabled xinetd.

The rules in this file can also be set up in
/etc/hosts.allow with a 'deny' option instead.

See 'man 5 hosts options' and 'man 5 hosts access'
for information on rule syntax.
See 'man tcpd' for information on tcp wrappers

/ / BRHIRTA P4 AR A o] LLEE £

P2 T k4 host.allow XU, f01F192.168.223 M B n LLiER:, FCE Bl n, RAFiEH, H
TARE M vstipdBic B A, Bl 28 5 shvsttipd IR 55

[root@localhost
=

# hosts.allow

T

7

7

/14 vi /etc/hosts.allow / /GiE RVFER G E S

This file contains access rules which are used to
allow or deny connections to network services that
either use the tcp wrappers library or that have been
started through a tcp wrappers-enabled xinetd.
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#

# See 'man 5 hosts options' and 'man 5 hosts access'
# for information on rule syntax.

# See 'man tcpd' for information on tcp wrappers

#

vsftpd:192.168.233.*:Allow / /T 192.168.233 BRI LLER:

33t PR ) | Pttt 2 25 BRI

A0 & e e, DA EE T 5T, Jeilik192.168.233M Bt LASMGIPHE AL, +T FFi W 254 A
vsftpdfil 5525 M IPHL L,  HH I 4 A H P 2 & S 5, W~ E PR, ek AN JJLIRER ek,
G & host.deny £ XK

BREHH [X]
%@p BERTATESET, RETETZETHHEL.

FTP BREZE: 197, 168, 233. 240
APE . Im ;]
ZHEE): |

EFE » AL T RESEENIERMIEE . LIEESERL

& FTF B3 E R RS ST ai T TSR TEaiiE. ERIFPTEFEE
= BIE2E » 1EF ®eb LM (KebDAV).

HE—S5THEEH fb TiEE.
r EEEF R I EFE=RE)

[0 | 2 |

HIfT 2 PE AT IE A FTPAR 55 a2 B R P IS B

C:\Documents and Settings\Administrator>ftp 192.168.233.240
Connected to 192.168. 233.240.
421 Service not available.

Connection closed by remote host.

P2 FoRINK192.168.2331F) M B, 7831 DE 2% 4 A vstipd il 552 IPHE 1L, 4 A H 44 Al Ay
Ja, BinJPLIE & GxEEE, W FEPR, XfC&Rhost.allowt A% T .

E_d fip: /192 168, 233. 240/ — Nieroseft Tmtermet Ezplorer

T RED FEW 4R I20 BBy L
QFE-Q- 1| P8R D1t |5 » X 9| B
HIE ) |81 g /152, 155, 233, 2400 - Exa g

.......

waa| | Cent(5-5.0-x83 6 ..
£ad

AP jerry |' Internet &

I RN TR, S A - AR Ja vl LIRS 6.
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C:\>ftp 192.168.233.240

Connected to 192.168.233.240. A7 [ETTEE 192.168.233.240:21...
7 EEEy . FEER.

220 (vsftpd 2.2.2) PeRi: 220 Welcome to blah FTP service.
User (192.168.233.240: (none) ) : anonymous @ USER jerry

331 Please specify the password. WEG: 530 Permission denied.
Password: mix: TREERRSSE

230 Login successful. IR ETEEFE..

ftp>

IA7s: IE7EE#E 192.168.233.240:21...
RS ERERL, FETILER..

IRz 220 welcome to blah FTP service.,

Ir 2 s & IUSER ken
8 .6 BE %IJ E,:l Ei Jﬂ JI:| Iur;Ez: 331 Please specify the passwiord.

RS PASS M
IPERE:: 230 Login successiul,

" ST _ \ " @< OPTS UTFS ON
sttpdﬁﬁﬂﬁ EEVRIIRE, 0] PLPR il Ak %5 a8 N MIRLE FH AN BE X mr:q; 200 Always in UTF8 mode,
. ? ) 2 . _ p ) W BEE
%, AP AERGIHA ARG EWR? JRBEDEENNAIRZH,, A |lps snasss..
 PwWD

— AN P ER AT UG SKFTPEML, AT BRI 5 SaT g 52 m HoAth .?i 257 “fhome/ken’

AR 45113247, FrblgtB L mA B4 f, 76 RFTPI S KR B4 (G B4 5 %K. RGERIA
CL 2K S S5FTP L RIIK S MATEN, FECE A AN Muserlist enableZ %L, FRIAANYES, 24
THRBIRGEELPH P ER, WREANOHASERMERAT,

[root@localhost ~]# vi /etc/vsftpd/vsftpd.conf
userlist enable=YES / /B YES, TRK No, MWIEZ B

SRR IR =, HSH2RAN AT S, #PEE VLG KFTP, HxE 21 Erootth fR
HIERN, XA FEMNLECRCZ 2, XEINA T jerry MR & H o

[root@localhost ~]# vi /etc/vsftpd/user list /] REEAR
# vsftpd userlist
# If userlist deny=NO, only allow users in this file

# If userlist deny=YES (default) , never allow users in this file, and
# do not even prompt for a password.

# Note that the default vsftpd pam config also checks /etc/vsftpd/ftpusers
# for users that are denied.

root

bin

daemon

adm

1p

sync

shutdown

halt

mail

news

uucp

operator

games

inobody

jerry / [ EHI RS S

MXERE

i HjerryiK 5 G5k, MWBUEHRAER, W2 H 530 Permission denied JGi24 %5 55K
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il tomllk 5 %, FLHERL I L Ak Ih.
DA 4 P BT B84

8.7 RAWERER, TATEBEHARER

HEFTPENA A HWIRS, FHECABR EMNMHES Ex, AHBCFEH P, FEZE AP
1EYHE P S, AR P B B SR s R

[#: 44 F ' anonymous enableZ= £ J Y51l A ' local enableZ % ¥R A A YES, #f& V&%,
3538 H ' local_enableZ Zix HNO, il H 7 gl iz Sk,

[root@localhost ~]# vi /etc/vsftpd/vsftpd.conf
# Allow anonymous FTP? (Beware - allowed by default if you comment this out) .

L= = =
L .

anonymous_enable=YES / /BN HK YES, BREAER, A No NZCH

T

# Uncomment this to allow local users to log in.

local_enable=NO //ERNA YES, JBREEM P ER, B8 No TISKH]

ACE e m, AE BH e shvsfipd RS, BCE A 247

[root@localhost ~]# service vsftpd restart
Shutting down vsftpd:
Starting vsftpd for vsitpd:

o O
~ -

MNXEEERLEERBARER

I Sjerry 5ok, FR4GuM<s H 530 This FTP server is anonymous onlyfi5 &L, Ui B H G 4
(anonymous) K54 [ LGS, 1%H P Ik G RKFTPARS 45

C:\Users\jerry>£ftp 192.168.233.240

CEHF] 192.168.233.240.

220 (vsftpd 2.2.2)

P (192.168.233.240: (none) ) : jerry

530 This FTP server is anonymous only. /] RBEL LS R

R KM

PIEE K 555k, RGN H 230 Login successful, &7 44 5 sk %o

C:\Users\jerry>£ftp 192.168.233.240
CEHEET] 192.168.233.240.
220 (vsftpd 2.2.2)

P (192.168.233.240: (none) ) : anonymous
331 Please specify the password.

.

230 Login successful.

(0 ]

E 2 PEXFTPR S NR EZmASIAERZ H /% (anonymous ), B AEL,
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8.8 EIFEZEFE

ERIABE 44 H Franonymous 1 LU SKFTP, ANdilHE N | @ ettt P g, N
JiEE M, anonymous enableZEERINANYESHZ, .2 " ANOZEIL, B4 H F ek G,

[root@localhost ~]# vi /etc/vsftpd/vsftpd.conf

# Allow anonymous FTP? (Beware - allowed by default if you comment this out) .
anonymous_enable=NO //BRNK YES RVFE LRI S, No MR P 4 Kk g R

#

# Uncomment this to allow local users to log in.

local enable=YES

BCE S, WAL B e Blvsfpd 55, BCE A =R

[root@localhost ~]# service vsftpd restart
Shutting down vsftpd: [ OK
Starting vsftpd for vsitpd: [ OK

d el

MNREECRLEEZARER

i B2 P85k, S A 44 H P 4 anonymousE) 1530 Login incorrentfi ik 5 &, %15
BRREE A P e ER .

FH(H): |192.168.233.240  FAg(U): fanonymous EBW): | %Dmml

oz 220 Welcome to blah FTP service,
<+ USER anonymoLis

ah: 331 Please specify the password
i F'&SS e o ofie e ol v o o e o o o o e

oz 530 Login incorrect,
R EERE
i TREEIIRSE

8.9 PR&|—/IPEERIE =

PRI IPIREREOE L), WA AN IPHUIE FHERRZ, Kok FHFER AL E
Bt AAEBCE N LHIE  FFTP R BN IE 2~ M _EAAH, DR Z 22 IPX M
N M2 WHERIP, BT DO S B E A EEAA I %5 18, vsttpd e B SCAFER N BT PR IE e
(BRI RED, BUEMRARA AT, HOfER)E 17 I Amax_per ip=2EHEHIn, X
BEA3, —PNPEEBAEREGR LT R,

[root@localhost ~]# vi /etc/vsftpd/vsftpd.conf
max_per ip=3 /[T EERNE

BCE S, WA B E Blvsftpd 55, BCE A =R

[root@localhost ~]# service vsftpd restart
Shutting down vsitpd: [ OK 1]
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Starting vsftpd for vsftpd: [ OK ]

MK EEN =

i FHFileZilla FTP Client3E T E 2, 55 VYN E#2, 11421 There are too many connections
from your internet address{5 K., XN D2k HoAthaZ 20 A A4 n] LLiZE _FFTP.

i [EihddE 192.168.233.240:21...

8 R, FEWER...

;421 There are too many connections from your internet address.
= TEEEERRSS

s ERsEsE..

k75 EnERs 192.168.233.240:21...

S T, FFWIER..

N 421 There are too many connections from your intermet address.

axl TEEEFERSSE

Tt vsftpd.confH AL BEmax clients=%E+41, SHE.Emax per ip=E =R,

8.10 PR&IZS IR B8] 3 A& Bl B2k

ANER RS S IR 23R FRIGH PSS WIS N HER:, XFFESHFE LN 5
U5, P CLER A 0 EEC S PR I TR) i AR A W, BRIAFPECA300, idle session timeout=
300, HRZITEA R, FTEMGAS, XEEE W30 R A E R Wk, Rt
#5MER, IPRAMEGR K30, R IRAFIRH

[root@localhost ~]1# vi /etc/vsftpd/vsftpd.conf
# You may change the default value for timing out an idle session.

idle session timeout=30 /BRI ER, BECh 300 BBECh 30, MER#5 830
BC B 5E G, W ZE B R Byvstipd i Ss, BCE A = R

[root@localhost ~]# service vsftpd restart
Shutting down vsftpd: [ OK
Starting vsftpd for vsitpd: [ OK

el

MR A B30 g =& P ETERE

Phjerryllk 5 65k Ja,  AMBAEM 115453080
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E(H) [192.168.233.240 HFEthHW @ﬂWﬂJ""- ®OF) | (R EEE(Q)
e 150 Here comes the drectary listng,
fy: 226 Orectery send K,
i SIEEFRRN
ik [ v|| mHEES |/
B 1 EA AllEf

Ifr.l--&,li:

By D M) [

By B ) v
_%EE 4 Nk O B 1 0 =W 4 ) 20 235 81477 |
& FMiE
cl GInE po 115 nail UL 2012/803 dr
oE GInE) Tt gcemns C 12674 WisReR ... 2012/8/% 'r::l
caf G iR

3007 J5, FileZilla FTP ClientH I1421 TimeoutH Wiz, (5 B B IRSS PL 6 ERE .

‘ FAH): |1'5'2.1E|E.233.24D APEl): |jerr3| TE(W): |iu" w0 | HEEE D) | *
e vl = gty
War: 421 Timecit,
R
ik ] v| | EigAS
ERL ] g

st

IR ) ) |

Moy B G M
e - |l | Sl | Bofiepn | Zie ~ [ sk ekt | RREM Lo
A TGS
cal GIhEE) % ey mail W% 201280 dr
@l GiE) F it Dreat0s..  1,287,4. MinkMR .. 2012/8/%0 -r:l
¥ @) FHHE

B A e AER:, TR IS B inFTPER At & H e F AR gz %, KA KM, LLFileZilla
FTP Client 151, #E0 v & Y LE+E v ih Y k042 Y F i LFTP )iz, FE[FTP Keep-alive )
bk DR HFTPIRFFERFES ) miASHZk.

|

L
EETEP) SRR
o ] @ WEhIEF)IS)
. ELFTP  Ezpla)
ﬁzﬂiif'é VM SRR E R = )
- PEhiEz e i Rl T
TP B fz_tll]:;% T ENiE BT Ra R R R R ok . S =R A S HE
- SFTP .
R -FTP Keep-alive
E- i VR FTP SiERiEs ()
CEpEE EEMRSERTERRAN . MREEEMEERARSATER-
- BT R E
- EER/AYEHE =, i
- A MER
- MR
~Ba
-1 TE AR =
TRSE
BLIAIC)

2R IS HERIL S, FTPA ke — BUN el sl H A IRFriEsk, A 1 e
FTPRCE, @BOCHI S NERE, Wi vsfipdAc & 1 Clienti® #8014, K2 H PiERAE Bill, 8

= FECHAL A P g .
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iﬂmlhﬁlwiﬁé% HFEMIFW @EWWJ""' HOP | RO |~
e R ERRY
s TYPE |
PREE: 200 Switching to Binary mode,
¢ Jemy®192 168.233.290 % jery@192.168.233.240 x| EnyD192.168233.240 | Riry@192,168.233.240 | Jeiry@
Tk |\ v| | EAE: |home/eny
T s E, P EEY

G C: -1 hone

By I ERNE) | , jerey

o B @D

i N C 1)) i
| SHE N B . b || &iry [
o EHE ..
cale GRIE) FHIEE
G GRS E e
46 ) i
T T i - = Sl

8.11 Z\FHRIMEE

L .

BLEFTPARSS o, HLfal b, KT H A &2 H S H A ged AR Hx, Fril
BUA SR B, SNBSS AL &, FTPH P A e EHL EHAR B Z R, 8 7RS40
AR E ZH S HAEN H A E 5%, CentOS 6.020 A AL EH A EH, CentOS 6.0L4
AT I RRAS A0 HATHIN o

PREPTE AR AR AR E F

e vsftpdAc & A,  Jofk P chroot local useriX—47, H#5 MFx.

[root@localhost ~]# vi /etc/vsftpd/vsftpd.conf

# You may specify an explicit list of local users to chroot () to their home
# directory. If chroot local user is YES, then this list becomes a list of
# users to NOT chroot () .

chroot local user=YES [/ERAAEH, ##5MEREREH

BCE S, WA B E Blvsftpd 55, BCEA = ERL.

[root@localhost ~]# service vsftpd restart
Shutting down vsftpd: [ OK
Starting vsftpd for vsftpd: [ OK

el

MXELGERFFMERAPIRER

HHirhome H % FA W H Fjerryfltom.

[root@localhost ~]# 11 /home

total 8
drwx------ . 3 jerry jerry 4096 Aug 20 08:51 jerry
drwx------ . 2 tom tom 4096 Aug 20 11:08 tom
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H) F FTP 3% 4% 8 ff FileZilla FTP Client 3t 17 3% £, 2K\ vsfipd FiC & SC A4 %Ak
chroot local user=YES, 5l&#f b ZE{E 12 SCINOK, nf LLB R 5¢ %2 (1) H ok #i4e, Lljerry &k
23 /home/jerry 5 4 H 5K BAE

‘ FH(H) [192168.233.240  pug(U) fery (W), [orese ®OE): |

BigEs(0) |

fs PWD

Vs 257 'fhamefierry”
S SEEFERS

| BMIOIS16233240 X @192 168233240 X

LG
pl
oy D0 GRRADES)
R ) )
ey T OIS

S 74 0 4 L i 77

A YA | e
roa e
D i) Fitig
cob IR S iR
caF GiE) F i
Ca® @) F iR

Wik 2012/8/30 T...

VSftpdEEE:j{:{"-l-‘LPj]”J:ChIDDt_lﬂcal_USEI:YESEr AE LIRS H PG sk B R Be g 2% H
WH=, wrEhR, BED#ssIHAH P E .

‘ FHH): [192.168.233.240 AU [tom ER(W): [eee wre): | i
MelEe: 150 Here comes the directory listing,
MG 226 Directory send O,
AE JLBRMT
! jerryﬂ:lg.’g.lﬁE.EBE.M K tomi@ 192, 168.233.240 X S e— }
vk |\ - | | EiRiEs: |/

[+ ﬁ C:

oy D GRS B

g B GIIE)

ey B GIADES) =l

- | et | Srphass | Fafrizsk - G0 &E
& FitngiE
cal: EihNE) g S
= Ehne) Fings
cpFr G TS ZERI®E
cal: GRE) % (11553
U (HEhney b ol 1L 02 8

R EEHID BB AL P B R, & H I 25 2550 Failed to change directory, fjerry
K 5 £l 9 | U] # 2 /home/tom [, 47~ EEHUH &A1 R KM .

M)

192,168.233.240

A REl):

jerry

TIR(W) |esees

&P |

s OWD fhorneftorn
ey S50 Failed to change directory,
g BB RSN

| tom@192.168.233.240 X | jery@192.168.233.240 X |

=L

E:. .

HEL

=& C:
ca U0 GRIDE)

o ] o M

A |‘n ﬂ

-

d gl ,u"

NI% et |fh|:|meft|:lrn|
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BR&4% E F A A AT LAY A A B 3

ERTT A RBIFTAFTPE I H P AA Be VIS B AL A - H o5, s E8me B 4 e A A
WL, A ERCEA LS W, EEFTPENUR B A S AR RE IS R, 29
FA e V) st B a8 P S S A vsfipd.conf 1 chroot list , 7% % %5 vsftpd.conf , H4
chroot list enable=YES[# 5 MFx, AERAFIEH .

[root@localhost ~]# vi /etc/vsftpd/vsftpd.conf
chroot list enable=YES [ERNAAEH, BER+S5 S A

ft/ete/vsftpd O & chroot lList A, WSINEAEILIIH P, X HERAjerry oA FE 11D 1
H s I H P 44 B

[root@localhost ~]# vi /etc/vsftpd/chroot list
jerry

BCESEHE, DOE P A dvsfipdk Sy, BUEASHERL.

[root@localhost ~]# service vsftpd restart
Shutting down vsftpd: [ OK
Starting vsftpd for vsftpd: [ OK

el

MR 2ER ERHE—RAPYIRE R

PLTomlk 55 5%, 1] PLIE7~x/home/tom5E #E AT .

EMH): (192168233240 mAROL): [tom FEW): [eenee ¥OP): | @
&5 PWD
baE: 257"
e MR
1oM@192.168.233.240 X | y®102.168.233.240 X
| | E34: |/home/tom
Af=27/
= 2 hoae
_J L e
L

EphIveal (GEgd (SRR - | RELL IERD | Bk
i b

3
a2
SiE
Eiiie

PJerrylk 5 X3k,  HEER BJerrytl H oK

TERNE
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FTP— 3 {4 AR %522

|‘ E4LH): [192.168.233.240  @ABU): [leny TER(W); [seess ser(e): |
|-n=.;%: PWD
Wz 257 /"
i BB R
| toM@192.168.233.240 ¢ Jery@192,168.233.240 x|
s |\ ~| [ |/
=M -}-I-igﬂtﬂ, all @ f
B C:
Wy B GRNED
_ oy B GETADED |
TR - [ wfkd[pes (g [fe - [ ko [RiRE |
&¢C: T --
cali G g% 15221 B neil it
| LE ) M

FTPAC & A chroot local userZ #(flichroot list enableZ % &ANn] LLE] ISFAE FH K, an 5
[FIIAEH . A< Kchroot listPir o & () P WAZ pln] PLE 7R 5e 888642, WA B & I P A1 28 al
ik wonEAe, SRR A B

8.12 Vsfipd {£H SSL/TLSHNZ L4

Avstpd ik 55 _ESSLuf LA M FTPIHY &4, iX 5l 2 LLKF Apache [ http AC & https, il
vsftpd il A M # I F TP 55 4% o

3 0penSSL

B A T E 43 0penSSL,  vsftpdfii FHSSL/TLS, #4201 % 4% OpenSSL.

[root@localhost certs]# rpm -qga |grep openssl //fIf&Z7 %3 OpensSsSL
openssl-1.0.0-4.el6 0.2.x86 64

I B AT % 4 OpenSSL,  Xtvsftpdfit B 56 SSLIG < k5, HiBl force local logins ssl=
YESHi %,

[root@localhost ~]# yum install -y openssl / | %%z OpenSSL
Dependencies Resolved

Package Arch Version Repository Size
Updating:
openssl x86 64 1.0.0-4.el6 0.2 updates 1.4 M

Transaction Summary

Install 0 Package (s)

Upgrade 1 Package (s)
Total download size: 1.4 M

£l i IECA

‘72 0penSSLJG EMA R H AR ik, n] ELA|HOpenSSLAE il FE ik 1R INAE R, 724 1)
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FE UEAF JBHE 424 Jete/pki/tls/certs,  LLn2 7 AL RGELE, SAMIRGE B, 24K pem L
s SRJEREIZAN SO o Rk

[root@localhost ~]# cd /etc/pki/tls/certs //i3tN/etc/pki/tls/certs
[root@localhost certs]# openssl req -x509 -nodes -newkey rsa:1024 -keyout
/etc/pki/tls/certs/vsftpd.pem -out /etc/pki/tls/certs/vsftpd.pem

/ /8 vsftpd ik
Generating a 1024 bit RSA private key
e b
......... ++++++
writing new private key to '/etc/pki/tls/certs/vsftpd.pem'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [XX]:cn

State or Province Name (full name) []:beijing

Locality Name (eg, city) [Default City] :beijing
Organization Name (eg, company) [Default Company Ltd] :NO
Organizational Unit Name (eg, section) []:beijing

Common Name (eg, your name or your server's hostname) []:www.jerryit.idv.cn
Email Address []:jerry@jerry.cn

[root@localhost certs]# chmod 600 vsftpd.pem //¥ Vsftpd FiE& AL

fic & SSLZE Vsftpdf & 314

Znvstpdfic B SCAF, Ao B uEAE i H ¢ JF T J5 SSLIJfE .

[root@localhost certs]l# vi /etc/vsftpd/vsftpd.conf
rsa cert file=/etc/pki/tls/certs/vsftpd.pem / /RIS, RIE UG B

ssl enable=YES / /183 SSL
force local data ssl=YES / /&S5RI H ssL
force local logins ssl=YES / /& snE{EH ssL

BOEEATBEZRH, dllzZ4AHEIR.

ACE e G, WO BT A dlvsfipd i s, IXFFRCEE A S 4.

[root@localhost certs]# service vsftpd restart
Shutting down vsftpd: [ OK
Starting vsftpd for vsftpd: [ OK ]

el

R I
PEFE (SCPF] > Dl s ) Wi DFiolin ), SN THUPHIE, sy stikse (2K

128



8=
FTP— 3 {4 BR %522

B RIFTP over TLSY, Fc & ¥l H - AvEss, BoE semla, % R SEA7T A

S ]

ﬁﬁi;gﬁﬁ BR |=n | ewes ) ee

L s EUHE  [192ass.z3m2a0  gmOer |
ha(Th  [FTP - wikssithiy f=
WEEL  |ERELRFTP over TLS -
HREI): | =l
Aoy ey
TR [eress]
IO
SEFRM):

Fwaty | e | =l

smerzm | =4ER) |

wiso) | SR | -

e | owEo | s |
Mol A AN o i i = . =
WINER G, SHI-—NE, #AcE, % [ ).
e 1|
6' AESS S2AYIETS - U AR UEUE L AR IS AR S SR TS 1 -
O i

AR 2012/6/30

AraHEEE: 2012/9/20

BEAHll=: D0:cd:as:2abf:cg:cl:al«4f

HERECE: RSA, 5 1024 5
IESNMDS ) 07:24:00:15:76: fc:02: 07 40: 07 726 290:f7:02:9d
ISE(SHA-1: 67:83:11:af62:01: 1e:Bc:al: 30: 36 10:43:a9:88:c0:d2: 7e: 7515

U T uEPhiES

SR wewewjermy.idv.cn LA wewewe jerry.idy.on

g0 N £H#0: MO

L= = beling BS{sy: beijing

E=: chn H=: cri

Meld:  belng HEkds:  benng

g beijing Hhes: beijing

BTkt jerrvi@iery.on | ELFHERFE: Jerryidienry.on
—=EsT

£, 192.168.233.240:21
TE70: AES 1208 CBC
MAC: SHA1

IS EuEhF s
I fEul BRSSP AaE s RE R (a) -

(o= | _ ma |
P M ABCkE S, WTREFIUET 4.

FHL) LM XHE &S0 =EEC) EmO) miE R R0

g LD a0 o o Lo B o e T L s A i )
i s
:;‘ & -

CVEREEH
BiERF e 2012/8/30

AaERE L 2012/9/29

BEHE: 00:cd:a5:9a:bf:c8:c1:a0 4f

W§AEZE:  RSA. 1§ 1024 {3

g (MOS): 07:34:00:15:76:fc:02:97:4e:97: 78 6d:80:f7:93:9d
$Er(SHA-1): 67:83:11:af62:01:12:80:a0:30:36: 10:43:39:88:c0:d2: 7. 75:15

R P&

AEE www jerryidv.cn AR wwwjerry.idv.cn
g40:  NO i NO

$fy:  beiing Bfy:  beiing

EFE o EFE: o

Matig:  beiing g beiing

Mics:  beiing 5 beiing

BB, FHbfF: lerry@ierry.on BT lerry@jerry.on

~ T

F4: 192,168.233.240:21
i AES-128-CBC
MAC: SHAL

B A R R R R R R . R R R NN LR N A e R
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b 4 A T CLR PR I R 7 U8, — e P b Z0UR a5 Al AR 5k, WoRBEH
7 2065k, 2 H LA 45 £L.530 Non-anonymous sessions must use encryption .

ez 220 'Welcorne to blah FTP service,
s USER jerry
fRi: 530 Non-anonyrmous sessions rust use encryption,

ax TEEEFIRS S
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BIND——& FR 4T Bl 55 28

BINDI}) 4> % & Berkeley Internet Name Domain, 5 4/) & HH M 22 FH v 3 082 H A H R 11
BSD UNIXH)—#&5), HArHISCHAR S ni4E ™ 5 H & . Bindfk 55 HRIE k7 STPHLAE
fedr, It Hog—>% H FDNSH 55 s A, e 5t 1 om R S AsE M A AR TS, Linux R4t
ERZARCIBINDHR A/ A DNS e 54, H i feof (A ABIND 9.3.6. L 43 EAF A
L H P DNS 4545 -

9.1 Z#Cache-only DNSBR % 28

Cache-only DNSHiz 55 #i AEDNSHR 55 @ )&l 70, e AR IHFAVE ARk 44, {HZEDNS%
i A/ PR 0] LG Sk & ). Cache-only DNSHR %545 UL TACIEDNS e 54, B H HAEW &
WEIEE, ek B B s HABDNSHR 5545 3E4 7 B, E2LE08 1 INRDNS % b ) &
W E, *Cache-only k55 a5 B A WL R, B 1 EINZ P umsl, &R 45 RIRFAEZ A .
1 F—"DNS% ¥ A W AH [E A4 E &, s AR BRI 5. A TS5
DN A W IF il JR 09 55 T30 (3 &, n PAFE Jey 3k H 1) 4 & Cache-only DNSHR 55
@ o FCE Cache-only DNSHR 5 a5 AE Tl f,  H {7 240 B 4 named. conffic & X AFEIAf .

22 BINDEX 14

{ECentOS R G HBIND AR IAAN 2 2E,  n] DIAT B yum £E 28 5 50 22 2% 5 vk A7 1] Fp PR 1)
74, FE A/ Abind. bind-chroot. bind-utils.

[root@localhost ~]# yum -y install bind bind-chroot bind-utils
Dependencies Resolved

Installing:
bind x86 64 32:9.7.0-5.P2.el6 0.1 updates 3.5 M



CentOS 6.x RAEIELA

bind-chroot X86 64 32:9.7.0-5.P2.el6 0.1 updates 65 k
Updating:
bind-utils x86 64 32:9.7.0-5.P2.el6 0.1 updates 174 k

Transaction Summary

Install 2 Package (s)
Upgrade 1 Package (s)

Total download size: 3.7 M

it EBINDAR %

IS 2H Wifel L B DNS ¥ Cache-only fi 45 FIDNSH: & k%5, H A MR H sk, wLARC
H 2 G DNSHRS-#%, AEHCE A forwarders [ 28 T 22 FiC & /F options 42 R eI H, - JA( 3| options
B JRIEIA b KA R

[root@localhost /]# vi /etc/named.conf

// named.conf

// Provided by Red Hat bind package to configure the ISC BIND named (8) DNS
// server as a caching only nameserver (as a localhost DNS resolver only) .
// See /usr/share/doc/bind*/sample/ for example named configuration files.

//

options {
listen-on port 53 { any; }; /1B any, XHEA AT AN A ER:
# listen-on-v6 port 53 { ::1; }; / /AR 1Pve THi, AILUM L4
directory " /var/named" ; / JEE SRR
dump-file "/var/named/data/cache dump.db";

statistics-file "/var/named/data/named stats.txt";
memstatistics-file "/var/named/data/named mem stats.txt";
allow-query { any; };

//localhost RERE AN AT IEW, ERLNIMEMRMRS, BIEEN any

recursion yes;

dnssec-enable yes;

dnssec-validation ves;
dnssec-lookaside auto;

/* Path to ISC DLV key */
bindkeys-file "/etc/named.iscdlv.key";

forward only; / /%M E forward only 50l cache only AEA%k
forwarders {

168.95.1.1; / /B RS2
8.8.8.8;

}i
}i
logging {
channel default debug ({
file "data/named.run";
severity dynamic;

};
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}i
zone "." IN {

type hint;

file "named.ca";
}i

include "/etc/named.rfcl912.zones";

B5BINDAR %22

B A SE G, Bl CUE3IBINDARSS %5 1, 4 H 7 2 0 FfnamedHlk 5515 0 KRG EA S 3

[root@localhost /]# service named start
Starting named: [ OK 1]
[root@localhost /]# chkconfig named on

BCERD N IE

7 B R BINDARSS ] LLXTANER:, W20 AERT K3 G & H J5 TCPAITUDPIR) 53 %5 I .

[root@localhost /]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 53 -j ACCEPT

//DNS TCP 53 Port
-A INPUT -m state --state NEW -m udp -p udp --dport 53 -j ACCEPT
//DNS UDP 53 Port

-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

B K i B B 5E e e, B R B BT K e ss . BCEA =R

[root@localhost /]# service iptables restart

iptables: Flushing firewall rules: [ OK 1]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK 1]
iptables: Applying firewall rules: [ OK ]
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MIXBINDBR &%

HH digdin 2 A flwww.google.comll 44, 1 Fi BINDAR 45 5 AAHLIPHIIE127.0.0. 1 FIBIND R 55
ae Xt AMPHIEE192.168.233.200048, &A1 0l LLIE S T .

[root@localhost /1# dig www.google.com @127.0.0.1

/ /BIND k5528 A1 1P stk

; <<>> DiG 9.7.0-P2-RedHat-9.7.0-5.P2.el6 0.1 <<>> www.google.com @127.0.0.1
;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 41604

;; flags: gqr rd ra; QUERY: 1, ANSWER: 7, AUTHORITY: 0, ADDITIONAL: 0

;7 QUESTION SECTION:

;WwWw.google.com. IN A

;; ANSWER SECTION:

Www.google.com. 558077 1IN CNAME www.l.google.com.
www.l.google.com. 197 IN A 74.125.31.99
www.1l.google.com. 197 IN A 74.125.31.103
www.l.google.com. 197 IN A 74.125.31.104
www.1l.google.com. 197 IN A 74.125.31.105
www.l.google.com. 197 IN A 74.125.31.106
www.l.google.com. 197 IN A 74.125.31.147

;7 Query time: 413 msec

;; SERVER: 127.0.0.1#53 (127.0.0.1) //#If 127.0.0.1 afLAEMEIR A0 N 10 AR AT h
;; WHEN: Sun Aug 21 10:09:25 2011

;; MSG SIZE rcvd: 148

[root@localhost /]# dig www.google.com @192.168.233.200
/ /BIND R4 #4841 1P Hiht
; <<>> DiG 9.7.0-P2-RedHat-9.7.0-5.P2.el6 0.1 <<>> www.google.com @192.168.233.200
;; global options: +cmd
:; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34376
;; flags: gr rd ra; QUERY: 1, ANSWER: 7, AUTHORITY: 0, ADDITIONAL: 0
;; QUESTION SECTION:

;Www.google.com. IN A

;; ANSWER SECTION:

Www.google.com. 549189 1IN CNAME www.l.google.com.
www.1l.google.com. 189 IN A 72.14.203.99
www.l.google.com. 189 IN A 72.14.203.103
www.l.google.com. 189 IN A 72.14.203.104
www.l.google.com. 189 IN A 72.14.203.105
www.l.google.com. 189 IN A 72.14.203.106
www.1l.google.com. 189 IN A 72.14.203.147

;; Query time: 298 msec
.+ SERVER: 192.168.233.200#53 (192.168.233.200)

/M 192.168.233.200 A] LA B4 0 N 1P MR AT L)
;; WHEN: Sun Aug 21 10:06:32 2011

;i MSG SIZE rcvd: 148

A

5 FH digll i 15 HH Pl connection timed out; no servers could be reachedfH 1715 & -
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[root@localhost /]1# dig www.google.com @127.0.0.1
; <<>> DiG 9.7.0-P2-RedHat-9.7.0-5.P2.el6 0.1 <<>> www.google.com @127.0.0.1

;; global options: +cmd
;: connection timed out; no servers could be reached

T N RIS B A named.conf P [¥)listen-on port 53% A 5 5 Ar iy IPHuhE, B DL JGE A )

[root@localhost /]# vi /etc/named.conf
options {
listen-on port 53 { 127.0.0.1;192.168.233.200; };
//BRNA 127.0.0.1, FHEA any FURERATLMT 1P ik

listen-on-vé port 53 { ::1; };

2 7 s A HHBIND AR 55 s 5 W I BRAR BRA5 EL,  J5L DXAE Tallow-query E T,

> server 192.168.233.200

BRARE . [192.168.233.200]
Address: 192.168.233.200

> cn.yahoo.com

A454%: [192.168.233.200]

Address: 192.168.233.200

**%* [192.168.233.200] A% cn.yahoo.com: Query refused

[K A allow-query it ' Z- 202K A Mlocalhost, Pt LGS 2B, sU5ERT ki IE, Htelnet
oykiEm, PrLlbZnic B ohany, A 0] LLIER &),

[root@localhost /]# vi /etc/named.conf

allow-query { any; }; //BRIAN A localhost, %A any A R LLXAMET ).

9.2 B EBINDBRE 2

N 1EA 28 el A DN i 55 4 S5 I 4sk 4 FNTP 3 41k £ 1F B [l A AT o

%2 Z<BINDEX

CentOSTRA|E RAERNAN S ZEEBINDH A, 0] LLAE FH yum £E 28 W 223k b T 403%, &
P45 bind. bind-chroot. bind-utils.

[root@localhost ~]# yum install -y bind bind-chroot bind-utils
Dependencies Resolved

Package Arch Version Repository Size
Installing:

bind Xx86 64 32:9.7.0-5.P2.el6 0.1 updates 3.5 M
bind-chroot x86 64 32:9.7.0-5.P2.el6 0.1 updates 65 k
Updating:

bind-utils x86 64 32:9.7.0-5.P2.el6 0.1 updates 174 k

Transaction Summary
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Install
Upgrade 1 Package (s)
Total download size: 3.7 M

2 Package (s)

FERE XY (named.conf)

Named.conf/&:Bind g 55 11 = 200 & A, ©F HATA R BN ECE ABindfHXACE, L PR
181 T5C "B Jul 24 110 1 S T o 1F 2 )i AT 24 AR UARHE 75 SR AC &, (B2 61 2L 1F J m) gy SCAR I,
VA3, DL TeiE e iR IE e n) g K .

[root@localhost ~]# vi /etc/named.conf

// named.conf

// Provided by Red Hat bind package to configure the ISC BIND named (8) DNS
// server as a caching only nameserver (as a localhost DNS resolver only) .
// See /usr/share/doc/bind*/sample/ for example named configuration files.

//

options {
# listen-on port 53 { any; }; [ /B A any, XA R LA b
# listen-on-v6 port 53 [ none; };
/15 E—1TERME, HAMER 1Pve thilllin ka5
directory "/var/named" ;
dump-file " /var/named/data/cache dump.db";

statistics-file "/var/named/data/named stats.txt";
memstatistics-file "/var/named/data/named mem stats.txt";
allow-query { any; };

/] RFEPImEHiaE, BCEN any FFEPTH 1P #RA LAE#

recursion yes;
dnssec-enable yes;
dnssec-validation ves;
dnssec-lookaside auto;
/* Path to ISC DLV key */
bindkeys-file "/etc/named.iscdlv.key";
}i
logging {
channel default debug ({
file "data/named.run";
severity dynamic;

&

136

zone "." IN { / / FR i 55 B B S A
type hint;
file "named.ca";

}i

zone "jerryit.idv.cn" IN // EFFITACE
type master; / /%545 RR
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file "jerryit.idv.cn"; / / 1IE IRl AT SCA 44
allow-update { none; };

}i

zone "0.168.192.in-addr.arpa" IN { / /R B E
type master;
file "192.168.233"; / 1 B R SO 4

allow-update { none; };

};

include "/etc/named.rfcl912.zones":

Be & R AR 55 2% 30

I SCA A R AR 55 stk (RO B SCA,  FEDNSHR G585 1 44 FRME T, 4 S DNSHR 55 %5 [ £ ds
PERAT S FrEsk & WSS 8% & 50 = BRI 55 28 A 3 D% k44 (126 8. B fa
B 0] PL 3 ftp://rs.internic.net/domain B ¥,

[root@localhost ~]# vi /var/named/named.ca

; <<>> DiG 9.5.0b2 <<>> +bufsize=1200 +norec NS . @a.root-servers.net
;; global options: printcmd

:; Got answer:

;7 ->>HERDER<<- opcode: QUERY, status: NOERROR, id: 34420

;; flags: gqr aa; QUERY: 1, ANSWER: 13, AUTHORITY: 0, ADDITIONAL: 20
;7 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096

;; QUESTION SECTION:

H IN NS
;; ANSWER SECTION:
518400 1IN NS M.ROOT-SERVERS.NET.
518400 1IN NS A.ROOT-SERVERS.NET.
518400 1IN NS B.ROOT-SERVERS.NET.
518400 1IN NS C.ROOT-SERVERS.NET.
518400 1IN NS D.ROOT-SERVERS .NET.
518400 1IN NS E.ROOT-SERVERS.NET.
518400 1IN NS F.ROOT-SERVERS .NET.
518400 1IN NS G.ROOT-SERVERS.NET.
518400 1IN NS H.ROOT-SERVERS.NET.
518400 1IN NS I.ROOT-SERVERS.NET.
518400 1IN NS J .ROOT-SERVERS.NET.
518400 1IN NS K.ROOT-SERVERS.NET.
518400 1IN NS L.ROOT-SERVERS.NET.
;; ADDITIONAL SECTION:
A.ROOT-SERVERS.NET. 3600000 IN A 198.41.0.4
A.ROOT-SERVERS.NET. 3600000 IN ARARARA 2001:503:ba3e::2:30
B.ROOT-SERVERS.NET. 3600000 IN A 192.228.79.201
C.ROOT-SERVERS.NET. 3600000 IN A 192.33.4.12
D.ROOT-SERVERS.NET. 3600000 IN A 128.8.10.90
E.ROOT-SERVERS.NET. 3600000 IN A 192.203.230.10
F.ROOT-SERVERS.NET. 3600000 IN A 192.5.5.241
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= =2BP"="4uugg @D @K Q4

.ROOT-SERVERS .NET.
.ROOT-SERVERS .NET.
.ROOT-SERVERS .NET.
.ROOT-SERVERS .NET.
.ROOT-SERVERS .NET.
.ROOT-SERVERS .NET.
.ROOT-SERVERS.NET.
.ROOT-SERVERS.NET.
.ROOT-SERVERS .NET.
.ROOT-SERVERS .NET.
.ROOT-SERVERS .NET.
.ROOT-SERVERS .NET.

3600000 IN AVLVAVAY 2001:500:2f::f
3600000 IN A 192.112.36.4
3600000 IN A 128.63.2.53
3600000 IN ARARARA 2001:500:1::803f:235
3600000 IN A 192.36.148.17
3600000 IN A 192.58.128.30
3600000 IN ARARA 2001:503:c27::2:30
3600000 IN A 193.0.14.129
3600000 IN AVLVAVAY 2001:7f4d::1
3600000 IN A 199.7.83.42
3600000 IN A 202.12.27.33
3600000 IN ARAAA 2001:dc3::35

;; Query time: 147 msec
;; SERVER: 198.41.0.4#53 (198.41.0.4)
;; WHEN: Mon Feb 18 13:29:18 2008

fic B 153 72 1E [a) BE A 314

FESAFBCE S G, win] UOT aa G (E m @ SO 1, IXHEECE A MX, CNAMEZRAL,

AR KE hEFR FOIVA EES

bind A 192.168.233.200
mailsrv A 192.168.233.150

@ MX 10 mailsrv.jerryit.idv.cn
WWW CNAME bind.jerryit.idv.cn

fEnamed B 3¢ N @IEE IF RIEHT SCAE,  1F ) AT SCAR I A FR 205 5 B & SO N IS B AH
G, TNTCEEEE . SCEE B SOAME R, AREHECE HAhE B

[root@localhost ~]# vi /var/named/jerryit.idv.cn //@\EH4%IE W CH

STTL 86400
@ IN SOA bind.jerryit.idv.cn. root.jerryit.idv.cn. (
//EH BIND REBEHER
2011071001 ;F5 Serial
3600 ; HH#E Refresh
1800 ; RIEF = 7] Retry
604800 ; RAHT B Expire
86400 ; PREY A [A] Minimum TTL
)
IN NS bind.jerryit.idv.cn. //BIND 428 34l
IN A 191.168.233.200 / /BIND 4545 1P Hbdik
IN MX 10 mailsrv.jerryit.idv.cn. / /MBS 28

bind IN A
mailsrv IN A
WWW IN CNAME
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9=
BIND——2Z FRZEHT AR 55 22

Fic B 1802 Sz (o) AT ST

I AT SCAFRC B e e a8 PRGN Se T S, Sy T SCPFAR fag mp, SRR HA
PTRiC 5k, PTRICKIGE B BT IE RET AN R A = HLIPHLAL .

F R K5 X RAER
200 PTR bind.jerryit.idv.cn
150 PTR mail.jerryit.idv.cn

fEnamed H 5 G EE S RIEBT SO, B Ia) A SCAR ) A2 FR e 2 52 5 = Al A A N B AL
A, ANGEIERE T, CEESOAE R, AE ARl E HAbLfG B .

[root@localhost ~]# vi /var/named/192.168.233 //fI&H4%E x W EHH

STTL 86400
@ IN SOA bind.jerryit.idv.cn. root.jerryit.idv.cn. (
//EH BIND RSB EHER
2011071001 ;%5 Serial
3600 ; EFWIE Refresh
1800 s RIE B A 8] Retry
604800 ; RAYH}[A] Expire
86400 ; LB ) Minimum TTL
)
IN NS bind.jerryit.idv.cn. / /NS R 2 EH4
IN PTR jerryit.idv.cn.
IN A 255.255.255.0
200 IN PTR bind.jerryit.idv.cn. //RFEFEHTEH 1P M
150 IN PTR mailsrv.jerryit.idv.cn

il

= 31BINDAR 55 25

BCE S E, Sl USSIBINDRSS T, 4 75 Eo¥named ik 5515 0 R ERAH B .

[root@localhost /]# service named start
Starting named: [ OK 1]
[root@localhost /]# chkconfig named on

BLERL A IE

£ ESRBIND RS ] LIS AR&ERE, 2 4E B K B e & J3 TCPAITUDPIY) 53 % 11

[root@localhost /1# vi /etc/sysconfig/iptables
# Firewall configuration written by system-config-firewall
*filter
: INPUT ACCEPT [0:0]
: FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
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-A INPUT -p icmp -j ACCEPT
-A INPUT -i lo -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 53 -j ACCEPT
//DNS TCP 53 Port
-A INPUT -m state --state NEW -m udp -p udp --dport 53 -j ACCEPT
//DNS UDP 53 Port
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

B KEeBC & 5E e a, I EE R B B K e e 55, BCE A = 2R

[root@localhost /1# service iptables restart

iptables:Flushing firewall rules: [ OK 1]
iptables:Setting chains to policy ACCEPT: filter [ OK ]
iptables:Unloading modules: [ OK ]
iptables:Applying firewall rules: [ OK ]

MIXBIND AR

(22 7 s v L _EAT Hnslookup W[ iABIND Il 55 %%, 4 A [nslookupl), ERIASAEH %) i
BC B [FIDNSHR 2525 i DL 2546 4 s W 61 22 [ DNS IR 25 #e TPl % AL server 192.168.233.200]

B CAT IE R A A A, A A OE W AT SO AR Y, an AR ] LOE & &), WACEREC
BT

> bind.jerryit.idv.cn
MRk%%%:[192.168.233.200]
Address:192.168.233.200
#%%:bind.jerryit.idv.cn
Address:192.168.233.200
> mailsrv.jerryit.idv.cn

MR% 2. [192.168.233.200]
Address:192.168.233.200

Z4FR:mailsrv.jerryit.idv.cn
Address:192.168.233.150

HRPAMXE R, VSO AR B R &R AIMX, A5 fa, R nl BLA#) Hmail
exchangerfITHC & (FIPHbE, (CRACE K.

> set g=mx //BCE N R Mx KA
> jerryit.idv.cn / /N4

MR&5%5:[192.168.233.200]
Address:192.168.233.200
jerryit.idv.cn MX preference = 10, mail exchanger = mailsrv.jerryit.idv.cn

jerryit.idv.cn nameserver = bind.jerryit.idv.cn
bind.jerryit.idv.cn internet address = 192.168.233.200

AHIIACNAMESS Y, Qi R ar i) 215 44 EHLFTEC & (TP sk, AU EC & I
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> Www.jerryit.idv.cn
M4 2% : [192.168.233.200]

Address:192.168.233.200
www.jerryit.idv.cn canonical name = bind.jerryit.idv.cn
jerryit.idv.cn
primary name server = bind.jerryit.idv.cn
responsible mail addr = root.jerryit.idv.cn
serial = 2011071001
refresh = 3600 (1 hour)
retry = 1800 (30 mins)
expire = 604800 (7 days)
default TTL = 86400 (1 day)

IS R S R AT, S NG B SO W IUPTREREY, IRl &l B FHL44, ORI,

> 192.168.233.200
Hi454%:[192.168.233.200]
Address:192.168.233.200
4% :bind.jerryit.idv.cn
Address:192.168.233.200
> 192.168.233.150

Rd4%:[192.168.233.200]
Address:192.168.233.200
# %R :mail.jerryit.idv.cn
Address:192.168.233.150
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Samba—3 14 BR 5% 25

Samba/ PP RIEACAS A, H AR LEUNIX R Y AE RS HU Windows #21F R FE 1
SMBJ/CIFS (Server Message Block/Common Internet File System ) X 2% {pi3 1) 9% Y5 A 52 2 [8] SC IR
FHE V)] AR L ESMBI H s S FTERAL, B ik n] LU AWindows Server () /4 4% |
3 1 Ay b2 il 48 (Domain Controller) UL Az % A Active Directoryi¥ 7. 815 2, MW ATAE
Windows SUNIX R A OSZ [AIFEHE — i 4E, kP& n BEA G, HArRAS V3.

10.1 ZZESambafR%

NI 4 ] %3 Samball 55, JFECE AP H K.

ST Sambaii {4

‘Z4ESamba ik 5 1), SCHE & Samba®k £, A &1 O % SEsamba. samba-client. samba-
commonif:, HHACER L T,

[root@localhost ~]# rpm -ga | grep samba
samba-winbind-clients-3.5.4-68.el6 0.2.x86 64
samba-common-3.5.4-68.el6 0.2.x86 64
samba-client-3.5.4-68.el6 0.2.x86 64
samba-3.5.4-68.el6 0.2.x86 64

3= Sambaii 14

222 Sambafl ', T H yum PE 2% SEUBr TR T 2%, BT E R .

[root@localhost ~]# yum install -y samba
Dependencies Resolved



210 =
Samba— 3R %28

Package Arch Version Repository Size
Installing:

samba Xx86 64 3.5.4-68.el6 0.2 updates 5.0 M
Updating for dependencies:

samba-client X86 64 3.5.4-68.el6 0.2 updates 11 M

samba -common X86 64 3.5.468.el6 0.2 updates 13 M

samba-winbind-clients X86 64 3.5.4-68.el6 0.2 updates 1.1 M

Transaction Summary

Install 1 Package (s)
Upgrade 3 Package (s)

Total download size: 30 M

f)iESambatZ= B3R

Sambaii & 2E5c g, Gl - PMLEHZE, W= H KA Atest, M B x4
P Atestlf) H 3k, Fitest H SKAPRAE M N nobody, A BREAN AN#Rwl EASTH .

[root@localhost ~]# mkdir /test / /B8 test HEHF
[root@localhost ~]# chown nobody /test //BElEILZEHFH[RE

Bc&ESamba AR %%

2 F ok gniESambalil & A B el TAEH, BRI AMYGROUP, iX B {# H £k A K Samba
TAEH, HHRAREBA WA, HEEMH TAEH E MR I EH NS H AT,

[root@localhost ~]# vi /etc/samba/smb.conf
workgroup = MYGROUP / /BN MYGROUP, PRI SEFR3 A 5ALE

server string = Samba Server Version %v

&

Al

fif FH Samba it 52 H skt W 5 A DK 5 F1 8505, bR /2 6ok Sambatt 52 H S A H i A
e, st B fusertilkshare. 225 280 Muser.
[root@localhost ~]1# vi /etc/samba/smb.conf

security = share /IBRNA user, TERMAKSMFELA LGSR, HEILZENEA share
passdb backend = tdbsam

E

5 € Samba & 77 A F 3 WA, ERAE Ryese W Ano, N|Sambaflk % a8 KILEA S
PCAAHL R A . WEARBCE AT PRAREH, K LY SWHER, JHitnoUlkyes.

[root@localhost ~]1# vi /etc/samba/smb.conf
local master = yes
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&L= Hox, FESambalic & AT HE G 476 Sambatt == H k{5 & -

[root@localhost ~]1# vi /etc/samba/smb.conf

[test]

comment = test //BEXFEHFAK

path = /test //BEEXZHRXER

read only = no / /R R AR

guest ok = yes [/ R UK S & x%
browseable = yes [/ RS E AR

B & XY

WA Sambalic & CAFE M IEfE, WARE BltestiE & 2o, RKAHECE NI,

[root@localhost ~]# testparm / /K Samba it &

Load smb config files from /etc/samba/smb.conf

rlimit max: rlimit max (1024) below minimum Windows limit (16384)
Processing section " [homes]"

Processing section " [printers]"

Processing section " [test]"

Loaded services file OK.

Server role: ROLE STANDALONE

Press enter to see a dump of your service definitions //#% Enter

[globall]
workgroup = MYGROUP
server string = Samba Server Version %v
log file = /var/log/samba/log.%m
max log size = 50
cups options = raw

[homes]
comment = Home Directories
read only = No
browseable = No

[printers]
comment = All Printers
path = /var/spool/samba
printable = Yes
browseable = No

[test] / [TEBIR eI E H R
comment = test
path = /test
write list = +staff
read only = No
guest ok = Yes
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A z1Samba

Sambalid & 5¢ )G, #tnl LAz Sambalk4s I, 47 Sambafe it At 4hAR 45, #7525k Samba
M 555 RGEENH B .

[root@localhost ~]# service smb start
Starting SMB services: [ OK ]
[root@localhost ~]# chkconfig smb on

BLER NS

{41 FH Sambafllx 2501, A2 AERS kA e E A )5 Samba i 75 1) % 1, Sambafi FH 1) v
F3137. 138, 139. 445, IXFEA 0] LUK AMZESE .

[root@localhost ~]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:QUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 137 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 138 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 139 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 445 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

Eard

B KB B 5E e e, B R B T K e 55, BCE A =R

[root@localhost ~]# service iptables restart

iptables: Flushing firewall rules: [ OK 1]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK 1]
iptables: Applying firewall rules: [ OK ]

NitSambat= B H#

R JE, £ Windows % S imd AT [T =2 [iz4T), &N [\IPHbhak]), HISHF)IL
Z ) H sktest AL [ FTETHL
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¥ \u192 188233 235

EiFE ERE HEEW EBWW IR #EHI

JEE - Q- | P s |0 X 9| @ (7

HAb @) | w19z 163, 233 235 RSEL: ”_|

Fg £

2 Fm— PR
QO WE G
o SET e

FALE HRECEIE®R, SOHBL R4 RS B, g SELinux & £ % 1& 1) .

\\192. 168.233. 235 |
@ \\192. 166, 233, 235 \test TLiEIAEl. EAIRIREIRERAMEEE. FEX s RERNEERER I EREL TR ENER.

EapaR R FET PR,

i A A ISELinuxAR A AT, @ UOCH], B bR R R 15 S

[root@localhost ~]# vi /etc/selinux/config
# This file controls the state of SELinux on the system.
# SELINUX= can take one of these three wvalues:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.

# disabled - No SELinux policy is loaded.

SELINUX-disabled //BRINA enforcing 1R, #FHXHMA disabled

7 IR S oI DR A BT BB SCAFRIT O, a1~ BT s .

EPA |
'E TERAIRR 4 \\192. 168. 233. 235\ test IR AT txt.
= IELA R T S 2 E E .
CE
FikalE v |
' TiEnRRIT R ¥R et
- BB .
L WRE

JRINTE T SambafiC & CAF N BCE. | read only =yes, FrELEBENI N, & Anos M Brst n] LLOk
fr BB AT T .

[root@localhost ~]# vi /etc/samba/smb.conf
[test]
comment = test
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path = /test

read only = yes /] BR yes REEEEE, TEBATHIE
guest ok = yes

browseable = yes

10.2 B BUSERELHLZHRE

Sambaflit 5525 L2 it share SR FIACE , AHEI A, 5tnl LT Samball 5 H 5%,
LR userERBLE, RV Em NS T A 0] PIAFH, A% share 2 n] DL & &
5K, IXFE ] LR R AR &S A e Ak

Ao B L ZAUR

Ankt Sambafic B A4, 28PN Huser, 55 Af FH Sambatt == H %55 0 40 b A K=
F5 b,

[root@localhost ~]1# vi /etc/samba/smb.conf

security = user [ /BRINA user, TWEFMAFEIIKS ATLUER, HZNHH share
passdb backend = tdbsam

5 % Sambast: 17 LA F 3 gy, BRAE Eyes. W R 1% Ano, N|Sambaflk 45 #% /KL # AL
PO AHE T s . WRECE XX EAEH, # L1 5Bk

[root@localhost ~1# vi /etc/samba/smb.conf
local master = yes

s

I8 Mk = F0 %5 85

Samba 2 WA CLET T P K55 B 248 FH smbpasswd, 2504 A4 A A, H P R Z
GO0 B, ORB . Samba 3 WA H 2 K5 5 BB A 5 9m tdbsam £ 26 & FEA LA,
H 1 fftAs LA Samba 34 & .

LU %1% A8

pdbedit -L H| Y samba B 7 5113

pdbedit -Lv FI| H TE4H ) samba R 7 41 3%
pdbedit -Lw 1|4 [7] smbpasswd #% L H) H 7 513K
pdbedit -a jerry H 3 jerry FH P

pdbedit -x jerry M B jerry H

pdbedit -¢c "[D]" -u jerry B H jerry XN

pdbedit -¢ "[]" -u jerry PR AEH jerry XANH P

B > Samballk 558 FH K S jerry, JFRVFE K, HidEhome H 5k N HjerryH F 11
F Hx.
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[root@localhost ~]# pdbedit -a ijerry //OJ@—/ samba " jerry
new password:

retype new password:

Unix username: jerry

NT username:

Account Flags: [U ]

User SID: S-1-5-21-771671275-2027446412-3136032341-1000
Primary Group SID: S-1-5-21-771671275-2027446412-3136032341-5113
Full Name:

Home Directory: \\myserver\jerry

HomeDir Drive:
Logon Script:

Profile Path: \\myserver\jerry\profile

Domain: MYSERVER

Account desc:

Workstations:

Munged dial:

Logon time: 0

Logoff time: 9223372036854775807 seconds since the Epoch
Kickoff time: 9223372036854775807 seconds since the Epoch
Password last set: Tue, 23 Aug 2011 01:54:05 CST

Password can change: Tue, 23 Aug 2011 01:54:05 CST
Password must change: never

Last bad password : 0
Bad password count : 0
Logon hours : FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFF

#i A lhome H 5% ¥ 245 € Fsamba F 2488, WJCiEas g P, Bliilong, ASHLE
ﬁi{:&/b% E.IJ ’ @f@lﬁtjﬂ}%%ﬁl‘%ﬁklﬁ ’ Fﬁ: uﬁ‘;ﬂg%ﬁlﬁﬁﬂ[ﬂﬁ E_IJ ’ 'ﬁ%ﬁlﬁﬁalﬂba% E.lf o

[root@localhost jerryl# pdbedit -a 1long
new password:

retype new password:

Failed to add entry for user long.

[2#hSambafk 5%

Sambafict & 5¢& G, @il LLEz#Sambalik %5 1, #Sambate XA A4S, HSELFE £k Samba
W55 RGEENE B .

[root@localhost ~]# service smb start
Starting SMB services: [ OK 1]
[root@localhost ~]# chkconfig smb on

WCEHEAA SR E S F Bum 1137, 138, 139, 445,
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MIKUSERZE LB H F

£ Windows ' Bk B2 17 0] LLIEH G ok A P A jE, A D\PHiak 1, @ik
KT, FHEEARH PSR, SN IRk S jerry.

PEEHl localhost

IE{EEE#HES] 192. 168, 233. 235

APEW: (€ sy =]

=R (P [ Horskncnson]
™ EEFEAIERS ®)

l

IEEEXE, WU RIH QK S 1 H A= T EIL.

W v\192 168 233 235
THE SBO SEV EEE IEO FH |

AEE - -3 | P sk |39 X O 02

~| Bl w3 | amz >

Hik @ |5 whies. tes 232 25

S

FE TS # | rj Jerrw 2 . FTENHIFEE
2 E—AFLESE =S =

@ SEFMEE

o EETHEE

Het® = W

oy A
9 R
A FErdhrda j

2 TR 4

10.3 SWAT-Samba WEBEIETH

SWAT (Samba WEB Administration Tool) 2 Samball’) AL B 1 H, nf DL oh ) v 2sd
FSWAT I” H %1% & Samba. ESWATH B> SambaZ E#HS A % . (135 B SC 4 5l fidke o, R

RIS L AT

ZRSWATTEHR
22 SWAT L, f U H yum fE 2 SR /5 sNREA T %23, B 7 {8 SUARAE

[root@localhost]# yum install -y samba-swat / /&% SWAT
Dependencies Resolved

Package Arch Version Repository Size
Installing:
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samba-swat x86 64 3.5.4-68.el6 0.2 updates 3.0 M
Installing for dependencies:
xinetd x86 64 2:2.3.14-29.el6 base 120 k

Transaction Summary

Install 2 Package (s)
Upgrade 0 Package (s)
Total download size: 3.2 M

BLESWAT

AC'E Ano, XFEA 1] LUH Z)SWAT.

[root@localhost ~]1# vi /etc/xinetd.d/swat

# default: off

# description: SWAT is the Samba Web Admin Tool. Use swat \

# to configure your Samba server. To use SWAT, \

# connect to port 901 with your favorite web browser.
service swat

{

port = 901

socket type = stream

wait = no
# only from = 127.0.0.1 /1B 45 R i A PLE

user = root

server = /usr/sbin/swat

log on failure += USERID

disable = no //BRINA yes ATUMER, TECE N no AT UMEH
B ESWAT

SWATHC & 52 o, vl LIS sISWAT |, #2055 SWAT W o ERA S 31 .

[root@localhost ~]# service xinetd start
Starting xinetd: [ OK ]
[root@localhost ~]# chkconfig xinetd on

BCER A e

SWATAE HH 1) 1 4901, FHERT KEFPHIE, XFEIRSS A ] AR AMESE .

[root@localhost ~]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:QUTPUT ACCEPT [0:0]
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-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 901 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

B K hilie B5e R0, OB R B GS, BCE AR AR

[root@localhost ~]# service iptables restart

iptables: Flushing firewall rules: [ OK
iptables: Setting chains to policy ACCEPT: filter [ OK
iptables: Unloading modules: [ OK
iptables: Applying firewall rules: [ OK

e d el

{EFFHSWAT

SIS, SN [hip/IPHus: 901), SCAlF MM/ &5, BERNSEHERAKS
1525,

4

=EEH 192, 168. 233. 235 2 [ x]

S SWATEESSS2192.168.223 23 5 ~-=1=E.
EaHiRSSEEFRUASZ SIS AEENRRSHER

(=a=EErESFLIGr ) .
APEZW: 1. rp— =
=6 ) [rerena]

M iEEEHEB @

SR Sk RS PAIAMAT IS i, WA 5B IME IR A B R &/ Dk,

y B
y
Logged it as jerry
STATUS VIEW PASSWORD

Welcome to SWAT!
Fleaze choose a confimuration action using one of the abowe buttons
saimba Documentation

+ Daemons

= atmbied - the 2TE dactnon
o ntnkd - the MetBIOS natmesetrwer ~]

AR Lhroot & 2 G P 6ok, MBS HIIGER A 20
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EXE$ 192, 168. 233. 235

<<

U FSWATHESSRE192 168,233 235 RS =R,
T ESRERL A 2SR ESN RS EE

(EE=sERaETAE ) .
APEW:  [@ oo =]
=R () [#rrnnn
M EEERHEN @
W wiy |

Dlroot B A H P& K5, SWATZ JIRZ EHIGE, nLLEFILEHZ, JFH LT
e E, AR Sambalk%s M H . o] PL22 ik FHHSWAT.

5| ®

HOME GLOBDALS STATUS

Welcome to SWAT!

Pleaze choose a configarabon achon usmg one of the above bultons

Samba Documentation

+ Daemons
o smbd - the SME daermon
o mnbd - the MeBIOS naneserver
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Squid (Proxy) RIBARSF =S

Proxy [ HURAC TR AR/ el AC R IR 45 2%, HOhfeF RS HANERE, BHPOESR
Internet - 3SEHU MY 0L, AR A K2 Ta Ok A7 TR, AR EERIGES P . AR H 2
SKEEHE] 1 2 A5 ), Proxy Serverf# n A7l 5 EIEEEALIE S H -, it b EE
PIEHE SRHL, T A DE R EIRIL, DRGNS 51280, Squid /2 Linux & W ) Proxy/ik
%, oA T R

11.1 SquidiRZEFHLE

Squid ‘%2 )y sUARTa] L, LU 23 A el B &1 1) HL I Proxy AU A 55 4%, DAL 22 =) P i
A .

% 3= Squid

I BT Fsquid ik %5, 20248 iR AF Squid Hlperl-URT,  ZE3UAF A yum AE 2% 52T 7 ik T %7
5, Brfa PO

[root@localhost /]1# yum -y install squid
Dependencies Resolved

Package Arch Version Repository Size
Installing:
squid x86 64 7:3.1.10-1.el6 base 1.7 M

Transaction Summary

Install 1 Package (s)
Upgrade 0 Package (s)
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Total download size: 1.7 M

AL T, B A G s quid O E M, BRIAER 1153128, % WLIK Proxy fLFEMR 4%
SREER AT DA R3128, ABUGIATE S, R B/ ME M3 O, SRR B L S
BN, DA A FE (2R S5 205 5

[root@localhost /]# vi /etc/squid/squid.conf
# Squid normally listens to port 3128

http port 3128 / /%50 3128, Cent0S 6.0 EKINBH, ZATMMRATER4S5HR

BCER A IE

SquidfCHE 4525 BC A e, a8 B a2 EAE By K 3 I squid £ CEE iz 5545 i 113128,
PL S TeiE AT AMEH

[root@localhost /]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -] ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -7j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 3128 -j ACCEPT

//squid $iH0

-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

Ao & 5k Khfa, DA EH R khE, BoEA =K.
[root@localhost /]# service iptables restart
iptables: Flushing firewall rules: [ OK 1]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK 1]
iptables: Applying firewall rules: [ OK ]
iptables: Loading additional modules: nf conntrack ftp [ OK ]

T

2 #1squid{X I PR 5535

B RGN G 3, EAEEDRN A 3 RGUA Sl = B3l a8z ik 55 » B i s a3 BUCTEAER .

154



211 =
Squid (Proxy) — XAk %528

[root@localhost /]# service squid start
Starting squid: . [ OK ]

)5 2 squidf CERAR S5 4% )5, F A 131282 5 IE & JF e .

[root@localhost /]# netstat -tunlp | grep squid
tcp 0 0 :::3128 ¥ LISTEN 3127/ (squid)

udp 0 0 :::52051 Dok 3127/ (squid)

[T

= FPim{E AsquidfX AR %5 25

i FH Windows %< J' ¥iij, 1% B Internet Explorer (IE) 3l U5 #5458 FH Proxy il 5 as M) ik, [
H]1 = [Internetit 1] = [E#]) = [EEM & E ]

ma == B | AE

I.Q gﬁaﬁ—“i‘ Internet 3% iy “ 15 | iEm I

s T AR RS

FEMDY. .

PRill VEH(E). ..

T 5)

|
|
5 R |
|

%ﬂﬁﬁﬁmﬁﬁ{iﬂﬁﬁs WA =

(ol L e e e (|

e S T e i e =

OISR R )
SEIETWEE: &

[t (LA

L SETHBSESEE, WTERE FHHeE @) |

we | omA | ommo |

EACHEAR 55 45 2 ik [ LANAERIACHE AR 55 4% OX i BEA M T4k S aVPNIZERL) 1, i
MU RS as (IPHbak, M¥m F53128, #% b (), BP5Epific & JF nf DIMAEH .

O A
-BEmE

BhEESEEFinzE - BwRiERFIRE, ERABEE -

[~ BEMENhEE (W)
[~ EHABINEEIE &)
ik o
LIBARE 5
W 2 Lav EEEIRIRS S (ZEw R A TIESE VPN E8) 0D

Hoht ®): 2. 168. 233 230 $RO(M): [3128] =45 () |
[ B e CIERRS 2 6)

AR HIH

i A Firefoxilll U & 1 H Proxy ik 554 1 v, ik > U] > (28] - LA
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1911 I
0 = & &
¥ pEANE  rE
T
BE e MESAEENE BE @ |

~FEMEET
ZHPEENESFSRERA [ =7 28T a2 FIEER L)
M FNGzEEFEED

et [ e s

—ELE bk EHA AR

ISR RS EAEEE O ET igRsE 31 FIVERS ()

v SRR TR SR, 1 i} (2

P TR S e RS

| FabE (R I
we | mr | =my |

P [FaEEACHE Y, £EHTTP ACHEE P AC EACHEEAR 55 25 [ IPHL HE A vm 113128, TiC & 5E Ik
i, 1% Ui ), BPSE e & JF o] EAEH .

=% E3
- EREhiaENER I
C EAEO

O BeitetREER ISR o)
C ERESHMIERRE W
& FIESHE: w
HITF {£J8: @) |lE|2. 1B&. £33, 230 iwO: () 3lz8

I~ ZREthERERNE )

E==
sSL fti@: | WO © | o5
| o
| Ua

FTP {838: | WO ®

socEs E#l: | wO: @
(~ SOCES w4 (% SOCKS 5
TEREE: m [l-:-calhns.t, 127.0.0.1

fildn: . mozilla org, .met. mz, 192 16808.1. 0/24

O BEhfUEES URL: @)

FIHR 2805, A0\ 9k B ag DATE &5 30 % ) ot .

) hE#ERNT - Nozilla Firefoz

UHE REED EFYN PEO BEE [RD AWE

e htip:ffen pahoo. con r, ||f£|'§|.~§ P| ﬁ

e

YAHOO’ AR EE EF EW HE i |
hERE EF o
0 RAEE niERENH ST B4 B4 —1H i
it T B
s
- uﬁ*'* AT TR
) . " IERTRER, RETERE 12
o BE 9— 'J Al ERE BRI R
b I
- ERELIE
5 = SERFHET RO EEERIEYEA. EIHSSTRREE-
. HiE L
=1 qi ﬂi W- iﬂf@ m rﬁ

156



211 =
Squid (Proxy) —{XIPAR 5555

11.2 BCESquidZZFHRE

SquidfCFE AR 55 % ) cache 22 77 H 5 v LA i@ squid (P BE R, &Y H P ZE K IERE ]
I, squidfCHE ik 55 45 2= G Bl cache 2247 H sk P A & AT A AH R 1 25cdim,  an R A3 AH 3] 1 £ mit A
SRR N, MR AR RIS H P . 220Kk, B INRA 34 H P B R R
yahoo, i FH P IEREN, squid&ifjcacheZz /7 H kN WA EHE, squidfCHEERS 2= F 8%
yahoo N#¥——{/7 W D1, 205 AL H P Ei%E P yahoolb), cacheZz Ay H =k CAFLE 10 W i 23,
squid X ik 55 4% Wik cacheZ2 A7 H sk W I W LS gy o AT, RJa s =17 &, &
X cachet 7 W T ZLdE, (H 2 SquidfUEE AR 55 A5 A I il 258 2 808T,  squidf URE IR 554 il <=
H o ot M vl Bl cacheZZ /7 Ak, 1X 5 /2 cache 2 Ab .

P K DR I, AR RS54 P SR B M 0 B S AE R 22 - BN, FrA&R £ B
KRN, WsqudfCEEAR ST a3z 1T, B LA RohAc B 547 H sk K/NAEH B2

FFBSquidETF B =

TS M squidfCHE IR 25 M 2247 H 3, 9N B S 4 squidfc & AT, Ffcache dir—47 il [Al1 1)
(4 BRI, A 0 LU squid e FI % 10 B A2 31 A, 287 B R BN B2
/var/spool/squid, ERIANE & _EPRA100MB, nfLLuFEkIE, AidEIANEBAEEE NG,
UL 52 i R 55 25 B00C%

[root@localhost /]# vi /etc/squid/squid.conf
# Uncomment and adjust the following to add a disk cache directory.

cache dir ufs /var/spool/squid 100 16 256 /1 EBRAAEH, Bhr#s NG H

WAL E 24 B kG, U EF G 3squidfCEE RS 2%, BCE A 4%, =8 shif i e
AN LK, cache AR, JH ol BBk .

[root@localhost squid]# service squid restart
Stopping squid: 2012/08/23 07:50:44| WARNING cache mem is larger than total disk cache
space!

init cache dir /var/spool/squid... Starting squid: . [ OK ]

CentOS 6.x¥1E RYifE % 2ésquid)5, cacheZZ /7 Hx A/NERIA AN 100MB, Y JH ol &%k
BRAAHE RN ERE, AHBESXAES, KBRS AL PLUE 21T, LIy RAEC & 100MB
SEAASHAEMESR, o] DU A 2 B EHT B s ik 55 F A A 0 75 SR

[root@localhost squid]# service squid status
squid (pid 4311) is running...
2012/08/23 09:39:39| WARNING cache mem is larger than total disk cache space!

¥ Bk Ul $ cacheZZ /7 H X, KifrcacheZZ A7 H X4 FRsquid, & F squidZE A7 H & I1E
PE, KIMIA & MBEA AR Esquid.

[root@localhost /1# cd /var/spool
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[root@localhost spooll# 11

total 40

drwxr-xr-x. 2 abrt abrt 4096 Nov 12 2010 abrt
drwx------ 2 abrt abrt 4096 Nov 12 2010 abrt-upload
drwxr-xr-x 2 root root 4096 Aug 19 07:09 anacron
drwx------ 3 daemon daemon 4096 Aug 19 07:08 at
drwx------ 2 root root 4096 Nov 11 2010 cron
drwxr-xXr-x. 2 root root 4096 Nov 11 2010 lpd
drwxrwxr-x. 2 root mail 4096 Aug 20 10:18 mail
drwXxr-xXr-x. 2 root root 4096 Aug 23 05:22 plymouth
drwxr-xXr-x. 16 root root 4096 Aug 19 07:09 postfix
drwxr-x---. 2 squid squid 4096 Aug 23 2012 squid //squid cache BRIAH>=

PR AsqudE A7 Hak, BHEZF HRWINrG X, A3 44 4 swap state,
swap.state XA [0 /)2 Bl ) Y I 0L Ry 388 22 g

[root@localhost /]# cd /var/spool/squid / /AN squid BRAEFHx
[root@localhost squid]l# 11

total 72

drwxr-x---. 258 squid squid 4096 Aug 23 07:51 00
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 01
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 02
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 03
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 04
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 05
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 06
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 07
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 08
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 09
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 OA
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 0B
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 0C
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 0D
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 OE
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 OF
-rW-r----- . 1 squid squid 5040 Aug 23 07:52 swap.state

11.3 FPfcacheZZFZHE

SquidfCHE Al 55 @5 1) cacheZZ 7 H sk HA K, R ZOKIERZI, squd UL AR S5 ae il =
Hah3IM 28 F e d 8E, R I U2, cacheZ2 A7 H iR, At H xR/ 2
A BREIE, PP ZER AN LR, LU R gz il 1 B cache Z2 44 H < H (19208 -

;& cachek /)

R\ cacheZZ 17 H sk 412 A1 /var/spool/squid, swap.state S A'F 2 Bl A5 A QTR I [R]#T 8T8 K, Br L
A B G BReache, LAz 55 0% .

[root@localhost /]# cd /var/spool/squid /N squid BRINEFBF
[root@localhost squid]# 11
total 72
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drwxr-x---. 258 squid squid 4096 Aug 23 07:51 00
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 01
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 02
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 03
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 04
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 05
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 06
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 07
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 08
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 09
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 OA
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 OB
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 0C
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 0D
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 OQE
drwxr-x---. 258 squid squid 4096 Aug 23 07:51 OF
-rW-r----- . 1 squid squid 5760 Aug 23 07:57 swap.state
/ /cache &SRR

‘BPfRcacheZ7FH R

i N cacheZZ {7 H 3%, e HsquidfCHEEARSS, RGN ERswap state LA, XA A swap.state
A, Hhikswap.statellFR G, HEHE 3 squidfCEE 55 .

[root@localhost /1# cd /var/spool/squid / [ENERNGAF B 3%
[root@localhost squid]# service squid stop / /=W squid {LH RS
Stopping squid: ................ [ OK ]

[root@localhost squid]# rm -rf /var/spool/squid/swap.state //MREF
[root@localhost squid]l# 11

total 64

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 00

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 01

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 02

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 03

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 04

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 05

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 06

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 07

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 08

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 09

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 0OA

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 0B

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 0C

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 0D

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 OQE

drwxr-x---. 258 squid squid 4096 Aug 23 09:32 OF

-YW-Yr----- . 1 squid squid 0 Aug 23 09:51 swap.state.last-clean
[root@localhost squid]# service squid start ///B3 squid %%
Starting squid: . [ OK 1]
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ME RS S IEMHSMKcache

MM ERswap.state)m, o 3k HIlE H P 48 G, £ BcacheZZ A+ H sk N A& T A BT T
[fJswap.state, #7[lJswap.state LAFAEW/DN, RaRLLEBAEA D), @ UCK W ERswap.state Il A
tHRMESS R, XA o] DLk squidf QEEAR 55 a5 12 1TV

[root@localhost squid]# 11 /| BEFEFEHF
total 68
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 00
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 01
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 02
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 03
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 04
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 05
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 06
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 07
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 08
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 09
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 0OA
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 0B
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 0C
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 0D
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 QE
drwxr-x---. 258 squid squid 4096 Aug 23 09:32 OF
-YW-Y----- . 1 squid squid 72 Aug 23 09:54 swap.state
[ R H RN B H R

11.4 B ESquidiEEIRFl

Squid’fﬁfﬂ R 55 o 0] 208 FRIE R PR, ”J@Lijisquid’fﬁ}ﬂﬁﬁ%fggf () 28036 Ry e 18 B A R
A, WREAAEATECE, A AH ] L FHProxy IR 4585, 24T squidfCHR AR 55 25 1) RO S
A R, R E, AR AT, A Rk WA I

FREIFEEMEE (192.168.233.10~192.168.233.20) Joifi%kfE

squidfCHE Al 254 1] PR T2 P BEAN 0] IS FH Proxy Al 45 2%, HA M Ben] DI A . ZwdE squidfic
B, AT ACLE VARG & AT PR I W B P L, 4R J5 PR I BEACTAS v LA H Proxy Al 45 25 -

[root@localhost /1# vi /etc/squid/squid.conf

R ..
acl clientdeny src 192.168.233.10-192.168.233.20/32 //FMRHIME
http access deny clientdeny / /PR i B ™ %

oI L B 7€ X clientdeny =B FR, MIZEETRIT B, SNAEAER

(5o ]
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1B S squudfCHE i S5 4o Be & SCH e, 2 BB R s iS5 WAC & A=

[root@localhost /]# service squid restart
Stopping squid: ................ [
Starting squid: . [

A E PRI B, Bk e B g A, PR B (FTPCAE FH Proxy i 45 s I #2427 1 L
2, W rER.

OK ]
OK ]

ERROR

The requested URL could not be retrieved

LI URL BHAEIT EAVEE : htto:/fwww baidu.com/
Wil iES .

Aeeess control configuration prevents your raguest from being alowed 2t this time, Please oonkact your service
proyider if yau feel this 1s incorrect,

£ FraHTEEn root,

2 E Cert0$-6 (rquid/2.1,10) EHFri, 31 Aug 2012 225424 GMT

PR#IE IPHb L To ik 1 EiE
squidfCHE AR 4545 1] BL PR Il 2 — TPtk A ] LA H, A IPHOREZS o] I o % 4E squidAid
B, A H ACLE VAL & P2 B i TP bk .

[root@localhost /]# vi /etc/squid/squid.conf
acl clientdeny src 192.168.233.100/32 / /PRI 1P Hudk A n] PLER

http access deny clientdeny

E |

o X B17E X clientdenyFE # 2R, NIE EFTHIT 8, SUASERG

1B K squidf CHE AR 54 Be & SCPF e, 2 BB R B iR Ss, 75 WG & A= AR

[root@localhost /]# service squid restart

Stopping squid: ................
Starting squid: . [

BRAGIPHE AL 5, SRR B 45, BT BRI TP Hk 43 FH Proxy ik 45 2% ISF 2 il 27 1 |- 4%
Fir RIS B 5 BRI M B )4 EAH A

[ OK ]
OK ]

BRI B 45 7E RY P 4
squidfCHE R 45 3 LA AP AN 0T RSG5 3, JUA O3l T AGE 338 i squid
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BC B SCPE, A8 FHACLEVARC & P S PRI sty o g, EER il yahoo P B L, - T 46 A\ P9 25
s&.yahoo.com.cn, WA H iEyahooF L, W% AN A A www. yahoo.com.cn.

[root@localhost /1# vi /etc/squid/squid.conf
acl domain dstdomain .yahoo.com.cn / /e & PR Y 1 44
http access deny domain / /2B IR

1B & squidfCHE i S5 A Be & SCAH R, BB R s iSs, 75 B & A= AR

[root@localhost /]# service squid restart
Stopping squid: ................ [ OK ]
Starting squid: . [ OK ]

squid QIR 554 e 55 Ffr R sl i, MAAEC B 4R, yahoo M sifififfy 52 AN n] PLIZEHZ

- ERROR
()

"~ The requested URL could not be retrieved

LEHWEE URL BTBS FiEmdita © httpe e w yshion. com.cny

i H #iE.

Arcess control configuration prevents your request fram being allowed at this time, Flease contact your service
provider if vou feel this is incorract,

ETIRESRAETER Jerry@erry COMm.ch.

EH CentDS-6 (zquidf®1 100 £ Sat, 01 Sep 2012 000N 36 GMT

BeEZEIEMubF R

SquidfUHE R 55 45 vl ARG B 4=k M uli, ANl K2, — A4~ PmAa, BOE XFs
IRWEL, AFEHE, We] DIECE =8 N 55E 1, BB SOt e L) id,  BL R 20 SR anfar e
B AR E . Y P SR, squidfCEEARSS st LU A, dn A% M sk ASEE
iH RN, e POESE R, F R ANaR Mk, WA V.

£ Jete/squid/ H 38 & @27 £k W uhiE 4L, WA 44 Aurldeny.txt, 4 yahoo.com.cn
pchoe.com Py~ ¥ it .

[root@localhost /1# vi /etc/squid/urldeny.txt
.pchome . com
.yahoo.com.cn
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-

FRMFEXHNXHBITAEEN, MIESACLAT—E, ]

P squidC B SCAF, AT ACLIEVARC B = ml Ml 512, A% A=k Wk 41 3% 18] SCAF 41
2 WA aE R
[root@localhost /1# vi /etc/squid/squid.conf

acl denyurl url regex "/etc/squid/urldeny.txt"//FE£ESCHFREKE
http access deny denyurl / /R L I Rk

SquidfCFE Ak 55 25 B & A B R, DAUER R DAk 55, A5 WIEC &A= A2

[root@localhost /]# service squid restart

Stopping squid: ................ [ OK ]
Starting squid: . [ OK 1]

HOET HB RS G, FT A, %A\ [http://www.yahoo.com.cn), & /il MM &, XAR
T M kT LG B

ERROR

The requested URL could not be retrieved

LEFHENE URL FHEE T EREHS ¢ http S fwewew y ahoo . oom.chf

U HBEEE.

Access control corfiguration prevents your request from being allowed at this time. Pleaze contact your service
providar if you feel this is incorrect,

EFksRpEER root,

EH CentOS-& (squid/2.1.100 £8 Sat, 01 Sep 2012 00: 15121 GMT

PR &I P &E#EET 8]

SquidfCFE AR S5 5 n] LLPR S 7 A8 50 5 1) s 18] 9 il PN e A B s W Ak, HoAth s [a] B n) B
IE . SifEsquidfic & S0/, A8 ACLE VAR & AT B BRI s 1a) o 5 4, PR RIAEAS B 3K
(£111:00~12:-004~ 1] LLZEFE .

[root@localhost /]# vi /etc/squid/squid.conf

acl timedeny time S 11:00-12:00 / / FREE R [A]
http access deny timedeny
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& N
timedenyZEE ZFROT ABITEN, NEE L THWIT—E, SNASAER
2 B R TR AL U N R AT R o

\

21

—_—

—_—

il

PN

ANE

M

T

= |l

H

N
A

S

/

squid fCHE A 55 A C & S HB UG, 2N E g shifess, ARG EA =AM R T
I Bt I Proxy it 55 # il = oI5 %

[root@localhost /1# service squid restart

Stopping squid: ................ [ OK
Starting squid: . [ OK

—_

11.5 {¥Hncsa auth 1AUE

Proxy /i 55a H B2 4 324 H AR IR 55 4%, W48 _EATIR 2 (1) Proxy ListM i, L[ TIficEE
X AR 55 1P Proxy il 55 4%, BER RS THHT, ANishik L o b #R & B L8 4R 2 39 41131288480 Port,
It LMR 2 R 28 B ¥ Proxy il 45 2% # B8 20 _ b 44, — B AR, AMUSHENS L3,
WARE G4 ekt A, A Proxy ik 5545 I _E— )2 T P uE A2 eSO 47, RIS A Proxy
R 55 5 I D2V AN S A A A nT DU, i SR 5 A3 A A B 11, ek A Proxy ik
5ty IXFEE AT CL IR /D Proxy iR 55 AR A FH AEAN M HL T o AR 5 205 10 7 X P, — b
SEXTLDAPAE, — P24l Hhtpasswd 2 A UEIK 5 J1%5 6, 3X B A FHhtpasswd £ A UE K S
A w77 =,

2 I SquidIAIERNK = F1%5 55

{8 F htpasswd £ Vo squid A UE K 5 HFUE RS,  IFECE O Pra AHR nl k.

[root@localhost /]# htpasswd -c /etc/squid/passwd jerry
/ /B squid AIEIK 5 %R

New password:
Re-type new password:
Adding password for user jerry

[root@localhost /]# chmod o+r /etc/squid/passwd //BECE NPT A#FAIEE

& nsca_authi\iERR %

fi Bnsca_authH kA &, #fidnsca auth H sk A /ust/lib64/squid/ncsa_auth.
[root@localhost /]# rpm -ql squid | grep ncsa auth //fi® nsca auth H®fIE

/usr/1libé4/squid/ncsa auth
/usr/share/man/man8/ncsa auth.8.gz
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i & SquidiAiE{E Finsca_auth

CentOS 6.xZ HiFIRA, FCE LAFNEIRZ, (FE2 FMANERDVFZ, AR0INE H
ITERCE A, B B Fnsca authih ik /7 e A2 BRI E L), A JLAEE R, 25—, auth parm
B aclihl, 1504 H I Can't use proxy auth because no authentication schemes are fully

configured®fiiz; =5 ., E¥fauth parmiFEF prH, HNUASHIVAUER .

[root@localhost /]# vi /etc/squid/squid.conf

#

auth param basic program /usr/l1ib64/squid/ncsa_auth /etc/squid/passwd
auth param basic children 5

auth param basic realm Welcome proxy-squid web server

VAN VE- VT = A T VA

/] 5 MERFREUET K

/] & NEF AR

# Recommended minimum configuration:
acl manager proto cache object

acl localhost src 127.0.0.1/32

acl localhost src ::1/128

acl to localhost dst 127.0.0.0/8 0.0.0.0/32
acl to localhost dst ::1/128

acl squid user proxy auth REQUIRED / /%A #) ACL
http access allow squid user

/usr/lib64/squid/ncsa auth nsca_auth H XL &
/etc/squid/passwd squid A\ UF A E

(ens: )

L5225 Apacheflr 55, WHRXB L3 Apache, 1BELL o

Squidf U R 55 A5 AL & Se i n, WM EF R sk Ss, BLE A =AR

[root@localhost /1# service squid restart
Stopping squid: ................ [ OK ]
Starting squid: . [ OK ]

MK SquidIAIEAR 55

I SR 210G RC B 4% Proxy Hi 55 4%, 31 T N 88 = JC Bk ) 1] Squad i 5 A1 5 1) %

EFG B
0 I nozprowy:/f152 183 233230 3128 [ERFPENER - S84 “Yalcone prom=quid

Yeb Sarver®

AFE: |
TS |

TAE LA |
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fan AN\ squidfQ ER AR 25 25 IR AE K 5 RS, squidfCERAR 4525 A UE I J5, BRI n) DLIE & 48 H
Proxyfle 554530 % 9 oL, B 7R

) IR T - Bexilla Firefon
uEE REC EEY AR = IR RBE

€ P 3 oyim o & = Pl &
YAHODI M B4 BR DR RE j'
FRE RS - i
(1 e FifE $Nh im 24C~32C BH 3 Bi—11 ardice
i el

Wit
& t{ Tﬁﬂiﬁ
|
s
By
N

1] i

g8

e Y " 3R F &

U ST SER IR EE PN AR &S E VAN L SR T 4 E AP e Sl D TR T N ) TR e
HUBr A S ALK S A RS AT k.

ERROR
Cache iyiH 44 4.

SR EE URL Bh&F| T mewEe: bt/ www.yahoo com.ony

FHviwag.
g SRR EREE RS TS E http/feeww yaboo.com.on/ Bk A T RIS F%IE
IREER R RN, E5 ERE KR QI8 TNER.

B CentOS-6 (squid/3.1.10) &8 Sat, 01 Sep 201200150041 BMT

11.6 SARG iZsquid{XIE AR 5% 28

SARG'E J5 ML ¢ http://sarg.sourceforge.net/.
squidfCHR Al 55 4 (1 B sl 2 0ok AR TR %, ORI 58 2 [ 52 CentOS#H:AT R S8
ok A AR WHERY, B BL s Zi0 AR i oAb 17 H KR 227, Squid Analysis Report Generator
(SARG) F7AE k& 0] LLiEFRAT 1 Fa th H e squidfC R AR S5 a5 AE FHd sk, DM T fi# Proxy ik
55 Is AT .
2 BESARGERAFHY, W23k Apache W TR 4545, [ HSARG UL 1 77 = 230, FrbA
Wh N5 474 Apache T J5 3]

T #SARGEX

] LANVE T B 3s 2SARGHERAT, sl nf DA A HA ) ol A 2881 [T RPM %23, E LA
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RPM#%:, HurkH & Delol A, AitelSiHAt—FEn] LT H

[root@localhost ]# wget http://pkgs.repoforge.org/sarg/sarg-2.3-1.el5.rf.x86 64.rpm
PR ..

Saving to: "“sarg-2.3-1.el5.rf.x86 64.rpm”
- 1421{/5 in 2.2s
2012-08-30 04:27:27 (142 KB/s) - “sarg-2.3-1.el5.rf.x86 64.rpm"” saved [323184/323184]

SARG AR5 : http://dag wieers.com/rpm/packages/sarg/ .

Ez )

ZAESARGHATIN & A A e, s B R 7/nSARGIA N 2 2 GDE AL -

[root@localhost ~]# rpm -ivh sarg-2.3-1.el5.rf.x86 64.rpm
warning: sarg-2.3-1.el5.rf.x86 64.rpm: Header V3 DSA/SHAl Signature, key ID 6b8d79eé6:
NOKEY
error: Failed dependencies:
gd >= 1.8 is needed by sarg-2.3-1.el5.rf.x86 64

libgd.so.2 () (64bit) is needed by sarg-2.3-1.el5.rf.x86 64

T/ D GDRAY, Pt A B yum e 2k 505 7 U AT 2238

[root@localhost /]# yum install -y gd /] &% D BAF
Dependencies Resolved

Package Arch Version Repository Size
Installing:
gd x86 64 2.0.35-10.el6 base 142 k

Transaction Summary

Install 1 Package (s)
Upgrade 0 Package (s)
Total download size: 142 k

GD¥ A& 5e e )a, PR SARG I pm A, ) n] LA 2 1 1 o

[root@localhost ~]# rpm -ivh sarg-2.3-1.el5.rf.x86 64.rpm

warning: sarg-2.3-1.el5.rf.x86 64.rpm: Header V3 DSA/SHAl Signature, key ID 6b8d79eé6:
NOKEY

Preparing... RS R R R R S [100%]
1:sarg B HHHHHE RS R [100%]

“mig/etc/nttpd/conf.d N B SARGHL & 34

i sarglic B AT, BN SCVFANLIIPHENER %o A0 AR LA L BTA A #n] LI 5, 2004 By
A MBS VFE R
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[root@localhost html]# vi /etc/httpd/conf.d/sarg.conf
Alias /sarg /var/www/sarg
<Directory /var/www/sarg->

DirectoryIndex index.html

Order deny,allow

# Deny from all / / BGH BRI BT M B A AT BAE 2
Allow from all

= Allow from 127.0.0.1 [/ ER R Al 1pva E#

# Allow from ::1 //1ER R RFAN 1pve iR

# Allow from your-workstation.com
</Directorys>

( MR B LAREEZHIEXER, BB NR, B TEFFR.

Forbidden

Tou don't have perrrission to access fearg/ on this server.

\ Apache/2.2.15 (CentOS) Server at 102.168.233.230 Fort 80 /

AL ESARGHELE X 1%

SARGIC & VAFNHIRZEE, NN IFSARGE, A &Y FRCE, nfLUE R4
JLNNEEBEAE AZ .

[root@localhost ~]# vi /etc/sarg/sarg.conf
# sarg.conf

T
# TAG: language

AR ...
#language English
[/BRNAF, MRFTICESEALUYRES, WRECHIMES, ZR48BikR

LIRS

# TAG: access log file

# Where is the access.log file

# sarg -1 file

T

#access log /usr/local/squid/var/logs/access.log

access log /var/log/squid/access.log J /T HECHENE
PR ..

# TAG: title

# Especify the title for html page.

T

#title "Squid User Access Reports" / /Wl by 44 F
LR

# TAG: temporary dir

# Temporary directory name for work files

# sarg -w dir

T
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#temporary dir /tmp [ 1 B AL A
LIRS

# TAG: output dir

# The reports will be saved in that directory

# sarg -o dir

T

#output dir /var/www/html/squid-reports

output dir /var/www/sarg/ONE-SHOT /] EAE A R B
S K<Y

# TAG: output email

# Email address to send the reports. If you use this tag, no html reports will be
generated.

# sarg -e email

=

#output email none
PRV B...

# TAG: charset name

# ISO 8859 is a full series of 10 standardized multilingual single-byte coded (8bit)
# graphic character sets for writing in alphabetic languages
# You can use the following charsets:

# Latinl - West European

# Latin2 - East European

# Latin3 - South European

# Latin4d - North European

# Cyrillic

# Arabic

# Greek

# Hebrew

# Latinb - Turkish

# Latine6

# Windows-1251

# Koi8-r

#

#charset Latinl / /W 5 Gt

ST /2 s1Apachefk 5

D SARGHC & A, MRIET KIBEAECE, BAPTAE &)a, W EH 5 5 Apache ik 55 4%
7 W BC & JevR A2

[root@localhost ~]# service httpd restart // E#iJ53) Apache
Stopping httpd: [ OK ]
Starting httpd: [ OK ]

Lo,

YEH. B. BikF*E

SARGH] UUMRHE H+ Fl. HIREBIE squidfCEE Ak 55 a8 ) £ dh . 22 BAT I RIME 55 LLAE

[root@localhost ~]# sarg -o /var/www/sarg/ONE-SHOT //—iKiRFE
SARG: Records in file: 1357, reading: 100.00%

[root@localhost ~]# sarg -o /var/www/sarg/daily //B#RE
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SARG: Records in file: 1357, reading: 100.00%

[root@localhost ~]# sarg -o /var/www/sarg/weekly //FRE
SARG: Records in file: 1357, reading: 100.00%

[root@localhost ~]# sarg -o /var/www/sarg/monthly //A#RE
SARG: Records in file: 1357, reading: 100.00%

SARGIR &

FI AW As, %A [http://IP/sarg), #iv LAHJHSARGHEH L, SARGHRE 7 M —Ik. H.
IEIDEE &

Squid User's Access Report

DIRECTORY DESCRIPTION
ONE-SHOT One shot repotts
daily Daily reports
weekly Weekly reports
monthly Lonthly reports

SARGZ MK BEAN N ] F- 237~ A i 4l A, it AnlRLE B B 245 L
SR,

Seauid Analysis Report Generator
Squid User Access Report

FILE/PERIOD CREATION DATE USERS BYTES AVERAGE
2012Sep02-20128ep03 20125095030 £ Hi— 0083585 1980 2 234M 1.17M
2012Sep02-2012Sep03 7 20125098038 £ 8— 0083575 508 2 234M 1.17M

Generated by sarg-2.3 1 Sep-18-2010 on 985/03/2012 0058

SARGZE X BN PHBHE R E S T .

iy )
A
soud Analysis Eepott Generator
Sguid User Access Report
FPeriod: 2012 3H 02—2012 3 03
Sort bytee, reverse
Top users

Top sites

Sites & Users

Luthentication Fathares

NUM USERID CONNECT BYTES %BYTES IN-CACHE-OUT ELAPSED TIME MILLISEC % TIMME

1 Em F835 124004 B2 68% 0.22% 99 78% 000308 188 287 24 66%

2 BB 1521682331 485 2560 17.10% 456% 9544% 000526 566 463 T4.18%0

3 EdE 192 168.233.200 34 327K 0.22% 4% B8% S0, 12% 000008 8.920 1.17%%

TOTAIL 130K 14 9901 1.07% 98.93% 00:12:43 763.684

AVERAGE 434 49901 00:04:14 254 561

Generated by sarg-2.3. 1 Sep-18-2010 on 980572012 01:18

PootrizIPHLhE, o] DA A 0 00 0 W i (R Se vE S A
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(g

L Sqad Analyss Feport Genzrator

Squd Usor Access Roport
Feriod 2012 35 12—2012 985 03
Teer 152 162233 1
ooft bytes, reverse

Tlser report
ACCESSED SITE CONNECT EYTES "sEYTES IN-CACHE-OUT FLAPSED TIME MILLISEC %TIME

B safebrowsing-rache sosgle com 153 TILUIE Z07%0  000% 100008 00:00:17 17433 3.0%%
B i frefomchina.co 14 S0706E 1157 000%  100.00% 000001 1.234 0.22%
B 102.168.233.230 121 ZRE1SE 1118 241% BPSW D003 312 0.56%
B hirng? hmanegns carn 32 2ETIE 1048 240%  ¥740% 000228 A0E545  BOE
B v egallery com a 13920K 54%%  0.00%  100.00% 00:00:01 1.082 0.35%
El@ g tanhaccdn com 3 10520K 4100 000 100.00% 00:00:00 i 01
B 51 bdstaic com d FIOEE 37 T0000% D00% 000000 13 0.0k

11.7 DansguardianidjE 4~ 3 M uf

Dansguardian’s J5 A5 ¢ http://dansguardian.org.

Dansguardian J& 4= 92 [ Proxy filter, ] LLHE BhIRATTPR il Client %1y 0] AN 105 0] 11 4
o, EHA KM INGE. Dansguardian T B FFMEAT s PATHEEEARR . ZER I THEHLTEIRA
Ko nf UL JEHR € URL BGIP, ] LR EMRLE A AN LU R 2K, Wmp3. vbs55. Content filtering
vk (O A L N [ R

T #Dansguardianix 4

DansguardianF 0] LAE 5 o R4, Bl nf LU At Y et R e i [ RPM 223, FEIE
i FHRPM %% .

[root@localhost ~]# wget
http://pkgs.repoforge.org/dansguardian/dansguardian-2.10.1.1-1.el6.rf.x86 64.rpm
Saving to: "“dansguardian-2.10.1.1-1.el6.rf.x86 64.rpm”
R 57. 5Kf5 in 8.1s
2012-08-30 05:47:43 (56.0 KB/s) - “dansguardian-2.10.1.1-1.el6.rf.x86 64.rpm” saved
[463096/463096]

iz Dansguardian {4

T #%f Dansguardian 1) rpm A f5, B n] 4% Dansguardian.

[root@localhost ~]# rpm -ivh dansguardian-2.10.1.1-1.el6.rf.x86 64.rpm
warning: dansguardian-2.10.1.1-1.el6.rf.x86 64.rpm: Header V3 DSA/SHA1l Signature, key ID
6b8d79e6: NOKEY

Preparing... rHAHHH R R R AR R [100%]
1:dansguardian BHaHHHH R R HE RS A R [100%]

fig e B & 3

‘7 %% Dansguardian Ji7 , W 20— L8 5 Proxy Ik %5 o L BRI BEC &, W] GEAEH . ZidE
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DansguardianfiC & A, AC & Dansguardiantt 5, #A 1A Aukenglish, 4.2 8Ol faifaH .

root@localhost ~]# vi /etc/dansguardian/dansguardian.conf

Language dir where languages are stored for internationalisation.
The HTML template within this dir is only used when reportinglevel
is set to 3. When used, DansGuardian will display the HTML file instead of

and easier to customise the access denied page.

This option is faster, cleaner

The language file is used no matter what setting however.

[
#
5
#
# using the perl cgi script.
#
#
T

languagedir

' /usr/share/dansguardian/languages’

# language to use from languagedir.

language =

/ /=X HX

'chinesegb2312'//#X1A A ukenglish 3L, BN {AH L chinesegb2312

WMARAHERN AT ENE S, A F languagedir i 5 B H X /ete/dansguardian/
languages, A IkT LMTEF

[root@localhost ~]# 11 /usr/share/dansguardian/languages

total 108

drwxXr-xr-x.
drwXr-xr-x.
drwxXr-xr-x.
drwxXr-xr-x.
drwXr-xXr-x.
drwXr-xr-x.
drwxr-xXr-x.
drwxXr-xr-x.
drwxXr-xr-x.
drwXr-xr-x.
drwXr-xr-x.
drwxXr-xr-x.
drwxXr-xr-x.
drwXr-xXr-x.
drwXr-xr-x.
drwxr-xXr-x.
drwxXr-xr-x.
drwxXr-xr-x.
drwxXr-xr-x.
drwxXr-xr-x.
drwxXr-xr-x.
drwXr-xXr-x.
drwXr-xr-x.
drwxr-xXr-x.
drwxr-xXr-x.
drwxXr-xr-x.
drwxXr-xr-x.

o oMY NN NN N D NN NN DN N NN N NN RN

dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian

dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian
dansguardian

4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30
30

05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:

49
49
49
49
49
49
49
49
49
49
49
49
49
49
49
49
49
49
49
49
49
49
49
49
49
49
49

arspanish
bulgarian
chinesebigh
chinesegb2312
czech
danish
dutch
french
german
hebrew
hungarian
indonesian
italian
japanese
lithuanian
malay
mxspanish
polish
portuguese
ptbrazilian
russian-1251
russian-koi8-r
slovak
spanish
swedish
turkish
ukenglish

%5 Dansguardianfic & W1, filterportfiC & Dansguardianfif F 1) % 1 ER I\ 48080, 4 R JG it
K, FIWAHE K . Dansguardianfl H [f) Proxy iz 55 4% [ IPHlik, KA 4 127.0.0.1, i A
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Dansguardian5Proxy Server ;&7E A FHL b, WILTFEN, WREES & FHL ENAZ0R
B 1% FHLIP. P& Dansguardian{i H [f)Proxy ¥ HlPort, £R1A 43128, ¥7Dansguardian’s Proxy
Server sEAE[A—FHL L, WIETHFEL, WHRZEET & FEHLENIEC E % F H L Proxy s H 1
Proxy Port. UISATH A S, W7t forcequicksearchi Aon, XA Aoff.

[root@localhost ~]# vi /etc/dansguardian/dansguardian.conf

# Network Settings

T

# the IP that DansGuardian listens on. If left blank DansGuardian will

# listen on all IPs. That would include all NICs, loopback, modem, etc.
# Normally you would have your firewall protecting this, but if you want
# you can limit it to a certain IP. To bind to multiple interfaces,

# specify each IP on an individual filterip line.

filterip =

# the port that DansGuardian listens to.
filterport = 8080 // B\ Dansguardian ¥y

# the ip of the proxy (default is the loopback - i.e. this server)
proxyip = 127.0.0.1

/ /Proxy k% %%5 Dansguardian 7E[E]—FHl, WETBS, EWALHAEE A% Proxy K%

# the port DansGuardian connects to proxy on
proxyport = 3128

/ /% Proxy R4 04 3128, WELHEE, &NFHBESCHX w0

A ..

# Force Quick Search rather than DFA search algorithm

# The current DFA implementation is not totally 16-bit character compatible
# but is used by default as it handles large phrase lists much faster.

# If you wish to use a large number of 16-bit character phrases then

# enable this option.

# off (default) | on (Big5 compatible)

forcequicksearch = on //ERINK of £, WML N on

BLE R NS

Dansguardianifs ££ By 2K s I f5 8080%m H,  IXAF A 1] LIXTAbidEdR, 5 W Jeik i .

[root@localhost ~]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:QUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 3128 -j ACCEPT

173



CentOS 6.x R EIELA

-A INPUT -m state --state NEW -m tcp -p tcp --dport 8080 -j ACCEPT

// Dansguardian %5l
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

B K i BC & 5E e e, B R B BT K e 55, BCEA =B

[root@localhost ~]# service iptables restart

iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK ]
iptables: Applying firewall rules: [ OK ]

J2 zDansguardianfi 5%

— VIR E5E G, ) LLUS 3)Dansguardian |, 15 Dansguardianfic & A ER N H 2, A
[ chkconfig dansguardian on], DA =) = Tﬁjsquidlf*J'EiE =i Z‘JJDansguardiang

[root@localhost ~]# service dansguardian start
Starting Web Content Filter (dansguardian) : [ OK 1]

AL B & P i

Dansguardianfic. & 5¢ il Jm, % i 2 A 172 squud fCHE AR 55 45 BRI 1) 5m 13128, {HZ{E
FDansguardian, 5L ZWGEC & 45 [F) Dansguardian, 7] %as, &+ [ 1H]1 > [Internetit
ml > O&Edx), A DRl E ]

Internet o8 HEH|

oM |=e |mR |ms EE |ex | &g |

‘_‘;‘.J&' %;ﬂ'ﬂ—“’i" Internet 48, BE “+
-PHSHENERAPESEEE @)
a=hn (@)
AHES (R

%%fﬁ%ﬂﬁﬁﬁﬂﬁ‘rﬁﬁﬂﬁ%%& » B 4B wE @)

G AT EIER ©
C FipREEEs T mr e o)

O IERSIAEE O

LgBiEE. F SEBUE® |

R (LA S B
LaN S ETRAIMSIEE. MTHSE | 3 I

wme | m | mAe |

£ DACHE MRS58 1 ik, 2)ik [ILANEHACEE RS 4 (XL AN Tk 55
VPNIZE$) Y, Kbk fc & A Proxy Server(fJIPHLAE, ¥ [ BC & A Dansguardian [t filterportH[]
8080, ACESEHMIE, 1% [HAE ]
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O HE AN SN E3
- BahEcE -
EJJEEE’&‘?E%HEE#EEE. TRiEEETENEE » 155 H 8508
[T BahigihEE ()
[ 5 BEshEcEM=E )
Hitik (R) |

LI IR <58
v A LaN FRAATRIRSSE o) (GBI SNATIRSE
VPN ERE).

iR il

YN PR S {s Fim 31284916, Dansguardianit /- 7% FH 5,

i Dansguardians2 & FE AN R M uh

IR AR, FEF BER A, KFER AN KMl o g A%, BB
Uy i B R4 -

e E M
http://www. bai du. com/sPwd=sczlrsv bp=08rsv_spt=dkinputT=4172
oo BBV BETESE
i i p R .

[ER M ERE A RER BT R A R & A T & S8 . |

Powzx=d b DorwSuardina

A DansguardianZ >k A, v LLEBIHEAT AT, Ui ¥l DansguardianPH 35 pli o .

[root@localhost lists]# tail -f /var/log/dansguardian/access.log

2012.8.30 7:10:30 - 192.168.233.100 http://www.baidu.com/tbr?

features=Rank:SW&sourceid=navclient-ff&client=navclient-auto-ff&sw=

ui, co,dm&googleip=0;74.125.31.103;177&igrn=vKv&querytime=Xt&orig=

02drd&swwk=409&ch=87b5deffa&g=info:http%3A%2F%2Fwww.baidu.com

%2Fsearch%3Fhl%3D%26Q%3D%25E6%2584%259B%25E6%2584%259B%26

sourceid%¥3Dnavclient-ff£%26rl1z%3D1B3GGLL zh-TWTW409TW409%261ie%

3DUTF-8 GET 138 0 1 200 text/html -

2012.8.30 7:10:33 - 192.168.233.100 http://www.baidu.com/favicon.ico
GET 83 0 1 404 text/html -

2012.8.30 7:10:41 - 192.168.233.100 http://www.bandu.com/gen 204?atyp=

i&ct=&cad=&ved=0CBgQ gU&ei=E6xbTs2QJczmmAXImpSrDA&ZX=

1314630689644 GET 0 0 1 204 text/html -

2012.8.30 7:10:46 - 192.168.233.100 http://www.bandu.com/url?sa=t&source=

web&cd=4&ved=0CDgQFjAD&Url=http%3A%2F%2FwWwww.WO-XXXX.COm.Ccn%

2Farticle.aspx%3Fcid%3D67%261d%3D2291&ei=E6xbTs2QJczmmAX1mpSrDA

&Uusg=AFQJjCNE7MRfirvsesjTmzmD-EYG636M-0Q&sig2=20VbZ4qnHHrV
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WEtLT6SrHAw GET 253 0 1 302 - -
2012.8.30 7:10:46 - 192 168. 233 100 http // www.wo-xxX.com.cn/article.aspx?cid=
= yiyey=—==50 : 105 (EE+ & +PE&+3E) GET 46077 105 Pornography

(Japanese) Pornngraphy (Chlnese) l 403
text/html -

AONZEE 1 By ) 11k

BannedsitelistA&: 2% [ 9 557E L, 245 bannedsitelist, A BT EEFE4L 1) 9 ik

[root@localhost /]# vi /etc/dansguardian/lists/bannedsitelist
# You will need to edit to add and remove categories you want

Bbs.baidu.com / /PRFH I X ik

IMAF=R Mk f5, 020 B35 J5 8l)dansguardian, 5 WJAC & G420

[root@localhost /]# service dansguardian restart
Shutting down Web Content Filter (dansguardian) : [ OK ]
Starting Web Content Filter (dansgquardian) : [ OK ]

FRRFT 2%, S APHESMIRbE, 5 CAAE i Rk 7 2P Z L .

Vil IR -

TA[e R I :
http://bbs.baidu. com
.. BUT REHEEE:
BEEILRIFIRL : bbs. baidu. com

EMEAEEEE N E R A T e AN A 2 E E SRAE. |

Powarad br Dhncbnardian

AONZE I B 582 17]

Bannedphraselistf T3 £ @M i /EH, ol AEAFRF,  Wiin Amake love JCBE 1] .
[root@localhost /1# vi /etc/dansguardian/lists/bannedphraselist
R ...
<make loves / /P45 8 1]

WREHA P EE, HF1E Xil8n, ¥ LANG="en US.UTF-8" il F#53f fn F

LANG="zh CN.UTF-8", BB {F/SEH BT IUER, 0REMpietyElE, /540
| Tt CNUTFS, FBRGBIAEH,

J
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[root@localhost ~]# vi /etc/sysconfig/il8n
#LANG="en US.UTF-8"

LANG=" Zh_CN.UTF-B"
SYSFONT="latarcyrheb-sunle"

DOAAZAR T I, 2620081 ) dansguardian, 75 WA E G A LR

[root@localhost /]# service dansguardian restart
Shutting down Web Content Filter (dansguardian) : [ OK 1]
Starting Web Content Filter (dansgquardian) : [ OK ]

FHRFT T s, AR, e M BT 28 ] ZH X B A

ViRl BEIESAE -
THEZFII -

wd—maketlovelrsv bp=0&rsv spt=3&inputT=2703
. B R A mEiELE
ERESIEmiEis.

AT R ENEEEa T EaR S RNR N 24 e LHRE. |

POEEASER, ERARER 10T MAARSNE.

3|l 39: U h e b i

Bannedextensionlist 1] LLZE || N a0 1) AR, BRI Lo 28 1) SO Y, g R 2EHUH
P, HEAERTm A SEIN], X P A exe KA R4

[root@localhost /]# vi /etc/dansguardian/lists/bannedextensionlist
#Banned extension list

# File extensions with executable code

# The following file extensions can contain executable code.
# This means they can potentially carry a virus to infect your computer.

.ade # Microsoft Access project extension
.adp # Microsoft Access project

.asx # Windows Media Audio / Video

.bas # Microsoft Visual Basic class module
.bat # Batch file

.cab # Windows setup file

.chm # Compiled HTML Help file

.cmd # Microsoft Windows NT Command script
.com # Microsoft MS-DOS program

.cpl # Control Panel extension

.crt # Security certificate
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.dll # Windows system file

.exe # Program

.hlp # Help file

.exe //TAXT exe JCHFRIFH S

IMAF=R AR S, W20 EFT JH Blidansguardian, 15 WJFC & JGVEAE 24

[root@localhost /]# service dansguardian restart
Shutting down Web Content Filter (dansguardian) : [ OK 1]
Starting Web Content Filter (dansgquardian) : [ OK ]

FHRFTIR R A, PG Hexed AN, i B I=4ME B .

Vil B -

L (=i R I
http://the. earth. 13/ sgtathan/put ty/0. 62/x86/putty. exe
... BT R E TR :
ST R (exe

[T R AR ST O R E IS A PSS,

Fomred br DansGuardian

11.8 B9 B——BR&I:¥| Y5 FacebookH B [g]

H R 2 2 ) 8 A7 ER DA A Facebook 1) 7N k& S5 250 9 28 it &= itk R TAERCE, iz e
PR 51 1 S AE AR BN TE) A n] L) i Facebook e ? 40720 B P

Facebook IPHi Z1if]

fif FH] nslookup 77 3\ 7 1] Facebook 13 M L£ TP it , H 1y 15 69.63.189.16. 69.63.181.12,
69.63.189.11.

BiAR%E2E: dns.hinet.net

Address: 168.95.1.1

> facebook.com

fk%#%: dns.hinet.net

Address: 168.95.1.1

ARG [E -

facebook.com internet address = 69.63.189.16
facebook.com internet address = 69.63.181.12

facebook.com internet address = 69.63.189.11
facebook.com nameserver = ns3.facebook.com
facebook.com nameserver = ns2.facebook.com
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facebook.com nameserver = nsl.facebook.com
facebook.com nameserver = nsd.facebook.com
facebook.com nameserver = ns5.facebook.com

Facebook IPHIIIFE B84, WRERFEEHIEETE1E,

[,

i & PR 153 = Facebook 4 B+ 8]

e squidBe & CH, KFFH [ Facebook IPHBAEANA, H P ACLES 73 A b HEIN 8] PR A

nJ LLiEF:Facebook, AR BV [8]12:00~13:30%14F, nf DLiZE$%EFacebook.

[root@localhost ~]# vi /etc/squid/squid.conf
acl worktime time MTWHF 8:30-18:00 //E#—2% 71 08:30~18:00 A LIEHf[A]
acl resttime time 12:00-13:30 //HFRERTE 12:00~13:30
acl deny domain dstdomain .facebook.com //fRH#l facebook [Muf
acl dEHY_IP dst 69.63.189.16/32 69.63.181.12/32 69.63.189.11/32

/ /B Facebook IP Huht
http access allow deny domain resttime //FFBU/KER A% Facebook Mk
http access allow deny IP resttime / ] TR B a] A] PL{# | Facebook IP
http access deny deny domain worktime //ZEiF FEERS AW % Facebook Mk
http access deny deny IP worktime / /2 E BB ] Facebook IP

ACE e G, AEP sk SS, BCEEA =R

[root@localhost ~]# service squid restart
Stopping squid: ................ [ OK ]
Starting squid: . [ OK

el

Facebook{®E i B [8] )35

P28 Ta] bRt DL squid iR 55 45 o brif . EBEIN R % Facebook M 34, 25 HH I F 4145 &

R P8I o

m ERROR
" The requested URL could not be retrieved

AEEWER URL B RS T eS¢ hitp:ffwww facshook.com/!

bls oz
Arcass control configuration preverts your request fram being alloweed at thiz time. Please contack your service provicder f you fzel
this is incomrect.

EEREBHOEES jerry@je ry.com.cn,

2l CentO5-6 [:quidr‘g.l.il:lj L5 Sun, 02 Sep 2012 L9:00:20 SWT

AR
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PR RN 8] 3% Y Facebook P v, 1] LA IE ¥ F1 H Facebook M %, 4l BT 7= .

facebook

A RS TRERR! H
- & BFAHE faehook oom e b o

W Facebook B4h

H:

i

(FAIRa:

RS TR
Pt

FEE:

#E: pEpA: [

B & [{| | A
i A FEERRAEERE"
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DHCP—— & &S £ Al Ao & AR 55 7%

DHCP (Dynamic Host Configuration Protocol) 5545 nJ LLik[A]— M 28 h (¥ vHF ML H 33K HL
Pk, DHCP fe55#xib Mgt h i SHLINECE EEA], AH— & 5 ABCE T HALIIPH
he, X RBIMZEIAEIN S, o DUKIR GRS B 1) 548

121 LEEBERIDHCP fR%E

fa] LI DHCPAR 55 25 ] LA R B N T HSEHL B s 4 BECIPHbE . IS, RO, du44 .
DNS R 25 25 Hb HF 25 e BE B

2 EDHCPAR S5 &3 14

AC EDHCPHR S5 HI,  NWAZSCA B2 17 2 A< DHCPAH AT -

[root@localhost ~]# rpm -ga|grep dhcp
dhcp-4.1.1-12.P1.el6 0.4.x86 64
dhcp-devel-4.1.1-12.P1.el6 0.4.x86 64

L2 DHCP AR 55 28 X 15

#17 CAH ZBDHCPHR S5 2 4, I Phyum 4 58 (1) 7 AR T 252

[root@localhost ~]# yum install -y dhcp dhcp-devel

Dependencies Resolved

Installing:
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dhcp X86 64 12:4.1.1-12.P1.el6 0.4 updates 887 k
dhcp-devel X86 64 12:4.1.1-12.P1.el6 0.4 updates 152 k

Transaction Summary

Install 2 Package (s)
Upgrade 0 Package (s)

Total download size: 1.0 M
Installed size: 2.4 M

DHCP{i & 31515 BH

FiC E DHCP i 55 av N it EERNERE AN S EUNAER, 4 LURC B -~ S B0 ZRE RN 2 AL
115 X—+F, DHCPHARAC & CAF 1AL B N /usr/share/doc/dhep-*/dhcpd.conf.sample.

N\

WNEDHCPHUAA4.1.15, DHCP#AR B % AV{\ & 4 /ust/share/doc/dhcp-4.1.1, TE1RHEARA
ZRiE N N AR BCE X 1o

v

SH S8 iR

option routers i DHCP 7% 7 g ¥ B BRI M ok
option subnet-mask & DHCP 2% ' % ¢ B 7 M FE A4
option nis-domain 4 DHCP %% ' v e B NIS 3l 4
option domain-name & DHCP 2% ' i ¢ B W 2% 44 FR

% DHCP & itk 'E DNS JRE2E, EHPS L
IP1. IP2 HuhkiAT X 43

option domain-name-servers

option time-offset WEINERN XA GMT (BMHBELIG X ) BB 2
option ntp-servers 4 DHCP %% 7 %y vz & B [8) il 45 28

option netbios-name-servers 4 DHCP %% ' ¥ e B WINS JI 55 2%

range dynamic-bootp v B H ki

default-lease-time IP FH 29T (8], BRIAh 43200 # (12 /NE))
max-lease-time T R Z0Fa], BRIAON 86400 #2 (24 /M)
hardware ethernet & £ DHCP %% ¥ ') MAC Huhik,

fixed-address 5 & DHCP % 7 ') MAC Huhik, GEIREUA IP Huht

i & 5 B AYDHCP R 28

PL R A48 e e BN &) L DHCPHR S 2%, 18] LIV DHCP Server i 44 R S5 & 10 %55 /- g
HEESREIPHEHE (S B, X B3-S IPHEhE A B TARAT ShREFR I, Lh Al 2955 ThkE, WPy 22
VI SINAY Sy NE S § (3 [T
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S SHE

IP Hihk it 192.168.233.10~192.168.233.99
F M #ERY (Subnet-mask) 255.255.255.0

/% (Default Gateway) 192.168.233.1

%44 (Domain Name) jerryit.idv.cn

LRSS A ik (DNS) 192.168.233.1 }% 168.95.1.1

F S ORME & U s, ] DARC B DHCP JR452%, A4 DHCPECE X A4E T .

[root@localhost ~]# vi /etc/dhcp/dhcpd.conf

T

# DHCP Server Configuration file.

# see /usr/share/doc/dhcp*/dhcpd.conf.sample
# see 'man 5 dhcpd.conf'

#

# create new

# specify domain name

subnet 192.168.233.0 netmask 255.255.255.0 {

option routers 192.168.233.1;

option subnet-mask 255.255.255.0;

option domain-name "jerryit.idv.cn ";

option domain-name-servers 168.95.1.1,192.168.233.1;

range 192.168.233.10 192.168.233.99;

JBZDHCP BR %22

—VIBCE 58, Binl LUR ZIDHCPHR S5 45 k55 1, e IR IR S, il REtHk
WES), Lk S 508 5 s Ak 55 48 Ja md B 3l 7 80% P v A 3k HUIPHb AL .

[root@localhost ~]# service dhcpd start
Starting dhcpd: [ OK ]
[root@localhost ~]# chkconfig dhcpd on

= Pl i

ff FH Windows XP#E/E RGN, 7Emm2 405 H %A [ipconfig/renew], [\ DHCP Server
PPk, i) BACR D) R TP bE .

Windows IP Configuration

Host Name . . . . . . . . . . . . : user-3d0clh7dba
Primary Dns Suffix

Node Type . . . . . . . . . . . . : Unknown

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No
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DNS Suffix Search List. . . . . . : jerryit.idv.cn

Ethernet adapter AHIEHE: 2:

Connection-specific DNS Suffix . : jerryit.idv.cn
Description . . . . . . . . . . . : AMD PCNET Family PCI Ethernet Adapter
Physical Address. . . . . . . . . : 00-0C-29-E6-79-3A
Dhcp Enabled. . . . . . . . . . . : Yes
Autoconfiguration Enabled . . . . : Yes
IP Address. . . . . « « « « .« . . : 192.168.233.11
Subnet Mask . . . . . . . . . . . ¢ 255,255.255.0
Default Gateway . . . . . . . . . : 192.168.233.1
DHCP Server . . . .« « « &« o« o« + = : 192.168.233.195
// Bk DHCP Server H(f5 1P Huhit

DNS Servers . . . . . . . « « « . : 168.95.1.1

192.168.233.1
Lease Obtained. . . . . . . . . . : 201298 A31H % 03:23:14
Lease Expires . . . . . . . . . . : 20128 H31H T4 03:23:14

BN P ik B IPH L. RS . X OC A DNSHEFF & FTEC & 115 B, WL EDHCPHR
5 R0 E T, AZHHER AL 12/ .

12.2 B EDHCP Serverfl 240+ 8]

FiC B DHCP iz 45 4y 1 £ 15 [R] & 28 7 47 20 FEDHCP I 45 4% (W IPHhlt, #5 ANEC B IPHhE
P2 I E), WIPHbHE S — KRESAEH, 2 57 2 2P by rva 17, B BA& P dm 3k
BURRABAT AR (GIPHE, AL [R]—3], DHCPHRS &< Hah ],

LI 8] 73 K ERIAFA 29I ] (default-lease-time) 5im KAHZII [A] (max-lease-time), XM
TR 24 I TR] ) 22 591 2 M ER AR 2 I 18] K T e RFH 21 TR, st Chis KA 29I 18] 4 . — IRBAC &
FHLVIN [R] I R o~ BCE HoA 10, 385 A SO LI TR .

it ZEDHCP AR %22

LR A48 24 [R] I BC & BROARL L0 ) 55 B KAH 2 I T ), 2 77 DA R A 2 I 8] o e &I
A5 Bl MR PR

FH 2498 (8] SE7 8 24 53 (8]
ERIAFH £ 0 A]) default-lease-time 43200 ¥ (12 /pED)
fx ANA 2B [E] max-lease-time 21600 ¥ (6 /M)

G DHCPHR S e L & A, EJRA W DHCPHR 55 23 HC & SCAF P B4 I ER DAFH 24 15 [a) Az d5¢ K
HZmie], R EPRAFIRH .
[root@localhost ~]# vi /etc/dhcp/dhcpd.conf
#
# DHCP Server Configuration file.
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# see /usr/share/doc/dhcp*/dhcpd.conf.sample
# see 'man 5 dhcpd.conf'
#

# create new
# specify domain name
subnet 192.168.233.0 netmask 255.255.255.0 {

option routers 192.168.233.1;

option subnet-mask 255.255.255.0;

option domain-name "jerryit.idv.cn";

option domain-name-servers 168.95.1.1,192.168.233.1;

range 192.168.233.10 192.168.233.99;

default-lease-time 43200; / /BRI FH 2 i [A]
max-lease-time 21600; / /5 I 2 i [A]

ACE e n, W2 H A 3)DHCP Serverlilk 55, FCE A =4

[root@localhost ~]# service dhcpd restart

Shutting down dhcpd: [ OK ]

Starting dhcpd: [ OK 1]
3+ ..".IJ.I:' s I

2 Pl i

{7 F Windows XPH#EAE R G, 7Eag 2850l & i Lipconfig/renew), TH5HLE HrakHL
PHihE, HEUfSIPHELALSS, %A Lipconfig/all]l o & AHZIM[A], 40 FPhzw, ACanFHZIITH) 2450
HLZJI TR A 6/Nb] 5 DX % B BC . (R DR L) I 18] K S KR 29I 8], By EADHCP AR 55 PL s KA
2N TE) R 3 .

Windows IP Configuration

Host Name . . . . . . . . . . . . : user-3do0cl57d5a
Primary Dns Suffix

Node Type . . . . . . . . . . . . : Unknown

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : jerryit.idv.cn

Ethernet adapter AHiEH: 2:

Connection-specific DNS Suffix . : jerryit.idv.cn
Description . . . . . . . . . . . : AMD PCNET Family PCI Ethernet Adapter #2
Physical Address. . . . . . . . . : 00-0C-29-E6-79-44
Dhcp Enabled. . . . . . . . . . . : Yes
Autoconfiguration Enabled . . . . : Yes
IP Address. . . . . . . . . . . . :192.168.233.50
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.233.1
DHCP Server . . . . . . . . . . . :192.168.233.195
DNS Servers . . . . . . . . . . . : 168.95.1.1
192.168.233.1
Lease Obtained. . . . . . . . . . : 20125 9H1H E& 12:30:38
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Lease Expires . . . . . . . . . . : 20129 H1H L# 06:30:38
//WEEER 6 /M

12.3 B ERBIPHHI A4 EITE

DHCPR % 25T B IPHbE M 5, ANEWE-— & iH LS R ILEIPHlE, DHCPARSS: 2% # 2> 1K
ACIPHLAE 73 ez B — & VHEAL, W M B A [ € 55 1 FAL, AR50 Zngs 1 [E 2 1 TP
hE, IXIEEAKIPHEECR B TR, WIS R AW G EPIPHbE P SO0, AW & FEPLNTCTE
ERE, PrUl g R B IPHEE, R R 48 Qe OR B IPHBHE 70 o2 45 s IR DL, B G
W Sz AL NS MACH UL, AR5 M MACHIE FIR B (K IPHE 485 76—, BT F
IMACHUIE 23— 1), PrUCRE e SRR IRRE, i A S R AEIPHLIE R R 8 1.

BC B R BB IPHR L

BEBIRE A TPHLIEOR B 25 K5 O SEML, s Bl i R R B

{REERY IP it 192.168.233.50
HEH N+ MAC #tht 00:0C:29:E6:79:44

9 DHCPHC & SCAF,  AERC &I A5 0N Ok B TP S o SHEAL M -~ MACHE .

[root@localhost ~]# vi /etc/dhcp/dhcpd.conft

T

# DHCP Server Configuration file.

# see /usr/share/doc/dhcp*/dhcpd.conf.sample
# see 'man 5 dhcpd.conf'

#

# create new
# specify domain name
subnet 192.168.233.0 netmask 255.255.255.0 {

option routers 192.168.233.1;

option subnet-mask 255 _255_255_0;

option domain-name "jerryit.idv.cn";

option domain-name-servers 168.95.1.1,192.168.233.1;

range 192.168.233.10 192.168.233.99;

host ns {
hardware ethernet 00:0C:29:E6:79:44; //36EMF MAC
fixed-address 192.168.233.50; //PREF ) 1D Hiht

ACE SEG, D E BT A SIDHCP R 54 ik 55, FLEA =R

[root@localhost ~]# service dhcpd restart
Shutting down dhcpd: [ OK
Starting dhcpd: [ OK

el
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% P s

Rt ENLN a2 S, %A Lipconfig/renew), FHX RIDHCP AR5 w5 HHT 3k HUIP
Hihk, SRHUPHLEESS, %A [ipconfig/all), 45 & & 1% /2 PTAC & M) fr FHIPHBALE .

Windows IP Configuration
Host Name . . . . . . . . . . . . : user-3d0cl5s7d5a
Primary Dns Suffix

Node Type . . . . . . . . . . . . : Unknown

IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : jerryit.idv.cn

Ethernet adapter AHER 2:

Connection-specific DNS Suffix . : jerryit.idv.cn
Description . . . . . . . . . . . : AMD PCNET Family PCI Ethernet Adapter #2
Physical Address. . . . . . . . . : 00-0C-29-E6-79-44
/ [F8E MK MAC Hihk
Dhcp Enabled. . . . . . . . . . . : Yes
Autoconfiguration Enabled . . . . : Yes
IP Address. . . . . . . . . . . . : 192.168.233.50
f/ﬁfﬁ%ﬁ{llpﬂﬂht
Subnet Mask . . . . . . . . . . . 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.233.1
DHCP Server . . . . . . . . . . . : 192.168.233.195
DNS Servers . . . . . . . . . . . :168.95.1.1
192.168.233.1
Lease Obtained. . . . . . . . . . : 201248 31 H T4 11:53:31
Lease Expires . . . . . . . . . . :2012%9H1H E4 11:53:31
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SSH & Secure Shelll)4i5, HHIETFIMZE T4 /M (Network Working Group) P iill i,
SSH it v AE M H = Fk S = b 1R sl

AT P Y 2% AR 55 R, WIFTP. POPHITelnetA & HSZHS B2 411, A EAIAEM 4%
i FH B SCAL L 50, BRI A 0 k3R . ISSHAE H i Lb B vl S ihisll, & it f B 2 ih fil
oA 19 25 He 55 B At 22 x4k, I SSHERM S AT LA R 7 1 aze f 7 B ok A b A 8 v ) i, 3 I
SSH | LLXT BT A 444 (P B 34T N, R AENE B 11 DNSIK S AP 1k 1K B

SSHIbL A —MEAMAAE i, BRSO B 220t R 4510, Frlnl BLUINBRAL S i) 3 B . SSH
HIRZThEE, EEEn LACE Telnet, B n] kA 224 (K .

CentOS R G B INAE L 20T HEAE R G0 G i O 40 2288 T SSHARSS , ok e e & o BN 3 3,
It LLJG 5 2288

13.1 RIFHERRPER

CentOSR G55 EALA CERCANGIE ¥ 2R P, WREESH - #R vl LA SSHE 3%, i
BB 1 HRSS a2 e, BARAN R B H AR B B 0 BUR, (H 2 X NOL 2 = I Ak 55
ar XS o O T BRAEC AR 55 s RS, 200 PR T MR L8 F P vl ELA HISSHE 5K

EEBERPER

LGB e H P A i LR HI SSHAE S Ak 5 4%, W s EEAE SSHIAC B SCAF 1 d5e a7 1 7o
WERMHPER . FEMZREIHE B S tomn] LLG 5, HAMIK 5 #RAN v ELAI A SSHE <k
%, BEERAARM, FHRWZ M Es, WAEAT S ke A=Al H 5 S

[root@localhost ~]# vi /etc/ssh/sshd config
AllowUsers tom /] U tom H P AT PLE

ACE SR E P Eakia, B R oljsshilss, BCEA =42
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SSH—TiZE IR &% =

[root@localhost ~]# service sshd restart
Stopping sshd: [ OK ]
Starting sshd: [ OK

Tl

1

FE M PERME

CltomH] G sk, R ol COE®R G, HALRKH P kG, UWBHECE ). FraH
Foxla, BHsuin V)R oot P #EAE, XA RSP LEEAIG .

login as: tom

tom@192.168.233.200's password: ***x*xdkikx
[tom@localhost ~]$ su root

Password:

[root@localhost tom] #

fEHEA R E WjerryH P G5k, MIANZEME, B8 {5 B Access denied (FH44%5%),
TE BN SR Ja 2 O P .
login as: jerry
jerry@192.168.233.200's password: ****kkkkx

Access denied
jerry@192.168.233.200's password:

CentOS 2 4% Hroot FH B FEAL MR £z A, R tllroot FH /2 [R5 R 4 S N 4108, A FH R G2k
H A HISSHAR S Gk RS, RAF I L rEn 5, B LAV & SSHAR %5 H 2% 11 PlrootH F 4
%, IXFEEAS FHroot H 7 st W 20 AE ASHL B 55 o

13.2 2 \lrootlH P& FE

£ CentOSTEAE RGEH, B HE GirootHH P AR A AH ™ T-Windows#:4F 224t 1 Administrator,
A SSH AR 5 KA vl LA Froot HH 1 5%, $¢m1 T RGENRRETE, B ELEEIEE 1hroot H - il H
SSHIR 556 5k o WK 538 H 2 20t RGEUEATHRAE, o LAAIH sufir 2 V) Bllrootli 5, X FFn[ LA
ClrootFHH P AU PR IEAT 445, B AR IeANA o] ARRAR R Ge B E, (B2 HAl R P 5035 T rootH
MRS, REMET AT, WRRMESEN 7 ES, s Exh, EEFEFERN
BRA WTUE L, BARAREUIR %74, HEZ G L1,

Al &ErootF P I &R

SSHAR 2 #R A W] Lhikroot B 1 6 5%, W E4E [hrootH 7 5 5%, L 2B X SSHAEC & A, 48
PermitRootLogin[l)yest¥ ilkino, F#5MFR, 12 05CH)5E RAFIE H .

[root@localhost ~]# vi /etc/ssh/sshd config
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PermitRootLogin no /BRI A ves, ZEIENHA no, MFR#5

B SSHAC B AT e, 2B F a2 SSHARSS , BCEA =R

[root@localhost ~]# service sshd restart
Stopping sshd:

Starting sshd: [ OK

el

2% |Froot H P& F iR

JF)a PieTTY, FAERKH " 4 root, RHIE T (5 S Access denied (JHZEV5IH]) -

login as: root
root@192.168.233.200's password: *¥*¥kikidx

Access denied
root@192.168.233.200's password:

13.3 EcE R EM FIZWSSHE Fim&ETE

PR MR SSHIE R, LT P AIE SSHAR S M WrR [+, UlethO. ethl, H
A FE TR ECE FIPHLEE Al UGS,  IXAE n] BARRAC R 5545 IR RS PR, 3 v LK SSHAR 55
AP AR R R b, b G A £ N 5 ) e 55 8 I He At IR 55, i e 2 RS A A A B
INf, gt 20 1) e 55 A5 ASHL EUFT B B 4R 0 R

BLEIREM FIZUWSSHE Pimni&Eix

e B 47 € M I SSH S 7 i1, HSE il R AE AR 2 1) M _E i Wr SSHARSS, A1 A
RIIPHBBEREATACE, BRI~ A FH R R A A 7

eth0 [ IP #i it 192.168.233.200
eth1 Pk IP Hbhik 192.168.233.201
B ek A R % asIPHLAEAC A

[root@localhost ~]# ifconfig
eth0 Link encap:Ethernet HWaddr 00:0C:29:91:5F:2E
inet addr:192.168.233.200 Bcast:192.168.233.255 Mask:255.255.255.0
ineté addr: fe80::20c:29ff:fe91:5f2e/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:207 errors:0 dropped:0 overruns:0 frame:0
TX packets:112 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:1000
RX bytes:18814 (18.3 KiB) TX bytes:9473 (9.2 KiB)

ethl Link encap:Ethernet HWaddr 00:0C:29:91:5F:38
inet addr:192.168.233.201 Bcast:192.168.233.255 Mask:255.255.255.0
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ineté addr: fe80::20c:29ff:fe91:5f38/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:27 errors:0 dropped:0 overruns:0 frame:0
TX packets:10 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txgqueuelen:1000
RX bytes:2609 (2.5 KiB) TX bytes:636 (636.0 b)

GiESSHAC E A, ZZ%(ListenAddressELIAA I, ACE vf PAEWC R v 1 E e SSHAR 55 o
[ IPHhE, WAZI0KF ListenAddressii [H F#5 MIER, F5£50.0.0.0c40 85 a2 [P IPHEBRE, 3X B s i/FIPHh
hE 4192.168.233.200(¢ echO M <t SSH i i 2, B olse o (R fpiE H .

[root@localhost ~]# vi /etc/ssh/sshd config
ListenAddress 192.168.233.200 //8iI\ A 0.0.0.0, BEETREN 1P Huhik

BXSSHAC B e, o EH 3 shSSHARS: , IXFFRCE A <42

[root@localhost ~]# service sshd restart
OK

OK

e

Stopping sshd: [
Starting sshd: [

e

15 € M £ 12U SSHE P imiEZE i

i FHPieTTY &5k, ACE 4192.168.233.2000% M ethon] DL &%,

€ PieTIT Configuration

w | It's Easy Tao Create Your Connection,

o Host Marme (o IP address) Part
- [192. 188,233,200 | |22
" Tdnet (EES) f+ 554

—Llser Interface
™ PUTTY rmode ¥ English LI

'I W Menubar
" ~PieTTY Inforrmation

Cirect cornect to;
192,158, 233,200

koLt (0al=gl Cancel

A A M Fethl, A A 1% M < S & IPHLHE 24 192.168.233.201, & ki 2 H Il Network
error: Connection refused, IXFEACEEC & LI,
PieTTT Fatal Beror K4

lal Network error: Commection refused

8E

13.4 B &% N\ RS0 (8] 3 < BN B FF & F

BC A S A RS I e i B W R, BARWAH 2 RME X, HEA T SSHRSS 4G IV,
I [B] AN A K 5 2505 BRI e, wf BLid D AN s 2L 3EE 2 .
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e & 5567 (8]

SSH R 55 4 BRI A\ ity SR I TR A R T 3 B2 IR I 1) R 20, il BL AT B S i
6], Bl SEfr 3080 RIMOT 167, i4ESSHAC A AT, ReSEFFIN A 20i30s, JFRi#5 MIFR .

[root@localhost ~]# vi /etc/ssh/sshd config
LoginGraceTime 30s / /BB F Ry A]

BB S )E, W R 3 SSHAR 55, IXFFRLE A4 =424

[root@localhost ~]# service sshd restart
Stopping sshd: [ OK
Starting sshd: [ OK

el

iz 55 575 8]

T HPieTTY i AIPHEHE S, ZERF30F AMEUEAT 31 5t HIRES U215 B Server unexpectedly
closed network connection, #AJ5 Wi HSSHARSS &% .

FieTTY Fatal Error

Ie Server unexpectedly closed network commection

RE

13.5 Bt & == R BT [8) < H1EE

fEHI SSHIE - BU [a] J5, 2 IR 8] R A 8 AT AR el sh A 8 e R M Pie TTY K, SSH
AR 55 A8 R R MY, XA ] BT L .

Mg B 7= [/ B (8]

fESSHEC & X AFH, ClientAliveInterval Z £ 0% ¢ HIEREIFP L, ClientAliveCountMaxZ>
BACE eV HE NIk E . X BB ClientAlivelnterval Z 201 A 1080, 4 ClientAliveCountMax Z: %
B0,

[root@localhost /]# vi /etc/ssh/sshd config

ClientAliveInterval 10 /BN o ABH, BHEMBR4SEEHE
ClientAliveCountMax 0 [/EBRNh 3 ARBH, BHEMR4EE X

GGl &S, UATE RN 3)SSHRS , XFFRC EA S AR

[root@localhost ~]# service sshd restart
Stopping sshd: [ OK ]
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Starting sshd: [ OK 1]

== A B [8] % ] 5 4% it

2NN TR R B, AR BT H I Pie TTY ER A%, W R 2 UL $T FF i Pie TTY 348
A KA. FTHFIIPeTIY S X G, AEMAENEIE, 1080 55t & BT 25 A I TE] S i
xS

"PieTTY Fatal Errc

H il o 3 Es, AL AR E T ClientAliveCountMax IR EL, AR E #tA= %L,
BV 2 B0, B n] LLIE AT . 758225 R W SSHR 55 7% K O ] 42 HH ClientAliveCountMax
BoEN), A A7 2 RENA SEL, AL U B EEI ), X028 R NStk
7. i8-8 ZE R U EC B ClientAliveInterval#b ZUit & 2420, AN WS P e, B
WS _EIREC B I, B — ST BT 2 7
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Telnet—ZIE B RIREF

Telnet & Interne izt F2 5 55 i 55 IR AE B, SE RSO vy g B2 45 16 A, W ) 72 1) 3 & BBS
A 55, &40 TelnetiE 42567 vk Fr e 4 ) B ¥cA I, B i A\ A s R 200E, A0 45 i B )
H P 24 BB AR R I SR 7, XA B Ak 5545 WJJ_LFS%‘{ PE, DRl LR R 23 RGEERA
AN BE b, e O 2 KISSHARSS « Microsoft Windows M Vista 457, AN % 2E Telnet
2P, et AR ML ATIRAS, REHRENLUES) T TCPAPHRSS, Telnetifh ] LUHH

14.1 L Telnet PRS2

A4 G BC R L) TelnetHlk 55 25 o

S Telneti it

R A ST % Telnet IR S 255, ERAA L. B H Telnet Server It 75 [F) A A xinetd &2

telnet-server:

[root@localhost /]# rpm -ga | grep xinetd
xinetd-2.3.14-29.el6.x86 64

[root@localhost /1# rpm -qga | grep telnet-server
telnet-server-0.17-46.el6.x86 64

iz Telnet BRS%

R B 2 Telnet Server 1 H yumfEZE F08 /7 2 &3, BE 78 R . 45 2 AT H telnet client
T H, Bia/%i A [yum install -y telnet-server].

[root@localhost ~]# yum install -y telnet-server
Dependencies Resolved



z14 =
Telnet— 2 B FX AR5 2%

Package Arch Version Repository Size
Installing:

telnet-server X86 64 1:0.17-46.el6 base 36 k
Installing for dependencies:

Xinetd X86_ 64 2:2.3.14-29.el6 base 120 k

Transaction Summary

Install 2 Package (s)
Upgrade 0 Package (s)
Total download size: 157 k

fic & TelnetfR %

f£ )5 Bl) Telnet Serverfk %51, WZE 4 Telnethic & A, [K A disableZ £ EK A Fyes, Ko
Telnet Serverd® 1Fi%E4%, FrLLAZUE X A no.

[root@localhost /]1# vi /etc/xinetd.d/telnet

# default: on

# description: The telnet server serves telnet sessions; it uses \
# unencrypted username/password pairs for authentication.
service telnet

{

flags = REUSE

socket type = stream

wait = no

user = root

server = /usr/sbin/in.telnetd

log on failure + = USERID

disable = no  //BRI\NA yes ZEILER, DAEA no A4 A UL AVFER

BzTelnet AR

B A Sea, Bl LhEahTelnethk %5 1, 5 5 2V K xinetd A 55 i A ER A 31

[root@localhost ~]# service xinetd start
Starting xinetd: [ OK 1]
[root@localhost ~]# chkconfig xinetd on

Telnet Serverf 5 UCHi T xinetdiiB 2% Ak 55 o

5 2 Telnet Server¥ I 217 W .

[root@localhost /]# netstat -tunlp | grep xinetd
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tcp 0 0 :::23 1E o LISTEN 4290/xinetd

BLERG NS

JA Bl Telnet A% 5, WAZLERT K ERACE A HF A 2350 [, X FFTelnet’ss P v 4 1) DL £
.

[root@localhost ~]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:QUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 23 -j ACCEPT
//Telnet Server ¥l

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

Bl Khe)a, I R BB K e ss, & WECE ISR AR

[root@localhost /1# service iptables restart

iptables: Flushing firewall rules: [ OK 1]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK ]
iptables: Applying firewall rules: [ OK ]

MK E i Telnet AR 5585

RootH ' ERIAAN e & sk Telnet Server, 420 FH HAth FH F 55k, A# H suiin 2V Bllroot H F
HEANLIMEA R Fjerry, 8 FH Windowst4E R4 1 224 5 WL, HIMGEERRGE, WMAHP 4
MR, &S Mg BAGR A LLOE R K.

C:\Users\jerry>telnet 192.168.233.200

CentOS Linux release 6.0 (Final)

Kernel 2.6.32-71.el6.xX86 64 on an X86 64

login: jerry

Password:

Last login: Mon Aug 22 10:13:01 from 192.168.233.100
[jerry@localhost ~]8
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14.2 &M Telnet BR & i

Telnet Hie 55 BE R AL A e AN Wk S, LB Ipkdem ek, B 1 LR 5§45,
5w WL s 2 1B e

&4 Telnet AR 55 im

w i servicesfic B AT, ERiATelnet Serverdin [ 423, X B B um 43 % 42323, KRG 1eifr
1B H .
[root@localhost /]1# vi /etc/services

telnet 2323/tcp / /8RN TCP 23
telnet 2323 /udp / /B8R UDP 23

1& & Telnet AR 550 5, W20 H8T o slixinetd ik 55, BLE A 242K

[root@localhost /]1# service xinetd restart
Stopping xinetd: [ OK ]
Starting xinetd: [ OK 1]

£ A48 U5 1) Telnet A %5 3 275 42323, {5 B Wi 142323, ARERE Sk,

[root@localhost /]# netstat -tunlp | grep Xinetd
tcp 0 0 :::2323 S LISTEN 4534 /xinetd

=1

& Telnet Al 553 H 5, BAMZ0E s K e BC & 3% i 1, A )2 )7 i SOk I 4%

[root@localhost /]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OQUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 2323 -j ACCEPT
/ BEUGH telnet %0

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

B K beif e e, M ELR R sh P Kb, Bo B A = ERL.
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[root@lo

iptables:
iptables:
iptables:
iptables:

Mt Telnet PR Fhis

i H

calhost /]# service iptables restart
Flushing firewall rules: [ OK ]
Setting chains to policy ACCEPT: filter [ OK ]
Unloading modules: [ OK 1]
Applyving firewall rules: [ OK ]

Windows#/E R MARZERE, o DT 2323, 24 P 2 S md n] DL, MACE

Telnet Server/& v [ 1% I .

C:\Users
CentOS L
Kernel 2
login: j

\jerry>telnet 192.168.233.200 2323
inux release 6.0 (Final)
.6.32-71.el16.x86 64 on an x86 64
erry

Password:
Last login: Mon Aug 22 10:19:58 from 192.168.233.100

[jerrya@l

ocalhost ~]S

14.3 B BiEIEIPHLE & E 18T 8]

Telnet Server 41 ¢ L M Telnet ClientZE B2 IN 6], 52T FHaccess timesZ £ R il A F i f2 1

ﬁﬂr JTIi'

XH

S B A PR EPLAA, W PR Pl HEak P B, XA LR 4
PR ITPHE 4192.168.233.100, 1ZIPHEHE H GELESE K 10:00~12:00 5220:00~23:45 1] DL

< Telnet Server, H AR [B]ZE (1 ZEFE. f % Telnet Server EHLH I F23:45, (B il [8] 5 3]
23:40, HSFtii Telnet ServerE AL B 23], %2/ dmad /& v LGSR

[root@lo
# defaul
# descri

#

service

{

calhost /1# vi /etc/xinetd.d/telnet

£: on

ption: The telnet server serves telnet sessions; it uses \
unencrypted username/password pairs for authentication.

telnet

flags = REUSE

socket type = stream

walt = No

user = root

server = /usr/sbin/in.telnetd

log on failure + = USERID

disable = no

only from = 192.168.233.100 // VR 1P Hihik
access_times = 10:00-12:00 20:00-23:45 / / VR RS I ]

Telnet Serverfi & 5¢ %5 PR AFIE H, E081 A xinetd Ik %S, BCE A 4R
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[root@localhost /]# service xinetd restart
Stopping xinetd: [ OK ]
Starting xinetd: [ OK

Tl

14.4 fit ETelnet ServerEiZ%]

Telnet Serverfit B IEREL, WUABCE MRS &% VT ER:, RkRSSA LIRS E UL A,
2RSS A R, BT LVE BRE R XA IR BT, AR Z AR EEAE IR 55 4 b
BATWIZE . W RN S5 aw B HAWrZR i PR, 50 52 M NI

%5 Telnet Serverfic & 1t HfinstancesZ % A2, ENINEAH X 14T, 75 2 HATH I - Telnet
Server KATENNIER G, M LILGxR, AMNBBNASFELER, X B iEA L IRYE
i o
[root@localhost /1# vi /etc/xinetd.d/telnet
# default: on
# description: The telnet server serves telnet sessions; it uses \

# unencrypted username/password pairs for authentication.
service telnet

{

flags = REUSE

socket type = stream

wait = no

user = root

server = /usr/sbin/in.telnetd

log on failure += USERID

disable = no

instances = 2 /IBRNEAERZX—AT, BTN

Telnet ServerfE 4AC & J5, W20 B8 Jo xinetd ik 55, FCE A =42

[root@localhost /]# service xinetd restart
Stopping xinetd: [ OK
Starting xinetd: [ OK

el

MR

fif FH Windows R4 1) i 2 180l G WAIERE, ELLERK, H =G xmAHI M AR P4
HUEE R [P 510
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wmleaee 6.3 (Fimald
£.32-279.5.2.el6.xBE 641 on an =B6_54

=] =
Cm 0 " - |
L
1

V i S I AR:1R25] From 192.160.2270.222

14.5 BLEYFEIPHEEE M S 3K

e B4 o TP hE 1) DL 6F Sk Telnet Server, IXAF A 0] LS Bl Telnet Server[f) &1, i n LA
FTE A WA v 5 sk Bl Telnet Server [,  PAE X Telnet Clienti?E4 T R IE2 5 HE .

BoE B —IPHuE & 3R

% A E H745192.168.233.100 1] L) % 5% Telnet Server, HAth EHLA 0] LLE 5, %% Telnet
Serverfic & A, BACE Z % only from, ¥SHICVFE<IPHLAL.
[root@localhost /]# vi /etc/xinetd.d/telnet

# default: on
# description: The telnet server serves telnet sessions; it uses \

# unencrypted username/password pairs for authentication.
service telnet
{

flags = REUSE

socket type = stream

wait = no

user = root

server = /usr/sbin/in.telnetd

log on failure += USERID

disable = no

only from = 192.168.233.100 // R AVF192.168.233.100 &%

Z’4E Telnet Serverfic & A f5, W2 HT A olixinetd k%5, FELE A =424

[root@localhost /]1# service xinetd restart
Stopping xinetd: [ OK ]
Starting xinetd: [ OK 1]

1£192.168.233.100%% F il H iy 2426 & 6 5%, W LOES G, AR E ), HAbhE -
i W IG5 5%
C:\Users\jerry>telnet 192.168.233.200
Cent0S Linux release 6.0 (Final)
Kernel 2.6.32-71.el6.x86 64 on an x86 64

login: jerry
Password:
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Last login: Mon Aug 22 10:45:50 from 192.168.233.100
[jerry@localhost ~]$

BCEFF EM S 3K

AL 192.168.9.0 241 B AR n] LU 5%, HABMELFAN 0] LG 5%, {Eonly from Z2%L_EHE N
FOVFE I B

[root@localhost /]# vi /etc/xinetd.d/telnet

# default: on

# description: The telnet server serves telnet sessions; it uses \
# unencrypted username/password pairs for authentication.
service telnet

{

flags = REUSE

socket type = stream

wait = no

user = root

server = /usr/sbin/in.telnetd

log on failure += USERID

disable = no

only from=192.168.9.0/24 //BRHIRA 192.168.9.0/24 MBA AT LI

%’ Telnet Serverfic & A 5, W2 H8T d slixinetd RS, FCE A 4R

[root@localhost /]# service xinetd restart
Stopping xinetd: [ OK ]
Starting xinetd: [ OK

Tl

BLEME N5 EIPA RIS 5

TFIRCRR & M BOERE, A3 I 2 BRI oh JLANIPHRE AR W] LS, Bt DL S B HE B AN ] 34422
(KIPHhE, 4, B 192.168.9.100/2192.168.9.2004 1] L& %, HAh192.168.9.0/24M EL#En]

% 45 Telnet Serverfic & A, B 1 IR A SCVFIBLAL, fEno_access Z U H s I TP ik
192.168.9.{100,200} .

[root@localhost /]# vi /etc/xinetd.d/telnet

# default: on

# description: The telnet server serves telnet sessions; it uses \
# unencrypted username/password pairs for authentication.
service telnet

{

flags = REUSE
socket type = stream
wait = no
user = root
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server = /usr/sbin/in.telnetd

log on failure += USERID

disable = no

only from=192.168.9.0/24 //BRHIRE 192.168.9.0/24 MBA AT IEF

no access=192.168.9.{100,200}
//HMEBR 192.168.9.100 1 200 BLE &R

Zn’ie Telnet Serverfic & A5, W28 d shixinetd iR %S, FCE A 4R

[root@localhost /]# service xinetd restart
Stopping xinetd: [ OK
Starting xinetd: [ OK

el el

14.6 BCE 5tiFrootHH P& %

ECentOSEEE RSB T, ARG HE taroot H AR #H 2 T Windows|f)administratos I Pl Telnet
Server iJ LLikrootH] & sk & e MEr— KRBk, @RIz P, 5250, 8 n] DI E
e TP Y X B G 5 o

———
i
L .

FilrootlH P& 3%

TF il root F F* %8 S 10 7 AR T 9, 2 BBt securetty B 45 4y HoAb 24 FR, X FE R GE sk LA 3
securetty LA, A PR illrootH F 5 5%

[root@localhost /]1# mv /etc/securetty /etc/securetty.bk

BUECE 5, WAEHE sxinetd sy, BOEA AR

[root@localhost /]# service xinetd restart
Stopping xinetd: [ OK
Starting xinetd: [ OK

el

rootFH P & F= N

6% Pl Froot ] 2 % 5% Telnet Server, 5 0 LLIF 5 %%, fCEACE K.

C:\Users\jerry>telnet 192.168.233.200

CentOS Linux release 6.0 (Final)

Kernel 2.6.32-71.el6.x86 64 on an x86 64

login: root //root B

Password:

Last login: Mon Aug 22 09:02:29 from 192.168.233.100
[root@localhost ~]#
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YUM—a&EZ% E#AR 5=

st 22 W] WA IR 2 CentOS R 4L ML, Wi BES AR AP BB BAE, )22 w11 W9 2845 36 i =
B, SEART 0 ST Rl RN A BE R R K. A e NS DGR ST, ARG A IR
AN S BB FRAS, A A AT ATk vl P BB s B S bR R R S5oBlie 2 ik st 2 HATIC
B R S5 % Ho SRR G e R R, H AR ROR Ak S A R PRI
BOFTRRAS, 45 BE— 5 CentOS A VAR A I AE 2k BB e 55 4 118, ANDURT BAYT 48 22 ) 9 28847 0
By PLORUE R A 7K oz A2 J o i

15.1 BLEAELE MRS =F
TS AT B B, DL 7 IR BE ST, T 24 I 5

2ot

2 Z=mirrordir¥x 14

CentOS RGN\ WA w2 murrordir A, 22 Zmirrordir # A 75 22 P INRPMCAE, 7350 A
mirrordir-devel. mirrordir Ct-—ANn]), BT Hwget 720 M4k, AREH w3k,

[root@localhost ~]# wget

http://pkgs.repoforge.org/mirrordir/mirrordir-0.10.49-1.2.el5.rf.x86 64.rpm
[root@localhost ~]# wget

http://pkgs.repoforge.org/mirrordir/mirrordir-devel-0.10.49-1.2.el5.rf.x86 64.rpm
//mirrordir T

[

FPEKE . http://pkgs repoforge.org/mirrordir/, ]

PIASRPM A2 — i 2%, 15 W) AN~ R AR 1R
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[root@localhost ~]# rpm -ivh mirrordir* //mirrordir B{H-%&dE
warning: mirrordir-0.10.49-1.2.el5.rf.x86 64.rpm: Header V3 DSA/SHAl Signature, key ID
6b8d79e6: NOKEY

Preparing... B HHHHHE RS R [100%]
1:mirrordir HHaHdH R R R R [ 50%]
2:mirrordir-devel s R R e [100%]

ZIzyum-arch {45

7 BEYUMAE 26 0 0 Bk 45 2% 348 75 B yum-arch 8 A4F, 28 A S RE & 08T RPM. K4 1)
header, CentOS 6.x#{E RGN EIE2.2.2-9/, 17Nk 228 %2 .

[root@localhost ~]# wget
ftp://fr2.rpmfind.net/linux/epel/beta/6/i386/yum-arch-2.2.2-9.el6.noarch.rpm
// F#E yum-arch

[root@localhost ~]# rpm -ivh yum-arch* / /%% yum-arch
warning: yum-arch-2.2.2-9.el6.noarch.rpm: Header V3 RSA/SHA256 Signature, key ID 0608b895:
NOKEY
Preparing... HHHH R e R e . [100%]

1:yum-arch HafHH R R R R R RS [100%]

S SRIE: http:/rpmfind.net/linux/RPM/epel/beta/6/1386/yum-arch-2.2.2-9. el6.noarch.html,

Ex |

T & Ft&I=createrepo 145

Y UMAEZL U R 55 4 18 s 2 createrepo A1, KA EE Dy e e LR 5| 30/, nl L
i I YUMAEZL 7 5 5\ P 8023

[root@localhost ~]# yum install -y createrepo
Dependencies Resolved

Package Arch Version Repository Size
Installing:

createrepo noarch 0.9.8-4.ele6 base 81 k
Installing for dependencies:

deltarpm x86 64 3.5-0.5.20090913git.elé6 base 71 k
python-deltarpm x86 64 3.5-0.5.20090913git.elé6 base 27 k

Transaction Summary

Install 3 Package (s)
Upgrade 0 Package (s)
Total download size: 179 k
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w15 =
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1E 28 HOHT iR 55w e & 1A H 31| Apache iR 55, It LA 701 % %E Apache iR 55 o

[root@localhost ~]# yum install -y httpd
Dependencies Resolved

124 k
87 k
15 k
68 k

Package Arch Version Repository
Installing:

httpd x86 64 2.2.15-5.el6.centos base
Installing for dependencies:

apr Xx86 64 1.3.9-3.el6 0.1 updates
apr-util Xx86 64 1.3.9-3.el6 0.1 updates
apr-util-ldap x86 64 1.3.9-3.el6 0.1 updates
httpd-tools x86 64 2.2.15-5.el6.centos base

Transaction Summary

Install 5 Package (s)
Upgrade 0 Package (s)
Total download size: 1.1 M

CentOS 6.x[1')Apache 3 s}, 2 H Pl ServerName® 515 5.,
ServerNameij [l (FJ#5 WHFR, 1XHF 5 2l Apache iAo & A5 T

root@localhost ~]# vi /etc/httpd/conf/httpd.conf

H 2445 Apache il & 1, ¥

ServerName gives the name and port that the server uses to identify itself.

This can often be determined automatically, but we recommend you specify

it explicitly to prevent problems during startup.

If this is not set to valid DNS name for your host, server-generated

If your host doesn't have a registered DNS name, enter its IP address here.

You will have to access it by its address anyway, and this will make

redirections work in a sensible way.

[
4
4
=
T
T
# redirections will not work. See also the UseCanonicalName directive.
T
T
T
T
=

ServerName www.example.com:80 / /%545 MHBRED AT

& B Apachefit B A1 /a, #tnlULE s Apache |, fEZE BB k55 48 2 KA H P IRS, B

DL Apache il %5 C & A ER A S 8] o

[root@localhost ~]# service httpd start
Starting httpd: [
[root@localhost ~]# chkconfig httpd on

BLER NS

OK

AC B AE 4 BT i 55 4 s 224 H Apache Ik 55, B L 20U AE By <K 3 vh JF J5 Apacheii; 180

205



CentOS 6.x R EIELAFE

[root@localhost ~]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

B K I BC B 5e e, IR B R BB K, A RS E A= AR

[root@localhost ~]# service iptables restart

iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK 1]
iptables: Applying firewall rules: [ OK ]

BB ELEMRS /NG X

R 2352 eI, SO AT AP E 5%, X BT H CentOS 6.0111x86 643143, Fi
CL#E Apache ™ it H s HAK K4 L os updates. extras—> H 5.
[root@localhost ~]# mkdir -p /var/www/html/yum/centos/é/os/x86 64

[root@localhost ~]# mkdir -p /var/www/html/yum/centos/é/updates/x86 64
[root@localhost ~]# mkdir -p /var/www/html/yum/centos/é6/extras/x86 64

23 BRI ESHp, et AEREVFIAHXE R,

= )

T EAE L BRI

R P EOHAT AR P e s5 % N, D6x86_ 64T L8GB, AN A, LA
SOMB/sIGETINGEIE R, W2 D2/, af UM NS 5. KAy & R8T,
AN I JE 3PN PuTTYERL, ARG g2 MSEE, WBECREIA S — e, BEBI X
R, JCHGE A5 A PRI Z
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[root@localhost ~]# mirrordir -v ftp://ftp.nsysu.edu.tw//Unix-like/Cent0S/6.0/0s/x86 64
/var/www/html/yum/centos/6/0s/x86 64

Wl [E1 5]

[root@localhost ~]# mirrordir -v

ftp://ftp.nsysu.edu. tw/Unix-1ike/Cent0S/6.0/updates/x86 64
/var/www/html/yum/centos/6/updates/x86 64

) ..

[root@localhost ~]# mirrordir -v

ftp://ftp.nsysu.edu. tw/Unix-1ike/Cent0S/6.0/extras/x86 64
/var/www/html/yum/centos/6/extras/x86 64

] .

MAAIE Z AN K21t £ Har R E S I REFTPy: & ) A58 M3, XSRS
FTPRS A I R 3R] Faitis A, Primid B Rl (bAZh oL, A aEls F k2%
IR %S, XA R RS .

5747 RPM 3151 header

i FH yum-arch 7 #1 RPM 4% -] header, #KiX73#ros. updates. extras—-/~>Hzx, UL
FRAASF S, CentOS 6.08:4F REih & K AR R,

[root@localhost ~]# yum-arch /var/www/html/yum/centos/6/os/x86 64
THIS PROGRAM IS DEPRECATED!
You should be generating xml metadata instead.
Please see http://linux.duke.edu/metadata
Digesting rpms 21 % complete:
jakarta-commons-collections-testframework-3.2.1-3.4.el6.noarDigesting rpms 23 %
complete: tigervnc-server-applet-1.0.90-0.10.20100115svn3945.el6.noarcDigesting rpms 28
% complete: geoclue-devel-0.11.1.1-0.13.20091026git73b6729.el6.x86 64.rpDigesting rpms
29 % complete: mobile-broadband-provider-info-devel-1.20100122-1.el6.noarchDigesting
rpms 35 % complete:
gstreamer-plugins-bad-free-devel-docs-0.10.19-2.e16.x86 64.rDigesting rpms 36 %
complete: jakarta-commons-collections-testframework-javadoc-3.2.1-3.4.Digesting rpms 39
% complete: tigervnc-server-module-1.0.90-0.10.20100115svn3945.el6.x86 6Digesting rpms
42 % complete: xorg-xll-drv-nouveau-0.0.16-8.20100423git13c1043.el6.x86 64.Digesting
rpms 45 % complete:
dbus-c++-devel-0.5.0-0.10.20090203git13281b3.1.el6.xX86 64.rpDigesting rpms 50 %
complete: openoffice.org-presentation-minimizer-3.2.1-19.6.el16.x86 64.Digesting rpms 93
% complete: pentaho-reporting-flow-engine-javadoc-0.9.2-5.00031.el6.noarDigesting rpms
100 % complete: nss-pkcsll-devel-3.12.7-2.el6.1686.rpm . rpmmrpm

Total: 6019

Used: 6019

Src: 0
Writing header.info file
[root@localhost ~]# yum-arch /var/www/html/yum/centos/é/updates/x86 64
THIS PROGRAM IS DEPRECATED!
You should be generating xml metadata instead.
Please see http://linux.duke.edu/metadata
Digesting rpms 30 % complete:
openoffice.org-presenter-screen-3.2.1-19.6.el6 0.5.x86 64.rpDigesting rpms 38 %
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complete: openoffice.org-opensymbol-fonts-3.2.1-19.6.el6 0.5.noarch.rpDigesting rpms 62
% complete: openoffice.org-presentation-minimizer-3.2.1-19.6.el6 0.5.x86Digesting rpms
100 % complete: gt-devel-4.6.2-17.el6.x86 64.rpm mrpm4 . rpm
Total: 1042
Used: 1042
Src: 0
Writing header.info file
[root@localhost ~]# yum-arch /var/www/html/yum/centos/é/extras/x86 64
THIS PROGRAM IS DEPRECATED!
You should be generating xml metadata instead.
Please see http://linux.duke.edu/metadata
Digesting rpms 100 % complete: centos-release-cr-6-0.el6.centos.x86 64.rpm
Total: 1
Used: 1
Src: 0
Writing header.info file

AR 28 yum-arch AP IRASANRF, B4 2560 [ [ RRAS B A,

[root@localhost ~]# yum-arch /var/www/html/yum/centos/6/os/x86 64

Traceback (most recent call last) :
File "/usr/bin/yum-arch", line 22, in <module>
import pullheaders
File "/usr/share/yum-arch/pullheaders.py", line 27, in <module>
from yum.logger import Logger
File "/usr/share/yum-arch/yum/ init .py", line 908
self.repos.populateSack (with='filelists"')

A

SyntaxError: invalid syntax

createrepofE L & 5| 31§

Createrepo X112 H3)) /4 XML metadata, £ H & [~/ repodata SCAF92, KR53 Hros.
updates. extras—-> H K.

[root@localhost ~]# createrepo /var/www/html/yum/centos/6/os/x86 64

4786/6019 - Packages/slang-2.2.1-1.el6.1686.rpm

1is0-8859-1 encoding on Ville Skytt% <ville.skyttaeiki.fi> - 2.8.2-2

6019/6019 - Packages/nss-pkcsll-devel-3.12.7-2.el6.1i686.rpm

Saving Primary metadata

Saving file lists metadata

Saving other metadata

[root@localhost ~]# createrepo /var/www/html/yum/centos/é6/updates/x86 64
860/1042 - RPMS/pango-devel-1.28.1-3.el6 0.3.i686.rpm

1is0-8859-1 encoding on Ville Skytt% <ville.skyttaeiki.fi> - 2.8.2-2

1042/1042 - RPMqut—deve1-4.6.2—1?.&16.x86_64.rpm

Saving Primary metadata

Saving file lists metadata

Saving other metadata

[root@localhost ~]# createrepo /var/www/html/yum/centos/é6/extras/x86 64

1/1 - RPMS/centos-release-cr-6-0.el6.centos.x86 64.rpm

Saving Primary metadata

Saving file lists metadata

Saving other metadata
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BATBEEA H 2 Dl 508 @ USCRED H T % AN EOE AN T PLENEE THRIE 55 Blishell
AR EZRAT, DREPITKZATIR L

= Pimift{TrepoBc &

TR A RS e ic AL JT, 42 PR S RE B 2% P vl repo, Ffbase. updates. extras—>Hx
(1) mirrorlist Il _F#, #RJ5 12 4 baseurl ¥ 4%, 4 http://mirror.centos.org/centos iX —— B 18 24 1%
http://192.168.233.192/yum/centos, B 5E A, RAFIRH, X% it v] ELAE F Brc &1
B 26 T R 55 4 SOFT A T

[root@localhost ~]# cd /etc/yum.repos.d
[root@localhost yum.repos.dl# cp CentOS-Base.repo CentOS-Base.repo.old

/ /% NEH) Centos-Base.repo H#|—14

root@localhost yum.repos.d]# vi CentOS-Base.repo /BRI repo
CentOS-Base.repo

[

#

#

# The mirror system uses the connecting IP address of the client and the

# update status of each mirror to pick mirrors that are updated to and

# geographically close to the client. You should use this for CentOS updates
# unless you are manually picking other mirrors.
#
#
T
T
#
[

If the mirrorlist= does not work for you, as a fall back you can try the
remarked out baseurl= line instead.

base]

name=Cent0S-Sreleasever - Base
#mirrorlist=http://mirrorlist.centos.org/?release=3releasever&arch=5$basearch&repo=os
baseurl=http://192.168.233.192/yum/centos/$releasever/os/$basearch/

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6

#released updates

[updates]

name=Cent0S-Sreleasever - Updates
#mirrorlist=http://mirrorlist.centos.org/?release=$releasever&arch=5$basearch&repo=upda
tes

baseurl=http://192.168.233.192/yum/centos/S$releasever/updates/$basearch/

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6

#additional packages that may be useful

[extras]

name=Cent0S-Sreleasever - Extras
#mirrorlist=http://mirrorlist.centos.org/?release=$releasever&arch=5$basearch&repo=extr
as

baseurl=http://192.168.233.192/yum/centos/Sreleasever/extras/$basearch/

gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6

192.168.233.192 4 /<A IPHB L

= |
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15.2 {EHAX BT EMNRH

CentOS#EAF R Gz AT IN, Qi RAE B FHLACE A REIE R 1M IfI’Jlﬁ 1F ey 28 2 BRERRAF I

YUM G A ik %, Hostd—Moral, B b Mg Sodotht, sinMEH 17, Adfh
VBT RS AT DGR IR S G AT AR A€ 2 BORT hiCAS Bt DA A IX R,
ASEEBE HIXFEI 7

CentOS 3 4t £ W\ ££ H 3k /etc/yum.repos.d 13 P /> repo LA, CentOS-Base.repo iz 45 7 £&
YUME H , 5 /> CentOS-Mediarepo & 45 W M YUMAE H , R w5z, KA
CentOS-Base.repost: i A1, CentOS-Media.reposz: 5 H 1)

e e A Mg, R A GERYUM Z R84, B 5E Blyum repos.d H 3k, 44
CentOS-Media.repo A}, J# idbaseurlfic &G EFAS X BUEHOE A HE 483 /mnt/cdrom |, Ffenabled
WHL, XFECE A S)A5), CentOS-Base.repoififf £ i 44 5 4 ¥ enabled i 40, HUCKACE L
e 24, Ul H E 248 A CentOS-Base repo SCAF I HY B [n) 780 .

root@localhost ~]# cd /etc/yum.repos.d/

root@localhost yum.repos.d]# mv CentOS-Base.repo CentOS-Base.repo.bk
root@localhost yum.repos.d]l# vi CentOS-Media.repo

CentOS-Media.repo

This repo is used to mount the default locations for a CDROM / DVD on
Cent0S-6. You can use this repo and yum to install items directly off the
DVD ISO that we release.

To use this repo, put in your DVD and use it with the other repos too:
yum --enablerepo=cé6-media [command]

[
[
[
#
#
#
#
#
#
#
T
#
# or for ONLY the media repo, do this:
#

#

yum --disablerepo=\* --enablerepo=cé6-media [command]

[c6-media]
name=Cent0S-Sreleasever - Media
baseurl=file:///mnt/cdrom
gpgcheck=1

enabled=1 //1EH, 0#&FH
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6

B2 ROk s HA0 R 2 /mnt/cdrom H sk, SGHE/mnt B & icdrom H 3k, GG, #nl
PIEAEOCR T, W R

[root@localhost ~]# mkdir /mnt/cdrom / /@3 cdrom B

[root@localhost ~]# mount -t iso09660 /dev/cdrom /mnt/cdrom // H#HILIK
mount: block device /dev/sr0 is write-protected, mounting read-only

JCIRFER NI G, 18 72N, KA Repository & AN it c6-media, A2 T B K KT .

root@localhost ~]# yum install vsftpd
Loaded plugins: fastestmirror
c6-media | 4.0 kB 00:00 ...
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c6-media/primary db | 4.2 MB 00:00
Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package vsftpd.x86 64 0:2.2.2-6.el6 set to be updated

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
vsftpd xX86 64 2.2.2-6.el6 c6-media 149 k

Transaction Summary

Install 1 Package (s)

Upgrade 0 Package (s)
Total download size: 149 k

K AFER IR

B Pk ICib w2 m ik, B AR P, AT ERK ARG Z 2, e
MRS B Nete/fstab, IXFEFFHLES A 0] LLE B N#

|

root@localhost ~]# vi /etc/fstab

[
#
# /etc/fstab
# Created by anaconda on Sun Sep 18 19:54:12 2012
#

# Accessible filesystems, by reference, are maintained under '/dev/disk'

# See man pages fstab (5) , findfs (8) , mount (8) and/or blkid (8) for more info
#

/dev/mapper/VolGroup-1lv root / ext4 defaults 11
UUID=371000c0-3dfe-4784-a3a8-677d888248d0 /boot ext4 defaults 1 2
/dev/mapper/VolGroup-1lv swap swap swap defaults 00
tmpfs /dev/shm tmpfs defaults 00
devpts /dev/pts devpts gid=5,mode=620 0 0
sysfs /sys sysfs defaults 00
proc /proc proc defaults 00
/dev/cdrom /mnt/cdrom is09660 defaults 00

15.3 EEEKRFILS

4 i5 CentOS-Base.repo, 18 mirrorlist jif [f1 1 _F# 515 H, 2R )5 FR &E N baseurl P HEZ
M, X BEECE SR AR S5 A, BCA SSG, 16 BRE AR n] DA FH w2zl s 30 5 kA 1 s

[root@localhost ~]# vi /etc/yum.repos.d/CentOS-Base.repo
# CentOS-Base.repo
#

# The mirror system uses the connecting IP address of the client and the
# update status of each mirror to pick mirrors that are updated to and
# geographically close to the client. You should use this for CentOS updates
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# unless you are manually picking other mirrors.

7

# If the mirrorlist= does not work for you, as a fall back you can try the
# remarked out baseurl= line instead.

#

#

[base]

name=Cent0S-Sreleasever - Base
#mirrorlist=http://mirrorlist.centos.org/?release=3releasever&arch=$basearch&repo=os
baseurl=http://ftp.isu.edu.tw/pub/Linux/Cent0S/$releasever/os/$basearch/
gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6

#released updates

[updates]

name=Cent0S-Sreleasever - Updates
#mirrorlist=http://mirrorlist.centos.org/?release=$releasever&arch=5$basearch&repo=upda
tes

baseurl=http://ftp.isu.edu.tw/pub/Linux/Cent0S/$releasever/updates/$basearch/
gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6

#additional packages that may be useful

[extras]

name=Cent0S-Sreleasever - Extras
#mirrorlist=http://mirrorlist.centos.org/?release=3$releasever&arch=$basearch&repo=extr

as
baseurl=http://ftp.isu.edu.tw/pub/Linux/Cent0S/$releasever/extras/$basearch/
gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6

#additional packages that extend functionality of existing packages

[centosplus]

name=Cent0S-Sreleasever - Plus
#mirrorlist=http://mirrorlist.centos.org/?release=3releasever&arch=5$basearch&repo=cent
osplus
baseurl=http://ftp.isu.edu.tw/pub/Linux/Cent0S/$releasever/centosplus/$basearch/
gpgcheck=1

enabled=0

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6

#contrib - packages by Centos Users

[contrib]

name=Cent0S-Sreleasever - Contrib
#mirrorlist=http://mirrorlist.centos.org/?release=3releasever&arch=5$basearch&repo=cont
rib

baseurl=http://ftp.isu.edu.tw/pub/Linux/Cent0S/$releasever/contrib/$basearch/
gpgcheck=1

enabled=0

gpgkey=£file:///etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-6
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NTP

B+ 8] Bl 55 2%

NTP4: %, A Network Time Protocol, i/t P& I 6] [5] 22 (1 Al 55, I TB] ) ARERFA A 2 JE i d 2
1), 1R 2 Eda bl kA TG B I Ta], By CUIS Tl AN IERA I, Brid sk B0 2dE AN IE A . 2%
AR Z TR 0k T, B ASIE K A N 28 o0y 5 v R B [ 2852 I A0 ERBC B 1IN TR IR 55
wv, B UL EAT BCE 1 1) Hl 55 25 A0 7 28 5 12 I8 e ik 55235 (5] 25

16.1 BCENTPHT 8 AR5 22

SENTPI &

AL EENTPRSS, WHR ARG 3, T YUMAEZ 55 7 Uk T4 3% . CentOS
RGN\ OV EENTP RS 474«

[root@localhost ~]# rpm -ga | grep ntp
ntpdate-4.2.4p8-2.el16.x86 64

fontpackages-filesystem-1.41-1.1.el6.noarch
ntp-4.2.4p8-2.el6.x86 64

A& [E] 25 B B AR 55 #R uh =

ENTPRSECE I BN = ui e fdE, 2fhs B#5, BRESTENNTPE & 15
o

[root@localhost ~]# vi /etc/ntp.conf
# Use public servers from the pool.ntp.org project.

# Please consider joining the pool (http://www.pool.ntp.org/join.html) .
#server 0.rhel.pool.ntp.org /I RIEX =4 455 H
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#server 1.rhel.pool.ntp.org

#server 2.rhel.pool.ntp.org

server ntp.sjtu.edu.cn J/ULT 5 A E A& KFER ) RS a5 A
server sla.time.edu.cn

server slb.time.edu.cn

server sld.time.edu.cn

server s2c.time.edu.cn

[_* ]

NTP#HEFIE . http://www.time.ac.cn/links.htm,

BEINTPH 8] iR 5% 28

NTPHRSS BB 5e )G, EJE SINTPHRSS I, B0 ERF LB, AHINTPHR S 8545 Ll
I TR) e 25 #% [R) 202, 3R Al EABEATIN 8] [R)20, S SUNTPIN 8] i 5548 R K AGS AT IO ARSS, R H
WEX R NINEEIP

[root@localhost ~]# service ntpd start / /BB [A) AR 45 28
Starting ntpd: [ OK ]
[root@localhost ~]# chkconfig ntpd on / /ECE R RS 25 2R B B

NTPHRES Ja 8l )G, & MuiNTPAR S IZ1EIPIR S -

[root@localhost ~]# netstat -tunlp | grep ntpd

udp 0 0 192.168.233.195:123 0.0.0.0:% 1695/ntpd
udp 0 0 127.0.0.1:123 0.0.0.0:% 1695/ntpd
udp 0 0 0.0.0.0:123 0.0.0.0:% 1695/ntpd
udp 0 0 fe80::20c:29ff:fed6:123 SRk 1695 /ntpd
udp 0 0 ::1:123 3z 1695/ntpd
udp 0 0 :::123 trc¥ 1695/ntpd

FER B RS IR

NTPH S5 R ahse e )a, L ela I aala 22, a4 syNTPIN [ ik 55 a5 (1IN 18], WIS 2)
H EEMEA A EA RN

[root@localhost ~]# ntpg -p / /K2 R0 B A AR 45 2R A

remote refid st t when poll reach delay offset jitter
210.72.145.44 JINIT. 16 u - 64 0 0.000 0.000 0.000
dns.sjtu.edu.cn 114.80.81.13 3 u 13 64 3 30.218 3.292 0.194
202.112.10.60 .STEP. 16 u 11 64 0 0.000 0.000 0.000
202.112.7.150 204.235.61.9 3 u 9 64 3 4.181 9.272 0.222
202.120.23.169 .INIT. 16 u - 64 0 0.000 0.000 0.000
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NTP——E&7 8] R 55 28

BCE R NS

NTPI [8] AR S5 45 BC & 5E il S, EEAE BT K BE G & Ja A R 1 g 1, 5 ek d A H A% &%
ISR [A) 25, ISF Te) B 45 4 FP) 2 1 A UDP 123,

[root@localhost /1# vi /etc/sysconfig/iptables
# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
*filter
: INPUT ACCEPT [0:0]
: FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
-A INPUT -p icmp -j ACCEPT
-A INPUT -i lo -7j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m udp -p udp --dport 123 -j ACCEPT

/ /NTP 1] fe 55 45 ¥ 1

-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

BB 5P K Ja, UL BOE R B B K, 5 B E iR AR

[root@localhost /]# service iptables restart

iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK ]
iptables: Applying firewall rules: [ OK ]

Windows 7% R im B8] [5] 27

R DAY 2 5op i LEdhaa ), 177 CH PRI TE Y, %8 [nternettf 8] ], §% [
XA Lo

"

e EEFNEE
SRR | BithEdsh | Trternet A

BEErEN RS REaE 102168233200 HE.

TR 2012/9/2 1743

RTSHTE 2012/0/2 17443 = 102.168.232.200 FERETh.

|  GEEEQ. |

FeiN )ik T [ Slnterneth [B] iR 55 251520 ), 76 DRSS 28 Y &0 4 ANTPHR S 2% (K TP
bk, ARJETE DrBIER Y, RS L BPE2E . MIse ka2 i, AR RZ N, el
K I Ta) o8 2 A 8], o] PLE HER SIER R .
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@i Internet FIEI=S =
Ai= Irternet BTTEEE:

V|5 Internet FTRIRES+ERLSS)
FsEegE): 102168222200 - SCFIEATLL

b 201292 1743 5 107.168.233.700 BlHEaETh,

WmE | | B

16.2 AR ZAT 8 & X

AC B SENTPIN B B 5545 Ja, &0 Sl EERE i WRT [A) 20, LR KREU N4 iz Aiel ks A 1 18]
1 HEIN B) A 3, B0 E ) AR B TR S AN

VAEE RGN TR R, SO A S5 as BAE I X, B, =z BN AL 5L, R & Clock A2
J{ZONE’4 Asia/shanghai, AIZ9H7HkSS S ECE 4 [F] I, R AR [y Xn] LEUE 2.

[root@localhost ~]# vi /etc/sysconfig/clock
ZONE="Asia/shanghai"

A YT IsFE], A8 daterin 2 vl LLE B 2400 EALEE] .

[root@localhost ~]# date
Thu Sep 01 10:42:17 CST 2012

VAT ST EHUN TR 8, BRI 2012469 H3 S, BB 2EE, R4Ma Brisd
i, Al 7 s K R A 00:00:00.

[root@localhost ~]# date -s 20120903
Mon Sep 03 00:00:00 CST 2012

RO FT =P R, BOR B 11530270080, FACESEHETE, RS B is MU
8], 7 AA SR H

[root@localhost ~]# date -s 11:30:00
Mon Sep 03 11:30:00 CST 2012

A5 EABCSUNTR], 2 BORE E SR T e a2, i 2 48 0820125209 1103 H 11 5330733080

[root@localhost ~]# date -s "11:30:30 20120903"
Mon Sep 03 11:30:30 CST 2012

AV AN 8] 5 2 [0 BIBIOS _E A S 5E %, B F RS a) PRI (8] 2 15 AH A, date
H RGN E], hwelock AEAEE] (BIOS), “MuiPy AN () AN[E] 25 .

[root@localhost /]# date ; hwclock -r /| &% A5 BI0OS B[R 34T H
Mon Sep 03 11:36:32 CST 2012 /] RG]
Mon 03 Sep 2012 10:57:17 AM CST -0.524230 seconds //f#{4Hf[q)
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P I T B LT T 5, LRI T R AT R, I R - 38 3 2
SRR T Lo A 3 25725

[root@localhost /]# ntpdate dns.sjtu.edu.cn //SHfARS 2%
03 Sep 11:00:11 ntpdate[1878]: adjust time server 202.120.2.101 offset -0.012233 sec

RGN T8 [F 20 5e em,  FRE R GUI 8] 5 A EPEIN T8), 555 Y& B s 1 Tl JL~F-AH [,
AR

[root@localhost /]# hwclock -w / /B[R] 5 A\ B4 BIOS
[root@localhost /]# date ; hwclock -r //Z&%H ]S BIOS IR HI%EE
Mon Sep 25 03:01:35 CST 2012 /| R G (6]

Mon 25 Sep 2012 03:01:36 AM CST -0.856179 seconds //fE{fH[E]
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Dovecot—— &Y M 14 ARk 55

Dovecot' J5 AL ¢ http://www.dovecot.org/.

Internet Message Access Protocol (45 AIMAP, A B UHBARAEH ) & PN H JZ )
B e E AR AR P 5 (i Microsoft Outlook. Outlook Express. Foxmail. Mozilla
Thunderbird) nJ CLAHBAE AR 45245 EARELHEAH(S E . IMAPHIPOP3 (Protocol Of Post version 3,
R R B S 55 = RO A2 MR B Ry 3 (F) InternetbRHE BN . B BT BT A (F IRLE 20 P SRR 45
AT P T LLSCRF o

3£ DovecotiR %

ST DovecotfR E B B &

T 1 A B 2 157 & %2 Dovecoti 4, I RF SR il 23 KRG iz ks it &4
222G AN, BRI\ N Basic Serverlll| A&k,

[root@localhost ~]# rpm -qa | grep dovecot
dovecot-2.0-0.10.beta6.20100630.e16.X86 64

izDovecothl 55
MR EAE RA K L2 Dovecot WA, VU FH yum E 26 o0 ikt AT 2ed%, sEsE Mk
2 Dovecot ¥} 2 2% o
[root@localhost ~]# yum install -y dovecot /| %% Dovecot k%

Dependencies Resolved
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Package Arch Version Repository Size
Installing:
dovecot x86 64 1:2.0-0.10.beta6.20100630.el6 base 2.2 M

Transaction Summary

Install 1 Package (s)
Upgrade 0 Package (s)

Total download size: 2.2 M

i & protocols

‘ZEtf Dovecot i 55 Jo,  Jo a2 e & A, ﬁﬁﬁﬁ]ﬂ%pmmcnlséﬁﬁ, 1% N
‘A 25 Dovecotf AT A1 5% P imilifs, FEZ/THPOP3. IMAPPMY, BUAANEH, J
7 SRR, S5 S Pprotocols SN I# SR, 04 137N £ FIIMAPAIPOP3
i, HEAFHE Y 2 —uE, B AMERHPOP3, v KPOP3. POP3SMIPFE, XFE RS H
IMAPYf5 . 7E R CentOS 6H1CentOS SHA R 4t H Dovecot IR &5 KL & CAF 812 BT AN A

[root@localhost ~1# vi /etc/dovecot/dovecot.conf
# Protocols we want to be serving.

protocols = imap pop3 /145 kR, BE BT B P

— D

CentOS 6.x 7 Gt Dovecotf 55 BB B P15 4 /ete/dovecot/dovecot.conf,
CentOS 5.x & GrDovecotil & BV B B L& 154 /ete/dovecot.conf,

.

Bz1Dovecot Ak 5%

& DovecotliL & )7, #Lnl LLE 3 dovecotilk 55 1, A T AT HEAF AR S5 25 b2 5 Thige, diiX
¥ Dovecotk 55 A ERINE B, LA REF E3) RG A &l 53l

[root@localhost ~]# service dovecot start / /Dovecot B3]
Starting Dovecot Imap: [ OK ]
[root@localhost ~]# chkconfig dovecot on / /Dovecot ERi\B3

Dovecotflt 55 5 ah 7 I RIME B, 2K MUE B 27 1993 24 A, Dovecot LA IE ¥
J5 ).
[root@localhost ~]# service dovecot start

Starting Dovecot Imap: Fatal: listen (993) failed: Address already in use
[FAILED]
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Dovecot——3E W M 14 AR 55

B DAE T 11993 1 #rpe.statdff H, Dovecotfit & A FH protocolsfit & 1Y) imaps ) % ]
172993, FrLlbziniz i, 50 A sl Dovecot ik 45

[root@localhost ~]# netstat -tunlp | grep 993
tcp 0 00.0.0.0:993 0.0.0.0:% LISTEN 2931/rpc.statd

BLERD XIS

P AT B2 56t AN [V IR 45 B W 20 HF JE By k%, POP3FIIMAP B4 FH (1 3 1140 31 110, 143,
e HEDovecotfit B A1 Xt protocols Z AL L & (1K1 TS IT i3 b7 K % .

[root@localhost ~]# vi /etc/sysconfig/iptables
# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
*filter
: INPUT ACCEPT [0:0]
: FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]
-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
-A INPUT -p icmp -j ACCEPT
-A INPUT -i lo -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 110 -j ACCEPT
/ /POP3 JIRZ5 ¢ ¥
-A INPUT -m state --state NEW -m tcp -p tcp --dport 143 -j ACCEPT
/ / IMAP 5518 F o 1
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

B Kb BC B e e, I EE R B B K eSS, BCE A =B

[root@localhost ~]# service iptables restart

iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK 1]
iptables: Applying firewall rules: [ OK ]

S&EPOP3 (110) BRIMAP (143) B&HiB1T

Dovecotfr & 3L AR & 5e il /a, Bl LLiA siDovecotAk %%, A# FHay @ik & iR S ™ IFE s ia
11, DIFALRAR &5 vl LLIE 5 A H .
I EPOP3 & ialT, A s BACERIRS A iH, 110 4POP34E H 1) %m I .

[root@localhost ~]# netstat -tunlp | grep 110
tcp O 0 0.0.0.0:1100.0.0.0:*% LISTEN 1795/dovecot
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tcp O 0 :::110 S LISTEN 1795/dovecot

I AEIMAPZIE1T, & L E EACERIRS AT E, 143 AIMAPAE FH 1355 1 .

[root@localhost ~]# netstat -tunlp | grep 143
tcp 0 00.0.0.0:143 0.0.0.0:* LISTEN 1795/dovecot

tcp 0 0 :::143 SRR LISTEN 1795/dovecot

Dovecotfit & 7t iF{F F Outlook=Outlook Expressizii{5 14

DovecotZEAEL B e a, Br 1 HWeb T :NAEGEIE 25, Dovecothiz 45id ] LU H HIE:
% PO T, ARid CentOS 6.xRAHRA AN /R FE B T BAIE 3R (1 {HCentOS 6.x
RGMA LR E A 0 LUEH WG fEDovecotfit & A& /5 — AT ML F44TF E, iX
PRS2 7 g A ) DLSE I 56 ik AT IS
[root@mail ~]# vi /etc/dovecot/dovecot.conf

disable plaintext auth = no

mail location = mbox:~/mail:INBOX=/var/mail/%u

pop3 uidl format = %08Xu%08Xv

pop3 client workarounds = outlook-no-nuls oe-ns-eoh
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Sendmail—% 1 XHR 14 BR 5%

Sendmail’ i /5 A 4L © http://www.sendmail.org/.

Sendmail ;& VRg o KL E L% R 48 (Mail Transfer Agent), [ HAHYKA, IRZ
Linux##E RGNS %2, CentOS 6.x R G0 LTI WRAS B BRI 2238, ANTEAE H - B [e]
2 JiSendmail HHL | A/DE K22, G LW NMEIRS4E, HERWEAN RRN)iE
11, &4 Sendmail (N FAC & SCIF LEARRGT, — R RS E BN R IRMER 2 592, B3 8 Linux g
VE RGEAFHER N2

DL NACE B 7ECentOS 6. x#1E RS FRCE, A @l AT air, wl LUK Postfix &%
k5545, Sendmail L AEIX T HAM 4.

18.1 i fc ESendmail RS

CentOS 6.xhA 5 L2 A BRI 202 Sendmail i 55, CentOS S AL RN 23, W
LAY HH Sendmail - 55 I 1% 5C HAH K B L &

& Sendmail & 44

i A Sendmail 84, 5 ARG BRI A %3 Sendmail iR 55, 75 HAT %3

[root@localhost ~]# rpm -ga | grep sendmail /BB REZEE sendmail
sendmail-8.14.4-8.el6.x86 64

3= Sendmail iRE

‘2% Sendmail R 55 11 VAR Z 00, A @ 30U B yumfE 26 B0 vk AT 2048, B T %3
LEE A AN AH DI 82 H 3l ‘2, 8 H Sendmail Ak 45 75 B4 25 AN FEAS 8K sendmail
Hlsendmail-cf.
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[root@localhost ~]# yum install -y sendmail sendmail-cf
Dependencies Resolved

Package Arch Version Repository Size
Installing:

Sendmail x86 64 8.14.4-8.el6 base 717 k
sendmail-cf noarch 8.14.4-8.elé6 base 184 k
Installing for dependencies:

Procmail xX86 64 3.22-25.1.el6 base 163 k

Transaction Summary

Install 3 Package (s)
Upgrade 0 Package (s)
Total download size: 1.0 M

B z1Sendmail ik 5%

Sendmail %3558 5, ) L8 Sendmail ik 55 1, 20K Sendmail ik 45 ¥ 4 BK A AL G
o)), A G d1AE R S5 50 5 3 Sendmail ik 45, CentOS 6. xPLHT AN 2 EE & 4 2K )H
). fE U CentOS 6. xE4# HSendmail, 32K Postfixi 5515 I, LRI RS A AP

[root@localhost ~]# service sendmail start / /)85 sendmail
Starting sendmail: [ OK 1]

Starting sm-client: [ OK 1]

[root@localhost ~]# chkconfig sendmail on / /B E sendmail 2\ H

BCER A IE

Sendmail EX AT H 1) 3 H 925, B2 SMTP i 55 BRIA 1) 5 F, 75 2E7E B K 5 B B S
SMTPHi 55 1, 47 ARG & WIETEN SR AL MR o

[root@localhost ~]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:QUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -] ACCEPT

-A INPUT -p icmp -j ACCEPT
-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW
-A INPUT -m state --state NEW
-A INPUT -m state --state NEW
-A INPUT -m state --state NEW

|
=

tcp -p tcp --dport 22 -j ACCEPT
tcp -p tcp --dport 110 -j ACCEPT
tcp -p tcp --dport 143 -j ACCEPT
tcp -p tcp --dport 25 -j ACCEPT

o
34 3 3
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/ / SMTP ¥ []
-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

it

b5 K K& T f5 SMTP i 45 i MR RS, IEEA S

[root@localhost ~]# service iptables restart

iptables: Flushing firewall rules: [ OK
iptables: Setting chains to policy ACCEPT: filter [ OK
iptables: Unloading modules: [ OK
iptables: Applying firewall rules: [ OK

et el e

;& Sendmail R % BE&HIET

il & Sendmail g 55 & 17 1F & A1 H SMTPHR 55 v 11217, 5 ARHIUEE R, KB EH
B, T B E A E .

[root@localhost ~]# netstat -tunlp | grep sendmail
tcp 0 0 0.0.0.0:25 0.0.0.0:*% LISTEN 1418/sendmail: ace

fic & Sendmail X} 5 EE

i’ Sendmail it & A4, ERIA N AdAdr=127.0.0.1, Sendmail 55 JCiExT A ERE,

[root@localhost ~1# vi /etc/mail/sendmail.cf
# SMTP daemon options
O DaemonPortOptions=Port=smtp,Addr=127.0.0.1, Name=MTA

//ERIN 127.0.0.1 LHEMNIMER

# SMTP client options
#0 ClientPortOptions=Family=inet, Address=0.0.0.0

I Sendmail i 55 2 15 v AT AMESE, A % ) I telnet 7 vA MRS AT e 55 4%, 45 R &R
Sendmail i 55 TC1EA 2 ERE .

C:\Users\jerrys>telnet 192.168.233.222 25
IEEHF| 192.168.233.222. . . GEFF B ENAER, EmO 25: EHEKK

P2Ff Sendmai DS 7hESE, A2 Addr=127.0.0.14):%0.0.0.0.

[root@localhost ~1# vi /etc/mail/sendmail.cf
# SMTP daemon options
O DaemonPortOptions=Port=smtp,Addr=0.0.0.0, Name=MTA //0.0.0.0 SRVFHMNERE

[_T ]

AT ARCE BEH FALIPHuAE, R NES A AR EE
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Bse e lE, 2R S 3 Sendmail ik %5, BECE A4, B SR B
Shutting down sendmail Fail [F)55 115 &, AL EFEHS) XA HILIEGER T .

[root@localhost ~]# service sendmail restart

Shutting down sm-client: [ OK 1]
Shutting down sendmail: [ OK 1]
Starting sendmail: [ OK 1]
Starting sm-client: [ OK ]

581 J5 #)Sendmail k45 i, G, FEHUAE A telnet HIBA4 R 25 a5 (A TPHEE, H Pl Sendmail
YRR TSI

[root@localhost ~]# telnet 192.168.233.222 25

Trying 192.168.233.222...

Connected to 192.168.233.222.

Escape character is '*]'.

220 localhost.localdomain ESMTP Sendmail 8.14.4/8.14.4; Sun, 4 Sep 2012 23:40:39 -0400

% Fimitelnet sendmail EALIPHENE, B8~ ZERRINTIE B .

220 localhost.localdomain ESMTP Sendmail 8.14.4/8.14.4; Sun, 4 Sep 2012 23:40:15
-0400

BLEX N IE

AC B 4f Sendmail () XF FMEL G, LHC B HEPEAR S5 as AR, 3XHF A w] ELASE A e R4 AR 55 a4
IEmAHLT M A5, 15 W< & 4 Relaying denied.

root@mail ~]1# vi /etc/mail/access

[

# Check the /usr/share/doc/sendmail/README.cf file for a description
# of the format of this file. (search for access db in that file)

# The /usr/share/doc/sendmail/README.cf is part of the sendmail-doc
# package.

T

# If you want to use AuthInfo with "M:PLAIN LOGIN", make sure to have the
# cyrus-sasl-plain package installed.

T

# By default we allow relaying from localhost...
Connect:localhost.localdomain RELAY

Connect:localhost RELAY

Connect:127.0.0.1 RELAY
Connect:jerryit.idv.cn RELAY //BCE .4
Connect:192.168.233.* RELAY //FCE EHIATAH 1P HhkeiE

18.2 ECE Bl ZFR

G af MR PEARSS A )5, SR R P 2R M43 S ENLA I P fE@ )G st = in B 5¢
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LA A4 B, 4 DNSHC BEMXAd K A mail 4L, B4 Hjerryit.idv.cn, 7~ H 7 2 jerry,
HF P R A 23X 5 b A IR 55 A I, WA s s A [jerry@mail jerryit.idv.en) , Ul
TR, mailliZRfEENLRENLLL, AT EE R, W SHA [jerry@jerryit.idv.en] ,
AN P EWREE, JRAET [erryitidv.en] A& n] PAEW I HEAE kb 44 F5

| ¥#® ®E® ZEW TAED @HEw Fehw

|sy & wa‘@ ><‘@
58 EHEYE HE ED RE= E—*=t

3)

b3
HEHAH: 201z=F9 48 10:54

WPEA - JerryEmall. jerryit. idw. cn
= test

test

| 4

R ] BEf I B ik 42 78 Lerryitidv.en), WAZ046 CUC & SO, I N1k 4% % .

[root@localhost ~]1# vi /etc/mail/local-host-names
# local-host-names - include all aliases for your machine here.

jerryit.idv.cn / M I Hi hE 44 FR

T B R E S A, @)aiiiE [mail jerryitidv.en] SUGEE YRS 1, BRUHE
EHRPE e LA R ol Be A E S N w22 BB 2R ) 3k, 8 iR B PR 1S
HEAF k44K, [mail jerryitidv.en] /% [jerryitidv.en]s

The original message was received at Tue, 4 Sep 2012 19:47:26 +0800

fram [102.168.233.222]

The following addresses had permangnt Tatal errors -----
<jerry@jerryit, idv. cni

(reason: 553 5.3.5 system config errcr)
Transcript of session follows -----

553 3.3.5 Jerrylt.Tdv.cn. config error: mail Toops hack tome (MX problem?)
) O L anaﬁ Ejﬂ“iguratiﬂﬂ arrar

e \

fCent0S 6.0 RN R RELE 7 [ jerryitidv.en | HiEEbHEZFR, NEZIXERELE, AE
. R AR BE R o

BGee B )a,  IEH S 2 Sendmail ik 55, BCE A = 424K

[root@mail ~]# service sendmail restart

Shutting down sm-client: [ OK 1]
Shutting down sendmail: [ OK 1]
Starting sendmail: [ OK 1]
Starting sm-client: [ OK 1]

PR GERPERS,  BEAEHE IR A [erry@jerryitidv.en), XA 0] CLE & B HEAE T,
n ~E BN
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& test !E]E

| e SBE FF® IAO SHo #o [
ﬂ«' & «8 = X ‘ ?
2+ WEE WE ED  HEE | b8 |

EFFA: oy
HHA: 2012F9H4H 11:52

BPEA Jerryi@jerryit. 1dv. cn
- test

test

18.3 B & M4 21X FOFEEUL B H-RY K /)y

P IR IR A 2= B E e At &R P4 B b, L3 S E0r %
S, AR A E KRR RS, G T BN IR, IXFT s 2 PR S A AR Bl
WY RN DL S UR ROR A s WA A 00 i I Bt LA B0 S BRAS H 4 2K/ Sendmail
A 55 ) UG & BEBHE 1 F A E BB R/

2 et Sendmail fic & 3214

5 SendmailiC & A, FMaxMessageSizeZ U 1# 5 M FR, I PR HIRC & A=K/, Wl
B il 2MB .

[root@email ~]# vi /etc/mail/sendmail.cf
# maximum message size

O MaxMessageSize=2048000 / /ERVR PRI A 2

BUBCE S, WHE T E3)Sendmail 55, IXFFRCE A 243K

[root@mail ~]# service sendmail restart

Shutting down sm-client: [ OK ]
Shutting down sendmail: [ OK ]
Starting sendmail: [ OK ]
Starting sm-client: [ OK ]

MR EH=E=

GBI AINA AL O, AR L R BB RGBS AR MR A i id 2MB
M JCIR AL, IXFF AR 7 X6 A R A 1 RS PR PR e s
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EFfEA: [Yermy' <lerv@mall jerryitidven> v WkE: [Za  ~|

BRPEA = [lom@ijerit.idv.cn G
ik : |

BRI |

g% | FEREDBAR

- Fartil 02 pdf, A735KE |HHEE] [P $?3§K%f S0000 KB
| e B
FE¥: |iest size REITHEH -
£ | BESH |[engicn < HERE | et [wscr =] B

OpenWebMailf5 5% P M1 45 & I 2MB, - it LLGvE &Ll

OpenWebMail ERROR

ol ! TR R L A

2juc -
b e

42 3NubhGHS L jo+y+nd £ I+hi WeGR+irt evgl/ nOt 30803 FShpeinBei0as ZWT0EVF LOJVH]
g AG

srr thliPBEFzEgeCelipdOP3umQs IAhLiVeabvriCnitvanssLVALLL

e

e R ] OPENWEEMAIL ATT 0.50218137991348--

=R

<<< 552 5.,2.3 Message excesds maximum fixed size [(2045000)

ZH =

18.4 FLEMIHTKS 7l

A5 (100 53] 44— RBCAE M R AP AN RO 28 A1 el A2 BB 50 2 RIS (K 1 00 R AEH, =
H P B ST e, PRz A 3R B P K S, S 22 A N ARG 451 H 1 i
PRSI, [GrF¥ar Bt IKS, IXFE o] DL ZANV D@ A I Ta)e R i 45 LAk o 44 11 B
HTT%, RS SEBR 1 DU REA TG & -

B—MHEEKS, E—IKF73

RTINS R W | E AP0 ) A | =8

Bl 4a
ik A 7l & S
jerryit jerry

Y e /etc/aliases L B A, i AN A T LA 250 B SN 7R B

[root@localhost ~]# vi /etc/aliases

AR ...

info: postmaster

marketing: postmaster

sales: postmaster

support: postmaster

jerryit: jerry //IE jerry P A& A jerryit

# trap decode to catch security attacks
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decode: root
# Person who should get root's mail
#root: marc

[_ KPalzEaE—T1: 1 5. ]
R HL5 BB P A2 f AN SE e, AR A AR IXFEIR P A AR AR AR IR RN
AR PRI E /St PR EPS R piNy /78

[root@localhost ~]# newaliases
/etc/aliases: 77 aliases, longest 10 bytes, 777 bytes total

HECE W 4 E, AR P B WS RO, diR1EE A [550 User
unknown), Wl FE T~

OpenWebMail ERROR

ia#k | R L ek
EaTEFTERaPiodiit, BEEEE &

T, Famy 5 | s i b IES |
<<< 250-ETRN =
€44 280-AUTH GSSAPI DIGEST-MDS CERAN-MDS LOGIN PLAIN
<<« 2EO0-DELIVEEEY
<<« 2B0 HELF
x> MATL FEOM:<jerrwifmail. jerrwit. adwv. cn>

»rr RCPT TO:<jerrvit@jerrvit. idw. cr

<4 260 2.1.0 <jerry@mail. Jerrwit. idw. on>. .. Sender ol
<<< BH0 H. 1.1 <jerryit@jerrvit. idv.cnr. .. TU=er unknown

|
i 1

5 AR S Ak A, W N Lenryit@jerryit.idv.en), HiASEHE)E, %
[ X ]

EEEA - I'"tum' “tombmail. jerryit.idw cnr = HGHR: BB ~|

WePkA : |ierryit@ierryit idw on (3
Pk |
DR - |
FIE: | BREMIB R
EE: | g .. [En] 5
E8: frer BEFHEH -
£E| BFER |[relish -] WERE | stz [ERE = |

tezt

AAjerrylk 5 MEH, WELET] 'f‘]’ﬁiﬁ?ﬁjerryit@jerryit.idv.cnIfI{J 54, W rE PR, #®
7~

H#A: Thu, 6 Sep 2012 05:50:31 +0800 £
EEEA: "tom" <tom@mail jerryit.idv.en> €, €
W PE A jerryit@jerryit.idv.cn

FH: test

test

B—ifEKS, ZIKSHR

k2 AR AN IKS, XEEE T =PaA R eIk S ey fEH .
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K = 3 2 S
jerryit jerry
jerry0822 jerry
jerry710822 jerry

ik /etc/aliases, MWIKEIA, oI A RN H .

[root@localhost ~]# vi /etc/aliases

B .

jerryit: jerry / /RN =5l 44
jerry0822: jerry
jerry710822: jerry

SN SEMK O A4 D5, Ak A4 AR IR A ARG X =K A4, 7 =BHE AR 7R

AC ) .

[root@localhost ~]# newaliases

/etc/aliases: 79 aliases, longest 10 bytes, 807 bytes total

B—IKSal&, ZITWS

WEJTVGE TR AROEAG T BB b 555 T ) A0L— BHE, R AR TR IS A TR
Yoo WA W ENE S, R RS KEs TG

ik 2 5l &

S

jerryit

jerry,mary,Ken

IRV € VNS IVNEZIEAINE R IR S

[root@localhost ~]1# vi /etc/aliases

] .

sales: postmaster
support: postmaster
jerryit: jerry,mary, ken /= A=A

BIANSEIR A, AR AR, RAERIE 4 I 0l jeryitl X, BHE =K S5x

A A ENE -

[root@localhost ~]# newaliases

/etc/aliases: 77 aliases, longest 14 bytes, 786 bytes total

7l 2 M-S B IS5 B X

METHEH T3 2 K5 5 3E 2y A EALIIIK 5 .

7l &

S iEE XA

jerryit

Mailaddr.list
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AP B RO n 220K 54 %, ZFF Amailaddrlist, A\ P2 L1 S, Hn] DU
N AEY s A FEHLRI IR kb, A SE G RAFIR H .

[root@localhost ~]# vi /mailaddr.list
jerry, ken, jerry710822@gmail . com W SEEE

%’ /etc/aliases, PN ZEPLincludeZ A .

[root@localhost ~]# vi /etc/aliases

info: postmaster
marketing: postmaster
sales: postmaster
support: postmaster
jerryit: ":include:/mailaddr.list" / /BCEE R 4

Mo RNSE IS, WAL MR Bt SRR ) Sjerryit, BRSNS R AT AR
A UK

[root@localhost ~]# newaliases
/etc/aliases: 77 aliases, longest 25 bytes, 797 bytes total

it 2 571 & B H IR duplicate alias namesgiR{E &

AR A AR, H Hlduplicate alias namefi 1215 &,  IXFFE 944 50 TGIE AR

[root@localhost ~]# newaliases
/etc/aliases: line 90: sales... Warning: duplicate alias name sales
/etc/aliases: 77 aliases, longest 25 bytes, 795 bytes total

HSZ ) BUR ] 9, T £ Jetc/aliasesPiC B CAE B, B A AR THEE R, BlUn, /etc/aliases
BAH 20 fsales, W15 F4m AAHEFI %, sia KA R

[root@localhost ~]# vi /etc/aliases

info: postmaster

marketing: postmaster

sales: postmaster //EP sales H4
support: postmaster

sales: ":include:/mailaddr.list"

18.5 Bt & SendmailllkEIAIE

K I UE 5 A2 2E B EHLH A S B uE AL El . ASMTPR U, Rkt I-30E S
IR 4y, H A5 Mail ServerH [relayfC &, 5t 0] PLE i Mail Server &i%. M H & A
relayfic &y B N I IS, H 2R P username M passwordif i 45 iiF, Mail Serverilt 7o VF A6 M4
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223t SASL IAIEE A

e 5 A DD R 2 % oy rus-sasti P, ST B, I AT yum 7E 46 7 T bkt

[root@localhost ~]# rpm -ga |grep cyrus-sasl
cyrus-sasl-devel-2.1.23-8.el16.x86 64
cyrus-sasl-1ib-2.1.23-8.el6.x86 64
cyrus-sasl-gssapi-2.1.23-8.el6.x86 64
cyrus-sasl-plain-2.1.23-8.el16.x86 64
cyrus-sasl-ldap-2.1.23-8.el6.x86 64
cyrus-sasl-ntlm-2.1.23-8.el6.x86 64
cyrus-sasl-sqgl-2.1.23-8.el6.x86 64
cyrus-sasl-md5-2.1.23-8.el6.x86 64
cyrus-sasl-2.1.23-8.el6.x86 64

&M sendmail.mclic & 314

& % sendmail. mefic & A5, MIERBTHIFIdnl, B o) LA G Fsendmail.cf SCA-.

[root@localhost ~]1# vi /etc/mail/sendmail.mc

dnl # PLAIN is the preferred plaintext authentication method and used by

dnl # Mozilla Mail and Evolution, though Outlook Express and other MUAs do

dnl # use LOGIN. Other mechanisms should be used if the connection is not

dnl # guaranteed secure.

dnl # Please remember that saslauthd needs to be running for AUTH.

dnl #

TRUST AUTH MECH ( “EXTERNAL DIGEST-MD5 CRAM-MD5 LOGIN PLAIN') dnl

define (“confAUTH MECHANISMS', “EXTERNAL GSSAPI DIGEST-MD5 CRAM-MD5 LOGIN PLAIN') dnl

DAEMON OPTIONS[#Addr=127.0.0.1, %1% %40.0.0.0.

[root@localhost ~]# vi /etc/mail/sendmail.mc

dnl # The following causes sendmail to only listen on the IPv4 loopback address
dnl # 127.0.0.1 and not on any other network devices. Remove the loopback

dnl # address restriction to accept email from the internet or intranet.

dnl #

DAEMON OPTIONS (“Port=smtp,Addr=0.0.0.0, Name=MTA') dnl

4 i sendmail.cffic & 304

¥4 sendmail. me ¥ il 8 /usr/share/sendmail-cf/cfH & I, 1< K I /usr/share/sendmail-
cf/cfH 3 .

[root@localhost ~]# cp /etc/mail/sendmail.mc /usr/share/sendmail-cf/cf
cp: cannot create regular file ~/usr/share/sendmail-cf/cf': No such file or directory

#1 % /ust/share/sendmail-cf/cfH 3K, R % sendmail-cf, A HyumfEZE B ik
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AT 2%

[root@localhost ~]# yum install sendmail-cf
Dependencies Resolved

Package Arch Version Repository Size
Installing:

sendmail-cf 1386 8.13.8-8.1.el5 7 updates 306 k
Updating for dependencies:

sendmail 1386 8.13.8-8.1.el5 7 updates 624 k

Transaction Summary

Install 1 Package (s)
Upgrade 1 Package (s)
Total download size: 929 k

A St sendmail-cf A J5,  FRFR ARG sendmail-of B B A, & ilsendmail melid & A
% [usr/share/sendmail-cf/cfH K .

[root@localhost ~]# cp /etc/mail/sendmail.mc /usr/share/sendmail-cf/cf

S B A, 33 Asendmail-cfifef H 5%, ¥ H scripts 4= il # ) sendmail .o ffic & A

[root@localhost ~]# cd /usr/share/sendmail-cf/cf

[root@localhost cf]# sh Build sendmail.cf //ERH ¥ sendmail . cf

Using M4=/usr/bin/m4

rm -f sendmail.cf

/usr/bin/m4 ../m4/cf.m4 sendmail.mc > sendmail.cf || ( rm -f sendmail.cf && exit 1 )
echo "### sendmail.mc ###" >>sendmail.cf

sed -e 's/"/# /' sendmail.mc >>sendmail.cf

chmod 444 sendmail.cf

FEAT FH B (1 BC & A 764 H ) sendmail .cf LA, Ff/ust/share/sendmail-cf/cf 2 H %
I [Fsendmail e £ 3CAF K il 3 /ete/mail/ H 5%
[root@localhost cfl# mv /etc/mail/sendmail.cf /etc/mail/sendmail.cf.old

/ /%A% sendmail .cf
[root@localhost cf]l# cp sendmail.cf /etc/mail/sendmail.cf

/ /B HH W sendmail.cf

B H B 51SASLK Sendmail BR 5%

A E SEn, E S 5Sendmail ZSASLARS:, I SASL HERIA E 3.

[root@localhost cf]l# service saslauthd start

Starting saslauthd: [ OK 1]
[root@localhost cf]# chkconfig saslauthd on

[root@localhost cfl# service sendmail restart

236



z18 =
Sendmail—% X MR 14 AR 5%

Shutting down sm-client: [ OK ]
Shutting down sendmail: [ OK 1]
Starting sendmail: [ OK 1]
Starting sm-client: [ OK 1]

Jel

GIESASLEE A IR

¥ FHtelnet /742, HILAUTH LOGIN PLAINZE 7RI IE B I

[root@localhost cf]# telnet 1localhost 25

Trying 127.0.0.1...

Connected to localhost.localdomain (127.0.0.1) .

Escape character is '*]'.

220 localhost.localdomain ESMTP Sendmail 8.13.8/8.13.8; Tue, 02 Sep 2012 19:22:52 -0400
ehlo localhost

250-localhost.localdomain Hello localhost.localdomain [127.0.0.1], pleased to meet you
250-ENHANCEDSTATUSCODES

250-PIPELINING

250-8BITMIME

250-SIZE

250-DSN

250-ETRN

250-AUTH LOGIN PLAIN //Sendmail HHIELIEE

250-DELIVERBY

250 HELP

MK % i 2 7 Al LASS IE

225 7 i IORS WA AL RSN SR, WORBATIERE [RARSSHER G 50uE ],
mRARR R, RARBCEND, AR LURERIN G, & WA S % Uk Ee .
EFE LLRT > UK > CHEEY, P prZ Gk miiks, M AKSE L, A Uk
S ] emh, e DROGEMRPEAR S 451 Najig LIRSS & 5 290k 1.
¥ jerryit.idv. cn B i E3

wA BEE |z |22 |a@ |
Rt i = B
ERWHECRS B2 @ 0PRSS,
FWHR (POP3) (D):  Imail. jerryit. idv. e
FEiEHPE SMTE) () :  mail. jerryit. idv. en
TR RS 38
kS ) [jerry
=3 (p): [#errchann
v EHETE o)
[~ ERELTREIEES Q)
FIEHEMT RS o
v ERIRSse =R S iR () wEE. ..

WE BE | mAw |

237



CentOS 6.x RAEIELAFE

BiARZ)E LIRS AT 28Ul ) Wiz 54T FH Outlook A Ak MR A I 2 HH IR AR 55 #5410
(5 B, ok .

'h'ﬂ Ontloock Exprec=c
SR E R EHEE AT HEE . REETRREIEL FENERE _
& ..E». z Eﬁm ':E'
s [Fikis) I
L AR E @Jl

g2 g |
© BTIRSSESBEI AT —  DiE S, HIERATEFARFFHILR E%

erryi@zmail. com” o & test’, WP Cmail. jerryit.idv. en,
é&: "mail. jerrwit.ide. en’, BB SMTE, ARSSSRMEET: 550 5. T.1
“jerry@gnail. con’ .. Kelaying denied IF nane locloap failad

[192 188 233 2221, #WO: 25, SR (E5L): & lﬁ%&%gﬁ*i&: SEn0, 518

£ 0x300CC0T3

Bt 0 M ot 1 I 4
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Postfix T /7 3. http://www.postfix.org/.

Postfix T2 J2—A-HU . 53 T4F . e PG IR G P SRR, T EL Al AR M e
Sendmail k%5, £ LR T ik JRA WA H EEAETTE, [KIPostfix ik %5 11 4M 812 47 H1 Sendmail
i1~ o e & S (S 154 7NN ol o 1 |t o N 1 1 0

19.1 L3 PostfixfR %

ST ARG B R 5 [N Postiix R 55 o, 223G R TR L, 20 SRR A, stnl LAk
IS 44 R 45 2% 1F & AR

22 3£ Postfix AR%%

‘% Postfiix IR 551, NAS B Postfix R S5 /e T 20 3%, HSZ M CentOS 6 x¥1ERGZ )G, RE
BRI\ KRB, (B UL BRI 222 1K) Sendmail ik s, IRAE M DAZIEE H AT 2238, B IaIF#E
VE &N T B Postfix .

[root@localhost ~]# rpm -ga | grep postfix
postfix-2.6.6-2.1.el6 0.x86 64

i e %2 Postlix AR 554X A, BY A8 008 2 o M Posthx Ak 55 4k A, HE7aCentOSIG A
W I RAE AN oA, v AT FH yum ZE 28 B0 7 Qb AT 22 2%, B A S

[root@localhost ~]# yum install -y postfix
Dependencies Resolved

Package Arch Version Repository Size
Installing:
postfix X86 64 2:2.6.6-2.1.el6 0 updates 2.0 M

Transaction Summary
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Install 1 Package (s)

Upgrade 0 Package (s)
Total download size: 2.0 M

it B £ A Postfix R %

CentOS 6. x Rt &% i Postlix Ik 55 Jo, 75 EAJLINECE, A nJLLEREBOREL UL R LA
fiC B e e L2 0 R St AT 11, JUH /Emydestinationfilinet interfacesZ 4, #5 AL & 4 oIz Uk
RAGE

N myhostname: XA L LA R Bt HALL AR, RiLX 2FE ML
FQDN T 2 & AR, f A A2t FAE AR, Prige9FQDN#LA T A ALE AR L AARIR G |

[root@localhost ~]# vi /etc/postfix/main.cf
# The myhostname parameter specifies the internet hostname of this
# mail system. The default is to use the fully-qualified domain name

# from gethostname () . $myhostname is used as a default value for many
# other configuration parameters.

#
#myhostname host .domain.tld
#myhostname = virtual.domain.tld

myhostname = mail.jerryit.idv.cn / /Bl E 5 H) FODN

Y mydestination: X /NAEE T AEZHCEAZ ARG, EIZAT RS WA AR BT 64
WA, WAAEARLZAEZMRE [) 55, XAAFTULERIKE .

[root@localhost ~]# vi /etc/postfix/main.cf

#
mydestination = Smyhostname, localhost.Smydomain, localhost, jerryit.idv.cn
#mydestination = Smyhostname, localhost.$mydomain, localhost, Smydomain

#mydestination = Smyhostname, localhost.Smydomain, localhost, Smydomain,

MydestinationZ %04 I A ACE, W< ik KIE G B Internet F W HELEARSS 4% WUSEAS 1R
oh R IE, LA st W B35 8 A Undelivered Mail Returned to Sender[MiEB{5, ToiEH
E1EE

& Undelivered Hail Eeturned to Sender — PHEC(IS0) E|@E|
COTHE sEER FEMN OTRO AIFm #Eh -
' x @ e _:I.I_-:'_:l!l

L EE pmEg e Hlfﬂ' MRz & F= HihE

EREA: wail Delivery System

HEd- sniz=EnA=A 1:11

WA jemy@iemytidecn

¥R LUndeliversd Wail Retumed to Sender

- EE' #EHE 6.6 55 [ Delivery report. dat (2586 F) =

Thos 12 the mad system at host local local domain,

' sorry to have to nform you that your message could not
be delivered to ons of mors recipients. It's afiached below.

For firther assistance, please send mad to postmaster.

Evou do s, pleace include thie problem repert. ¥ou can

240



19 =
Postfix — & XM {4 AR 5%

MydestinationZ 04 75—~ Uifig, HRARE, KAFIEZAZ ] LIS, Rk
= N A H Outlook 2 ZE R A2 WA Ak A5 1 WU @) T 1) 5 B0 20 2 56 #E [ FQDN,
i R A2 U AGE A2 WA N T EE @ )R I A\ SE B IFQDN, W& A vl LA RIS -

UL B nfRe A2 RiE 2, Pz ki 8 . LA AR Amail, 544 4 jerryitidv.cn,
mydestination A AL &, 7EAIXMIER, @J5 2802204 Amail jerryit.idv.en, fEmydestination
B & PN b jerryitidvien, IR IEBBAER, @5 )5 28 5 2 5 A jerryit.idv.en B vf, 1T dE
mail jerryit.idv.en, A FIARCE G, KX, @5 M) 52045 %1 Amail jerryit.idv.cn,
WA S CiENC RGP BLA T R A 2, 8 I mydestinationZ> £ 5 V8 X PR A~ 15 44

| EtE ®E@® FEw IA@ e #Hhe |0
— =
G ﬁ?4m|-f x;\ﬁ
EE =Z=HEE BE FIED 1HEs L—=
i\#_jﬁ_: m
EHHi- 201289 H4 8 16:36

BPFA jerry@jerrvit. idw. cn
ﬁ: testZ

test’

. inet_interfaces: ZKIABL F Hlocalhost, FTvA A 243 AP 4 Rl a9z 8. =%
2L XE PR R dm, M FFinet interfaces #1 ZK A #91localhost?X ik all.

root@localhost ~]# vi /etc/postfix/main.cf

The inet interfaces parameter specifies the network interface
addresses that this mail system receives mail on. By default,
the software claims all active interfaces on the machine. The
parameter also controls delivery of mail to user@[ip.address].

[
i
T
T
T
4
# See also the proxy interfaces parameter, for network addresses that
# are forwarded to us via a proxy or network address translator.

E

# Note: you need to stop/start Postfix when this parameter changes.

T

#inet interfaces = all

Smyhostname

#inet interfaces
Smyhostname, localhost

all / /2N H localhost, B&ikh all

#inet interfaces

inet interfaces

X BT A BMAIL S #HIPHYE, AR AREE 1,

[— |

' inet_protocols: Z~ELZKIAHall, P AT vA ) B SUFIPvAA=IPv6 .

[root@localhost ~]# vi /etc/postfix/main.cf
# Enable IPv4, and IPve if supported

inet protocols = all / /8RN all, AJEMEECA ipv4 B ipve, BLEEHE/NE

Postfix R4 ¥ B 255w 11, F5: T IPv4 Y 110.0.0.04F, RS HGIPve L [F---s 5 ANAE T FHIPV6
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PR n] PR BC B talliZ ukipv4,  SERCE I8 H O L8, EEMIFA K,

[root@localhost ~]# netstat -tunlp | grep 25
tcp 0 0 0.0.0.0:25 0.0.0.0:% LISTEN 3297 /master
tcp 0 0 :::25 S LISTEN 3297/master

BLER NS

Postfix 45 BRI F 1) 3 5 2 SMTPIR 3 1125, BB KRS e B SCb v g ss 1, i

Postfix it 55 H B8O A0 %2 .

[root@localhost ~]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 25 -j ACCEPT
//Postfix ¥l

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

Bl Khe)a, WAIEEH R BB keSS, BCEA AR

[root@localhost ~]# service iptables restart

iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK ]
iptables: Applying firewall rules: [ OK ]

B EPostiix Ak 5%

fif i Postfix i 55 A BT KBS BC B 5E a8 F R B S B8 5 sl Postfix Ak 55, IF-Ff Postiix ik 55

W HNERATHLE D), CentOS 6 xEN A& E HEB).

[root@localhost ~]# service postfix restart
Shutting down postfix: [ OK ]

el

Starting postfix: [ OK
[root@localhost ~]# chkconfig postfix on

Postfix 55 Ja sl Ja,  MikPostix ik 55 & 15 nf LIS, A nl LIIATPHhE127.0.0.1, %
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M SME R TP b, A5 B 07 Postfix AU 1) LLIE % X FMIE #

[root@localhost ~]# telnet 192.168.233.192 25

Trying 192.168.233.192...

Connected to 192.168.233.192.

Escape character is '"]'.

calhost.localdomain ESMTP Postfix / JRRFIEE XA ES

192.168.233.192 4 Postfix = #1IPHEH, RIEER IR ENAE TG,

EEEFREE

BRI = 2% T H P ol LA RUE PF )2 ], U?bﬁ&%%aﬁﬂ%..@%ﬁ‘m)ﬁbﬁ?‘( R R R R
FARK, HEHEMER A EARAN, ARS5asTErEt ASIRES:, B LA 2 bR il Ak 55 25 H1 -
EREE, AREE,

kKEFHEE=LR

Postfix [t % ERING A A B A SOMB, S AMALMECE, “MHPGEHAEIIASOMB)G, #Ma
TFEEENESE UMl EECE A A= LR, FHMAurENEREE FIRABCE LA E
PR 7] o

By, BREIGEHI A= A 10MB, ZifEgPostixfc & 1, ERIA BT mailbox size limitiXMAC
BZH, w8 BTG AT,

[root@localhost ~]# vi /etc/postfix/main.cf

) ..
mailbox size limit = 10240000 //FREHEHEAEE N 10MB, EXIAN 50MB

MR AREERAEE FIRASZE, Bmailbox size limitZ (AL & N0, NWHGEHAEEMNSH
% F 2RI\ SOMB T PR 1l .
[root@localhost ~]# vi /etc/postfix/main.cf

AR B,
mailbox size limit = 0 //0 AT R

CL_E MR R BIRC & 5E e, HPosthix i & B UG, 20 8085 B)Postfix e 55, BCE A
=R

[root@localhost ~]# service postfix restart
Shutting down postfix: [ OK

el

Starting postfix: [ OK

el
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MK EREE LRE T LR

e A 2 RIEZ10MBIY, FH 2T 0 LA AR i, DRSS R A RANEE R
%, WHIECE FRTI 10MBZE &) .

- gty Ju Atk A A
hitE 4 25 25 95MB
FHEE @ 0 0 0
EEEHE & 0 0 0
BEEE 4 0 0 0
EiFE 4 0 D 0
HReEE € 0 0 0
REHEE € 0 0 0
=83 25 25 | 9.5MB

MR I SOMB, B 275 0 LAGR SR IEIE P 4Z et TR A R g i
SOMB, P A A0 1T LU BRIN(150MB,  th iy LAFIRATE R BR,  on 9 S i ik 4% ) £,
s TR -«

A Pk e g Jo s R
itiE 4 32 32 50.1MB
THE © 0 0 0
ERENE 4 0 0 0
SEE 4 0 0 0
EtE 4 0 0 0
HREEE € 0 0 0
wEHHE 4 0 0 0

i 32 32 |50.1MB

19.3 B EHS=

RAT PO HB A Bl 55 28 AN B R GX BRSO, 38 % o PR P B S A & RV, i WL
Exchange Server i L & | FLEME AR, BoE AIX BB IE a5 R/ o] DL e 2 e A & i
KRR B T B AR SS 25 B AT PR REANVEE, A1 JR 3k M9 417 56 2 2 52 mil, By DA R i 7
PR E KD RIR D ER .

REEREHEHETE LR

Postfix Ak 55 1] PABC & BEBME A ARGX B Wt K/, 7 S i 4E Postfix e & A, BRIARA T
‘B message size UmitZ %, WIAERSo AT, Fln, FREEEEHMS RN A2MB,  FLBHE
PE 2 AR A IR D0 1M €

[root@localhost ~]# vi /etc/postfix/main.cf

244



19 =
Postfix — & XM {4 AR 5%

A& .
message size limit = 2048000 //fEFREER

1& i PosthixPiC & AT 5, W2 % BUfT H slPostiix ik 55, BCE A =4

[root@localhost ~]# service postfix restart
Shutting down postfix: [ OK
Starting postfix: [ OK

el

MR B EHS = LR

{i H OpenWebMail 2 )~ 4 55— BB MBAFINR, A5 B &S B s i KICiE AL, IXAE
AR BRI P S A 7l T o

OpenWebMail ERROR

HH ! T 0 A

ILI+s

Pl ﬂ
C15701 2Tk TOF4HIIBLYNF+d qTE aVIWETT jenanT T eRS A TR e ] OEnabnFEF L GuwINT d34E
bk I

3%y wOkLneRF AR 1ERWYHES TV orl +T i OhE Glk=

ey

D ———— —=NFENWEEMATL _ATT_ 0. AT4A24A34 3451 0—

¥EE o

<£C BE? 5.3.4d Error: message Tile too big

=]

19.4 B EMHEKS B4 5IE

CASMTPK e, JRORIIBvE I P 5 r 3 uE 3 7y, R EEAF 5 Mail ServerH! [frelayfiC
B, Al LA it Mail Serveri {5 . 7ERBAF AR SS 48 - IO S 0 B eI HLE], 4948 & A fErelay i
HVCHEI AN, R AR &S5 UE, Mail Serverst n] LA I T

ZAESASLIAER 4

P FH K S ARG D 20 B2 2 SASTIAUE A, 5 WJCiZAAE FH S0 50 Uk Dige, B & i sers
B T2 3E | CentOS6.XASER N H Bl 203k .

[root@localhost ~]# rpm -ga | grep cyrus-sasl
cyrus-sasl-1ib-2.1.23-8.el6.x86 64

cyrus-sasl-gssapi-2.1.23-8.el6.x86 64
cyrus-sasl-plain-2.1.23-8.el6.x86 64
cyrus-sasl-2.1.23-8.el16.x86 64

it & Postfix 5 {434 3E

AESASLINUER M G, 5 2 S Postfixc & SCF A4 ] LA R S i uEThAe, 5 28R LL B
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it B S S 2| Postfix e & A 1M e fq 4T »

[root@localhost ~]# vi /etc/postfix/main.cf

A B

smtpd sasl auth enable = yes

smtpd sasl security options = noanonymous

broken sasl auth clients = yes

smtpd recipient restrictions =

permit mynetworks,permit sasl authenticated,reject unauth destination

BEhSASLR%

Postfixfil B 56 525, SASLARS LI LLIES) T, bR 5Postix R 55 & & BCAE FH 1K), FrLA
2 E R B R ER A S B

[root@localhost ~]# service saslauthd start
Starting saslauthd: [ OK 1]
[root@localhost ~]# chkconfig saslauthd on

= #H1 B 5hPostfix R 5%

SASLARS JGah e e G, BB T Posthix B & XA, B BL a2 2 5251 J5 B Postfix ik 45
XL E A =R

[root@localhost ~]# service postfix restart

Shutting down postfix: [ OK ]
Starting postfix: [ OK ]
15 IE Postfix + SASLAR 5%

Ja B Postiix MISASLARSS 2 J5 , s UL & 25 1E 5, vl Htelnet /7 i 2E 4T85k .

[root@localhost ~]# telnet localhost 25

Trying ::1...

Connected to localhost.

Escape character is '*]'.

220 localhost.localdomain ESMTP Postfix

ehlo localhost VL AN N
250-localhost.localdomain

250-PIPELINING

250-SIZE 10240000

250-VRFY

250-ETRN

250-AUTH PLAIN LOGIN / /BB AT AR IR R Th
250-AUTH=PLAIN LOGIN

250-ENHANCEDSTATUSCODES
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250-8BITMIME
250 DSN

WK% Fim 2 & AT LASS IE

Postfix MISASLARSS \Ef B o ik fa, # FRMERER Pim, X8 [THE] > [K/]
> (Y, P ELAEIK S, REi% FEME, ik 5EMEN [kssas) EmH,
£ [REHME RS A8 Faik [RPIARSASESR S ik, R )5 &iE—BME K.

¥ jerryit. idv. cn B EE
w8 REH |z e |a@ |
BLeEe
FEOURHEEOREBR @ [FOF3 BEE®.
FRERE (POP3) (D) [mail. jerryit. idv. cen
EIEHREE GNTE) (1) :  fmail jerryit idv. en

JEUTHA AR 5 58
#HPEC): lierry
=18 ) | #etototobonon
e EEE i)
[ ERZETWRIEER G
pibea S TR
v FdlkS =k R ik ¢ wEE. ..

= BE | EA®

A HE A, Hak T [RARSEZER S MmUY, £ HE AR LR 3
sas] method=LOGIN Asasl usernamefi & .

[root@localhost ~]# cat /var/log/maillog

Aug 13 09:52:16 localhost postfix/smtpd[5177]: connect from unknown[192.168.233.150]
Aug 13 09:52:16 localhost postfix/smtpd[5177]: BOESBA1AEC:
client=unknown[192.168.233.150], sasl method=LOGIN, sasl username=jerry

Aug 13 09:52:16 localhost postfix/cleanup[5181): BOESBA1lAEC:
message-id=<CB70B67D2E544739A87B9643B5515558@adminf4dle38c8>

Aug 13 09:52:16 localhost postfix/qmgr[5085]: BOESBA1AEC: from=<jerry@jerryit.idv.cns,
size=667, nrcpt=1 (queue active)

Aug 13 09:52:16 localhost postfix/smtpd[5177]: disconnect from unknown[192.168.233.150]
Aug 13 09:52:18 localhost dovecot: pop3-login: Login: user=<jerry>, method=PLAIN,
rip=192.168.233.150, 1ip=192.168.233.192, mpid=5187

Aug 13 09:52:18 localhost dovecot: pop3 (jerry) : Disconnected: Logged out top=0/0, retr=0/0,
del=0/0, size=0

Aug 13 09:52:19 localhost postfix/smtp[5182]: BOESBA1AEC: to=<jerry@gmail.com>,
relay=gmail-smtp-in.l.google.com[74.125.91.26] :25, delay=2.8, delays=0.11/0.03/1.1/1.6,
dsn=2.0.0, status=sent (250 2.0.0 OK 1318441948 h?518152?'5qct.156)

Aug 13 09:52:19 localhost postfix/qmgr[5085]: BOESBA1AEC: removed

R A 2% (IR S 25 E SR GG UE Y, )iZ K 548 F Outlook 2 51 A K A& HS A 1)
i e MR 45 2B 4afs L, Jeik I mAt:
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B 0utlock Express

« HEE .
SRR AT ST HEE il%._ﬂﬂ!iﬂ?ﬂ!klﬂmmm

& EEe |

I << HE(EE O]

% i#iR |
¢ BTIRSSRBNFAL = » T REM. FIREREFEF IR «

jerrvitzmail. com™ « £ test’, P ‘mail jerryit. idv. en’, HRSH
%: "mail. jerryit i1dv. cn’, HhH: suTe, IRSSRIEE7: ‘550 5.7.1
Qgerryllgmail. com? .. Relaying denied IP name looloap failed

[192 188.233.2221, #WO: 25, |2 (SSL): F, R miag. 550, IR
B 0x80000CT

E5Eet 0 MEE &t 1 T) 4=

19.5 SendmailFAPostfixf4J]#

544 Hiz 55 45 /& A7 IFTMTA A Sendmail fl1Postfix I #',  Sendmail 5 /2 J/7 L A 1] — 2K, RZ
LinuxEX gt < A H, Postfix ekt 275, b Sendmail ¥y #%2PE  {HIFAS /& Sendmail A~ H,
W R B EIXFE, Sendmail fELinux ZAT WA R EA N T o P& &AL FER T, FEA
TR AEM 2 8] HATHL A

Sendmail flIPostfix /] # J7 A MR, 25— PP & System-switch-mail (FJE S0, 25 P2
alternatives --config mta ( 5 5Lf] ).

System-switch-mail (Ef25R M)

Red Hat Linux 7.3 ffH redhat-switchmail#{}-, Red Hat Linux 9.0 i Enterprise Linux 31 H
redhat-switch-mail4X 1}, Fedora Core 2#/IRed Hat Enterprise Linux 4{# H system-switch-mail4%{} .

AR AT %4 Sendmail 1 Postfix i 55, IXHEA 1T DI D) 12K

B e 3 Sendmail, 75 2 1F #2725 7 AC & Sendmail.

[root@localhost ~]# rpm -qa | grep sendmail
sendmail-cf-8.14.4-8.el6.noarch
sendmail-8.14.4-8.el6.x86 64

B A1 2 Postfix, i 2 1F A %2 2% JF Ac & Postfix.

[root@localhost ~]# rpm -ga | grep postfix
postfix-2.6.6-2.1.el6 0.x86 64

F B e T % désystem-switch-mail ¥, 1 f £ 1F ‘% 2ésystem-switch-mail X1

[root@localhost ~]# rpm -ga | grep system-switch-mail system-switch-mail-0.5.25-12.noarch

(caon: )

CentOS 5 xFIAL & % system-switch-mailZ {4 .
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System-switch-mail VIR AR HoHr 1, AARRAG A+ 0] DL 2% 3] CentOS 6.x, H
AR ] LLOE & H .

[root@localhost ~]# wget ftp://ftp.nluug.nl/pub/os/Linux/distr/startcom/AS-5.0.0/
os/i386/StartCom/RPMS/system-switch-mail-0.5.25-12.noarch.rpm
)4 B
[root@localhost ~]# rpm -ivh system-switch-mail-0.5.25-12.noarch.rpm
warning: system-switch-mail-0.5.25-12.noarch.rpm: Header V3 DSA/SHA1
Signature, key ID 652e84dc: NOKEY
Preparing. .. B . [100%]
1:system-switch-mail HHadHH R R R R RS [100%]

152 K8 . http://rpm.pbone.net/index.php3/stat/4/idpl/8191785/dir/startcom 5/com/system-

L switch-mail-0.5.25-12 noarch.rpm.html )

i F system-switch-mail tJ] # Mail transport agent, %[l H & i 7~ Sendmail f1Postfix Py Ff
MTA, WR B, WMACE I BIMTAR IE# 223, 5 E0fr 23, fii Al system-switch-mail ]
e LR, T ) 20 EO6hRdR mWE-—MMTA, HIACEK H arCAUEMMTAIZ 1T, EHEEH
R UIMTA, R)54% F [Enter] 5 [OK].

| system-switch-mail

The Malil Transport Agent 3wilitcher 1s & tool which
enables users to easlly switch between varilous
Mail Transport Agent that they have installed.

Please choose your Mail transport agent.

Fostfix

i ! Sendmail I il TEAE 12, PostfixFF . R0 75 H AR &FIBR AR HIRAS. £ 75  Sendmail
R AR, Bk A

[root@localhost ~]# service sendmail status//#if Sendmail IZTIRE
sendmail (pid 2045) is running...

sm-client (pid 2053) is running...

[root@localhost ~]# chkconfig --list sendmail //#rif Sendmail EMABEHRE
sendmail 0:0ff 1:0ff 2:0n 3:0n 4:0n 5:0n 6:0ff

Postfix H {5, BRIAHAREH-

[root@localhost ~]# service postfix status / /B Postfix BITIRE
master is stopped
[root@localhost ~]# chkconfig --list postfix //#if Postfix BR\BEMRE
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service postfix supports chkconfig, but is not referenced in any runlevel (run 'chkconfig
--add postfix')

112 M Sendmail /] # 2 Postfix, % A [system-switch-mail}, ] system-switch-mail T. &,
210G ks H A fESendmail |, KGR £ Postfix, A)J57% [OK] V).

{ system-switch-mail |

The Mail Transport Agent Switcher is a tool which
enables users to easily switch between various
Mail Transport Agent that they have installed.

Please choose wyour Mail transport agent.

sendmail

POSTT X

Cancel

TR ERMTACIEMYE, #% [OK), RS2 HahE s iU MTARS ., 51 RES
i 215 H

| Information |

Tour MTA configuration has succesfully
been updated.

P A A B AT RSS A 3IRAS, B AT Sendmail ¥ 152 H I HLER A slPIR A 45 H

[root@localhost ~]# service sendmail status / /£ Sendmail BEITIRE

sendmail is stopped

sm-client is stopped

[root@localhost ~]# chkconfig --list sendmail //#& i Sendmail ERIABIIIRE

service sendmail supports chkconfig, but is not referenced in any runlevel (run 'chkconfig
--add sendmail')

Postfix H {jiz 1T IR &N B2 I H .l & 2005 iR 24 .

[root@localhost ~]# service postfix status / /1) Postfix BITIRE
master (pid 2239) is running...

[root@localhost ~]# chkconfig --list postfix / /81 Postfix BN B EIIRE
postfix 0:0ff 1:0ff 2:0n 3:0n 4:0n 5:0n 6:0ff

SEPREAE LS, system-switch-mail T B2 H3) H siF RS T56 5 30 1R 55 BC & A ERA
53, 1FHEIARS AT A EA S 3.
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alternatives—config mta (3ZF5mH)

i SCF R AR 7, %S, MTADI# L GEVIHRMTAINER A E 3, MTAHRS
RS HAT B aER, PV U & 48 H System-switch-mail..

[root@localhost ~]# alternatives --config mta
There are 2 programs which provide 'mta’.

Selection Command
1 /usr/sbin/sendmail.postfix
*p 2 /usr/sbin/sendmail .sendmail
Enter to keep the current selection[+], or type selection number:

/ /%A Selection ¥ F

RERERT I RIS, TEVIHGE IR, A B IOMTARRS (5, LA S PR MTAR
.
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OpenWebMail | /5 M ¥fi: http://openwebmail acatysmoof.com/
OpenWebMail i H %3 http://openwebmail amcpl.net/cgi-bin/openwebmail/openwebmail pl.

i FHER A ) DemoH F ik A OpenWebMailLjj Hg 5 fil
OpenWebMail B4 &

RGeER 5

EIFe9 R P 5,

% EiEE.

FHEET, SR, BRAXAHX.

B X ik, X3 AR,

% #iAEAESE (unix, pop3, mysql, postgres, ldap) [F] B & 3FPAMIAE,

J P B B FEALHE (quota unixfs, quota du), =T 3% 4| 7 A2 i Be 20 A i 18 A dR A 2 L
5.
FHEM I P A5G,

XFR A P ( fedE Al pop3/webmailh ik, 124 Eunixf F ).
XIFEZNME, SHMETHMAR BLE.

FIFOE R P AR 6.

XIFR A EGEAEE, RSEmRCE.

P25 B BUEA,

R P XALEk.

Ata-SpeedyCGI, & 2L A A4 FF 3.

B 5=
Prig )ik R FE 48 .
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i 3 W I fE.

AR ARR AL SRR B . R AL EREEARER. WP RN HEA.
AR B LR, R AT Rk g bReE,

o5 F il 4o,

WA K Bl A, RFRLIZHE T AR,

T F ORI ROR .

314152 Y

N 50utlookdEif 49 % BEARERAF B 5 fE.

N SAFHE AR (R @ EA e, B L Shif-JIS/ISO-2022-JP/EUC-IP. &Fv 5 &/
UTE-8).

BN R POP3WR A,

ok AR 69 CGIA% 4%, # % emaildbib .

5 % P44 49 Javascript, # %% & 69 scripthz 7.

A HTMLERF 3538 08 L F AR R T, 728 LHTML A,
R AF IR E IR,

XIFaHE A

FAFERAF TR fE.

WRAF P 64 B ST AT SRR A AT B R & AR A P

EHRS

N REHTMLY B 68, STR#B R . B8 &4%, B X 3FWindows IES Pr A F
5 FégMoazilla.

FIFBAT LR R hE

XIF I RAS.

I IFH R A A,

XFANAEBAZ 500 E1Z 5,

HERZE.

T AR A A F A K.

T iR IR R T AR

T 38 I AR I HE E AR E R,

W, FuRAE P AR b s R e SR B B P _EAE,
M4 3T e

NS AR EL I B ) SR AL

N AR SR EAL A AT R A a4,

NS A R S ERA B BEAT SRR 4 K

N AR T A I B R GuRAE,

K K K K KL K K K K K K K K K

K K K K K K K K L
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254

K K K K

F 3R R A AR A X R IE # 64 BRAg
F AT IR R IR IPH IR

FIF LI E AT AR,

F LB EXEAR 69 4,

R Z

A
A
A
A

AT RAAEAL BAEAL WA A, AR, SRR S RS AR AT TR .
Bl BT AL % % AR AR

X AFEN £ 3L X (Regular Expression ).

R TAREE &, AFHUATAAEIRE FHATAH I (eg WA RARF I T HARERAF ),

R E T

A
A
A
A

WR A8 498 B/ E L M R/ T K.
WRAF 649 B H1/4% S MR/ T K.
FRME AR KT,

B B i IR B BAR N R VA b g R,

HXIESS

K K K K £

/AR B HRMESF K.

AT RMEST A

XIFMAGHRIESE R RES.

T e B At RE 4

W XMES TR E5 .

1+ X 4£ 4548 X Link ¥] ¥A 2 9} 2R URL 2% & OpenWebMail P 35 I 69/ 4TLink, 4e¥R 45 & 44
3T aRpF S W Zert A g AU

54T R @ @aEs, AT RIESREEY L.

T XME SR BT VAR Z SRR PRk, 445 5| e K B E

P4 g 22

K K K K K KL KK K KL

VAR P home Bl SKAE A P 4478 4% B K.,

B k5 A6 R AR R #7138/ 2.5 /7% 5/ (42T 8 K).
LA B4R T K.

% LB KT (FEYGE AR ).

LR AF R G 3

HTML A 2 B 7 5, ( A A< — & f£public htmF ).

AR L5 AR 461 R

B R A5 B 5 fie.

LR R, TR LML RLF N L.

9, T ORAG o 4G BT oy AR L e, TR AR,
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20.1 &% OpenWebMail 3.0

OpenWebMaill1) 2 25 Jy A 1 T-LA1E, OpenWebMail 253k 1 UL AT A yum £ £& B Er 1) 77 54
732, ANE3.0J5 X[ B s g i e 7 20, DRI AR LB, FrLL & B AERAS

‘2 %% OpenWebMail | W 201 22 56 ff WA £ %2 2E Dovecot U5 ¥ A POP3 5 SMTP Al & 155 4% -
Sendmaila{Postfix. Web M i k| Apache k%5, eI E ARG S), FFLED KEEEC
B R AR Y )% (25, 80, 1100, FrA &HAE G, B nl LA i ‘% 32 OpenWebMail
WA T

R EFRH

OpenWebMail UL i H 2822 2&Perl-Text-IconvEl 1], AN OpenWebMail 3.0MA 2 J&, W22
2P Z AT, N2 OpenWebMailJ2: tperliE ik 5 1), BT LABR 1 GCCAHF,  KEB 73 (1K) 4K AR
Hperl 5 K, perllV AR Z, HA EIRATH Z %3 perl-CGI. perl-YAML. perl-CPAN,
perl-suidper 180 0], F3UHE Hyum fE S HOfT /730 %, WRAEEARZ 2, v LEERA
perl*, HSURZY)2 & AIXM 238, AL EBOXFEL

[root@localhost ~]# yum install -y gcc perl-Text-Iconv perl-CGI perl-YAML perl-CPAN

perl-suidperl httpd
Dependencies Resolved

Package Arch Version Repository Size
Installing:
Gee X86 64 4.4.4-13.el6 base 10 M
Httpd x86 64 2.2.15-5.el6.centos base 811 k
perl-CGI x86 64 3.49-115.el6 base 191 k
perl-Text-Iconv x86 64 1.7-6.el6 base 22 k
perl-YAML noarch 0.70-4.el6 base 81 k
perl-suidperl X86 64 4:5.10.1-115.el6 base 46 k
Installing for dependencies:
Apr x86 64 1.3.9-3.el6 0.1 updates 124 k
apr-util x86 64 1.3.9-3.el6 0.1 updates 87 k
apr-util-1ldap X86 64 1.3.9-3.el6 0.1 updates 15 k
cloog-ppl X86 64 0.15.7-1.2.el6 base 93 k
Cpp X86 64 4.4.4-13.el6 base 3.7 M
glibc-devel x86 64 2.12-1.7.el6 0.5 updates 961 k
glibc-headers x86 64 2.12-1.7.el6 0.5 updates 592 k
httpd-tools x86 64 2.2.15-5.el6.centos base 68 k
kernel-headers xX86 64 2.6.32-71.29.1.el6 updates 991 k
mpfr x86 64 2.4.1-6.elé6 base 157 k
ppl Xx86 64 0.10.2-11.els6 base 1.3 M
Updating for dependencies:
glibc x86 64 2.12-1.7.el6 0.5 updates 3.7 M

255



CentOS 6.x RAEIELAFEE

glibc-common X86 64 2.12-1.7.el6 0.5 updates 14 M
Transaction Summary

Install 17 Package (s)
Upgrade 2 Package (s)
Total download size: 37 M

LI OpenWebMail 3.0

‘7255 OpenWebMaill 25 A J5 5t n) L5 %2 OpenWebMail 3.0fA |, H 2230 9%
ATEART IR RAS AR —FF, 75 29 AR SOk T 232, Brbh T i ABm 3%, JUHE
PR B, XS8RI ) DL il .

%% )7 NS 1 H JiFedora 141123 730, AP EA—FF, HARK EHEAA A

B G 2 EAE i OpenWebMail s 4 SCAF ) Bk, WRE40 5 =¥ AHMN ) B =7 ) 247 % B
5, BrULd i eE A H s s 4 Ja /45 0L, DL ihids .

[root@localhost ~]# mkdir /tmp/openwebmail //flJ& openwebmail 45/ Hx

[root@localhost ~]# cd /tmp/openwebmail / /¥1#:3] openwebmail H44 3B =%
[root@localhost openwebmail] # / /1IEH1#: 3] openwebmail H4i {4 H 5

i FHweetiin 2 | 2OpenWebMail x4 A, HAl'E 7 e HH1 WA B4 A, —>stbeta
A, — D ETURATHRAR, AN 8 2openwebmail-current.tar. gzifieAs, I SCAF & HE R KAT V)
WA o

[root@localhost openwebmail] # wget
http://openwebmail .acatysmoof . com/download/current /openwebmail -current.tar.gz

fﬂiF? 'Eéﬂﬁ N
openwebmail-current.tar.gz 5 #T & 17 A B9 3C 4 K /& 24 http://openwebmail acatysmoof.com/
download/current/,

\, /

FEGERE, EOpenWebMailfif 4 H sk H i# . T 204F [ OpenWebMail 1l &£ 1 WA 1) = 4
AE

[root@localhost openwebmail]# tar -xvzBpf openwebmail-current.tar.gz

fif s OpenWebMail [k 4 AT G AN H 3%, 73 Wl Ecgi-binfdataH 3¢, XN HEFXNHS
A /"OpenWebMail H 5%, AN iXP4 HK A BEA 1, cgi-binjt:OpenWebMail T4 )7, data
T OpenWebMail FIr 24 F 1 AH S /el A, ek egi-bin B s 3 M nicgif N H &, Mok
ftldata H X% 3) 2P~ Hx b, ARG RN dataH %, LRI H#EE), 6K data
A 1) OpenWebMail & il 1| 4 s BN BR AT, G0 R MMtk #4E, AE3 Y4847 HF OpenWebMailJ5, Fr
AE R A B, e a B¥data  H k%30 3]/ var/www H K T o
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[root@localhost openwebmail]# mv cgi-bin/openwebmail /var/www/cgi-bin/
[root@localhost openwebmaill# cp -r data/openwebmail /var/www/html
[root@localhost html]# mv data /var/www

~
[ SR 1 T Software errorfi2Z28, AR varwww 38 G data B 5, FWERESTH A
dataB & o) £ /varr'wwwB %, Tl E BT BE A gD,

Software error:
/var/www/data/openwebmail/layouts/classic/templates/shared error.tmpl does
not exist. No error messages can be displayed. at
/var/www/cgi-bin/openwebmail /shares/ow-shared.pl line 1158.

For help, please send mail to the webmaster (root@localhost) , giving this error
\\hhmessage and the time and date of the error. AJ/}

e B 5e k)G, A6 AOpenWebMail EHE 7 M 1l H 3%, 2R 5K OpenWebMailfiff = 4 H 5%
MR, el DIFESe e o AR, DAz i) S

[root@localhost openwebmaill]# cd /var/www/cgi-bin/openwebmail
[root@localhost openwebmail]l# rm -rf /tmp/openwebmail

/ /M5 openWebMail 4
¥ OpenWebMail )L/~ H sx A M pLCAF AU SR BL B A 777,  fF ¥ wrapsuid.plix 660, — i BT
BUAPR, A5 < VAT HOpenWebMail 6 5k F1f] .

[root@localhost openwebmaill# chmod

777 ./misc/tools/wrapsuid/wrapsuid.pl ./misc/tools/wrapsuid/wrapsuid.pl
/var/www/cgi-bin/openwebmail /openwebmail*.pl

[root@localhost openwebmail]# chmod 660 ./misc/tools/wrapsuid/wrapsuid.pl

¥OpenWebMail F-F£/7 H 5 K BIplSCA A PR A EC B A 4755, AN EEPREE R /£4755!

[root@localhost openwebmaill# chmod 4755 openwebmail*.pl

¥4 suidperl A PR AC B A 4555, IX WA EPRBEFL E4555 0 WA A ] DABC B R~ el %
deperl-suidperl, 1 UM H YUMAEZL BH 2% 7\ &3, #3R5¢)n, FoREC EAR

[root@localhost openwebmaill# chmod 4555 /usr/bin/suidperl

Sl 15057
( NEEBRE D ESTHAPE, o 82 I Internal Server Errorfi =15 2

Internal Server Error

The server encountered an mtemal error or misconfiguration and was unable to complete your recuest.

Please contact the server admimistrator, root@localhost and inform them of the time the etror occurred, and anything you rmght
have done that may have caused the error.

More mformation about this error may be avalable m the server etrror log.

\ Apachef2.2.15 (CentOS) Server at 192.108.233.235 Port 80 /
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2 )
AHI [ LTS T11E E A root i FR 4 8E LB R G S 3k . /var/wwwi/cgi-bin/
openwebmail/openwebmail.pl ], =7~7% A ¥t /usr/bin/suidperlis & 1 Ko

] OpenWebMail ¥ H &5 A, IF A H AR SR -

[root@localhost openwebmaill# touch /var/log/openwebmail.log
[root@localhost openwebmaill]# chown root:mail /var/log/openwebmail.log

I v ER A H 5% B OpenWebMail H 3¢ N [Predirect. html 2 W il &R 5| H 3%, IF6 A4
Mfindex html, JESCAFE P GIEE 7 ER$E DT IR ZERL, LAl F & i 2 5m A KA1 M k.

[root@localhost openwebmaill# cp -p /var/www/html/openwebmail/redirect.html
/var/www/html/index.html

% N oK% fEOpenWebMailfic & 1, E i BACHKIIEAT, —BEB SIS, 7050
tow_cgidirfllow htmldir, ow cgidir/&cgil¥ JIERIA H %, ow htmldir/& M 5L H>x, HAiMW
N H XA var/www |, BT LRl HEAT B 2

[root@localhost openwebmaill]l# vi etc/openwebmail.conf
# This file sets options for all domains and all users.

# To set options on per domain basis, please put them in sites.conf/domainname
# To set options on per user basis, please put them in users.conf/username

T
# Please refer to openwebmail.conf.help for the description of each option

#
domainnames auto
auth module auth unix.pl
mailspooldir /var/mail
ow cgidir /var/www/cgi-bin/openwebmail
//OpenWebMail TP
ow cgiurl /cgi-bin/openwebmail
ow htmldir /var/www/data/openwebmail / /OpenWebMail &
ow htmlurl /openwebmail
logfile /var/log/openwebmail.log

S A UERS B = 2 OpenWebMail + #£17- H ok N etc H =k T o
[root@localhost openwebmaill]# cp etc/defaults/auth unix.conf etc/

B S A UERC & A, B8 M passwdfile encrypted Xz passwdmkdbZ %y, HABAHE M.

[root@localhost openwebmaill# vi etc/auth_unix.ccnf
# change smbpasswd

# if this option is set to yes, openwebmail will also change the
# smbpasswd after changing the unix password successfully
passwdfile plaintext /etc/passwd

passwdfile encrypted /etc/shadow

passwdmkdb none

5 dbm A4 & il 22 OpenWebMail =127 H sk A [Pletc H 3k | o
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[root@localhost openwebmaill# cp etc/defaults/dbm.conf etc/

HoArdbmAC & A, 12 idbmopen ext/zdbmopen haslockZ %, HAAZ M

[root@localhost openwebmaill# vi etc/dbm.conf
# dbmopen haslock

# If your perl dbm system will do filelock in dbmopen () by itself,
# set this option to 'yes' so openwebmail won't do unnecessary filelock

# before dbmopen. On most systems, this option should be set to 'no'.

#

# ps: If your openwebmail hangs after login or saving preference,

# you probablely need to set this option to 'yes'
dbm ext .db
dbmopen ext .db
dbmopen haslock no

HCentOSEHIERGIERME AT RELE, iaxEfhix, TETGEN,.

[root@localhost openwebmaill# ./openwebmail-tool.pl --init
Please change './etc/dbm.conf' from

p

dbm ext .pag /=T A E A E Fedora AR, &&k44H R
dbmopen ext none

dbmopen haslock no

to

dbm_ext db /| BEBBRM=AT, FIsRA BERTh

dbmopen ext .db

dbmopen haslock no

And execute './openwebmail-tool.pl --init' again!
ps: If you are running openwebmail in persistent mode,

\\hhh don't forget to 'touch openwebmail*.pl', so speedycgi

will reload all scripts, modules and conf files in --init.

/

#1441k, OpenWebMail AR %%

— VIR &5 G, #nl Uit OpenWebMailflg 55 T, 1 LAFT A IR HIZ6 40 7 V54 —FF,

PATAT MR AR, B A2 Bl 235 8, WiREFRKECHE .

[root@localhost openwebmaill# ./openwebmail-tool.pl --init

creating db /var/www/cgi-bin/openwebmail/etc/maps/b2g ...done.
creating db /var/www/cgi-bin/openwebmail/etc/maps/g2b ...done.
creating db /var/www/cgi-bin/openwebmail/etc/maps/lunar ...done.

Welcome to OpenWebMail!

This program is going to send a short message back to the developers

to give us statistics for future development. The content to be sent is:
OS: Linux 2.6.32-71.el6.x86 64 x86 64

Perl: 5.010001

WebMail: OpenWebMail 3.00 beta4 20110808 revision 603

Send the site report? (Y/n) y /] R®| BRI EEER
sending report...
report sent successfully.
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Show your support for OpenWebMail on Ohloh:
http://www.ohloh.net/p/openwebmail

YIRS UG, $TFFOpenWebMail ¥ S AT AL HAT UL F g2, WM E R, w4
PAT)E, LKA Lyes) IGHGHIE, FHRIATIN, Wi A7 A7RIE, KRAHE LB
A RTS8 S8 E BOFTET I BRI A CLE A A

[root@localhost openwebmail]# perl -MCPAN -e 'install HTML: :Template'

™
/MT%E%E%%Hﬁ[mﬂﬂ@%N%h%MﬂMhRmM@]ﬁ%
Software error:

Can't locate HTML/Template.pm in @INC (@INC contains:
/usr/local/lib64/perls5 /usr/local/share/perl5s
/usr/1ib64 /perl5/vendor perl /usr/share/perl5/vendor perl

/usr/1ib64/perl5 /usr/share/perl5) at
/var/www/cgi-bin/openwebmail/openwebmail-main.pl line 60.
BEGIN failed--compilation aborted at
/var/www/cgi-bin/openwebmail /openwebmail-main.pl line 60.

For help, please send mail to the webmaster (root@localhost) , giving this

\\\hh-error message and the time and date of the error. ﬂd#/}

Bl M3 FE A P

G X OpenWebMailfif, -8 G @ IR Ak 5525 e A AR R P af PGSR, B Lo Zn g 4t
2/, Anl LRSS o] PUE &5, IXBEAE-—AHPjerry, JFECE %19,

[root@localhost openwebmaill# adduser jerry //#FHIHF jerry

[root@localhost openwebmaill]# passwd jerry /LB P
Changing password for user jerry.

New password: /] B — IR N\ 2R
BAD PASSWORD: it is too simplistic/systematic
Retype new password: / [ RGN\ B

passwd: all authentication tokens updated successfully.

ST /2 s1ApacheBi 55

OpenWebMail’Z 25 5¢ 1k 5, H T 0% B 5 Apache iR %A o<, H 1 H 81 )5 5l Apache
%, OpenWebMailfllz 45 4 g 1E & 15 H .
[root@localhost openwebmaill# service httpd restart

Stopping httpd: [ OK
Starting httpd: [ OK ]

e
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{& FHOpenWebMail & x

P WA gt o, wtn] LA OpenWebMail i 1, B0 1 &bk n;, A &% Al http://
o HE R IPHb kY, 5L 2 3 R % 2 OpenWebMail 65 ¢ i [l , A F 4 A [ http:// B b 58 1P b fiE
/cgi-bin/openwebmail/openwebmail pl ] iX A K KIRHE - 4 A WIGIZE [FIABHT H Fjerry, S A F
wh)E, 1% [Ex].

@pen |
Webmail

indl

W

==] ~ 5n © 82

Cipenwebhail fEds 2.00_betad 1HBRY

-6 3% OpenWebMail f5 25 W7 WC0AE H i [, I ZERAM-— e IEAR RS &, #4 (484 ],

e HHEH OpentebMail !

BRI — B CperiiebMal, LI T E— U ) 56 52 OperWebhail ABBMAKNEE . 5 191481 5
OpeniebMall 1% E R -

e

OpenWebMail R4 3.00_betad 1REF

£ I ANKRE]Y P RELY LEANETRY A LER] H5n) PLETE AOpenWebMail, HARES
B PLLLE I E .

TARN jerry
M 99 ¥F 00
+AEH

&R = [F2/China [2h_CN] <] v [ =]

HE: [«80- $8.4 -l ®

REHHE [goag

LikA - ['.l:r"_-' <perryigpenmyl. idv. cno :] b

ARG : |
BAS: | r AREh
BAEM: T M [The toreply.. [Re: $SUBJECT)

ABEATANIES .'oﬂ ‘I‘?‘ﬂ]

= g my il I whils,
Your mail r-l.rnrlhnu "ISURIECT will be rend when I ceturn

BE (RS 50 45T

{R{FOpenWebMail ™ Nk &, % [4k4L]).

PTARERITFRID

ik

Open¥WebMail iz 3.00_betad REF?
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1k N\ OpenWebMail MG 40 £ mfhl, wf A ARG 1!
[E#®m o) J—I

N H TN OBIRe ¥

111 ¥

EL =l 8| w0 | A+ [esw ~] B3y | uw |
2 ERAM - EPEA i A

111 »

DperWebMail BRE 300 betad RET

20.2 &ZZOpenWebMail 2.53kf 7

‘%4 OpenWebMail 2.53 A I 420 5 561 B % 2EDovecotiU A5 XA/ POP3EL SMTP A1 & A5
¥ A'FSendmail 5% Postfix. WebM il X | ApacheZ¥ Ik 55, EIXJLAN RS & B SN VUGB, I
1 By K K5 e B b S AR N R 1T (25, 80+ 110), I ##HIASE )G, 5t vl DL U 2
OpenWebMail/h 2 5544 T .

ZZ=perl-Text-lconv

fF % 22 0penWebMail X AF 1), &7 PN E 23, B 5t Eperl-Text-Iconv, AR Gk
ff FHYUMAE 26 B8 s\ %38, Y2l HAT Faipmtir&3d%, FESER A, nf rEl#z 3
perl-Text-Iconv.
[root@localhost ~]# wget http://openwebmail.org/openwebmail/download/

redhat /rpm/packages/centos5/perl-Text-Iconv/i386/
perl-Text-Iconv-1.7-2.el5.1386.rpm

A ..

[root@localhost ~]# rpm -ivh perl-Text-Iconv-1.7-2.el5.i386.rpm

Preparing. .. HHHHH R e R [100%]
1:perl-Text-Iconv HHEH A R e . [100%]

155 \
perl-Text-Iconv 3 4 K J& 4 http://openwebmail.org/openwebmail/download/redhat/rpm/

L packages/centos5/perl-Text-Iconv/,
J

£l Zopenwebmail{E FyumBirepo

76 B sk V)4 2llyum.repos.d , F|H1ftpgetin % 4 openwebmail repo A, &AW IE
2% openwebmail.repo®| H KN .

[root@localhost ~]# cd /etc/yum.repos.d
[root@localhost yum.repos.dl# lftpget
http://openwebmail .org/openwebmail /download/redhat/rpm/release/openwebmail . repo
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[root@localhost yum.repos.dl# 11

total 44

-rw-r--r-- 1 root root 1926 Feb 8 2011 CentOS-Base.repo
-rw-r--r-- 1 root root 631 Feb 8 2011 CentOS-Debuginfo.repo
-¥rw-r--r-- 1 root root 626 Feb 8 2011 Cent0OS-Media.repo
-Yw-r--Y-- 1 root root 4663 Feb 8 2011 Cent0OS-Vault.repo
-¥rw-r--r-- 1 root root 323 May 29 2008 openwebmail.repo

{ERYUMZ 2 0penWebMail

— V)& AT SE UG, ] B %32 OpenWebMail3X A1 1, 4 F YUMTE £k 557 7 itk
IT%%¢, REG2 H )% OpenWebMail 4% 1 K AH <K, Wl openwebmail-data. perl A 11
perl-Compress-Zlib } perl-suidperl.

[root@localhost ~]# yum install -y openwebmail /|57 OpenWebMail
Dependencies Resolved

Package Arch Version Repository Size
Installing:

openwebmail i386 2.53-3 openwebmail 2.4 M
Installing for dependencies:

openwebmail-data 1386 2.53-3 openwebmail 7.3 M
perl-Compress-Zlib i386 1.42-1.fcé6 base 52 k
perl-suidperl i386 4:5.8.8-32.el15 6.3 updates 62 k
Updating for dependencies:

perl 1386 4:5.8.8-32.el15 6.3 updates 12 M

Transaction Summary

Install 4 Package (s)
Upgrade 1 Package (s)
Total download size: 21 M

MR LEH A [ yum install openwebmail | Z 21975, NI 4L 5& /ete/yum.repos.d 7% B
X openwebmail repo> 4,

#4514, OpenWebMail

‘%74 5¢OpenWebMail /- J5, OpenWebMailws ZAJ A0 A W UAEH, 04T F a2 REUH
SRV, I 5E T & ) & 5 20K B b AL, AR B S fayA s
[root@localhost ~]# /var/www/cgi-bin/openwebmail/openwebmail-tool.pl --init

creating db /var/www/cgi-bin/openwebmail/etc/maps/b2g ...done.
creating db /var/www/cgi-bin/openwebmail/etc/maps/g2b ...done.
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creating db /var/www/cgi-bin/openwebmail/etc/maps/lunar ...done.
Creating UTF-8 locales...

langconv ar AE.CP1256 -> ar AE.UTF-8
langconv ar AE.IS08859-6 -> ar AE.UTF-8
langconv bg BG.CP1251 -> bg BG.UTF-8
langconv ca ES.IS08859-1 -> ca ES.UTF-8
langconv cs CZ.I1IS08859-2 -> cs CZ.UTF-8
langconv da DK.IS08859-1 -> da DK.UTF-8
langconv de DE.IS08859-1 -> de DE.UTF-8
langconv el GR.IS08859-7 -> el GR.UTF-8
langconv en US.IS08859-1 -> en US.UTF-8
langconv es AR.IS08859-1 -> es AR.UTF-8
langconv fi FI.IS08859-1 -> fi FI.UTF-8
langconv fr FR.IS08859-1 -> fr FR.UTF-8
langconv he IL.CP1255 -> he IL.UTF-8
langconv hr HR.IS08859-2 -> hr HR.UTF-8
langconv hu HU.IS08859-2 -> hu HU.UTF-8
langconv id ID.IS08859-1 -> id ID.UTF-8
langconv it IT.IS08859-1 -> it IT.UTF-8
langconv ko KR.eucKR -> ko KR.UTF-8
langconv 1t LT.CP1257 -> 1t LT.UTF-8
langconv nl NL.IS08859-1 -> nl NL.UTF-8
langconv no NO.IS08859-1 -> no NO.UTF-8
langconv pl PL.IS08859-2 -> pl PL.UTF-8
langconv pt BR.IS08859-1 -> pt BR.UTF-8
langconv pt PT.IS08859-1 -> pt PT.UTF-8
langconv ro RO.IS08859-2 -> ro RO.UTF-8
langconv ru RU.KOI8-R -> ru RU.UTF-8
langconv sk SK.IS08859-2 -> sk SK.UTF-8
langconv sl SI.CP1250 -> sl SI.UTF-8
langconv sr CS.IS08859-2 -> sr CS.UTF-8
langconv sv_SE.IS08859-1 -> sv_SE.UTF-8
langconv th TH.TIS-620 -> th TH.UTF-8
langconv tr TR.IS08859-9 -> tr TR.UTF-8
langconv uk UA.KOI8-U -> uk UA.UTF-8

. ..done.

Welcome to the

OpenWebMail!

This program is going to send a short message back to the developer,

so we could have the idea that who is installing and how many sites are
using this software, the content to be sent is:

0S: Linux 2.6.18-238.el5 1686
Perl: 5.008008

WebMail: OpenWebMail 2.53 20080123
Send the site report? (Y/n) y [/ RE EER
sending report...

Thank you.

[root@localhost ~]#
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B2l 4 P

& X OpenWebMailfif, -8 G a: RIS iR 5525 e A AR IR P nl PGSR, B DobZn g 4
2/b—AHFP, WAERTPLUER SR, XEAQE DN Pjerry, JFRCE %M,

[root@localhost ~1]# adduser jerry J/HEEP jerry
[root@localhost ~1]# passwd jerry / /BCEF AP
Changing password for user jerry.

New password: /| B — IR N
BAD PASSWORD: it is too simplistic/systematic

Retype new password: LY N 3T

passwd: all authentication tokens updated successfully.

= #1/2 shApache R %

OpenWebMail %35 5¢ 5, H T #8501 B 5 Apache [k 55 ¢, 13 ¥ JH 5J) Apache it
%, OpenWebMailHlz %5 4 e I 7% 1% H -
[root@localhost ~]# service httpd restart

Stopping httpd: [ OK
Starting httpd: [ OK

el

FF441¢E FHOpenWebMail 2.53

78 3 % %%, % A [ http://IP 5% ¥ 11 /cgi-bin/openwebmail/openwebmail pl 1, F E 4
OpenWebMail & s 11 [, 4 ASHT 8 @ (1K H P A P #6465k

%.'—.'E.'.'.M

wF[______
S T p—

H."WH =L
Iﬂl F Eane [ @2

i i versson 253 BFERY

Gl A r, 5 ftweb mail B HEAH L.

ol 4 e
411 ¥
E . IEE EEa | |
4 ®REAM » BHA 55 i

411 b

CipertVebiial wersion 253 25007
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20.3 BLEE

OpenWebMail X A W & KAF A4, HE AR A, BKIAHBUA HL 45 FK localhost.
localdomain, IXFFRILES 2N T E AR, B8 A IR

A l"‘tam" {tom@localhost. localdomail> »| R¥%%R: |3§iﬁ -
WfEA = " N

BT LA L B BRI 44, BRI Aauto, B4 autofs il jerryit.idv.cn.

root@localhost ~]# vi /var/www/cgi-bin/openwebmail/etc/openwebmail.conf

[

T

# Open WebMail configuration file

#

# This file contains just the overrides from defaults/openwebmail.conf,

# please make all changes to this file.

#

# This file sets options for all domains and all users.

# To set options on per domain basis, please put them in sites.conf/domainname
# To set options on per user basis, please put them in users.conf/username
T

# Please refer to openwebmail.conf.help for the description of each option
#

domainnames jerryit.idv.cn //ENA auto, ECEFTEL A4

auth module auth unix.pl

ACE U0 )5, 20 B BURT ) &) Apach i 5547 1] BAAE K

[root@localhost ~]# service httpd restart
Stopping httpd: [ OK
Starting httpd: [ OK

el

HOFriE N OpenWebMail, i< Fjerryit.idv.enlf5 4 .

BfEA: |"ton” tom@jerryit, id. o v K%EH: Igiﬁ ;|
RPEA: | G

20.4 HikpBFELogo

OpenWebMailEX A & L&l frLogol kKl F7~, % GE 4 )5, X2
Logo, LA~ H 2w FEFA k.

r,
&

ST GRS WA
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RIFTSE G
BR| P mpan T 2%

OpenvebMail version 253 EBEL?

HEEFRLogoB A

i FH WinSCP I H. K B 4 ¥ Logo 4% 21|OpenWebMail F£ /7 [fJimages H 5% F, 7~ Logo L
1144 Ajerry it.gif,
2 534 iy iiA images#$12:  /var/www/data/openwebmail/images/openwebmail. gif.

3.0t A imagesif{£: /var/www/html/openwebmail/images/system/openwebmail png.
OpenWebMail 253 it A 75 L4 f5:OpenWebMailfiC & A, fElogo urlZE(H, %ow htmlurl%
% 17 /¢ 15 /var/www/data/openwebmail, logo®] 5 17 il 12 /& images H 5k ., BRIALogo /444
openwebmail gif . X ¥ Logo X 4 4 jerry it.gif, 7F openwebmail confic & S H 15 A
jerry it.gif, RJGIRAFIR .
[root@localhost ~]# vi /var/www/cgi-bin/openwebmail/etc/openwebmail.conf

logo url $ow_htmlurl%/images/jerry it.gif
logo link http://openwebmail .org

%ow htmlurl%f% £ A /var/www/data,

BOMAA T LR logo urlZ %, H 2K E A bAL Blimages H 5%, 14 3014418 2ok
openwebmail.png, HFF v Bl & f, il R sCF rpngE g, HARA S F .
OHIET DL Aﬁ,ﬂl‘LDgD@*ﬁﬁt%ﬂIﬂ%ﬁﬂLogoﬂ{JF@H_r mrETR.

v SRR, £ ﬂa‘?‘ T2 ,ﬁﬁ@’ ]{d:—""?f:ﬁ im|
ST Jr’ﬁjtfj[HT g{r?‘"‘ f‘im%rﬁje N F{El?ﬁ’

L =
ER| P J.-T:?ﬁm“' r &3

OpenWWebMail version 253 #5EhH?
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& LogoHy Bk 1=

H W LogoEl/nfy — M HEEE, FRIA A OpenWebMail 1 W Chttp://openwebmail.org), nJ{E
OpenWebMailfit, & 31+ HATIS 2% .
[root@localhost ~]# vi /var/www/cgi-bin/openwebmail/etc/openwebmail.conf

logo url %ow _htmlurl%/images/openwebmail .gif
logo link http://www.jerryit.idv.cn/jerry710822/ ]/ BHOEE:

205 BILEMIHX A=

H -~ S H P B D S A AR B 1B, ANas B n SO R RO A AL AE —Fh ooy, 18 H
P R IE TSR, B SCAEA 77 ZEAR K, Fr DA nl ¥ B S i KA =R A 19/ — 51,
OpenWebMailER I\ P I SCAF B K2 & A 50MB, WAy FE s

PR o] e & 18l - 50000 Kb
EiE#AzE [ufa- -

BFHIn S R BRI FISOMBA &, VS R, W BT,

f‘mﬁ:Eﬁﬂﬁm - Tindows Internet Explorer - [O] x|
£ about:blank ]
75 DB {3 37 5 S o

Bit Hn37 £ 4RER A4y 50000 Kb 23813 7 -

x i

BEMMXHE=E

4’ OpenWebMail it & A, & atthmitZ £, FCE M0 S R E =0 10MB, 2 sE
B B SCA 29 3~5MBRgL S, 5 R0 BBl 55 28 D REAF 32 T .

[root@localhost ~]# vi /var/www/cgi-bin/openwebmail/etc/openwebmail.conf
attlimit 10000

HOFTION BRI ScA, W BRI SCA R oK A = A 10MB.

Mol HES e : 95847 Kb

al 3 L £ 155 AR =]

tl.’k : |‘ll-"r|1'- '|':-"|"r"1'|':-""'r- |'I.lcn-ﬂ !*: Iiﬁ -
WA Q
Wi -
g@EHE |
= | ERRNER
drugnal 7
e devisgr 4VMEIMWIRERR, G0 mere 10000ks
I HE... |[Em] D oo
. | AHERRA S
o | onel | SEEE |[ogeh =] mAet: [REE =] w |
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OpenWebMailfiC & Fif il /A&, HSC A ER Sendmail & Postfix ik 55 # B/ 24 = K,
RO B A 55w #0Rs A =B BN 2MB, ANE IS E A 2 EC A N 10MBid 2 K, B2k
R IEN ., BrLLEC A 5E K 5, 1] 15 £ & Sendmail [) MaxMessageSize Z* % /¢ Postfix [1))
message size lmitZ %, LPL& oA R IEHEA:

20.6 E T ARE

OpenWebMail )/~ ANFC E LI, o] IARYE N N S af dEAT R E, A fALerhnes Ak - E
HIP)E, B SR 3L oG] .

WETARIR
(2] iy

izl [fWiEm RN | SNsaRIR | RESNBEET | (HclEW | heiEe] X

i OpenWebMailfic & A4, BRIASEES Ayes, HEEAAER, 1 ¥yesilino, IXFF
A HIAE N NECEE I, WPl FECE 7R, OpenWebMail 3.08C & A0 HATHIA »
UL~ 4 Z52% OpenWebMail 25300 & A

[root@localhost ~]# vi /var/www/cgi-bin/openwebmail/etc/openwebmail.conf

$HEH 4 HH S S S SRS S S S R R
# Buttons :

# EditFroms | EditStationary | POP3Setup | ChangePassword | History | Info
enable editfrombook yes

enable stationery yes
enable pop3 yes
enable changepwd yes
enable history yes
enable about yes

HHEH R R R R R R R R R R

T H i B
R A7 Mok 39 1) Th 58 A2 AT LR HAth B 7 B4R A NS N B H bk A
enable editfrombook RAGNEMAEE AN IEFEX S — PN 3ERGEN, WEERSUARR
9w 8 A5 H Bk 6 e N A3E, i A IR A 2l B P KRR, IXHE 2
—Fp OhiE 75 3K
enable stationery e KERME, mHESMHRRAZER, ffPmeEFrZREEFERN
I $RA5 4K PN, 7ERME IR FERE R, XA A Ll A AN /D [EHE I fE)
enable pop3 & & kS HE 14 Al LASZ Ff F P B LA POP3 BB 3= 4L Ao HIE A
enable changepwd 1& 2% 5 & i 12E F P %5 0
enable _history Jfj i o ME A P B Rl =
enable about % T RTHBHFENHRGEGER, EEEVKH
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20.7 iF,

OpenWebMail#k iArootH ' AN 0] LI sk 1) o H SR 2 RGEERAS L VAT FH root FH ) #:4F
JR R R rootA PR KT, —HaniE, et 2R e, At 2 i Hroot &
X, AR 2 RGBT A2 B drootH P 1K), LAJT AR P sz B F,  Hosinl LTt By, [
I BUS EAN E T Je root H 7 & k.

Froot& 3%

| -
L .

FFRAM - KSHEDER -
HIREIAE Bl —Xx,

OpenWebMail f#& 3.00_betad HBR?

B & 22 1Frootff P& &

% OpenWebMail it & CAF, o 1T¥s allowed rootloginipZ &, ¥ ¥ hall, X+ 5k
n] DL SR VAR TP HEAT FrootHH Gk 15 VUK allil ik 714 F root 35 sk IPHiLEE 3XHF LU 22 4%

[root@localhost ~]# vi /var/www/cgi-bin/openwebmail/etc/openwebmail.conf
enable viruscheck no

enable spamcheck no
enable learnspam no
allowed rootloginip all

MiftrootF P& %

WHEASE S 2 st iffrootH PG 3%, IE% GG, IRt n] LG 21 &4 A oot F .

WE:|Chinese/China [zh CN] | g bz v
P | +o800 - ARJRHRE K
B AR H20 R | 520tk <
ZfA: ‘Toot” (root@jierrvit. idv. cn>j\@
B84
i 4% & B =

BaEE: T T IThis is an autoreply... [Re: $SUBJECT]

20.8 W& HEXH
B B OpenWebMail iz 45 A 71 F- w2 1 & H & S0, OpenWebMail H & A 77 i 42 4

/var/log/openwebmail log, #7 %8 H A A A7 U4, 1) BAME 2 OpenWebMailfic & (A, 7
logfileiX 47 n| LLFE 31 H A A A0 A2,  nf AR SRAZ 2.
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[root@localhost ~]# vi /var/www/cgi-bin/openwebmail/etc/openwebmail.conf

8

domainnames auto
auth module
mailspooldir
ow_cgidir

ow cgiurl

ow htmldir
ow htmlurl

logfile

auth unix.pl
/var/mail
/var/www/cgi-bin/openwebmail
/cgi-bin/openwebmail
/var/www/data/openwebmail
/openwebmail

/var/log/openwebmail .log

//OpenWebMail H&CHFFHU{E

i & OpenWebMail H i A, % A [ cat /var/log/openwebmail log] &7, 1XfEOpenWebMail

n] LIV 2 1 i /2 el iz A 1)

11 ]HH
??L@mj11 1

Fri sep 7

from IN

Ff-| _'_f_l ! 4/
Thu sep 6 16:
I'lf'lf'll':"t o :m‘r[

(1] m [| 'FJ[II.—J[ II II II

Thu 5&p

- mai]rtrazh
g - trying to ¢

2606] (192.168.233.1) jarry

2606] (192.168.233.1)

ll{ ) 168, 233, N ar ey

] (192.168.233.1) ]

1ugin error - auth_unix. pl

JLAD- ,M-,f’-l‘ LI_I {E j’téﬁ EKT:T :l_n F & IJ [_’/L T mEOPEHWEbMﬂll I:i A ,5{1’,1‘7%&’ Hq)ﬁ::if :%\ o
OpenWebMail H &3 45 A

BR1EVL AR RIERER

H & Fir Sep 7 00:46:51 2012
e 2596

H P& v HE L IP 192.168.233.1

P& x login

& H P jerry

i) B 1) 17 3 A clean trash

% 21| HE 1 IMoVe message

Ti7 B 3R emptyfolder

RIE WA sendmessage

P logout

PRk SN Ve login error

R4 3= At subject=

WA to=
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131 3% B 1E

SPAM

IR 2 AR BN LA, SRR A IR2 A, AR IERANEFR
AI)LE, HRRZHACEBIMAT, R mrE (et Ay spam) BAEIEBAA P HEH ™R 1€
Sy RO, Mo ARZE PVl il 1 A0 30 - MR HH AR AR L -5 ISP F 81 vl B AT A2 o 3 g
o BLRMRAT— B AL R AL R, ARERZ N EEES N & wk oA~ ARk
B RS EAE AR EAE

3k G I X BB I MY, 0 i B RS BE D e, SIS L UE D e nT LA A A A ek
R il ANEREA: WP I E v 2 I s LB E N HMEA 52, 8 T BEHEORSCHF e, A ARAT
BB MBF I 8 DHRE B A T EEAAIS, A id B 4e TRAMAEY . N ifuo g dfericd pE s e mp 1, 3 &
144 s P, BRI B b SR I PE (1 AL

21.1 TG HCHHME N 25 SIELIINER 4

WA Ad H L MR AL A B A T B, Wi FH 7 IS Ta] & A A, At g
P iz 55 2 AR Dy =AM A SR SR AN AL R IBAE B AN A 2 K E R LM FIE 1, A )
fg A AR I R, SR 1 MR AR 5548 BCE B R A4 o, P EAEA S FNIE. S P AR by
W EB AR, BR T A A HB AR S5 A% 4k, i A A Bk 4 R IP ik S AN 2 AR 3 SR R4 R 4
L,

AL R A R, B R ILEPR A v R, AERHEES BT, G
B, JRINAE T B4 PR AR S 1), BT U 2 R4 BEIREA N TSI
W, A 2B WIRZ B PEPREA S A H05, T2 sRIPHb bk 47 4 78 22 P H LA s
SE | P

T =4 H A w e, 75 #ER 25 =" What Is My IP Address, XH IR TIRZ
BAPEIEE, RS R ORAREIE D, HE2EfEW SN AR, HEmAIP
Hihk, 2o At HBLMEAET R, Wk RS B8 SRS, AR AR ) il 44 B IP
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| o

bt A B R b, B R IPH b E AT A, DA I A A A
3 MX Lookup Tool: http://www.mxtoolbox.com/index.aspx.

AN MEPEIRA%, $% EMX Lookup Bl nf LAy, Py 2 IRMEHE RS AL, AR A
I e 238040 BRIPHHE 5108 PR 44

MX Lookup

Uomain Mame:

¥ Lookup

ABOUT MX LOOKUP
This testwill list W records or 2 domain in prante arder, The Mook is done direcily againstthe domain's authoritatia
niame server, 0 changes to Mx Records should show up instantly, You can click Ciagnostics | whichwill connectto the mail
servet verify ravarse ONS records, perfar a simple Opan Relay check and measure response time performance, You may
also chack each Meracord (F Address) against 117 DS based blacklists . (Commanly callad RBLs, DMSBLS)

W RIZIRERFE G o8 http://iscbl.anti-spam.cn/search.php.
AW 7 AARERIA W44, R aedm A IPHb k.

ANTI-SPAM CH FA L
52 e (fER) s :
ML E P  www 12321 cgen | Englizh

= E 15 Bd# T A BEH

FA R

HB T iR 75 55 & i

EiAmF RS S IFE ST
TR #n 18 AR

| | [=a]

[¥] 1scEL z (8:530-17- 30

X E B F#®EH

F8 &ik: s=s. iscbl. anti-spam. cn

52 A 18 BT B A
WP 4 AR 35 285 & P &R
i EEERG, DRAFENESH, —SAREEZR, M. =6 . -k

gFiE: 2o12=09-20° 11:00:01

=) IF B: g oezed4.a07 -
psl e TPl mint =] GES EEFE | WA
FINMEHIRTIR: 600 - HE! FHEE RS S IFE TR E St EE+ o

= B = ¥f IP: o
= B #F ¥ 1r: 0

3 What Is My IP Address - Check to see if your IP is on a blacklist.

http://whatismyipaddress.com/staticpages/index.php/is-my-1p-address-blacklisted
g N BIPsthl, XA E W R R, B LR
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Blacklist Status

& access redhawk org
) plemailbasura org
& bl technavision dk
(& placklist.sei kun.nl
& pogons.cymni.com
& devnull.dk

& dialups visi com

% dnsbl.cyberlogic.net
& dnsbl.sorbs.net

(@) dnsbl-3 uceprotect net
& dul nu

&0 hil habeas.com
1% jps.backscatierer.org
(&) misc dnsbl sorbs net

) po-morefunn.moensted.dk
&) proxy blowesep ca
& rbl.schulte org

Check Blacklists |

Checking NS Seuams iubisagie. Mlease wait a minute for the checks to complete.

2 b.barracudacentral.org
& blspamcannibal.org

@ plackholes five4ten-sg.com
@ block dnsbl sorbs net

@ cart00ney.surriel.com
2 dialup blackbstjippg.org
£ dnsbl.ahbl.org

‘2 dnsbl kempt.net
= dnsbl-1.uceprotect net

& duinv aupads org
2 gscalations dnshl sorbs net

'@ hitp.dnsbl sorbs.net

S korea services net

© magid bl.gweep ca
¥ pid.dnshl.sorbs.net
‘& psbl.surriel.com

& rbl.snark net

2 bl.csma.biz
@ plspamcop.nel

@ blackholes wirehub net
& blocked hilli.di

@ cbl.abuseat org
2 dialups.mail-abuse._org
& dnsbl artispam or. id

2 dnsblnjablorg

e dnsbl-2 uceprotect net

@ gul dnsbl sorbs net

'@ intruders docs.uu se

e mail-abuse blacklist jippg_org
& new dnsbl sorbs net

& pbl.spamhaus.org

@ pss.spambusters.org.ar

© recert dosbl sorbs net

@ relays bl gweep.ca ) relays bl kundenserver de @ relays mail-abuse org

'@:'relays.nether.net @ rsbl. aupads. org @ bl sparmhaus.org

JELd&H”#

B /7M. http://spamassassin.apache.org/index html.

SpamAssassin (SA) A Perl KT T 70 B LUIA B Ly B2 M H i . e K&
I ERN RS B AS A, SRR A A 3 N R BT BB ARl N SCRLRGR R e R H
W pE Ty 2O R e o, WL Bt S R BATT TG B IAMIER S T A, =00 BOE i brAE(E 11
IN i B )52 5 SPAM (B 5 R )« 20065F SpamAssassinff Linuxfi #1442 (New Media Award )
P21 AR HE T Linux (1) e 357 S MR ol 7 527

SpamAssassin{l? FH 22 B 7 A 57 52 M4 @%Mﬁmﬁﬁ'%{ﬂ e EoSui
AR A0 PAIE 28 B PE S

Postfix{# H SpamAssassin (MTA) =t 837 5% B4 EE A% A Sendmail B2 7 fEAC &, 5 IR 4H 1)
B R MEPE Ao s EC B A S A Ok, HAREAEN, TRV, A SR A
PR IR S ARA RS L, DA SR i 5 iin A Tl

21.2 Postfix{E FHSpamAssassinid

TIE AREFE

% 3= SpamAssassinii {4

CentOS 6. x5 1E RGLERINA S 25 SpamAssassin e &5 #4414, B U2 HAT%%%, BT
SpamAssassinflg 5510 M VT2 1A, BEBUTHYUMAE &2 730, Ul TFaeminiE.

[root@localhost ~]# yum -y install spamassassin / /%% SpamAssassin B
Dependencies Resolved

Package Arch Version Repository Size
Installing:
spamassassin x86 64 3.3.1-2.el6 base 1.1 M
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perl-Crypt-OpenSSL-Bignum XxX86 64 0.04-8.1.el6 base34d k
perl-Crypt-OpenSSL-RSA x86 64 0.25-10.1.el6 base37 k
perl-Crypt-OpenSSL-Random x86 64 0.04-9.1.el6 base22 k
perl-Digest-HMAC noarch 1.01-22.el6 base22 k
perl-Digest-SHAl X86_ 64 2.12-2.el6 based9 k
perl-Encode-Detect X86 64 1.01-2.el6 base80 k
perl-I0O-Socket-INET6 noarch 2.56-4.el6 basel7 k
perl-I0O-Socket-SSL noarch 1.31-2.el6 base69 k
perl-Mail-DKIM noarch 0.37-2.el6 basel2l k
perl-MailTools noarch 2.04-4.el6 baselll k
perl-Net-DNS x86 64 0.65-2.el6 base232 k
perl-Net-LibIDN Xx86 64 0.12-3.el6 base35 k
perl-Net-SSLeay X86_ 64 1.35-9.el6 basel73 k
perl-NetAddr-IP X86 64 4.027-3.el6 base95 k
perl-Socketé6 X86 64 0.23-3.el6 base23 k
perl-TimeDate noarch 1:1.16-11.1.el6 base34 k
portreserve X86 64 0.0.4-4.el6 base22 k

Transaction Summary

Install 18 Package (s)
Upgrade 0 Package (s)
Total download size: 2.2 M

1% Postfixfic & AMTA

H - Postfix it 55 18 H SpamAssassin ) fig,  Jr A ZICK Postfix HE/ Al 55 45 BL B W MTA, 5%
% 4 Postfix ik 55 master.cffic & SCf1, HbAC & AT E 1 Postfixk 551217 Z 8, fEBC & TN
smtpd Z £ i [AIVA llcontent_filter, {7 H SpamAssassin.

/ /¥ postfix Bl'E A MTA

For details on the format

[root@localhost ~]# vi /etc/postfix/master.cf
# Postfix master process configuration file.
# of the file, see the master (5) manual page (command: "man 5 master") .

*
# Do not forget to execute "postfix reload" after editing this file.

# service type private unpriv chroot wakeup maxproc command + args

# (yes) (yes) (yes) (never) (100)
O

smtp inet n - n - - smtpd -o content filter=spamassassin
#submission inet n - n - - smtpd

AR

spamassassin unix - n n - - pipe user=nobody argv=/usr/bin/spamc -f -e

/usr/sbin/sendmail -oi -f ${sender} -- ${recipient}
/ /% LG RS MBS &G —1T, BB —1T, AATEABKT

& Postfiix AR S BC & A5, W EH b dPostfix k%, FCE A 4R
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[root@localhost ~]# service postfix restart

Shutting down postfix: [ OK ]

Starting postfix: [ OK

Tl

4 pi SpamAssassinfic & 314

SpamAssassin % 2 AC B 50 NG, i 24 ik SpamAssassinfli 55 [Flocal .cf it & {1, local.cffiC
B SRS B ARAE SO, ST BLBATISINZ S B a0 AN 0 anAe] i b 3R
G PEBRAE, Ll SRR U, BUR P A4S T4 LS bt . 4 7 B ] SpamAssassin
Configuration Generator[¥3i 4 1%, % [ Generate the Configuration File] A% HEC & AT -

276

SpamAssassin Configuration Generator

SpamAssassin 3.x Version

This lool 15 designed lo make | easier lo cuslomize an installabon of SpamAssassin wilh some commaon ophaons Afler you answer lhe
questions halow_a SpamAssassin confiquration file matching vour choices will be displayed, and vou can downlaad it and usea it with your
Spamdbzsaszein installation

This is designed to work with SpamAssassin 3.x only It will not work correctly with previous versions There
I5 als0 a SpamAssassin 2 Sx version, If you are using a version later than 3.1, this may not work. Contact me
for information about a newer version

Threshold and Report Options

Score Thrashold Anything above the threshald is marked as spam Increasing this threshaold will increase the amaount of spam
missed, but will reduce the risk of false positives. (required_score)

@ Low Threshold (5.0, delzaull)

> Medium Threshold (7 5)

» High Threshold (10.0)

Rewrite Message Subjects? Choose whelher SpamAssassin should add text at the beginming of the subject ine of suspecled
spam You can also change the taxt added to the subject (rewrita_headar)

=» Don't Rewrite Subjects (dcfault)
© Rewrits Subjects using text ****'SPAM*H*

L

A local of it & AT G, nf LAA FH WinSCP - Ho¥ A _F 4% 3] /etc/mail/spamassassin H 5k .

oy spamassassin — 192 168.233. 235 - TiaSCP

AHL) FFEM) MEE L0 =FE) AW mER) FEh

£ - MR TR R - R AR o N B R EL IR IR G v L
192188233235 | + |
E-@T &= -9 - (E O] ® : ) spewassassin r@ i - GEEA | E
Ci\UsersiAdministrator\Documents letcimail{spamassassin
BF -« ¥R :
X X root 2012/9/7 1:22:12
Wy Music e Ji channel. d root 2012/9/7 1:22:12
EiMy Pictures v = o . sa—update—keys root 2010/8/23 10:258:32
By Videaos it init. pre 1,299 B root 2010/8/23 10:28:31
. Virtual Machines mtlcg:l__local. of 276 B root 2010;‘3;}3 10:28:31
3 Dafault rdp 2,090 B migE | spamassassin-defau .. B2 B root 2010/8/23 10:28:31
g | desktop. 1ni 402 B BiE | | spamassassin-helpe. .. 3B B root 2010/8/23 10:25:31
| spamassassin-spame. re S5 B root 2010/8/23 10:268:31
| |¥310.pre 2,524 B root 2010/8/23 10:28:31
| |¥312. pre 1,199 B root 2010/8/23 10:28:31 —
|| v320.pre 2,416 B root 2010/8/23 10:26:31 =
< I I3 K o SR

0B of 24928 in0 of B 0B of 9,038B in 0 of 11
= 0 Pz EqE [ ra B B3rs B S e B2 cFFT QEREFR X F3 Wiz or e B N0 8
& sFP3 O neR
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= 5B ~N
SpamAssassin Configuration Generator 3.X X %5 4 http://www.yrex.com/spam/spamconfig.
phpo
SpamAssassin Configuration Generator 2.5X [ 45 4 http://www.yrex.com/spam/spamconfig25.

\_ Phpo J

(

&4 SpamAssassinfit & 3214

Flocal.cffic. & A _EAL R MR 5548 )5, B 50 A SpamAssassinfic & SCAF AN Z, H TN
Wl A= llocal.c£ 304, BT AZEUE A AERIN, WARA T EZENE X, Vb, Ulafsi
# AE ple mA,  ECH P OEEREME .

[root@localhost ~]# vi /etc/mail/spamassassin/local.cf

# SpamAssassin config file for version 3.x

# NOTE: NOT COMPATIBLE WITH VERSIONS 2.5 or 2.6

# See http://www.yrex.com/spam/spamconfig25.php for earlier versions
# Generated by http://www.yrex.com/spam/spamconfig.php (version 1.50)
# How many hits before a message is considered spam.

required score 5.0

# Encapsulate spam in an attachment (0=no, l=yes, 2=safe)

report safe 1

# Enable the Bayes system

use bayes 1

# Enable Bayes auto-learning

bayes auto learn 1

# Enable or disable network checks
skip rbl checks 0

use razor2 1

use dcc 1

use pyzor 1

# Mail using languages used in these country codes will not be marked
# as being possibly spam in a foreign language.

ok languages all

# Mail using locales used in these country codes will not be marked

# as being possibly spam in a foreign language.

ok locales all

SpamAssassin 45 e & SCAF I ZE 0 B i~ 2% .

S8 17t BA

BE — AN MR A] E A B MR AE ) - e, BRIN 5.0 9, 43 HoHk

7 $04% required _score BRI, AEOBRAC, R, KRERRE

BRIAA 1, SR HAE 4k 4 € D BB AR, AESURE A, T

P RIHE A S report_safe AR EES FERBRGHEN—1 RFC 822 #%3K
HIR AR b, Bk 2, JRIEHUISCARTT AR &= 4
{# i Bayesian #1f] use bayes RINA 13, 0 AANES), BN ES)
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(LE32)
S8 15t AR
H zJj2% 2] bayes auto learn RAA 1 H3IZEY, 0 A%, @AEB3IFEY
fi | RBL & skip_1bl_checks HRIAA L fHH RBLs 2047, 0 AZES]
1% K razor 114 use razor2 ERINA 1, WIN%EE razor
f# H dec £ use_dcc BRIAA 1, ISR dec
1% B dccpyzor £ use pyzor BRIAA 1, D223 decpyzor
it 5 W HE ok languages.ok locales | ERIAN all, ¥EZFrHIES

J2 #hSpamAssassin RS

SpamAssassinfit. & 5¢ % 5, 77 2o ff SpamAssassinilk 55 5 3/, H T SpamAssassinst: #4 AC Postfix
AR SSAE R, B AR i o RGEERIA TR B
[root@localhost ~]# service spamassassin start//SpamAssassin R4 23

Starting spamd: [ OK ]
[root@localhost ~]# chkconfig spamassassin on //SpamAssassinm ZX1AB3)

MK SpamAssassinHI I &t

SpamAssassinlEffi 5 20 J, B G e B ABAEKIHE 77, B SpamAssassinBi LA
H %, ] PO A SpamAssassin fli 55 1) P > 5 A1 il 1 sample-nonspam. txt 2 sample-spam. txt ,
sample-spam.txth 57 ¢ HEAE P AR, sample-nonspam. txt A7 AE17 7 A ARAR .

[root@localhost ~]# cd /usr/share/doc/spamassassin*

/ /3t spamassassin H3%

[root@localhost spamassassin-3.3.1]#

= \
o SRTRAS, BERAZENEB N EARTUGA— "+ 2, ILRGES

17l
\ J

B 50 A 17 e BB sample-spam. txtA it ,  SpamAssassin (1) local.of it & A4 ERIA 73 E0(H 4
5.0, I ZED AW o B mEA . AR AR N A S IR $E 2020 A 1000, 48 SpamAssassinfi
W, IR EE i 1£1000.0, 18 BH AW 3R BT RERC B A AL,  SpamAssassindiz % M Ab PR GE
R 1] et o
[root@localhost spamassassin-3.3.1)# spamassassin --test-mode sample-spam.txt
Sep 20 19:54:50.879 [2000] warn: config: created user preferences file:
/root/.spamassassin/user prefs

Received: from localhost by localhost.localdomain
with SpamAssassin (version 3.3.1) ;
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Tue, 20 Sep 2011 19:54:52 -0400

From: Sender <sender@example.net>

To: Recipient <recipient@example.nets>

Subject: Test spam mail (GTUBE)

Date: Wed, 23 Jul 2003 23:30:00 +0200

Message-Id: <GTUBE1.1010l0l@example.net>

X-Spam-Checker-Version: SpamAssassin 3.3.1 (2010-03-16) on

localhost.localdomain

X-Spam-Flag: YES

K-Spam-]’_level: kkkhkkkkhkkkhkrhhkkhkrhhhkkhhkhhhkkhhkhhthkkkkkdhhkkkkk*k

X-Spam-Status: Yes, score=1000.0 required=5.0 tests=GTUBE,NO RECEIVED,

NO RELAYS autolearn=no version=3.3.1

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary="----------= 4E7927CC.6BE91BD9"

This is a multi-part message in MIME format.

———————————— = 4E7927CC.6BE91BD9

Content-Type: text/plain; charset=iso-8859-1

Content-Disposition: inline

Content-Transfer-Encoding: 8bit

Spam detection software, running on the system "localhost.localdomain", has

identified this incoming email as possible spam. The original message

has been attached to this so you can view it (if it isn't spam) or label

similar future email. If you have any questions, see

@@CONTACT ADDRESSe@ for details.

Content preview: This is the GTUBE, the Generic Test for Unsolicited Bulk Email
If your spam filter supports it, the GTUBE provides a test by which you can
verify that the filter is installed correctly and is detecting incoming spam.
You can send yourself a test mail containing the following string of characters
(in upper case and with no white spaces and line breaks) : [...]

Content analysis details: (1000.0 points, 5.0 required)

pts rule name description

-0.0 NO RELAYS Informational: message was not relayed via SMTP

1000 GTUBE BODY: Generic Test for Unsolicited Bulk Email

-0.0 NO RECEIVED Informational: message has no Received headers

------------ = 4E7927CC.6BE91BD9

Content-Type: message/rfc822; x-spam-type=original

Content-Description: original message before SpamAssassin

Content-Disposition: inline

Content-Transfer-Encoding: 8bit

Subject: Test spam mail (GTUBE)

Message-ID: <GTUBE1.1010l0l@example.net>

Date: Wed, 23 Jul 2003 23:30:00 +0200

From: Sender <sender@example.net>

To: Recipient <«recipient@example.nets>

Precedence: junk

MIME-Version: 1.0

Content-Type: text/plain; charset=us-ascii

Content-Transfer-Encoding: 7bit

This is the GTUBE, the
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Generic
Test for
Unsolicited
Bulk

Email

If your spam filter supports it, the GTUBE provides a test by which you

can verify that the filter is installed correctly and is detecting incoming

spam. You can send yourself a test mail containing the following string of

characters (in upper case and with no white spaces and line breaks) :

XJS*C4JDBQADN]L . NSBN3*2IDNEN*GTUBE-STANDARD-ANTI -UBE-TEST-EMAIL*C. 34X

You should send this test mail from an account outside of your network.

------------ = 4E7927CC.6BES1BD9--

Spam detection software, running on the system "localhost.localdomain", has

identified this incoming email as possible spam. The original message

has been attached to this so you can view it (if it isn't spam) or label

similar future email. If yvou have any questions, see

@@CONTACT ADDRESS@@ for details.

Content preview: This is the GTUBE, the Generic Test for Unsolicited Bulk Email
If your spam filter supports it, the GTUBE provides a test by which you can
verify that the filter is installed correctly and is detecting incoming spam.
You can send yourself a test mail containing the following string of characters
(in upper case and with no white spaces and line breaks) : [...]

Content analysis details: (1000.0 points, 5.0 required)

// BRI 5.0, ¥ 1000, R HBEHR A

pts rule name description

-0.0 NO RELAYS Informational: message was not relayed via SMTP
1000 GTUBE BODY: Generic Test for Unsolicited Bulk Email
-0.0 NO RECEIVED Informational: message has no Received headers

H A HE D7 2 B 4 sample-nonspam. txt#5i A, Z8SpamAssassinfa ], AR N EART S L)
PSP 1, DRSS REME N0, iR SpamAssassin?i A ix A LR I RRCAS [R]— AN AR R il
HOREAEA— A0, BARASHIHERAES, {Hik 2 v Bes iz A 1.

[root@localhost spamassassin-3.3.1]# spamassassin --test-mode sample-nonspam.txt
Return-Path: <tbtf-approvaleworld.std.com>

X-Spam-Checker-Version: SpamAssassin 3.3.1 (2010-03-16) on
localhost.localdomain
X-Spam-Level:
X-Spam-Status: No, score=-0.0 required=5.0 tests=T RP MATCHES RCVD
autolearn=ham version=3.3.1 - -
Delivered-To: foo@foo.com
Received: from europe.std.com (europe.std.com [199.172.62.20])
by mail.netnoteinc.com (Postfix) with ESMTP id 392E1114061
for <fooefoo.com>; Fri, 20 Apr 2001 21:34:46 +0000 (Eire)
Received: (from daemon@localhost)
by europe.std.com (8.9.3/8.9.3) id RAA09630
for tbtf-outgoing; Fri, 20 Apr 2001 17:31:18 -0400 (EDT)
Received: from sgiO4-e.std.com (sgiO4-e.std.com [199.172.62.134])
by europe.std.com (8.9.3/8.9.3) with ESMTP id RAA08749
for «<tbtfefacteur.std.com>; Fri, 20 Apr 2001 17:24:31 -0400 (EDT)

280



w2l =

SPAM 11 35 R 14

Received: from world.std.com (world-f.std.com [199.172.62.5])

by sgiO4-e.std.com (8.9.3/8.9.3) with ESMTP id RAA8278330

for <tbtfefacteur.std.com>; Fri, 20 Apr 2001 17:24:31 -0400 (EDT)
Received: (from dawson@localhost)

by world.std.com (8.9.3/8.9.3) id RAA26781

for tbtfeworld.std.com; Fri, 20 Apr 2001 17:24:31 -0400 (EDT)
Received: from sgiO4-e.std.com (sgiOd4-e.std.com [199.172.62.134])

by europe.std.com (8.9.3/8.9.3) with ESMTP id RAA07541

for <tbtfefacteur.std.com>; Fri, 20 Apr 2001 17:12:06 -0400 (EDT)
Received: from world.std.com (world-f.std.com [199.172.62.5])

by sgiO4-e.std.com (8.9.3/8.9.3) with ESMTP id RAA8416421

for <tbtfefacteur.std.com>; Fri, 20 Apr 2001 17:12:06 -0400 (EDT)
Received: from [208.192.102.193] (ppp0cl99.std.com [208.192.102.199])

by world.std.com (8.9.3/8.9.3) with ESMTP id RAA14226

for <tbtfeworld.std.com>; Fri, 20 Apr 2001 17:12:04 -0400 (EDT)
Mime-Version: 1.0
Message-Id: <v0421010eb70653bl4e06@[208.192.102.193]>
Date: Fri, 20 Apr 2001 16:59:58 -0400
To: tbtfeworld.std.com
From: Keith Dawson <dawson@world.std.coms
Subject: TBTF ping for 2001-04-20: Reviving
Content-Type: text/plain; charset="us-ascii”
Sender: tbtf-approval@world.std.com
Precedence: list
Reply-To: tbtf-approval@europe.std.com

TBTF ping for 2001-04-20: Reviving
Tasty Bitsfrom the Technology Front
Timely news of the bellwethers in computer and communications
technology that will affect electronic commerce -- since 1994
Your Host: Keith Dawson
ISSN: 1524-9948
This issue: < http://tbtf.com/archive/2001-04-20.html >
To comment on this issue, please use this forum at Quick Topic:
< http://www.quicktopic.com/tbtf/H/kQGJIJR2TXL6H >

Quote 0 f T h e Moment
Even organizations that promise "privacy for their customers" rarely
if ever promise "continued privacy for their former customers..."
Once you cancel your account with any business, their promises of
keeping the information about their customers private no longer
apply... you're not a customer any longer.
This is in the large category of business behaviors that individuals
would consider immoral and deceptive -- and businesses know are not
illegal.
-- " ankh," writing on the XNStalk mailing list

.. TBTF's long hiatus is drawing to a close
Hail subscribers to the TBTF mailing list. Some 2,000 [1] of you
have signed up since the last issue [2] was mailed on 2000-07-20.
This brief note is the first of several I will send to this list to
excise the dead addresses prior to resuming regular publication.
While you time the contractions of the newsletter's rebirth, I in-
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vite you to read the TBTF Log [3] and sign up for its separate free

subscription. Send "subscribe" (no quotes) with any subject to
tbtf-log-requestetbtf.com . I mail out collected Log items on Sun-
days.

If you need to stay more immediately on top of breaking stories,
pick up the TBTF Log's syndication file [4] or read an aggregator
that does. Examples are Slashdot's Cheesy Portal [5], Userland [6],
and Sitescooper [7]. If your news obsession runs even deeper and you
own an SMS-capable cell phone or PDA, sign up on TBTF's WebWire-
lessNow portal [8]. A free call will bring you the latest TBTF Log
headline, Jargon Scout [9] find, or Siliconium [10].

Two new columnists have bloomed on TBTF since last summer: Ted By-
field's roving reporter [11] and Gary Stock's UnBlinking [12]. Late-
ly Byfield has been writing in unmatched depth about ICANN, but the
roving reporter nym's roots are in commentary at the intersection of
technology and culture. Stock's UnBlinking latches onto topical sub-
jects and pursues them to the ends of the Net. These writers' voices
are compelling and utterly distinctive.

[1] http://tbtf.com/growth.html

[2] http://tbtf.com/archive/2000-07-20.html

[3] http://tbtf.com/blog/

[4] http://tbtf.com/tbtf.rdf

[5] http://www.slashdot.org/cheesyportal.shtml

[6] http://my.userland.com/

[7] http://www.sitescooper.org/

[8] http://tbtf.com/pull-wwn/

[9] http://tbtf.com/jargon-scout.html

[10] http://tbtf.com/siliconia.html

[11] http://tbtf.com/roving reporter/

[12] http://tbtf.com/unblinking/

S o

uroces=s

> For a complete list of TBTF's email and Web sources, see

http://tbtf.com/sources.html

nefactors

TBTF is free. If you get value from this publication, please visit
the TBTF Benefactors page < http://tbtf.com/the-benefactors.html >
and consider contributing to its upkeep.

TBTF home and archive at http://tbtf.com/ . To unsubscribe send

the message "unsubscribe" to tbtf-request@tbtf.com. TBTF is Copy-
right 1994-2000 by Keith Dawson, <dawsone@world.std.com>. Commercial
use prohibited. For non-commercial purposes please forward, post,
and link as you see fit.

Keith Dawson dawson@world.std.com
Layer of ash separates morning and evening milk.

Version: PGPfreeware 6.5.2 for non-commercial use <http://www.pgp.com>
1QCVAWUBOUCi3WAMawgf2iXRAQHeAQQA3YSePSQ0XzdHZUVskFDKTEfpE9XS4 fHQs
WaT6a8gLZK9PdNcoz3zggM/Jnjdx6CIgNzxPEtxk9B2DoG11/C/6 0HWNPN+VujDu
Xave5S50P+Px4knaQcCleCamQJd7uGcsw+CgMpNbxWYaTYmjAfkbKH1EuLC2VRwdmD
wQmwrDp70v8=
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Spam detection software, running on the system "localhost.localdomain", has

identified this incoming email as possible spam. The original message

has been attached to this so you can view it (if it isn't spam) or label

similar future email. If you have any questions, see

@@CONTACT ADDRESS@@ for details.

Content preview: ----- BEGIN PGP SIGNED MESSAGE----- TBTF ping for 2001-04-20:
Reviving TastyBitsfromtheTechnologyFront [...]

Content analysis details: (-0.0 points, 5.0 required)

/18N 5, 1RECh 0, Al AhIEhR bt
pts rule name description

-0.0 T RP MATCHES RCVD Envelope sender domain matches handover relay
domain

Sk Bl 33 237 3% S 4

SpamAssassinfi R 58 G, IFEA - e AREK LRI 5T SpamAssassin ) HEAL W)/, IXFF H
fic & tH SpamAssassin ] (e & IE W 1217, A H SpamAssassin it 45 & 156 M E 1) 13 €A
R, 3 FRSEPR AL R INA, & SpamAssassinit: 17 (e IF 7 1L JE ML A .

Bl b, AE A A B HBAE K 5 jerry A tom,  HHjerry A AL B 45 tom, ik BB R M
L T o O S R W e o 2 11 B v o T 0 e e 71 R G S B T Ny
BT o

=25 A jerry(@jerryit.idv.cn

W tom(@jerryit.idv.cn

13z 3% eR 44 = R S % S A 00 1

IE ¥ R £ =% 1E 5 W A X

i 453 B A8 P XJS*C4JIDBQADNI1.NSBN3*2IDNEN*GTUBE-STANDARD-ANTI
-UBE-TEST-EMAIL*C.34X

ERBHEAR Test

(e |

17 55 BB 44 A - 0] A FE SpamAssassinfy sample-spam. txt4= 4z H 3 2

B G RIBBLIZ AL, AT Hjerry k5 IR B IR tom, FI AL SHRLEN A, RER
1% Hs A o
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EEA I"jerrg,r" {jeny@jerryit.idu.cn}ﬂ K% I'EE "!

fsA |t|:|m@jerr3,fit.idv.|:n tﬁ
P ¢ |
REDE: |
EiES ;| ERRBER
Pt PF: | ... | Fm | D e
EW: [t iRl fEkaEn v
52 | fres | HERE |[engish ] R [ExE ] B |

AJSTCAJDBQADNL1 .NSEBN3 "2 IDNEN*GTUBE-S3TANDARD-ANTI-UBE-TEST-EHAIL*C. 34X

pen WebMail Project (http://openwebmail.orog)

A M H &S RINZ B 53 £031)15999.04), #SpamAssassinfilk 55 F W 4 57 B s 14 .

[root@mail ~]# cat /var/log/maillog

Sep 20 22:28:27 localhost spamd[3855]: spamd: processing message
<20110921022730.M9951@jerrit.idv.cn> for nobody:99

Sep 20 22:28:28 localhost spamd[3855]: spamd: identified spam (999.0/5.0)
for nobody:99 in .4 seconds, 605 bytes.

Sep 20 22:28:28 localhost spamd[3855]: spamd:

result: Y 999 - ALL TRUSTED, GTUBE
scantime=0.,si1ze=605,user=nobody,uid=99, required score=5.0,rhost=1ocalhost,
raddr=127.0.0.1, rport=55647mid=<20120921022730.M9951@jerryit.idv.cn>,
autolearn=no

e B RBGE IEF BN, A jerry K 5 A0X 1R W WA 45 tom, S A IE W HEEA 2, ARG
RALHBAE .

EEA C ey <jery@jerryitidv.en> | H¥k: |3§iﬁ 'I

Befz A |tnm@jerrj,rit.idv.cn (4
Bik : |
REDE: |
B4 - | EREBEE
BiEE: | ... [ Em | D
E%: [ERGEU BREEMERV
iz | wumiE | #=6E |[engish v st : [auE > m# |

tLest

COpen WehMail Prujectihttp:ffupenwebmail.urﬁ]

RMEMAHE X, RIS R RA-1.0, UGN S A E B IR bx
SpamAssa ssinflk 55 H W 4 1F & M4 o

[root@mail ~]# cat /var/log/maillog

Sep 20 22:31:09 localhost spamd[3855]: plugin: eval failed: bayes: (in learn) locker:
safe lock: cannot create tmp lockfile

/ .spamassassin/bayes.lock.mail.jerryit.idv.cn.3855 for /.spamassassin/bayes.lock:

No such file or directory

Sep 20 22:31:09 localhost spamd[3855]: spamd: clean message (-1.0/5.0) for

nobody:99 in 0.2 seconds, 542 bytes.

Sep 20 22:31:09 localhost spamd[3855]: spamd: result: . -1 - ALL TRUSTED
scantime=0.2,size=542,user=nobody,uid=99, required score=5.0,rhost=1ocalhost,
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raddr=127.0.0.1,rport=49174,mid=<20120921023041.M99843@jerryit.idv.cn>,
autolearn=unavailable

R4 LL_E i H & G B, v LA E SpamAssassin ik 55 © 1E A 4 W H R A4 0 P4 i, BI)IX-—22
eI T =72 FHtomlKk 5 5K IMEHH, OpenWebMailsf 258 HPE~E H, W FE P~

-*3 http://192. 168.233. 235 - #EAmEH —. .. [C][B]|X]

48 1
IR 1
&) =t
KA ST RE 1, IEAWAERE o] DA 23 3808 E 5 RS iy ~E R,
W () 1 kiE £1 167 11040 F35
g 2% galb OB S E s R @
149/ b
= v [EFEE) w1 v+ e REED
M AfEHM -~ 8L £ ] >k O
13 09/21/2012 10:22:44 pm 7 Jeny - IEFE BT 1040 [

A

Opertebbdzil e 3.00_hetad i%8R7

HSFRRENT 5 HBE, o] LA 21— 3 3 8 B2 3 A F B ey B, 31X 43K SpamAssassin
Hie 55 HEWS 11 73 1 AL ) 21 17 S IR A

O 2s el uBI Rl %
111 b

Ea (B v e o[ REJE
o REHM~ A Ex | xh [
18 09212012 10:1858 pm " jerry L it JKB [

(11

CpenyWebMail 4= 3.00_betad 1H3H7

21.3 ik SpamAssassini 04Nl 17 3% fR 44 I BE

SpamAssassin iz 55 B R A A (1 57 B8 28 A W e 71, HEETEAZ T REm, JR 2
SpamAssassin A~ 2 By _F G AF F VA 8 B2 B AF . 55 SpamAssassin it 5 21| - £ &= BRI,
SpamAssassin /" 23Rk H U B M . SpamAssassinfEER A O &, 38 I DL R 58 PO o
spam [ RE 0, 38 i FH P i A i 2 R SE B DL i ) e 3 R Jrik . A iSpamAssassin A5
Py 217 I Hsa-learn, 1bSpamAssassinfil 451301 FH P W3 1025 P AN [5] 11 b7 3 fE A

#£ 37 SpamAssassin= 3] k=
{EFC & SpamAssassin H 257 2] B e B GE T 2 17, W2 Ae #NE AN IR S, kS 2 FR 70
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7] N spammail &Znospammail .

i S = FR ¢ S Th gE
spammail 1157 ik spamassassin 5 >J ARV 4y 3 I MR A 45 A
nospammail 1 57 1k spamassassin 2 > 15 A4 57 3 WE 4B (5 48

% _.l iimﬂimtl: AP 7

£f /var/spool/mail/ H 5% P 1) it spammail A 57 ¢ S (1) BI04 H 5, 2% b -

[root@mail ~]# /usr/bin/sa-learn --showdots --spam --mbox /var/spool/mail/spammail
Learned tokens from 0 message (s) (0 message (s) examined)

F I ELIIRBR AR 2

£ /var/spool/mail/ H 5% P 1) i nospammail A JE B S S5 (RIS H 5%, fr 240 k-

[root@mail ~]# /usr/bin/sa-learn --showdots --ham /var/spool/mail/nospammail
Learned tokens from 0 message (s) (0 message (s) examined)

WEHRF SR

P A {511 #0 /2& SpamAssassin[l) 2% 2] B, SpamAssassinA~es 5y FXHAG AV A5 Y fisfE,
SpamAssassin/{i{{ & F|- i BCE WY, SpamAssassinA 20 HHZE B AR, jcﬁ,\zi\_f
R 7 BRI B S A — P A .

root@mail ~]# sa-learn --dump magic

[

0.000 0 3 0 non-token data: bayes db version

0.000 0 0 0 non-token data: nspam

0.000 0 1 0 non-token data: nham

0.000 0 487 0 non-token data: ntokens

0.000 0 987802486 0 non-token data: oldest atime

0.000 0 987802486 0 non-token data: newest atime

0.000 0 0 0 non-token data: last journal sync atime
0.000 0 0 0 non-token data: last expiry atime

0.000 0 0 0 non-token data: last expire atime delta
0.000 0 0 0 non-token data: last expire reduction count

W1 R EiSpamAssassin g 5= >, 1 UL [sa-learn--clear), #iH &t v 5 i 2 dp W se
T

ERITXESKIRBFNFS]
Pk SpamAssassinf K H2E S R B B M, dEBUCE 2 ) A I A B HRIME 46 h, iX
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FEBRER T H 3l MAG AT A SCERAAR B &

* 1,13 * * * /usr/bin/sa-learn --showdots --spam --mbox /var/spool/mail/spammail
* 1,13 * * * /usr/bin/sa-learn --showdots --ham --mbox /var/spool/mail/nospammail

214 FHREERZR

SpamAssassinflz 55 1] L H 2057 2] B B A, AN EAE WU BB ECE IT 0 th Ja A4 = 1200 17
YA, IXFFRE IR 7 AR 7 2 R R B A B E O R A, R AR R4
RECE 2 EZ B, BCESSE A, HPEASW RS A 1, BRRA R4 5, i B4
T, ACE 4 8 AP SpamAssassin R 45 1 A, BCE 144 9.5, SpamAssassiniik 55 5 AN A4
b7 A, B E O U8 O SRR AR UE e X A local ef o

RREEARE

Biltn, R a2 Ajerryitidv.enlf) B K 5 #0BC & 9 2844 0, AHEF G eyl 5 A4 L, W0 R
R

BE—RHPkS jerry@jerryit.idv.cn
MAETE P KS *@jerryit.idv.cn
W 22 P blacklist fromAFL B F H3K % Hjerryitidv.en® PT A W AR 9 2 2 £, ik

BME4F.
N A% Zwhitelist_fromA4LH 7T VAL E|jerry@jerryit.idv.cn % 44 WR4F,
B BRI, Gy IS A bRE O, KB R E BN ra kS, 4
FF]‘EEE %]EI‘I‘YIJ!E %‘ o
[root@mail ~]# vi /etc/mail/spamassassin/local.cf
blacklist from *@jerryit.idv.cn /| B
whitelist from jerryejerryit.idv.cn //BAHR

AR ESE S, A S 3 SpamAssassinfilk %5, FCEA SR .

[root@mail ~]# service spamassassin restart
Stopping spamd: [ OK ]
Starting spamd: [ OK ]

i SpamAssassinZ2HZ &

BG4 9, AT Hjerry ik 5 R IR M 25 tom, A B FTHB AR IR LR A 2 R A E S E R,
 rE PR mPERELOEE B, KA EGEER.
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e (12) v 1009 FF
&) Qe wioglonze &) UE|I B/ § Li]
=& [utia - v - A ES- v T 4 v [#]
1 1,-2 3
HE: Fri, 21 Sep 2012 22:35:04 40600 &2 mEEFL
BREM D ey <jerry@ierryitidien> e B B
B A - tom@jerryitidv.cn
M= | am jerry
| arn jerry
112 -

OpentWebhail fed= 3.00_betad i#RR7

HRA 24, A F toml 5 AL MEE 45 jerry, & & WA 0] AAEWAE A A W B mis e, G
PR R AE UG, nlBefe) S, A SPAMERE R E B, W FEFTR, MR
B E B () .

[FEa% o) J
G Njee Bierenzel & U B I 2 d R

FE [is09959-1 > utie v] [~ mErEE- - | b 24 %5 x| @ | 2w |
41
HHA: Fri, 21 Sep 2012 22:36:34 +0800 &2 RExRk

EEA C tom" <tomi@jerryitidvcn: €, B %

etz A = jerrpid@jerryit.idv.cn

FH: | amtom b
apam detection software, running an the system "localhost.localdomail”, has

identified this incoming email as possible spam. The original message

has been attached to this so you can view it (if it isnt spam) or |abel

cirmilar future email. I you have any questions, see

EECONTACT ADDRESSEE for details.
Content preview: | am tom [...]

Content analysis detzails: (990 points, 5.0 required)

pts tulz narme description

-1.0 ALL TRUSTED Fassed through trusted hosts only via SMTF
100 USEF{ M BLACKLIST  From: address is in the users black-list
EEA C "tom" <tomi@jerryit.idv.cn=

WefE A & jery@jerryit idv.cn

FH®: |amtom

B8A: Fri, 21 Sep 2012 22:36:34 +0E00

| arm torm

4 11 b -

288



il

, 4

e Jm 3 H

Virus—d

e,

A iR AT, AR R SR T B, S EOH s e R
M agE, Bt AT R 55 4% 22 3 B fim v S A e 2 2211, i/t 4iMailScanner. Clamav 1) {if
H .

22.1 MailScanner® FHiE=L £ AR %

MailScanner £ J5 3k : http://www.mailscanner.info/ .
MailScanner /& WML 2R G, v UMTHARGRM (Clamv) & 855 5 AWK 5]
4% (SpamAssassin) KIS EDRE . © [ 2 AT BRI 58 1 DhRg .

R &N

‘ZEiMailScannerfiR 55, BTG Z L&Y, DA EEIRS, SUEVE LS, ANEHR
IDATAR] AN AY, ] B yum AR 2k HF T S T A .

[root@localhost ~]# yum -y install rpm-build gcc-c++ rpm-devel zlib-devel libstdc++-devel
bzip2-devel docbook-utils beecrypt-devel elfutils-devel gettext ncurses-devel
readline-devel libselinux-devel

Dependencies Resolved

Package Arch Version Repository Size
Installing:

bzip2-devel x86 64 1.0.5-7.el6 0 updates 250 k
docbook-utils noarch 0.6.14-24.el6 base 69 k
elfutils-devel Xx86 64 0.148-1.el6 base 66 k
gcc-C++ X86 64 4.4.4-13.ele6 base 4.7 M
libselinux-devel x86 64 2.0.94-2.el6 base 135 k
libstdc++-devel x86 64 4.4.4-13.elé6 base 1.5 M
ncurses-devel Xx86 64 5.7-3.20090208.el6 base 642 k
readline-devel x86 64 6.0-3.el6 base 134 k
rpm-build x86 64 4.8.0-12.elé6 base 122 k
rpm-devel X86 64 4.8.0-12.el6 base 88 k



CentOS 6.x R EIELAFH

zlib-devel x86 64 1.2.3-25.elé6 base 43 k
Installing for dependencies:
docbook-dtds noarch 1.0-51.el6 base 274 k
docbook-style-dsssl noarch 1.79-10.els6 base 277 k
elfutils-libelf-devel x86 64 0.148-1.el6 base 30 k
file-devel X86 64 5.04-6.el6 updates 23 k
libsepol-devel X86 64 2.0.41-3.el6 base 64 k
openjade X86 64 1.3.2-36.el6 base 817 k
opensp X86 64 1.5.2-12.1.el6 base 872 k
perl-SGMLSpm noarch 1.031i-21.ele6 base 26 k
popt-devel X86 64 1.13-7.el6 base 21 k
sgml - common noarch 0.6.3-32.el6 base 43 k
Xml - common noarch 0.6.3-32.el6 base 9.5 k
Updating for dependencies:
bzip2-1libs X86 64 1.0.5-7.el6 0 updates 36 k
file X86 64 5.04-6.el6 updates 44 k
file-1libs X86 64 5.04-6.el6 updates 309 k

Transaction Summary

Install 22 Package (s)

Upgrade 3 Package (s)
Total download size: 11 M

T #FH - EMailScannersk {4

MailScanner %23 S K I 46 SCAF, n LA E 77 Wb {d H] weet g2 T 3%, 2R )G RIE 45 .

[root@localhost ~]# wget
http://www.mailscanner.info/files/4/rpm/MailScanner-4.84.3-1.rpm.tar.gz
[root@localhost ~]# tar -zxvf MailScanner-4.84.3-1.rpm.tar.gz

(e )

MailScanner % U1 [ : http://www.mailscanner.info/downloads. html,

2= MailScanner & 1%

W45, B3EAMailScanners 3 H 5%, F4E J7 i 23 MailScanner, 22350 8] K 4510%7
PR, W REE LA A, Wt B S R AR, otk

[root@localhost ~]# cd MailScanner* / /3N MailScanner %% H 3 [root@localhost

MailScanner-4.84.3-114# ./install.sh
/ /%% MailScanner

] .

Please buy the MailScanner book from www.mailscanner.info!
It is a very useful administration guide and introduction
to MailScanner. All the proceeds go directly to making
MailScanner a better supported package than it is today.

MailScanner 1 UL 5 Sendmail 5%, Postfix & Bt 4 FH ,  F 11 2 41 4 7E Postfix ¥ &5 H fiff H
MailScanner, E3ECentOS 6.xER A 24 A H Sendmail IR 55 T -
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B & Postfix{E FHMailScanner

% Postfix it & WA, #fheader checkshiy[fl ) [#)] 5 MR, /5 Postfix[fJheader checks

root@localhost ~]# vi /etc/postfix/main.cf

The header checks parameter specifies an optional table with patterns
that each logical message header is matched against, including
headers that span multiple physical lines.

headers of attached messages. With older Postfix versions, MIME and

[
7
T
T
T
# By default, these patterns also apply to MIME headers and to the
T
# attached message headers were treated as body text.

T

# For details, see "man header checks".

7

header checks = regexp:/etc/postfix/header checks //MBg#S, BEASEN

fEPostfiixAC & A Hf 5 header checksfim, FHZ theader checks LA, ¥l [/"Received:/
HOLD), X 47 & Znfesmn i, & WECEASAERL.

[root@localhost ~]# vi /etc/postfix/header checks

/“Received:/ HOLD / BT B )5 S8 f£ 75 /var /spool /post fix/hold Hx
# HEADER CHECKS (5) HEADER CHECKS (5)
#

[/] EE 75477 4 Shift+6,

= |

¥i&EMailScannerF BRIB R 5B R4A

A HmAET . AP A ASH

[root@localhost ~]# postconf |grep -E ‘mail_owner|setgid_group|queue_directory'

mail owner = postfix //HAT Postfix
queue directory = /var/spool/postfix //Postfix A HFE
setgid group = postdrop / /AT Postfix H P4
RAELSTRARW .

mail_owner f P postfix

setgid_group Fi R4 postdrop

KIS PASI B 3 /var/spool/postfix/hold

AR USTIEES /var/spool/postfix/incoming
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B 5 MailScanner

A5 MailScannerfiC & L /f, Run As UserfH P 24 #8%i A PostfixF ', Run As GroupH F' 41
fir A PostfixH ' 41 44 Frpostdrop.

[root@localhost ~]# vi /etc/MailScanner/MailScanner.conf

# User to run as (not normally used for sendmail)

# If you want to change the ownership or permissions of the quarantine or
# temporary files created by MailScanner, please see the "Incoming Work"
# settings later in this file.

#Run As User = mail

#Run As User = postfix

Run As User = postfix //BCE Postfix H P 4

# Group to run as (not normally used for sendmail)

#Run As Group = mail

#Run As Group = postfix

Run As Group = postdrop //BEE Postfix FH P AL

Postfix H P M P AHBECE 5C G, % B OREC B Postfix A L MHZEWHEAF P BA %1 H 3§, Postfix
A% H sk 4485 533 Ahold X incoming 41 A MEAF i 55 a3 BAAIHE A )< HH BRAE X P AN H 5k o

[root@localhost ~]# vi /etc/MailScanner/MailScanner.conf

R .

#

#Incoming Queue Dir = /var/spool/mqueue.in

Incoming Queue Dir = /var/spool/postfix/hold //Postfix BRI H
# Set location of outgoing mail queue.

# This can also be the filename of a ruleset.

#Ooutgoing Queue Dir = /var/spool/mqueue

Outgoing Queue Dir = /var/spool/postfix/incoming

//Postfix FEMEHIBAFIH 5

MailScanner #£ 1A [f] MTA & Sendmail #& F¢ MailScanner , IR 7& 2 {ff H Postfix 35 FC
MailScanner, Py LLEAC & A postfix.

[root@localhost ~]# vi /etc/MailScanner/MailScanner.conf

# Set whether to use postfix, sendmail, exim or zmailer.

# If you are using postfix, then see the "SpamAssassin User State Dir"
# setting near the end of this file

MTA = postfix //BRIA A Sendmail, Bl Postfix

¥&hold ZincomingEc E AR & B PR

FiAMailScannerfic & Postfix KL BA A H 3, Bt L 2K Postfix [fhold /2 incoming P
AN BAA H skBC & A Postiix P P A H P 4.

[root@localhost ~]# chown postfix.postdrop /var/spool/MailScanner/incoming

//BE Postfix HWAAFIHRIH P 54

[root@localhost ~]# chown postfix.postdrop /var/spool/MailScanner/quarantine
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//HE Postfix KiENFIHFXKH I S5H4A

A ziIMailScanner

—PIRC A 5E )G, e Postiix Ak 5515 H, JR AE T-MailScanner ik 55 5 2N 25— I K4 Postfix
W45 B s, W Postfix k55 23, 83 MailScanner i %%, Wit =i E R, WLLE

MailScanner/i z)) {if 20 245: FH Postfix i 55 -
MCentOS 6 xRAFH U, Postfix HERIAH BIFIIRS, B A E f Postfix Ak 55 152 4 ERIAAN A
)], AN Ja ¥ MailScannerfilk % AN G Bl, FEERREF S s, Postfix A N EE 5.

[root@localhost ~]# service postfix stop //{EH Postfix IR

Shutting down postfix: [ OK ]
[root@localhost ~]# chkconfig postfix off //Postfix RS A EINEH

[root@localhost ~]# chkconfig MailScanner on //MailScanner B HERIAB3)
[root@localhost ~]# service MailScanner start //)83) MailScanner k%
Starting MailScanner daemons:

incoming postfix: OK
outgoing postfix: OK
OK ]

MailScanner:

MR E B E BRI, K& F /var/log/maillog [ & XA, &K Could not create
Processing Attempts Database{5 5., 5T %5 EAECentOS 6. xffuAH A4 2 H L.

[root@localhost ~]# vi /var/log/maillog
Sep 21 20:25:36 localhost MailScanner [7881] : Could not create Processing Attempts Database

" /var/spool/MailScanner/incoming/Processing.db"
Sep 21 20:25:36 localhost MailScanner[7881] : Using locktype = flock

JR AHE T incoming H 5% P[] Processing. db 3/, 75 EH0 & PostfixFH 7 S5 H 4, Py ELFE 2
A Processing.dbC H PostfixFH 2 5 H P4, #AFRD ) BUIE & &K% .

[root@localhost postfix]# cd /var/spool/MailScanner/incoming
[root@localhost incoming]# chown postfix.postdrop Processing.db

MitMailScanner

MailScanner lt 55 1IE % J5 8 5, A HtomH - 25 jerry H P AL WA, i AR PN 25 H BN
MailScannerf 14 P15 &, 4 FEP7R, fA&MailScanner ik 55 5 Postfix i 55 HC & %2

FE|uig* = [ BFEE- v
4 12 »

BM3: Sat, 22 Sep 2012 07.36:57 +0600 &,

EEA : “tom" <tom@jerryit.idv.en> B, B Bk

Wefs A © jemry@ienyit.idv.cn

FM: test

test

This message has been scanned for viruses and
dangerous content by MailScanner, and is
believed to be clean.

4 12 b A

OpenwWebMail JEZE 3.00_betad HER?
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22.2 SpamAssassin + MailScanner

R b Postfix ik 55 #5 BC {1 ] SpamAssassin 2 MailScannerflt 55, 75 24T SpamAssassin/fif
i JE MR S5 I MailScanner B4 Ik & BEATRC &, B G 7 ZEX MailScanner ik &5 A TACE, 1X
FEA Al LA SpamAssassin—— & H, - M Hik 55 it ] LS 21 ISP ik e AT S 339 O/ e

fic EMailScanner{¥ F§ SpamAssassin

%45 MailScannerfiC &, AC & MailScanner(l') SpamAssassin User State Dir H s<#1% .

[root@localhost ~]1# vi /etc/MailScanner/MailScanner.conf

# The per-user files (bayes, auto-whitelist, user_prefs) are looked

# for here and in ~/.spamassassin/. Note the files are mutable.

# If this is unset then no extra places are searched for.

# If using Postfix, you probably want to set this as shown in the example
# line at the end of this comment, and do

# mkdir /var/spool/MailScanner/spamassassin

# chown postfix.postfix /var/spool/MailScanner/spamassassin

# NOTE: SpamAssassin is always called from MailScanner as the same user,
# and that is the "Run As" user specified above. So you can only

# have 1 set of "per-user" files, it's just that you might possibly
# need to modify this location.

# You should not normally need to set this at all.

#SpamAssassin User State Dir = /var/spool/MailScanner/spamassassin
SpamAssassin User State Dir = /var/spool/MailScanner/spamassassin

F% 1 KT & SpamAssassin Site Rules Dir H X #4%2, WRETHA [#) SFHEMER, 4L
i .

[root@localhost ~]# vi /etc/MailScanner/MailScanner.conf

# The site rules are searched for here.

# Normal location on most systems is /etc/mail/spamassassin.
SpamAssassin Site Rules Dir = /etc/mail/spamassassin

MailScannerfi & A FAC & 5E G, W2 MailScanner[l') SpamAssassin User State Dir H
%, ERiAMailScanner H 3% |45 Spamassassin H 3%, FrlLasZn HAT60H, SR 518 O Postfix H
F R P AR

[root@localhost ~]# mkdir -p /var/spool/MailScanner/spamassassin
[root@localhost ~]# chown postfix.postdrop /var/spool/MailScanner/spamassassin

At & MailScanner><#Spam Checks

%5 MailScanner FC'E S, 1&14Spam ChecksZ 4, #Kik Ayes, B Ano.

[root@localhost ~]# vi /etc/MailScanner/MailScanner.conf
# Do you want to check messages to see if they are spam?
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# Note: If you switch this off then *no* spam checks will be done at all.
# This includes both MailScanner's own checks and SpamAssassin.

# If you want to just disable the "Spam List" feature then set

# "Spam List =" (i.e. an empty list) in the setting below.

# This can also be the filename of a ruleset.

Spam Checks = no / /8RN yes, HfFSEHW MailScanner MER

MailScanner it & 3 14 2 701 /5 Spam  Checks 1% Ano, WE 1% Ano, SpamAssassin K
MailScannerAR SH5BC(E RS, 4821 K B4 Ef = #E MailScannerfz 55 B EHBR, HE
MHABTIA T,

Sep 22 22:27:23 localhost MailScanner [13963] : Spam Checks: Found 1 spam messages
Sep 22 22:27:23 localhost MailScanner[13963] : Deleted 1 messages from
\NhFrDcessing—database

/

F| /B 31SpamAssassin & MailScanner

51, 9K SpamAssassin Iz 55 % H 15 BCE A SCAF, (B4 T il MailScanner fig W% 5 %f Hb ¥4 A
SpamAssassinfi 55, 75 % 5 fT JH 3 SpamAssassinli 55, 2R 5 7 281 JH 3//MailScanner ik %

[root@localhost ~]# service spamassassin restart
Stopping spamd: [ OK ]
Starting spamd: [ OK ]

SpamAssassinfilt %5 20 858 % 5, PR MailScanner ik 55 5581 5 51 .

[root@localhost ~]# service MailScanner restart
Shutting down MailScanner daemons:

MailScanner: [ OK 1]
incoming postfix: [ OK ]
outgoing postfix: [ OK ]
Waiting for MailScanner to die gracefully ... dead.
Starting MailScanner daemons:
incoming postfix: [ OK 1]
outgoing postfix: [ OK
MailScanner: [ OK 1]

i SpamAssassin & MailScannerfR & iZEL{E F

F

i F tomlik F* RIEB IR F 25 jerry MK . BB G5 BT HEMBR, B2 I B it
BRI N AR o

XJS*C4JDBQADNI1 .NSBN3*2IDNEN*GTUBE-STANDARD-ANTI-UBE-TEST-EMAIL*C.34X
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@l [ SiEkmTE [uss
BEA |"t|:|m" tomi@jerryit idv.cn> v|  B%: Im
Befs A - Ijerrj,f@jerrj,fit.idv.cn 1A
Bix - | -
REPK: |
EIfR % - | FREMER
PieE: | ... [ Fm | D e=
FEH: |test spam mail RIEEH&EG V
ol | mamm | HERE [[engish =] mis: [HxE E I
|:{JS*C4JDBQLDN1.NSBN3 *2 IDNEN*GTUBE—STM-TDARD—ANTI—T.TBE—TEST—EHJ;IL*C.343{4';‘
q »

WAL e, REAE AL H A, A H S SCPEN o] UE B EPE B2 B35 200 999.0, B
PR HAE S BER R A, A H s SO A 1) BL 3l MailScanneriz A7 118K .

[root@localhost ~]# cat /var/log/maillog

Sep 21 21:54:20 localhost MailScanner[13686] :
New Batch:Scanning 1 messages, 1195 bytes

Sep 21 21:54:20 localhost MailScanner[13686] :
Virus and Content Scanning: Starting

Sep 21 21:54:21 localhost MailScanner[13686]:
Requeue: 57F98C24A4 .A2DOE to D2FB5C24A9

Sep 21 21:54:21 localhost postfix/qmgr[13585]:

D2FB5C24A9: from=<tom@jerryit.idv.cn>, size=576, nrcpt=1 (queue active)
Sep 21 21:54:21 localhost MailScanner[13686] :

Uninfected: Delivered 1 messages

Sep 21 21:54:21 localhost spamd[13402] :

spamd: connection from localhost [127.0.0.1] at port 52600

Sep 21 21:54:21 localhost spamd[13402] :

spamd: setuid to nobody succeeded

Sep 21 21:54:21 localhost spamd[13402] :

spamd: creating default prefs: //.spamassassin/user prefs

Sep 21 21:54:21 localhost MailScanner[13686]:

Deleted 1 messages from processing-database

Sep 21 21:54:21 localhost spamd[13402] :

config: cannot create user preferences file //.

spamassassin/user prefs: No such file or directory

Sep 21 21:54:21 localhost spamd[13402] :

spamd: failed to create readable default prefs: /}.spamassassinfuser_prefs
Sep 21 21:54:21 localhost spamd[13402] :

spamd: processing message 20120922015349.M46585@jerryit.idv.cnfor nobody:99
Sep 21 21:54:21 localhost spamd[13402] :

spamd:identified spam (999.0/5.0) for nobody:99 in 0.3 seconds, 909 bytes.

Sep 21 21:54:21 localhost spamd[13402] :

spamd: result: Y 999 - ALL TRUSTED,

GTUBE scantime=0.3,81ze=909,user=nobody,uid=99,

required score=5.0,rhost=1localhost,raddr=127.0.0.1,rport=52600,mid=<20110922015349.M4
6585@jerryit.idv.cn>,autolearn=no

MR- IR R R B ] DA & R, (R S b 2% 3 s Bs, &R BB H & S
N IRLL R EE, RAERKFAY, LIETCentOS 5.xANEAT IXFEM ) 8, &k (r) )7 24 Spam
ChecksiX MAC & H Hno [Mlyes /&, FHAE B A3 kS, ftdyestUtino FHREF A kS )G,
] e v CAHERR .

[root@localhost ~]# cat /var/log/maillog
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Sep 22 22:27:22 localhost MailScanner[13963]: New Batch: Scanning 1 messages, 1237 bytes
Sep 22 22:27:22 localhost MailScanner[13963]: Virus and Content Scanning: Starting
Sep 22 22:27:23 localhost MailScanner[13963]: Spam Checks: Found 1 spam messages

Sep 22 22:27:23 localhost MailScanner [13963] : Deleted 1 messages from processing-database

s H&E Sca, Al Hjerrylk 5 8 5%, OpenWebMail &y & Hi (5 B 20— 37 45
5 AR B A B

fﬂ‘)\mféﬁ = Tindows Internet Explorer
£ about blank et
I~ &b 1
([ @ Tnternet | PR 28 %2 - [R1008 -
BEN 5 WEARAT TP MBS 7R, RSB ABT 73 E015999.0,  LEFRAEES

AR Z . B RUAD O BL A o

BMi: Sat, 22 Sep 2012 22:22:28 +0800 Q *EXEX
EEA - “tom” <tom@jerryit.idven> B, B 8.

Bl A : jerry@jerryit.idv.cn

FHW: test spam mail S EPM T
Spam detection software, running on the system “localhost localdomail”, has

identified this incoming email as possible spam. The onginal message

has been attached to this so you can view it (if it isnt spam) or label

similar future email. If you have any questions, see

@@ CONTACT_ADDRESSEN for details.

Content preview: XJSTC4JDBQADN1 NSENI"2IDNEN"GTUBE-STANDARD-ANTI-UBE-TEST-
EMAIL™C 34X

[.]
Content analysis details: (999.0 points, 5.0 required)

pts rule name description
-1.0 ALL_TRUSTED Passed through trusted hosts only via SMTP
1000 GTUBE BODY: Generic Test for Unsolicited Bulk Email

EBEA : “tom" <tom@jerryit.idv.cn>
BRIRA : jeny@jerryit.idv.cn

FM: test spam mail

BM: Sat, 22 Sep 2012 22:22:28 +0800

XSTC4IDBOADNT . NEBNI"2IDNEN*GTUBE-STANDARD-ANTI-UBE-TEST-EMAIL*C 34X

This message has been scanned for viruses and
dangerous content by MailScanner, and in

beliaved to be clean

22 3 MailScanner+ClamAV FhiE 5514

Clamav'e Jy ¥ ¥i: http://www.clamav.net/lang/en/.

MailScanner 1] PAFEECF 7 &3 Al H Av s HiF 2 ClamAV.

HY R4 T WA Rs SpamAssassinfliMailScanner& B A B, K [ 4dMailScanner 41 {A] $5 i
B I3 5 XA Clam AV, A3 R Al 55 4 ST 22 42

T & ClamAVRF & i &

ClamAV# A0 HAT N ke, TEAEHYUMAESL T H )7\ 2%E, ClamAVHT 242441
B A4, 0 nlitclamav. clamav-db. clamav-devel. clamd, W ffHwgetfig 2K M.
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[root@localhost ~]# wget
http://pkgs.repoforge.org/clamav/clamav-0.97.2-1.el6.rf.x86 64.rpm
R .

[root@localhost ~]# wget
http://pkgs.repoforge.org/clamav/clamav-db-0.97.2-1.el6.rf.x86 64.rpm
A

[root@localhost ~]# wget
http://pkgs.repoforge.org/clamav/clamav-devel-0.97.2-1.el6.rf.x86 64.rpm
A .

[root@localhost ~]# wget
http://pkgs.repoforge.org/clamav/clamd-0.97.2-1.el6.rf.x86 64.rpm

B GIEC)

% SKJE . http://pkgs repoforge.org/clamav/,

(Conn |

L& ClamAV IS4

ClamAVHAE F45E G, W20 3 223 ClamAV [F 0 26 8 AF libtool-1tdl, 1) LLA# B YUMZE 4
Pk i e

[root@localhost ~]# yum -y install libtool-1tdl
Dependencies Resolved

Package Arch Version Repository Size
Installing:
libtool-1tdl xX86 64 2.2.6-15.5.el6 base 44 k

Transaction Summary

Install 1 Package (s)
Upgrade 0 Package (s)
Total download size: 44 k

25 i libtool-Itd1 4 J , it ) DL 22 25 ClamAV S & 4% 14 T, ClamAV [144N 3% A 5 e [
I 22, A7 ) n] e 2 R W

[root@localhost ~]# rpm -ivh clamav-0.97.2-1.el6.rf.x86 64.rpm
clamav-db-0.97.2-1.el6.rf.x86 64.rpm clamav-devel-0.97.2-1.el6.rf.x86 64.rpm
clamd-0.97.2-1.el6.rf.x86 64.rpm
warning: clamav-0.97.2-1.el6.rf.x86 64.rpm: Header V3 DSA/SHAl Signature, key ID
6b8d79e6: NOKEY

Preparing... AR AR R R R R R R R H AR [100%]
1:clamav-db R AR R R R R R R R RER [ 25%]
2:clamav HHEHS R R R R R e [ 50%]
3:clamd HHEHS R R R R R R e [ T75%]
4:clamav-devel HHEHS R R R R R [100%]

298



w22 =
o 3 9o 25 D 14

Virus

ISR A R e libtool-Itd1 A, ANiEAN 2 ClamAVIE A A, 2 HELCL RIS
IS

[root@localhost ~]# rpm -ivh clamav-0.97.2-1.el6.rf.x86 64.rpm
clamav-db-0.97.2-1.el6.rf.x86 64.rpm clamav-devel-0.97.2-1.el6.rf.x86 64.rpm
clamd-0.97.2-1.el6.rf.x86 64.rpm
warning: clamav-0.97.2-1.el6.rf.x86 64.rpm: Header V3 DSA/SHAl Signature, key ID
6b8d79e6: NOKEY
error: Failed dependencies:

1ibltdl.so.7 () (64bit) is needed by clamav-0.97.2-1.el6.rf.x86 64

B #ClamAV BR %

A ClamAVI A 5E e 5, #tnl LLE FHClamAVIRSS: 1, H T 248 ficMailSacnner{f FH, Pt
DL 5 EF ClamAV il 55 5 RGN R 3l o

[root@localhost ~]# service clamd start //ClamAV B3

Starting Clam AntiVirus Daemon: Bytecode: Security mode set to "TrustSigned".
LibClamAV Warning: #***xkkkdkkkkdkhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhh ko hh k&%

LibClamAV Warning: *** The virus database is older than 7 days! ***

LibClamAV Warning: *** Please update it as soon as possible. * ok k
LibClamAV Warning: ***xkkkkkkdhkhhhhhhhhhhhhhrhhhhhhrhhhhh ok hhhrhdhx

[ OK ]
[root@localhost ~]# chkconfig clamd on //ClamAV ¥ A2\ B 3

K ClamAV

ClamAV By 5 He 55 WA R ] LIRS FA$E, 25 IR %34 ClamAVAR 55 5, Bl sed4i R 50
RIBRIA R PERIH, BlA W R R iai R .

[root@localhost ~]# clamscan /usr/share/doc/clamav-*/test/

leClamv Warning: R R E E R A R R F R T R E A EFE R T AR LT TR T AR EET R TR T T AT AT %%
LibClamAV Warning: *** The virus database is older than 7 days! ***
LibClamAV Warning: *** Please update it as soon as possible. * ok k
leClamv Waming: kkkkkkkkkkhkkhkktrthkthkhkhkkkkthktrtrkthkthkhkkhkthkrkhkdrdkhkdrkhehkhkkhktk
WARNING: /usr/share/doc/clamav-*/test/: Can't access file
/usr/share/doc/clamav-*/test/: No such file or directory

----------- SCAN SUMMARY ----=-=-=-=-=---

Known viruses: 1006584 / /IRER AR
Engine version: 0.97.2 //ClamAV k4
Scanned directories: 0 / /AL B %
Scanned files: 0 / /0@ JLA S
Infected files: 0 [/ BIEH JLRBSp SC
Data scanned: 0.00 MB [/BEAREE
Data read: 0.00 MB (ratio 0.00:1) //HUEERAE
Time: 3.978 sec (0 m 3 s) / /AR B AL []

I 5% H ClamAV P 55 R 45 6 83 R ge4m s, nf LA [clamscan / -r), AN 340
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AR, AT F ClamAVIR s 451k -

EHClamAVIFEZEIEE

5e N ClamAV i 55 1) 438 fa, DN s i 2 ase IH ), B CLEE SO BV REOR, - ST () i R

[root@localhost ~]# freshclam / /5w B R
ClamAV update process started at Wed Sep 21 22:20:53 2011

WARNING: DNS record is older than 3 hours.

WARNING: Invalid DNS reply. Falling back to HTTP mode.

Reading CVD header (main.cvd) : OK (IMS)

main.cvd is up to date (version: 53, sigs: 846214, f-level: 53, builder: sven)
Reading CVD header (daily.cvd) : OK

WARNING: getfile: daily-13357.cdiff not found on remote server (IP: 168.143.19.95)
WARNING: getpatch: Can't download daily-13357.cdiff from db.us.clamav.net
WARNING: getfile: daily-13357.cdiff not found on remote server (IP: 194.186.47.19)
WARNING: getpatch: Can't download daily-13357.cdiff from db.us.clamav.net
WARNING: getfile: daily-13357.cdiff not found on remote server (IP: 64.246.134.219)
WARNING: getpatch: Can't download daily-13357.cdiff from db.us.clamav.net
WARNING: Incremental update failed, trying to download daily.cvd

Downloading daily.cvd [100%]

daily.cvd updated (version: 13653, sigs: 194598, f-level: 60, builder: jesler)
Downloading bytecode.cvd [100%]

bytecode.cvd updated (version: 144, sigs: 41, f-level: 60, builder: edwin)
Database updated (1040853 signatures) from db.us.clamav.net (IP: 69.163.100.14)
Clamd successfully notified about the update.

L,

EESXBINENFEFISE

1& i freshclamfiC & AW FIChecks 41, %S EHERAAE A, ¥ [#] SHEE, TClam
AntivirasBE24 /N BBk, BIREREE B,

[root@localhost ~1# vi /etc/freshclam.conf
# Number of database checks per day.
# Default: 12 (every two hours)

Checks 24 [/EBAREH, ¥a5MER, BRAA 24 MEFH —IX

it EMailScanneriE Bt ClamAVEF&HiH 1T

BC ‘A MailScanner iz 55 4& FC F7 A 7 AT 24T $39 4, X MailScanner B¢ & 3 - 5 [1) Virus
ScanningZEHHATIE X, BN Ayes, Kol PG se A 1345, B no A

[root@localhost ~]# vi /etc/MailScanner/MailScanner.conf

# Do you want to scan email for viruses?

# A few people don't have a virus scanner licence and so want to disable
# all the virus scanning.

# If you use a ruleset for this setting, then the mail will be scanned if
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# *any* of the rules match (except the default) . That way unscanned mail
# never reaches a user who is having their mail virus-scanned.

T

# If you want to be able to switch scanning on/off for different users or
# different domains, set this to the filename of a ruleset.

# This can also be the filename of a ruleset.

Virus Scanning = yes / /BRINA yes

1& 4 Virus ScanningZ A AC & A yes, XAl HBT I re kA1, 1 oK 200 B MailScanner i #4
HC A FH (9B 93 w3 4R IR 44 %, Virus Scanners Z HUNC & B sr 4k fF 44 7, BRIk Kauto, HB)
R, DA EHEACClamAVARSAER, WK B s 55 4K 1 4 FR 1 XU ClamAV

[root@localhost ~]# vi /etc/MailScanner/MailScanner.conf
# Note: If you want to use multiple virus scanners, then this should be a

# space-separated list of virus scanners. For example:

# Virus Scanners = sophos f-prot mcafee

T

# Note: Make sure that you check that the base installation directory in the
# 3rd column of virus.scanners.conf matches the location you have

# installed each of your virus scanners. The supplied

# virus.scanners.conf file assumes the default installation locations
# recommended by each of the virus scanner installation guides.

#

# Note: If you specify "auto" then MailScanner will search for all the

# scanners you have installed and will use all of them. If you really
# want none, then specify "none".

T

# This *cannot* be the filename of a ruleset.

Virus Scanners = clamav /[BRWA auto, ECE AP EMH KB RER AR

& 5T, W20 BT shMailScanner iR 25, 4 1 PL5 ClamAVE BT HH »

[root@localhost ~]# service MailScanner restart
Shutting down MailScanner daemons:

MailScanner: [ OK 1]
incoming postfix: [ OK 1]
outgoing postfix: [ OK ]
Waiting for MailScanner to die gracefully ... dead.
Starting MailScanner daemons:
incoming postfix: [ OK 1]
outgoing postfix: [ OK ]
MailScanner: [ OK ]

MailScanneriZfic ClamAV{E izt

Fic & & MailScanner{¥ FHClamAV ;55 Ja, 0] A% 35090 55 M AR &2 AR T ag il
ERAEW .
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REHEAE
X50!P%}@AP[4‘\PZX54 (P~) 7CC) 7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+H*
REA = |"ery' <jerryjenryitideon> »| ke |‘Eiﬁ "I
Heds A - |tnm@jer3,rit.idv.cn (1
Wik - |
REPE: |
iR ¢ | EARMER
BieE: | L | | D e
EE: |antivirus test fHEEfEDV
TR | RFER [ HFERE |W Sl s | A |
ESO!PS0AP [4\FZESE (P ) 7CC) VS EICAR-STANDARD - ANTIVIRUS-TEST-FILE | §H+H*

MR A0k fm, A Al H A& SCf,  #5 Hi P Virus and Content Scanning: Startingft % Pl 973 &g
A2 R s

[root@localhost ~]# cat /var/log/maillog

Sep 22 22:57:23 localhost postfix/pipe[15907]: F3F3842Bl4: to=<tom@jerryit.idv.cn>,
relay=spamassassin, delay=5.9, delays=4.8/0/0/1.1, dsn=2.0.0, status=sent (delivered via
spamassassin service)

Sep 22 22:57:23 localhost postfix/gqmgr[15850]: F3F3842B14: removed

Sep 22 22:57:23 localhost MailScanner[15872]: New Batch: Found 2 messages waiting

Sep 22 22:57:23 localhost MailScanner[15872] : New Batch: Scanning 1 messages, 2452 bytes
Sep 22 22:57:23 localhost MailScanner[15872]: Virus and Content Scanning: Starting
Sep 22 22:57:24 localhost MailScanner[15861] : Requeue: 8C24F42B15.A4BF6 to C34E442B1F
Sep 22 22:57:24 localhost postfix/qmgr[15850]: C34E442B1F:
from=<postmaster@mail.jerryit.idv.cn>, size=1366, nrcpt=1 (queue active)

Sep 22 22:57:24 localhost MailScanner[15861]: Uninfected: Delivered 1 messages

Sep 22 22:57:25 localhost postfix/local[15920]: C34E442B1F:
to=<root@mail.jerryit.idv.cn>, orig to=<postmaster>, relay=local, delay=4.5,
delays=4.4/0/0/0.04, dsn=2.0.0, status=sent (delivered to mailbox)

Sep 22 22:57:25 localhost postfix/qmgr[15850]: C34E442B1F: removed

Sep 22 22:57:25 localhost MailScanner [15861] : Deleted 1 messages from processing-database
Sep 22 22:57:24 localhost MailScanner[15872]: Requeue: 9DA4542B1A.A9587 to DF74A42B01
Sep 22 22:57:24 localhost postfix/qmgr[15850]: DF74A42B01:
from=<jerry@localhost.localdomain>, size=2222, nrcpt=1 (queue active)

Sep 22 22:57:24 localhost MailScanner[15872]: Uninfected: Delivered 1 messages

Sep 22 22:57:24 localhost postfix/local[15920]: DF74R42B01: to=<tom@jerryit.idv.cns>,
relay=local, delay=5, delays=4.9/0/0/0.09, dsn=2.0.0, status=sent (delivered to mailbox)
Sep 22 22:57:24 localhost postfix/qmgr[15850]: DF74A42B01: removed

Sep 22 22:57:24 localhost MailScanner [15872] : Deleted 1 messages from processing-database
Sep 22 23:01:03 localhost update.bad.phishing.sites: Delaying cron job up to 600 seconds

B N BB A I 2 W B35 3 18 R antivirus testfRIRBAE, $ERBEAEN AR &, X6
7% 7~MailScannerf& it ClamAVEC & 1% I -
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o 3 9o 2 B 4

Virus

HEi: Sat, 22 Sep 2012 22:67:23 +0800 &), SRy
BEA : emy" <jermy@jeryitidven> € B %k

Bt A © tom@jerryit.idv.cn

F8: antivirus test

Viaming: This messaga has had ang or mare attachments remevad
Waming: {the enlite message)
¥aming: Please read the “voursie-Allachmant-Waming " atachment(s) for more informiation

This is & message fom the MeailScanner E-Mai Vinug Prolection Service

The eriginal &-mail atschmant "the entire message”

was believed to be infected by a virus and has bean replaced by this waming
massaga

I you wish lo receive & copy of the “infected” aflachment. please
p-misil halpdesk and inchide the whels of this meassga

in your requesl Allemalively, you can call them, with

tha corlemis of this massage 1o hand when you cal

Al Th Sep 22 22-60-43 2012 the virus scanner said
ClamAy: msg-15861-4.tel conlains Elcar-Test-Signature

Wote bo Halp Deck: Look an the yoursite (lacathost localdemain] MaiScannar in fvarfspoelMailS cannae’quarantina20 120922 (message BECBGL2B01 ATRAE)
Pastmasted

Your Organisation Name Hede
W yoLr-organisation. com

For all your IT pequirermants visil hitpohes BEnsiec oo.uk

22 4 {FHMailScannerfE 4% & B4

Pt MR FR A O e i) FE,  IKOm I R IR S . S S5 BBl B 45 17 e B 3B
5 | P NS BRI 9 0, GX B G o O e ORI SEE Wl — 4, SRR B e ) i
5 e A A, ve e P AT AR E R Rk, R T N AT AT e ] BAA) H
MailScannerid JEMBIE A, WA IXFE A, M FHA .

¥ EMailScannerfic &

& A MailScannerfic & H T8 A HELE A &L 5 )5, Find Phishing FraudZ£EK I\ A yes
E Z‘j] ’ Q” EE%?'JHDEI{J&E ’ :I%‘;L‘E&EE}’ES o

[root@localhost ~]# vi /etc/MailScanner/MailScanner.conf

# Do you want to check for "Phishing" attacks?

# These are attacks that look like a genuine email message from your bank,
# which contain a link to click on to take you to the web site where you

# will be asked to type in personal information such as your account number
# or credit card details.

# Except it is not the real bank's web site at all, it is a very good copy
# of it run by thieves who want to steal your personal information or

# credit card details.

# These can be spotted because the real address of the link in the message
# is not the same as the text that appears to be the link.

# Note: This does cause extra load, particularly on systems receiving lots
# of spam such as secondary MX hosts.

# This can also be the filename of a ruleset.

Find Phishing Fraud = yes //RERWEAWLE, yes AB3I, no AAEZ)
AR ...

While detecting "Phishing" attacks, do you also want to point out links
to numeric IP addresses. Genuine links to totally numeric IP addresses
are very rare, so this option is set to "yes" by default. If a numeric
IP address is found in a link, the same phishing warning message is used

H H H H

as in the Find Phishing Fraud option above.
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# This can also be the filename of a ruleset.

Also Find Numeric Phishing = yes //&&fRN 1p HXFES

AR

# If a phishing fraud is detected, do you want to highlight the tag with
# a message stating that the link may be to a fraudulent web site.

# This can also be the filename of a ruleeset.

Highlight Phishing Fraud = yes //FCERSZSIAMAER, EMMFHN EESER

FTERENECE G, 2T S s MailScannerHik 55

[root@localhost ~]# service MailScanner restart
Shutting down MailScanner daemons:

MailScanner: [ OK 1]
incoming postfix: [ OK 1]
outgoing postfix: [ OK ]
Waiting for MailScanner to die gracefully ... dead.
Starting MailScanner daemons:
incoming postfix: [ OK ]
outgoing postfix: [ OK ]
MailScanner: [ OK 1]

I3y & ER

F Hjerry H PS5 B tomH P, WA A [ & 5K en.yahoo.com ], #{t 50E
cn.yahoo.comjff 5 % it & N cen.yahoo.com, Wl - MailScanner Iz 55 #5349 ME1E, RS
Rre s, W FE PR,

R [gh2312 > wis -] -
15

EI: Sun, 23 Sep 2012 15:33.44 40800 &

RikA - jeny” <emy@jenyit.idven> R, B %

BIA - <tom@jerrydt idv.cn>
F8: WHEFcn yahoo com

cn.yahoo.com

This message has been scanned for viruses and
dangerous content by MailScanner, and is
believed to be clean.

411>
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Bandwidthd——FI 47 & 43 47 it

Bandwidthd E Jy ¥ http://bandwidthd.sourceforge net/.

Bandwidthdj&: 25 % 9 (1 M 25 Ui & I = G0 o)A e 28 i 17 8 IF LLEDE K gui & )
77, WLAX 2 FTP. HTTP, P2P, TCP. UDP. ICMP%A4Th, JFLLR. £M. H. &
KGiil, bandwidthd 52 MISTF FE R 2 9 25 R 47 45 F

N4k HBALE: http://sourceforge.net/projects/bandwidthd/files/.

H 1 581 iiA bandwidthd-2.0.1.

23.1 BEREILFURMHE

Bandwidthd IR B/RFE 1T &, 724 H ApachelR%5, Btk shda HAbZl 4, Wigee.
libpng. libpng-devel. gd. gd-devel. libpcap-devel, V34 HYUMYPEZE HfT ik,

[root@localhost ~]# yum install -y httpd gcc libpng libpng-devel gd gd-devel
libpcap-devel
Dependencies Resolved

Package Arch Version Repository Size
Installing:

gcc X86 64 4.4.4-13.el6 base 10 M
gd x86 64 2.0.35-10.el6 base 142 k
gd-devel x86 64 2.0.35-10.el6 base 78 k
httpd x86 64 2.2.15-5.el6.centos base 811 k
libpcap-devel X86 64 14:1.0.0-6.20091201gitl117cb5.el6é base 97 k
libpng-devel X86 64 2:1.2.44-1.ele6 base 111 k
Installing for dependencies:

apr X86 64 1.3.9-3.el6 0.1 updates 124 k
apr-util Xx86 64 1.3.9-3.el6 0.1 updates 87 k
apr-util-1ldap X86 64 1.3.9-3.el6 0.1 updates 15 k
cloog-ppl X86 64 0.15.7-1.2.el6 base 93 k
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Cpp X86 64 4.4.4-13.el6 base 3.7T M
fontconfig-devel x86 64 2.8.0-3.elé6 base 209 k
freetype-devel X86 64 2.3.11-6.el6 0.2 updates 363 k
glibc-devel x86 64 2.12-1.7.el6 0.5 updates 961 k
glibc-headers x86 64 2.12-1.7.el6 0.5 updates 592 k
httpd-tools x86 64 2.2.15-5.el6.centos base 68 k
kernel-headers x86 64 2.6.32-71.29.1.el6 updates 991 k
1ibX11-devel X86 64 1.3-2.el6 base 1.0 M
libXau-devel X86 64 1.0.5-1.el6 base 13 k
1ibXdmcp x86 64 1.0.3-1.el6 base 22 k
1ibXdmcp-devel x86 64 1.0.3-1.el6 base 9.6 k
1ibXpm x86 64 3.5.8-2.el6 base 59 k
1libXpm-devel x86 64 3.5.8-2.el6 base 33 k
1ibXt x86 64 1.0.7-1.elé6 base 174 k
libjpeg-devel X86 64 6b-46.el6 base 100 k
libxcb-devel Xx86 64 1.5-1.el6 base 139 k
mpfr x86 64 2.4.1-6.el6 base 157 k
ppl X86 64 0.10.2-11.els6 base 1.3 M
Xorg-xll-proto-devel noarch 7.4-35.el6 base 250 k
zlib-devel x86 64 1.2.3-25.el6 base 43 k
Updating for dependencies:
freetype x86 64 2.3.11-6.el6 0.2 updates 359 k
glibc x86 64 2.12-1.7.el6 0.5 updates 3.7 M
glibc-common x86 64 2.12-1.7.el6 0.5 updates 14 M

Transaction Summary

Install 30 Package (s)
Upgrade 3 Package (s)
Total download size: 40 M

232 ZItBandwidthd &

fit Hweetin 2 | ZBandwidthd X1, FEGERG, #4071 %3 Bandwidthd, T %3
PF tar [ 4 SCHF, Bt LA ZRBEA T 2 1 225

[root@localhost ~]# wget http://downloads.sourceforge.net/project/

bandwidthd/bandwidthd/bandwidthd$202.0.1/bandwidthd-2.0.1.tgz // % bandwidthd
[root@localhost ~]# tar -zxvf bandwidthd-2.0.1.tgz / /R4 3

A .

[root@localhost ~]# cd bandwidthd* / /3t bandwidthd %35 H %
[root@localhost bandwidthd-2.0.11# ./configure

R R

[root@localhost bandwidthd-2.0.1]# make

)

[root@localhost bandwidthd-2.0.1]# make install /R B A

A .
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Bandwidthd——M &R & 5 #1411

yE2 [ /configure ] BIE B — /N,

E |

I #& KHbandwidthd (1) AH < #4210 B o

HEB#R 1z

ENNE SR /usr/local/bandwidthd

bandwidthd Ft & L /usr/local/bandwidthd/etc/bandwidthd.conf
bandwidthd ¥ 71 H 3% /usr/local/bandwidthd/htdocs

it & Bandwidthd X547 ) ES

HAf H Bandwidthd T H, 050 HEC & 2 NS MM B, A %) W% W BL AT AL Bl e
bandwidthd A& 4, Hlt, EA192.168.233M B, Bandwidthd 22 W45 #511192.168.233.1~
192.168.233. 254 pr AIPHLbL &, BLE N TBEREN MK, Rl Aeth0, FHAMIRM R,
MEATH A U Reth 1R TR, nf DUREHAZ XUleth]

root@localhost ~]# vi /usr/local/bandwidthd/etc/bandwidthd.conf

Bt A S S R R R S R H
Bandwidthd.conf

documentation and represent defaults
Subnets to collect statistics on. Traffic that
matches none of these subnets will be ignored.
Syntax is either IP Subnet Mask or CIDR
#subnet 10.0.0.0 255.0.0.0 / /RN =B b # 5 1 ER
#subnet 192.168.233.0/16
#subnet 172.16.0.0/12
subnet 192.168.233.0/24 //KM 192.168.233 B, HoAth W Bk K HE
# Device to listen on
# Bandwidthd listens on the first device it detects
# by default. Run "bandwidthd -1" for a list of
# devices.

dev "eth0" [/ BHSBRIE, Pletho M-ERW, 2 nIHE HAkM-£

[
T
=
T
# Commented out options are here to provide
i
5
5
5

ACERIMA NS Z mE AMNE R —ME, SN ERERE,

[can )

## T Bandwidthd [ 71 §& 3%

1BE N Apache 11 H g, 1 H Infiy 25 #2bandwidthd H 5%, IXFEFLAHEIA KBS 1.
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[root@localhost ~]# cd /var/www/html / /3 Bpache 2L\ Hx
[root@localhost html]# 1ln -s /usr/local/bandwidthd/htdocs bandwidthd

/ /Bl E bandwidthd M 7 i
[root@localhost html]# 11 [ IR R AL
total 0

lrwxrwxrwx. 1 root root 28 Sep 3 20:48 bandwidthd -> /usr/local/bandwidthd/htdocs

it & Bandwidthd 4 Z A2 Eh

TERHLAS B A shiN, 24200 A 3 A shBandwidthd, It CLAZICEs Bandwidthd % 4 FFHLER A IS
4lj. T Bandwidthd AN & R GRS, B LARG 248N Bllre local LA, A ] LAERIAJE ) .
[root@localhost htmll# vi /etc/rc.local / /%% re . local BLEER BB
#!/bin/sh
T
# This script will be executed *after* all the other init scripts.

# You can put your own initialization stuff in here if you don't
# want to do the full Sys V style init stuff.

touch /var/lock/subsys/local
/usr/local/bandwidthd/bandwidthd / /B & bandwidthd AERIAES)

& #hBandwidthd iR %

i Abandwidthd H %, )i 3bandwidthdik %5, 32 & [/ bandwidthd), 25 245 11
bandwidthd k45, Hi A [killall bandwidthd ).

[root@localhost html]# cd /usr/local/bandwidthd //# A bandwidthd H%
[root@localhost bandwidthd]# ./bandwidthd / /)83 bandwidthd

AN BOAS T s 322 Y B ZE 5 412 1 bandwidthd, AT EB B,

(e |

2 Abandwidthd ) )5 35 1 7 2

¥e1{EiR BB RIEWMS
bandwidthd J5 5] J/bandwidthd
bandwidthd /& 1F killall bandwidthd

BLER NS

Bandwidthd 7 {f FH Apacheflx 55, Bt L2078 b7 K B e &0 T /5 803 H

[root@localhost bandwidthd]# vi /etc/sysconfig/iptables
# Firewall configuration written by system-config-firewall
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Bandwidthd——M & & 9 #1451t

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:QUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

B K I BC B 5E i Ja, IR EE R BB K eSS, BCEA =R

[root@localhost bandwidthd]# service iptables restart

iptables: Flushing firewall rules: [ OK 1]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK 1]

[ ]

iptables: Applying firewall rules: OK

[B1Apache Bk 5%

K¢ Apachefit & N ERINE 3, X yBandwidthd AW ll i %5 M B, By LLEESHT I8 2 = 5t a1
LHBED.

[root@localhost ]# service httpd start / /)83 Apache
Starting httpd: [ OK ]
[root@localhost ~]# chkconfig httpd on / /4 Apache ¥ BRI B3

23.3 FFR{E,

R as A [http:/IPHubE bandwidthd]), 2 XAFHSHBLLL FMEE, fCE BT IEE
WA R, FF MBI MBS, FTHM RS G R

iBandwidthd

dthd

- Daly -- Weekly -- Monthly -- Yearly

bandwidthd has nothing to graph. This message should be replaced by graphs in a few
minutes. If it's not, please see the section titled "Known Bugs and Troubleshooting” in

the README

Lo PSS, Bandwidthd gt 2 A Hi AT & () W Bk =, el LRIOR, 23,
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PR NI /S B LR VA 7 G

Programmed by Dawnd Halle, Commmsnoned by DerbyTach wireless nebworkmg
Diaily -~ Weekly -- Monthly -~ Vearly

Puck a Subnet
- Top20) -- 192.168.253.0 -

Top 20 IPs by Traffic - Daily

Tp and Mame | Total | Total Sent | Total Received [FTP| HTTP [P2P[ TCP | UDP [1OMP
(Total | 254.9%] 120.3% 124.6k| 0| 151,08 © | 236.08| 10.0K| ©
(192.168.233.1 ! 121.0K| Ed AR 66.2K 0 75.85K| 0 | 118.0K 3.0K| o
1192.168233.10 | 116.0K, 6. 2K .-;1.mr| 0| 75.5% 0| {18.0K 0 | o
l192.168233255 | &.6% o | i.iHI o o| o] o ﬂi.ﬂ.’! 0
192168233222 | 6.4 6.4K o| o o| o 0| 6.4¥ 0O
-I."#E 168.233.20 | i-b‘ﬁ; 29K o a| o | © o | z.eK o

Bandwidthd A6 H B S i B =208, WA H St 20l 7 2087 b2 28008
(Top) Total - Total of all subnets

Send

2.7 hbite/s
2.4 EbiEen/s

.1 kbika/s
1.8 kbiks/y

1.3 kbiks/ss
1.2 kbika/s

0.9 kbity/x
0.k KbiES/ S

0.0 kbiksSs

-t —rrr—rt-r-r-r-r—t-r-rer—tr T
Fri} '=ep of wat, sep 01
sent 10,70 Kiktes Pene T Rate: 0.0 FDLTESeC

B [(Jwvs llee Bl e Bl ow
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MRTG—— 237 8 5 it

MRTG B /75 ¢ http://oss.oetiker.ch/mrtg/.

MRTG (Multi Router Traffic Grapher) J&—— 3K 1] A2 il 9 26 gt i PR (R 4 A H g BRLK
Jl& i [ Tobias Oetiker 5 Dave RandH /&, I EKA LA GPLIRAL .

WA A IS FFSNMPPML . MRTG RLPTICER B 1) Bedls AL HTMLSCF, - PAGIFIPNG
f ezl E e, JFCAH. B Hy FEESvH Ta) ol . e n] DA plis KRB e/ ME K
FEMEGE AT .

A=l —N 7>
El HILE
RadatEetEl:. 20125 9 A 8 H . EMN , 6:35
"localhost. localdomain’ 2iI&1T [ 1364, 19:10:50.
#H EE (5 2% FH)
840,00 K _ T F a0l R
ﬁjﬂ.un.....,.;..\..‘.. ,....,..:.-.' i
i 4200 M 4+ g
5 210.0 M 1 1945 ot
- 0.0 M1 : SO B N0 el R ey N —— : -
- 4 6 8 10 12 14 16 18 20 22 © 2 4 6 8 10 12
BXA T £
SA  1383MWES (13.8%) 48.2 MWEF (4.8%) .0MWEF (7.9%)
AR S170MbEL: (31.7%) 2455MbE (UM5%)  500.7 MbAE (51.0%)
Al —N >
J:E]:JILE

HH EF (30 28 )

g40.0 H

=
c

o 630.0 M 1-

& 4200 M T

4]

w 210.0 M 1

Bit

0.0 1 , : :
Thu Fri Zat Zun Fri

BA 5 =i
mA 1159MbAE (11.6%) 44,3 MbP 4. 4%) 84.3 MbiP (8.4%)
s 8218 MWAP (822%)  1952MLAD (195%)  684.2 MbFP (68.4%)
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Hit=E

HH BEE (2 e F13)

800.0 M 1— : . : :
S 600.0 0 1A A e e e b e
& a : : : ; .

ﬂ 20':’.6 n .-.‘;. A S N L ........_;. il 5|5 Pehantae | I B 5 B B BE B e ,........:_. o B B S O R0 .......é. AL 1L LL L
@ 5 ald 5 ! (e |
0.0 M
Week d&6 Week 47 Week 43 Weel 49 Week 50
A 1 =1

pA 2U50MWF (21.5%) 49,8 MbEF (5.0%) 58.7 MWD (5.9%)
pot 7508 MWED (75.01%)  187OMWEP (18.8%) 5645 MWD (56.5%)

i BE
B BHE (1 X ¥5H)
e
L QU
L Q_ﬂHHDU Dec Jan Feb Mar Apr Mau Jun Jul Aug Sep Oct  MWow

mX £ =]
AmA 1217 MuER (12.2%) 42.5 MbF! [4.2%) 39.6 MWFF (4.0%)
Al 2809 MbER (281%)  1382MbAR (13.8%)  214.5 MbAF (21.5%)

24.1 MRTGHO g1t AN A=

A BRI A AR 55 25 1 M 28 g, IF AR IR E ST, e E ) S SNMPAA I 5 8, 15
M E e G, A BIERTRES R . ~F 1Pl 4192.168.233.10.

R ERH

fi FHMRTG K {106 7 42 3% Apache S, SNMPJIR 55, 0] FHYUMAEZE 5 35 7 2 2.

[root@localhost ~]# yum install -y httpd net-snmp
Dependencies Resolved

Package Arch Version Repository Size
Installing:

httpd Xx86 64 2.2.15-5.el6.centos base 811 k
net -snmp x86 64 1:5.5-27.el6 0.1 updates 297 k
Installing for dependencies:

apr x86 64 1.3.9-3.el6 0.1 updates 124 k
apr-util x86 64 1.3.9-3.el6 0.1 updates 87 k
apr-util-1ldap Xx86 64 1.3.9-3.el6 0.1 updates 15 k
httpd-tools Xx86 64 2.2.15-5.el6.centos base 68 k
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MRTG—— M &7 & S #igeit

lm sensors-libs x86 64 3.1.1-10.el6 base 37 k
net-snmp-libs  x86 64 1:5.5-27.el6 0.1 updates 1.5 M
Transaction Summary

Install 8 Package (s)

Upgrade 0 Package (s)
Total download size: 2.9 M

it & Apachefzag

K T AEMRTGHR A S Fefai b 3¢, 75 21k Apache R 55 HHUTF-8%ifi%,  Fr LA 20 245 14
Apachefic & A

[root@localhost ~]# vi /etc/httpd/conf/httpd.conf

T

# Specify a default charset for all content served; this enables
# interpretation of all content as UTF-8 by default. To use the
# default browser choice (IS0-8859-1) , or to allow the META tags
# in HTML content to override this choice, comment out this

# directive:

#
AddDefaultCharset UTF-8

“REESNMPECE X4

2 SESNMPHR 55 e, BB E A W UAEH], iR G s INViewZ %

[root@localhost ~]# vi /etc/snmp/snmpd.conf
# Make at least snmpwalk -v 1 localhost -c public system fast again.

# name incl/excl subtree mask (optional)
view systemview included 1.3.6.1.2.1.1

view systemview included .1.3.6.1.2.1.25.1.1

view systemview included 1.3.6.1.2.1.2

BESNMP BR %

SNMP R 4SEC & 528 )5, 8 PRt it B aISNMPARS:, 76 SNMP RS % ERINE 5.

[root@localhost ~]# service snmpd start / /J2 %)) SNMP
Starting snmpd: [ OK ]

[root@localhost ~]# chkconfig snmpd on //SNMP Fil & A EN B B
— Mt '

ZEMRTGE 14

LU R CentOS AR A ToiAE LAY UMAE S BT (1) )72 % %6  ANiL CentOS 6.0 1) DL Hyum /5 5\ AE R
OB TR T w7k
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[root@localhost ~]# yum install -y mrtg ]/ Z3E MRTC B4
Dependencies Resolved

Package Arch Version Repository Size
Installing:

mrtg Xx86 64 2.16.2-5.el6 base 694 k
Installing for dependencies:

gd X86 64 2.0.35-10.el6 base 142 k
1ibXpm Xx86 64 3.5.8-2.el6 base 59 k
mrtg-1libs X86 64 2.16.2-5.el6 base 95 k
perl-I0-Socket-INET6 noarch 2.56-4.elé6 base 17 k
perl-SNMP Session noarch 1.12-4.el6 base 67 k
perl-Socketé6 Xx86 64 0.23-3.el6 base 23 k

Transaction Summary

Install 7 Package (s)

Upgrade 0 Package (s)
Total download size: 1.1 M

(=g s P 3

B EMRTGATIN K I, FfDeny from allZE0N F#%, W RAGIN NG IT, RIS
T Allow from all ST far il F A5 >k U8 .

[root@localhost ~]# vi /etc/httpd/conf.d/mrtg.conf
#

# This configuration file maps the mrtg output (generated daily)

# into the URL space. By default these results are only accessible
# from the local host.

T
Alias /mrtg /var/www/mrtg
<Location /mrtg>
Order deny,allow
# Deny from all

Allow from all / /BRI BT A SRR
Allow from 127.0.0.1

Allow from ::1

# Allow from .example.com
</Location>

4 BIMRTGHD & 314

MRTGH & 525, #inl UAE FH R4 EMRTGECE T, A RMRTIGE S )5,
2 A B A

[root@localhost ~]# cfgmaker public@192.168.233.10 > /etc/mrtg/mrtg.cfg

/ /5 MRTG Bl B 31
[root@localhost ~]# vi /etc/mrtg/mrtg.cfg /] %i%E MRTG it & 4
# Created by
# /usr/bin/cfgmaker public@192.168.233.10 / /BRI ML 1P Huhik

### Global Config Options
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# for UNIX

WorkDir: /var/www/mrtg  //3TE#5MEk, HEERLEECH MM HE XK
Refresh:300

Interval:5

Language:zh CN.UTF-8

options[ ]: growright

=
/ Vo A TP AE 55 192.168.233.10, iﬁﬁﬁﬁ‘fﬁ‘iﬂ.‘ﬁﬁﬁic \
W 2 WorkDir: /home/http/mrtg ] #9#5 AMIR, WKW WA RES%K, KARZ|H XK.
[root@localhost mrtg]# env LANG=C mrtg /etc/mrtg/mrtg.cfg
Use of uninitialized value $dir in concatenation (.) or string at /usr/bin/mrtg
line 2530.
Use of uninitialized value $dir in concatenation (.) or string at /usr/bin/mrtg
line 2548.

Use of uninitialized value $dir in concatenation (.) or string at /usr/bin/mrtg
line 2564.

\\\féROR: "WorkDir" not specified in mrtg config file _J{//

4 FXMRTG M T

FJRMRTGM BTN, 5 ZERA = KA 2, PFATRI S BB W RGN, A 558, =1k
et LR E R E T B B k.

[root@localhost ~]# env LANG=C mrtg /etc/mrtg/mrtg.cfg / /B —IK

2012-09-08 15:51:49, Rateup WARNING: /usr/bin/rateup could not read the primary log file
for 192.168.233.10 2

2012-09-08 15:51:49, Rateup WARNING: /usr/bin/rateup The backup log file for
192.168.233.10 2 was invalid as well

2012-09-08 15:51:49, Rateup WARNING: /usr/bin/rateup Can't remove 192.168.233.10 2.0ld
updating log file

2012-09-08 15:51:49, Rateup WARNING: /usr/bin/rateup Can't rename 192.168.233.10 2.1o0g to
192.168.233.10 2.0ld updating log file

[root@localhost ~]# env LANG=C mrtg /etc/mrtg/mrtg.cfg /B IR

2012-09-08 15:51:52, Rateup WARNING: /usr/bin/rateup Can't remove 192.168.233.10 2.o0ld
updating log file

[root@localhost ~]# env LANG=C mrtg /etc/mrtg/mrtg.cfg /] B=IR
[root@localhost ~]#

Bz Apache BR %%

MRTGAT AL E 5 G, # F okt & 5 3l Apache ™ 11l 45 4%, ¥ Apache ¥ A ERIAJE 5.

[root@localhost ~]# service httpd start / /)83 httpd
Starting httpd: [ OK 1]
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[root@localhost ~]# chkconfig httpd on //Bpache ¥ ERIA B3

BLER XIS

MRTG2.H 3| Apacheflk 45, WAZIAE T KIRGHEL B SCAFH I ) 80 [, IXAF A nl LI h %S .

[root@localhost ~]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -] ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
/ /Bpache ¥ [

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

B ki BC B 5e e, I EE R BB K ss . BCEA =R

[root@localhost ~]# service iptables restart

iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK 1]
iptables: Applying firewall rules: [ OK ]

X 5T MRTG ¥ 71

TR 2%, 4N [http://192.168.233.10/mrtg/192.168.233.10 2.html), I FE 7R,

192.168.233.10 8 7~ Al P MRTGHR & 25 IPHb b, 1B MCEEFRIAMEZ 2,

(o )
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MRTG— MR E S Hgeit

Traffic Analysis for 2 — localhost. localdomain

System:

Naintainer: Root <{root®localhost’ (configure Jete/stawp/snap. local. conf)
Description: eth)

iflype:
1tNeame:

Nax Speed: 12% 0 KBytea/s

B et

*localhost. localdomain’ %17 1. 0:35:34,

HEH ME (5 % TH)

localhost. localdomain in Unknown (edit Jfete/smop/sropd. cont)

ethernetCamacd (B)

EWAtE, 2002 8F h. H & H . EM7~ . 5:51,

1000
§u:-:-_u
E Boo_0
2 4000
Y
2 0 2 4 & 8 10 17 14 W W 2 X 0 2 &
LS Ty i
@k 1120.0 wH (0. 0%) 1045, 0 B/ (0, 0x) 1028, 0 BH (0, %)
B 16800 WH (0. 0m) 1320.0 &/'¥ (0. 0%) 1298 0 bW (0. %)

24.2 MRTGH#iWindows XPE#Hiii =

MRTGAMY BRI P 2% ¥ 26 Bk Linux R 48, HBAEEFI I Windows V-5, H % SNMPHR 4 # v
LA FHMRTGA M &, 31X AT I Windows XPHEAE RS0 M 28 i & .

TERE IR

AR IMRTGHR 55 Al 5 )= i R AH S E 3%

MRTG PR35 2% IP bt 192.168.233.10

A Windows XP Z R IP #b it 192.168.233.7

7Z£Windows XPiR{E RS H R IISNMPAR 55

€101 #rwindows XPRRERZT, 1 [FE)> &8 ] > [£48®EK ] > [Fm
SRR E ] o [ I/ WindowsH4E ], Z3ESNMPARS .

B anEeBEF
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€02 %R [fFEMBNTAR) 2 [HEAEE )

¥Yindows #HffmS

Tindows $HF
ol LLEEINEERIER Windows XP BUZHM.

EE P (it ERSSIOSAE, KAEET 2SR
bl N AR o AP Ak

M5 EENEITR

[ S5 A e 3 03T PR 4% 0.0 MB
L[] @PFS|RS 0.0 MBE
l?i E:]Wiﬁﬂﬁ% 0.3MB

PPy ppy

FEIE BiniflTRESFSEERn T A.

FRAS R AR =8| - 58.9 MB g
o] AR EsE - 37840, 4 ME |PHEEEE @. .|

(I—®®|Ff-Z2®m> [ mm |

€03 g [gEmesEmy], RI#mE]l Ml T—F)

EHHLEELA

ERMBBET M EREFUNSLE. KOERTASREEH—
ﬁﬁ.%%@ﬁ#mﬁ %ﬂﬁﬂ SRS & 5

ERIENT R DT O
J,.E. WD Smp 1BEtEREF

v B i i R R AL u 8 MB

it MFEPimAAERFET Yindows Management Instrumentation
(fNI) Chil@aT=ha SIP (F8.

PRI TE 55.9 ME ome=
o A RiE =g 37940. 4 MB

€04 Frea%sE SNMPR TR T,

Yindows HFFS

EEREEMN
IR EEIREIEENER » HTicERE.

‘:i":) iﬁﬁﬁt\},ﬁﬂﬂﬂ‘:ﬁ?ﬂ!ﬁﬁiﬁ#. ERIERT B I b T ik mEaiE 4.

7 EEERDE. .

[.--I.-----II-----II--- ]
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Yindows HifiwS

SEHE “Windows AfFES 7

EERIHITER T findows HEER.

WEBE SO EXAHEF.

€106 SNMPREZESRGE, WIITREHAE®RD, SNIMRTGHRESERIEET,
(AR ] > [ ®E ] 2> [ =6tk ] > [ Windowsfr S ), %&£ [ #I9h ]
wh+, Bd [FAnwma L

" Window= Ef L=

HHL ﬁl—z?i_-j = |

B T BRI . 5

IEFFHRS )

S

[ UPnP HE2e

¥indows XF F&FisER
O] I T e =
ICHEnED

MiTEER

FmEre | EElo | &smeo |

Windows BhAISEH I FIEPFRTIE SN (M)

E . 2

&= J[ =m |

€107 S SNMP (YUDP 16134 1, S/ Asnmp ( T B7ECE ), i % SHA61,
WHFUDP, MATEE, % [#E )

o3 I X

ERIZLERRITIFET Yindows PAIBROEROLIER. EEHEOS
Wil » FEMEER EHEFRESHIE.

O 1CF (1) (*) UDF (U)

| EmmOE e
| E=mEo. | = | mm |

€108 Fnik O AT ER AW FERTR, Windows XPERS R E 52K o
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"= Windows BhkES
E Nl

Windows %K%EEEM?TEJEHEFWIE%-Z%Eﬂ%ﬁkﬂﬁﬁﬁ i
PG R R BT LT F » (BErTiensx

EFARS ¢):

B

smmp

CVenP fER

Windoews NP FIE5SHR
O S S TEIHAE =
ICiEthEh

MITIEEm

[FnEFe. . | FiEmdo. ] &SEe. .. |

Windows BA:\3EER 1 H3E BRI 403 ()

b P ) Y

(Cwe [ mE ]

BCEMRTG

AT 5 4R E Apache. MRTGHKfF, HIXSBITLISE “MRTGAHISi EHME" .

4+ BMRTGEL & 314

MRTGHE & 52k G, #inl AT R4 EMRTGEC S KT, A RMRTIGE. S )5,
2 P AC B AT

[root@localhost ~]# cfgmaker public@192.168.233.7 > /etc/mrtg/mrtg.cfg

/ /R MRTG it B 3
[root@localhost ~]# vi /etc/mrtg/mrtg.cfg / /4% MRTG it & 4
# Created by
# /usr/bin/cfgmaker public@192.168.233.7 / /BRI TP Hohit

### Global Config Options
# for WINDOWS

WorkDir: /var/www/mrtg
Refresh:300

Interval:5
Language: zh CN.UTF-8

options[ ]: growright

4+ BMRTG M 711

FERMRTGM L, FERMA=IKm2, AEeRAHRE SN, 8%, H =5
G, MERERE R T AR E R £ NMRTGM LG, 1215 ¥ Apache BL§1 )5 5] .

[root@localhost ~]# env LANG=C mrtg /etc/mrtg/mrtg.cfg /B Ik
2012-09-08 19:17:20, Rateup WARNING: /usr/bin/rateup could not read the primary log file

for 192.168.233.7 2
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2012-09-08 19:17:20, Rateup WARNING: /usr/bin/rateup The backup log file for

192.168.233.7 2 was invalid as well

2012-09-08 19:17:20, Rateup WARNING: /usr/bin/rateup Can't remove 192.168.233.7 2.0ld

updating log file

2012-09-08 19:17:20, Rateup WARNING: /usr/bin/rateup Can't rename 192.168.233.7 2.1og to

192.168.233.7 2.0ld updating log file

[root@localhost ~]# env LANG=C mrtg /etc/mrtg/mrtg.cfg

/1=K

2012-09-08 19:17:21, Rateup WARNING: /usr/bin/rateup Can't remove 192.168.233.7 2.0ld

updating log file

[root@localhost ~]# env LANG=C mrtg /etc/mrtg/mrtg.cfg

[root@localhost ~]#

FTAFAMRTG M 171

/I HF=I

FIF 2%, %\ [http://192.168.233.10/mrtg/192.168.233.7 2.html), W FEFw, 0L
H FIMRTG B fy il (1 IPHu 4L > Windows XPHEA| R 48 (1 IPHEAL

System: JEEEYIT in

Maintalner:

1fType: ethernetCsmacd (6
ifName:

Nax Speed: 125.0 MByvtes/s

Ip: 192.168.233.7 () |
B E T R AR

* JERRYIT" =2i=iT7 [ »

w#H BF (5 4% Fi)

0:18:149,

4.0

Traffic Analysis for 2 — JERRYIT

Description: AMD-PCNETFamily-PCI-Ethernet—Adapter—&EHEERF2FRIARYR O

2012 5 h, He H ., 8-, 7T:

17,

2.0
2.0

1.0

Bits per Second

0.0

BX EH
Fh: 0.0 bR (0.0¥) 0.0 BSRD (0. 0%)
mili: 0.0 bAER (0. 0% 0.0 b/#d (0. 0%)

=1
0.0 bARE (0. 0%
0.0 bAFE (0. 0%
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B 7 Ml http://www.ntop.org/.

ntop /& M DI R A Snuffer(F) W 24 it & i 4% L H o K& dRAE M 2% FJm nf LU 7= Y 2% 1) A5
e, MEBLA S HLES T e, AP AR S5 Br dy IR 255 o S RE A R AREN 10 s iy 96 A %,
He P w7 (R 28 it =2 175 O LEMRT G SE I A o

251 ZIntopwsr F

[root@localhost ~]# yum install -y gcc libpcap-devel libpcap 1libtool automake autoconf
gdbm gdbm-devel libevent libevent-devel rrdtool rrdtool-devel zlib zlib-devel
Dependencies Resolved

Package Arch Version Repository Size
Installing:

Autoconf noarch 2.63-5.1.el6 base 781 k
Automake noarch 1.11.1-1.2.elé6 base 550 k
Gece x86 64 4.4.4-13.el6 base 10 M
gdbm-deve x86 64 1.8.0-36.el6 base 25 k
libevent-devel x86 64 1.4.13-1.el6 base 284 k
libpcap-develx86 64 14:1.0.0-6.20091201git117cb5.el6 base 97 k
libtool x86 64 2.2.6-15.5.el6 base 564 k
rrdtool x86 64 1.3.8-6.el6 base 293 k
rrdtool-develx86 64 1.3.8-6.el6 base 28 k
zlib-devel x86 64 1.2.3-25.el6 base 43 k
Installing for dependencies:

cloog-ppl x86 64 0.15.7-1.2.el6 base 93 k
Cpp x86 64 4.4.4-13.el6 base 3.7 M
dejavu-lgc-sans-mono-fonts noarch2.30-2.el6 Dbase 393 k
dejavu-sans-mono-fonts noarch 2.30-2.el6é Dbase 450 k

glibc-devel x86 64 2.12-1.7.el6 0.5 updates 961 k



w2b=
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glibc-headersx86 64 2.12-1.7.el6 0.5 updates 592 k

kernel-headers x86 64 2.6.32-71.29.1.el6 updates 991 k

mpfr x86 64 2.4.1-6.el6 base 157 k

ppl x86 64 0.10.2-11.el6 base 1.3 M
Updating for dependencies:

Glibc x86 64 2.12-1.7.el6 0.5 updates 3.7 M

glibc-common x86 64 2.12-1.7.el6 0.5 updates 14 M

Transaction Summary

Install 19 Package (s)
Upgrade 2 Package (s)
Total download size: 39 M

2= GeolP

{E 2 dEntop AL AT, I L4 GeolP AT, BT I TCIEAF - YUMAEZ B H 3%, fr
LAz BAT b 3ecdk.

root@localhost~] #wget http://geolite.maxmind.com/download/geoip/api/c/GeolP.tar.qgz//

[

[root@localhost ~]# tar -zxvf GeoIP.tar.gz / /W E4s GeoIP 345
[root@localhost ~]# cd GeoIP* / /N GeoIP LHHF
[root@localhost GeoIP-1.4.8]# ./configure ] /RS GeolP B
A B

[root@localhost GeoIP-1.4.8]# make

A B

[root@localhost GeoIP-1.4.8]# make install

B ..

N
( A KJE:  http://geolite.maxmind.com/download/geoip/api/c/,

AR S IBES KREITRHR R o

{ I Z1ib header ( zlib.h ) not found, fXF<zlib-devel. zlib-static/%H & 3=

checking for zlib.h... no
configure: error: Z1ib header (zlib.h) not found. Tor requires zlib to build.
\\h You may need to install a zlib development package.

/

T EintopE %

P e A 2 3652 1 G, $ RoREE B Bintop AT, (FHweet)7 30 ik, FE5EH)E @
s 4fintop A

[root@localhost ~]# wget
http://sourceforge.net/projects/ntop/files/ntop/Stable/ntop-4.1.0.tar.gz

// F& ntop Qs
[root@localhost ~]# tar -zxvf ntop-4.1.0.tar.gz / /R E4E ntop ¥AF
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~ & A A

kYR :  http://sourceforge net/projects/ntop/files/ntop/Stable/
ARS8 5 LR AT Mo

& ZntopK fF

[root@localhost ~]# cd ntop-* / /3 ntop %&E Hx
[root@localhost ntop-4.1.0]# ./autogen.sh / /%% ntop

R ..

[root@localhost ntop-4.1.0]# make

R ..

[root@localhost ntop-4.1.0]# make install

R ..

£ % 2EGeolP, WM ILLL F45 1R, GeolP Juikhyum /7 &%, W

Removing dups and misplaced entries from LIBS and INCS...

;%P{
R

I‘\
—
—|

checking for GeoIP record by ipnum in -1GeoIP... no
checking for GeoIP name by ipnum vé in -1GeoIP... no
Please install GeoIP (http://www.maxmind.com/)

] A S F0 %545

ntopf %4 5¢ )5, 77 20 HintopH ', FFEC Entop H KU H S5 H P AR .

[root@localhost ~]# useradd -M -s /sbin/nologin -r ntop
[root@localhost ~]# chown -R ntop:root /usr/local/var/ntop/
[root@localhost ~]# chown -R ntop:ntop /usr/local/share/ntop

L -

25.2 €l #Entop,

@J@H’IDPEHP%E%H‘J? aﬁﬁ?ﬁﬁﬁ}\pﬁb&@jﬁ%r jﬂﬁ%%’ﬁ%ﬁu

[root@localhost ~]# ntop -A

Fri Sep 14 23:20:30 2011 NOTE: Interface merge enabled by default

Fri Sep 14 23:20:30 2011 1Initializing gdbm databases

Fri Sep 14 23:20:30 2011 Setting administrator password...

ntop startup - waiting for user response!

Please enter the password for the admin user: : NG
Please enter the password again:

Fri Sep 14 23:20:39 2012 Admin user password has been set

Fri Sep 14 23:20:39 2012 Admin password set...

[root@localhost ~]#
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BLER A IE

ntop ¥ H 13 1243000, WAZ0AERT KEEHEC B SO A &%8m 1, A 0] DO A&

[root@localhost ~]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:QUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -] ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -7j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 3000 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

BB KBl E G, IR A BB KAk 55, BoEA = AR

[root@localhost ~]# service iptables restart

iptables: Flushing firewall rules: [ OK
iptables: Setting chains to policy ACCEPT: filter [ OK
iptables: Unloading modules: [ OK
iptables: Applying firewall rules: [ OK

J& 3hintopBR %%

— YIS E 4 5 ] LS slintop 1, KintopAC B AERIAG B, IR E B B R4 G il

2Nz, 3 BUCEWER R M 2AE S

[root@localhost ~]# /usr/local/bin/ntop -d -L -u ntop -P /usr/local/var/ntop

--skip-version-check --use-syslog=daemon

Fri Sep 14 23:26:01 2012 NOTE: Interface merge enabled by default
Fri Sep 14 23:26:01 2012 1Initializing gdbm databases
[root@localhost ~]# vi /etc/rc.local

#!/bin/sh

#

# This script will be executed *after* all the other init scripts.
# You can put vour own initialization stuff in here if you don't

# want to do the full Sys V style init stuff.

touch /var/lock/subsys/local

/usr/local/bin/ntop -d -L -u ntop -P /usr/local/var/ntop --skip-version-check

--use-syslog=daemon
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25.3 ilifntopBR %

FIHEs, B [htp:/IPHERE:3000), HUF2 kW] AEA B i 51 MK EE B,
AT WEEM 28 5 BTG 2 BN 18], DS 20 2 AN Wi 50 8T

““ Cy 1998-2010 - Luca Denn =1
—

q
Akhout Aummary  All Protocals  IP Uil Fluging Admin al

Global Traffic Statistics

|NarnE Device Type |Speed Sampling Eate MTU Header Address IPvh Addres<es
Network Interface(s) r~ T

|.:1;|»-,|:| &' | ethQ  Ethernet| ] 1514 14 192,188 233.70(::/0
Local Domain Name | localdarmain
Sampling Since | Sarhen S 0835 494 2012 [54 sec]
Hosts 16 active Y] [7 toral Y

Traffic Report for *eth0’ [cwicct]

Droppid fibpsan] | 0.0% 0
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phpMyVisites—Mif i EF 1T R %

phpMyVisites J7 F_I vli: http://www.phpmyvisites.us/.

phpMyVisites & X . 2% (M) Wil = 4u ik R g, (FHFZHEET, gt NEdRE 2 )7
1, Dhfess A, TT’[@H’JH}.T  BAE R AL AR AE A JavaScript 4 v PLgE v, B LR AL, A
L IX KA AS B 3 2 AH 2RI

phpMyVisites’'= f/7Demo A5 @ http://www.phpmyvisites.us/phpmv2/.

NI B 4f phpMy Visites R Gt AR ZdiE,  IAh Sevt W28 & 5 28 € (1IN TR, 4 13K
phpMyVisites R LI & I I fE, 0] LU B )7 Demo M i & .

T2 We] 2 3 M AC E phpMy Visites i 55, 28 Ja A FHASIIN 2 [r 28, A= i M) i (1 e -4
P o

26.1 BELHZHHE

AT REWS IE 5 {F FH phpMy Visites Ik 55, W70 % 3% Apache. php. php-mysql. php-gd. freetype
SR AT DS FH yam £E 28 5 8T vk a3
[root@localhost ~]# yum install -y httpd php-mysgl php-gd freetype
Dependencies Resolved

Package Arch Version Repository Size
Installing:

Httpd x86 64 2.2.15-5.el6.centos base 811 k
php-gd x86 64 5.3.2-6.el6 0.1 updates 103 k
php-mysql x86 64 5.3.2-6.el6 0.1 updates 75 k
Updating:

Freetype x86 64 2.3.11-6.el6 0.2 updates 359 k
Installing for dependencies:

apr x86 64 1.3.9-3.el6 0.1 updates 124 k

apr-util x86 64 1.3.9-3.el6 0.1 updates 87 k

apr-util-ldap x86 64 1.3.9-3.el6 0.1 updates 15 k
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httpd-tools x86 64 2.2.15-5.el6.centos base 68 k
1ibXpm x86 64 3.5.8-2.el6 base 59 k
php-common x86 64 5.3.2-6.el6 0.1 updates 516 k
php-pdo x86 64 5.3.2-6.el6 0.1 updates 72 k

Transaction Summary

Install 10 Package (s)
Upgrade 1 Package (s)
Total download size: 2.2 M

T #HFH L phpMyVisitesAR %

fif Hwgetis % | #phpmyvisites |k 4 AT AT % 38%, L3P EETA0 R, WHFhw, ¥
phpmyvisitesiﬁ“'fﬁzﬁ W4, k40510 B x4 FR fhphpm‘ﬁ . 3|’f{rphp111v2§ il EUApache % 1 3 H
%, - phpmv2 H1iF 44 Aphpmv.

[root@localhost ~]# wget http://www.phpmyvisites.us/phpmyvisites 2 4.zip
// F# phpmyvisites &HRXF

A ..

[root@localhost ~]# unzip phpmyvisites 2 4.zip / /#RE4E phpmyvisites

R .

[root@localhost ~]# mv phpmv2 /var/www/html/phpmv //EHIEFRIFENA

lazhApache AR5

Apache W VU 55 #3258 il m, e 283 Bl Apache ik 55, IXFFA 1] Ll ZphpMyVisites. A
T s phpMyVisites ik 55, 15 ¥ Apachelic & A EAINE B .

[root@localhost ~]# service httpd start
Starting httpd: [ OK ]
[root@localhost ~]# chkconfig httpd on

BCERT NS

phpMy Visites R4t H 21| | Apachellg 55, Fr LA ZUAE R K S fc & H H /5 803w 1, IXAF A4 1] L
X AN

[root@localhost ~]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
-A INPUT -p icmp -j ACCEPT
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phpMyVisites—— Wi E 4t it R %

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

B Kb B B e Ja, I EE R B K e ss . BCEA =R

[root@localhost ~]# service iptables restart

iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK 1]
iptables: Applying firewall rules: [ OK ]

61 IE #03E

g — A~ $EflephpMy Visites 1 2038 7, £038 FE 4 PR 0 phpmve A % W] 22 3EMySQLIE 2%
MySQLAH KRHEC &, X HEAHZUL.

[root@localhost ~]# mysgl -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 3

Server version: 5.1.52 Source distribution

Copyright (c) 2000, 2010, Oracle and/or its affiliates. All rights reserved.
This software comes with ABSOLUTELY NO WARRANTY. This is free software,

and you are welcome to modify and redistribute it under the GPL v2 license
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

L.

mysql> create database phpmv; / /82 phpmv EiEE
Query OK, 1 row affected (0.00 sec)
mysql> show databases; /| BEhAEEE
fmmmmmmmmmmm— e m - +
| Database |
fmmmmmmmmmmm e +
information schema
mysql
phpmv
test
fmmmmmmmmmmmmemeaea- +
4 rows in set (0.00 sec)
mysql> quit / /iBH MySoL k%
Bye

26.2 ZIHBLEphpMyVisites IR FE

F1 30 Y0 4% 05 76K SELinux ¢ ]« 7290 Yo s Hh 4 A [http:/IPaY M 1k /phpmv]), S 4E7R
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phpmv 223 AR FHFEBCENR , B B A O RECE 755, N T R IE & %
phpMyVisites k55, L ATTT, J)5bws Lift/datas Hax O R G0 7 2210 H > .

Problen!
Cannot write in the folder(s)

» fconfig

» fdatas

» [datas/archives

+ /datas/cache_artichow

+ [datas/cache_lite

+ [datas/cache_smarty

» [datas/tpl_compiled

v [ry to chmod the phply¥isites root directory also

Pleage verify that you have the rights necessary to create files on the server (try to CHNOD 755
the folder with your FTP software : right click on the directory = Permissions (or CHNOD).

If the CHNOD doesn’ t work with vour FTP software, try to delete (if it exists) the directories,
and create them with your FIFP software.

E Aphpmv H %, fEdatasH 3% @)% archives. cache artichow. cache lite. cache smarty.

tpl_compiled H>K, RJ5¥fdatas MconfigH sKAXRECE 4777, BPr#EHE 5, RPHrl was, miA
SAESER, Tﬂ:xu»TphpMyletesjz% 11

[root@localhost ~]# cd /var/www/html/phpmv

[root@localhost phpmv]# mkdir datas/archives datas/cache_artichow datas}cache_lite

datas/cache smarty datas/tpl compiled
[root@localhost phpmv]# chmod 777 config | chmod 777 -R datas

EPEE S, BUANEnglish, #7240 HfE A 3, 7E#E [Simplified Chinese].

Language
{ |English R

+ Welcome!
Welcome!

Welcome to the phpMyWisites installatiaon.

This process is split up into 9 easy steps and will take around 10
minutes,

AL the end of installation, a reguest will be made to the official site to
felp us keep track of the number of people using phpMPvisites . Thank
youl for your understanding.

Go to next step

—= Installation Status

Io=tallation D9q complefe

T 44 R S 223 ) SR R T A R B, IO DRI 2 Bl J% O R

N
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phpMyVisites—— M ik E F it R 5%

HakE
|Simpl'rfied EhinESEj
* SR kg ol
HalE A phpMyisites ZRER.
TEEIESN 9 MEENTE, SR LD,
TERERD NI EEETARENTEA pheMyvisites R, FTEEE
s OE—RER, liEiER.
[—%
- RERA
SRR 0%

RE ARG, WEREE), W rERR, L 2L

REEH®T 5
- FK
PHP version = <+.2 v
Mysgl extension v

PHP-XML extension (utfS_decode function) «

v

BxaE5
'

v

— Foconfig
v /datas
" /datasjarchives

Ffdatasfcache_artichow
o fdatasjfcache_lite

Jdatasfcache_ smarty

Jfdatas/tpl_compiled

AC B EEE, S AZdE EAH O E B, X B ol U S8 phpmv i 2, H A5,

/gl € B

WAEPE R
RN HIRERE

- M

HREWS: root
HEEED: eesssse
¥HRRSEE: localhost]
YHRESEr pnhpray
HiEEmE - nhpmy_

253
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phpMyVisitesfk 5 SMySQLAR S 1 RAE[E — &G Ak F5ax £, N4 Alocalhost, J1RANZ155H]
| /NEOR RIS B IPHRAL

\

S

G R PR R SANBEIE AT 2384 1, W R B A )k, i - P

FiE P R Th!

BE eI G, =t KRG R, IS &5 Bk E R,
[~ 0 ) WOREIRRGIERMG, WICIEGRS: DA

HEr FPe=

FE 57 =P pETh

EF—i

1%

£ UEHEECE ] P EUEJE B0 (BB K5 =65 i RS, W B,

EEAR

phpMyvisites (Ui —PMFE2SNIRMEREER, W/ e ERMRARA
BED, HETLLFmE M RHIREIAF.

- General - phpMyVisites

HREEEAKS: Jerry
E?ﬁ%ﬂﬁ%"ﬁ% ‘" ITIrTr]
ISR ssssses
LR EE R EMail jerry@ijerryit.idv.cn
sHEWSWMSSFITEMail? & F

ClE
&[S et (8] = 2HE—

C 2w

FE Y1) 56 22 1y 0] 1542 /2 Apache W L = H 5% | [ phpMy Visites#£/7 H 3%, W R E S 1) M
HE, EEAMEEE R, W RAA, B RHE HIPRLE, ERGE S AL, ¥4 [ Simplified Chinese ],

gl i) B

FE = Ent Zeh ]2 e http://192.168.233. 10/phpmvy
BHAES T

HiEREMalFBIAES

[Simplified Chinese ¥J

....................

THAMEREELRD G, W MR, & [F 2L
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phpMyVisites—— kit B F it R 5

EE R{E B MmART)

—i

T RZEI, LU EOARCE., 1% (322 )

— = R I( ]E )

IEFRTEE? (UrEEE) @ IZREraurlEsE
C MgRurisg
T AERIEETE
O AERERIEENEEE
TEE (; BE3ER)
g0 : g, data, page

POFIRE: |2tiiPDFiES ~|
BPo{SmE: IDeFauIt 'I
23

It s, % 0F—2 L

AU e ar w5 )

T—

ARG BT AT (R 1) B, 250 LR JavaScriptf SRS 46 A B BT EE G5 L /9 pi b R AN
£ AT H PHPE 5 9k, phpMyVisitesidi H T-Hr A 1M ilihE 5 (WIHTML, ASP, Perl®HiE5),
% [ F—#).

% <javascriptid H{CiS

B, SREHjavascriptitERiE )\ 3B eI mmEme.

ERPRET—ERBAPHRENRS, phpMyVisites ERTHAMNMANES
(f245 HTML, ASP, Perl ¥iEH)-

LT RESRH A DEES: (FHANBESHRETR).

<!=-=- phpmyvisites --> i
<a href="http: //www.phpmyvisites.us/” title="phpMyVisites % BAI[E 1%
W RESRERHA"

onchck="window.open(this.href); return(false);"><script
type="text/javascript">

<l--

var a_wvars = Array(),

var pagename=";

var phpmyvisitesSite = 1;

var phpmyvisitesURL =

“http://192.168.233.10/phpmv /phpmyvisites. php®;

=2

</schpt>

<scnpt language="javascnpt”
src="http://192.168.233.10/phpmv/phpmyvisites.js"
type="text/javascript"></script>

<object><noscript><p>phpMyVisites & BRI E W « KB OTER

<img src="http://192.168.233.10/phpmv/phpmyvisites.php"
alt="Statistics" style="border:0" />

</p></noscript></object></a> .
<!=-= /phpmyvisites =-=> |
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phpMy Visites Z 3¢ il Jir, i [iE AphpMyVisites!), BEA Rl

st %

WE! 188 phpMy\isies ELRMIER
AR B ETIE P E4 i avascriptiEs, HE S —(UinE!

#HA phpMyVisites!

26.3 | ¥phpMyVisites ik

1E N\ phpMy Visites ¥ il {1, 0 200 B 405 N 20 5 8 G i 5 RS 6d A 1] LG 5

RiEA phphyVisites B SRR
jerry
Iy
Login »

%% FphpMyVisites 1T Ml 5, T FMF R, WITFGG 31 I A A £ .

MECannn

}G;j phpMy Visites

| wAMd | EURE | oEws | GAaR | sEaE | wosew | I!l;ﬂ.

dadf

Welcome in phpmyvisites 2.3
Yious can enable the Heatmap plugin in the administration panel, then dick the plugins secon
Yious can read the changsiog for this relesss
If you have probiems, try the ofdal forums,

If you are satisfled with phobhy\isites, pleate sand ut 8 message to Bl iIn our “Use
also help with the translation, or Qiving SUpport on e forums,

LASES DAt ON e webhEiMa | YoL Can

Our objactive 15 that phoMyVisites batomes 8 grast wib analytics sclunon, stabls and profeccional. To reach this
objective, we need your help . don't hesitate, post feature requests, ask for ergonomic changes, nberface improverments,
W L% ISAS) WIRAT pouU OF YOUr COMPaNy Neasd B0 uSe pROMyWIETSS NSTead OF & COMMaraal BHoI? WAL IS your “dresm
feature™ that we could imglernent in phpMyVisites?

phpMy\Visites needs your helpl

it AphpMyVisites REuE FE UL, o] LLREAT REtACE, W FEIATR.

336



w20 =

phpMyVisites—— M ik it E F it R 5

[ BSRE
[Slmpllﬁed Chinesa vI

T ORTEEMEL

mE | |

Site salacted for administration © www. jerryitidv.cn (10 = 1)

AEEA

AR phpMyuisitesFE R, MEASIHEEFEETEE. NEFETHEEESE BEHhH

&H

~EERE ~WaERR

[k EPRR
1. BHEE 1, Fmig
Z HEEEE 2, sk

3. RS

RAFER 4, uBlEEsE
1. HEERERR) Hip
Z. EmAER
3. AR 1. RBRlavasScriptErit4m
4. HRAP 20 MfF[E ) urEER  ulTEE

t&JavaScriptfX iR MNE| N T #H TS 1t

¥ JavaScriptf WSS BN AW i, 7EL RS E Y v 34 F SR JTavaSeript e il4Ui4 ),
I E PR EE B

EMEAE
Site selected for adminisiration | www . jerryit.xv.cn (id = 1)

% njavascriptid H {08
Bomistert, ERWS avascnptiRe A b B iHOTEES .
ENFET—TREMFAHPERES, phoMyVisites ERATFRAAPIESN (@5 HTML, ASP, Perl FRIR).
EATESRRE\ERIOCE: (MUMAEREETSOEEP).
= phpmyisEtes
ca href="Hitp: /fwww phpmyvisites us/” ttle="phpMyvrates B RN EH . RS EER"

onchck="wrdow openi thei Frel:retumd False) "sc sChpt '!-,pn:"r.n.'.-].u.r |.r|F.|" =

vEr 3_VarT = LITHy(

Vil Djenames;

v phgmy st tete = 1
vl phpmywistesliiL = "atp:/ f 192,168,233, 10/ phpany / phpmyvisites php"
o Ecnpis
ript language="javascrpt® sre="http:/f192.160.2332.10/phpmv/phpmyvisites.js" type="testJavascrpt > o/scrpts
£ _-L._;e-;_ L>endenpt > <paphphyVisibes aENEREd . EREFITE
crng tre="http://192.160.232. 10/ phpmv fphpmyvisites php™ at="Sta0abcs” ityle="pordes 0" />
fpxinoscnps</obiects/as
cl== /phpmyvisites =->

£E /var/www/html H 3% F @) 2 index htm[™ U1, #LLF A& i A Bllindex htm & U1 B, Hij A5¢
NG RAFIR H .

[root@localhost ~]# vi /var/www/html/index.htm

<!-- phpmyvisites -->

<a href="http://www.phpmyvisites.us/" title="phpMyVisites | FFBUEACHS )Mt ES v 8
onclick="window.open (this.href) ;return (false) ;"><script type="text/javascript"s
<!--

var a_vars = Array () ;

var pagename='"';

var phpmyvisitesSite = 1;

var phpmyvisitesURL = "http://192.168.233.10/phpmv/phpmyvisites.php";

[/-->

</scripts>
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<script language="javascript" src="http://192.168.233.10/phpmv/phpmyvisites.js"
type="text/javascript"></script>

<object><noscript><p>phpMyVisites | FFHUERAAS KRG 258 AT

<img src="http://192.168.233.10/phpmv/phpmyvisites.php" alt="Statistics"
style="border:0" />

</p></noscript></object></a>

<!-- /phpmyvisites -->

FTH s, A [htp:/IPHEHE /index htm Y, [ 20 F E PR,

¥HE WEE FFW MEO BE® IEOD EHW

€& @ 192.188.233.10/index htnl c
L isholy¥isites | ATRIHATRNE - ‘{_’j}http:;‘hez. 168,233. 10/index. htnl X \ + |

L phpMyVisites R A FH A HR S, eI IRA G EdE, Wk E s,
VG ER

- HeiHgs

il e 1
HEHE 1

B slialisk s 2
ASaifiac e 2.0
FyEshiniarn 2.0
PR al{EREHLIE 1% 308
S E R 15
SREsEE 0%

ol 3 DU EERZ2 A ANJavaScriptX S, A =St AR TH,

[~
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Webalizer SNXNEStHhITHE

Webalizer'F Jy P uli: http://www.mrunix net/webalizer/.

Webalizer;&:——#K AL 1)« 5% 1) Web Server H & A kA, '©Fx T EW 78T Apache
Web Server P4 MlogH & A2 4, EREW 77 HTFTP [ LogH &, JFLAAH K5 32 FIHTML
o G, H ATV 22 Rk ER A I AR D R 3 RS i E R

Webalizer' Ty /7 F%¥: http://www.mrunix.net/webalizer/download.html.

Webalizert] DIFFHYUM 5 U 224%

27.1 ZiZWebalizer

= 2=Webalizer&x 14

fi H Webalizer 8 /4- 75 Eihttpd P S ¥, n 4 FH YUMAEZE 8 /7 225 B A A

[root@localhost ~]# yum install -y webalizer httpd
Dependencies Resolved

Package Arch Version Repository Size
Installing:

httpd Xx86 64 2.2.15-5.el6.centos base 811 k
webalizer X86 64 2.21 02-3.3.el6 base 128 k
Installing for dependencies:

apr Xx86 64 1.3.9-3.el6 0.1 updates 124 k
apr-util X86 64 1.3.9-3.el6 0.1 updates 87 k
apr-util-1ldap X86 64 1.3.9-3.el6 0.1 updates 15 k
gd X86 64 2.0.35-10.el6 base 142 k
httpd-tools xX86 64 2.2.15-5.el6.centos base 68 k
1ibXpm Xx86 64 3.5.8-2.el6 base 59 k

Transaction Summary



CentOS 6.x RAEIELA

Install 8 Package (s)
Upgrade 0 Package (s)
Total download size: 1.4 M

fic & Webalizer

Ak Webalizerfie & A, 40 i 32 721 Webalizer IR & [FIPHEHE /£ 192.168.233.100, 1 L4
R miiE R, HE Deny from allZE % Allow from allZ 4L, vl LLik P B P ad$s,
AN EECE - P, XRE o PR UE Webalizer i 55 11 % 4

[root@localhost ~]# vi /etc/httpd/conf.d/webalizer.conf

# This configuration file maps the webalizer log analysis
# results (generated daily) into the URL space. By default
# these results are only accessible from the local host.
Alias /usage /var/www/usage

<Location /usage>
Order deny,allow
# Deny from all
Allow from 192.168.233.100/255.255.255.0
Allow from 127.0.0.1
Allow from ::1
# Allow from .example.com
</Location>

BLE R NS

Webalizer iz 55 7 22 Apache Il 55 11 > 5, P UL B2 AEP K G & H )5 803w 1, 1XFF A4 1]
P A o

[root@localhost ~]# vi /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT
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Webalizer—HEXH ST TR

B Kb B B e a, B RS IRGS, ECE A = AR

[root@localhost ~]# service iptables restart

iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: filter [ OK ]
iptables: Unloading modules: [ OK ]
iptables: Applying firewall rules: [ OK ]

B 3Apache BR%

VIR HE 5E 5, 3 LS 3l ApacheilR% 1o K ApachefiC B A RGN G )

[root@localhost ~]# service httpd start
Starting httpd: [ OK 1]
[root@localhost ~]# chkconfig httpd on

4 i Webalizer B & 3014

- i Webalizer H &5 A, 25—k W webalizer ik 55 % B HATE B, @14 T Y X webalizer
2, A AT R A ]
[root@localhost ~]# /usr/bin/webalizer

No valid records found!
[root@localhost ~]# /usr/bin/webalizer

FFHcrondE m H &1

{5 A ke H S SO, B i e & 53070 B AR il IR 28l .

[root@localhost ~]# crontab -e
*/30 * % ¥ % root /usr/bin/webalizer

27.2 MitWebalizerBg 5%

gy i A [http:/IPEY M HiE/usage/Y, w0 o i an F B Phs, A B, Wa .
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GEvh A -

llsage Statisties for loecalhost. localdomain

Summary by Honth
Generated 09—-5cp—2012 D1-49 CS5T

Usage sunnary for localbost, localdonain Pidloe #Eiter

. o

IBF

Pages /Files SHite

Oct. Now Oec Jan Feb Far Aar Mad Jus Jul Aug Sep Hﬂ?m

| Summary by Eonth

|Imrth | Daily Avg Honthly Total
[Sep 2012 1672 | S | 5 | 1] 1] SE2T | 2| G | TTT| 5344
|Totals | 3R2T| 2| 668 TTT| 33dd

Ganeratad by Wehalizer Verzion .21

lUsage Statistics for localhost. localdomain

Summary Periad: Septembar M2
Cenerated DF-Sep-Z002 U1:32 C5T

[Pasly Seatistics] [Houely Seatistics] [1B1s] [Esasy] [EBeiv] [Sites] [Refescess] [Seacch] [Agesas] [Countcies]

Nonthly Statistics for Septesber 2012

Total Mats 1344
Total Filer m
Total Poges AR
Total Vieite H
Total Khwtes 1827
Total Unigoe Sites | 1
Total Unagoe DHLS (1
Total Tnigue Eeferprers 18
Total Unigee Wser Agents 3

I Avg Hax
Witz per Mour 1] 498
Hits per Day | 1672 i
Fileg per Day JER 7
Pages per Sar EEL] a4
S1tes per Day | il 1
¥igive per Day | 1 2
Kbytae par Day 1213 3824

Witz by Raszpomes Codi

Coda 200 - OF 0 3 m
LCode 3] = Bewed Pernsnently 0. Fi
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LAMP—— €I 3Z b 2 AT K K -

LAMP 2 H Hif CentOSTEAF ZR G0 61 ! 19 3 (e AS 75 SRERAT, - 99 3l 9 A% > S APHP I &
o B S ) vk R RN #ELALAMPA . FrHLAMPE N4 5, EfRLinuxif/E R 4L
Apache 01 Hiz 55 a5 MySQLE 5 %, PHP W i 4ufiis 5 Prdl ik, EWindows#1E R4+, LAMP
LS LLEW, Wil 2 Windows AN FE I AMB A2 o 571 Blr 20 16 9 s G it R A, 1
WhAUE SR B I LAMPIN S, A5 M A I 22

LAMP & 4 &3k
LAMPH 55 2 G 2 [ i (R I A TG R, e & A iE SCA A S 5 & 2K
BEAE K AR
BHIERS CentOS 6.xX
B 2 P 3 Apache 2 (httpd)
B e MySQL 5
WL FRE S PHP 5

28.1 L¥Apache. MySQL. PHP# {4

Apache. MySQL. PHPHRSSIZATHECentOSTEAE R GE b, A PL— i BG L3 CentOS#RAF &
g8, IR TOR, W MR,
Apache R34 fC B httpd

MySQL iz mysq!

mysql-server

php
php-mbstring 577 £& 4w i

php-gd ETE R 714
php-mysql #E# MySQL (4 &

PHP MTiiE S
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H %3¢ Apache, MySQL. PHPHAY, AP BAFA L &4e, 5 W DUA B & A2 R

[root@localhost ~]# yum install -y httpd mysgl mysqgl-server php php-mbstring php-gd

php-mysql
Dependencies Resolved

Package Arch Version Repository Size
Installing:
httpd X86 64 2.2.15-5.el6.centos base 811 k
mysqgl X86 64 5.1.52-1.el6 0.1 updates 889 k
mysqgl-server X86 64 5.1.52-1.el6 0.1 updates 8.1 M
php X86 64 5.3.2-6.el6 0.1 updates 1.1 M
php-gd X86 64 5.3.2-6.el6 0.1 updates 103 k
php-mbstring x86 64 5.3.2-6.el6 0.1 updates 504 k
php-mysql X86 64 5.3.2-6.el6 0.1 updates 75 k
Installing for dependencies:
apr X86 64 1.3.9-3.el6 0.1 updates 124 k
apr-util X86 64 1.3.9-3.el6 0.1 updates 87 k
apr-util-1ldap X86 64 1.3.9-3.el6 0.1 updates 15 k
httpd-tools X86 64 2.2.15-5.el6.centos base 68 k
1ibXpm X86 64 3.5.8-2.el6 base 59 k
perl-DBD-MySQL x86 64 4.013-3.ele6 base 134 k
php-cli x86 64 5.3.2-6.el6 0.1 updates 2.2 M
php-common X86 64 5.3.2-6.el6 0.1 updates 516 k
php-pdo X86 64 5.3.2-6.el6 0.1 updates 72 k
Updating for dependencies:
mysqgl-1libs X86 64 5.1.52-1.el6 0.1 updates 1.2 M

Transaction Summary

Install 16 Package (s)
Upgrade 1 Package (s)
Total download size: 16 M

28.2 BCEApache

2’ Apachefic & CAF, ACHE ServerNameZ %, I Z4({F CentOS 6 xRAS LTI & AN e 2Ll B
1), {H&CentOS 6.xZ Jami /M LR E, ARAEMSHINESEL, BELLER E3),
ServerNameZ 4 #7 H 0¥ A FQDN, N HE k45 WER, G A Eiinl,

f5 A Apache SCRFIN FAF A4 A, IX AN LR A X A9 it /2 UTF-838 7 GB23 12K A 2 »
ApacheBK A% A UTF-8, #5E 2 2E A4S hGB2312, W& M hGB2312, A&
PR LA ) 8

AeE R E g, FridR g B AR, il UiAed wash A [http:/ ks IPih
fib/index html), WRABEZRSIE L, HE% A [http:/ PHEsRIPHIEE Y, ] DLFT H b &
5, ApacheBRINZR 51 H 1L A Aindex html, 40 A0 @ (1) B w4 FHPHP R 5 vLifr, )& vl KA
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185 Aindex.php, A T HEATHE, @ iXFEindex htmlfi Al _Findex.php, ilindex.phpfEA
NN G R T

root@localhost ~]# vi /etc/httpd/conf/httpd.conf / / %%E Bpache B0 &
ServerName gives the name and port that the server uses to identify itself.
This can often be determined automatically, but we recommend you specify
it explicitly to prevent problems during startup.

[
T
#
T
T
# If this is not set to valid DNS name for your host, server-generated
# redirections will not work. See also the UseCanonicalName directive.
T
#
T
T
T

If your host doesn't have a registered DNS name, enter its IP address here.
You will have to access it by its address anyway, and this will make
redirections work in a sensible way.

ServerName www.example.com:80 [/BRARELE, Fa5MER
coer s B e

# DirectoryIndex: sets the file that Apache will serve if a directory

# is requested.

T

# The index.html.var file (a type-map) is used to deliver content-

# negotiated documents. The MultiViews Option can be used for the

# same purpose, but it is much slower.

T
DirectoryIndex index.php index.html index.html.var

S | T— //WEEERNR S E P, B0 L index. php

# Specify a default charset for all content served; this enables
# interpretation of all content as UTF-8 by default. To use the
# default browser choice (IS0-8859-1) , or to allow the META tags
# in HTML content to override this choice, comment out this

# directive:

#
AddDefaultCharset UTF-8 //2R\k UTF-8, EHHMAHE. eB2312, WAHEH A eB2312

28.3 B zfApacheFfAMySQLAR %

ApachellR &5 & 5 G, R REE T LLS 3 Apache IIMySQLARSS 1> PHPASE Y H Al %S
PG R 3 .

[root@localhost ~]# service httpd start //)83) Apache fii%%
Starting httpd: [ OK 1]
[root@localhost ~]# service mysqgld start

// Mysql BRNFE—KBEHHRY, FREZINAZE LI

Initializing MySQL database: 1Installing MySQL system tables...
OK

Filling help tables...

OK

To start mysgld at boot time you have to copy
support-files/mysql.server to the right place for your system
PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER !

To do so, start the server, then issue the following commands:
/usr/bin/mysqgladmin -u root password 'new-password'
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Jusr/bin/mysgladmin -u root -h localhost.localdomain password 'new-password'’

Alternatively you can run:

/usr/bin/mysqgl secure installation

which will also give you the option of removing the test

databases and anonymous user created by default. This is

strongly recommended for production servers.

See the manual for more instructions.

You can start the MySQL daemon with:

cd /usr ; /usr/bin/mysqld safe &

You can test the MySQL daemon with mysgl-test-run.pl

cd /usr/mysql-test ; perl mysqgl-test-run.pl

Please report any problems with the /usr/bin/mysglbug script!
[ OK ]

Starting mysqgld: [ OK ]

Apache KMySQLHi 55 ALAMP [ 4L E ik 55, FrCL b Zinle & o0 FHALECN S B, LA /S
) RS a il B X iR g, FEUCEAEA

[root@localhost ~]# chkconfig httpd on //BLE Bpache BN B3)
[root@localhost ~]# chkconfig mysgld on / /BLE MySQL 2R\ B3

28.4 B EMySQLEIEE

LAMPRC & XA EMySQLE H& = 7 1hl, A JLMMERVEZE 2R, HElE A F R s,

RIEER [k

Ja zh E e service mysqld start
BT H service mysqld stop
T I B HE service mysqld restart
BEHIEERLSIZIT service mysqld status

IS B MySQLEHE FE R 1Y, MySQLEE e 2464 5, 25— IR A ahMySQLE & A~ H i
NS, BT DL B S 0 A th 4. e B My SQLE R FE 55051y, 1815 58 /A 3/MySQL
BaE, NS AZMySQLEWE . v 2 Ui Wl R PR,

BB ZMmLii Mysqladmin -u /7 password % fit

X L Erooth] K S, HAYHELE AHAal234567, BCEFMySQLEWE &S5, MHAES
ﬁﬁﬁf_ﬁlg—l—r {Fﬁ)\ [E}iit]a

[root@localhost ~]# mysgladmin -u root password ARal234567

/ /B E MysSQL H P& i4
[root@localhost ~]# mysgl -u root -p [/ S joF CLaE i ) 28 %
Enter password: / AT E /) MySQL %14

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 4

Server version: 5.1.52 Source distribution

Copyright (c) 2000, 2010, Oracle and/or its affiliates. All rights reserved.
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This software comes with ABSOLUTELY NO WARRANTY. This is free software,
and you are welcome to modify and redistribute it under the GPL v2 license
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> exit [/ IEEEX)E, B MysQL 33k FE
Bye

[root@localhost ~]#

Al & SEMySQLEMHE 4 %5 J5, 788k MySQLEE I, £ %A EZ5P, & H Pl Access
denied® 1= H. .

[root@localhost ~]# mysgl -u root
ERROR 1045 (28000) : Access denied for user 'root'@'localhost' (using password: NO)

My SQLAH PR WA, AN T A KR . QUARMCHRNE . MR AP,
LR A BT R, AT My SQLAE e BEAR A K #R g4, 491 an 4% phpMy A dmin
oy 72 %% ) Navicat for MySQLARAF:

MySQLEHE M AN . MER. BEFEWL UL FRFR.

#HR1E WL

B 5 F P A create database $UIE FE 44 ¥k
8 B show databases:

il B 5 2 drop database {4 FFE 44 K ;

A2 ADBL A, B G EMySQLE R 2 A W LIACE .

[root@localhost ~]# mysql -u root -p / /%8 MySQL ik i

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 6

Server version: 5.1.52 Source distribution

Copyright (c) 2000, 2010, Oracle and/or its affiliates. All rights reserved.
This software comes with ABSOLUTELY NO WARRANTY. This is free software,

and you are welcome to modify and redistribute it under the GPL v2 license
Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
mysqls> create database DB1; / /62 DB1 HiE

Query OK, 1 row affected (0.00 sec)

mysgl> show databases; / /B MYSQL W B B e

information schema
DB1 //RIGUE Y DB1 $¥FE
mysql
test

4 rows in set (0.00 sec)
mysql> drop database DB1; //ME: DB1 %iE
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Query OK,

0 rows affected (0.00 sec)

BLERG XIS

Apache X MySQLE & EEC & 5 s 5e m ,  w BEAE By K et Bo & A I iS5 Apache il 5511180
g I AIMySQLZE & 433064 -1, 47 MySQLEHE FEAXTAMEN RS, WIETH T E, el pl+
AR XTI AR S5, B LA BT K3 A 20 G B Apache A My S QLA 2= 11 i 11

[root@localhost ~]# vi /etc/sysconfig/iptables
# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

: INPUT ACCEPT [0:0]
: FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [0:0]

-A INPUT
-A INPUT
-A INPUT
-A INPUT
-A INPUT

-A INPUT

-A INPUT

-m state --state ESTABLISHED,RELATED -j ACCEPT
-p icmp -j ACCEPT
-1 lo -j ACCEPT
-m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
/ /78 Apache fili% 80 ¥
-m state --state NEW -m tcp -p tcp --dport 3306 -j ACCEPT

/ /FF)8 MySQL HiHFE R % 3306 %l
-j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

B K b liC B 5E G, I EE R BB Kk 55, BCE A = AR

[root@localhost ~]# service iptables restart

iptables:
iptables:
iptables:
iptables:

Flushing firewall rules: [ OK 1]
Setting chains to policy ACCEPT: filter [ OK ]
Unloading modules: [ OK 1]
Applying firewall rules: [ OK ]

FIVCHLEE, I HILAMPYCAE SR8 QUL I T, 563 LR IRESRC B 47, 7 %4 Apache &%
MySQLECHR R4 i 51, 4R 558 Rk ).
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o 3 5 3

4 i 7 PR R GT RS A R M N R E AR ME R EEYY 2 b FERMMER. &
RO, WIR=E. iz (BBS). #%HEH. oG8 TS, M. Mk, %
ot W S (e F Dy e, W E B R Se e G H, H A i B A2 Y s B AR AR, Al
% % M3 /EXOO0PS, ANitilr JLAE S A Drupal i N R 22, 1 1RIZS 64 4 G o] e & P9 P 99
WETE RS

29.1 XOOPSHAEEARY

XOOPSE J7 M ili: http://www.xoops.org.

XOOPSIH4i 5 72 eXtensible Object Oriented Portal System . XOOPS & s H Ui 11 N A8 H
A4, i1 HPHP-Nuke, ¥ HIPHPE 5 AIMySQLEHE FE. HIhfAE. FLifi 48B4l ML % 11,
] TR Bl 2% 3k . XOOPSIK Al K FHGPL MY, ARG GPLAH K &K a4 &, o)
RO HAE S, T H R SR PRULERE S RO, s b e B
3, 4] H BHIESE, n>KHIGB 2312, BIG 55{UTEF-8.

LA HIEL BEXOOPSH 14

S A TLAMPREIEA T SRLHEIFLAMPIRES, SR 5K XOOPSH A AL FILAMPHR %5 2%, #l
H WinSCP " H K XOOPSH# A A [Fhtdoes H 5% _F AL 3] Apache ™ 11 H 3¢ (/var/www/html), F¥4
A E 4R [xoops), W FE PR
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pyhtal - root®192 168 233.10 - Win3CT

FHL FFELW THE GE0 SEC AR TEE HEEH)

$lUB- BE0 @WBBHH-[FEoCm - §
mm@mamanmu|+ |
St P e e EG] T el s N T s W
22 - IF | J'th! an Ab | AEE | OHE B
L T e root O/ 2:16:21  rw
L docs s | L xoops | raot 012/9/9 2:14:25  rw
L, exXtras Eﬁ'—
. htdoes }L{#,
upgrade S
| cherksun, ndS 225 KiF MD5 °
| checksun, phy 20998 PR
| |relesse_notes. txt 4 6T WE
d | Ml | [
OB of 231 KiB in 0 of 7 0Bt 0Bin0of

# F2 el T 0e iR S B e B o QERER X e S Ly re B R0 SR
B sTP3 d oGE

£ 75 Apachei i J& 75 A UTF-8, MR AZEUTF-84ufs, MMM UTF-8, HSEA— & ik
FEUTF-8, ] LLAFEBIGS, A itXOOPSIREANGnhS, Frll 2 2EXOOPSIRATIN L H—Fhdi it
o, SERCE ZwhS, DL IR .

GIEE 2R A [xoops] IEHEFEUEXOOPS RGAT ., i A En tnfl G s ¥dig 72, n L2
% LAMPHEE i HEA TSR 2 B A, KRB EXOOPS P 2 I &g 14

L IEXOOPSE 14
N As P4 A [http:/TPHihE/xoops) HUH %2R XOOPSH A, 78 H U s S ik FE b,

0 PR ApacheZi i fc & BUTE-8, P LLiLFE [ schinese utf8 J(faj4AAH CUTF-8h), %L~ L
& X@0PS o .

INSTALLATION

o EEAE EHES
44
i S —
HEER tchinese_ufs
HEEGERE
HEERS
BEmE
=S
Mhae
T
HOEE
AL
i
%l

HILXOOPS 2 %< ] 3 I A1, W7s R Gu i K M 1B e HskALPR , 75 2 4tixoops_data
Flxoops lib H k45 #% 2| M ub# H sk LLAMP H 5%, P IR EAEXOOPS 22 2% 5¢ Wl o P THC &
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XO0rs T

XOOPS#E [v]
AN MR XOOPS “# i %, Wit s dtiy
L] '.. '_IE P =
B B Koo
EiRul . x00Ps 2— 1 EREE K. ZEeNREFRE. ETrrlimoy s iiiER
pESSERE B+ x00Ps EA—TRPOERECENTIAR,: AUASHRCERESMK:
HiRERR ATEESREALSE. STHARENSHURTEANSNAE: HRNTHE
SnpR WLy AEREIESENERORAEEY Homaes . TREE.
> .1 8% . TH. EfHbf. raf®. A5 . TN . AT 0dE: AnEE
ifﬁmi BRERTENY. FUHHTARCHEAETACR -
Tmh! X00PS ENEENIWER IR E R, SUAESWHANTHSSNMSTRAE T
s E: TRAERE?tHIATEIOIE .
Iiﬁlf'la:E XDOPS E_ FEBER anil,\ljhpsmlr.ﬂl-'ljl-l:l L ey I:hl-'l :II'-'} e Eﬂ.ﬁ
wiHzE fiT. EEURSACHRERTRMA.
MirEa .
i RRER
& WhWW BESE (Apache, 115, Roxen §
« PHP TR S22 NEEEE
o MySOL IR RES.IREEST

RERTEAENH DB E, P A 2E B sUBREP el K F 1k P s ) B sr sl SO AR
WA TTT, EXOOPS%EEE5E NG, i Ffmainfile phpAL PR 12 % [M1444.

uploads/

uploads/avatars/
uploads/images/

uploads/ranks/
uploads/smilies/

mainfile.php
include/license.php
xoops_data/data/secure.php
xoops data/caches

xoops data/caches/xoops cache
xoops data/caches/smarty cache
xoops data/caches/smarty compile
xoops data/configs

e H x V) BIXOOPS# A H =, FkF B IHI H el SCAA RS & o777 .

[root@localhost /1# cd /var/www/html/xoops / /HEA Xoops FREFH®

[root@localhost xoops]# chmod 777 uploads uploads/avatars/ uploads/images/ uploads/ranks/
uploads/smilies/ mainfile.php include/license.php xoops data/data/secure.php

xoops data/caches xoops data/caches/xoops cache xoops data/caches/smarty cache

xoops data/caches/smarty compile xoops data/configs //BCE T A H 3 BUR

STEIPTABCE )G, XOOPSZ 2% 3 H Al S A RIS T & o

s

BAEZK
apachezhandler
EHEF&D ﬁ';j:uachafz.z.lﬁ {CentDS)
PHP & ' 53.3
MySQOL I B v 5.1.61
Session ¥ & < R
PCRE ¥ & v TRk
file_uploads « ON
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IR P i B L DN RENI SRR P LS BAE T A R il m R 8 e TR, A e,
/S Gl i 7 B

i3 B MY R&Er

REFREEFAZEAAPLALZRNBAM, BE - BHEEEXEY ERIH
(IS FNESHRSSHFTF) - BH, H#EHXNERAXET RER-

FAERBITE « MBString
FHEERTE " Icony
XML parsing ¥ B " MML
2lib E% ¥ & « Zlib
hiATE + GD bundled {2.0.34 compatible)

B & #iE (exil) B « Exif

[ Hieix B ) EnhFEREY B g R EE, VB E WLAMPARS 25 I
XOOPS# M} B 12, A NEATAMAIURL, X Z&X00PS 3 5 HahER AW E, B
EHEE, TNREAEBMNECE, DLk eiEXoors, # [F# )

AT BE (&

XKOOPS P E{F
XOOPS $MIERE s

vaarfwwfhtmlf}mupa < ¥O00PS 2.3.3 M EWR
XOOPS #1837 14
| rarwasaihtrlfxoops/xoops_data < EMER-

¥OOPS 42 EE

vaarfwfhtmlf}mnpsh{nnpsﬁlih o B EHETE R

— XOOPSs EMEiT
#OOPS ERIREEIZURL)
|http:ﬂj 42168 23310/ x00ps

% [F8

ST B AR A S, D oA A K R MySQLE R FE, B LAEE FE R AL £ [mysqll,
Ko PEENLA FC E A localhosti AHLIPHIRE,  Gn B Ecda i EHLE HoA AR 25 45 (8 A, 4 A\
R e A 55 25 (1P ik, s ZE K 5 0% AL DU i N B 8 XOOPS U J4: (1 K 5 15, 451] )
SEEHE FETIK 5 root, T ArootlP Ik 5 F1% 1Y, FCEEkE, & [F 2 )
PGP E 2

-~ HEFESSAERG
EREFEARIEFER (mysql -1
HiREE N A%
IIncthnst
HiRER kS
Irl:lnt
HiEERFED:

siREFEEE: T

L%+ TF—%

f LB FERCE Y Fhifi, IS EE EXOOPSEUE FEA TR, W 4R Aixoops, HARAD
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BAAL, BER, % [FF)

LR E

- HigR
g )=

Ixnups

g R TR

[ 304

HBEFEFTTE

[utfe - UTF-2 Unicade =
R i 4t wl

| utfé_general_ci (Default) _;I

2

PTG & 5 Amainfile php & secure. php CAFH, 5 A AT &-5CHIN, il Gk, 0 F

21 HHATECE.

RirwdE

F1FE B F mamnrie.pup
THEEFESIMEENEE RS manfephpt - S5 F—A&FHailtiTEE-

XO00PS_ROOT_PATH => frarfvwwew hitmloops
XOOPS_YAR_PATH => Avarfevwa bl focos froops _data
XOOPS_PATH == frarfwww/itmloopsoops_lio
X00OPS_URL == hitp: /192,162,233, 1040005
XO00OPS_DB_TYPE == rmysol

XODOPS_DB_HOST == locahost
¥00DPS_DB_USER == root

200PS_DB_PASS == 123.Com
XKODPS_ DB PCONMECT == 0

ROOPS_DB_MNANME == xoops
X00PS_DB_CHARSET == Ut
X00PS_DB_COLLATION == utfi_general_c|
X00OPS_DB_PREFIX == x3b4
X00PS_authorized == 1

E—%

%

5 Amainfile php f secure phpfii, XOOPS% 2% [n] 4% b R0 23R, 6)d Zdhs % oy

Jigi ’ jigf l:_]:" 'EEE}:IG

 FEE wab4_avatar mIEEAED -

" gk w3hd avatar _user_link BIEERTh-
- FriB3E »x3ba barner Gl AT -

" FrIR T x3b4_bannerclient BIZERETH -

' FTIRF »304 bannerfinish BI3E LT -

' EE R w304 _blodk_rmodule_link 215 AEH -
" #IE3E w30d_woopscomments BER LT -
- #iEsE w3ba woopsnotifications G1FRAE T -
" FIRFE x3bd config PERMTH

o FUIEF 304 _ronfigoateqory UG AETD -

' S w304 _configoption EIEALTH -

' BUIEFE w34 _groups ESI5E R -

¢ #rB3E w3bd_group_permission BIEERRTH -
- #iB3k «3bd groups_users link BIZEARETH -
o FIEFR #3bad_image BRI -

v FIESE 304 _imagebody dlEE AL -

' FEE w3b4_magecategory BIFERAEIH -

' EESE wab4 rmgeet BISE AR -

« #ESE w3bd imgset_tplset_lnk BIFE/MT -

ARG BIEXOOPSE FEA K 5 £ dis, H AWl & HE K S MRPFIK S SRS, M A B I
U E e, EEEALENARE, BWiRZ KRG s B8 uol, Wk H LA
BRI E R, o] LEH R AERCENS, BIEEMASR)E, % [F )
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356

PSR ALE PP P

EWAYIGEE

- ERONSER
Pl EIERMS

|jerry
RIS IR R

Ijerry_@jer_rj!rit.idv.cn
P EIER ER:

WL EERER:

= ]

E0EE:

ERERE

A

N FEHREZEVH 6 NFH.
N EVOLSTINAFFHAEANFH I, NEELFH(a~2z) REELFHEH(A~ Z)

B]F (0 ~9). HH%FH (o1,
LA R P IKT e 3k —E o

RN

#. % ).
FE (At

2ANFAT ),

i R AL, BIEASERE . Meta XU, S REFHEKE; EASHKE L
LEVCE M A RR N ML 15, XOOPS %% M) 52 H A E BN, PR SRAZ L

uli ABCE

Q

- RASBRE
EHE=E

| XOOPS Site
Zieis;

IJusl Lzea it

TR EC B Meta BT fiR . 1F& . RSN .

=
o

et

il

— Meta BET1l
Meta E#E=x

®xoops, weh applications, webh 2.0, 3ns, news, A
technology, headlines, linux, software, download,
downloads, free, comminity, foruwm, bulletin board, bhs,
php, survey, polls, kernel, comupnent, commments, portal,

odp, open source, opensource, Freeloftware, gnu, dgpl, :j
Meta $EiE
HOOP3 is a dynamic Chject Oriented based open source :J

METATES

portal script written in PHP.

[¥00Ps
Mets fRid

| Copyright © 2001-2012

=)

BWCEH TECE ST R H= i, BRI E, XHECEN [2] ECE W]
DHEEREGITE, # L2



w29 =
P i TR R

2RERRE
REH=REMR

fe =

EPE R BGERN NS, BERRCARBROA =R Uk ] fIEig 2, & ea, L [F 2L

T FE P v BR LA LR

- FiAME (theme)

| default -

t—% F—%

it ds, MRRARERIASRAE T =Fpraf Ll sk, Biu Nk 5. FH P& 2. protector (P
PR, BIARCEEA ] dreds, WalLifEadesd)n, RiE R HAbpibe, 1Y

MXoopsTifiglt, 3% [ F—ZF L.

Frzie

EPISE(S 1.00 (prm)

| PRIVATE MEScAGES APz B A KB ER
RAPFPEE 1.52 (profile)

| USER PROFILE EBEA BT

protector 3,22 (protector’)
EHBEAL AP EEREOOPSHEs SR SEHE S B = 7B X
| protéctor fNoos, Souis A, EEEERE

== O

XOOPSHith 2 5e¢ G, % [ F—F1).

e 3%

LT #R bR B iR i plTh),
mE T R

PRIVATE MESSAGES

|- - 1

fE#: Jan Pedersen; Taiwen Jiang

WRAIEIG A BT ERID: 2

EE-RinfRE. .,
$#45 pm_pmlite.html 2SR A0RIFIEEID: 297
5 pm_pmiite.html $FiFrE
15 pm_readpmsg.html 225N EUERFIC: 200
4T pm_readpmsg.huml ERiFRETH
14T pm_lookup hitml 2225 MEIFAREID: 31)
14 pm_lookup html $FiZRETh
*Eﬁﬁ pm_viewspmsg.html E%EE‘JJIDEIJ#HEEHD; 32

ZIEXOOPSH A 22458 e, #& B RHEANIGIEE R Mk ! FEREAXOOPS MUy, Hk T2 4
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Z5&, KGR %3 M mainfile php AR ACE SN, At 564 Z4E Mumainfile. php PR, A
L install H 5 004 580 BER, dEAXOOPSH—JFBCE, 4% [ILAEH nf LA U 4w & vl ).

i iE AXOOPS M ik

#*5, MR

B = (N | A=A

EAEH

¥OOPS MY sk | ¥0ops hirsh

g o - 11

HATEeESE FEMEEHFSETERE FWE@IL

mairfile php wE NEE.
ABEZ LR BT destal romove S09bel36cO0bs 1T nstall R EERSH KBTS
Rz BRI

F—%  F-%

XOOPSM i #1241 [http:/IPHEHE/x00ps), XOOPS %L 5¢f5, F4% LIRAEHt v) DL U W
B o) HEEAME, BrUAEEEIKS BRI S G SORE, A OSSN 5 2 A R G
o MRS, ek s EHIX ]

e}

s G i
TEhS
RS
k]
gl 2=
s

| Eras:
=[]
#=REE
APEE

Powered by AOOPS @ 2001-2012 The s00PS Project

X NS ES, AMESUR TR, (E28 722t 1Bk 2 — MEo.
PR TR XOOPS £ 427 [ install % %% B sk MIBR B E iy 44

5 P 2 mainfile php AV PR & 1 BC B 444
/i‘ﬂéﬂﬁ“ﬂl/‘ﬁg%)”u&%%:}%xnnps_lib (IR E) JMxoops data (XOOPS#E(#E) Hk
e 2 M iR H sk CAAMY 812, Apache® iU ERIA H % A /var/www/html, Wik H sk LA EE 12
= | A e et = LTI

>»

|

W W W m

‘%u

FE: BFE Avarfwww/htmlxoopsdinstall/ IJFFETERSESR.
ATE=EETHEEHBEF.

FE: i fvar/www/html/zoops/mainfile.php BRATES.
AT E=EEEER I R,
i Unizx FEMHESA (444, T windowss B (5

FE: BE Avardfwww/hitmlfzoops//=oops_lib SESHSRERESD.
ATEER EFIHFEHEREESIRGGEIREEFE L,

FE: BE Avarswww himl/xoopss«oops_data IR SFISEBFES.
ATIEIxEE BT HFEEEFREEFIFGIEE F L b,
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Jeftinstall 2% H s 44 Ainstall old, i ¥fxoops lib (AFLIEEE) K xoops data (XOOPS
i) BREBE /varrwww HK T, R J51E mainfile php 1, XA B K ERIE M, &
MSERE S, R ffmainfile php PR AC B 444 .

[root@localhost ~]# cd /var/www/html/xoops / /3N X00PS Hx
[root@localhost xoops]l# mv install install old /] EAr44 X00PS % H
[root@localhost xoops]# mv xoops data xoops 1lib /var/www
/ /¥ xoops data Ml xoops 1ib HEX#EHE|/var/www
[root@localhost xoops]# vi mainfile.php
/ /1B xoops data Ml xoops 1ib HxE
// For forward compatibility
// Physical path to the XOOPS library directory WITHOUT trailing slash
define ('XOOPS PATH', '/var/www/xoops lib') ; //xoops lib ¥# )5l
// Physical path to the XOOPS datafiles (writable) directory WITHOUT
trailing slash
define ('XOOPS VAR PATH', '/var/www/xoops data') ;
//xoops_data ¥# 5%
// Alias of XOOPS PATH, for compatibility, temporary solution
define ("XOOPS TRUST PATH", XOOPS PATH) ;
[root@localhost xoops]# chmod 444 mainfile.php //Bimainfile.php HIREM

P S BRSPS EAE R, XN ] U RAEH XOOPS R4t T .

PAENT Pl ~
!'?: :‘_5 ! '_“ v
sACEEeAl
aT=:RERE. FARte—LRmEN it &Y
& - w a £ | i " e E - ERARETE-—TE: "R
; . i fa“me:
is 1] A& [ ] At EFEE mefiC ¥ & tiF = Fll A" ERFET S §il0 & A $TEE
L WCFE | el Dl
¥ a3 et 30
5 ol ~ X T8 T REdE
O L peAsEn
- " —— " B T o et R e ke o il ]
ftx +#RTE 4] MERE a8 B TS NS
. ETRE ‘M sann
ENFY 4 Kn
ZENE BERtAED BEres e e
= Cia

29.2 Drupal (Ki#) NBEER%

Drupal 9% CF J7 M ¥fi:  http://drupal.org/.

Drupal a4+ L35 http://drupalchina.cn/.

Drupal T J7 bk M4 HHE:  http://drupal.org/project/Modules .

Drupal faj 44 SC it 48 thhl: http://drupalchina.cn/download.

Drupaltiitie F4%k3thil: http:/drupal.org/project/themes.

Drupal 3/ 38 i o H A P S pir 5 1 L HORE S H B 1) A8 BRAR R 7 210 7 20K
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LA IR B DhEe, AN b s Ot Lo AR BT P AT 2B W2 P ANALUKH
Drupal K G EE 2 FPAN A (1) 9 i, A4 2

N ARBIEA TR

Ak B 3k /4 b ) FRN T ) Sk
N 55 X Dblog

A 35

LA YTl

WRAK H R

13 W) 3k

Drupal 35 L F Dhe:

N5 AR
blog

L F BAR Iz
GRS
FIE W %
2Tk

A8
I B4 5 T

Drupalie — 2K HIGPLIZBU T BEERS A E B AT B 8 & AR N BB L [R1 4 g
IR o U1 ARAR =K Drupal, 155383577, § 7 IF8GE Drupal, e AT SR 7K

K K K K K (£

K K K K KL KL K K

w2z Drupal ZX IR EL &

225 LAMPIE U A FINEEAS T SRR A 22 0, AR5 R Drupal 23 A2 EAL BILAMPHR 55 4%
b, A WnSCP I HeR Drapal s 4 SCA IR A S0 5 S0P EAR S variwww/html |, 20~ BR.

shtel — root@192.168.233.10 - TinSCP
CEMIL) g EEF &S0 &6 FEIno miE R ZERh D

M TS WP B F R e GE - -
rootE192.168.23310 | + |
:I‘JE:,EE;@T_;:' :. *» i:_html vaj i.grl:,,_‘\, ﬁ,ﬂ E":E

B=E -~ ¥R Fen |28 | EmF - TR o | HHEE | B 26R

i FEE| v .. root 2012/9/9 :59:35 rwar
B drupal-6.15 tar. zip 4,444 KiB WinRaR drupal B22E PO11/T/28 6:44:39  rwur
B drupal-6.2 tar rar 5,465 EiE WinRaR | || drupal-6 root 2012/3/9 2:53:03  rwxr
| | drupal-7.15. zh-han. .. 558 KiB PO 37f | | jdrupal-7.15 zhehan ... 555 KiF root 2012/9/9 23112 rw-r
gdrupal—'f.'i’.tar. zz 2,690 E1B  ‘WinBaR gdrupal—'i’.?. tar. gz 2,690 KiBF root 20125978 2:12:46  rw-r
BB language_selection... 45,260 B WinRAR

<] | RANEN! | i
0B af 13200 KBin0of 5 0B af 3,247 KB in0af 4

-0 Fz Emdg | P4 RIE S3FS B 3 Fe 382 O FT GIEEFR X F8 WIS Sy re B HLF0 B
S  ErPz @ 03845
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1k N ApacheER A W U1 H 5%, K Drupal Fs 4 SCPF R s 4, JF R 18] 4 b S0 5 X% 3l 2
DrupalffJtranslations H 5% |«

[root@localhost ~]# cd /var/www/html / /3N Apache ERIAM T Hx%
[root@localhost html]l# 11 / /50 EAEE T H S0
total 3160

-Yw-r--r--. 1 root root 2754113 Aug 15 02:26 drupal-7.7.tar.gz
-Yrw-r--r--. 1 root root 475765 Aug 15 23:08 drupal-7.15.zh-hans.po
[root@localhost htmll# tar -zxvf drupal-7.7.tar.gz //f#H48 Drupal K48 CfF

[root@localhost html]# 11 / /5 R E46 5 #) Drupal-7.7
total 3164

drwxXr-xXr-x. 9 6226 6226 4096 Jul 28 08:44 drupal-7.7

-rw-r--r--. 1 root root 2754113 Aug 15 02:26 drupal-7.7.tar.gz
-rw-r--r--. 1 root root 475765 Aug 15 23:08 drupal-7.15.zh-hans.po
[root@localhost html]# mv drupal-7.7 drupal J /BB xRN dupal

[root@localhost html]# mv drupal-7.15.zh-hans.po drupal/profiles/standard/translations
/IBEEES XHEX

G N EGE FE L Drupal RS H, 91 W3 4 4 778 [drapal ), #5 ASF00E Qe 61 23 25030
e, nJUZZLAMPHA 2 377K, G Drupal A4 P 7z 2 2 da 2 .

% Z<Drupalix {4

H &2 Drapal 7540 N 2] 0] 222645150, ¢ [Standard), §% [Save and continue].

Select an installation profile

/

@ Standard

nstall with commonly used features pre-configured.

i Minimal
Start with only a few modules enabled.

» Choose profile
Save and continue

EFEDrupal RARE S - KAFER A R F English, K AR fmiE b BT CARE T
/profiles/standard/translations/ H 3%, B LA<s 22 a4 b 30k, Aidiid¥ [ Chinese, Simplified
(fajfA 300 ), 4% [Save and continuel.
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Choose language

© English (built-im)

& Chinese, Simplified GEER 0

Save and contnue

v Choose profilz

P Choose language

Rl RS TR IS I B AE R, 0 R IR LAMPEE S A 75 R I BE e e, R &t

— MR, 700 EPHP extensions LA H . sites/default/files H SR ANTAAE . FC B W | settings.php
Z_\- sz%—t o

WehHE S22 Apache/? 215 Cent(s)
PHP 533
PHP register globals 2H
& PHRITRE 2R
DrupalSie R B AN TPur B (ESEEZIRnErmaEr -
® dom
FRE T EH
PHPPTZ R 128M
@ EERE

sitzs/defavie/ies IRATIFE. BstelBEEREM, ThigEARRHE. 23
SHTTRIE, EoFanBlEFREH RELRTRERE AR IR,
Bai#iTeR . EZERIEET INSTALLve 2l TR

Unicade BE FHF Mbstring I

@ EExH WEXHTEE

Drupal Tees s e B—MREXHENTRHEN—F7. §
| . rirasrdetau defautt retting oo SFR| | srrersgefauiremingr. oo o T EEE
Drupa B S4AH AL EF METALL tote

I‘PEE EEERHTEE.

e e i b A G B IR RS B, AR 1T AR AT BC B AR 2 7E /var/www/htm)/drupal
H3% FHAT, Arblfi N [ed Avarwww/htmUdrupal ], #F N % H 5. Al 78 26 508 1) )y 4 3
php-xml%K A, 5wl LU S phpd EALDL T .

Q PHPEE A
DrupaFZER SR\ T RIPHPY B (BZBEZ2N 25 ERMmmE) -
s cdom
[root@localhost drupal]l# yum install -y php-xml / /%% php-xml ¥4

Dependencies Resolved

Package Arch Version Repository Si:ze
Installing:
php-xml xX86 64 5.3.2-6.el6 0.1 updates 100 k

Installing for dependencies:
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libxslt X86 64 1.1.26-2.el6 base 450 k
Transaction Summary

Install 2 Package (s)

Upgrade 0 Package (s)

Total download size: 550 k

[root@localhost drupall# service httpd restart //E#H /B3] Apache
Stopping httpd: [ OK ]

Starting httpd: [ OK ]

P& M sites/default/files B SR ER AN 5 {5 B, DB T B AR A 777,

Q XHR&H

sites/default/files EFRAVFHE . BEGIRIEEREAMN, FReeENRRRE. 24
SiftiTEE, BLFeRIELBERAEIEARE TR A EEAR AL,
Bahif{TeliE. ESEREES INSTALL v 3k TELETH.

[root@localhost drupall# mkdir sites/default/files //BE files H%

[root@localhost drupall# chmod 777 sites/default/files
//BE files HxPUR K 777

[X] 4 Drupal [¥] AC & 3 1 settings.php X A AN 72 76, b 200 & 40 sites/default H & | [1)
default.settings.php A& 1l I H 1ig 44 My settings.php,  FHARIZ S 777ED W] .

© EoXiF REXHATFIE
Drupal Tikgdm el @—MRAX HENZRIFEN—EkT. §

il _ssites/defauit/defauic settings. php R fsites/defavit/rettings. php o FoT 20
Drupalf BB Z AT AILAEF INSTALL txto

[root@localhost drupall# cp sites/default/default.settings.php

sites/default/settings.php / /B HIECE S
[root@localhost drupall# chmod 777 sites/default/settings.php
/ /EE AT LA ABUR

HEBR Bk =AM R S, BT Drupal %235 vL fl, W& H3hEN F—/ > ULl
Ac & Drupal T 248 FH 8 7, B a2 A%+ [MySQL, ariaDB, &MY, fA
%ﬁfﬁ“ﬁzﬁﬁiﬁix Eﬁ)lh$1\ %%%Fé! ﬁg [{%Eﬁzj?ﬁﬁéggla

sy
F MyE0L, ManalE, LBHAT
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Drupal % 3¢ [n] 7 25K AH S E 38 55 A settings. phpfc & A FH .

% % Drupal
# =K 10/ 29. 14%
EhER comment Bk -
v AAETEG
v AHAR

v RAERSM
v SRHES

r BREEN

FHOCE A 5 A settings. phpPC & A5, %22 M) T 2 Hi i settings. phpFC & A2 3R Mok e
PHEN, AN e E T DA 5 s B TR

& FBEMT sites/default M sites/default/settings.php VL EBMEE =M I
HRSBIREA SN ERETZIRE - SAWEZNAERE, AL SRTEFR-

Lot A 8 G 00 5 P A 1 A4 PR A o il LSS

=1

ME R
192.168.233.10

Pl e F i 3E *
jerryi@jerryit.idv.cn

Bl phgIE TR ALEER) FAUhEE % . BRI ERE Gl E AR
e BT 6 et SR L L SRR T

sl AL 50 5 0 0o 5 S P K R, oL TGP 2 1 20 10 ol
ML, 7L AT SO B AL, A I TR, TR AE A A

TS, AIiFvAe “27 0“7 LIS E TS .

B F st -
JerryE@jerryit.idv.cn

....... EEE: 3%
WAES -

....... TRLE: 2

BB IRATET

o FIAESFE

[ 55 BOE 1 JE A EAMMAEAME &G BOAREZO 2 H, T ELEATECE N, BOA
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) ity 4 TR 2R 4

I X2 X T A2 5 o

EHERE

HAEF
E= ]
b RaEEERER

AKX
| Asia/Chongging: %18, hA 9, 2012 - 10:50 +0800 |

Pl HER=UARA PR R R E -

[ BB I8 N 1 S IUERIA 23 £ H a0 & BEOFTA RolbOl  BSPHE AN, AR ABCE. FoE e
e % DRI ITERZE D

B i

V BzleEEE

WV EH R EE IR
SEHESERMIRSEHOART, REFIRMT. BESNESBREREE

Drupal.org.

Drupalii W2 2¢5¢ 1k, oy LUimlgr ek Y, nf BLSZERH %A A Drupal P 5 .

Drupal Z#ETR

HE, {FEET Drupall
i) ks

o i [http://IPHiHE /drupal/Y, v PA 5 55 2| Drupal & UL,

AE M MM mR Bt mE RS 175 derry B

WmME BN b e

7> 19216823310
L

Q ik 192.168.233.10

EEERE=

Sin
L i =

FoxEHAKS A, %8 (RE] > DRESIE Y TUEE Hf ARG, e
AR RE T ATEC SR KA A

o FIORIPE

|

\N_

™

365



CentOS 6.x R EIELA =

CELATE MRS sl FRASTEITNE . U RSETAFIENE . SERRMAET. WM AR

Drupal 7.7

Cron TSN E—ZhiTIREE 24 5348 15§ AW

PRI F ahit EE-
P Toron, A0 o

o D af il BN (R e i 7 1% O W
COMPHNCTE N bundied (2. 0 34 compatible)
COMRESED s 3y bundied (2.0 34 compatible)
FE 33 (EEm
PHP regmster globaks R 1Y
PHP PR P B 128M
Pl j=417]

#7 B _EARBERE, Wb E A PECL AL E P ERAPC, T U5 i &3 PECL, P LUEFF
ZIPECLYA, ZAEPECLYATHIPR T 75 %2 php-devel. php-pecl. php-pearf&f|-4h, b B #ds
Development Tools, %Z<PECL uploadprogress, ##/5AC Bphp.ini, PrARCESM)G, EHHE
&) Apache R %

LEHE FEH
{RERS 2l B B AR, B LR . HEFFERPECLEEHER (B) ShEgarc.

[root@localhost drupall# yum -y install php-devel php-pecl php-pear
/ [ EZEEAH K PHP 3

Dependencies Resolved

Package Arch Version Repository Size
Installing:

php-devel x86 64 5.3.2-6.el6 0.1 updates 502 k
php-pear noarch 1:1.9.0-2.el6 base 391 k
Installing for dependencies:

autoconft noarch 2.63-5.1.el6 base 781 k
automake noarch 1.11.1-1.2.el6 base 550 k

Transaction Summary

Install 4 Package (s)
Upgrade 0 Package (s)
Total download size: 2.2 M

[root@localhost drupal] # yum -y groupinstall "Development Tools" //%% Development Tools
Dependencies Resolved

Package Arch Version Repository Size
Installing:

Bison X86 64 2.4.1-5.el6 base 637 k
Byacc xX86 64 1.9.20070509-6.1.el6 base 48 k
Cscope x86 64 15.6-6.¢el6 base 136 k
Ctags xX86 64 5.8-2.el6 base 147 k
Diffstat xX86 64 1.51-2.el6 base 29 k
Doxygen x86 64 1:1.6.1-4.el6 base 2.4 M
Flex x86 64 2.5.35-8.el6 base 286 k
Gee xX86 64 4.4.4-13.el6 base 10 M
gcc-C++ x86 64 4.4.4-13.el6 base 4.7 M
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gcc-gfortran x86 64 4.4.4-13.el6 base 4.7 M
git x86 64 1.7.1-2.el6 0.1 updates 4.6 M
indent x86 64 2.2.10-5.1.el6 base 115 k
intltool noarch 0.41.0-1.1.el6 base 58 k
libtool X86 64 2.2.6-15.5.el6 base 564 k
patchutils x86 64 0.3.1-3.1.el6 base 95 k
rcs xX86 64 5.7-37.el6 base 173 k
redhat-rpm-config noarch9.0.3-25.el6 base 56 k
rpm-build X86 64 4.8.0-12.el6 base 122 k
subversion x86 64 1.6.11-2.el6 0.3 updates 2.3 M
swig x86 64 1.3.40-5.el6 base 1.1 M
systemtap x86 64 1.2-9.el6 base 2.4 M

Updating:
Cvs X86 64 1.11.23-11.el6 0.1 updates 713 k
Installing for dependencies:
cloog-ppl xX86 64 0.15.7-1.2.el6 base 93 k
Cpp x86 64 4.4.4-13.el6 base 3.7 M
gettext-devel x86 64 0.17-16.el6 base 155 k
gettext-libs x86 64 0.17-16.el6 base 112 k
glibc-devel x86 64 2.12-1.7.el6 0.5 updates 961 k
glibc-headers x86 64 2.12-1.7.el6 0.5 updates 582 k
kernel-devel x86 64 2.6.32-71.29.1.el6 updates 6.5 M
kernel-headers x86 64 2.6.32-71.29.1.el6é updates 0991 k
libart 1gpl x86 64 2.3.20-5.1.el6 base 65 k
libgc X86 64 4.4.4-13.el6 base 19 M
libproxy x86 64 0.3.0-2.el6 base 39 k
libproxy-bin x86 64 0.3.0-2.ele6 base 8.1 k
libproxy-python x86 64 0.3.0-2.elé6 base 8.2 k
libstdc++-devel x86 64 4.4.4-13.el6 base 1.5 M
mpfr X86 64 2.4.1-6.el6 base 157 k
neon x86 64 0.29.3-1.2.el6 base 119 k
pakchois x86 64 0.4-3.2.el6 base 21 k
perl-Error noarch 1:0.17015-4.el6 base 29 k
perl-Git noarch 1.7.1-2.el6 0.1 updates 28 k
ppl x86 64 0.10.2-11.el6 base 1.3 M

Updating for dependencies:

Glibc X86 64 2.12-1.7.el6 0.5 updates 3.7 M
glibc-common x86 64 2.12-1.7.el6 0.5 updates 14 M

Transaction Summary

Install 41 Package (s)

Upgrade 3 Package (s)

Total download size: 88 M
[root@localhost drupall# pecl install uploadprogress //%% PECL uploadprogress

S 1 -

[root@localhost drupall# vi /etc/php.ini //%%%& php . ini
) B ..

extension=uploadprogress.so / [EEBE TR ER
[root@localhost drupal]l# service httpd restart //E#H /83 Apache
Stopping httpd: [ OK ]

Starting httpd: [ OK ]

Drupalfit & ARG E 525G, Dok settings php i A K2 (A0 PLE N, BRECE CA45,
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sites/default H st 2 20 HUHE 5 AR .

o EEH SR
STHE sites/defautt/setings php FIE B BHIRIFTIERE SRS MUFRESTHH R,

[root@localhost drupal]l# chmod 444 sites/default/settings.php//H.E& 314 H 3%
[root@localhost drupall# chmod 555 sites/default /W RAAE AN

PR B RS, BT R R ECE S A TE R, R0 BT 4G4 FH Drupal 1.

WebfE 82 Apache/2.2 15 (CemOs)

FIEHE BA (PECL_HEHE)

TFAY update.php HERIF

HilE R B 7]

HREERE M0, MariaDE, or equivalent

R ERERT 5161

St R B[54 HiEr

2By =42

REAUICIE ZH
INFh o ENERR LR O, AR EENRET. ERETT ARSI B RS E
THAEHE RT ST . WRASEEF SRR RESR, EREFA Rt L —FT
8. EERFEFAG . FESBERIITHIR. ZEWE

Aui i HEFREP
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Blog (18%) ——WordPress

WordPress{aj /& %k http://cn.wordpress.org/.

WordPress & — P H IEAHE M %5, £HAGECL AR NEE NS HE T,
WordPress & 44 H 3C Wil = B L3 T WordPress HHES 5 AH A5 B EEAL, igﬂﬁd“ WEERE
Ji WordPressH SCHiAS Taj A& S A OGSCHF, kS T2 BNk & . XA IR
L5 e et i e, AT S T8, WordPressilioA A~ NG 4 1) B ik .

30.1 WordPress® 4= giIACE

2% LAMP i vl P 75 SRS LAMP IR 855 2280, 98 )5 # WordPress # 1 _E A% FILAMPHi 55
] LA FH WinSCP I H K WordPress4%4'F H 3¢ & il 1| Apache ™ i H 5% (/var/www/html) |,
IR SR E A 448 [wordpress].

L A2 m mat: S5 ©) 2EE) ;mxm = a1 00

"9 L -PES WSS T (V2o o A - I
lnﬂ@152.153.233.1ﬂl + I

iu]"ﬁz St TE S R ;.ht"‘l‘ﬁZI?-w*ﬁ"?-E“ﬁ'ﬂ %E

= = =
‘!_‘_ Ry root 2012_.""3
:__wurdpress i w-a-:rﬂprf_-ss oot 2012 _.rr';
4 | EIREN I E2

DB of 0B inOof 1 DBofOBinDof1
2 Fz SEapam | X F4 YmiE ES 5 5§ 15 Fe 3zh £¥ FT GEREER X Fo iR =
=) SFTP3 OO oot:

H SCR A Apache it & U2 7 SXCFFUTF-84ufY, WA ASCHF, WHEMUSSCFFUTE-8, Ll
ST Y U R IRELAY . e dwordpress AR AT i 75 LN — N AR [wordpressY 2 2
EWordPress{ FH, W1 A GNIE Qo e 7 BG4 72, vl PAZ B LAMPEE NS AT 75 3K & 2 H M mysql
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#AE, KREHE WordPress 5 % 1) 204 J7E .

30.2 ZIEWordPressir {4k

H 563 A WordPress H 5%, & B BC & SCAT 77K H #7544 Awp-config.php, 15 W JGIERC
'H WordPress# A .

[root@localhost ~]# cd /var/www/html/wordpress / /i WordPress Hx
[root@localhost wordpressl# cp wp-config-sample.php wp-config.php

/ /8 WordPress BHRACE I Edn4 A wp-config.php

% WordPressiL B AT, W A IEEMySQLEHE FEWAHRAC B, JF W E S FFE S, ALE S
NG, TRAFIEH .

[root@localhost wordpress]# vi wp-config.php / /%% WordPress BlH 4
// ** MySQL BLE - BN ENRSREFRBAHGER. ** //

/** WordPress MWIEIEFEXFR, HHEN "database name here" */

define ('DB NAME', 'wordpress') ;

/** MySQL HEFER P 4R, ¥ "username here" */

define ('DB USER', 'root') ;

/** MySQL HIEFE®HE, F¥ N "password here" */

define ('DB PASSWORD', 'Aal234567') ;

/** MySQL MLtk */

define ('DB_HOST', 'localhost') ; /1AL, WA ZR S 25 1P Hudik
/** BALERRNERIARI LT HE */

define ('DB CHARSET', 'utfg8') ;

[** BURPEXNBAL., MBEAHEHENES. */

define ('DB_COLLATE', 'utf8 unicode ci') ;

e PG H.....
/**
WordPress AHLESTEE. BIAKRIAEF L.

EIKG, Z{FH WordpPress fAHICAE, HFHFEMEA 'zh CN'.

B ACER WordPress AHifh. XN MO XU E T wp-content/languages HXTo
EBIKiE, ¥ zh CN.mo & T wp-content/languages NI ¥ WPLANG FCE N 'zh CN'

e A 1 A rb SO ]

*

* * *  * *

* /
define ('WPLANG', 'zh CN') ; / /BRI AR AF X zh CN
( WordPressfit & 324 2E 1L, BPuTTY I Z T 4152 4 [ Unicode UTF-8 |,

rfeww/htnl fwordpress [B0x24]
Findow .Uptinn Help

z System Dafanult
Multilingual Engine P « Unicode

BRI Unihan Conwersion Taiwan Bigh
ITE LA S CJE Hacks . diap . TS
| : ~ Japan EUC-JP

Korean

\ sy PRC GB2312
=l @ 10DS. . . o— : . /

370



230 =

Blog (%) ——WordPress

WordPressHC & 5¢ ¥, W20 58T fH 3 Apachelk 55, FCE A =R

[root@localhost wordpress]# service httpd restart

Stopping httpd:
Starting httpd:

[ OK ]
[ OK ]

WordPressfC & 5l m, X ey P4 A [http://IPHiAE/wordpress), i 7R WordPress XU 5
SVHIRC & oI, MEE A E G, 3% [% 23 WordPress). BRIAE HE AIK'S Kadmin, v KT

RAZ K 5 245K

@WORDPRESS

ITHPANEEE ) wordPress HAEEEER S . MEEREIEEE. TUUER
fmgmk, FEemETef ERA RS, Bl ARREEFS.

= S R
e e

ERNNE—SRTES. THRIEOME, SRRl ST MRS,
=t Jerry IT WordPress

HFE adrrin

MAEOERSSE. IrE . OE . THE. 355 ()

A M AR LI

=T a%

B0 - TER 4]
EI‘H'E Fm“ :Eri'-,l.-';__ﬂ!|urr':f-'ﬂ itk £

B EEE WS F a7 i TR .
B F iR s AiEiTRel.

v, kP EERENS T

. LN O T8 .

BE: SERMSEIES 715 AT HREDSHS, #4530, HFEE.

WordPress % 2% 5E il fa, R4S H BL R RS A nf LUGF 26 & .

FETh !

WwordPress B4E=AE . EEEDUEERATESETRER? RiGE, —tNE2=m! )

HRP& =dmin
= IR TR
=

WordPress¥ il & % 5 5t 1] A http://IPHifk/wordpress/wp-login.php.

&Y WorpPress

55 lam B ns

admin

371



CentOS 6.x R EIELAEE

WordPress$= il & FL1f %hﬁp:/ﬂPiﬁﬂk/wnrdpress/ wp-admin/.

WordPress & UL A http://IPHiL 1l /wordpress.

372

2 i

s mp

HYES ] internet Explarer. B TE T4

Ry =

F e
e

&5

1 ¥R 1 ik
T 1 ¥4

1 hARR 0 %%

0 = 0 1515w

TE Twenty Deven, Fii#Mm & +4. TR
A TSI WordPress 142 »

thig e m

L ]

HiEr

v kN

T HA W B

SHEZHWE

WordPress China @T%

RES ffER: WP HTTP Exrnr naumm lookup tiried ol

Jerry_IT WordPress

=1 Wordfrem O

5, PR

¥EY Wik TR0

ERTH




=
=

CIx

Discuz!

Discuz! F Jj ¥ i :http://www.discuz.net/

Discuz! /& 30| %% FEINPHPH X R I A RS0, WFDZ, B3GR (Crossday) frfll
A, BHErEoITRA 7.2, Hii 5 K Crossday Bulletin (CDB), HAIMHXMB, < J&5 kA
£ [f)Discuz! LRI R GE, HEFEEOGIEA . IAEDiscuz! Ol H M H & 2 4L X 8
IR G

£/ ZEmH:

A
A
A

K K K

74

BRAFHIBRESGE, TEG R AEWIER S Tk

AR @ _EABEEERRA, R L5 A -FAE.

MR LT 4HR. AR, HEZHARTHE. HELFIFAUBIRS / BRI ALL
ERGE N

ﬁﬁ%xﬁTﬂﬁﬁ%ﬁ STARBRE, AT, BR. F3. #HLF.
%%Akﬂﬁ,Tmﬁéaﬁﬁﬁ%Aﬁ%,%%Aﬁ@‘%ﬁ%ﬁ%ﬁ
BATARTH A, TIA K, FRFRT. BIFERSETRLETF.

WIRTTARERS S B EAFE, T “BEFHE” ABMEERBRIRAT;, Ry

YonE A P TR e H R, TAMELF, T 54000 L84 L.
1._##?%, EA @ aaE AN, SHEREIEE AT, NEF 2w A GAERR,
FERNHAT. THHAT. MRS, A RREF ST ARAM.

EIEEM:

A
A
A
A"

AEAERR I T B33 T e k.

A EMALS P AL P L L 3 Ay I e,

Wik A P R el o A R E AT A “BORIEM ThhE.

Betl R B L B L, TR 0 LENALEFANTIA LB, Wi §
BT B AT R 2k M 0 4L 22,



CentOS 6.x ARG EIELAFE

A miqu%ﬁiﬁﬁﬁ%%mﬁﬁdmﬁk%iﬁi %E—TJ *’T“r] %?E.& 3-..._}:[_' “ r%fu'z]f;]]ﬂiii
AR A], RN ],
N ZATHEENMNARINGLFEMSIIFE, AMEHITF@ERE. T HREFL

¥ zH|mAR.
N EHTHTHSYIGE, T g R EdEm, 78 XA m. 12 A -meashies
P

MR-

N K FiE B AJAXVA e 4E F AL .
N AE SRR, W& RGEER, A TSRS, 5 T8 E R AR

¥ &
N VAPHPAA%ZS, BEAHEFE45H, 4% F Apache ( 2 Microsoft Windows ¥ #91IS ) Aea-
MySQL:1Z 1T Discuz!.
W [ 534 % 4, 4=SupeSite. X-Space. SiteEngine. ShopEx3, *[ £z PAELM, 4
R 3R m FAL .

&Tﬂ%-ﬁﬁﬁm&ﬁﬁﬁﬁﬂﬁ

31.1 Discuz! XL ZaiIic &

5L AMPELUAK (K ASLAMPIRHS 503507, A Discuz 4P |1 BILAMPI 4 7,
] LA H WinSCP . H ¥ Discuz! ¥ 1 [ Jupload B 5% _F A% #I| Apache ™ 11 H 5% (/var/www/html) |,
TR A iy 448 [discuzl.

subtel - ot@192. 168. 233. 235 - ¥inSCFP
|_TD i B t? i @ & T i *‘f’ EiRE LR B
0ot@192.168.233.236 | .+
u]-ﬁij;v” (8 ® 00 J bl v Gy [ q;lv,vi.]-ﬁﬂﬁfg
| BF ~ IR jiigk= 24
E L. root 2[]12_."'3
readme _ 1_115_&:_.' root 2012/4
upload
Loutility
1 | Ll | sl
0B cf0BinDOof3 OBof0Bin0of1
SRz Eas 1 FE E3rs BR GSre B OF T AERER X Fo 1S
& srP3 G Lnorw

i A Apachefic & X AF & 15 SCHRFUTF-8%ifs, W RANSCHRFUTE-8%ift, NME U UTF-8. £
AN [discuz] ME S FEEDiscuz! RGUATH, W A J0E Wife] G 20ds 22, v Lz
LAMPE: AT 755K, RO @ Discuz! By 75 1 £ =

374



31 =

15— Discuz!

31.2 ZIEDiscuz!& &

‘Z 3 Discuz! AT HT, WBEATECE, B CHE ADiscuz! Hx, K HIECIA4 R E A
config_global default.phpJf H 17 44 A config_global.php, X fillconfig ucenter default.phpfic &
PF I EL iy 44 A config ucenter.php, A J5¥fconfig. data. uc server H kA PRV & NT77, FAME
Ffuc client/data/cachelt) H sk AR 15 & A 777

[root@localhost ~]# cd /var/www/html/Discuz! //#EA Discuz!H3xE
[root@localhost Discuz!]# cp config/config global default.php config/config global.php

[ /IR E X E a4

[root@localhost Discuz!]# cp config/config ucenter default.php config/config ucenter.php

[/ EHIRE S E A
[root@localhost Discuz!]# chmod 777 -R config data uc_server
[root@localhost Discuz!l]l# chmod 777 uc_client/data}cache

C'E Se e, R s s A [http://[Piﬁijt/Discuz!/install/’]r B s, R Em
PP RPN, 3% [FRFEIR]DY 4hsiewds, % [FARE]Y BPgi R &3,

=2
TIPS
Discuzl=z,3 EfEd i 20120901
iy RS Y ERT YA j
RERRPE (o) 2001-2012, JEE S EEHTEIRS T4 T P REALH|

EERIETR IR R G BB D — S | SR ERE O BRI AETH AR A
T BT AR http P comsenz.come. SmERTSERM S bttpfhwewrw discuz . neta

A SRR LA A FrEARELA R HNEHE AR RFIEE - TR TA
HERL L BAISE « MR EHERFEAATARR - MEFARSEEhY, Rk ERERETNRS
EREERARR - SRR ET R T R RS R N AR RS SRS b R BT 1R
o2 el 2R SR N TR R A o T SHHEH O RS SR PR IES IR - S T8 BEEE
EEIT A E I R R 2 =25 AEERERE EE R i T Eh

EFERE—BREEE, BEEHEEFN DAMEM T - B ERES AR B ERES D amRme it

BEFARRS EE - EORER{ SR EEE AT EEEE SRR S - IREREEETER . IRREEEEThIY
HAEFHEIF - NREFET LRSS, NSRS EHERSH A « SEEER EERYE . BT EE -

M ede o Lo=B2A W L A R R == L AR 00RO ERT S ot 0 == R 0 AR-TI0] —I

pEs | B

2001 - 2012 Comsenz Inc,

FRMAEEBC B )G, i BC B H R BUR T

N R —*n A
TR %k
A e {%b%:id IR

5 EETEHE WL THE T2 R T
Hha#®
e Discuz! l(HERT Discuz! B HaESS
S{ERE SR 2z ¢ Linu
PHP fR 5.1 5.3 ¥ 533
fitis E1E Eait ] o ¥ o
GO B 1.0 2.0 ¥ hundled (2.0.34 compatible)
Ergge ] 10M TR ¢ 12660M

LRIABTINRF G T AT AT R R SCPE K H kAU RS A 777

375



CentOS 6.x R ETELA

[root@localhost ~]# cd /var/www/html/Discuz!

[root@localhost Discuz!]# chmod 777 config.inc.php attachments forumdata forumdata/cache
forumdata/threadcaches

forumdata/templates

forumdata/logs

PRACE 5E 5, T HDiscuz! W 0L, B YHPIRARD A5,

B3t

Joonfig/oconfig_global.php

JSoonfig

Jdata

Jdatafcache
Jdatafavatar
Jdata/plugindata
Jdata/download
Jdatafaddonmds
Jdatastemplate
Jdatafthreadocache
.I,"Il_ldl_dl,"l:ll_l_:l!_l iment
Jdatadattachrment/album
Jdatafattachmentforum
Jdatafattachmentfgroup
Jdatailog
Juc_client/data/cache
Juc_serverfdataf
Juc_server/datajcache
Juc_cerverfdatafavatar
Juc_server/datalbackup
Juc_serverfdataflogs

._,l"l IC__ =210 'l.l't—ll_,lrn 1 at .-|_I|"| mp

JUc serverfodatafview

Joonfig/config_ucenter.php

miEiks =R
¥ o5 W T5
¥ 5 o TO5
o o5 « F5
W o5 W 5
¥ o= @ o=
" TS5 o A5
* 75 « a5
¥ o= & o=
& o= o o=
o "5 W "5
o o5 ¥ o5
¥ o= & o=
& o= o o=
" O5 « A5
o T E o OE
¥ o= & o=
& s ¢ s
» A5 w A5
o o5 v o5
v o= & o=
¥ o5 W 05
o A5 o o=
¥ o5 ¥ o5
¥ o5 ¥ o5

A RESTEZ S O O e ov -

% [h—wl

A CLikFE [ 4% 3EDiscuz! X (% UCenter Server) ),

-JL[‘I" . -

W E s T IS

L. :

REETHE AR g

L)

= FWHER Ditousd X (& LCealer Server)

C BER Do L{FIESCEERN UCenter Server)

D25 5dim e Y Emirh, Bl AR 45 45 i My SQLEU JE il 45 45, #R1IA Mlocalhost, B
HE & HAB I Hia FERR 55 2%, T AME . FidiE 44 A Discuz! FrAd I EdE 22, B PERH P 4

AR U s A\ A Discuz! 238 2 10 5 Mgy, HAb e HBGABC & .

— v
3 7y ks
® hiThiiRERE

LA BEiTE e e
BE5HERFEE

SRR floczthost s L — ) Iocalhast

HeiRf 2 Joiscuz

S B P |roat

SR ET: |123.cam

i, [ [F—EBEiTE- Ttz BiEMaE

{55 Fmall |=dmin@admin.com AT SRR RS

376

uc _client/data/cache




#31 =

11— Discuz!

Ac & Discuz! 5 HE 1 1K 5 BRI N admine BC & HE 01 %0 X E-mail BCE5CG, &0 F 2L
EEEESES
BTN S |admin |
TS esensenss | ERRERTAST
TR [seseseees |
=M Email: |admin@ tomsenz cam |
diplieag=F ] et 2l | MR )
HIE TR
FRTEhE:
FRrEhE:

E@n@

oGO R, B P B ad R b, 35 20 R M) B BA A 2R R I

To Tonmmmens

s EERIE HEDSTIA BEEATEE T

327#ER ore common_smiley .. /BRI
#EEE ore_common_sphinxcounters ... fIh
BaHEE ore_common_stat .. EETH

B ENEE ore_common_statuser .. Gk
BaghEk pre_common_style . B
2adnEE nre_common_stylevar .. B
BanE% ore_common_syscache ... AR
EaEEE ore_common_tag .. [
Ba7EniEsk ore_common_tagitemn ... gEIH
#EadeEd pre_common_task . REID
@EoEEE ore_common_taskvar L. FRI
EBaEEE ore_common_template ... ET)

Ba#EE ore_common_termplate_black . pETh
EBIEEE ore_common_template_permission ... /i
EadiEE pre_common_uin_black ... g

ETEE®R oro_common_usergroup ... BETh

E#EE ore_common_usergroup_field . BEIH

R PR 3NN 5, 25 ] T HE 7N 2 I o

ZERAS

Discuz | X2.5 Mitkd®r UTFE i 20120901

SEEpRYH, FopHEDiscun DTS

Disowe| = P EErh FREES ERSREER . WSEESEEED . Skl A

22001 - 2012 Comsens Inc

£l LLFT HDiscuz! & UL, 1045 ¥ Install’zz 2% H 55 0044 s B

[root@localhost Discuz!]# mv install install old

e s 4 A [http:/IPHEHE/Discuz! ), #7 HDiscuz! H UL, [ E 7R ADiscuz! ERIAMR
i, AfCLENEHE G EEPLERCE.

377



CentOS 6.x RAEELAEH

AT e MR
HERH MFE - C auit HEEH
Discuz! =5 o | amum
™ & r@ ®wn  We EEE
Bk aE =0 =5
ki
B i Witk
DSt

i S

A - 1 AGE -0 &0 RE). 1 RRF - BRCRR 1 T 01299

X} {5 i T ez -]

ANTEEERE SR

Ty .ﬂil‘l T ol *‘E:I-"':ﬁ

g Iy DNSELEM 12 ° el FEUE  Comsen: b,

1= ooy e

EiANH P K5 %8S, Discuz! 3 5el e R AE B AN S, WM 7 HA4bH -, v LA
fEHEAMH PG, EHP AP L, BEK,ER.

ARE - iadmiﬂ M Bh%3 HEFH

5 [senene B3 | uEm
=)
s R RS o L
1% = = ;l-| L adrean TEIE &8 mm #! il I"t:? 'EF:F s
Dis rdl W2 - W AN

i RE R O®E NGe | RUSK -]

R B 58 R deow

I {

MPER BT A WA i, TR RIS R ER A AT S . WPRESEINT 19 S
aurs s
Uil »dTen
T == |
wirin
o by Disuet 52 MSSNSi  WHF  Archier | NS | Commenr Inc.
miary b T o), 2 = atied P O L0BMID s ol .

{EDiscuz! B H o B EH L, FTHRERS, A [http://IPHifE/Discuz!/admincp.php), A )5
NGRS I T T

HPE: |admin
T \ F:_' R TTTTY T
e |l PNl EFZHEEF”LI" = E | -
Discuz! £ B&R 8T Comsenz SEH#ELHLHESE # E :ifiﬂm -

BT e HEbaEIl kAR -

232

o B H VEBEPOL G, BKEREE, LERABRZ .

378



Discuz! '*I: WA N A (1P G5 B8 B GW TR 294 B Uceer e e

Ao 1+ o | EZ0
L O 1

wSHTEE
S80E wiT

Dbscuz! Board A,

¢ FEOTA=Tn. TlE- SAATENEyErEREDE ) EEGRirE e - B Sl 00 T 1ol ki T
S ERM O FRDIvo L B S A TR

WETHWR Y, (T8 Dueous! WHERIES . TN . WrHEs

£ PR

Ly

b U
w2 sam o T &

REEe

Disour| ST Dupcua X295 Release 20120801 SEBHEL &1 SNSEY Discui el EH

UC i =~"-ii! e | 8D Rpdeses 200 10%90]

BRBRAR PP e/ PHD 95,13

#31 =
t1z—Discuz!

379



G

=g MediaWiki

MediaWiki'F /7 A5 @ http://www.mediawiki.org/wiki/Download/zh-hans .

] NS 4k F RS H AR, E ] FEXT - LEAHDUE AN [R] 1) 44 Tl J 2 A 2K
mae e (Wiko) . 4i2E { R (Wikipedia), 4EXE8EAA (Wikimedia). MediaWiki 5¢MediaZilla.

MediaWikif&—Na 778 Ik 55 avim ) H K AF, 25 T°GNU General Public License (GPL}
VO KAT. 'ERENE RS AEATAE H Uy 1al &= B T R iR 55 A5 SRR . MediaWikisg— N K
iR DR R AERE AT, el FHPHPE AR K U 0] A1 2 7~ A7 4 7E My SQL U 2 H 1) 23

fi FHMediaWikilJ 4E 5 CAKS X, H P A ES XHTMLELCSS W 1] DUR 2 ) Hh 2 45 P9 25 .

AN PR AN AL AN T, MediaWikisBF e 5 ABHREE, (B2 ASIRIX
AN GUIRIR PG T RRCAS, XA 1S 0 (RS B MO R A B S (5 B0 v DA E K R . MediaWikith
] DUE B B N 2 AR SO, XS AA s R S R G o X T K& A P R B 4 AL
m, MediaWiki > FF 2217, FF H ol UARZE 2 HuZs i Squid R AR 25 8% 4K 1

32.1 MediaWikiZx{fFLEZGIRIBL B

Z 2 LAMPIE VS AT 75 SR LAMPI S 2380, #8808 [mediawika] (15508 e
ffiMediaWikaftf FH, 4R ANFITE Wife] G 2dia e, v LS H LAMPEE R, KA1 MediaWiki
FIr e IO 28 1%

fif FH weetig 2 J7 20 b 2 MediaWiki % -, 2R J5 fif & 4 MediaWiki 54, 4 8 s 4 J5 1)
MediaWiki H > & il 42 Apache ™ U1 H 5% &, JFRF H kAR 15 & M apache.

[root@localhost ~]# wget
http://download.wikimedia.org/mediawiki/1.19/mediawiki-1.19.2.tar.gz
A .
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VMware Player 4——61|}2CentOS4%: 3] IhiE

VMware PlayerE /5 I li:  http://www.vmware.com/products/player/overv.ew.html.

VMware Playerst: 2 0] #. 5% NI EAT, CAERMA R BA HE RPN DR, 2
o — WSl DL UL, 404> VirtualBox. Hyper-V ServerZ kg {46 77 i fili 824E H 5 92 fROAR
X VMware [t 52 K%Y, VMware' 5 #74L T-Windows 7 XP mode, 1] W.VMware & 7, 5% i
H C#rd s2m 2 EDAE T I S B A %, VMware Player ] P #FWindows 73258 (7% Hostilt

Guest OS) MOpenGLINfiE, SZH32/6407#4/F R 45, 41 CPUM32GBHTE-

T#VMware Player 4z #1

LAY A 2 M e 2k 5 5 A4 nl L3, BB 5 & b i) i, Sk L™ H%
RBAG R A N LN, A 5ok v LA A FhotmailydF I, WG EM SRS, Bl LG
a1, i%kFfor 32-bit and 64-bit Windows | X.

Download Information

ViMiware Player 4

Viware Player 4.0 for 32-bit and 64-bit
Windows

107044171 | 200 | 117M | Binary [.exe) ) . . .
Widware Player for Windows 32-bit and 64-bit. exe Installztion file

for 32-bit and 64-bit Windows

MDSSUM) Ge7ic6ab24b08f2d01{bb0808219cada
SHAT SUM{') c781fcdBcE1cd0cfBEbfiTiee380931683bac14348

4 HVMware Player g UALRAT, 28 1 7 K5 AE %3 VMware Player)i, nf LA
CentOSﬁVF%%?E%%EWWMEPlayerq{fﬂ)HU: IXFE AN RS CentOSHAF R % AE T 6
SRR b, AT A B K R U 0T LB AT CentOSTRAE REE, %5 >) 48 F CentOSHE e 5t 1
JIESHWI Vs B

VMware Player 4% 35 4518

€1 ~NEVMware Player 4% 3 X /e, 18 VMware Player 41T/ F 174 3o
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(Vihware Player Setip.
vmware'

VMware®

Player 4

[y Ll:h":‘lljil-llgl W :-::_r'e---l cab

Copyright © 1998-2012 Viiware, Inc. All rights reserved. This product ks protected by LS and Intemational copyright and
Intellactual proparty laws. Wiiware products ame coverad by one or mone paterts [sted at httpy/swww vmware comigo)/ patants

€02 L IvMware Player 4% & 25 E A, 27 [ Next ],

r"JMw.ﬂre Player Setup
Welcome to the installation wizard for YMware

Player

The installation wizard will install YMware Player on your
computer, To continue, click Mext,

WARNING: This program is protected by copyright law and
international kreaties,

VMware*

Player 4

| Next> || cancel |

€103 £ VMware Player 409258512, BINAEEY, MBESEEHIER, B
[ Change ], #EHFL KRG, % [Nextk

VMware Player Setup ——
Destination Folder f.l‘:}]
Click Mext to install to this folder or dick Change to install to a different folder, L.

| B et e v

C:\Program Fies (x86) \WMware\¥Mware Player),

€04 RRFFHRIE TR R R TR B FARA , BiAA)3%] Check for product updates
on startup ], ¥% [ Next ],
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VMware Player 4—+6I|i2 CentOS % 3] IR1E

Whiware Player Setup

Software Updates
vrhen would you like to check for updates of your software?

(o

[7] Chedk for product updates on startup

When VYMware Player starts, chedk for new versions of the application and installed
sofbware components.

Learn Maore

05 2R S M ET R, BiAAk [ Help improve VMware Player |, 1%
[ Next L

WiAware Player Setup

User Experience Improvement Program -'_'J_“_,_ |
Would vou like to send feedback to ViMware? s ot

Help improve YMware Player

Send anonymous system data and usage statistics to YMware.,

Learn Mare

€006 3278 VMware PlayerfX 4 R{E A=A E, TLBIEFSE ( Desktop ).
G 252 7 A% ( Start Menu Programs folder ), EIAE1%E, TIiREF K2
e, wEEREE, % [ Next],

Vhware Player Setup
Shortcuts o
Select the shortouts you wish to place on your system, I
Create chortrute for Wware Player in the folowing places:
Ceskiop
StartMenu Programs folder
[ < |[CHeds T [ cancd |

€EXo7 e~ % % VMware PlayerfVid 272 B 0][o)@, 3% [ Continue | #1743,
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VMware Player Setup

Ready to Perform the Requested Operations "41__' !

Click Continue to begin the process.

If you want to review or change any of your installation settings, dick Back. Click Cancal to
exit the wizard,

< Back
€08  vMware Player4 #< [F 17t 17,
ViMware Player Setup
Performing the Requested Operations _’,J"_a |

Please wait while the wizard performs the requested operation. This may take several
minutes,

Status: Installing and configuring additional component
C:\Users\ADMINI ~1\AppDataLocal \Tempwmware_1318515126\voredist_x86.exe

€009  vMware Player 2 e ilE, B K EFHED, BB EH B, XAFVMware
PlayerZ Zc B B A4 o] A4 R, 3% [ Restart Now ],

VMware Player Setup . -

Setup Wizard Complete

The setup wizard needs to restart your system in order to
complete its operations, dick Restart Mow to initiate a reboot, or
Restart Later if you plan to restart your system later,

VMware*

Player 4

Restarthow |  [RestartLater]

AE, BVTENHRAELRARESR, 16MHEEN /S50, %[ Restart Later |, VMware Player
X WO PLsT7,
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VMware Player 44—+ 2 CentOS %3] RIS

€XIX0  VMware Player% 3 5 fiJS, 2 78 i+ B & 18 00 # B VMware B # K
[ VMnetl ] % [ VMnet8 |, @ &=,

= WMware Network Adapter = VYNware Network Adapter
s“ Whnetl &"f WMnet8
&7 FeRRE & wRsImm

&E ?EEJH‘]WEE-

@ Realtek RTLB168C P1/8111C(P)...

Bl 2 FE AL

R Az AT A AL, DB 23R CentOS AT RS

€01 vMware Player 455 — X FF |2 A% H I License Agreement 54418 [0), 7%#E [ Yes,I
accept the terms 1n the license agreement ], 5% [OK L

License Agreement
Fleas= read the following lic=nse agreement carefuly.

VMWARE END USERE LICENSE AGEEFMENT

IMPORTANT-READ CARFFULLY: BY DOWNLOADING.
[NSTALLING, OR USING THE SOFTWARE. YOU {THE
INDIVIDITAL OR LEGAL ENTITY) AGREE TO BE BOUND BY THE
TERMS OF THIS END USER LICENSE AGREEMENT (“EULA™). IF
YOU DO NOT AGREE TO THE TERMS OF THIS EULA YOU MUST
NOT DOWNLOAD, INSTALL, OF USE THE SOFTWAFRE. AWND YOU
MUST DELETE OR RETURN THE UNUSED SOFTWARE TO THE

TOTTRTTLATE TTRAR F TYTTTTANTT ETOATT 6 SVOT TR T YT T TTR T T TTTR TR T

-

(@) Yes, I acoept the terms in the lioense agreement
(7 Nm, [ do not aocent the terms in the license agreement

Lo |

€02 S rVMware Player 4% M, BRI/ B CIZETEHIAL, %[ Create a New Virtual
Machine ] SIEFHIEHo

I_ Welcome to VMware Player

Create a New Virtual Machine

Create & new vwiusl machee., whedh wil then be:
sk 1o the oo of you Krary.

i

Open a Virtual Machine

Oipsisrs &0 @50800) virtusl machene, whasch will then be
addad 1o the 10 of wour Beany.

Upgrade to VMware Workstation
G ] fealbaes sch s eugmbobs,
developes bl milegy aton, el mere.

Help
Ve WMware Plaver's heip coesents,

€I  FtE RN SRR TR TR, THUEARERFESOXHZE, %

NEFEIL KR, FEYTHEHFHETIRE, %#F [T will install the
operating system later ], #% [ Next ],
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Hew ¥irtual Bachine Tizard

Welcome to the Mew ¥irtual Machine Wizard

& wirtual machine is like a physical computer; it nesds an operating
sysbem, How will wou install the guest operating swstem?

Install From:
" Installer disc:

|& comzhae 22 =]

™ Installer disc image file (iso):

! ;I Browse,,

&' I will install the operating system lster,
The wirtual machine will be created with 2 blank hard disk.

Help | = Back “ Mext = ] Cancel I

€04 e RGKA [ Linux ] /5, I TZE £ %CentOS x86 64, FrlA [ Version ]
157 [ CentOS 64-bit ], 7% [ Next ],

Hew VFirtunal Bachine Tizard

Select a Guest DOperating Sysktem
which operating system will be Installed on this wirtual machine?

—Euest operaking system

£ Microsoft Windows
i Linx

i Movell NetiWare
£ sun Solaris

" Other

Help I < Back I I Mext = I Cancel I

€105 B AENHBER, FRERDSRIBANEMN EHRTXNE, SHERE
WREMELEABDNER I, MBHLET—45, HBERAG, 1% [ Next ],

Hew ¥Firtual Bachine Tizrard |

Name the ¥irtual Machine
What name would you like o use For this virtual machine?

Yirtual machine rane:

Locakion:

_Users) AdministratoriDocumentsivirtual Machines\CentOS 64-| Browse., .. ]

< Back I Next = I Cancel I
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€I

Mz A
VMware Player 44—+ 2 CentOS % 3] IRiE
REFRTE, WANWGBISEERE, AR ANEREAE, JURIE
LB RAEBRE, BAEBYLABENT =8, % [ Next],

Hew Virtual Bachine Wizard

Specify Disk Capacity
How large do wou wank this disk ko be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These File(s) skart small and become larger as vou
add applications, files, and data to vour virkual machine,

Maximurm disk size (GE): I 20,0 3:

Recommended size For CentOS &4-hik: 20 G6

" sStore virtual disk as a single File
&+ split virtual disk inko multiple Files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

Help | < Back l Mexk = ] Cancel |

RV AE BT,  FKEEREML, % [ Customize Hardware ],

Hew ¥irtual Bachine Wizard

Ready to Create Yirtual Machine

Click Finish to create the virbual machine, Then you can install Cent0S
Gd-hit,

The virtual machine will be created with the Following settings:

Hame: Cent0S Bd-bat
Locatiom: E:hcentosbxhcentosb-8
Version: Workstatiom 5.0

Operating Sw. .. CentOS B4-bit

Hard Disk: 20 GB, Split

Memory: 1024 ME

Hetwork Adap... HAT

Other Dewices: CIfDVD, Floppy, USE Comtroller, Primter, Sou. ..

Customize Hardware. ..

<Back |[ Fnish | cancel |

ST ATF, CentOS 6 xIRERGEIVIZEIGBI L, BT LEREAENFTE
BARARFN, MRRERSELEKERAA, PR EFTZIGBLEANATT,
BT ELZRNY, BRELRERRE, JUERIERE LY TER, BB
NAFAEEAI1IGBA T,
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€109

bortwsre K

| Device SUmMary I
| [ Processors L
“dMew COJOND 1, Aubo detect
E Floppy Auto dekect
Ewetmrk Adapter  NAT
E I15E Controller Present
&) Sound Card Auto detect
=Prnter iSeclal Pork)
EDisplu}r Auto detect
Add...

—Memory
specify the amount of memory alocated to this wirtual
machine, The memary sze musk be a muliple of 4 KB,
Memory Far this virkual machine: I 1024 3: M
B4 CE -
rap -
£ -
sag - =] @ Maximum racommended memors:
4B - {Mamory swapping may
i occur beyond this sze.)
g 9116 ME
Cia pE - =
. Fecommended memory
ICEME -
1024 ME
1= mE -
EdME - ] quest 05 recommended minimuom
Helibshs 512 ME
1 ME -
EME -
PR

Closa I Help

CPUANERR &R, of IMRIE 7KK

RIERZEDT

|

Device Summary

WMemary 1 5B

[ Pracessars o

“Mew COIOYD L, Auko detect
o Floopy futo detect
Netwurk fdaptar NAT
LISE Contraler  Prasent
l!:"'Suund Card futo detect

= Prinker (Sarial Part)
!JDiSDla!.-' ko detect
Add...

Processors

Wurrbier of processor cores: |- 'l

~Wirtualization engne
Preferred mode: |Autumati|: j

[ Disable acceleration For binary translation
[ Yirtualzs Inkel VT-5/ERT or AMD-VIRAT

AR, BIAANATIELR, WIMRFSHER:

Close Help

—"T“ﬂbﬂ%%o

R ZHNRE, ATAEINEA

Bridgedt®2 =, X E S LAKTYIEBE—KM K, NIMRSHETSE,

Hardware
Device | Summary
I 1 emiory: 1 0GB
[ processors z
“yJMew COJCVD (... Auto detect
[ Floppy Auko detect

@Netwu:urk Adapter AT
IISE Contraller Present

& sound Card Aukn dekeck

EE'?]Prirtl:r {Serial Port)

!IDispIay Auko dekect
add. ..

]|

~ Device status
[T - Connmected

W Connect at poweEr on

—Metwork connection

{* EBridged: Connected diectly to the physical network
[ Replicate physical nebwerk conneckion skate

" MAT! Uzed ko chare the hosts IP addracs
" Host-only: & private nebwork shared with the host

= Lan seqment:

I hd

LAM Segments. .. | Adwanced...

N7, A=z, WEIRE ST

Close I Help

. Ef'j[g --'l:t'\;\

, EWFEHISOZL

2, H
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VMware Player 4—+61|i2 CentOS % 3] IR1E

LHARELEICIXIR, 1 [ UseISO image file |, A/51EFECentOS 6 x 2 ER R
SO, wETH/E, % [ Close | &REMYIIZE,

Dy 5L|'|'||TIH"|" N - Diewice satus
B eicry 1B [ Cormecied
[ Frocessurs z ¥ Cornect o power o
[ New IND {, Autodetect ]
E HﬂFp!." Mtndﬂtﬂ:t —l:um“hm
!'Qﬂetmctk.ﬁ.dapter Bridged (* Lsa prgsicl rive:
G USB Coriroler  Presert
Bisondad  Autodetec [ 4
= Frinter {5etial Port) v Lz 150 image il
o L \Cerk056,0-485 6460010 %] | Browse..
Advancad,.
dad. ., | PEfigve |
e | b |

C2 EHWLEESAUE, 1% [ Finish ] 2558 %E, VMware Playerst 28 7 B

Hew Virtual Bachine Tizrard

Ready to Create Yirtual Machine

Click Finesh bo create the wirtual machine. Then you can install CentOs
&4-hit,

The wirtual machine will be created with the Fallowing settings:

Hame: CentlS Bdi-bit

Location: E:centosBxhcentosb—5

Ver=ziom® Forkstation 5.0

Operating Sy. .. CentlOS 64-bit

Hard Dizl: o0 GB, Tplit

Memory: 1024 ME

Hetwork Adap. .. Bridged

Oiher Devices: 2 CPU cores, CD/DVD, Floppy, USE Controller, ...

Customize Hardware... |

<Back | Fimsh |  Cancel |

13 #EVMware Player 4% 0 e IE BN AR ML, 3 T3k#Z% [ Play virtual
machine |, BEIEHAL, HITUTFELECentOSERIERG T, BARESE,
B IEMETHNNA,

Cent05 64-bit

Glale: Powered OF
05  CantDs f4-hit
Wirrsann Winristaon 8.0 vires machim
BLAMNE ]
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JFedora LiveUSB Creatorfl| Z2USBF & 24 £

Fedora LiveUSB Creator'Fy J7 4. https:/fedorahosted.org/liveusb-creator/ .

Fedora LiveUSB Creator i 5k . 5% H{FUSB b & KRGt AL 84T, nf L Linux e L [F) Live
CDHIERIUSB L, IXAFAMAT U 2064, P 7 U5 g, 5o [ 2 A J i e it n]
L AUSBHY, HZHSHLSCFFUSBITFAL, A o) DAE UL FEIEE I USB B S R G0hL, B4
I AVE ) H S EA kA A FEAR T3 AR n) PA Y EZk )i CentOS R 48, AH-—25— 2K
HETRE YR .

T #;Fedora LiveUSB Creatorx {4

H TSR A 3. 111 RCAS, 5 2IE 7 Ml R 3.

https://fedorahosted.org/releases/l/1/liveusb-creator/liveusb-creator-3.11.1-setup.exe

Live Linux USBEY&I|{E

fI HFedora LiveUSB Creator)ii, HI/EEIRIEA MR 7%, — M2l FHBrowse B I HIUHY
Z A7 AE ¥ Live CD ISO, 7 —Fhgt 2 4# FHDownload Fedorai il | 2% Fedora Live CD ISO, Z: i A{
H Browseit INHHL 2 & A7 7E ) Live CD ISO, iXFELLB T4 P28, Y 3iFedora LiveUSB
Creator 4% 75 BRI 6], AR EHI1EZ NUSB, LSRR %47 %, Live CD ISOK &= N
NHZIE, En] PLEAT O AR AP Linux, 1CentOS. Redhat. ubuntu. openSUSEZS:, iX
H 1§ F Cent0S-6.3-x86 64-LiveCD.isofi|{FUSB.



iz B
{# FH Fedora LiveUSB Creator fl|}& USB [ B &4 &

| fedora

Live USB Creator

Use existing Liwve CD Downleoad Fedora

I Browse ] or lFedcrra 17 i686 Desktop
!

Terget Device Persistent Storage (0 Mb)

[3: (oET0s) x| & B

Create Liwve USE

¥% [Browsel J&, EFCOHERSLFI RSSO X [CentOS-6.3-x86_64-LiveCD.iso), #RJ5
% (4T ).

o
- |44 || 2% CentOs-6.386 64 L.

E- 0 @
= J BE s i

W i
8 = || CentD5S-6.3-x85 Ad-LiveCDisa 0127978 1732 150 2 TO8,

M £E |
l =] mREFRES

= E
=l Subversion
> =
= BR
B s
al BETE

J ==

- L] k

HEMNE Cent0s-6.3-xB_fd-LiveCDiso - 150 {*.isa =

-

Live CD—EZ2ZCDhr, Ao LIZDVDRRA, &NGEIEEM I EFV. ]

1L PECentO0S-6.3-x86 64-LiveCD.isoji, {E [ Target Device ] H L+ o 4 5 A [FJUSBIK B =,

X HUEP G XN USBIR AN 5, - Vligi)n, f4 [Create Live USB] J4shilff: o
'E Fedora LivellSE Creator m1

5 :

fedora . 0
- ] 3
Live USE Creator :
Tee eadsting Liwe QT Diommdcead, Fadows,
i | or [Fedon 19 646 Dackiop =
Tauget Do PFernstent Btosage (320 NED
I (CENTCE) | & |

Weomming: This tool needs to ke mu oz on Adwanechebor. To dothas, aghs cliek on the 1com
21d cpen the Pioparhes. Undar the Cornpahhlity tah, chack the “Fun this peogesmn 2= an
CantE-6. 0:eb6_AHLive D i slactad

CantE-H. 0 H-Live T o0 elachod

0

Create Live TZH
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CentOS[#JLive CDEE I /E BUSB A2 T EE 107 BH I ) 18], 52 B BE AR T SEPrdi s, Wk
B, HIEUSBSER G, W LA — &1 SIS nf A CLIFHLEA RS, e B E L FFUSB-
FloppyEUSB HDDHHL, 1504 TGiE NS .

B.| Fedora LivelUSE Creator

| % i |
(£
fedora L @
Live USE Creator E

[ e ] or |Fedus 15 i6A Dadden - |

Tse exdsting Live CT Donwdesmd Fedoos
Tazge=t D= vice Permistent SHomee= (520 ME)
(L (eENTOR ~| & : ||

a= an advindsteabor’ booe.

Centf 6.0 aBs & Live D iso celeoted
ClanttE 4 Cladtn Bl T jwai™D1sn salactad
Venfring Hlesystem...

Bxtiacting Live 1rrege to TRE device. ..
ATl

Live 55 cieafion Tailed!

T

1 ]| ¥
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{EFUNetbootinfl| 2 USBR B & 4512

UNetbootin'F Jy M uli: http://unetbootin sourceforge net/.

UNetbootin/&:— #ZX o 72 il USBRE 5 Linux R G 4% 1A v) PLEF Linux$2 L) Live CDHill4F
FIUSB k., iXFEAMN W] LA K064, Uy Inl 3t LU ER, 50 H B 1) 02 A R i 2800 1 o] LS A3
USBF# 5 Linux RGuAEH, RETFHLSGFUSBIFAHL, 5 nT DA A e At 2 (1T US B £ Linux
A Giht, UNetbootin s FF A AT 28, &4 N B i Lt A8 H A AR Tt 74k v]
PL) EATH CentOSIRIERSE, AH-2F BRI RELS .

UNetbootinZx 14 T~ £k

H A 5T A i S630RA, 18 BIE 7 Wl M.
'~ 4% #h Bk A http://ncu.dl.sourceforge net/project/unetbootin/UNetbootin/563/unetbootin-

windows-563 .exe.

T HEBLNUXR % 5)&
2% UNetbootin T 2 FF P Linux# AE RGA, R hiAS ) LLZ 255 7 Il .

Linux &R hR AR

Ubuntu Chttp://www.ubuntu.com) 8.04 LTS, 8.10, 9.04, 9.10, 10.4, 10.11, 11.4, 11.10
Debian Chttp://www.debian.org) Stable/Lenny. Testing/Squeeze. Unstable/Sid
openSUSE (http://www.opensuse.org) 10.2, 10.3, 11.0, 11.1

FreeBSD Chttp://www.freebsd.org) 6.3, 7.0, 7.2, 8.0

Fedora Chttp://fedoraproject.org) 10, 11, 12, 13. 14, 15

CentOS (http://www.centos.org) 4. 5

Mandriva Chttp://www.mandriva.com/) 2007.1, 2008.0. 2008.1
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#ll4ELive Linux USBHI - I&

UNetbootin 1] UL = 83 18 W uli $E U AT RROAS SCAF, = B3l FEhlAE, 167 =0 E R HE
I+ I I A E‘:- iy R A WS A B Live CD ISOSCAE, Wi FE BT, Iy
R AR P, EEAFISOCF S, (287 ) k¥ [USBIRANE: ), [IKah#s ) ERrES A
MUSBIKZ) S, WHECHIE, 3% F [ HiEHIE.

! htt .
! %@mﬂﬁm ?x—fﬁgﬁfﬁﬁgﬁum S e

o FEEE T 120 I-Li veCDLCeniCE-6. 3-388_BA-LiweCD. izo [:

l Space used to preserwe fil s (Mbuntu only): O 2| B

2Bz Wma&m [:H - [ BE |

TR | AR

[ |

Live Linux USB—EZZCDh, ANoJLLEDVDRA, & UIGIETE At A= Lo
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service crond start J& 5 ik 55
service crond stop KR 55
service crond restart EN=) &
service crond reload Bk ST
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30 1-3 1 * * /tmp/test.sh
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*/30 * * % /tmp/test.sh

406



B3

YUMEZEH S

B #/H % update/upgrade

WL i 2 ijt B
yum check-update F) i B A R B B R AR TS
yum update 5B R A LSRR
FHER A, 25T [H R R Rt & —
yum upgrade Tt

= 3= IMP5 /38 ZF install/removel/search

WL i 2 i A
yum install <package name> HEFE TE WA
yum remove <package name> MIBR 35 7€ 1 A
yum search <keyword> R

‘5% clean

kg < i A

yum clean packages PR ZEAF Hx (/var/cache/yum) T FJERAE

yum clean headers HFR S H % (/var/cache/yum) T H] headers
yum clean oldheaders B4 B 3¢ (/var/cache/yum) T IHH) headers
yum clean all (=yum clean packages; | VGEFRZAFH (/var/cache/yum) T HJEAHF L IH
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