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(3) KRB~k Pa i W30 N 53 N 70 25 AH LI T A& N B3 . 3 JC R A W AH N i O &
b N e g T A 2 I, T A @R T IR B

(4) — HBRFE AL T RS i s 2 050N 53 i 563k, 1 BN [ 58 iz ik B 28 17 AH 5 1 [a
H . I H A ik B i A 2 NEC BT ARG P AR I A NG T
25 1y Rl AR

(5) HA M 514 K ARG AR , T A& N G e iX AR .



F1E  BHHRELZRE

1.5.2 GRPEHEIA

X R B 119 i ik — AL LU A .

ERBE D ME— SR FE AR R AF , ] LR BE % TD 1B B8RPG .

R B AR - i A R PE 1Y 24 B

R BE AR 25 A IR B BT A (IR A A g 8 AT R BT R M A

R B B I R I8 B - X O B 11 T A0 O L R B An ey S B AP R AT . BB R R R L Y

DR Rk B i 3t 1) T AR E B2 R 0 T A N B R Bk B 1) 48 T A 3R BT 1R R BE TR AT

ERBE R EAE R . 45 [ B 5 RS 1 0 B X 340 7= o 1) 52 i) R B

REEHERIRE . IR LIgHEE MBS B LETD .

RBEIRRZ AN AR AN F .

TR B B 2 B 18] . ik e 4 5 1 I JA]

R BE BT B L B /R B . kG T @ (1) 01 H ORI B, d5c 4 GE BERS 1 110 72 (v B,
TREERRR N I AR ERBA I A,

R B b 38 45 SR AR . XA PR Y TR A R A L i SR AR RS AT T 5 o, SR AE I A AR B

R B3 A0 T B 18] . it e 6 Ak B 1 IS (]
R BE B A2 A« N ROk 3R B 5 R B N
R PE B AL G R AR . X A Rk GO AN E D
R PE 5= A B 18] . X R P A2 B G IS ]
K PRG35 B - 0] A B A 47 34
W SR B X TR B SO AR X R T AE 1 SR L 4 1 A SR A R Y
B LRI A L G AN [ 19 GE T A A RE ik ml LAES N B BRBE 51 A B B R Pa T

P 7 e T
1.5.3 ®REREIZEN

R PE A A A B P R A M I R AR Y B E R 22 2 A TR L 9 Bk

A 11 7 0 e A 7 R SO X 7 s 11 5 2 RS, R e o ) i SR ME A | T T L AP
PG 78 A L0 o AL S 2R In) U s ] G alCHAR IR X B R .

A B R P e 2RI LR LA
(1) H— TS R — 8RB
(2) FFBL: A2 220 el A W AT o] — T4 A 20 R e o) 2 S B 1 48 A — 8 i ik ¥ E

i DR T A N B BRI S 1) 22 3R T DL B R B

(3) 58 % . A5 B BIE fid {5 A
(4) Taj i = A I b 55 1 A T 1] 286 10 i o ol B AN E TR I G SR A5 . 0 DR P A5

(R B REEEN,MHEEAHAN AR LRER.

(5) ZF WL« FHI o Ik g 0 ) 25 0L 3k 3 2, ANt O DL o A D e SR b 1 45 A 1 3 )
(6) FFE &M« T B B e A 11 5 5E 2% A




1.6 BRAFEREAEIAR L2005 7 2 —

1.6.1 #E BRI ENKXIN B IR 3 Bug #2115

HIATE BN AT H e, Bz A T30 B, A — R R E H
. EREZIAT HAT, ZH/IEE 2R m H . Web B Ry 5 1 #E 7 ok
aF L0 AR I H %5

PAE . KZ B0 H ik & Web Application KR H , 20 H .5 — 4 W i% 5% W
e AE I H o I FE R, AL FE I H L D5 AL IS LA (R R AR I Bug 2 8
Reject) VFEiA oK (75 A0 A BE , 8 A $22 Bug T5 S0 7 2 25 001, K I 2 00 32 ) k- 0 1
HWRA S 2555, [ AT 2246 — 8 I B) ok B 30T H 75 2K 36T , 2 FE AR 5 10 I 4l 7Y 44
TR o B [E] o AR 25 92D Bug 1Y 4B 46 5,

I H 7 2K vd B B G 5 BB AR 22 05 .ot a) DA SRR AT Ik 1 2 SR — 17 e A ] e R
ity o 590 JG R ) i LA s X RE R ABOA R AN . BRI I H S B R Bl i e % A O AR
AJE B S 7 A WA TE R LI RE e 1 . B RAAE DT ] R Ak T s 80 n] LAAR $s
P 3ty ) S ) — T aner AT I, A0 SR A Rl 28 TRY 2 DL Rt i L IR e 4 2 DA R
(3, A8 — > W) 4 A i, e DA S5 U5 SR L B RS R L B IR R R L BORE R AR
TR T 25 OGBS RARSEAT 4053, 5 SR 75 22 3 36 L 860F L SQL ¥ A L 28 4 P,
MY IhEES . A4 it T T X RETHR S 8k o] LR IEAR IS i T BB A 244 5 5t Bug 1.

KEOTR) 4 Z I i A $E 58 Bug T 4828 Bug MM A W2 FEEMEm, §
Yo T RE Bug WA #H AL A 32 38 o . 77 LA 2 38 A2 1 Bug A1 3% A R B0 Y8 — 0 iy A3 1)
Bug, iR X1~ Bug B £ #8 A 4 = AEHEEZ IR . &0 Bug 2 # Reject; H K.Y
232 Bug MBS E 0 B TR iR 19 Bug #2384, 72 B8 B 71 57 A (TTL) E R (1)
¥ L 22 Bug . 151 4 .| win7/Chrome JHome™>Search button does not work; #AJ5 . i’ Bug
A 10 I e T 4 IROP BRI S IS W R T R E B A S B I W SR 5E Bug 1
R B SR AT A I A, X AR AC Y Bug MUAER 4 17 . %2R, 4k Bug A . #& A
21 %) 24 1) Bug. H e R UEARIRMY Bug A A AW EE . L8 Bug A4, A 2 3
T H SEBRAE R AR AR S 1Y Bug A A8V A 8l AN 2 0 ) fig 45 B2 g AR 4
X 5 AT A T L AL — € I ) > PR I H MRS SR Bl

1.6.2 EZX BugEARAEZE

1. Bug #x12 (Bug ID)

B—1 Bug Al —1MeE—1 Bug ID, n] IR $51%Z 1D 1B & Bug., Bug ID 2l A fi
1E32 28 Bug B, R 48 A 34 LY,

2. Bug ¥R (Title)

Bug 5 ic 5 Bug 1 ,Bug 25 R (FEHH AN E A2 K0T RAEMH 245, — ks i#
(BEA Y Bug 22 A GA i 452D T 50 .




3. Bug & (Type)

Bug R R $E T e (Rl at | 51 [n] 8 | 7y P 1e] 8t | S 25 vk m] a4 B [n] A8 | 22 1 ] i 4%

4. Bug K7 (Status)

Bug AR A& & 45 8 B i o — - IR B8 K b B 19 2 i &, £2 FF New. Open. Reopen,
Fixed.Closed M Reject %,

New: i A G [n] 7 52 38 Fr b i IR

Open: A5 o0 BC N OF K HAS /230 XF iz () #7474 B0 XF 12 [n] 825 Be A2 BN B3
e R E . Bug e IR, AL 55 r BE AR o PR #F A ZRES 1 Bug, ¥ I A
AL BE

Reopen: A7 A 51 X8 2 ] @t 17 55 Uk Jm 3 A il of i bnid R4 s e @ik
fiff (19 ) e, SCEE T H AR R . N D e g

Fixed: A& A S A& 2 n @ s By b i AR S B l0Um 18 R 317 5w ik il 4

Closed: Jil i A 53 %F & 2 [l gF 47 56 0k J i 5 i bm i 9 AR 2 . il N b1 Bl 2z

Reject: & NN AAZE Bug JHiA NG FEEZ AGRE M A K I 202, ol &
SRIEA S DRAA A B A BN HEBOA n i b 25, dnT 2088 AN 3, ol I aaCON D1 $2 4, AT 4 4 11 [7]
A, i Bug 7 BC A 8T AN DR E

5. Bug ™ & 2§ 5 (Severity . Bug Z& 5I))

Bug Severity 52 $i R B 5| 2 i 85 B X B 7= an I s2 W B B .t N B 45 7€ .

A-Crash: #5iRFE T ML =5 R W ") R E B HE L E1E

B-Major: Mg AR LIl B — A RS 1T I BA vl R A B AU %

C-Minor: iR FE T —MFHEAREITEA — DB £

D-Trivial : 5 %72 2 WAL 09 230 19 (B (5 BA KUER A 4F 45 5+ UL A5y mli 4 52
DLk B S5, X D RE LT 1A 20 , 7 i @ AT o] f T

E-Nice to Have (I . B i M 11 85 WL el i

6. Bug i¥ZH# iR (Description,Step)

Bug 715 fi A 80 2 52 BL Bug 20 BR9m 3 » a7 375 L HESE L 52 8 L n] E 3, 48 /s o] 56 o

7. Bug {5t 2% (Priority)

Bug Priority j& 47 ik g M B S 10 X 2R BE . i Bug /0l OF AKH K /&) 15 7E

5-Urgent: PHIEAHCH K N Gk — 200 K il s r VAT 82 T AE s FH1E 5 % YA
KT He it — 20 I

4-Very High. @B B, A WG A E 1E

3-High: DAMER A —E S FABPC AT 0 2 76545 2 AR R4S A& IF

2-Medium: U020 (] 7230 WA 25

1-Low: R ABEH,

8. Bug FrJE Il H /#& R (Modules)
Bug J& T W50 H BB . d5e 4 68 K5 50 09 2 . B AL,




9. Bug #23 A (Reporter)

Bug #2538 A\ — o il N bt sl H A A B3,
10. Bug #% 3Z i 18] (Report Time)

Bug {232 [H]

11, iR 2 (Build)

IR AF 1 RO 5

1.6.3 EHNBue RESETR

Bug #£ 32 )5 . i AN B H#E R $#E 32 19 Bug 2k HIWriZ Bug /& — M (Somewhat Valuable) .
A i fH (Very Valuable) . JF % A #ir {5 ( Exceptional Valuable), {1 & Very uf &
Exceptional W /R 1Y Bug J& HEHEEF5 1 .

24T AFER) Bug A =L Bug W87 L5 Bug fEFERR 1 764 5 J7 /5 201 &M
JWHIEKR L AE Bug MRS & F W EAHN A B S ER . #lin. T X 4> Bug:

ERBEFRA . testlire a5 SR U IBE S 9% SQL TE A

M ES 5% EF: Windows 7+IE 9 8k Firefox 32 3] Y45 .

MK F IR .

(1) M IE W% 53T H Ml http://demo. testfire. net,

(2) i AXE SR DU,

(3) LER P2 EHEAC or 0 = 0 —) B A (123456) ,

(4) ¥+ Login ¥4 .

(5) AAFELE R m,

HBEER. g s M.

EBRE R . WY DU BB B8 R

R B3 BRI . A0 1-2 R 1-3.

a PERSONAL | smaLL BusiNESS |

« Dapoatt Product Online Banking Login
+ Chacking
* Loan roshucts
+ Cards username: | or 0=0 -«
+ Investments & Insumancs

m| ----- o |

Lagin | __M1234:vﬁ G

: The Altors Mutual website is published by 186 Corporation for the sole of d ting the effec of AppScan in detecting web application vulnerabilites and website defects, 18M offers a free trigl of AppScan that you can download and use to i
© mcan this websibe. This site is not  real banking site, Similaritses, if any, ko third party products and/or webses are pursly coincidental. This site is provided "as i without warranty of any kind, sither sxpress or implisd. TBM doss not assume any risk in
- relation to your use of this website. For additonal Terms of Use, please go to Terms of Wse on bo.com.

' Coovrioht # 2014, [8M Corparation. All riahts reserved.

1-2 BREgR



Vs Pt S Hello Admin User

+ Transfer Funds Wilceamas b Altore Mutual Onlin,

+ Customize Site Languags Wi Account Details: EE

C D '
o The Alboro Mutual website i publshed by 18M Corporation for the sole of d g the effec of AppE: n d g web I 1 vl Erlrtes and wek L8 IBM offers a_fres trial of AppScan that you can downlcad and use to i
© scan this wabsite. This site is rat & real banking site. Simaritss, if any, to third party products and/cr websites are purely coincidental. This sibe is provided "as " without warranty of any kind, ether express or imphed. 18M doss rob assume any rak in H
E relation to your use of this website. For sdditional Terms of Use, please go bo Terme of Use on ibm.com,

E Copyright B 2014, [ BM Corporabon, All rghis reserved.

& 1-3 mIhE R

XA Bug, £ Bug #iid FRFFE 0 H 2R 0 AR 500 A IRt ] IR 5 5 &2 B, 3
H #5021 Bug IS AXFER Bug v DU L . X R — A Z 2P Bug. 105 Pl 22 5K 3
T8I A BT XA S BE A8 24 % 13X A~ 9 5 5 i 33X A2 — A He 3 7™ 114 [n) 23 . 3 B
1) Bug, LE TR — &R & Very DL R F 1 Bug, (A2 WRXA M HLE T A RE
FEAT 2 PEDE BB 43X 1~ Bug 53R 15 F A7t 2 B 46 4

5% Bug MM E AU Bug MEEAR ST A K. A 0 Wb an 30 5 1 ™ a5, Ul
RIS T 2 VR i A8 — 6 7 B (1) S 16 R A, P (AR 56 BE TR) A Al ] LA 75 A I (B Y Bug.,

1.7 BRAPFEREAEIAR L2057

A I A 7 it 11 A o 3 R s 2 A S AL FRAE A R TR R D R
HUGE 32X AR B, R 2ok ) — B 44K Bug.

& Bug 77 NECARTT IRA R 2 & K B06 PF 19 #8 K 18]/ 55 33X B0 A — 4> A
F AT AE N B A R o 2 — BE 2 00 MR R K& 5 92 Bk 5~ 2 B 5 PR

1.7.1  FEEMNK A5 3 A#H A Bug

1. B3 A 51

] 352 00 3PS 4970 st Gt SR AN 7 I P ] 48 A 20 B I 0 R A s i 1 IR AR L RE A
i i B AT A 1 I TR O

5] 3 0 4P 97 i S T P K R A A . — A Rl g a7 AR AR 22 7 I 91
J7 0T P R RCR Gl R AL o AR ZAEB, o BT L o BRI, d S AR . P LA
W IR T FE T o S Wl ) B BROZ AT 4, AT 20 00 3R 1) 2 33X L 4R O 1 R ) AT AP 3R
T— R BIME R T ATk B avit, X S AR R AR T LS. A © Wt n] DLz il
BT .




2. FEA AHAY Bug
e 1352 91 AN Hi 1) Bug 2 AE W M- I8, — 28 74— KU, 2Pk ik EZ 1Y Bug,

A B B AN B9 Bug, & —Fha 2 U5 30, X2 L0152 ) L #E S Bl A4 i Bug (1 [R] I, m)
LR W S8 . A0 5 al DLz ad R AN R 3T B C A e o] PLE S — T . B 1R 3R R AR Y
iR,

1.7.2 E¥ BueEEFE

0/ 17 W TS B (O B =< ol ST = S R = M B DA o = U - T
= I
FEW R, — 58 2 570 28 0 30 Rl 2% 00 e n, A B (] TE 9 BLE i i 8

fr s MR ENH TE 8 £EI, S8 )5 ik Bug, XY Bug 2 AT,

P55 8 F) A Bug, AL BTG E, 2 2B ILK . 2 F A [ R A 100 5%

fir AN [7] Bl 7S () 54 R e lHiAR &

i % Bug £77E i » 80 B0 TAE - B0 A UG 4% 42 B b5 11t Bug tH BLR b 77, IF {8

TR AR A 1-4 BT

L * P '3!www.leafﬁll].:nfn,."ﬁ:rum,ﬂ']ndex.php?mndc-rr_'giﬁtcrﬂ-lrl:_xr' v ﬁ v IE" BSE «Ctrl+K> e ﬂ E ‘ * ﬁ - n - . =
S

8 wEes | SEEE

CIFAQ Wi O BF

TR HEIE - A

ERAMAPELET - I
SHHb A — A Email 1ol EWSEHEENKS. DRFEEEESR RS SR

N BT ERANER

E:' FA
EEE&M? 33020 =H2Z
- 1754566@nn.com

fiiiA email M- 1254566@qqg.com

W ssessesssssese

EERELAANT 6130 0%

G |

WATEB:  esessesssecsns

EF ETL>: -]

IHE: | [UTC + 8] EiFENE, BMED 46 A, FRERMIFLHE -]

Bl 1-4 T 0T P 2% HE S A R

WEH P Z AR BERR T O 3~20 A~F4F . RN PIAS A 3CF i 4 54, B R AP 2 @ fie

Ve B RS TR A ORI NN PR A B 1 Bug ik R B EBARE M 1.



1.7.3 EWBEMWILCH Bug E5

1. Bug ¥R

Bug pral 75 £ B Bug (B HLJ7 . Bug N %, Bug Fr il A BE KA, FH — /] 1] B0 114 3% 48R
RS AL AN —FB U IE 2T 24 Bug.

2. MXEE

00 2 S ) 3 g P 3 i b ) PR A AR B R o L B B A A 4 Bug £
Windows 7 &4t N 1) IE 9 F1 Fire fox &Ml 1, AR 4 Wk - 5 56 2 5 34 78 & Windows 7+
Firefox o, TE 9 Y% &% . 0 32 F-HLI0 L, h 2 53 R T UL B 5 IR 515 B

3. ML &

3 2 TR — o TR LG O . 1 b 2 AE T I Bug RREPR B MERR B . = B 52 A
W T AL 1 RE o 8 b0 ase — A I b 3 0 00 10 1 B0 Bug B 422 B 245 8 33 B 0t 1 1)
BERE AT T ARG AT H X AWl 19 3 o1, 55 20 e A BT T oA, B DL 20 B8
— e LR L] T, DA B B e b vfE Al Hb 4R 3] Bug B .

4. BHEERMERER

W S5 R 2 AT X AP B E A i R B 45 2R, 52 PR 45 2R s 2 PAA T 58 31X 2 A S b H BY
W48 . v M s P 24 0 3, FH P 224 BE R 3~ 20 A4, M 4 A 4 15,
HoA A7 B AR IE B ST, 109 28 25 S 3202 TE 0 2 W 2R Bug B AE X B, 8 & A A IR 42
N A SE PR G R R R IR AR N2 .

5. BE KA 5m

T EIE UL Bug WA N T AR %119 Bug, i BE - & B Bug B9 8K s ik
PR e, — D EERATE R, af DASE ] — B, 77 1 3% Bug B9 AL Bug W%

DL b SR IR 5 19 5 L 38 X LA 2 5 Bug 13 w2 Ok 8 fay 205 by L B2 5 ik A
PRAE

1.7.4 ABFEE51RE

DB TAE R e Ja — 20, W2 i R — 2 . BEARGIRZ w5, 5K,
SN 25 0 2 0 4 A A D A o A IR, A A s A A R AN G

Wil 4k 56 Bug BII e , 2 45 2 50 fe i O AL, B 45 & B Bug 192698 \Bug B IR A,
T LR B Bug IR TR . i 2 9 1L 44 4 BE A Bug B 17 4 46 8 1 5 B o 22
KA B RIS R IR R A A7 nl BRI A R R dme /M A E B R B B Bug 7
0SB P AT RE PR T b A .

[ A 1R o 7 2 B0 /0 1 R T 38 118 (] s 0 2000 D0 e KB 75 6 A 0K L BRI e 20 4~
LAY IS i A 21 20T 2t BRS UR 3R /s M 7 20 At 2 i 5 I3 oK e T i B A K
T AEE B [R) 26 B A I3 8wl 4 [R) B i 7 ik

A I A A Z EE R T A, X FEAE 8 - [R] 26 B i I 3 5 ), 4o n] DLPR 3
HEBA LR HH Bug.,




BFARTARREZZ T . Z 04 . LR A B E S, A 0S4 5 TR

1.8 &4 W Bk 7005 AT A 512 e 20 i 1 45

i A s M B PR B E 0l A BA 220 - 22 A AR B PR B F Il i 3 9 T H 2 B, BLES R T I
AT ZAMMITE AR ST AR T I T E PR 05 6. A9 3E HE AR TE R Bug 1
JUZRHEAUEN F#iik Bug B 75 22 0E B FH I AL IR S Bug B0l e 303 A | 5 B A A AT
T H 20w LS SO R LA

1.8.1 AE#ICH Bug RIJLEFEREN

(1) Clear title: Bug Fpat— o L HEW I W, B4 1A% 2002 (A A M 01 b - (A4 X 3 ) -
(B2 m 8 ), b B3 S A A A In] R0 5 22 .

(2) One Bug per report: —7~ Bug Bt — 4~ ] &8 A L85 24~ A 6] 11 o] 28 i) A2 — >
Bug [-.

(3) Minimum, quantifiable steps to reproduce the problem . i 12 5 faj £3t F1 5 1) 20 2R
LB, LBRADE W E AL IR A I A RE E R R IR .

(4) Expected and Actual results; HJEEZ5 ] 550 PR 25 R B fn A HEW . 1 2 Ay B BH 25
KRG LPRGIRA— 2 A 24X 1> Bug.

(5) The build that the problem occurs: 1B Bug W EAF A

(6) Bug attachment: Bug Fff 4, v LUJE H 5 001 A9 B R o n] DL S /9 o s 28 R 1Y
P, n] DL S 19 Error Log 55, 80 40 B 6 L 8% 41,

(7) OS & BS Version: Z ¥ Bug £ #AE R 585 D Y0 4% MUAS 5 sl H At 75 22 1 B 82
=

1.8.2 #iXBug FEZFEEFM

(1) Fpdt i R 3w Dl bR A5 R il R B A 2 A L5 56

(2) Bug WAEEMEIERE, 4,

(3) 7£5 Bug AL EA L EE T HRT;

(4) FA4~ Bug #R & /DA — 4 M4, 07 LA B R ok #0055, 77 i o ) 2 o i P
fif Bug;

(5) B R R 20 e o HE , B R DR b T, A SR A 2, 4 SCAS i DA 56 A A 2058

(6) Qn R P A R AL F WY A1 URL. W20 40 75 7 i 52 3R

(7) LEIL 4 2 3C Bug B3 SCH iR E %l .

1.8.3 7FEiCRIE L Bug B &l & 32 b

(1) [m]8, 58 2 FRATF 5 Be iyt BLAT A 8L . issue,
4N, report the issues when you found G 1R /R A& BRI [n] 51
(2) Bg—Auh 5 sign in a site (KL T login in a site), 7 M — 4~ 3h 45, o] DL




F1E  HREERELRIR

register a site, R —Pui KR C @A e KWK, T 24 5 W Aa k1 6 5k T TE M
— A R A T B D) TE R i P AT G R

(3) BEFEA TAEB S 854% . link broken 2% link does not work,

(4) BUbnds a5 E R B B3R /R 5 B . show tooltip when mouse move on the picture,

(5) PN EE{S B . pop up a warning message.,

(6) BA ) YE 2% b Y Ay 3 5k 5 B #45# . click back or forward button on the top of
browser,

(7) XF o E FHEE . text or picture overlap,

(8) #YE & 4L . OS = operation system,

(9) WYEAF: BS = browser,

(10) r=fhfl5 . SP = service package(ll, Windows XP SP2) .

(11) A5 Version,

(12) fCFLIZ ¥ . Proxy setting,

(13) i %%k : Navigation bar,

(14) #E)7: sort by,

(15) HER P =X 57, A X057 s . align left, align right, align center,

(16) A i ABL . no input validation,

(17) k5 A 5 a8 . has XSS attack issue,

(18) H 4. Daylight Saving Time,

(19) BFEH A GLES/ B ¥4 . garbage character,

(20) %y AHE P i KA BE . max length,

(21) K EFEFR . limitation,

(22) K3t R/NE . case sensitive( N, i & X 4r F R RN W, KW A 5/WhE
1 a, AJE R — k),

(23) P2 g Pyl il BN A5 R credit card,

(24) 2% e 4l 3 A H 2 i 235 . coupon code,

(25) M b1 A JavaScript 45 : show JS error,

1.8.4 SHEMMANZITIMBXABRELRLEHFINX

1. BBFFHEERRLEFX

(1) From: A& A email H#iiik,

(2) To: WefF AN email Hiht .,

(3) CC: MBI LA (L) N

(4) BCC. WRPF#E PSS () A
(5) Title: MEFran .

(6) Subject: HME/FHNZE,

(7) Reply: [152 K AHE4:,

(8) Forward: ¥% k& K0k .
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2. BN B — B

(1) ASAP. KM (as soon as possible W45 ).

i, please reply me ASAP, i /R4 ] & 3

(2) btw. i i%— F (by the way 19455 ) .

41 .btw, do u like me? J& By the way. do you like me? W45 ,

(3) w/o: % F (without IN4i5) .,

(4) w/: B (with W4 5),

I .come w/us! J& come with us W45 5 .

(5) FYI . {48 =% (for your information 455 ) .

m,FYI, the mailing address will be announced later. M} aF Hb bl 65 7R P2 76

3. HFEX

2 = to/too
2B or not 2B = To be or not to be
4 = for

dever = forever

4. MBMEEEHANMNN R HEER R XLMEE: CC.FYI,ASAP.RESEND
1) CC ¥t

Literal meaning: Carbon Copy. When used in an e-mail, it means to send a copy of
the e-mail to someone else,

Hidden meaning: If you are on the CC list, you may simply read the e-mail. You're
not always obligated to reply. But if an e-mail sent to you has your boss” e-mail on the CC
list, watch out. When the boss is involved, youd better take the e-mail more seriously.

2) FYI R 2%

Literal meaning: For your information.

Hidden meaning: By adding “FYI”, the sender indicates that the e-mail contains
information that may be valuable to your company or job responsibilities,

3) ASAP / urgent B2 1}

Literal meaning: As soon as possible.

Hidden meaning: When you see “ASAP” or “urgent” in an e-mail or document, you
should quickly carry out the e-mail's orders.

4) RESEND! 1%

Literal meaning: Please resend your reply to me.

Hidden meaning: “I haven’t received your reply. I don't have much time. Please
hurry.” You might get such a message from someone who sent you an e-mail., to which

youve yet to reply.

5. HBHF A EF R 3T Bug B BA
(1) & B—~ Bug: how to reproduce a Bug 5{, how to duplicate a Bug.,
(2) Bug L3y iy 7 IL7E [Fl . out of test scope,



g1E  Hwessasis SV

(3) 4z Bug. 7 AASGE BRI AR 2K . cannot duplicate.,

(4) M Bug A& EIF A Bug: Not a Bug.

(5) Bug 3845 #E . Approved.,

(6) Bug #¢FH 44 . rejected,

(7)) &AM AN Bug: known Bug list, 73X ]~ List 1) Bug A~ 7014 B e . ik
> R E TR U

(8) H 48 53¢ . User Guide, M3 n] I I8 X 4~ 48 57304 A 09 158 BH 26174 FF 4 4
1 )3,

1.9 [EPr Bug 2245 5 A g,

1.9.1 Guidelines for reporting Bugs

The most important part of a Bug report is to provide the steps necessary to reproduce
the issue. If you include all the steps and the details associated with reproducing the Bug.
then all of the important information should be captured. Screenshots and URIL's are also
important so that the developer can quickly locate and try to reproduce the problem. When
writing a Bug report, try to put yourself in the developers shoes and ask " What would 1
want to know to be able to investigate and fix this problem?". Here are some key items to

think about and include with your Bug report:

Title: The title should be concise, clear, and informative
Do not use vague language such as " crashed" or "failed" instead include an error

message, or exactly what happened
Separate issues as best you can into individual Bug reports. It is often tempting to clump
several Bugs into one Bug report. This can be confusing as they all will have different test

cases and some parts of the Bug may get resolved before others.

Include details steps on how to reproduce the Bug including the URL. If you are logged

into a system include the username and/or role that you are logged in as.
Include browser version and operating system

Be specific and verbose in documenting your Bug entry. The more detail that is included

in the report will expedite the process of solving the Bug.

Annotated screen shots are extremely helpful. If possible, include the location bar that

shows the URL in the screenshot



Questions to ask?

There are a number of questions you should answer in your Bug report.
Can you reproduce this Bug?

Can vou reproduce this Bug in another environment or on another machine?
Does the Bug occur in only one browser or in multiple browsers?

Has this ever worked before?

Does the Bug report contain enough information for someone to reproduce the Bug?

Summary

Writing a detailed Bug report will expedite the Bug solving process. Having a clear
and concise title will insure that Bug reviewers can have an idea at a glance on the issue.
Separating out issues into individual Bug reports will allow each issue to maintain its own
status and be resolved independently of each issue. Once you have written your Bug
report, you should review it one last time to insure that you have included all the necessary
information. It may take a little longer to file the Bug report initially., but I guarantee you

it will reduce the amount of back and forth communication required to solve the Bug.

1.9.2 Bug Template

For the title of your forum post (or email to tech support) please start with Bug:

followed by a brief description of the problem 1. e.

Bug Title: descriptive title
Within your post include;-{which page}-{which place;-{have *x*x issue;

Bug Description : Steps to reproduce

describe your problem

1. Load logos 4
2. click this
3. do that

Expected Result

Instead of crashing I expected LLogos 4 to make my coffee

Actual Result
what happened when vou did those steps

System Env.
Desktop | Windows Experience Index: 4.2 | AMD 64 X2 3800+ (2. 0Ghz) dual core



g1E  Hwessagsis SEY

| 4GB RAM | Dual 22” widescreen monitors at 1680x1050 | Nvidia 7300 GS 256 MB video
RAM |500 GB Raid Mirror. | Windows 7 Professional 64bit - all patches. | Kaspersky
Internet Security 2010 - up to date

Attachment

Anything else you need to add, like picture, video and etc

1.9.3 What are the qualities of a good software Bug report?

1. Good Bug titles

We have lots of Bugs in the database. Lots. It is important for the Bug title to include
words that someone else might use to look up the Bug. A good rule of thumb that I use is
before I even start to write up the Bug report, 1 search for the Bug. Well, we all should
first search for the Bug before filing, but what I do a little differently is record what words
I used to try to query the Bug with. I make sure I use those words somewhere in the Bug

title.
2. Reproducible

If your Bug is not reproducible it will never get fixed. You should clearly mention the
steps to reproduce the Bug. Do not assume or skip any reproducing step. Step by step

described Bug problem is easy to reproduce and fix.
3. Be Specific

Do not write a essay about the problem. Be Specific and to the point. Try to
summarize the problem in minimum words yet in effective way. Do not combine multiple

problems even they seem to be similar. Write different reports for each problem.
4. Reproduce the Bug three times before writing Bug report

Your Bug should be reproducible. Make sure your steps are robust enough to
reproduce the Bug without any ambiguity. If your Bug is not reproducible every time you

can still file a Bug mentioning the periodic nature of the Bug.
S. Write a good Bug summary

Bug summary will help developers to quickly analyze the Bug nature. Poor quality
report will unnecessarily increase the development and testing time. Communicate well

through your Bug report summary.
6. Read Bug report before hitting Submit button

Read all sentences, wording, steps used in Bug report., See if any sentence is creating
ambiguity that can lead to misinterpretation. Misleading words or sentences should be

avolded in order to have a clear Bug report.
7. Elaborate on your error logs

Sometimes more information is needed than a simple error log from Bugswatter or



other similar addons. Explain what you were doing to trigger the error, and any side
effects it caused. Also if you do provide an error log ( And you always should if one
occurs) please provide the full text. it really does mean something to us. A list of the

addons youre running can also sometimes be useful, but we dont need 10 copies of it.
8. Keep an eye on your reported Bugs

Nothing is more frustrating to an author than being unable to reproduce a Bug, and
being unable to contact the reporter. The dev team will often ask for more information, or
suggest other courses of action to try, so check back regularly. or have the forum notify

you about replies to your topics.

1.9.4 Tips to Write a Good Bug Report

1. Clear title

Good title is a must, as the developer should be able to grasp the essence of the Bug
report from the title alone. If you have a large database, having a clear title will help the
system admin to assign Bug reports to the correct developers without even reading the

whole reports.
2. One Bug per report

Report one Bug in a single report, no more, no less. If you put in too many Bugs.,
some of the them may be overlooked. To avoid confusion and duplication, please, one Bug

per report, no more, no less.
3. Minimum. quantifiable steps to reproduce the problem

This 1s important. Developers need to be able to get to the problem in the shortest
time. So the testers job is to help them to do just that. Testers need to do a few round of
testing to clarify the steps. and to be able to reproduce the problems using minimum
steps. We the developers will appreciate the extra efforts, really. If the testers can’t
specify the steps to reproduce the problem., then the developers have to conclude that the

Bug doesn’t exist.
4. Expected and Actual results

A Bug report should always contain the expected and Actual results. A generic
description like " This is a Bug" is not helpful. because the Bug in question is not
immediately obvious to the developers. Another reason for spelling out explicitly the
expected and Actual results is that sometimes the developers don't think that the Bug is a

real Bug. So it is the testers duty to explain to the developers what went wrong.
S. The build that the problem occurs

Daily builds are common nowadays. So if the testers don t specify the exact
problematic build, developers might have a hard time trying to solve an already-solved

problem. That will be a waste of resources.



6. Include background references, if possible

If a Bug is related to other Bugs, then please include those information in the Bug
reports. This will help the everyone who reads the report understand the issues at hand

better.
7. Pictures

A picture 1s worth a thousand words! Sometimes words just don’t flow; in that case

why don't just capture a clear picture that illustrates the problem?
8. Proofread the Bug report!

This is very. very important, Now the Bug report is readied, but why not just trial
run what is written to make sure other people can follow and reproduce the problem
exactly? A proofread Bug report has a much higher chance of being understood properly by
the developers and fixed by them.

1.9.5 What if there isn't enough time for thorough testing?

Use risk analysis, along with discussion with project stakeholders., to determine
where testing should be focused.

Since it’s rarely possible to test every possible aspect of an application, every possible
combination of events. every dependency. or everything that could go wrong, risk analysis
is appropriate to most software development projects. This requires judgment skills,
common sense, and experience. (If warranted, formal methods are also available. )
Considerations can include:

Which functionality is most important to the project’s intended purpose?

Which functionality is most visible to the user?

Which functionality has the largest safety impact?

Which functionality has the largest financial impact on users?

Which aspects of the application are most important to the customer?

Which aspects of the application can be tested early in the development cycle?

Which parts of the code are most complex, and thus most subject to errors?

Which parts of the application were developed in rush or panic mode?

Which aspects of similar/related previous projects caused problems?

Which aspects of similar/related previous projects had large maintenance expenses?

Which parts of the requirements and design are unclear or poorly thought out?

What do the developers think are the highest-risk aspects of the application?

What kinds of problems would cause the worst publicity?

What kinds of problems would cause the most customer service complaints?

What kinds of tests could easily cover multiple functionalities?

Which tests will have the best high-risk-coverage to time-required ratio?
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= The sense test: does the e-mail subject make sense based on who is sending the e-mail? Would you expect this type of
attachment from this person?
# The wvirus test: does this e-mail contain a virus?
Purchasing and Installing Programs
Apply these practices when you select software for your homa computer.
#» Learn as much as you can about the product and what it does before you purchase it.
+ Understand the refundfreturn policy before you make your purchase,
» Buy from a local store that you already know or a national chain with an established reputation.
Keep Your System Up to Date

Most software vendors provide free patches to fix problems in their products. You can usually download these patchas from the
vendor's Web site. When you purchase a program, it's a good idea to find out how the vendor provides custormer support.

Backups

It is a good practice to back up important files and folders on your computer. To back up files, you can make copies onto media
that you can zafely store elsewhere, such as CDs or floppy discs.

home computer security, visit http: //'www.cert.org/.

Back to Tep

Privacy Policy | Security Statement | & 2015 Altoro Mutual, Inc.
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E The Altcrs Mutual website i published by IBM Corporation for the sole purpose of demonstrating the effectivenass of AppScan in detecting web application vulnerabilities and website

\ defects. IBM offers a free trial of AppScan that you can download and use to scan this website. This site is not a real banking site. Similarities, i any, to third party products and/or

E wiebsites are purely coincidental. This site is provided "as is™ without warranty of any kind, either express or implied. IBM does not assume any risk in relation to your use of this website.
E For additional Terms of Use, please go to Terms of Use on ibm.com.

E Copyright & 2015, IBM Corporation, All rights reserved.
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* The know test: is the e-mail from someaone you know?

# The received test: have you received e-mail from this person before?

« The expect test: wers you expeching e-mail with an attachment from this sender?

» The sense test: does the e mail subject make sense based on who is sending the e-mail? Would you expect this type of attachment from this person?
» The virus test: does this e-mal contam a vines?

Purchasing and Installing Programs
Apply these practices when you sebect software for your home computer.
« Leamn as much as you can about the product and what it does before you purchase it.
« Understand the refund/retumn policy before you make your purchase.
* Buy from a local store that you already know or a nabional chain with an establizhed reputation.
Keep Your System Up to Date

Most software vendors provade free patches to fx problems in their products. You can usually downdoad these patches from the vendor's Web site. When you
purchase a program, it's 3 good idaa to find out how the vandor prowvides customer support.

Backups

Itis a good practice to back up imgortant files and folders on your computer. To back up files, you can make copies onto media that you can safely store
elsewhere, such as CDs or floppy discs.

For more mformation on homs computer secunty, visit http:/fwww cartorg’,

Privacy Policy | Security Statement | £ 2014 Altoro Mutual, Inc.
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¥ ; s E kR ERTE 1221 ZaoE R EMBAT, B (19-10 11:14)

M FFEE e -1 21 1™
Ef 1 ABSHIERNDSaET = B8 2 ASSHEERDETET

WAL\ IR feEs B (1102 05:53)
THREEMDGPPESE (11-02 22:25)
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4.3 Bug# 3. oricity [#3%Y4 Query Error

FR B AR ik vy 2 (8] 3t A6 P O B S 0 o TR A A PR P R A R A B s
PE e 55 # R

M ES 5% EF. Windows 7+I1IE 11 8% Firefox 5§, Chrome | Y& % .

ik 5K .

(1) FTHW T2 5] M w5 http://www. oricity. com/

(2) B R FH AR5 3 25 ),

(3) Hds v Ay b A A R

(4) Fdi A S s FHUR R 3 B

AR AU R S B 32 R 5%,

SEBREE R . v 1 B SQL 4% 45 1R M 5 ik 55 48 55 R 1945 2 W 1Al 4-3

(TR RT].

SQL # RHEEIREA N iZ AL | 2 sl e 19, 2 SR 5 20 o S B B A o A, 2
RICKE Y, MySQL Server Error 3X & /)45 12 /& T 808 FE Jo ik 85 32 5 300 . 12 33X B8 fn B i
PEAH R IRIG S . By RS )y i B, i Ae X Ml ARE 3y, i 2f
HELL LR IER M E Y Bug, XANEE0] LU 2 AR M Bug, 0] DLk 2 2 211 Bug.

P E g Ik Ui LLRT R A 5 Skt A BE U5 A] 1) URL sl fs A 55 b 2 BB i, Jiz
ZE Rk EE 206 5% Ul 52 B ARG - A RE AR ZE A s & W gl 25 th B 2 B AR L 3%
FCH V5 T7 1 /Y Bug.,



/ =3 N

€« - C [ www.oricity.com/user/mobile.php?action=show vl H

I
Query Error: select * from oc_reject where id=

The URL Is:
|I http://www.oricity.com/user/mobile.php?action=show

MySQL Server Error:

You have an error in your SQL syntax; check the manual that corresponds to your MySQL
server version for the right syntax to use near " at line 1 ( 1064 )

You Can Get Help In:
http:/ /www.phpwind.net

A 4-3 SQL %1% W

4.4 Bug4. leaf520 iz M4 SQL Error

BRBE AR . WA Fieds > B URL J5 85 26 T4SQL ERROR” [ %5 .

WX FA5HTEE: Windows 7+ TE 11 WM& .

3 47 9% -

(D) T A2 s M wlh http://leaf520. com/bbs/index. php.

(2) PR — R U de B A 7 itk 2L A /T TR .

(3) 78 TIE W% g5 . fF URL Chttp://leaf520. com/bbs/viewforum. php? {=3) J5 Ifi il
e g[ 5 (7). URLChttp://leaf520. com/bbs/viewforum. php? {=3“"),

(4) [ul 7=, WA R

HAEE S5 R . Al Chrome WY &5 U7 18] —FF L BEAATAT 52 M0 L 2L BB 2 R F 47 .

LERER . 7 IEWWEEFF B SQL Error M RNE, A 4-4 Jixw,

Q@ & http://leaf520.com/bbs/viev O ~ & J| @ General Error {1} 2.5 £2
MHF SREE) =BV dEEsr) TAM EshiN)
fi~B -2 & - mme - 225+ 180~ @~ 8

Return to index page

General Error

SQL ERROR [ mysqli ]

Incorrect string value: “xA1xBOxA1xB1" for column "session_page” at row 1 [1366]

An sql error occurred while felching this page. Please contact an administrator if this problem persists.

Hlease notify the boarnd administrator or webmaster: roy.wang123@gmail.com

Powered by Rogi Software 2011 GOLDEN LEAF SOFTWARE RESEARCH CENTRE

100 -
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[ EHK AT

XA TR AE TE D0 %8 47 P 2 R BLH K . T £E Chrome W % &% TP AV BEVI R IEH . Frijila]
(9 URL i 42 o i 5 B0 05 5K 7 47 BOAT #E A7 58 i 4% 3, 2807 XAEAY IR AL

X Al DL R B AR SEBE A TR] s, e mT LAFE R URL BT 80 24, 1 9 #
I IF e N B3 s — e S0 P i A R A7 3 25 1 S A% a2 08 A RE PR A7 ) 2k A Ak B, AR A SUT:
] Ak FRE HE AT S PRERAE 2 i BRF 2 5 4 HP iR

4.5 Bug#5: leaf520 4: X PDF——TCPDF error

BREEFRRE . & A& 2ME M =>4 PDF {8 TCPDF error; Unsupported image type % ,

MK FEAE 5N ESF: Windows 7+ Chrome W % %% .

MiX IR .

(D FTTHFEEH AP LB M www, leaf520. com,

(2) @R F A~ H 7,

(3) F AW R P 5 E &M AR O A E A K PRl 0 85 S AR
I H A 26 R R R 40 worksnaps” X fRl

(4) fEWN%F iy PDF E 41,

HAEB 45 R . AeE i PDF XXUfF.

SEERER . BIETIRIE/R“TCPDF error: Unsupported image type: png? 1366955347357”,
e 4-5 s .

[1 www.leaf520.com/index.php?option=com_content&view=article&id=81:201212248&catid=8:2011-01-21-02-32-48&Itemid=39

[ www.leaf520.com/index.phplview=articleficatid=8%342011-

(1 www.leaf520.com/index.php?view=article&catid=8%3A2011-01-21-02-32-48&id=81%

TCPDF error: Unsupported image tvpe: png?1366953347357

|.'§.ﬁPDFE, H 71 l

ormed anywhere around the

be done from remote locations.
e, there iz an urgent need for
where the workerz ars. There
le zelf-reporting based. That
iz can work in a factory vhere
l if people work remotely, Cur
ndance tracking =zo that

cords the work inm real time
the work hour can be

he zyztem haz to be highly
nyvhere around the world.

{E. 1BiGtt, Fl2o158E, 35%H)
M. BVEEE— &, it
R . ElTHIEERHEERET
LE—ZF1 TEMLAEHEE
=, = —— — = == e —— e W N [ T 0 N FE S
BRIz, BLAFRERA LR, SM{FEMAL, REFNIFEMNFIE, F56 “TEES” , #H
FuHELEE TR et LU ERR TG . BTFFEshheaat . BREETEEEE, AT EREFShE
SR EES TaEmT TR

K 4-5 TCPDF error m [f]



[ EREWE].

il o 3ty HE At % A5 R R 1% B, BB R B A2 1 PDF, R s, 58 T HeAl A5 1 R 19 9 T, K
T o EREEAE L PDF ., J5 R & B0 . W SR 2ok U5 T A ol , g BB IE 1 45 i PDF, 2R & R 2 4b
i RSB B BEAE IR PDF X 2 B R 5230 I B BE

X F [ — AW 19 PDF IhAE AR SCH g —4nifE , A E R NAE RS A E R,
A XS E ok A WL ERAE AR B PDF. 3 HAE At 2 — 4, X BB A5l GE = [ A TE Al
Chorme 4 hi¥, PDF (£ ARSCHA X 51 ey %A ZER A FEAE Chrome FHEEIEH
AW PDF (B2 A TE H RS by AN Al DL, X S8 5] BUHF &2 N B3 76 JF 2 14 I 46 3k B 1% I 2 T
1A 2% FE , 3k R X FF Bug 191 2L

4.6 Bug® 6. roqisoft Puk o & AL % HE

TRPEFRA : books. rogisoft Pl =>( 4= 45 ¥ /£ 75 / The Footprints of Life) H 545 ¥4 vl [
BT o S SR HE .

WX FEFARENMBEER: Windows 7+ TE 11 3¢ Chrome | % %% .

ik R .

(1) FTJF books. roqisoft M ¥ http://books. rogisoft. com/ .

(2) P4 L8 / The Footprints of Life)1544

(3) fEC 4 3%/ The Footprints of Life)- |Ji‘f¢?ﬁ_LlTlE|J TR H 458

(4) WL LI

HAZB SR . i o= K.

LERER . NP 1 B SO R, e T AT HAE X B R iz i ] &2 3k
fE, GNP 4-6 Fras,

f e (=& ]
g I =

€ = C [} books.rogisoft.com/footprints/footprints_list.html

#Ha @mF HE DREE BESE EEE REXE8 pPbmxE BEREN O\XPE I

g R K A il 3 5 O PR AR
(%At 7 / The Footprints of Life)

PITE A B SO IBRERR & € £ RV The Footprints of Life d BRdaia

- HREE. EHEE

¥ ). 8 %2 WFollow Your Dream E!J

Wb 18 FEEFollow Your Own Dreams .
H ¥ B ¥ ambition

L . HE E BRI AEThe Power of Imagination

1B, (&% « BRI Keep Faith and Move Forward
O k. fir {748 # A1 & Dream Your Dream

|

|

[

|

|

P

I p. FEF4] = FOver the Rainbow
1 b, =EE A0 4E Happiness from the Deep Heart
b, tM{a ki = {BHow to Grow Happiness

_ jo. #EVRFE BEnterprising Happiness
11 = FEANE it The Paradoy of Hanniness TJJ

K 4-6 o XA EiEfE
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[ EHK =T

X B B S R AR AR ] B A EBA Y . S RAE R R 2 e AR R Al DL AT R AR R A,
113X B £ 2 e AN REREAT AL An] B4, BEA LT . AEBEARSE B, 5 L 122 02 fit ] 5L Ao
i HAF 5 58 label 0, HZ 72 )y 53 2055 AR 1T 52 B4

4.7 Bug#7: roqisoft %L Funp 45> £ G5

TRPE AR : books. roqisoft M3 = {# ] Funp 47 = (4 45 19 /& i / The Footprints of
Life) BFE I, 32R E IR RE R

M ES 5% EF: Windows 7+I1IE 11 5% Chrome M % 75 .

i 5 5R

(1) FTH books. roqisoft B uh http://books. roqisoft, com/,

(2) B (AT 23/ The Footprints of Life) 1544 .

(3) ZECHEATNY /3% / The Footprints of Life) 15 5% v i A4 . Jos A7 b “ /o 3 " Hie

(4) S HRAE R T RS ZIRER . iy Funp & #f# H Funp 0% .

(5) MEH MBI,

BEBER. k¥ 255 Funp 75 519 1L,

LFRER: I “The resource you are looking for has been removed. had its name
changed, or is temporarily unavailable. ”#&/~ U1 1] , (A & 55 Y52 A AE 1), Q0 18] 4-7 iR,

- = | E

D %E?JFUI'IP - x - T
& = € [3 sjiathis.com/?webid=funp&url=http%3A%2F%2Fbooks.roqgisoft.coniy| & I = L

k4 JiaThis FENEAEEHES OV BERELS

EarEr -85 @Gooza o wnos [QEfas wmszse X

The resource vou are looking for has been removed, had 1ts name changed, or 1s temporarily
unavailable.

& 4-7 {# ] Funp 5 3K 5 5 B 4R 4%



k2 3-40F

2 {d FH Funp 73 S50, K A A B 20 22 10 0 5 ol % B PR 05wl ke 3 . 3 HOH BE T 3B 1 412
w~. WHBMSETRWELERTEHA—ER2—HN . XBEZHEAN Funp 7 EZRIFEREA
(A, 530 T 8 Funp 23 55 05 H B0 33CRE 19 R A,

4.8 Bug# 8. testfire [} Internet server error

fREEFR . AltoroMutua ® 3 =“Online Banking with FREE Online Bill Pay” 51 [fi] {7
fE 500-Internet server error,

M ES 5% EF: Windows 7+I1IE 11 5% Chrome M % #5 .

i 5 5R

(1) FTH AltoroMutua [E %55 http://demo. testfire, net/,

(2) i Online Banking with FREE Online Bill Pay 4% .

BB R. Pk 2 1E1i 1Y Online Banking with FREE Online Bill Pay 1 Jfij .

SLEREGER . 1P 500-Internal server error U], 3 H 0 [fi] I- 4 Error Message, U1 4-8
FT 7 .

B R . —— T I - o)
Y 500 - Internal server er x -:_ L T - T e
€& - C' [} demo.testfire.net/default.aspx?content=personal_savings.htm w e O =

500 - Internal server error.

There is a problem with the resource you are looking for, and it cannot be displayed.

AltoroMutual

An Error Has Occurred
Summary:

Could not find file 'C:\downloads\AltoroMutual_v6\website\ static\personal_savings.htm".
Error Message:

System.I0.FileNotFoundException: Could not find file 'C:\downloads\AltoroMutual_ve\website\static\personal_savings.htm’. File name:
‘C:\downloads\AltoroMutual_ve\website\static\personal_savings.htm' at System.IO._ Error.WinIOErmor{Int32 emmorCode, String maybeFullPath) at
Systemn.IO.FileStream.Init(String path, FileMode mode, FileAccess access, Int32 rights, Boolean useRights, FileShare share, Int32 buffersSize, FileOptions
options, SECURITY_ATTRIBUTES secAttrs, String msgPath, Boolean bFromProxy) at System.IO.FileStream..ctor(String path, FileMode mode, FileAccess access,
FileShare share, Int32 bufferSize, FileOptions options) at System.I0.StreamReader..ctor(String path, Enceding encoding, Boolean
detectEncodingFromByteOrderMarks, Int32 bufferSize) at System.I0.S5treamReader..ctor({String path) at System.IO.File.OpenText(String path) at
Altoro.Default.LoadFile{String myFile) in c:\downloads\AltoroMutual_v6\website\default.aspx.cs:line 42 at Altoro.Default.Page_Load{Object sender, EventArgs
e) in c:\downloads\AltoroMutual_ve\website\default.aspx.cs:line 70 at System.Web.Util.CalliHelper.EventArgFunctionCaller{IntPtr fp, Object o, Object t, I
EventArgs e} at System.Web.Util.CalliEventHandlerDelegateProxy.Callback(Object sender, EventArgs e) at System.Web.UILControl.OnLoad(EventArgs e) at
Systemn.Web.ULControl.LoadRecursive() at System.Web.UI.Page.ProcessReguestMain{Boolean includeStagesBeforeAsyncPoint, Boolean

includeStagesAfterAsyncPoint)
Privacy Policy | Security Statement | © 2014 Altoro Mutual, Inc. ¥
. . e e . . o o e .. L , L i J
= p e

P 4-8 500-Internal server error
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[ EHRAWE]:

XF R R B RN AR 2, BT A & R A AR RN Dy — fOATRE H B R]
B AN =B 2 U AR B A 25 B B SR T L

“500 PN ERHIZ 55 A B iRV — AR R R AR R L ADOERE RS IR T L R A IE X
A  lFHmE B LA LI ERIRX R4 47

XL REUR I S PR I R B il RAE R S5 & b, EA S BoRER R L A V2 A Al
BES AR, WRAELER"b R ERRIEHEBARBENZ 7R ERBEET P&
fitft 4. XH Error Message FlFg42 W78 76 tH 45 I 5T 1, 50 23 %8 ol #4 Bl . 336 4 119 i
DROER T E T

4.9 Bug#9. testasp PuL L SQL Error

ERBEFRR . [EHAMMES acunetix acuforum =2 10) I H B0 Z 38 7E A 15 A48 = 1 [n) /3,
M ES 5N %SEF. Windows 7+ TIE 11 8% Chrome 3 % %5 .

X 5 IR .

(1) ¥TJF acunetix acuforum [E 7% http://testasp. vulnweb. com/ .,

(2) s search ¥4 .

(3) fER AHEH B A testtesttesttesttest, Jifi search posts %,
GRSl R B F R E R

SERRGER . B TR A R IR B, W 4-9 P,

,.-"I: [ acuforum search x 9
€& - C [ testasp.vulnweb.com/Search.asp?tfSearch=testiesttesttesttest wie O =

M acunetix FEENERT

| about - forums - search - login - register | |

| | search posts | |

You searched for "testtesttesttesttest”
Microsoft SQL MNative Client error ‘80040e5T
String or binary data would be trunc ated
ISearch.asp, line 55 ’I

Bl 4-9 Bl PR H iR

[ ZERATF]:

String or binary data would be truncated. Bz &5 U HE /8 (5 B0 TR D& i T 80808 B 3%
by B A BRI T . e B A 4 H R A B B A BT P A0 £35S 7
AN 4
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4.10 Bugf 10. testaspnet %345 HEE Server Error

fRPEFRAR . [E AP 5 acunetix acuforum =>login B {# FFF5E 4T . H BE Server Error 0]/,
M EaEN%SEE. Windows 7+1IE 11 8% Chrome 3| % %5 .

i 47 IR

(1) ¥TH acunetix acuforum [E % http://testaspnet. vulnweb. com/,

(2) Hiifi Login ¥ZH .

(3) 7£ login 01 i A “<Ziframe src=http://demo. testfire. net =" AN 4-10 Iy~ .
(4) i Login ¥4 .

HBER. i AfREAIR,

SEBRER . g5 an b i 4-11 Pros,

. — | B (s
l_,ﬂ".zEIUQI" ® N
& =2 C [ testaspnetvulnweb.com/login.aspx T O =
M acunetix
about news login  signup [ rss |
UsBiane CCiane sy e i o
=" — 2 Sun Mon Tue Wed Thu Fri Sat
Password: 3 1 2 3 4 5 &
7 8 9 10 11 12 13
© fememberme e
@ 48 29 30 31 1 2 3
4 5 6 7 8 3 10
Get RSS feed

4-10 Login T [ % A\ ¥ 5Kk FFF

=] & potentially dangerou: x
€« & C [ testaspnetvulnweb.com/login.aspx w e O=

Server Error in '/' Application.

A potentially dangerous Request.Form value was detected from the client (tbUsername="<iframe src=http://d...").
Description: RequestValidation has detected a polentially dangerows client inpul value, and processing of the ‘equest has been aboed. This value may indicate an atempt 1o compromise he securilty of your
application, such as a cross-site sciping attack. You can disable request validation by setting validaleRequest=false in the Page directive or in the configuration seciion. However, it is strongly recommended that your
application explicitty check all inpuls in this case.

Exception Details: Sysem Web HipRequeshalidationExceplion. A poleniially dangenous RequestFom value was delected from e clien (IbUsemame="=iframe sre=hatpid_").

Source Error: I|

[Mo relevant source lines]
Source Fike: c WINDOWSMIcrosofl NETFramewarkBaw? 0 507 2T Temporary ASP NET Filesvoal@ela7r clasbba7 T4mpp_Web_s8-i506v 3cs  Line: 0

Stack Trace:

[Httpllequest‘u'alldl‘tmﬂE:u:eptmn (OxE0004005): A potentially dangerous Request.Form value was detected from the client (tbuUsername="
System.web.HttpRequest.Va 1date5tr1ng%5tr1n s, Strimg valueName, S5tring cul]ectlunNaﬂe) +11065563

System,.web.HttpRequest .ValidateNameva ue(u1 ection({NamevalueCollection nvc, String collectionName) +71

System.web.HttpRequest .get_Form() +178

System.wab.HttpRequest.get_HasForm() +11065799

System.web.UI.Page.GetCollectionBasedOnMethod(Boolean dontReturnMull) +124

system.WEh.UI.Page.Detern1nanstEackﬂnde( +83

System.wab.UI.Page.ProcessRequestMain{Boolean includeStagesBeforedsyncPoint, Boolean includeStagesafterAsyncPoint) +11031975
System.web.UI.Page.ProcessRequest (Boolean includeStagesBeforeasyncPoint, Boolean 'indudestages-ﬁterAsyncpoinl:) +11031514
System.web. UI.Page.ProcessRequest(} +91

System.Web.UI.Page.ProcessRequest (HttpContext context] +240

ASP.login_aspx.ProcessRequest (HitpContext context) im C:\WINDOWS'Microsoft. HET‘n.,FramenorkH\wE 0.50727 \Temporary ASP.NET Files‘roc
system.web. Ea11Hand1erExecutlnn5tEp system.web.Httpapplication. IExecutionStep.Execute() +59

| System.web.Httpapplication.ExecuteStep{IlExecutionStep step, Booleand cump1eted5yﬂchruﬂuus1y} +171

Version Information: Microsoft NET Framework Varsion 2 050727 3053; ASPMNET Version:2.0.50727 3053

+ | "Il

K 4-11 Server Error
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W] DK X A~ Bug BYEN Web Z 2 X i BN Bug, & )7 0t & A 4L # 47 H] 7 1) 5
A8 “Server Error in /7 Application”,

Ui MRS AF BB R AR . IR R P S AT A AT IR I AR LI R AR
W P A RS B T2 2R D . (B 0] LUE 3 78 A Hb Al 55 % 5 H 50 AL |z 47 1 )
YWar A .

AR B . A E i AW BT AL b A F A o B DR TH B TR AIE R AL
T 2477 Web N HHR P H 3 F 19 web. config Bt & X4 8] & — 1~ <<customErrors = #p
il . RGN I <<customErrors =>kr i 1 mode J& 14 13 B A Off,

<! —— Web.Config BC B X ——>

< configuration >
< system. web >
< customErrors mode = "Off" defaultRedirect = "mycustompage. htm" />
</system. web >
</configuration >

HE . mab B N AR F ) <<customErrors =i B A8 10 19 defaultRedirect J& 14 . {# 22
fR1a) A& TR URL, nf DL A 8 A1 v B4 T & ) 19 24 3 45 1% 0L,
A5 i H 3] F B A L B, A X BREAGIEN .,

4.11 Bug# 11. testaspnet [¥35 HTTP Error 403

TRPAFRAR . [E AP %Y testaspnet =i AF TE W % &% 45 o RSS #5421 HTTP Error
403 FEiR,

X FEE5A%EEE:. Windows 7+ TE 11 MY &% .

MiX IR -

(1) FJJF testaspnet E 7R3l http://testaspnet. vulnweb. com,

(2) Hbar A dicfl RSS,

(3) {fF RSS 11 i B o5 AT & &% %, %) 40 “ Acunetix Web Vulnerability Scanner beta
released!”,

HASE AR . vlji kW kL .

EBRGR: (WM HTTP Error 403 [a]&8, W& 4-12 s,

[ ERAVE]:

HTTP Error 403, 403 #5iRJe M5 nlad 72 5 % W A9 55 IR 3R 8 . Ron s A T A, Al
55t BRI 2P IR oK AR AL PR E . 403 45 UR0E W02 i T AR 55 4 B S0 e H S A0 AR i
BT R .

LA S TIS 403 R iR VR4 IR N L O A T Uil 32 R Al RE sk £ ) B XA (9 B iR



e@ @& http://testaspretacunetix.. 2 = C || @ The page cannot be disp... X
MR SEE) =8N WEEEEER) 1R =:shH)
- & & - TEEP) - =25~ 180~ @&

The page cannot be displayed '

You have attempted to execute a OGI, 1SAPI, or other executable program from a
I directory that does not allow programs to be executed.,

Flease try the following:

* Contact the Web site administrator if you believe this directory should allow
execute access, I

HTTP Error 403.1 - Forbidden: Execute access is demed.
Internet Information Sernces (115)

Technical Information (for support pearsonnel)

* Go to Microsoft Product Support Services and perform a title search for the
words HTTP and 403.

* Open IIS Help, which is accessible in IIS Manager (inetmgr), and search for
topics titled Configuring ISAPI Extensions, Configuring CGI Applications, I
Securing Your Site with Web Site Permissions, and About Custom Error
Messages.

* In the [IS Software Development Kit (SDK) or at the MSDN Online Library,
zearch for topics ttled Developing ISAPI Extensions, ISAPI and CGI, and
Debugging ISAPI Extensions and Filters.

* 100% -

B 4-12 HTTP Error 403

403. 1 B RS2 th T 0T 717 [7) 9 2% 1k i i 18 1, 5 3 B B S fT CGILISAPT ol H
fth ] AT R AR H A SR VAT R e I 0 2 R B AP A R

403. 2 B RJE T B2 O D () gk 28 gk i g . B AT E th T8 ] B K
I H A X H A RN, s 2 BoR ) HTML W ot ir 3 85 19 H SR AUkR id 4“1l 34
1778 A AR

403. 3 FEiRJE T 5 A7V5 g 2% ki gy . 4k B S F EAZ B B Rl AE B &
&2k SO AR Z B SEAS SRS 705 ) L2 B R AR

403. 4 FEIRJE T EOR 6 SSL i 11 6 ZAE B A 10 0 (1 bk A 4 “https”.,

403. 5 FEIRJE M TR H 128 (0% 5 2510 Web 3 %5 25 1 & 58 . S0 00 %8 28 A
SCHRF 128 Ar 48 53 3 B 25 HH PR X AN U T LA R TR R ity R A b YR B T

403. 6 5 TR M T 1P bk g 4 ik i . SR AR 55 &% A ASBE VT IRZ o 5 10 TP M
1k 51 3% L BAE A TP Mok A2 1% 5 3 i g 23R 8] X S iR AR B

403. 7 FE IR SR N BR B P IE 15 . 24 75 EE U7 ) 19 9% U5 R b0 W BRI A Al 55 R BE s R 51
(1) 4 B 5 2 (SSL) 2 kA5 I 23 3R (8] b Fp A5 1% .

403. 8 R TR JE 1 T 25 1k 3k A5 77 [T 8 B 1« 5 R 55 4% 5 A AN BB U7 [R] il s 1) DNS 24 FR 31
2200 T4 19 DNS 24 FRAE I e o i 5k 25 [l e Rl MR B, 357 B X 51 403, 6 5 403. 8 #5iR.

403. 9 F5TR 2 TEEMAH P 2 miE B, T Web Al 55 g5 R T, G815 & 2 K
JG Ak 3L SR I 23 3 [a] X AR iR .

403. 10 FE R i T J0RES B 5 80, LB H R AT CGLLISAPT sl HAth nf $4
IRy ARz B SRS RV P TR 3 B 2 0 [l G R A R

403. 11 FFuRJE i T %65 5 ol = BOCH & I
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403. 12 R IR T B S 8% 45 46 17 [0] T 3 B0 . 5 2 A A 0 ) 00 2R A R0y &
HE A5 02 P E 15 B 5 0 A A PR 7 7] 3% Web 3 5 I 3t 2 3 (] W S5 2% 4 4 45 [7) 1 i i

403. 13 R R TR EAF M ol LR M A& ik B HE e e s
B A, o A EUE B A E M E R,

403. 14 §51% Web IR 529 B AT L H RN R4 H R31%.

403. 15 F5 1R 2 T U5 Il nf i 2200 18 B A9 . 24 Bl 55 5 48 52 7 7 [a] 34 ml B ol fsf
23R o] I SR 1R
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for the right syntax to use near 'and replycount=1" at line 1 ( 1064 )

You Can Get Help In:
http:/ /www.phpwind.net

A 4-33 ABEHRZ IR, H B SQL &%




4.28 Bugit28. NBA L2453 DB Error

ERBAARRE : NBA (3T >3k X >4 5 307 i KRER HBE DB Error,
MK EAEENMEEF: Windows 7 + Chrome 8Y, Firefox D % %% .
ik IR .

(1) FTH NBA 3 M %5 http://china. nba. com/,

(2) P FHAF X% H .3 A http: //nba. weibo. com/ L Ifil ,
(3) fE48ZAE R A -

ddddddddddddddddddddddddddddddddddddddddddddddddddddddadddddddddddddddddddddddddaa

ddddddddddddddddddddddddddddddddddddddddddddddddddddddadddddddddddddddddddddddddaa

ddddddddddddddddddddddddddddddddddddddddddddddddddddddaddddddddddddddddddddddaddadaa

ddddddddddddddddddddddddddddddddddddddddddddddddddddddaddddddddddddddddddddddaddadaa

ddddddddddddddadaaddddadddddddadddadddddadaadadadada
i 4-34 Frw.

HEER. MR RE/RIEW,

SERREGR. R F B DB Error. W0 E 4-35 s,

I

J,-’ & BT - NBAREESHE x \

e—

<« =2 C [jnbawelbo.com

FHRNBA  j&Eh

BRBA R ™ TRk

=[]

B HUEW

NBASEEA R BB

2 2
X &

nbaweibo.com

‘ ddddddddddddddddddddddddddddddddadddddddddddaad

CLEAR

A

L BEY
L
. gl NBARERE 7

B3 EAMURES BEE T I3EEES
E8S4EFAB00TT 7 T EFATES00 T R L g
B
EEd crE=aEimenst ikanEnEEaise

e ==

sy ESPNEIINST2FEE FrWE DRSS

EE S ESREARESED Shsmsic)Es

B2 RS & EMEX T REm R

Kl 4-34 B ABKFH

(@i

¢NBA

S1ESH ERA

FaEin N

= .
J;'" @ nba.weibo.com/search’ x \_ )

o] = |

€& - C [ nbaweibo.com/search?anu=search&search type=thre

<& O

DB Frror.

——

K 4-35 DB Error



[ EHK AT
A0SR FH B B A AN ASCEE AT BRSO 2 9 A B A AR AT BRI R DR L BT LUK TR T
B &, —EAREZEEFEALH T A, b E S EERAL, R 5 A REdk 2 b 71
XTI GO 5 AR AT R AT 1 W 0 A AT DA BE H A 5k
IR/

4.29 Bug#29: qa. roqisoft {315 AN HE B AR I 71

R BEARRR - i ol 4 000 4 AT A P 3 >4 R AE >0 R 5 (R B Be A% AR R
MXFEARENEEE: Windows 8 +Chrome W % #% .

ik 27 IR .

(1) FT 5 R A4 35 141 BA” w3 1] http://qa. roqisoft. com/,

(2) EHEREPA<hm>", 3% b FHEEE ., WE 14-36 Fin,

(3) WRZEHH = HE BL AT N 25

HESR: REANAFNIZ A <htm]>",

KLERGR: WHKAENMNENE WA 4-37 P,

F
. =

:_:-_(-:@qa.mqisuftmm VE~Ccl @2+ P\ %4 B K » - @ ® $ L ﬂ""’ w2 ,| =
| EAME [ hadoop ) MAEE _ flex | php _ MABE | Ul ) andriod | ) SEZ || thinkphp || B08E || MibEs (8 wiass

i R P il ] BA v i EK P IF & B BA ShaMEAHR DG

roqisoft
AME My, aERNAEE!

T ks B el
| <htm1>

EERESH REHRPI

_ k GOLDEN LEAF SOFTWARE RESEARCH CENTF
RETNEF Sfaere Testing Pepardn

FEEEE: Home
T o 4 3K E BA E & e H AT b Lo 3-8 43 3 BA
=EEREN Bkttt S S et M R LA =N, B O THABERET, LR HREEE, KT
R et LEREHSEENE. TEAMSEEEEL S SEMBs, AR NBEREEHEREMEER -
TN EELSHA~ASMESE U IERSEHERE  £ERE  £EAEE T RERAD 2 F S
B4 4HESSMAL, UBNARHISEMNAEAERTEERE . S EHLRNERISRMEN
A R A MAEESHA.

& 4-36 R RIHEHF A<html>



- BEE

roqisoft

* ﬂ- qa.rﬂqiso&,c:lmﬁndcx.php,"cnmpnnent_.-"s: u ﬁ [y | IE" B <Ctrl+K Pl ﬁ |_E ﬂ - -
| sEmE | ) hadoop ) FIFIEE | | flex | php | MABE | Ul _ andriod || SE% | thinkphp | B3RE | MisER 8 wags

v R Pl HBA

AmEmims, SiaRnmEFE!

» ® 3 1 0

i B A = HIBA SaEMEfHEDL

=& By Em E

%, ..

BN REHR

' \ GOLDEN LEAF SOFTWARE RESEARCH CENTF
REPPTPRE Softuwere Testing Departma

I

B = Home
o< T A I BA BE
nESH
HAEES eExea: | » BF
i PR
B (ERES —
IR R ® 2@ O ffXs ©FARRFD T
K 4-37 BREFERRENZ
[# ﬁ;ﬁiilz:lt

AEREARE RBNGR B R)e W RKERMN Z R BRI, WRBIEREW T
FrROR AT S B ] L Al BE R IT e N B B AT A REIR AT AT G A BRSO, BT DA Bk R R IR

FAT X R —1> Bug.,

USRS R VF T g A 3 B8 0 B 1) AT B A i B AE T e A S B OE AT R4S

FHRE A B 78 A5 B ZORBLTE P % A
4n 2R i 5 far A ST ECR RPE L A ik R 5 R, A A T R A AT 4 RO B A

2o AREHBLELES , A GEH BUA 7 g A N2 2RSSR R

4.30 ZEPEID

EHEIL

Name Date .

Jili 7 45 /8] : Circumstances are the rulers of the weak, instrument of the wise.

18 W T, 8 & TS,



a0} o%; o} o8; a0} o%; d} o4; a0} o%; g}



ZHWebZ £ fiRfaWeb
Security Bug

(FSIBFR]: A Web o R A# L, BFEKMFAKTH L
Web &4 £ M XA B RE A, A TR B RS, Web T4 8 E
TR FE L TR, EFRLE AT Bug & T A2 F| H KB4 & Bug,
EHBEAFTHFIT 2R ATHTFRINFAN XA Web 475 &
Eey s, S B — 2k K8 5T,

5.1 Bug# 1. testfire 347 SQL 78 A KU

TRPEFRAL : testlire Myl > Z A =G R HEA SQL 1 A&
] /&t

M EaE5N%EaE: Windows 7+ IE 9 % Firefox M| % #5.

MiX IR -

(1) A IE JYE 2537 E #F 25 http://demo. testfire. net,

(2) FTIHEE S o,

(3 FEH P A E A or "1'="1", i A or '1'="1",10
Kl 5-1 s

(4) i Login ¥4 .

(5) &R R .

HAZEER. nmm 45 kmiE R,

SEPREER . W DU 61 B 0 65 ok I 5-2 Joi

kX 3-50F

JriE SQL T A XM, 32 B & SQL A 246 A B Web %
B i A Tl T SR A A R O Al 55 A AT B SQL
A, fERSLR P H A B A B R W (el 5 ) 3
& SQL i %, sl A 0 A7 iff 2k 72 1 B A S 80, X R R ILFE 45 5 % 5
SQL AR

= 5

i




paas
=
=
218
I_:IH
I-IEI
H
=
7w
(\
I
5
_H'.
=
218
Hp
Hid
=
I
W
o
!cl-l}

Sy

SQL {EAJEMIEHE I WWW i 137 [0] , i B3 1 A Ok B — g Web 0117 7] %
2 KA, B L H air R KBRS 2 XF SQL A K EH, LI ASP. NET M3k 4 4,
MM EEER NS HEN IR R ARBEIEESHA S L5, HZE.SQL EAM
T Y R AR AW 25 6l BAR 2 A . BB AE AR 4is HL AR NS L 4 47 o0 07,
& TG0 SQL i A) . T B B 3k BCARL 2 1) B s .

B LI SQL A XK SRR T .

(1) K4~ ASP. NET Web i A —4~ % 5 01 i1, 32X 4~ 6 5% ot i 4% 6 5 H P 2 & A AL
o] N T B 2SR P i A — > A PR R R

(2) B F oA MRS R ESEN SQL @4, ok # B HEfAE i &
MZE., T2 ASP. NET L H ¥ & 2 1) 1 — 1] 7 .

System. Text. StringBuilder query = new System. Text. StringBuilder(

"SELECT * from Users WHERE login = '")

E APPEHC{{ tXtLOQ‘in. Text) . prend( "y m PaSSWDrd _ )
. Append ( txtPassword. Text) . Append(" ') ;

(3) Wi HEER T 2 FRESWAER WAL “ or '1'="1",

4 AP ARNERTLAMESE 2GR 1247 i) ASP. NET 183 #4 3 H
g A SQL a4 A i T X0l A M N SR H R . T DU e 15 B ) SQL iy 4
7Y,

SELECT * from Users WHERE login = '"'or 'l'="'l'AND password = '"'or '1'="1"

(5) AR5 &5 A7 2 f) sl A7 2k B2 L85 F P B A B B 0015 8RR 55 38 R R AE 1 B 0 (5 B
BEATXT G,

(6) H1 T SQL a2 b FE#E AXKEBES. S EARE ERIEN T 54, BT Ll &
4L 2 R RS BE#

W0 2R Mty 3 0 38 O 23 4 2 B e AT N 2 LR T IR R B O 1 A i)t s 2 2 il
AFEBEERER ) SQL 4T H BB ) el 8 RO 19 D BE , MK R S 4% T Ui [ ALRR .

AW TAETT RN ZIE SR A/ B R JRE M — a4 . i THMARG
2> ] BB AL BT AIE I HA AT &, DR e I o 0 TR AR L "R A L TE A F AT . R
T, EJE B SCA NG B Z20%

SQL 7E AL B 195 5 = . W0 P Ik HA A B B el H il e B R e BRI
o 35 8 AT BE XS H i PR 1) 3R BT A5 At AR L AR B L 6 45 N L I R B L L = nT RE
ELEMBR ., — B GREREEE 2 Ak T LAAS 30 5008 1 A i Jor A d



Altoro Mutual: Online Banki...

"fi:;e demo.testfire.net/bank/login.aspx vﬁ‘?(!" ' BE <Ctrl+k P‘ ﬁ|E H ﬁlv Q ® 3 » ‘ =
) WAL | hadoop || FIREFF [ flex [ php [} MABE || UL [ andriod [ | SEIZ || thinkphp || RMIR || RIS »

-

Sign In | Contact Us | Feedback | Search

AltoroMutual »

FAWMA P A —1F

"ar'1'="1

SRRRARBRRRS

Bl 5-1 BdERAE

Altoro Mutual: Online Banki...
-@}@dmoi&stﬁre.neﬂbankjmain.aspx vﬁ‘?e" J_E]"_E-fC'ITH-.&P‘ w B A & - b & J » ‘ =
|\ WERME | hadoop || MITIEHF [ flex | php ) MABE | Ul [) andriod || SIEZ | thinkphp | | R30Rm || Mkt »

AltoroMutual »

Sign OFF | Contact Us | Feedback | Search

Hello Admin User

LEBRRBHEA

Walcome to Altoro Mutual Onlina.

View Account Details: -

E The Altoro Mutual website is published by IBM Corporation for the sole purpose of demonstrating the effectiveness of AppScan in detecting web n
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#—1,

(5) R FH 7 6 5k 24 Bk 805 55 8008 N DR AT . s P s AW 8008 AR s BRI B S Ui
PE o R A7 1 B e AsE L 330 AH > 10 JT P i A B s Ay 1 < E AR B P B A T BOE A
PR i e A AT o] 4 B A O S, ATt 3R B 1k T I A T A SQL A 4. System. Web.,
Security. FormsAuthentication 284 — 4~ HashPasswordForStoringInConfigFile, JF % if &
T g A B AT IR EEAL T

(6) Ao £ P& ORI 1 A i) iR [l a0 SR8 . W R R Y HOEORGR W] — ANl 5% L A SEBR
1R [l I SR AN L — AT, IR S A S b R
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5.3 Bug# 3. testasp Pu543 SQL 74 A XS

ERPARRRR . testasp MU >XF K>l i SQL i A T Z B, n] DI H G R .

M EES 5N %EEE. Windows 7 + Firefox 8% TE 11 %
ik 5 5R -

(1) FTH E2F M3l http://testasp. vulnweb. com/,

(2) Hoii 7 177 login TEIHE A B 5 F

(3) £ g ARESR A “admin' ", % 6%l S8 AN 5-5 R,
(4) i Login ¥ 5H W %2,

HAEER. Aedx.

EBREGR . T A 5-6 Fros.

—
6 e = h'ftPZ.-‘ﬁtﬂﬂ_SP-WhWﬂbIﬂw P-a I 2 acuforum login ]

|ahnut-furums-5&ar1:h-lnginvmgister

= [© ]
Gl et

| Username: |admin'-- |
Password: esesss
-]'

Copyright 2003 Acmetix Lid.

#1000 -

El 5-5 FxAm|

a. » N
e@ = http:jjbrstaip.wlmb.cn:u Jo R+ ” B acuforum forums

M acunetix EEIEHT

e
| about - forums - search -(Eanu.tad‘nin'—- ‘)

5 5 11/9/2005 1:45:54 PM
Weather 1 1 11/9/2005 12:16:35 PM
What weather is in your town nght now
Miscellaneous 0 0

Anything crossing your mind can be posted here

Cogyrighe 2005 Acanetiz Lad

% 100% -

E 5-6 BRI



[ BEHRAWE]:

T4 SQL FEA T w WA,

1. RAERITRENFH

16 7 (0 5 A B R e U A DB L 2 & AR X RO X T A NEGE . B 2 sl i
% —A4> SQL i A) o XA L2 3 BV IR e 19 2% s FH 7 0 Bods R B TR A SR AN . LT
W, T X AT AT 592 7 75 3 A s 1] -

statement : = "SELECT * FROM users WHERE name = '" + userName + "';"

XA I EH 2 — 1 E M N P R B B R H P 24 8 —
AN P — R 1 7 b L X5 ) BT AT i A AT RE S AN AU AR RS 19 FE &
FrER R BRAE T . 4 8 1 44 28 3 (B) username) % B4 .

a'or 't'="t
s R v ) A T AR
SELECT * FROM users WHERE name = 'a'OR 't'="t';

AR XA T — N IAES R I A X6 Fat e sRia kB — PSP
% R 't ="t KT R E WY .

fE—2 SQL Mz 55 @ b, WifE SQL Server H1 AT Ao — A4~ SQL 2 #B n] L3 3ok 31X #h J7 i
A AFEPATZAEA], FHE A I username ME K 2 5 BUM BR users &, XX nJ P
M data RHELEIA WEAE PR LRSS T8 —THPHER).

a'; DROP TABLE users; SELECT * FROM data WHERE name LIKE '%

K fe 2201 SQL 1A% KT T A T

SELECT » FROM users WHERE name = ‘a';DROP TABLE users; SELECT * FROM DATA WHERE name LIKE '% ';

HAL SQL AT A ¥ AT R B A b i 24 2 AE 8 — T 20, X 2B 1k
iy T A SE R ML A ) A i AA 2 LR B0l A B el A i)

2. Incorrect type handling

W —AH P AR F BOFAE— A om SR, ulo 3 A Gt S B Gk ), 2 R A X RN E
AW . A —4 SQL 4] s — A~ o5 7 B WOR B Iy B2 B A R & T i A &
AT CER NTED W2 A XIS . Bl .

statement : = "SELECT * FROM data WHERE id = " + a variable + ";"

MX A Em ]l LA B F i 8 a_variable 22— 15 id FEBEA XM T, A0
KA P RN e T X XA E, BI04 a_variable 8 F*1;
DROP TABLE users”, B 2 ¥ users 7 M 203 % o 5 . SQL iE 4 2% i “SELECT =
FROM DATA WHERE id = 1;DROP TABLE users;”.
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3. HEERS PR IRE

A0 BIEEIR S AP e F W, 10 MySQL AR 55 %%  mysql_real escape_
string O PRECG T . 33X B e T 278 — A B 3 IR A IR 5 — 457 g 65 AT — IR iy
SQL AR .

4. 5H SQL FAKXHEFH

M —A~ Web W HFE)F 5 T8 52 Mo i Ho 25 X il & JA WAt sk & & FriE M E B
SQL AR . A il i X 50 n] G A 2 BosBE , T2 AR E ARGk 2 HE
HAIAE R BoR AR N2 . X AP I A S AR, B R 2008 B — A R A9 B 1 A O 4
& H M iE A . (R — B R 047 & B bR AR B AL E B 37 LS . —Fh FR S Absinthe
1) T H gt n] U X Fh By A sl

5. 1M Ry

TR A — AP SQL T AGE s B0 e e — 538 i B Ry Be e L5 — 2 R g i e

SELECT booktitle FROM booklist WHERE bookId = '00kldcd'AND 1 =1
X2 AR AER SQL AT L 1 i )
SELECT booktitle FROM booklist WHERE bookId = '00kldcd'AND 1 =2

L S T35 SQL A XBGER A ATRES I — D ARIMZE R, XFE— IR EAK &
P E HM SQL i AR EEN . B & X & R 55 sh— A F b i 3 7 Bo o &3 H ] DL
ELR 4]

6. FHMHEESE

W WHERE 15488 5, XA 2E R E B SQL 1A 2338 {# B 1 VE A — 4 5 i AR
16 a) , T T8 — 1> SQL &5, i,

SELECT 1/0 FROM users WHERE username = 'Ralph’

W% N P Ralph 7EAE 36 . T BoK S 8GR,

7. B E EEiR

) SE R 2 — PP E H A9 SQL A LRI EAMNE R, ©nl LS E SQL 51 EH 47—
K BA B k% A~ I ) SR 5 A . Dk el DA R 01 0 2 0 D, DA T P E T TE A I OE
HERNE,

LI EAE X SQL Bt i mg 3 25 . (E LR Bk, an 41 SQL 3 A B & 145 a0 fof
$& 0 A T I 0 DX T SN B A Lt B T . BT — S R SQL W FR., BE
{7 m] DA FH &b T 5ok e e i i R Had F2 . RATA WA F the Asprox Trojan X Ff A 5,
Bl — A R A R AR A R AL A TAE R R o] DX A . B %, il &2
FI| 455 1 1 A A3 1 B SRR R e R S & B B F RN L SRS L 2 B e R SRR 1 R L
o FE—B R AR I, B A R 5 B R AR ASP B R # 7 KR
(1 A T Rk, R LE R SQL AR E MR FiEH, BE. XM ARD S HX
Be il 5 K 3 SQL T AT A A 5 o 3l A2 31 35 ) R . TR] X 2 A 3 45 o R R IR 1 )
vl ) PR 2 32 B . I Ah— a8 R 3 — BO% B Y JavaScript {UHY . A . X B U
B P 45 51 2058 = Ao 5 X A 2N SR g B SRS,



5.4 Bug# 4. testfire BINGTEA Bcdi 265 IR 20 T

TRPEFR A . testlire Pl = & F 0 i A SQL Injection #H &% 1) LLEFE ¥ #ib 45 500
Internal serval error £51%15 H. .

MK FEAEEMESF: Windows 7 + TE 9 1 Firefox | % #¥.

ik 47 TR

(1) H TE D% #5471 H B 2h M55 http.//demo. testfire. net.,

(2) FTHG o,

(3) LR LA ARER A “or 0=0--", %5 AHEFI A 123456, 401 5-7 ffrs,

(4) ¥ Login ¥4 .

(5) AL,

HAEE AR . 0l (A e IS al s i R iR

SEPRES SR . vih P 500 Internal server error 51% ML LT EMN S G B VA& T
ANNLZ B N AT 400 i 5-8 FH .

B hiecd e testins.met/benk/loginass F B - B R || @ ahoro Mubusl Onine Ba, ".__ : W‘J

AltoroMutual » s

Gaan I | Contact Us | Eesdbak | Search

Briwary Belire | Sarurks Swtemaed | 8 7004 Alkeen Bathanl. Ter,

Kl 5-7 BWARRAR

AP © oo e obveneiboifoginosn & P Box]

300 - Internal server error.
Thare is a problam with the resource you are looking for, and it canmot be displayed

An Error Has Occurred s
Summary: L
Syndax errar Inskring In guery sxpression ussrnamse = ‘or 0=0°.
Error Message:
Eyrinm, Dk CheDb leDhE xception: imwhmhmm ugsreama = ‘or 0=, 38 System.Dats, Dl OleDbCommand EvscuteCommardTestErprHandling [ Dl DtsRagul hr) at
Syriem. Dk Ols Db M eDECommurd BxscuteCommand T tagh chfsrmms, Ohjectl m:g:mnﬁmmwm smcutefesul] sk
Syrtam . Daka OlaDE D aDbC: L iE: Ci diCi m" ik ", Ot sRaaclt] at Sywtem. Date Ole Db, OleDEC: = dBatavicr bahavior. String mathad ) st
Sy Dl O Dis Dl Db C Al IS nsr il Rl Eeh Ewhawier] @t Systars. Data, HeDb . ShDbComenand. Sysbem. Data. IDbBC. . ExecutuRaaden C dBshavior bahavisd) at Systam.Data. Common DEDatasdapter. Flllntarmnal
mmmmmmm Int3z2 maRecords. Siring srcTable: IDbCommand commaad, G dBetavior b | at System.Data. DhCatasdapterFil(ataSet dataet. k32 startRecond, Int32
muxzRacondy. String ercTabls, IDbCommand dhshavior bt nmmmmmmmm:rmmwm ulsma, Siring pWerd) s
«HMWLMH-FM““M-WW-* pu &) m cids tusl_vi\wabaimitankilogn. sspx.cazbne 33 a2
Shywtam. Wab. Ul mmwmmmmmﬂ.Lm uummummw-mawﬂ Evantfirgs a) at Syitam.Webll.Conlrel. Onlead [Evertiing a] ak
Sysiem,Web, UL Control LeadRecursieel ) at System. Web ULPage ragesBat ¥ Booiea

EL"LHI_“L'EI | W | & 2014 Altorg Mufual, Inc.

i ﬂlt Eorn Mubsal website s publshed by 18K Corporation for the sole perpose of demorasrating the sffectivenass of AppScan in detecting web spplication vulserabibties and website defects. 1BM offery a_fres brisd of AppScan that you can dovendosd and use o -
;sr-:nﬂ\- jm weshafte, This site s not s real banking site, Similyrkies, ¥ soy, bo third perty products seedfor webaites are pursly coincidestsl. This site s providied “ss ™ without warranty of sny kind, sither sxpress or impled. 1BM doss not sesgrme sy risk in
E redwtices ko your use of thin webeibs. For sddBicansl Terme of Uss, plesss go te Terema of Uss on oo,

EI 5_8 ﬂiﬁﬁﬁf_ﬁ‘.&%\
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SQL 7 A X Bt s b £ AR AR 5 LA T B2 SQL (1935 3 B X 1 2 R 2
7 A da e TR L 24 T AR RE R AE B dE . 1 B R )Y Al A — 28 SQL 1B A . SQL
Injection Wi WL A& T .

S2PR L SQL Injection B JEA7 76 T UL 11 22 3% 3 (9 02 FH A8 )7 o 19— Fb e ) L 0ok %
i I A N R 5 LU SQL i) gs B E &AM SQL 15 ) G 3 1 SR B0 R AR 55
P TIRERAUAT A ) B S R A

AT 5 L SQL Injection Byt 27 J& /iy 51, R4 o X 3 ) 3 00 A LG, HAAE 387 T RE
W% 5% S W g i B ok 5% L3 U ) B8 PR L L 2 BB A5 3RS BOHE I I AE R IR 55 R 10 R G RLBR .

£ Web . AR 5, SQL Injection I il 19 XU 2 55 ok HAW fr A 10 e 1l .

1. WEHEFR

Yo i) 20k th T HA A2 SQL 15k, 415 Xk ¥ 0 17 15

Wt A ) 2 FE 1« i T2 R 8Os 2 e o R Iy A 5 B B 47 AL SE PR i X AR
iy a] g AN S AH A

2. ®Wn3E E

BobE 7 . MS-SQL Server. Oracle, MySQL.DB2 . Informix %5 ir 5 3£ T SQL & 5 #r #fE

(1 B304 T 3R A
N FEY . ASP.PHP.JSP.CGI.CFM % A W )T .

3. FERBE

o JAEFLAT A A M B HL A RSCE E A
s PUTRG WS
o RIBUAR 55 4% root ALFR

5.5 Bug#5. oricity PG URL R0 (US40 15

R BE AR . I T 25 (] )k > A A 0 B URL Ja 7P AE SQL AU .
MK FEG5HEaE: Windows 7 + Chrome Jl| % &+ .

X F IR .

(1) FTH 25 8] X 34 http://www. oricity. com,

(2) FTHAE —45 &,

(3) B2k URL.{E eventld J5 & N ; 7 Wk “ e 37 Hl .

BAEEE R . $i/8 URL 5%,

KBRER . HIE W/ SQL #51%, WA 5-9 Frow,

[ BEHRAWE]:
SQL {E ATy ANAT LUFE X nl 51 78 19 SO HE 98 47 X0 ity » i ml DL ok B 2 38 URL
2 BUE T BT



A e ) URL B0k X fAf 20 0 220 eventld X0 (192 BUE 2R 2> 55 (H S 80 &5 3
gl kR R B 2 T . NI AR nT LU B F B8 ok 2
MySQL Server, 451 %2 oc_reply %, X I ) F B A replytype.eventid,replycount %
B, — BIXEH =R 2 5 2 BURE AT IR B IR Ik

T SQL AKX Bty s A I A A 5w WL B a7 A

(1) =A% A2 P A TE B BR F AT =7 7 [ 7 " xp_";

(2) B R g A 0 U 5 5 BT 5

(3) FAFRY A A X< 7 AT R Ak 3L

(4) B UEI A % A S 4135 Get Post,Cookie DL K H Al HTTP 3k ;

(5) i FHZ B i £ i) ;

(6) f# ] SQL f7iff it 7 ;

(7) fe/ME SQL IR,

€ - C [ www.oricity.com/fl/fw.php?event{d ; =}21641348&hostld=3 oy & O

Query Error: select * from oc_reply where replytype='3' and eventid= and
replycount=1

The URL Is:
http://www.oricity.com/fl/fw.php?eventld%EF%BC%9B=72164134&hostld=3

MySQL Server Error:
You have an error in your SQL syntax; check the manual that corresponds to your

MySQL server version for the right syntax to use near 'and replycount=1' at line 1
(1064 )

You Can Get Help In:
http://www.phpwind.net

=— = ————— = —— e ———————

F 5-9 SQL $5i%

5.6 Bugi6: testphp MIuhASHE -0t 1Y

R B ARAR : testphp W3 =8 H 5, B0 D0 W A 19 0% [l 7 2 SH K SR 45 B A T 8 SR

FHIA
Wi &5 REE: Windows 7 + Firefox 2% TE 11 M| % 4%,
i 5 5R -

(1) FTH E 2R M5l http://testphp. vulnweb. com/ .
(2) B 2 Signup #0347 65 5%,



(3) iAW test B0 test B3R, B B FA M EE,
(4) B4y |77 “Logout test”fEH2IR Y,

(5) Huds 3 VE &% A A IR el B 25 . i 5-10 TR .
FAEB L R . B Fi R ul g [l 1) 5 53 O 1 ek 0
LERER . KRIFEH test FIE B A0 NE 5-11 s,

> @ [3 testphp.vulnweb.com/logout.php w e O =

A el si0@ acuart ‘

home | categories\artists | disclaimer | your cart | guestbook | AJAX Demo

search art
| |[g0]

Browse categories

Browse artists 'EF[ 1—.|:|.
Your cart

Signup

Your profile

Our guestbook

AJAX Demo

ou have been logged out. See you back soon.

Links

Security art
Fractal Explorer

About Us | Privacy Policy | Contact Us

B 5-10 3B Hi 5 B ) NG A% R el R 4
/Euserinﬁ:

.,
€ - C [] testphp.vulnweb.com/userinfo.php e

w e O =
M acunetix Fele il
Logout test

home | categories | artists | disclaimer | yourcart | guestbook | AJAX Demo

search art 0 (test)
| | [00]
Browse categories On this page you can visualize or edit you user information.
Browse artists
Your cart Name.
Signup . 0
Your profile Credit card number. 1) 34-5678-2300-9000
Our guestbook i
E-Mail: i i
o IAX DEmo email@email.com

Phone number:
Links 2323345

Security art Address: 21 street
Fractal Explorer

A
update

You have 0 items in your cart. You visualize you cart here

testphp.vulnweb.com/logoutphp

— -

B 5-11 {=ETE test AP FH




[EREIF].

B E M2 36 BEAS 24 (Broken Authentication and Session Management) £ 2013
i Web K% 4 HE2 58—

AT H W . RS 555 K P Session ID 275 7E URL H, 4

http://example. com/sale/saleitems; sessionid = 2P0OC2JHKMSQROUNM]J4V?
dest= Haxaii,

— AL O 1kt i R AR BN 5K A 4E B A BE Y A 2 R b BE R A0k g A A, T At
Al DI 3 il ) k5 N 25

— A P AE S TG b B8 A AR Al U7 1] Xl 80 — 7 s H 3 nl DLAE Bt 11 1k 5
L
X5 Sk GUINBCA #EA7 %5, Tk % 38 i ORI 2840, 38 5 R B P B8 SR AR B .
AP AGETE 2R gt A il . o] LA R AR X 2 2 i, iR vl xila , il 4
T B At N — 37 Ta) 4R 8 90 50 1y B a2 & BR 1R K P 3 7 6 SRR S S 3 AR AR A 4R
11 A BGRHL B 25 A %65, 52 L 1T B0 Ak AR AR ES i 25 7 BR300 8k n] BLHTAR
UNTReRIDE SEE 38

5.7 Bug#7: oricity DX ik AT HE ) 10 RIS

GRBE AR AR : oricity W3 = 1 SNHLIE > b AR LI BT AP I 44 PR AT A i AE 2R A £

AU
MK FEFEESENMESF: Windows 7 + Chrome 8f 1E 11 ¥ %45 .
i 5 BR -

(1) FT I3 i 25 [H] http://www. oricity. com/

(2) B FIa b P A GE " R 5 B AR Bl " i

(3) FE“HIH A PR SCAHE i A “<Ziframe src= http://demo. testfire. net =", H:Ath #%
IE 5 A

(4) P FARGE A, PR R n] S LT ER

HAE AR . AT o fHE LY fa o JXURS:

SEBRE R . freim ot HE 2L By fa ) RURS , B 7 HAR FAZ R, IF B o Bos 4 EL . W
Kl 5-12 Fil¥ 5-13 s .

[ BEHRAWE]:

Web 7 HIF2 )7 (192 40 802 — A Z M B0E, O M2 % S XGh # S —His., B
25 M) 0l R A% 4 L S G L b I R A B A AE S . OWASP 146 1 Web 7 HI 7
Jy m e HL e B 19 22 4 ] (EL 2 AT A A B BEUR s A B nf 6 H 30 9 119 555 50 LA BT i) Web I8
i B BB SRR T 5 19 77 K T P, I N8 o 1 A R T s
A B BE— ] BEBON R AR T il 155
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HTML 855 iframe Biks s iframe J& 0] H T4 HTML 5T i) % A — 28 304 Cln ey .
AT S5 1) — T F2 AR, X iframe 35 &) B 19 i B B 42 < iframe J2& — > 0] DUAE Y5 Aif 02 [ A oK
HAh U N A E AR,

iframe M4 4 B W2 AFE A — A 1 2 BUB 8% T8 & . [ iframe 19 L AR % 0L L 35
ZH A M EER 2B e, ] iframe 7T .

il 1,

< iframe src = "http:// www. 2cto. com"></iframe >

A U ] A 25 i 5T A s HoAth R
51 2.,

< iframe src = "http:// www. 2cto.com /' width= '500" height = '600" style = 'visibility: hidden; >

</iframe >

iframe HE SC 1 5 B R Ry B L (HL R HE 28 ml DL JEE gl BSe 1L Fr AABE s . 1 T RX A
Ja Pk 7 A, — et O R A A E

BAE, BE5E 2] DA 4 ks 1 {32 iframe 3SR RERS 1E W a2 17, M3 AT A
18 7E R — W Y048 9 B ) N A2 JE 2 Session 19, T ARTE — 4~ Wi o 2 280 IE 1 5 4y
{7 B AE T — By R b AN B RE SR A

/[ s Pt -
€ - C [ www.oricity.com/rec/listroute.php?rnd=689179425 w e O =

X

Iyanxinglil £9 ==l | A2 | EEhEA | B B0 | SFmia | &tz | = T30 | EREn

= &

| | Zmzez | | Lews

AltoroMutual ';'
« I

L4

B 5-12 Y BEAY £ R XUES:




[ SErr=iEr=it MR & x

€« - C |[O www.oricity.com

' | 25—, FETETRHE
- BRFO7T-01 1504548 o
a BT FRRE07-07T 142258
ERTAZSE BRICSE6ET.

' ] == T
: BEF12-28 00044 HE
B EEE12-28 00:04[EF.
Bl AsSHE ERERE BT

' ] s,
BET12-28 0005448
RIRFERE12-20 09:15EE.
28 2 AsSiiE BEEE2 T

o ratiurcs

_ =

wea o=
BEF12-28 00225 42
HEI AT E01-03 22 528
28 S AESHE ARSI T

| | EEhEERIENE TR T
- AT 12-28 0005548«
B EESfE12-28 00-05EF.
281 A85HiE BEcE 1 T,

&

B P i

AT 12-28 D006E4E -

£ #R R BE 1 12-28 DO:06[ETE.
B 1 A5G EHEE 1T

T e

AltoroMutual ‘;'

@
AN

F 5-13 FmBREE

5.8 Bug8: testasp WA HESLE) th XU

ERPBEFR . [EHAMNES acunetix acuforum =2 1) I 7] DLE o HE 22 45 £4
Wi FEE 5N EE: Windows 7 + Chrome 5% Firefox 5§ TE 11 | %

3 45 PR -

(D FTHHEAF M3 http.//testasp. vulnweb. com,

(2) B search PEI,

(3) TEfm AMEH fig A~ <iframe src=http://baidu. com=>"", Hi{; search posts &l , I

& 5-14 s,

-

" [Y acuforum search

€« - C [J testasp.vulnweb.com/Search.asp

M acunetix FENEENN

about - forums - search

- logn - register

|-’-ifrarne src=http:ﬂbaidu.com| search posts |

Input

Copyright 2005 Acunetie Itd.

5-14 % A“<<iframe src=http://baidu. com=>"
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HEER. nmitnEsGa.
SCBRG R . vl AR E A HEAR R AL BT A B R R i N 2, W 5-15 TR
" L - J o | B
j' [ acuforum search x D N
€ - C [I testasp.vulnweb.com/Search.asp?tfSearch=%93%3Ciframe+src%3Dhttp%3A%. 5| & O =
ﬁqcuneﬁx acuforum TEST and Demonstration site for Acunetix Web Vulnerability Scanner
about - forums - search - login - register i
I || search posts |
You searched ftlr ™ |‘
= = — =

K 5-15 EdiERME

[ TR R
X — S R B R A M AR R A S MR SR S R AU S HE 2R 5,
SIS B e P oy (i 1 S IS I 7 e B O AN 7. Y Sk i e R 1 0 e 2 B I U 2 By o

nr LR,
(1) By Al T REBE, KEWER P ARG R RSz A MG B el v
H

(2) MR P A R SRR Tl S T MR AT K VR A B O T R B 4

(3) RS M L0 ¥y AR 28 SO W sl 300k HH P B4R R AT AR B 7

(4) 1k B ™ sl BT E AL AR B (AT B O 4k

(5) U 1A W A 3ty i g 0y Py B A R BN 4 g ™ R % W g 7 S s =k L Ak P AN (B
A LA AR SR AT K 5, i 26 JLC W ualy 3 ] B R ORI T e AT S A ERE T R R i
SR, MR A,

5.9 Bugf9: testfire [ uh47 HEZL ) 1 RS

FRPEFRA : testfire Pyl =48 R Fy @ ACHD I, 77 A8 A 2047 8 XUR .
M EE S5 %EEE. Windows 7 + TE 11 M % as.



i 5 IR .

(1) ¥TJF testfire E AP35 http://demo. testfire. net/,

(2) I EF % A“<iframe src=http://demo. testfire. net =",
HASE R . A7 (e ok HEZR Y fa X XURS: .

SEBRGE R - A7 0 i HE B EY A0 X XURS: , an &l 5-16 FTIE 5-17 fTR

—

-AMEARA (T

Search Results

hio remts pesrw found for bve quaerny:

g F I monicd wesk defmcts I0M cifferm = fres trisl of SopSosn that you can dowrdosd snd use Eo scsn Ehisn
site i provadad "as 5”7 wihaut weranty of any kend, aitkhar axprass or imoled. [EM doas nok sssuma any rak n relaben ks peur wse of Ehis
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Advanced penetration testing tools

Acunetix WVS also includes tools such as an HTTP editor & HTTP sniffer to allow
customization of web vulnerability checks. Using the Vulnerability editor, new
attacks can easily be created.

Pricing & availability

Acunetix WVS is available as an enterprise or as a consultant version. A
subscription based license can be purchased for as little as $395, whereas a
perpetual license starts at $2995. For more information visit our pricing page. '

About Acunetix

Acunetix was founded to combat the alarming rise in web attacks. Its flagship
product, Acunetix Web Vulnerability Scanner, is the result of several years of
development by a team of highly experienced security developers. Acunetix is a
privately held company with headquarters based in Europe (Malta) with its New
York US office scheduled to open in Q3 of 2005.
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return t;
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public void sort(int iRecordNum, int iType {
int x = 0;
inty = 0;
while (iRecordNum > 0) {

if (iType == 0) {

x =y + 2;
} else {
if (iType == 1) {
¥ = y+5;
} else {

x =y + 10;
}
}

iRecordNum —— ;

}
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6.7 |EPR Test case 2245 S AN 4k

6.7.1 What’s a "test case'?

A test case describes an input. action. or event and an expected response, to
determine if a feature of a software application i1s working correctly. A test case may
contain particulars such as test case identifier, test case name, objective, test conditions/
setup, input data requirements, steps, and expected results. The level of detail may vary

significantly depending on the organization and project context.

Note that the process of developing test cases can help find problems in the
requirements or design of an application, since it requires completely thinking through the
operation of the application. For this reason. it's useful to prepare test cases early in the

development cycle if possible.

6.7.2 Test Case Writing Best Practices

Details Required Before Writing Test Cases

-Read Specification and Requirements Carefully

-Be clear with the design and the implementation details

-Analyze and Identify all possible scenarios

-Identify the test environments and test types

-Should have detailed information related and affected areas of the requirement
-Should be clear of behavior under failure condition (invalid input. boundary

values etc. )

Improving Testability (Easy to Test)—Language

-Use Active Case say Do This, Do That

-System Display this, Do That

-Simple Conversational LLanguage

-Exact, consistent names of fields, not generic

-Don’t explain windows basics

-10-15 steps or less. In case of integration test cases try to provide references instead
of explaining the functionality again and again

-Always update your test case with the new build

-Follow Naming Convention—Naming Convention helps you to differentiate between
function, control, dbname etc. It help in easy identification of different controls,

functions, Labels , hyperlink etc.

Note: The naming conventions and practices may vary from project to project.



Naming Conventions

-The scenario/test case for different module should be mentioned in a single
worksheet in a single file. The name of the excel file should be TypeofTesting
~ModuleName

-Module names should be in Capitals and Bold

-Screen Names should be bold and have camel notation 1. e. , the first word in capital
letters and rest all in small letters.

-All the objects like textbox, listbox,Checkbox,radio buttons etc should be in italics
and bold

-The link names should be mentioned in Italics, bold and underline below the word
e. g. » Sign Out’ link should be mentioned as *Sign Out’

-Database table name should be in caps e. g. s Emp_Details table name should be EMP
_DETAILS

Test Case Attributes

-Test Case Id—Must be Unique across the application

-Test case description— The test case description must be very brief

-Test Case Priority—Priority of the test case

-Test case Type—To identify the type of test case

-Precondition—what should be present in the system, before the test can be executed

-Assumption or Dependencies— ( Helps to identify related code or functionalities and
features)

-Test Inputs — The test input is nothing but the test data that is prepared to be fed to
the system

-Validation Input—step by step instructions on how to carry out the test

-Expected Result—How the system must react based on the test steps

-Actual Result—The actual output

-Post Conditions— State after the test case is executed

-Execution Result(Pass/Fail)—Your actual result based on expected and actual result

-Build Number—To keep track of results

General Guidelines

-Write test cases before implementation of requirement

-Test cases are written for all the requirements. Test case should map to current
requirement and should not be an enhancement to the application.

-Follow a standard template for all test cases

-Use very simple English and general words

-Format followed ( Alignment, Naming convention etc) by test cases should be

uniform for the entire application




-All the scenario/ Test Case should be easily understandable,clear and to the point

-Highlight important points by making text bold or assigning it a color or writing it in
different font

-You may add sections to a group of test cases to make it more informative

-You may use double quotes for a particular display text

-Maintain the test cases in a flow so that execution order is maintained and time is
saved, Whenever a new scenario/test case is been added between two existing one it

should be named after the previous scenario/ Test case Id with decimal places 1. e, ,if we

have added new scenario between ID ST-SA-BKG-0015,then new scenario 1D will be ST-
SA-BKG-0015. 1

-Use bullet points for different steps

-Specify Test case type and priority which would help in determining whether to run
the test case in specific scenario or not(Shortage of time etc. )

-The prerequisite for the scenario/test case should be mentioned before the test case

-Use a mix of both ®positive and negative’ tests

-Provide test data(if possible)

-Write in details SQL Queries(it will save time while executing)

-Add reference to bugs or requirement as per your needs

-Defect ID of a Scenario/ Test Case should match the Defect ID submitted against the
defect in Defect Tracking System

-Add some notes in case you want to convey additional information or explain the test
case with example in case the scenario is not much clear

-You can use build number next to your result to keep a track of results or

determining defect density

Note: Test case should be such that any person going to execute it or read it gets a

clear picture of what needs to be done without needing any explanations

6.7.3 What Makes a Good Test Case?”

There are two parts to this question. The first part is why are you testing? The
answer to that question helps answer the ‘good’ test case question. Remember that
testing is only one element of QA and QA is verifying satisfaction of requirements both
functional and non-functional. Some questions to ask are:

* What are the requirements that you are testing for?

* If you validate that a particular function exists, does that translate into quality?

* Is the test case ‘good’ because it can show that the function either works or does

not work?

A *good’ test case is only a start toward accomplishing the overall objective of

quality. For example, if we are testing an accounting application. and want to reconcile



accounts, a test case that validates that two accounts have been reconciled correctly while
validating that all downstream calculations are correct is a good test case. On the other
hand, a test case written which validates the precise position of buttons, or number format
may not be as useful (unless that is one of the objectives of the software). If that test case
failed, what would be the action taken? Maybe nothing.

Another viewpoint i1s risk. What if a defect slipped through if a test case was not
executed? What would be the consequence? Would anyone care? So before pounding out
test cases. think; if the test case fails. will it warrant action? If not. it could be a waste of

time. So with that in mind, we can turn to the contents or structure of a *good’ test case;:

Title: Short and according to a naming convention that enables you or your QA

team to know generally what the test case covers,

Purpose: The objective of the test case with explanation why it’s important with
type, 1. e. regression, smoke, acceptance. Many test cases will only be included in

full regression for instance.

Steps: Clear steps to execute the test case for someone not familiar with the

application. For instance, “Click on XX button. Enter date”.

Validation criteria: One or more sub-steps with validation criteria. For example:

“Report has XXX number”. The criteria should be yes or no.

Prioritization: Getting back to * does anyone care”, prioritize test cases
appropriately, If this test case failed, what action would take place? Would there
be a patch released to customers? Would it be fixed in the next version, or would it
just be ignored along with many other defects? Test cases should be executed
according to the priority given to the test case such that all the important bugs will
be discovered as soon as possible. This puts a new light on priority. You want to
think carefully about priority and order of execution. One possible categorization
would be smoke, acceptance, and regression.

 Atomicity: Should you write detailed test cases for each minute function? As
general guidance, any test case that fails should result in only one defect. For the
accounting report example above, it may take some understanding of the
application, so initial test cases may be at the wrong level where one test case
results in multiple defects or many test cases result in the same defect, but
hopefully over time, test cases will improve.
In summary, a ‘good’ test case is one that:
(1) Ensures or validates the required functionality.
(2) Is priority ranked so that it is executed in the proper relative importance to reduce
risk.
(3) If executed and results in a defect, action occurs (i. e. fix or patch) and/or
increases product quality significantly ( depending on the QA objectives of the

organization).
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% 7- 10 Room Key - Manage Room Key Functions l|i® A %1 i& it

Room Key - Manage Room Key Functions

Test to verify that a Host can manage )
) _ Pass/Fail Comments Bug ID
meeting room settings
Test that the Host can edit the
Room Key
Test that the Host can leave the door to
the meeting room open or closed
Test that the Host review number of
guests in the Room
Test to verify that a Host can manage )
_ , Pass/Fail Comments Bug 1D
guests in the meeting room
Test that the Host can remove (dismiss)
a Guest from the meeting room
Test that the Host can remove (dismiss)
all Guests from the meeting room
Test to verify that a Host can ,
o Pass/Fail Comments Bug ID
manage notifications
Test that the Host can post notifications
to all Guest in a meeting
Test that the Host can post notifications
not exceeding 140 characters
Test to verify that a Host can update ,
. _ Pass/Fail Comments Bug 1D
their profile
Email + Password
Duration of notification
Auto Alerts
Launch Settings
Auto update
3+ 7- 11 Screen Share Ih g€ X A #i& it
SCREEN SHARE-Share Screen and other resources
Test to verify that a Host can share a ,
Pass/Fail Comments Bug ID

screen with guests during a conference

Test that a Host is notified when screen

sharing mode is successfully set

Test that Guests can see shared screen




#7828k APIi&iT(Test Case Design) A

Test to verify that a Host can share
others resources with guests during Pass/Fail Comments Bug 1D
a conference
File

Video

Documents

% 7- 12 Must Pass-InviteGuests Ifj & Ml i F 6% it

Must Pass - Invite Guests

Test to verify that a Host can invite *
Pass/Fail Comments Bug ID

guests to a conference

via Telephone

via Email

via Contacts

Test to verify that a guest receives
invitation to a conference (if invited by Pass/Fail Comments Bug ID
Host)

via Telephone

via Email

via Contacts

Must Pass - Connect Via Video and Audio

Test to verify that a Host can connect )
Pass/Fail Comments Bug ID

with guests during a conference
via Web Cam

via Audio

Test to verify that a Guest can connect ‘
Pass/Fail Comments Bug ID

to the conference
via Web Cam

via Audio
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Section Description Actual Result

Start Screen configurations

Verify that the " Speaker" and the " Music Note" are always

displayed in the toolbar on the Start Screen

Verify that the " Speaker" and the " Music Note" are always

displayed in the in the toolbar on the "Options" page

Verify that the " Speaker" and the " Music Note" are always

displayed in the toolbar on the "Help" page

Verify that a 1:00 minute timer is displayed when the ‘Start Screen’

1s opened

Verify that after 1:00 minute, the game starts




B3R

Section

Description

Actual Result

Verify that a different ‘Did You Know?” text is displayed for every

new game (for a maximum of 7 DYK)

Verify that there are no spelling mistakes in each ‘Did You Know?’

text

Verify that the ‘Did You Know?’ text is correctly centered
y y

Verify that the ‘Did You Know?’ text is not truncated even when

there are long words

Verify the functionality of the <<Options= button

Verify that the slider can be dragged left and right for the ‘Music’

Verify that the volume % is changed when moving the slider

Verify that any volume % can be selected

Verify that clicking on the music note draws a line across it and

replaces the % by ‘Mute’

Verify that clicking on the crossed music note removes the line and

replaces the ‘Mute’ by the %

Verify that clicking on the music note does not move slider

Verify that the slider can be dragged left and right for the ‘ Sound
FX’

Verify that the volume % is changed when moving the slider

Verify that any volume % can be selected

Verify that clicking on the red speaker draws a line across it and

replaces the % by ‘Mute’

Verify that clicking on the crossed out speaker removes the line and
replaces the ‘Mute’ by the %

Verify that clicking on the speaker does not move slider

Verify that objects are not affected when dragging an object into an

empty space

Verify that objects are not affected when dragging cursor onto an

object from an empty space

Verify that objects are not affected when dragging an object onto

another object

Verify that objects responds when clicking close to edges

Verify that there is no interaction with object when clicking

outside edges

Verify the functionality of the <<Close>> button

Verify the functionality of the <<Help= button

Verify that there are no spelling mistakes in the ‘Help’ page

Verify that buttons respond when clicking close to edges

Verify the functionality of the < Start™ button
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Section

Description

Actual Result

GAMEPLAY - configurations

Verify that user can smoothly play the game

Verify that user score points

Verify that user can win the game

Verify that when time runs out, the End screen is displayed

Verify that when the timer runs out in the End screen, the

game closes

Verify the functionality of the ‘Close” button in the End screen

Verify that creating a match removes the spheres from chain

Verify that causing three matches in a row generates a power-up

Verify that Scorpion power-up sends a small scorpion to destroy

10 spheres

Verify that Slow power-up reduces speed of all spheres on screen

Verify that Stop power-up stops all spheres for a few seconds

Verify that Reverse power-up reverses the direction of spheres for a

few seconds

Verify that Color Bomb power-up Destroys all spheres of that color

Verify that Speed Shot power-up increases firing speed and adds a

light beam for increased accuracy

Verify that Fireball power-up creates a Fireball sphere which

Destroys all spheres in a small radius of impacted target

Verify that Lightning Bolt power-up creates a Lightning Bolt sphere

witch once launch destroys all spheres touched in a straight line

Verify that Wild Ball power-up creates a match with 2 spheres of any

color

Verify that clearing a chain creates a gem

VISUALS -configurations

Verify that Board name is displayed on bottom left of game screen

Verify that the ‘scarab’ meter is displayed beside the score

Verify that timer is displayed on bottom right side of game screen

Verify that Score is displayed in the middle of the bottom bar of the

game screen

AUDIO- configur

ations

Verify that when the ‘Music’ slider is at 0% there is no music

Verify that when the ‘Music’ slider is at 50%, the music plays at

50% of its volume

Verify that when the ‘Music’ slider is at 100% , the music plays at

100% of its volume

Verify that when the Music” slider is set to any other percentage,

the music level will represent this percentage

Verify that when the " Music Note" icon is pressed no music

1s played
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Section

Description

Actual Result

Verify that when the *Sound FX’ slider is at 0%, no sound effects

are played

Verify that when the ‘Sound FX’ slider is at 50% , a sound effect is

played at 50% of its volume

Verify that when the ‘Sound FX’ slider is at 1006, a sound effect

is played at 100% of its volume

Verify that when the ‘Sound FX’ slider is set to any other

percentage, the sound effect level will represent this percentage

Verify that when the " Speaker" icon is pressed no sound effect

is played

Verify that music and sound effect previously setup in the "Options”

menu will be correctly reflected in the game

Verify that when the "Music Note" is pressed the music stops and

the "Music Note" icon becomes red

Verify that when the " Music Note" icon is pressed the music will

start and the "Music Note" icon will becomes black

Verify that when the " Speaker" icon is pressed no sound effect is

played and the "Speaker" icon becomes red

Verify that when the " Speaker" icon is pressed the "Sound Effect"

will start and the "Speaker" icon will becomes black

Verify that the ‘ Luxor’ music is played in the Start Screen

Verify that the music continues without stopping, restarting, or

chopping when going to Options’ page

Verify the music continues without stopping, restarting, or

chopping when going to ‘Help’ page

Verify the ‘bump’ sound when spheres are hitting the chains

Verify the * Explosion’ sound when making a match with

colored spheres

Verify the * Awe’ sound when creating a Slow power-up

Verify the ‘ Eagle screaming’ sound when capturing a Color Bomb

power-up

Verify the Speed Shot sound when capturing a Speed Shot power -up

Verify the Scorpion sound when capturing a Scorpion power-up

Verify the Stop sound when capturing a Stop power-up

Verify the Reverse sound when capturing a Reverse power-up

Verify the Fireball sound when capturing a Fireball power-up

Verify the Lightning Bolt sound when capturing a Lightning Bolt

power-up

Verify the Wild Ball sound when capturing a Wild Ball power-up

Verify that the Scarab sound is heard when clearing the board of all

chains and once more when the time bonus is counted

Verify the Heartbeat sound when the chain gets close to Pyramid
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Section

Description

Actual Result

Verify the ‘ Warning” sound when only 30 seconds remain in

the game

Verify the *Time Is Up’ sound when no time remains

Verify that background music stops during the ‘Time Is Up” sound

Verify that the ‘Sound FX’ can be turned off when an event

(explosions or Special effect) is triggered

Verify that no error occurs when system audio and devices are

disabled.

SCORING

Verify that 100 points are given for each sphere destroyed

Verify that a 3x multiplier is given after 3 consecutive matches

Verify that a 4x multiplier is given after 4 consecutive matches

Verify that a 5x multiplier is given after 5 consecutive matches

100 points are received for each sphere destroyed by a Fireball

100 points are received for each sphere destroyed by a Lightning Bolt

100 points are received for each sphere destroyed by a Color Bomb

Verify that 5000 points are awarded for each (completed chain) gem

caught

Verify that a distance bonus (100 points for each 1% of the total

track remaining) is awarded when destoying the final chain

Verify that Player receives time bonus when destoying the final chain

TIMER

Verify there is a timer of one minute in "Luxor" Start Screen.

Verify that the 1 minute timer goes down at correct speed

Verify that at zero the game starts

Verify that the time in the Start Screen’ is independent of non web-
based applications (changing focus to other applications does not

pause timer)

Verify that the timer in the ° Start Screen’ is independent of

computer time (changing system time does not affect game timer)

Verify that the timer in the °Start Screen’ is not paused when

minimizing the page

Verify that the timer in the ‘Start Screen’ is not paused when right-

clicking in the window

Verify that the timer in the °Start Screen’ is not paused when

holding the window title bar/dragging the browser window

Verify that countdown is at appropriate speed

Verify that game ends when the time is over

Verify that the time in the game is independent of non web-

based applications

Verify that the time in the game is independent of other web-

based applications
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Section

Description

Actual Result

Verify that the timer in the game is independent of computer time

Verify that the timer in the game is not paused when minimizing the

page

Verify that the timer in the game is not paused when right-clicking in

the window

Verify that the timer in the game is not paused when holding the

window title bar

Verify there is a timer of one minute in "Luxor" End Screen

Verify that the 1 minute timer goes down at correct speed

Verify that at zero, the ‘End’ page closes

ANIMATIONS

Verify that each sphere chain is pushed by a scarab

Verify that Destroying spheres creates a gaps created by matches are

closed

Verify that power-up gems are spawned after 3 matches

Verify that Gems are spawned after each Scarab is " destroyed"

(chain completed)

Verify that A lightning bolt effect is displayed when a Lightning Ball
Sphere is shot

Verify that a Fireball effect is displayed when a Fireball sphere

1s shot

Verify that a Scorpion is displayed starting from Pyramid to first 10

spheres/or until scarab when a Scorpion power-up is captured

Verify that spheres rotate in reverse when a Reverse power-up

1s captured

Verify that spheres stop when a Stop power-up is captured

Verify that spheres slow down when a Slow power-up is captured

Verify that certain sphere of specific colors are destroyed when a

Color Bomb power-up is captured

Verify that a swirling sphere is displayed when a Wild Ball Sphere

power-up is captured

Verify that a light beam is displayed when a Speed Shot power-up is

captured

END SCREEN

Verify that when the game timer runs out, the " End" screen

is displayed

Verify that ‘End’” screen is displayed when user closes (in-game ‘X’

button) the game during game play

Verify the ‘End’ screen displays the correct score

Verify that the 1 minute countdown starts in the ‘End’ screen

Verify that you are redirected to the Standings Page when the

countdown reaches 0:00
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Section

Description

Actual Result

Verify that you are redirected to the Standings Page when user clicks
on the <<Close™> button.

Verify that objects are not affected when dragging an object into an

empty space

Verify that objects are not affected when dragging cursor onto an

object from an empty space

Verify that objects are not affected when dragging an object onto

another object

Verify that objects responds when clicking close to edges

Verify that there is no interaction with object when clicking

outside edges

KEYBOARD-configurations

Verify that pressing <<Shift+M> turns music on and off

Verify that pressing <<Shift+S>> turns sound effects on and off

Verify that pressing << Ctrl > << Alt > << V > displays the

version string

Verify that pressing keys a to z in lowercase does not trigger any

action (sound, visual effect, etc. )

Verify that pressing keys A to Z in uppercase does not trigger any

action (sound, visual effect, etc. )

Verify that pressing keys 1 through 0 across top of the keyboard

does not trigger any action (sound., visual effect, etc. )

Verify that pressing keys ! through + across top of the keyboard

does not trigger any action (sound, visual effect, etc.)

Verify that pressing keys [ ] \ 5 ', . / on the right side of the

keyboard does not trigger any action (sound, visual effect, etc. )

Verify that pressing keys { } | : " << = 2 on the right side of the

keyboard does not trigger any action (sound, visual effect, etc.)

Verify that pressing keys <F1>> through <<F12>> across top of the
keyboard does not trigger any action (sound, visual effect, etc.)

except normal Operating System actions

Verify that pressing <<Ctrl=> with right mouse click does not trigger

any action (sound, visual effect, etc.)

Verify that pressing << Shift = with right mouse click does not

trigger any action (sound, visual effect, etc. )

Verify that pressing <<Alt= with right mouse click does not trigger

any action (sound, visual effect, etc.)

Verify that the game is not paused when pop-up prompt appears,
after pressing the page refresh keystroke (F5)on the keyboard.
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Section

Description

Actual Result

MOUSE

Verify Right-clicking anywhere on the web page (within or outside

of game screen) effectively swaps spheres in the launcher

Verify that launcher follows the mouse X position from anywhere

within the browser window (both within and outside of game screen)

Verify left-click (launch) actions are not recognized when the laucher

i1s out of bounds of the game screen

Verify left-click (launch) actions are recognized when cursor is
anywhere within the browser window (both within and outside of

game screen) - EXCEPT if launcher appears to be out of bounds

OTHER

Creative Testing -

configurations

Verify that game cannot be manipulated with any cheat engines (or,

if so, that final score is invalidated in the Standings page)

Stress Testing -

configurations

Verify that there are no errors when using rapid click tool app

Stress Testing -

configurations

Verify that there are no errors when using rapid click tool app in

areas that are not typically clicked on

Error Handling -

configurations

Verify that game stops and an error message is prompted when the

internet connection is lost

Error Handling -

configurations

Verify that game correctly handles errors

Error Handling -

configurations

Verify the << Close = button in the error screen redirects to

competitions site
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INSTRUCTIONS:

1. Open your browser,

2. Go to http://www. bing. com.

3. Set the Bing Worldwide country/region to People's Republic of China in Bing
settings. The video shows you how to do this.

4. Type each query into the Bing search text box and test that the type ahead is
working properly as you type. DO NOT CUT AND PASTE.

5. Click the Search button, this will take you to the Search Engine Results Page
(SERP) which is the page we are testing.

6. Fill out your observations below for each query. Each query. or row. is estimated
to take you 3 minutes to test. Since this is the first time executing these tests the first ones
may take longer than estimated until you are familiar with what to look for. Total time to
complete this spreadsheet 1s estimated to take 5-6 hours.

7. All columns are required., you must provide a value/answer for each column.

8. If the your find something major is broken, before reporting a bug, please do a few
similar queries in the same category and identify the pattern. if possible,

9. Each tester should test 100 key words in Bing search engine



< 7- 14 Search Engine Test Case
Bing Search Engine
TestAuto Suggestion Function Pass/Fail Comments Bug ID

a. Type the query into the Bing Search
box, are you happy with the suggestions If No, please explain
shown in the drop down box as you why not.
type?
b. Did you choose the query from the
suggestions?
c. Did you type the entire query?
d. How useful were the suggestions:
Excellent, Good (suggestions displayed
after first few letters of the term were
entered), Fair (suggestions displayed
after most of the term  was
entered) , Irrelevant

CheckSearch Results Pass/Fail Comments Bug ID
a. Were the first 4 results what your If No, please
query intended? explain why not.
b. Did the first 4 results have
duplicates? (if yes, log a bug)
c. Check for broken links in the first 4
results. Are there any? (if yes, log a
bug)
d. If your search result was not in the
top 4, was the result on the page and at
what position?
e. Rate the first 4 results: Excellent,
Good, Fair, or Irrelevant
f. If ads are shown for the query, are
the ads relevant?

Check Page Layout Pass/Fail Comments Bug ID
a. Does anything look broken in the If yes, please explain
page layout? For example: wrapping. why (if it is a major
truncation, missing images, etc. issue log a bug)
b. Rate the page layout: Excellent,
Good, Fair, Irrelevant

Check Adult Content Pass/Fail Comments Bug ID
a. Did you get lot of adult content for
the query?
b. Rate the adult content filtering:
Excellent, Good, Fair, Irrelevant
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Check Related Search Pass/Fail Comments Bug ID

a. Was the related search for the query
e 4. 11 If No, please
relevant and did it highlight what was _
explain why not.

wrong?
b. Rate the Related Search: Excellent,
Good, Fair, Irrelevant
TestHeader Links (Exclude the "More"
link. Also exclude the "Bing APP" link Pass/Fail Comments Bug 1D

if the OS is Windows 8)

a. After you get the search results, try
out all the header links (Web, Images.,
Videos, Maps, News) and spot check
each linked page. Are they in context

with your original search?

If No, please briefly
explain  including
which link or links
you had an issue
with and why CGif it

Is a major issue log

a bug).

b. Rate the Header Links: Excellent,

Good, Fair, Irrelevant
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Title Name Steps Expect Results

1. Open worksnaps test site
on Browser

Login worksnaps site with | 2. Click the Log In button _
_ _ Log in successfully
correct account 3. Input Login or Email Address/

Password
4, Click the Log In button

1. Open worksnaps test site
on Browser

Login worksnaps site with | 2. Click the Log In button Can’t login successfully and
Incorrect account 3. Input Login or Email Address/ | prompt "Incorrect login or password "

Password (error info)
4, Click the Log In button
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Title Name Steps Expect Results
1. Open worksnaps test site
on Browser
2. Click the Log In button
3. Click "click here" link
4. Input Email address and click
P I. The mail should be sent
_ the " Send me reset
Reset the password with a successfully after step 4

registered email

instructions"” button

5. Read the mail with the subject
of “Reset your password” and
click link in the mail to reset
your password

6. Input your new password and

click the Submit button

2. Password should be reset

successfully

the

unregistered

Reset password with a
email or

illegal email

1. Open worksnaps test site

on Browser

2. Click the Log In button

3. Click "click here" link

4. Input Email address and click
the "Send me reset instructions”

button

1. If you submit with unregistered
and legal Email address , system
will show the message of " There
is no user with the email"

2. If the Email address is illegal,
system should show the message
of " Please enter a valid email

address "

Download ~-Worksnaps Client
Download

1. Open worksnaps test site

on Browser
2. Click the Download button
3. Click "Download here" link
4, Click

Cancel" on "Create new download

"

" Download " or

task" dialog box

1. Click the Download button,
you can download the Worksnaps
Client installing file corresponding
with the operating system to the
specified directory

2. Click the Cancel button, cancel

the download operation

Sign up - The validation of Login

1. Open worksnaps test site
on Browser

2. Click the Sign up button

3. Fill out the form with data
listed in [ Input Data] Respectively

4. Click the "Sign Up" button

I. Sign up successfully with
[ Input Data] 1

2. Fail to Sign up with [ Input
Data] 2, and Show the message of
'"The field " Login" should contain

"non

only alphanumeric characters,

"

(period) or " " (underscore) '

3. Fail to Sign up with [ Input
Data] 3, and Show the message
of " Login already exists,
please choose a different login

name"
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Title Name

Steps

Expect Results

Sign up - The validation of Email

addresses

1. Open worksnaps test site
on Browser

2. Click the Sign up button

3. Fill out the form with data
listed in [Input Data] Respectively

4. Click the "Sign Up" button

I. Sign up successfully with
[ Input Data] 1

2. Fail to Sign up with [ Input
Data] 2, and show the message
of '"The Email format is incorrect'
3. Fail to Sign up with [ Input
Data] 3, and show the message
of 'Email ... already exists in the
system, please use a different
email or go to "Manage Users-—>
Invite New User" page to invite

the user by the mail.

Sign up - The validation of the
password length

1. Open worksnaps test site
on Browser

2. Click the Sign up button

3. Fill out the form with data
listed in [ Input Data] Respectively

4. Click the "Sign Up" button

I. Sign up successfully with
[ Input Data] 1 and [ Input
Data ] 2

2. Fail to Sign up with [ Input
Data | 3, the

error message

and show

Profile & Settings:
User Information - XSS attack in
{First name, Last name, Login}

1. Log in worksnaps test site
on Browser

2. Click the
Settings button
3. Each time

Profile &

you can only
modify any one field in { First
name, L.ast name, Login} with
[ Input Data | , wvalid data in
other fields

4. Click the Save Changes button

System should not show alert box

with message "Test"

Profile & Settings
User Information -The validation
of the Hourly rate

1. Log in worksnaps test site
on Browser

2. Click the
Settings button

Profile &

3. modify the Hourly rate like "
—1. 00"
4, Click the Save Changes button

mn the
Hourly rate can not be less than

Fail to save and prompt

ZeID”

Profile & Settings:
User Information - The validation
of the image format

1. Log in worksnaps test site
on Browser

2. Click the
Settings button
3. Click the "Change Portrait"
link

4. Click the "Browse" button to
the file

image format

Profile &

select that 1is not

1. Upload image successfully
with [ Input Data] 1
2. Fail to upload and prompt

File type isn’t allowed"
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Title Name

Steps

Expect Results

Profile & Settings:
3rd Party Integration - Test

Connection

1. Log in worksnaps test site
on Browser

2. Click the Profile & Settings -
—> 3rd Party Integration button
3. Click on any label

4. Choose Basecamp (classic)
Integration to " Yes"

5. Input Basecamp ( classic)
URL and Basecamp
(classic) Token

6. Click the Test Connection

button

Webpage pop up a  test
confirmation box, if click the
Start Test button, it will start to
test Connection; if click the
Cancel button, it will cancel

the operation

Profile & Settings:
3rd Party Integration - Test
Connection - Input an illegal

Basecamp (classic) URL

1. Log in worksnaps test site
on Browser

2. Click the Profile & Settings -=
3rd Party Integration button

3. Click on any label

4. Choose Basecamp (classic)
Integration to " Yes"

5. Input Basecamp ( classic)
URL and Basecamp
(classic) Token

6. Click the Test Connection

button

Webpage pop up a Warning box
which said " The Basecamp
(classic) URL is illegal"

Profile & Settings:

Privacy

1. Log in worksnaps test site
on Browser

2. Click the Profile & Settings -
Privacy button

3. Choose Filter Screenshot to "
Yes"

4. Input Filter Words

5. Click the Save Changes button

The operations is successfully
and prompt "The privacy settings

have been updated"”

Manage Projects:
Create Project -The validation of

the Project Name

1. Log in worksnaps test site
on Browser

2. Click the Manage -=> Manage
Projects button

3. Click the Create Project button
4. Input a blank project name or

an exsisted project name
5. Click the "Submit" button

1. If input a blank project name,
submit failed and prompt " Please
input project name, "

2. If input an exsisted project
name, submit failed and prompt "

The project name have exsisted. "
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Title Name

Steps

Expect Results

Manage Projects:

Create Project

1. Log in worksnaps test site
on Browser

2. Click the Manage -=> Manage
Projects button

3. Click the Create Project button
4. Input Project Name and
Description

5. Click the "Submit" button

Create project successfully

Manage Projects:

Create Project - The validation of

1. Log in worksnaps test site
on Browser

2. Click the Manage -=> Manage
Projects button

3. Click the Create Project button

Create project Failed and prompt

" The Description’ s length limit

the characters Description ) exceeded"
4, Input Project Name and more
than 240 characters
5. Click the "Submit" button
1. Log in worksnaps test site
on Browser
) 1. If click the Save Changes
2. Click the Manage -=> Manage _ _
‘ buttons The modify operation
. Projects button .
Manage Projects;: success and the project

Edit projects

3. Click the Edit button

4. Modify the Project Name
and Description

5. Click the Save Changes button

or the Cancel button

information has been changed
2. If click the Cancel button,

The modify operation canceled

Manage Projects: Delete projects

1. Log in worksnaps test site
on Browser

2. Click the Manage -=> Manage
Projects button

3. Click the Delete button

4. Click the Confirm to Delete

button or the Cancel button

1. If click the Confirm to Delete

The

success and prompt " The project

button, delete operation
has been deleted successfully"
2. If click the Cancel button,

The delete operation canceled

Manage Projects:

Archive projects

1. Log in worksnaps test site
on Browser

2. Click the Manage -=> Manage
Projects button

3. Click the Archive button

4, Click the Confirm to Archive

button or the Cancel button

1. If click the Confirm to Archive
button, The Archive operation
success and prompt " The project
has been archived successfully".
The archived project can not be
operated and you can click the "
Go to my archived projects"” link
to manage your archived projects

2. If click

The archive operation canceled

the Cancel buttons




B3R

Title Name

Steps

Expect Results

Manage Projects:
Re-activate projects

1. Log in worksnaps test site
on Browser

2. Click the Manage -= Manage
Projects button

3. Click the Go to my archives
projects link

4. Click the Re-activate button
5. Click
activate button or the Cancel
button

the Confirm to Re-

1. If click the Confirm to Re-
buttons The Archive

operation success and prompt "

activate

The project has been archived
The
project can not be operated and

successfully ". archived
you can click the " Go to my
archived projects" link to manage
your archived projects

2. I click the Cancel button,

The archive operation canceled

Manage Users:
Edit User

1. Log in worksnaps test site
on Browser

2. Click the Manage -=> Manage
Users button

3. Click the Edit button

4. Click the Project tab

5. Select project for the user

6. Click the Changes

button or the Cancel button

Save

1. If click the Save Changes
button, The

and

modify operation
the

information has been changed

2. If click the Cancel button,

The modify operation canceled

success project

Manage Users:
Create New User

1. Log in worksnaps test site
on Browser

2. Click the Manage -=> Manage
Users button

3. Click the Create New User
button

4, Input the Login, First name,
[.ast name, Email address,
Message

5. Choose Timezone, Project
and Role

6. Click the "Submit" button

1. If your subscription plan is
free, it can not to create new user
2. If your subscription plan is the
other, it will create new user

successfully

Manage Users:
Create New User - Remaining

user quota 1s 0

1. Log in worksnaps test site
on Browser

2. Click the Manage -=> Manage
Users button
3. Click
User button

the Create New
4. Input the Login, First name,

Last name, Email
address, Message

5. Choose Timezone, Project
and Role

6. Click the "Submit" button

It will pop-up warning box which

said " Your subscription plan

allows 1 users. You currently

have 1 users"
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Title Name

Steps

Expect Results

Manage Users:

Invite New User

1. Log in worksnaps test site
on Browser

2. Click the Manage -=> Manage
Users button

3. Click the Invite New User
button

4. Input the First name, Last
name, Email address, Message
5. Choose Project and Role

6. Click the

User" button

the

Invite

1. If your subscription plan is
free, it can not to create new user
2. If your subscription plan is the
other, it will create new user

successfully

Manage Users: Invite New User

- The user has not signed up

1. Log in worksnaps test site
on Browser

2. Click the Manage -=> Manage
Users button

3. Click the Invite New User
button

4. Input the First name., Last
name, Email address, Message
5. Choose Project and Role

6. Click the "Invite the User"

button

Invited failed and prompt " The
user you have invited does not

exist"

Manage Users: Invite New User

- The validation of the characters

Message

1. Log in worksnaps test site
on Browser

2. Click the Manage -=> Manage
Users button

3. Click the Invite New User
button

4, Input more than 2000 characters
Message, other required input
legitimate value

5. Click the "Invite the User"

butmn

" The

Message’s length limit exceeded "

Invited failed and prompt

Manage Templates: Create New

Task Template

1. Log in worksnaps test site
on Browser

2. Click the Manage -= Manage
Templates button

3. Click the Create New Task
Template button

the
Name and Description

5. Click the "Submit" button

4. Input Task Template

Create New Task Template

Successtully
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Title Name

Steps

Expect Results

Manage Templates: Create New
Task Template - Add Task

1. Log in worksnaps test site
on Browser

2. Click the Manage -= Manage
Templates button

3. Click the Task List button

4. Click the Add Task button

5. Input the Task Name and

1. If click the Save button, it
only can add one task

2. If click the Save and Add
More button, it not only can add

one task, you also can add another

Description task either
6. Click the "Save" or "Save and
Add More" button
1. Log in worksnaps test site
on Browser
] 1. If click the Save Changes
2. Click the Manage -=> Manage _ _
button, The modify operation
Templates button
Manage Templates: success and the template

Edit Templates

3. Click the Edit button

4, Input Task Template Name
and Description

5. Click the Save Changes button

or the Cancel button

information has been changed
2. If click

The modify operation canceled

the Cancel button,

Manage Templates:

Delete Templates

1. Log in worksnaps test site
on Browser

2. Click the Manage -> Manage
Templates button

3. Click the Delete button

4. Click the Confirm to Delete

button or the Cancel button

1. If click the Confirm to Delete
button, The delete operation success
and prompt " The template has
been deleted successfully"

2. If click

The delete operation canceled

the Cancel button,

Report:
Quick Report - Update Report

1. Log in worksnaps test site
on Browser

2. Click the Report -> Quick
Report button

3. Click the Show more options
Telescopic button

4. Choose Projects and Users.
Offline Time

5. Click the "Update Report”

button

Update report succcessfully and
prompt " The report has been

updated”
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Title Name

Steps

Expect Results

Report:
Saved Reports - Create New Report

1. Log in worksnaps test site
on Browser

2. Click the Report -=> Saved
Reports button
3. Click the

Report button

Create New
4. Choose Time Frame, Timezone,
Display Options Group By and
Online vs. Offline Time
5. Input the Projects,
Task Filter and Save As (i. e. ,
Report Name)

6. Click the "Submit" button

Userss

Create new report succcessfully

Report:

Invoices - Create New Invoice

1. Log in worksnaps test site
on Browser

2. Click the Report button

3. Click the Invoices button

4. Click the
Invoice button
5. Choose Select Biller,

Select

Create New
Select

Customer, Report and
Extra Fields

6. Input the Invoice Name and
Notes for this invoice

7. Click the "Submit" button.

Create new invoice succcessfully

LLogout worksnaps site

1. Open worksnaps test site

on Browser

2. Click the Log In button

3. Input Login or Email Address/
Password with the [ Input Data ]
4. Click the Log In button

5. Click the Logout button

LLogout worksnaps site Successfully

Tour: API Document

1. Open worksnaps test site

on Browser

2. Click the Tour ->>API button
3. Click Worksnaps API Document
link

Open the Worksnaps API Document
on Another Webpage
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Ao [k A R A A i BRI — > 21 R 43 s A B A e B AP A IR R TAE
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Z< 7- 17 AutoDesk Regression Test Case

Feature What To Test What NOT to Test Pass/Fail

+ All stores but the two
Store Selection _ _ Autodesk 3dsMax
listed in Column C

Autodesk Maya

Quick Links Link is functional Correctness of link name
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Feature

What To Test

What NOT to Test

Pass/Fail

Link directs user to the

right page

Spelling

Link shows the right

number of applications

Best Sellers

Link is functional

Correctness of link name

LLink directs user to the

right page

Spelling

Link shows the right

number of applications

Search

Is functional

Search result are

correct

Show All link

Application - Selection

Application is clickable

Correctness of Thumbnail

[Link is functional

Correctness of application

name

Correctness of description

Application

Free Application can
be downloaded

Reviews display on page after
entering—all reviews need
to be review and accepted by
before

appstore managers

they are listed on the site

Trial Application can be

downloaded

Correctness of application
data—all these application
are ONLY testing application.
Please concentrate on

functionality.

Write a Review when

Download applications that

signed required payment
Number of reviews
listed = Number of

reviews mentioned on

application details

Download Details: all
seven fields are listed:
Download Size, [Language,
Release Date, Company,
Website, Cust Support,
Compatible With. NO
MANDATORY fields

can be empty.
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Feature

What To Test

What NOT to Test

Pass/Fail

Download Details: link
are functional and work

as expected

Application - Publisher
Workflow

New Applications can be

created

New Applications can be

preview it
Filters
Link is functional Correctness of link name
Link directs user to the _
. Spelling
right page
Link shows the right
number of applications
Sign In Sign In is functional Sign In Dialog: UI alignments
Account Settings
Unpublished
My Uploads

applications are listed

Application display in-
formation entered when

they were created

Applications can be deleted

Applications can be edited

My Downloads

Downloaded

applications are listed

(more) (less ) links are

functional

Subscribe entitlement

Subscriber only app
only can be downloaded

by subscriber user

Subscriber free apps are
free-downloaded for

subscriber user

Subscriber free apps are
non-free downloaded

for non-subscriber user

Subscriber only app can
NOT be downloaded by

non-subscriber user
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&2 5] I succeeded because I willed it; I never hesitated.
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CodeWizard %5, Compuware 72V #] ) DevPartner, BoundsChecker,
TrueTime %5, IBM 72\ &) ) Rational PurifyPlus, PureCoverage %,
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wHIhaeEm L T. oA HP 225111 WinRunner Fl QuickTest Professional ,IBM 4\ &
) Rational Robot.Segue 7\ ] ) SilkTest,Compuware 2y &) 1] QA Run %%,

PERE M T . 38 5 55 R S Fe Fe 7 L B0 28004, BB 08 5% il A A il IV A | 1 5 RN B
s IR R P ) R GE R NR 2 O ng T H . MR AR T L i o S0 i RE I SR A A
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wHPEGE N T A HP 2 A 1 LoadRunner, Microsoft 23 @] ) Web Application
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WHM L4 T BA HP 4 6] ) Weblnspect, IBM 2\ @) i) Rational ® AppScan,
Google 7 w11 Skipfish, Acunetix 2y 7 ) Acunetix Web Vunlnerability Scanner %, A F
— BB A0 2R ol IR Y 4 0] i T B, 40 Nikto, WebScarab, ZAP., Websecurify, Firebug,
Netsparker,Wapiti 5%,

8.1.3 MiXTETEH
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1) I 451) 7 4

(2) B R 5 7 B CJm) A0 R 2 4 B

(3) BC ¥4 AL,
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Center. TestDirector, Compureware 7> @) ) TrackRecord, Atlassian 2y &) (] JIRA, JF ¥ 19
Bugzilla, TestLink ,Mantis ,BugFree %,
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8.3.1 Rational Robot

IBM Rational Robot & Mb 7t i 10 2R iy Dy e i 3o T H., & & 2 n] DLAE I N 51 52 2 = )
I A 2 AR Z ag A7 By 2 E A7 B oh 19 i, e 4R R e il X AN B2 Y SR i IBM Rational
TestManager |-, 783X B A a ] DA 3 J2H 20 $0A T 48 BRI e A I 1 3, £ 36 T
gl 5. AR B A AU Dy BE 4 A s e i i) BEEAR 45 .
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8 X T He A ZE e I 51 a] DU 2ol 1SR A, e 2k 3 78 2 . Rational Robot 2 3¢
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Rational Robot [ X {4145

(1) $AT 52 B Dy g X, 30 5% R0 [ml e Dy 2 BRI 1 IR AS , DL B sk A 4 JIE S
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8.3.2 QuickTest Professional
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¥ . SilkTest $24t 7V Z D)fe . 48 Ge % 5 2 22 M 3 17 37k B sh Ak I ik, 3 28 T R 4 4% .
D R BT, P I B B s 0% A1 A Test IR I 2 7 B 0 4 52
# 45 (Recovery System) ; DI K HA 4 H R —E A #1715 & | 55D 5 5 FH AR 3517 0 52
K HE T .

W) gk Ml http://www. segue. com,

8.3.4 QARun

QARun 1335 B 7 2 2 i aek BB S 2 . Gt 25 000 50 1 ke 0 2 R, 458 A 2 (v 300 3 14
R A T LSEAT 4 5 R . 750 3 0 5o R e A S R T 1 3
7 L 28 (1 10 8 7 L 00 00 o L A ARG 2 1 [ A O B L A R R
5 19— R 7 T FE— 4552 AU SR A . A AR HZE QA Run $5 H AR R 4 3047 —
RO 25 BAAT . Ko T T 0 5 SRS S 5 0 B 4 S R AR

o sk bbb http://www. compuware. com,

8.3.5 QTester

QTester fjFF QT . & —F [ sh 4k il i T B, 3= 251 %k /9 2% 5 FH 2 1y 3 47 B sh ik it
ol DI JUT- Fir A7 9 B 60 50 &% 1 sh A 5 A P& R AR N T30 52 14 1) g A RT3
MR 2P H . QTester TIHE 4% 11, o] 5457 12037 5t 5 il L A 3h AR B AS , o 5 455
N 515 1 5O 5 2% M IVAS L3z 17 BAVAS X A e R A7 SR 25 2R 0 B . 33K S — K TRT it 5
A s AR a8 0l nl ey 5

R AL RN Tk U, QT ester WA ZRIG 2, JF BRGHEn] 5, nl 552 ; AHXS T &)
SRR A ok i, QTester G L, 5% T LF.

4. QTester LFF &R ATE T (JavaScript \ PHP ,Ruby,ASP Z5) il i # 0] A &
T4 5 WA, 380 5 5 2% 09 IS 13 13 RE 4R 3] BEO AL 72 1y TR AL 9 A5 1% . AR SRR AL AP
AT A H IR T 2

APRLR BRI T AR R 37 s 2 A 2T A0 B, i AR B A g R
0] DUJE WGEE X Bt 288 i R e i I 3 A A= F 9 12 o DT e < B3 7 4 QTester 34 1 1k
FEAIE B A C W RR L #E—200 A IFRL, 3 R AR I B ERAE R AL R T2 ED R TR
B,

SRR SZHF: QTester WHPEE B 1T K T ik H DABEAUL A o B8 380 00 o0 W & i 34 . 3X
B ST AR ] QTester #E47 A 4684 F1 T shill 107 % A 2= 51 .

FHE MRS . QTester 16 A& A 2k 5 Hr L BLUER T K a5 119 4H 2¢ 58 8 A1 {d A
S, XS - E R T T —Jr i a] e A BN 2 5. A
14 3¢ 26 5 ) R S 451 &R vl DL AE QTester BB J7 M uh T #4514 .

i il sk http://www. qtester. net/Default. html,
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8.4.1 HP LoadRunner

HP LoadRunner J&— il 5 417 o itk ae n9 0 20 00 3 T 5, n] 3 i A6 ] R 591 > it By
5] &, A F 1 5 FH AT 3R 45 M 5 1) g 3] s 3R GEVERE

LoadRunner i i #4001 T 7 FH P S - A 1 28 A 52 IF 4 e M 000 1) 77 =8 > i T\ H 4 4R
7] &, LoadRunner g8 X1 8 A4~ A b Z2 A 47 M, 38 o8 ff F LoadRunner . 4l fig fie K PR
b, Fi 00 RS A] DG A P BE R 4 B0 R G A& A A . LoadRunner J& —f3d ] T & A
RRZW A S RN T , B R 7 I RS fE. LoadRunner [l
R IEEEAN NI RGE Tl LS BR P W ERAEAT 9 RS AT SC I R I, A B B Pl
£ % 1A B ] 78,

LoadRunner ¢ H R & V£ 38 T & B AL 9 H 2RI H , 585 32 i Up R £, 7]
il — R AW o35 s v L Ajax Flex, HTML 5,. NET,Java,GWT, Silverlight,
SOAP.Citrix .ERP %,

LoadRunner W R 2, O H R0 3 -

(1) Vuser Generator(VuGen) J] T4l 3K i & H 7 b 55 i 72 Fi A 8 A 30 s il I A

(2) Controller H] T-4H 23 (5K 3 7 390 M 45 D1 280000 3K .

(3) Load Generator T 24 il ar H T3 ik 32 17 Jg 00U 7 AR il 0 28 .

(4) Analysis A B T&E o FIECEPERE LS R .

LoadRunner [ 352 % LoadRunner i 451 .

] i b 4k http://www8. hp. com/us/en/software-solutions/loadrunner-load-testing/

index. html?.,

8.4.2 IBM Performance Tester

IBM® Rational® Performance Tester f&—#F H R I 1E Web HIfR 45 28 0 F #2 1y nl 9
P P B I fiE 2 77 %8 . Rational Performance Tester P8 51 Hi 3 48 14 e i &0 FILH A7 A 1 IR
I HE R A B 2 1 52 2 1

Rational Performance Tester AJ LAk $0 47 P g Ml 12, 43 #r £ 23 ) 2 B2 e 11 52 i
EHRA TR

1. AN

RE % A~ 2k Jw 7 500 ] B0 2 00 oA A L 0 2 ISk () S A ARG 0 3 A2 i ol ok 7 ) D 3K G
fir o 25 A WA 3 55 B o FEA AL . AR 7E 28 L0 YE 4% %0 11 Hp s 0 HL 50 G
i e B RN A4S DR L G i e 5 003 o 7 ] 1 1)

2. RASH IR

PR A T n AR 50 S BOH A AR A BRACRTS A FIRE U o Y Pl R B 5
ZHIREWMTAWEDS) . DAL RGN —EZEFZRTEGHE R, KB S5



A KW FEAEREAR T .

3. KRR

S5 A RSP R RN A ik i 4 3R A 00 4 P AT o] I ) ER wT B IE Tk R IRD . 2L 2 )
DIAEM s 1T Z 80 AR A 2 J5 i B L JE N BC B 2E T, 0 m A — Uk & 3 57 — Ik & 1
PEREEE S . RGEMERE R A B T B A FRR Fy A e ok . A6 D X 45 A L R i B X6F meg
JO7 I R 743 bl g A S5 00 H ) 4 R AT IR A 37

4. MK E R

PE AN [R) P B AR 1) 2R 0% AR 05 K, [A] IRF 4 P9 A7 A 2R A% o5 B B Ak Rk A 1
S T LB A R o 1T LA o7 38 T S A 0960 S A TR A7 7 O BCHR . A0 A
PAT I 1€ R A A E W Java ACHTS DA SR T s S8 23 B A SR 1 20 S5 1 3

5. BN

SCRFER XS RAE R AR JY (i HTTP,SAP, Siebel ,SIP, TCP Socket HI Citrix) #4171
L, SR FEPLAR o I PRAT AR 0] o fa 2. B4 R 1% 1 DR 4k il a0 BE 77
] LI P A EE B R 4R € D3, Sy A 3 800 5% A8 8 B TR I R4 37 F TR i D0 2R LY
WY B SC &R

W) il Hi ik http://www-03. ibm. com/software/products/zh/performance,

8.4.3 Radview WebLOAD

WebLOAD J& Radview 2 @) #f H 19—~ P g I i A1 20 A T 5L, 38 2 A5 400 5 50 T P iy 488
Ve A= U 1 5 38R R web MOPEBE . & nT 8 F ok I K 14 BB RN 16 46 1 Lt ] B T OE B b

WebLOAD nJ L) [R) i A5 0 22 4~ 2 3 F 7 947 20 . 68 Web il 50 Ao (] 4 L 5 2 )7 DL &S
58 FE AT, WebLOAD ZEB L H P AT Bk, AN o] DL BT P RObR B s L B8 4
A ESAE R 0] LLX sh A Web U RIMR 88 F 0 A7 0100 s AR R N A #1700 . 5 B 22 |
LMK H G, $ATIR S . WebLOAD ] DL A8 508 PR (g 3 25 R i iR 55 . A B T
HIE Web N H 1)1 B8 FH- 12 W i 128 ik B 38 3] 11 [m]8

WebLOAD il i ] 7= 2 1] Javascript CHIEE ) COM/Java X 2) %5 1. 3 X F5 2
FhERIL . i Web . SOAP/XML K H At o] M A< 38 09 B i FTP.SMTP %5, [H i 0] M
A JZ 0 R Y AT I

o] ik Mk http://www. radview. com/product/Product. aspx,

8.4.4 Borland Silk Performer

Borland Silk Performer J& b 545 6 (19 4k 2% fa 28 T H . e B& s T Form
P e Z U258 MR EE T TAE 0 Z g0 8 Rk ge E 47 sk, 2 (175 & SLA PR &
290 B AR RE 1) SE 2 ik

Silk Performer $24E T 7537 18 . Z4E (R A0 T 6T HL F 5 45 Wz FH 8 47 581 B 28 0 3K 1
AE /1 .if iF True Scale $2 A .Silk Performer 0] LA —& S50 i3+ F L E B UL T 07 193
K AR F A/ BR B B B R i s R L BRI T RR O nl AR AL 2 R IA M T EE . AE T




(1 B 23, Silk Performer FRi4 M 76 2 MR 2353858 T TAE 3 0 LUK B b A 4003
Wi ar 5 Web M A HEAEH . Silk Performer [ True Log £ AR T 58 4 nl #1419 J7 [H
TP o 38 3 3K AP A AT LU ik R e R P 7 A R WA B AT n] A AR AR B, 3
VB IR R A PRCELAR B T AT 7T AL 53 B, B 28 A6 R T H B0 A R iR ] DA AT 1]
W E LS AT

Silk Performer 2L H-A 0 F 5 .

(1) K5 B ) 00 OB L A o O v 2R A v g 2 L R B

(2) YIRESE K, SRR IIREDR B 1 X 52 4% N FH M B3 1 S35

(3) i fi gy Ao ml LAJpR 0 5k o B B3 AT A g ol A A et 152 1 AE 32, 17T A 522 i 0 3 7 K
fifi .

(4) WAJEH . AR T X R 223058 T M HERe T B RS AT IR A 4 .

(5) B, AR F AT A A,

(6) Al SEPE SEEENE . T HA G (1A e 4 7 10 DR k% 4l 5 R R o FH iy | 26 1y

(7> PABAIN . PR e X R B i Tt H ) A 21y .

(8) T HAM ™ hh B LN . [F] H A= ah B2 . 88 9k Silk Performer MINHEY JE .

Silk Performer $&41E 1 &7 8 (9 4524 0] T2, il i 9 204540, B AT 5¢ B 6 2800 58, 6145 .

(1) Project out Line, Xf &1 25301 H #F47 2EA & & . B {5 5 i {5 S50 5% .

(2) Test script creation, i i Sl 19 77 20 A A STF, T H s #E 47 i U000 L

(3) Test script try-out, XJ il /=4 1 A SCHF #1718 1T H B S H True Log i#
17 IAS AVRS 0 Ok HE 5 ME TR PR B 7 S 55 IR 95 4 S 1 28 1,

(4) Test script customization, 4l il JAIAS 73 lic 0 0 &5 4 o 3 PR 7 525 B ) 3 gk 7 o 0
B i B A A L R ] e A fE R True Log, £E A Hp i A Session #5 1ill I P 25 45 56 19
IHE .

(5) Test baseline establishment, fi Wl N FHAE S H P A9 PRAR P RE S 2k, X st
FMEREVE I g 7 A8 3 A F P BORT I 8] 3 H 2% B AR 1 3 F 5 L ml . ZE5 %€ baseline 1Y
] I A2 X b — 2548 B A SO A7 s 7 Bk

(6) Test baseline confirmation, X baseline # 7 1 #2 v /=4 (9 55 #E1 T K 2 L B A r
iE I baseline i 52 e e | Ffr i 2B PR RE .

(7) Load test workload specification, 45 & 12 /=4 77 =0,

(8) Load test execution, fE® M= . H 2 agent, #E47 H 5211 71 20013,

(9) Test result exploration, Mz K Hr.

] i H ik http.//www. borland. com/products/silkperformer/ .

8.4.5 QALoad

QALoad J& Compuware 22 a] HEGEI 0 T B2 gk 2 T H. QALoad 2% )/
A 55 %% R 40 A b E I B (CERP) F L /5 45 e H 9 A h 4k fa 2805 T H. . QA Load i if
AT A B S, BB UE S8 4 b RE N R I nT T R AR R RE . T T DABERLE T i
P13 A BAT S B 45 i 58 xR A AR T 0 05K L X T A B IR X 2R e M e AT AL
PN FH ) BT % . QA Load nl T I 22 ¢ P e . 38 i 75 42 W 5 4R 06 490 [ 2, DA 458 ol o0 4



_H8E M TRLZE
P4 Jay 2000 3K, 3 UE R T nl 4 4k, Pt A1) a5 B i a2k .

QALoad SZHF B ML 5 2 . o] DLRS B A48 A B2 & N B3 T &R 40 4 B
NGO 53 A 2 R $AAT A A0y 0 8K, QALoad 325 Y B i 41§ ODBC, DB2,
ADOQO, Oracle, Sybase, MS SQIL. Server, QARun, SAP, Tuxedo, Uniface, Java, WinSock,
[TOP.WWW _WAP Net Load,Telnet &5,

QALoad M r=dh@H Bk U . 738 4 1~3B 47 . Scrip Development Workbench, Conductor,
Player, Analyze,

(1) Scrip Development Workbench 1] L& fF /& 5%l . i A 19 IDE, 36l 19 30 1E )7
B d5e 28] ULE% $500 — 4. cpp XXAF.

(2) Conductor il fr A W MAAT R . W E session fii i SR, 97 4 A6 I L Il 3
Az A 15 B o B il Es R .

(3) Player s —1> Agent, — 112171 agent, 1 LB IR AAEMZE i G Hlas .

(4) Analyze 225 R0 dv . ©nl DLAEI 25 R ) &0 77 i B ok,

o it ik http://www. empirix. com,

8.4.6 Web Application Stress

Microsoft Web Application Stress(fajF8F WAS) J& i f 3 my ok W 5 A 51 i - % . %2 1]
FH R 347 SE B Wl e il — & T H, a@iad WAS, o] U 2= 19 % 5 s 1 5 LB 480K
I A P R e Al 55 4% - DL gk B 55 4% i 7K 52 e 1 5 B2 I e AR 55 4 RE 7K 52 22 K T n
A3, DA B I 2R BOHH Oz 14 4 i B 718

WAS WA 5 R85 . WAS ] LA [a] (1% 77 35 ) 2 8 I A .

(1) 3 i S 00 W 4 19 345 sl ok 5% il I AR

(2) kT A IS HiE

(3) il it WAS 45 18] Web W35 19 N % 5

(4) F T Hofm A URL R @— A3 i il i A4

% 2 HIPESN . WAS ih AR Z 4 R Fe 1 0145 -

(1) X T-75 238 24 5 5 ) W oy, e e H P ik

(2) I REAH P cookies Fil Active Server Pages (ASP) [ session {i B

(3) SCHFBE B Y 1 Bl £ LA 5 i SR X

(4) SZHFA T Ja 79 R ZE R DLSE B S0 A 400 8 /s A I

(5) 3Z¥F Secure Sockets Layer (SSL) {pY ;

(6) Foif URL 44 Rkt 55 41 1 o5 o 28 10 d B

(7)) et — A4~ X g & R’ 0] D) il 7 Microsoft Visual Basic? Scripting Edition
(VBScript) Ab B ol 27 3 12 2 ) 2 F 2K 38 B T3 45 o Fn e B il 3 I A i =8OR .

8.4.7 Apache JMeter

Apache JMeter J& Apache 21 HF i IEACAS I H , 2 — 1> 100 % 46 Java & 1 v H . H
TR i € R pE ge N /. JMeter nf DL T 00 38 i S Bl B A SR R . 61 an S
Servlet.Perl JHIZAS  Java X4 8085 E f A i) JFTP AR 55 #5855 . JMeter 1] DA H T % Al 55 %% .




o 265 sl 0 G A 4L ORI 1 28, A8 AN [8] He g 28 1R I e AT 1 5 BE R A B AR PR RE . U3 A
JMeter B8 %] 7 HIFE e Al fig / al 03 003 , 3 3 61 82 27 A3 0By 35 7 JIAD A O 36 3k 1R 1) 7 ) 77 3R [l
TR LS R, T e KBRBE M R 36 M T Meter SRR T E W 8 X0 2 7 5 .

JMeter 13 Be%sE .

(1) BEREX) HTTP F1 FTP A 55 4% 2E 47 e 3 A PE eI 4, o vl DU AT o) 4k 1% 247 1R
B

(2) S84 B AR A1 100 %0 3T Java R .

(3) 564 Swing M E HIF ZFF (T4 i1En JAR 8 H javax. swing. * ),

(4) 58 4 2 LR R AE ZE R R Al i 22 > 2 JF I BBURE R o B 1) 25 2 2H X5 AN [R] 119 g 6 [
[ HURE

(5) fF O W) GUIT B it FRvF PR 54 R EE RS 56 i3

(6) Z&AT FIES Lo Mt / sl i 345 2R

o] 3k bbb http://jakarta. apache. org/jmeter/usermanual/index. html,

3.4.8 OpenSTA

OpenSTA 2% T B/S &5ty A o iyt el T H . E I8 bR 12 o 40 I
T A1 o 34 HE XS 53 ] 11 DK B AR 92 45 2 i A e T e R o D03 TR Ui 7 s ol SE I A ), 2
T BT I ASTE SR 1 A k) LGE 5k I A AT g AR, DU T BT B
I AR T 7T M 280, Z 5 AT R P R 48 br 41 T

OpenSTA J£2F Common Object Request Broker Architecture (CORBA) ¥ 45 f4) {4
F . B g AU AR 55 A8 (proxy) o {8 % TR IAAS 45 0115 5, 10 SR i 4G 2 i
% i —Y] HTTP/S Jii ## .

OpenSTA DL faf 51119 77 21k K ZO0 P se I b i JR B A SR W 1 i, Ho o 3 B
TE AL 25 2R RO v 1 e 5 9 ] ) szt . D0k TOR2 il 3 73 A OpenSTA 1914 BE 45
b WG BE o OB 1) & TP BE S b DA Se HT TP s 6k 9k i3k 28 46 (9 M RE #4720 1

i ] OpenSTA HATIEL, ALHE 3 TN A . & 6 LI A . 58 )5 5 1 A R
A% » I FE I X A A RN g SR A AR A G e ok 21 B — A K ] 3 ok as AT iz A SR ], 3R
Bz 0 32 PN 25 119 R O 28030

o] 3k bbb http://www. opensta. org/download. html,

8.5 UL Web 241k T. K

HHMZ MWL T B HP 2 & 1) Weblnspect, IBM 2 &) ) Rational AppScan.
Google 7 A) 11 Skipfish. Acunetix 2\ &) [) Acunetix Web Vunlnerability Scanner %, it f
—ub A R ol IR A 4L T H, i1 WebScarab, Websecurify, Firebug, Netsparker,
Wapiti 55,

8.5.1 Weblnspect
HP Weblnspect B4, J& @ 7 £ Web 2. 0 £ Rl Lol PLXF Web 5 FH 2 ¥ #E47 I 2%



W2 AW A PEAL . Weblnspect $2 416 T PREEFHG T e, IF B 17 ) 2 9% 2 VR4, 45
HEBA MY Web B L4 R . B ol DGR BR 248 S H1 i #2 )7 k il A 3 ) % 2 il . Al
F A8 0 2EAL B2 A 8 o [/ A F1 35 f1 i 2 (Simultaneous Crawl and Audit, SCA) K3 & R
FHRR P 140 o] DL b m 6 Hh A 23T Web B R ¥ % 40T Web Al 55 48 40030

Weblnspect ) F I HE40+5 -

(1) FI BB 1 PEAS £ AR KA Web Iig5 & Web B TR 19 % 4 5

(2) A AT Web W R Y % 20 HEAL 5

(3) EBE A A aw Ji 91 v AT e R D 22 4 il AT P

(4) 38 3o dpe Se ik 0 P IR AL a2 A7 A2 B H T 4

(5) FIH&E % T H i HP Security Toolkit) #4471 % i .

8.5.2 AppScan

Rational AppScan 4& IBM 2y &) 19— 3k Web b FH %8 403 T 5., 2 X Web Lz FH #l
Web Services #1T A zhifb Z 2 IMMEE T H., E©AE TR & BAEE Web L
24 B B W 7 00 n] DI s e IR 9 22 4 e 28 48 th A B E T 1 48 &2 | 1L, I REJE 1L 2 #b
FEA R AT AR S L T7 (A5G N D 4t 1 Aol B T 1 22 4R B

Rational AppScan k& H & & i€ 1y 77 28, o] DL & W1 web B2 %2 2 %1 . 10 SQL
A ISl 5 A T L 2% o K 3 55 2 2 s TR 14 . Rational AppScan i #2843t T R 1%
KU, AR A E B M IR e3840 7R 0 e i R il T
NI UESFDIRE . AppScan SCHRFAF 1A 45 R AT GE T 20 Hr o SR L TE Bk L EAE 19 4 pr L OF
Pk Delta AppScan #5 By #t 37 A8 Ml 2% Y ) 1€ 5 W P b B 05 DA HG A8 4 0K ) 7y 445 2R DA T
i O Jon o K 5 1) BE itk 0

] 3l M dik hetp://www. ibm. com/developerworks/cn/downloads/ r/appscan/learn. html,

8.5.3 Acunetix Web Vulnerability Scanner

Acunetix Web Vulnerability Scanner 4&— /> M3l M Al 55 %5 i 6 4146 42k . & 41 5% A Uk
e MG IR A< . Acunetix Web Vulnerability Scanner [HJIJHEUN T ;

(1) BB E A5 A &5, FTVFEX Ajax 1 Web 2.0 R )F #4728 2 P05,

(2) Soik HIRAM SQL #H: A FE il A A< i 32

(3) M BEMA T H i HTTP Editor Al HTTP Fuzzer,

(4) n] AL 708 k4% vl 35 B T P B2 A I Web 2246 152 %5 05 Or 30 19 X3k,

(5) ZHFF% A CAPTHCA B, A FF 445 2 Hl Two Factor CBUH Z0) B iEALH

(6) F & M hRE . 148 VISA PCI KM 45 .

() S ZLBEIIASERMARR R T BT 4000 .

(8) HEECTT R Pk Web R 55 28 2SRRI N R )P iE 5 .

(9) Acunetix £ H 7 B3, 4145 Flash W4 . SOAP #il AJAX.

(10) 3w 319w Web Al 55 @ 3 X 76 il 55 4% b as 47 19 W 268 it 55 AT 8 e R

x| i ik http://www. acunetix. com/,




8.5.4 Nikto

Nikto f&—# H I (GPL) Web iz 55 ¢ F 1w av . & ol AXF Web Il 55 4% #E47 & 1l 19 £
PRI 015 BT 3300 R A AL SE RS 1 X CGIs i 625 Al 55 a5 A DL e i 230
o Mz 55 i IR A

X il ik http://www. cirt. net/nikto2,

8.5.5 WebScarab

WebScarab J& i H (a8 Web I 142 4550 H (OWASP) 4 % 19, 1 T3 Web L %4
ST H,

WebScarab | FIACHEHLE] , 0] LECIR web 0 Y& 45 (1930 {7 5 #2 . 3815 & 7 v 42 58 2k 55
T A hetp 152K IE B A IR hetp 52K B 0 Fr heep 38R 145 8 3 DL EIE AL 5 8o H
2R JF 3CFERE heep 755K A7 B 3047 g SR B L.

i il e HE https://www. owasp. org/index. php/Category: OWASP _ WebScarab _

Project,

8.5.6 Websecurify

Websecurify J&— @ I B & Wb 22 R4 T 5, GEWE RS o Ho kx| Web L 2 )7
Az n]

WebSecurify A DL H KA 48 Web W H A AL a0 L 0 SQL 1 A L A< Hi il i 72 S 4
w B AT (B R b R Bt R LSR5,

o] ik b http://www, websecurify, com/,

8.5.7 Wapiti

Wapiti J& — 4 JF I 19 22 4 030 T F, ] AT T Web B2 JH 82 Ty 117 371 9 A 22 42 K
Wapiti 4 H Python 4’5 A . B 7 2 Python 1) 32 FF., Wapiti =& B & 75140,
M AT 2414 Web B R P 9 IR ACHS . Wapiti 38 i $136 9 01 19 A Fin e o, 2 4k nl DL A
Bl o377, Wapiti BERC I LA T i . SCPF AL BEAS U2 8Os 5 1 A (446 PHP/JSP/ASP
SQL 1 AFI XPath £ A) 5 Bl A 11 A (XSS TEA) ;5 LDAP TEA; 2 HATRI (I eval O
system() ,passtru()%); CRLF £ A%,

Wapiti #FR A5 R4 T B, o8 028 4k i 7 A 7 28 4K 80 s I 25008 2%
DR I R AT 1) 3o 8 2 B PR

W) gk ik http://sourceforge. net/projects/wapiti/ .

8.5.8 Firebug

Firebug /£ W Y &% Mozilla Firefox F W —33dF, B4 HTML #F Fl % 5 . JavaScript
WG ORI AS T — 1K, 2 & JavaScript, CSS, HTML H#l Ajax 143 J1 @) F.
Firebug U [A]— 845 X5 14 Ba + 4= 71 o A& A~ A B 3 f BE 5l By Web 52PN 3F 9 40 10 J= 101, 45
Web JF A # W RARKIIEER] . Firebug 2 — B4 TR, P al DA ERRE 4. &
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8.6.2 RAMGEIMXTEMSMATRE

3 T A e EEAR ), O0 55 i I T O 2 AR s T ) B3Rl o e 0 ) 3k
T H . Rz A i i o T B2 D 1 3R e g &R I AR T e Bk H g i | 5 ) e
%MHHJ]TH%'EHIH#J’UMHLTEQ N B35 B P 4l T A A A DL S8 8 QAT R4 T ) B
2, WOR i) §CT EL 7g f ] mg AR o A R, F ks v] DLBE I Rk —ANiE S A B A I
A 5 T 2R B 58 il it
A A I 3l 320 A5 S T) B2 P A O 3 T L 1 4ol R X 1 Al PR IE 7 i A 5 B R
KRB e EE R, A — A0 A 51, FRATT N 122 i 20 S8 dn A oRe il € T R A T AR
P EE A b s K

8.7 [EPRr Test Tool 2205 51 A K 4h

8.7.1 Why Automated Testing?

Every software development group tests its products, yet delivered software always

has defects. Test engineers strive to catch them before the product is released but they




always creep in and they often reappear, even with the best manual testing processes.
Automated software testing is the best way to increase the effectiveness, efficiency and

coverage of your software testing.

Manual software testing is performed by a human sitting in front of a computer
carefully going through application screens, trying various usage and input combinations.,
comparing the results to the expected behavior and recording their observations. Manual
tests are repeated often during development cycles for source code changes and other
situations like multiple operating environments and hardware configurations. An
automated testing tool is able to playback pre-recorded and predefined actions. compare
the results to the expected behavior and report the success or failure of these manual tests
to a test engineer. Once automated tests are created they can easily be repeated and they
can be extended to perform tasks impossible with manual testing. Because of this, savvy
managers have found that automated software testing is an essential component of

successful development projects.
1. Automated Software Testing Saves Time and Money

Software tests have to be repeated often during development cycles to ensure quality.
Every time source code is modified software tests should be repeated. For each release of
the software it may be tested on all supported operating systems and hardware
configurations. Manually repeating these tests is costly and time consuming. Once
created, automated tests can be run over and over again at no additional cost and they are
much faster than manual tests. Automated software testing can reduce the time to run
repetitive tests from days to hours. A time savings that translates directly into cost

savings.
2. Testing Improves Accuracy

Even the most conscientious tester will make mistakes during monotonous manual
testing. Automated tests perform the same steps precisely every time they are executed

and never forget to record detailed results.
3. Increase Test Coverage

Automated software testing can increase the depth and scope of tests to help improve
software quality. Lengthy tests that are often avoided during manual testing can be run
unattended. They can even be run on multiple computers with different configurations.
Automated software testing can look inside an application and see memory contents, data
tables, file contents, and internal program states to determine if the product is behaving as
expected. Automated software tests can easily execute thousands of different complex test
cases during every test run providing coverage that is impossible with manual tests.
Testers freed from repetitive manual tests have more time to create new automated

software tests and deal with complex features.



4. Automation Does What Manual Testing Cannot

Even the largest software departments cannot perform a controlled web application
test with thousands of users. Automated testing can simulate tens, hundreds or thousands

of virtual users interacting with network or web software and applications.
S. Automated QA Testing Helps Developers and Testers

Shared automated tests can be used by developers to catch problems quickly before

sending to QA. Tests can run automatically whenever source code changes are checked in
and notify the team or the developer if they fail. Features like these save developers time

and increase their confidence.

6. Team Morale Improves

This is hard to measure but we’ ve experienced it first hand, automated software
testing can improve team morale. Automating repetitive tasks with automated software
testing gives your team time to spend on more challenging and rewarding projects. Team
members improve their skill sets and confidence and, in turn, pass those gains on to their

organization.

8.7.2 Top 15 free tools which make tester’s life easier

I’ve been working as a tester for more than 6 six years. During this period much has
changed in QA practices, and I’ ve always tried to keep up with times. As I have quite a
decent experience in software product testing, from time to time my colleagues ask me of
some advices concerning various tools that simplify performing their routine tasks. This
finally brought me to the idea, the result of which is in this post.

So. I’ve decided to make a list of tools, which I often use in my work and which make
my life as a tester easier. They are all used for different tasks, on different platforms and
in different cases. This list contains only free and open-source tools which are useful for

testing any software products (perhaps, 1’1l make another one for paid tools).
1. Xenu’s Link Sleuth

Xenu’s link Sleuth is a great tool for checking links. It was named the fastest link-
checking software by industry authorities. Apart from checking for broken links. the tool
provides a much broader functionality, which is useful primarily for website optimization.
For instance, Xenu provides the site map, detects and reports redirected URLs, finds non-
unique page titles, finds images with missing ‘alt’ attribute, etc.

Testers can use one more Xenu’ s feature. which is searching for pages with long
response. Of course, this does not in any way replace load and performance testing., but
can provide some useful information about the response optimization. I like Xenu for a

simple and accurate interface as well.
2. Clip2net

Clip2net is a must-have tool for everyone, and testers are no exception. It allows




quick and easy capturing. storing and sharing screenshots. 1 often use it during Skype
calls. The simple image editor with arrows and notes is really essential when you need to
highlight some points., Available for Android and iPad. Lite and Pro versions provide

greater possibilities, such as bigger storage space, longer storage time and others.
3. PicPick

PicPick 1s a multifunction tool that allows capturing screenshots, editing images.
picking colors, and provides a broad range of graphic design accessories. I use PicPick
mostly when I have tasks related to redesign. It allows for quick checking pixel color
instead of applying to code and digging in . css file. But the tool is actually much more than

that.
4. Firebug

This well-known web development tool integrates to Mozilla Firefox. You all know
its great debugging. editing and many other possibilities., 1’ d just like to add that it is
especially helpful for beginners. who want to look through the code, to see what the
server returns. When writing test cases, Firebug can be used to name an element, to know

its id, to describe bugs and elements.
5. Android SDK: DDMS (Dalvik Debug Monitor Server)
This 1s a powerful tool for Android debugging. DDMS is integrated to Android SDK

and ships in the tools/ directory of the SDK. Designed primarily for programmers, this
tool is useful for us, testers, for collecting logs and capturing screenshots on Android

devices.
6. Selenium IDE

I use this tool to generate locators of web elements quickly and easily. This powerful
Firefox extension is really helpful in test automation. You can use this tool also for finding
and testing already generated locators, which you use in your automated tests, for

checking XPath existence on the page, testing the work of Selenium methods with them.
7. Sikuli
Sikuli is an image-based automation tool. which takes a visual approach to elements
on your desktop. You show it how a button., shortcut or link looks like., and the tool

recognizes it and captures some part of screen for active area. Sikuli is great for desktop

automation when you cannot easily access GUI’s source code.
8. Apache JMeter

JMeter 1s a load testing tool designed initially for web applications. It allows
measuring software performance both on static and dynamic resources. Apart from its

intended application, I used its source code for writing scripts for continuous integration.



9. Jenkins

Jenkins is a perfect tool for continuous integration. We use it all the time: when some
build is released, the tests start running automatically. What I like about Jenkins is an
active community support and a great amount of plugins to support development and

testing process.
10. Appium

We’ve chosen Appium among several analogs for mobile automation. It supports both
i0S and Android native and hybrid apps. The thing I appreciate the most is its dynamic

development. New features appear frequently. bugs are quickly fixed. etc.
11. Robotium

Another tool for mobile automation Robotium is targeting Android only. It is a simple
and stable framework., which requires minimal time and knowledge. Its smooth integration

with Maven., Gradle or Ant allows to run tests as part of continuous integration.
12. Testlink

The tool is designed for test documentation management, such as test cases and test
suits. It provides a big detailed report data, which can be managed easily. You can sort
the reports by sections, which is really useful on big projects, when it’s hard to keep an

eye on everything.
13. iTools

This is a great analog to 1Tunes, which simplifies the work with 10S devices
significantly. It has a simple interface and all the necessary features to make the work with

10S devices easy.

14. Github

This is a public cloud repository, which provides convenient management of your
code. Multiple users can make changes to the code, comment on lines, report bugs. When

you have a big team, Girthub 1s great for work optimization, integration and

synchronization.
15. Maven

Maven is a project management tool which makes it easy to work with Java projects.
Maven has its own repository where the libraries are stored. It decreases the project size
significantly when developers pass it to testers and vice versa. The libraries are
downloaded locally and you don’t need to look for new versions through Internet to update
them.

These are my top 15 free tools for testers. Which would you add or remove? 1’d be

glad to hear your thoughts in comments.
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9.1.2 Xenu [Z

(SRR

Xenu’s Link Sleuth 4&— @KU 15 L T HE 58 K 3F H nl DL A 2% T 28119 W 5l 26 5% 322 K A
T H . TF#EHuht http://xenus-link-sleuth. en. softonic. com/download.
FEJG i Xenu. zip XU R JE A Setup. exe 2K %% Xenu, A 5 H BLZE3E Xenu”s

Link Sleuth ¢ Fii . 40 & 9-1 P,

k Sleuth 1.3.8 Setup oo [

r@ Xenu's Lin

Welcome to the Xenu's Link Sleuth
1.3.8 Setup Wizard

This wizard will guide you through the installation of Xenu's
Link Sleuth 1.3.8.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Chick Next to continue.

| Next> | [ cancel |

E 9-1 Xenu %3 Wil F

My Next #% 4 . #F A License Agreement U [fl , i T Agree #2481, WA 9-2 J/.

& xTEE TR o[
License Agreement
Flease review the license terms before installing Xenu's Link
Sleuth 1.3.8.

Press Page Down to see the rest of the agreement.

PERMISSION TO USE THIS SOFTWARE 1S CONDITIONAL UPON -
YOU ("user™) AGREEING TO THE DISCLAIMER AND LICENSE

TERMS (EXPLAINED ON THE ABOVE PAGE). BY INSTALLING

OF. USING THE SOFTWARE YOU CONSENT TO BE BOUND BY

AND BECOME A PARTY TO THIS AGREEMENT.

DISCLAIMER: THIS SOFTWARE IS PROVIDED ON AN "AS-IS”
BASIS WITHOUT WARRANTY OF ANY KIND.

DEVELOPER SPECIFICALLY DISCLAIMS ANY OTHER WARRANTY
EXPRESS OR IMPLIED, INCLUDING ANY WARRANTY OF -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Xenu's Link Sleuth 1.3.8.

#enu's Link Sleuth

| <Bak |

I Agree

Cancel |

& 9-2

License Agreement



7] & PR N %5 2 )5 - 4E Choose Components Ft1fj nf )i 5 2 & ) & 5 1i B 5 (Desktop
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(5 Xenu's Link Sleuth 1.3.8 Setup SNRE X
Choose Components

Choose which features of Xenu's Link Sleuth 1.3.8 you want to -
install.

Chedk the components you want to install and unchedk the compoenents you don't want to
install. Click Next to continue.

Select components to install: Main Files (Required) {

Desktop Icon

Space required: 743.0KB

#enu’s Link Sleuth

| <Back Next> | | Cancel

9-3 Choose Components

i Next 24 , 7€ Choose Install Location #0i 9, 5 Browse ¥ 8] . ik PR BE IR 18
A RPN 2 BB AE , A 9-4 IR .

{37 Xenu's Link Sleuth 1.3.8 Sﬂup- =] [

Choose Install Location
Choose the folder in which to install Xenu's Link Sleuth 1.3.8.

Setup will install Xenu's Link Sleuth 1.3.8 in the following folder. To install in a different folder,
dick Browse and select another folder. Click Next to continue.

Destination Folder "
|

C:\Program Files (x86)\Xenu| [ Browse... ]

Space required: 743.0kB
Space available: 6.0GB

®enu's Link Sleuth

| <Back Next> | | Cancel

& 9-4 EFEEKR

By Next $&H . 2B I 46 30 FJe , & 9-5 Fros .

WEELF T 2 )5 - Hili Install #6460, JF4f 223, i 9-6 Fir s .

GRS AN 9-7 s 1 B . ] DLk $R 2 1T Xenu T I Readme U, di J5 1R
il Finish i 5¢ iU % %
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(37 Xenu's Link Sleuth 1.3.8 Setup !

Choose Start Menu Folder

Choose a Start Menu folder for the Xenu's Link Skeuth 1.3.8
shortouts.

Select the Start Menu folder in which you would ke to create the program'’s shortouts. You
can also enter a name to create a new folder,

Kenu's Link Sleuth |
3s0FZ A A

AcCressories
Acunetix Web Vulnerability Scanner 9 EI
Administrative Tools

Adobe

Axure

Blueberry Software

FileZilla FTP Client ||

Games

Google Chrome
Integrated Camera
Intel - |

#enu's Link Sleuth

| <Bak | instal | [ cancel |

E 9-5 Choose Start Menu Folder

(9 Xenu's Link Sw Wup
Installation Complete
Setup was completed successfully.

Completed

Create folder: C:\ProgramData\Microsoft\Windows\Start Menu'\Programs\Menu's Link ... =
Create shortcut: C:\ProgramDataWMicosoft\Windows\Start Menu\Programs\Xenu's Li...
Create shortcut: C:'\ProgramData \Microsoft\Windows\Start Menu \Programs\Xenu's Li...
Create shortcut: C:\ProgramData'Microsoft\Windows\Start Menu\Programs\Xenu's Li..,
Create shortout: C:\ProgramData \Microsoft\Windows\Start Menu\Programs\Xenu's Li...
Create shortcut: C:\ProgramDataMicosoft\Windows'\Start Menu\Programs\¥enu's Li...
Output folder: D:\Program Files (x86)enu

Create shortcut: C:'\Users\T400\DesktopXenu.Ink
Created uninstaller: D:\Program Files (x86) Xenuluninst, exe

Completed .

#enu's Link Sleuth

| <gack [ Mext> | | cancel |

& 9-6 ZF%E

{5 Xenu's Link Sleuth 1.3.8 Setup = e

Completing the Xenu's Link Sleuth
1.3.8 Setup Wizard

Xenu's Link Sleuth 1.3.8 has been installed on your
computer,

Click Finish to dose this wizard,

Run Xenu's Link Sleuth 1.3.8

Show Readme

| <Back || Fmsh | | Canced |




B »n »|f|B|E|?

FE 9-8 Xenu ¥ A

9.1.3 Xenu TEIJEE

FH G ) sl B 122 AR 380 PE 1) 2 68 1 o A 1 B L i K S FF 100 262 ( Parallel thread) ,
R o B A H P . ZEXFRE S 6 2 100 630 AN FE 5 HE A7 K I i, {5 FH BRI 100 £k FEEE

{57 1 /NI 40 S8 ARAE S M RIR IL IR Z
T HAT LR I REAR A

9.2

i i Xenu af LUA 8RS B 0 34 5 JC R oL, A R EE R A SR I R ER . mT LA LA

(R IE

EA S

AR 4F 1Y R iR 4 5

] Pl — 8 R A F A R MO 4l R

A R A O MUEE 5 ) D1 BE“ Recheck Broken”,

(EJEDRES

T =Wy A AR ) 3
(1) H#EH A URL K,
(2) FT A H ) o1 SC 44,
(3) [A) Az 24~ URL,



e
=
=
B
}.{
it
=
Z
"
(\
T
o)
_H'.
=
38
Hp
MO
=
I
4
<F
!f"'}

Sy

9.2.1 E#EH#W AN URL &l

LAE #5m A URL A6 5 6], Xenu (19 B {E T 0F .

E# 2% Xenu Ji 30 BbR AT Z 8 2 1782 7 5 2o S0 (File) . BB K5 2 URL
(Check URL) g% . W& 9-9 s,

Check URL..

Open...
Check URL List (Test)...

Recent File

Exit

B 9-9 FTH M

fEE s AT s 1 1 A s B R ACHE B 325 A URL, X B DA books. rogisoft. com
S5 dan A L B B 7 F LT AR ARSI L an A 9-10 TR

Yhat addreszz do you want to check?
(Enter your “root UEL:, e g
http://www. host. com/ user/

from 1t will also be

books. rogisoft. com

ocel file. ..

Include / Exclude:
Consider URLs beginning with this as [chdd.] | Dalate

[ ]Inactive

Do not check any URLs beginning with  [Add ] | Delete

[Inactive

[ncn Etimn. ] Eﬂil. ]

B 9-10 #%i A URL, 8y OK #& 1 7 15 6

9.2.2 FTFHZARM M T 324

S 5 00 3 B IR AT AE AR M L b RS AR s AT R R 1 1 P iy Local file %

B, EFEA L heml 19 W 5T SCOF, s 4T 17 $i s, R0 € 50 AT RT3 K 0, 40 P& 9-11
PR .




' Xenu ’ o
| File View Options Help ¥enu's starting point
ﬁ u | bl . |*l | =2 That address do you I;mt to check?

9.2.3

(Enter wour "root URL®, e g
http://wes. host. com/ uzer/
u_ml Pl]_.}onl pages linked from it will also be

HTML file

=
e

EEOEC: maE

EEsHEERTEAO-SE TR
Mg EBEFIABESE..
g
. EesHEESRRO-SE LR
w M EEFIABESE..
Firefox HTML Document

NiEEm:  SESHEHWESO-EREIERREZRE | 5o |
SIf4ZEBIT): HIML Files

Bl 9-11 4T FF 4l I 51 3C 1 25 3R

] Ff 42 3 2 1~ URL

4 T R I 22 A S ), A ] DR X 26 ) i 1) URL %1 AE — >, txt 19 30 A (WL 9-12)
TR MR . XSO H ) URL 0 20 52 S 23 (g M hik o 0 50 2 Z A 35 “hetp: / /7 X AR 47
% www. books. rogisoft. com X F:) URL ZKiilA 1711,

ks - 5 ——- i 3

IZIH(F)

R/E(E) ©EU0) EE(V) #E(H)

http://books. roqisoft. com
http://1eaf520. com

http://qa. roqisoft. conl

&l 9-12 URL %3

A 17X )G 0] LUAE Xenu T H o, i File 528, #E £ Check URL List a5 2 ki
2 URL 513 (ML) , 3% £ 55 4F 1. txe SCRY, B 5 “0ff g 7 4% #1500 vl DL R B JF 46 3 2 A4
Wyl 7L 9-13 Fros .,

WE R A R Z W 1] Dlof o B2 1745 28 B H Y Options 336 81K U2 E R 10 4 2 11
EW AR R X B2 999, HEE B ATFE X A KM, — M = Eaknf

I/U\T-::

BCEIFANERRR R BOANS D0 B, 2390475 3 30 £ oK X ol i A A7 T W A, v A
AR AR 52 B i D0ORE 47 9 27 ORI B AR 1~100 Z[H] .




r..‘Jv‘bm'lu

Check URL... Ctrl+N
| —Qpen.
||  Check URL List [Test)...

L
' —_—e

| Exit

’9-13 EFEHM URL 3R

K2 S B4 < 08 AR DUAS I 1 RR R BT A B AN X A . AN R R HUJE R 25 A
I T BEdR  HAtEE e 2 A shkad , an & 9-14 o,

.‘..1.'...1 » i ] - rim

File ions | Help
B & LN Y=

il
Y

J:pplr
)
Raport inhe
[¥] Broken links, ordered by
[#] Broken links, ordered by
[¥] Broken loeal 11
Redirected URLs
Fl.p and gopher WEL:

[ Valid text URL
[J5ite Map

[¥] statisti

[#] Orphan £i1.

B 9-14 ZEEEKANEE

IR Xenu ) =F s 1 7 20 BARSEBEIE— b 75 AR 48 003X\ 53 P i ot B 189 75 SR AN RS 7
A A TA] , fE R I 25 R % — R,

fifi FH Xenu Ko i) 5 42 75 220 B DL R LA .

(1) & AT 8K A AN HE 2 (Check external link) s iZI ATk . i www.
books. roqisoft. com 1% M il A > 75 5% . www. baidu. com. & & H T #3456k 4, th 2 K6 A
www. baidu. com. X SR A JEFRATIN 1 H bR o A 75 2832k Aok A 2B Bk 4

(2) 9 Z I (more options) , W i Z B E 100 MIFINLRE . e K2R 6 L)
N B S AR ZEEE. i (Report) A 23, b OO0 119 J& 7 &% 422 | rp W )9 3 4 42 L 42



T A RO

(3) HHEHERZ A R I T REAS Ik AT AR . T IRn T .

@ 13 58 BT S AR PR /R 02 AR AR 5 7 4R s S | B R T A

@ AW S Temp H 3, M BRI w30, XA H RN Z BN, — B&AAE C:\
Documents and Settings\ Administrator\Local Settings\ Temp B |, H:H Administrator A
ORI o BRI ) ST ) e SEARAC I B, J I B 2K Temp H MM BR . 28 )5 B8 dt v 4>
H ], AT 24 xenu Z AN ITA FE )7 XM . b7 1k Temp H S84 H] 5 005 M B
2R % H SRR s ASGEMM BR , 00 575 22 38 A% H 5% T T MBR JLJT A i B ST A s oK s 7
AR Z A BT DLRE L O AR I AR XA

@ MIBR5¢ 5 2 3% 1] Xenu F 10, 38 5 “ BE 00" —“fl 47 % 8 7o 2 AT R B . B 2R EE I
HERE AT, e XIS B, oy 45 A R BSR 1 — 2 nT DL AR R

T HAE 9

9.3.1 WNMERZH

RS I 285 2w i R J P g A R AR 3 kIR S AR o] LA BB R 4 O T R A L AL
8 ol A BT JCRCEE B . K 25 R DUE 6 Ok ok, Hid

B R — IR OKL X 28 I B 42 3 s 72 1E 1 119 78 B 42

i o R — AR A skip external iX 28— 2 TS A , % A 4 o)

20 8 F IRk —IR A2 timeout.not found.invalid response( JGIi Jif ) \no connection (%
A FE XKW EAR B T, 2T ERN AW, HBLR B RS R Z,
R 3 ] HE A DA D e A ] g ol PR 1) ik S 0, X 0 5 A ) DA I B 5K 2 T I
TR EERE . Al DA SO R sporp e B T O i B 4 A A L R Y &3 A S E R R I T A
% WA % 422, — PB4 — O BRI m] R B IR P DGO B 4 A 9-15 TR

9.3

& xenu - Denul) e =)

| [C) File Edit View Options Window Help _T=]x]

"B @HE» non [ E P
Address Status Type Size Title Date 5
http:/fwww.rogisoft.com/leat520/tsinghuaftesting/lavaE.. skip external PPT download
http:/fwww.rogisoft.com/fleaf520/tsinghuaftesting/Javak... skip external Document download
http:/fwww.tup.tsinghua.edu.cn/Resourceftsyz/035793-0..  skip external Sample Chapter download

Il http:/fwww.wgbook.com/ebooks/20101227/035793-01 ... skip external Free online reading “
http:/fwww.tup.tsinghua.edu.cn/book/Showbook.asp?C...  skip external SAGTA E S E A I EERIASP. ..
http:/fwww.rogisoft.com/leaf520/tsinghuaftesting /ASP.N... skip external PPT download
http:/fwww.rogisoft.com/leaf520/tsinghuaftesting/ASP.N... skip external Document download
http:/ fwww.tup.isinghua.edu.cn/Resourcefisyz/035796-0...  skip external Sample Chapter download
hitp:/fwww.wgbook.com/ebooks/20101227/035796-01_... skip external Free online reading
http:/fbooks.rogisoft.com/download fipm_reason.html not found ks Lz il o i
http://books.rogisoft.com/download/ipm_total.html not found ESESHEEHE R EREE..
http:/fbooks.rogisoft.com/photo/leat001 jpg ok image/jpeqg 21168 06.07.2014 18:42:43
http://ite m.jd.com/108904560. html skip external http://itemn jd.com/10890460.ht... |
http://product.dangdang.com/product.aspx?product_id...  skip external http://preduct.dangdang.com/...
http:/fwww.amazon.cn/gp/product/BO06LG3IXTOfref=fs.. skip external http:/fwww.amazon.cn/gp/pro..
http:/fproduct.china-pub.com/58669 skip external http:// product.china-pub.com/...
http:/fwww.taoshu.com/1536794. html skip external http:/fwenw.tacshu.com/15367... E|
http:/ fwrnww.tushucheng.com/book/2874786.html skip external http://www.tushucheng.com/b... -
4 i ] b
Ready Threads: 0 273 of 273 URLs (100 %) done 0:00:05
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FANAE URL A7 s P s o v, th 0] DL £E Retry broken links iy 2 3 5000 55 B &
4% e, P 9-16 R .

R . W Y oo

["A(Fle] edit View Options Window Help (o [&] x|
3 Check URL.. Cirl+N
Check URL List (Test)... Type Size Title Date "
Open... Crl+0  Liernal PPT download
Close Ctrl+W Erml Document download
Save Cirl+S rnal Sample Chapter download
Save As... rternal Free online reading
Export to TAB separated file... Cirl+T SN S e SRS SR ASP..
Export Page Map to TAB separated File... rnal PPT download
Export to GraphViz Fle... rternal Document download
Create Google Sitemap File... iternal Sample Chapter download
ernal Free online reading
Pause -
} nd AEEmE s h
Continue nd sa=HEEREPROERRE.. ‘
Stop immediately imane/inen 21168 06.07.2014 18:42:43
|| Retry broken Egks crl+R ol http://item.jd.com/10890460.ht...
Report R rnal http://product.dangdang.comy/...
Recent File rnal http://www.amazon.cn/gp/pro..
i rrial http://product.china-pub.com/...
n Bt e rnal http:/fwww.taoshu.comf15367... 'E] ‘
| http:/ v tushucheng.com/book/2874786.htm| skip external http:/fwww.tushucheng.com/b... .
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| 2Rt | | hadoop || MTESF [ flex | php | MAEEE | | Ul || andriod | &M@z | thinkphp || B3NE || MR »
<)

Broken link report g

Created with Xenu Link Sleuth 1.3.8 on January 27, 2015 at i
13:49:12

Root URL: http://books. rogisoft. com/

Table of contents

e Broken links, ordered by link

e Broken links, ordered by page

e List of redirected URLs

e List of valid URLs you can submit to a search engine
e Site Map of HIML pages with a Title

o Broken page-local links

e Orphan files

e Statistics for managers

Lisa McPherson?

Broken links, ordered by link:
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* Broken links, ordered by link * 33 (8% 3 ¥ s HE HE )Y

* Broken links, ordered by page * it 84 ) 8% 4% , ¥4 N o1 HE)JY .

x List of redirected URLs * € [n] [1¥) P HE 4 5,

% List of valid URLs you can submit to a search engine * n[ #2732 #I|{# & 5| % 1Y) A %%
HERETE .

% Site Map of HTML pages with a Title * 43—/~ Fra8 119 9 o1 31 [&]

% Broken page-local links * = W7 4s Hb 4% 4% .

* Orphan files * K7 3CF,

% Statistics for managers * & H 45T,

W5 %5 — T Broken links, ordered by link, Bl n] & 2| & W IR &84z, an 1 9-18 s,

Broken link report for Janua... %

-I/(I-_@ﬁI-e:j’ﬂC:Nsers;‘wlprpD&tquccalﬂempﬂGHF ve @ EExci P B A B o S 3 » | =

T

) ZFRE | | hadoop | ) MM | flex | php | MAEE || Ul || andriod | SEZ | thinkphp || S3%0MW | | MikiEE
Broken links, ordered by link: 7
http://books. roqisoft. com/download/ipm_reason. html H
error code: 404 (not found), linked from page(s):

http://books. roqisoft. com/download/recruit. html

http://books. rogisoft. com/download/ipm_total. html
error code: 404 (not found), linked from page(s):
http://books. rogisoft. com/download/recruit. html

http://books. rogisoft. com/iphp/ipm_reason. html
error code: 404 (not found), linked from page(s):

http://books. rogisoft. com/iphp/iphp recruit. html

http://books. rogisoft. com/1iphp/ipm_total. html
error code: 404 (not found), linked from page(s):
http://books. rogisoft. com/iphp/iphp recruit. html

http://books. rogisoft. com/1test2/ipm_reason. html
error code: 404 (not found), linked from page(s):
http://books. roqisoft. com/itest2/itest_recruit. html

http://books. rogisoft. com/itest2/ipm_total. html
error code: 404 (not found), linked from page(s):
http://books. rogisoft. com/itest2/itest_recruit. html

6 broken link(s) reported
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PEFEPRZL R R BE 4% (B 201 URL 36 WIER & A [l 81 11 UL 1 . a0 s I 25 21 3% A br 20 1)
URL, B K58 5k, JCACEE AR AE) » A s bR, ZE R RE S p e B @ a2, W 9-19
T 7S .
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|- =] x|
BEd|» v w446 F P
Address Status Type Size Title Drate o
http:/fwwn.rogisoft.com/leafS20/tsinghua/ftesting/lavaE...  skip external PPT download
http://www.rogisoft.com/leaf520/tsinghua/testing/lavaE... skip external Document download
http:/fwww.iupitsinghua.edu.cn/Resource/tsyz/035793-0...  skip external Sample Chapter download
| http:/fwww.wgbook.com/ebooks/20101227/035793-01_...  skip external Free online reading
http:/fwww.tuptsinghua.educn/book/Showbook.asp?C...  skip external AR5 SR A SR EASP...
http:/fwww.rogisoftcom/leaf320/tsinghuaftesting/ASP.N... skip external PPT download
http:/fwww.rogisoft.com/fleaf520/tsinghua/ftesting/ASP.N...  skip external Document download
http:/ fwww.tup.tsinghua.edu.cn/Resourceftsyzf035796-0...  skip external Sample Chapter download
http:/fwwwwgbook.com/ebooks /20101227 /035796-01 ... skip external Free online reading
http://books.rogisoft.com/download/ipm_reason.htm fai Tatl] HEEmE e iERE
http://books.rogisoft.com/download/fipm_total htr Copy URL SEEHSRUNEROER ..
http://books.rogisoft.com/photofleaf00l.jpg Open in Browser b 21168 06.07.2014 18:42:43
http://item.yd.com/10890460.html Open in Google cache http://item.jd.com/10890460 ht...
http://product.dangdang.com/product.aspx?prod Open in Wayback Machine http://product.dangdang.com/...
http:/fwww.amazon.cn/gp/product/BO0SLGIXTO/r P http://fwww.amazon.cn/gp/pro...
http://product.china-pub.com/58669 http://product.china-pub.com/...
http://www.taoshu.com/1536794.html Lt http://www.taoshu.com/15367... B l
http:/fwww.tushucheng.com/book/2B74786.html URL propartiac http:/fwww.tushucheng.com/b... —
4 T 3
Ready Threads: 0 273 of 273 URL= (100 %) done 0:00:05
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Crel )

Page URL: - '|
http: //bocks. roqizoft, comfiphp/ipm_reazon himl |

¥z | EEE
Titla or link text: |

PR R £ ik, THAENEBAREE
Fo links on this page Eiﬁ] Hjig%ﬁags ﬂ%f#ﬁﬁfﬁaﬁ

Fs
-
1 page linking to this omne: I
http://books. roqisoft. com/iphp/iphp_recruit. himl I -

TR R B TR e -

O —
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All pages, by result type:

ok 102 URLs | 37. 36%

skip external |165 URLs | 60. 44%

not found 6 URLs 2. 20%

Total 273 URLs | 100. 00%

9-21 books. rogisoft [0 iy 545 5

XA AT LLE L e R uh 273 48 58, A7 6 A I 0k B 4 4R AN B 2R R A 3
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& books. rogisoft.com/downlcad/fipm_reason.html

Wi ve| [l 52 crine- Pl & »- & % & L B-=- =
Lo Ut L} andriod | s | thinkphp | SREFIET L RS B wRSE

AtOr-Com

Website Hosting

ERROR 404 - PAGE NOT FOUND

Why am | seeing this page?

How to find the correct spelling and folder

404 Errors After Clicking WordPress Links

How to mod ur _htaccess file

B 9-22 FTIUERZBERE, HH 404 457

S0 E b Rl B AR 6 A HERE T B 404 BEIR .5 Xenu Kl 45 R — 2, 8 XA
MEE R G KNG A BT .

9.3.2 KNERRTF

TERT I 25 05 22 37 B 58 iU & 75 LR . 305 BOARA7F 9 HTML A% 3, I 9-23
PR .

@ Xenu - [Xenu2) “ 4 B B aEe»
File Edit View Options Window Help
“E S 0w B P
Address Status Type
text/html
| http:ffbooks roqi=zaft. comf
ftp host:
ftp user:
ftp
ftp
default index. html optional, e g
[Juse passive mode (For some Firewslls) text/htm
Hemu' s Link Sleuth will access your ftp site to image/jpeg
checl for orphan files. The input from thiz dialeg text/html
box will not be used for anything else than
I accessing the site and reading the directories. image/jpeg
text/html
image/jpeg
image/jpeg
C image/jpeg
L] LLLI
Ready
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9.3.3 T ENiX/HE
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(ZS]B#R]: ATl Web 4 RRAM T L ZAP 94 0 F
ERETHEZLAEEEMBYBRAR, 2R F LT ELEIETRAIRK
H S, ETAOCTHAI R ZAP T A X En Xt s . 554
EAH Web %47 @ehimF A E T L8R F ik,

10.1 94

10.1.1 ZAP &4y

OWASP Zed Attack Proxy (ZAP) —"1 % T M E A H T
Web i Ry e il 52 98 2 Wl T 1 B nf L TR 2T X A
A G Ot il A bt . 2= RS E M ATT A B BBk 1148 A s F
T H R 7 — 2/ T T2 8 22 2 il 19 T H

ZAP JE— PR 2 2l T e FF e 3 G 358 i . nf DL
TR PR e PR 2L 4= il 5 ACAD B 32 32 )« B B 4 Q3 ] Selenium fif( 3
HE regression test([BlIHM ) , [F] 5 ZAP 35 2= — 10y & &4 .

10.1.2 ZAP B8 S
. ﬁ:‘;%!ﬂ_ﬂﬂn

- BFH.

« HH.

© B,

o HPl. SR ZERE .
© XM .

10.1.3 ZAP W FEIjgE

o FFFIH,
o JmzIm,




* §L CSRF 4K,
« API,

« BirEiE.
- F R,
 Http ik,
o PEAEACHL,
« L,

« Wik

i ETIEREP
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o IR,
« JeH,
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10.2 ‘%3 ZAP
A~ B4 ZAP 2. 3.1 Windows $5 #E Rt 19 FH < A %4

10.2.1 IFEEXK

ZAP 2.3.1 Windows JRAATT 2L Java 7T B R G BL r DLH o %% Java 7 JDK 5% JRE
B RGP RIG2%E ZAP A 0] LIE & 3 30 5 PR 48 55 1% (B A ] L2228 B oh i i) g, ]
%:‘E‘ﬁﬁimjﬁ 1Eﬁ] ZAP Hd‘eﬁﬁfl\gﬁ?%’ JEIVEL ﬂ;iﬁaﬂ”@ 10—1 ﬁﬁfl\ o

Java Virtual Machine Launcher “ 1

@ Error: Could not create the Java Virtual Machine.

Error: A fatal exception has occurred. Program will exit. This application requires a Java Runtime Environment 1.7.0

| I

A 10-1 Java B4R

10.2.2 ZEHZHE(Windows)

TG

(1) BII VLT HaE FEZE 4] Zap_2. 3. 1_Windows. exe,

O TFZLHbhlk https://www. owasp. org/index. php/ZAP.

@ FESCEWE 10-2 iR

] IR B E R R N2 0 http: //books. rogisoft. com/download T Z ZAP #{4:.



ZAP 2.3.1 Standard 1

Windows 2014-05-21 66.3 MB Download now
“LINUX ] Cross pratiorm 20T405-21 TT.9 VB Wil W
Mac OS/X 2014-05-21 212.0 MB Download now

& 10-2 34

(2) Wit Zap_2. 3. 1_Windows. exe J & 22 %% , B S 7 HF W A0, ff Next $#4 , W0
K 10-3 ffrz,
' §8) Setup - OWASP Zed Attack Proxy 2.3.1 eSane <)

Welcome to the OWASP Zed
Attack Proxy 2.3.1 Setup Wizard

This will install OWASP ZAP Version 2.3.1 on your computer,

Itis recommended that you dose all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

&l 10-3  IkiB F i
it A% A2 PR F I L 0t P 3R 42 52 P SR T L AR S iy Nexe #2241, a0 & 10-4 o,
"8 Setup - MASPMAE&WE.S._E&E-

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
] agreement before continuing with the installation.

Preamble -

The mtent of this document is to state the conditions under which a
Package may be copied. such that the Copynght Holder mamntains some
semblance of artistic control over the development of the package, while
giving the users of the package the nght to use and distnbute the
Package in a more-or-less customary fashion. plus the nght to make
reasonable modifications.

Thnifim i mw ma

(") I do not accept the agreement

I | <Bak || Next> Cancel

B 10-4 il A

] B B - = G 9
.1




E AR PR H R, ol LAt Browser $ 4l A & X &% H & i Next 4%l #
AT —# .l DB H 3 B3 S Next #E83EAF—2, 10 E 10-5 i,
Bl Setup - OWASP Zed Attack Proxy 2.3.1 I el e

Select Destination Location
Where should OWASP Zed Attack Proxy 2.3. 1 be installed?

{ l Setup will install OWASP Zed Attack Proxy 2.3.1into the following folder.

To continue, dick Mext. If you would like to select a different folder, didk Browse.

Browse...

At least 94.1 MB of free disk space is required.

| <Back || Next> Cancel

B 10-5 EIEFELIEHEE

Al LIy Browser fi fll BE £ I s F2e b H 5, dnl DL BN B 5% B 48 9 Next %
AT —20 . WE 10-6 fw .

- OWASP Zed Attack Proxy 2.3.1 = &
Select Start Menu Folder
Where should Setup place the program'’s shortcuts? (L™

l Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

OWASP | Browse... |

[ | Don't create a Start Menu folder

| <geck |(_Mext> | [ cancel |

B 10-6 BEFEITIHIHE A F

fEiX— . 0] DL £8 Create a desktop icon &2 ¥ HE B 2 — 4~ 5 1A A #5 . 1€ £ Create a
Quick Launch icon & ¥ AHE @) #E — A~ e 5 52 P bR L 24 9Kt n] DL & AP AS 28 . I8 4 52 1 bR
R P S5 0 [ bl AN g B I 10-7 B,

N — BT A AT, A 10-8 B s, By Intall 4% FHOT 462035 WP 10-9 PR 225
IEAEHALTH .



Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing OWASP Zed
Attack Proxy 2.3.1, then dick Next.

Additional icons:

[¥] Create a desktop icon
(7] Create a Quick Launch icon

| <Badk |[ Mext> | | cancel |

B 10-7 Al m E R

) sewr - OASP 2o Rl Proy 221 gl IR

Ready to Install
Setup is now ready to begin instaling OWASP Zed Attadk Proxy 2.3.1 on your
computer.
Click Install to continue with the installation, or didk Badck if you want to review or
change any settings.
Destination location: -
C:\Program Files (x86)\OWASP\Zed Attack Proxy
Start Menu folder:
I OWASP
Additional tasks:
Additional icons:
Create a desktop icon
'l 3
| ]
A 10-8 MR LR
B s - owasp e anackbrony 231 I e
Installing
Please wait while Setup installs OWASP Zed Attack Proxy 2.3.1 on your
computer.
C:\Program Files (x86)\OWASP\Zed Attack Proxylib\commons-collections-3. 2, 1.jar

-

& 10-9 ZEH#fTH



HEF e G B HE AW 10-10 A2 19 22288 52 i 5, s Finish ¥ 8L 8 56 il %2
WL B IR,

ij5 Setup - OWASP Zed Attack Proxy 2.3.1 = L]

Completing the OWASP Zed
Attack Proxy 2.3.1 Setup Wizard

Setup has finished installing OWASP Zed Attack Proxy 2.3.1
on your computer, The application may be launched by
selecting the installed icons.

Click Finish to exit Setup.

& 10-10 35

10.3  FEAR
ZAP S FHACEL) T ORI uly , o] DL ik ZAP & 3 A 135 SR e 5, ik ] DL A
AN A AJAX, i HLidk o] DLz e B 8 ST ol — 4~ 395K, &R w02, 4 1& 10-11 B
: Mdiﬁsﬁ]'rﬂlﬁhlﬂdlﬂ T._-}ﬁcriDtCnnsule]

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP i an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

Please be aware that you should only aftack applications that you have been spedfically been given permission 1o test

To quickly test an application, enter its URL below and press ‘Altack’.

I

URL fo altack hitp:if @ Select..
5 ik W Stop
Progress: Mot started

& 10-11 22 F 35 K A0 g

10.3.1 BERIE

TEIFHR T30 Z Al . 5 ZEMC B ZAP AR5 (U

£ Tool g BACHE, PE£~ T A" gL " a5 & . W& 10-12 fro .

PEFE“A M AC 7 2k 01, BN 2 © & BC & 4 1Y, a0 2R o 10 A ob 28 n] DLAE B 1T, A
&l 10-13 fifsi,

£ Windows [ Google Chrome [0 B CH LRI .
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Sy

|t g EE S e LY online #m

li&andardmndegl_’]ﬁ T Yy =eb Db K
[ @t [ L scripts | | BrowseA”! | W= | 5 ehtf [ L) Sorir
orel e Gl o Ctri+E
@ s Toggle break on all requests Ctri+B
Toggle break on all responses cri+at+-8 e OWASP Zed /
=5 Cirl+S
in Ol C ted penetration testing tool for fin:
gin R o1 ooy altack appiicalions hialy
Add a custom HTTP break point... Ctri+A
Advanced Active Scan... Cirl+AltvA | enter its URL below and press *#
FimERimiES Cirl+M
Run the Garbage Collector i
Manual Send WebSocket Message
oy 7 %% | HSop
Ctri+Al+0O
IEAS ) /

| (1&# | <gHtpSessions | () ZestResuts | L'{'J.Eients | &% webSockets | & AIAXS
G#% | Xeis | Mmig | ) zapE | Wseider | ForcedBrowss

A 10-12 B ERLHSER

) Options

¥ Oplions I W {E1 i
Active Scan Input Veclors i Y

AJAX Spider

Anti CSRF Tokens .
AP Address (eg localhost, 127.0.0.1) localhost
Applications : .
Authentication (Deprecated) Port (eg 8080) 8080 B
Breakpoints

Cc:mmz:n Set your browser proxy seting using the above. The hitp port and hitps port must be the

Dalabase Same pon as above.
Dynamic SSL Certificates (/] Modify/Remove "Accept-Encoding” request-header

Encode/Decode (/] Always unzip gzipped content
Extensions .
Forced Browse [ Sacurity Protocols
Fuzzer
Global Exclude URL (Beta) o ssL3 ) TLS1 () TLS 1.1 () TLS 12

Htip Sessions - ~
Keyboard
Language
Search
Spider
WebSackets

Fhi38

Wmip3iE

10-13  Fc & L

Ay A S FEHL, £ FE Settings a2, WA 10-14 s,

R 5 B Change proxy settings fEH B AACHE ., A 10-15 Fras .

RS LAN f# FHACH AR 55 257 . # A localhost 7E A HbAE . 8080 YE A 11, Btk “Hfj 52
FFH 58 BUACREIC L an &l 10-16 .

£ Windows ) FireFox I it B1CHE. #%4E Alt 8,2 B8 32, T HF Tools—Options
a2 W 10-17 FR .

s H PRI 7 1T, EHE Advanced—>Network—>Settings ¥4, W& 10-18 7~ .



L= | CV -]

New tab Crl+T
New window Ctrl+N
New incognito window  Ctrl+Shift+N
Bookmarks 3
Recent Tabs »
Edit Cut Copy Paste
Save page as.. Ctrl+S
Find... Ctrl+F
Print... Ctrl+P
Zoom - 100% + -
History Ctrl+H
Downloads Ctrl+]J

Sign in to Chrome...

& 10-14 Chrome f¢ B {LH3E 30

iﬂ"h‘brnm.ﬁ ? 2
mR [wx (B |mE |8 @z (36 |
o TR el it M CRE
% & e & MG e
St G)...
_ i
pmE s SR GEESE . NEE e whe G
B Lo SR 1 .
B GRTERMgTReR | (SRR )
Lo || B | @AW

F10E

MNetwork

Google Chrome is using your computer's system proxy settings to connect to the network.

Change proxy settings...

& 10-15 Chrome fi¢ &/t

(@ mmmLANRE

1

azEN
Eﬁﬂ&ll#ﬁﬂ- ERRYAFHRE. ARFORE

Y ashENREw
CHHaREERES)
kR

fRAR%E
CRUNEARERFERERETHT RS L veN F8

i at(E): &[T B0BO
T EEER A BTN )

localhost

1 (]

L

B 10-16 Chrome Fi¢ & {3

File Edit View History Bookmarks

Downloads Ctrl+)

é B @ @ download.cnet.com/Goo

Add-ons  Ctrl+Shift+A
Set Up Sync...

SQL Inject Me 3
Web Developer >
Page Info

Options

A 10-17 FireFox 38

ZAP WebZ£llii TH




e ]| | |

lﬁQ@ &8 Q

Tabs  Search Content Applications Privacy Security  Sync

General | Data Choices | Network] Update| Certificates|

Connection

Configure how Firefox connects to the Internet

[r—

Cached Web Content

Your web content cache is currently using 2.6 MB of disk space Clear Now

Override automatic cache management
Limit cache to 35{)@ MB of space

Offline Web Content and User Data

Your application cache is currently using 0 bytes of disk space

]
g

Tell me when a website asks to store data for offline use Exceptions...

The following websites are allowed to store data for offline use:

oK | Cancel | Help

B 10-18 FireFox #ET & 1

£ F Manual proxy configurations HL.1¥EF% #l , fif A localhost £ 8 Http Proxy, 8080 fE
A Port, By OK % 51 5¢ AR MNC & . 4N 10-19 Fras.

Connection Settings .

Configure Proxies to Access the Internet

©) No proxy

) Auto-detect proxy settings for this network
(©) Use system proxy settings

@ Manual proxy configuration:

HTTP Proxy: |

SSL Proxy: |

ETP Proxy: | | P‘“:q
SOCKS Host: | Port: [ 0F

SOCKS vl (@ SOCKS w5 Remote DNS

Mo Proxy for:
localhost, 127.0.0.1 ‘

Example: .mozilla.org, .net.nz, 192.168.1.0/24
@) Automatic proxy configuration URL:

|

Do not prompt for authentication if password is saved

oK [Cmc\dHLIulp

B 10-19 FireFox Bt & {tHH
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10.3.3 AR R@

& 10-22 #{AfELRE

W 10-23 s — N FEHE I,
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it W8 & 44t RS TR Online #RE)

(Sandardmode v) | | L M~ ¢ B 08 O8O0 V =«hroXEdE o

%
¥ 0 M hitpoidemo testiire net A
[ P % GET:default aspx
[ ] M % GET:default aspx{conter
[ ] P % GETfeedback aspx
[ m  GET:Privacypolicy.aspx(
» [ % admin

» 5 m woank M AEFH

= WK | R | X PER

|| To quickly test an application, enter its URL below and press ‘Alack.

| Script Console

roxy

ZAP Is an easy to use integrated penetration testing tool for inding vulnerabilities in web applications.

Please be aware that you should only attack applications that you have been specifically been given permission 1o test

A Ak E

/
|j o % GET.col.exe URL to attack: hitp:idemo lestfire nelf ” @ Select.. l
|| P # GET:survey_questions, —
. Tl W Stop

[ ] P % GET:style.css [ 7 ] J

[ ] P ® GET disclaimer htm{url Progress: Aftack complete - see the Aleris tab for details of any issues found
I _ <
|| L L '\_ — = »
. | GHipSessions | () ZestResuts | L Clients #¥ WebSockets | skAlaxspider | | &t |

D EEWIE /" Forced Browse

@e FERSre BESHETIERT .

Ivﬁmma o _
» [ M Cross Site Scripting (Reflected) (4) BRI LR IS E R T EEF SR -
> @ R saL injedion 2) A BT R AR
* | ™ Application Error disclosure (2)
» (@ M Directory browsing (2) Il
L ﬁ U Cookie set without HitpOnly lag (55) = ?%—{w:ll:l: --§ |

I » [ /™ Cross-domain JavaScript source file inclusion
* | ' Password Autocomplete in browser (2)
> 1 ¥-Content-Type-Opfions header missing (87)
- [ X-Frame-Opfions header not set (63)

| e m2 p2 na p LEE H 0 o 0 o G0 ¥o

F 10-23 FEO




(1) Al Uvs el A A sh ik fn 3 Tl T H

(2) T AR — 2650 F ) BE I 4461 .

(3) B 1 AE F 0 L ZE 72 o S s sl i 4 I AS vk

(4) THEXE EAT Ol LS oR B 20 K . R A AS

(5) THERXA—M5 B L ETAAERX T, BoaidEgnmy A a4 R T il 75,
(6) IR JICHR /s A B & 45 B0 A0 &

FE: ATRaOME . REDERELERIBEELEZ R,

F DA S SRR TR R R IR P 3 S5 R R CIRAEEE

10.3.4 EXIEE

S HOR B AL 5 T A R AR 2 W 10-24 Firos .,
(1) MU sEsprp e B g il a2 R I AR AE A 208 . it 2 Bos A 10-25
JIT 7 A5 HE 5 15 D003l 2 A0 RO\ A i — 4, 2R f A I URL.

Kl 10-24 SEHEE & 10-25 WABTEHEIE

(2) NUSCPF7 B R £ AT IF 2530 7 2 B £ — > Z 00 B @R A7 19 230, 8% 2 84T
I WRAT IF Z R A GRAT SR 2300 R 22 5 390 T A B
(3) W“T H7 R e £ “ eI &, B B A AU, an &l 10-26 Fros
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(4) MN*T H o h £ % m " ay 2, i% B Connection(iX B timeout I [8] L K o 454K,
AR T 55 I 10-27 R .

v Options A [comecton g
Active Scan Input Vectors

AJAX Spider l|
||

Anti CSRF Tokens
API

Applications
Authentication (Deprecated]

Breakpoints
Certificate
Lonnectior
Database
Dynamic SSL Certificates
Encode/Decode
Extensions
Forced Browse

10-27 WHELE

(5) T H7S A e R 10”7, i &~ Spider” (B B HE LML S) AN E 10-28 fias,

10-28 EEEH

(6) M T H7S B B FF 25 01" 6y 4, I F “Forced Browse” (AL ] 5 A #8134 ,
ik 10-29 iR,

iR 1) D) Y 2 — A A2 ek, U ]I 26 R e iy FH R Y 5 ) AR AT ol DA ) A 5 95, Bk
A nl LA 28 SRR 2348 R B H S R B BE 2 10 N2, EE An ik I H SR ST L — 28 1
3 FIC ¥ SCF . X BB IR ) R A 6iff A5 AH O N AR v i OB B A0 PR | P S I &5 Sk
5 T A X B T B A G A TS AR 5 B A

FHZE— A F @ I MR B URL S 8008 A, #E47 ] F0 1 55 I8 0

XA P AR E T ) URL KA A 2R LR

www. site-example. com/users/calendar. php/userl /20070715

fEiX A URL H, nf GB 4155 H1 7 24 Cuser D) A1 H HH (20070715) , 4n S ax A~ H P A B 2 2% )
WY Bk, o] PL 22 i URL:

www. site-example. com/users/calendar. php/user6/20070716
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(7) M4 Hr 7 S5 B B 5 T 3 ORI i A (e B HI R s L Wi 10-30 o,

H=lees
=PI
IRSEEE
£
AR

10-30 R

10.3.5 TITIERTE

(1) 5% (VG S8 R R R e A 1 I e 42 1L i D g L FT & A~ URL, B i Jir A 4%
L IHG IS — VIR A, L i R Y XFF 2 A I8 A8 15— A P PR A AE AN ]
1) 3CF RGN — AP e, 3 38— B 22008 .

(2) M€y . A Fwg ek £ 20 F7 A5 k. M€ A e 45 4B & e, (BT AJAX R BRI AS 2 AR
A AE X B & F ] ATJAX Spider 47, B2 AJAX Spider JEfT i BE S B R £, W
K 10-31 i,

(3) Z& 7414 8 HI2E 34 AR 30 R 8¢ 5 | ) SR HE 5%

(4) FEshF1H . (A 3 sh 34 A 4R 3 A 1 il .

(5) FahIat: FiRPEaGF IR B AN Isi, b 7R3 0 200 I . 75 28 T3 5l R




&l 10-31 AJAX Spider

Y .
(6) J38he A — T b 345 1 Dy fe , A8 8 3 B i i CR 2258 e B A B A OC , A I 22 38€
Ja W RE A I HED .

(7) th T ZAP J& 0] DL#GER A 138 2R R 5L 1), B0 35 i A X e 550408 o] DL o ZAP
e, fu4E HTTP.HTTPS., WebSockets and Post {5 B, W& 10-32 Jif 78,3k 36 T HEL |-
(1 4% 1 2 H R 4 11 By A0 1

A 10-32 B W7 S ik

f£ Break Tab H ./~ (9 HUF B2 0] LI 3222 10 . B € i I 2 ] DR 4 4
FH 3 LI — BB 0] > (5 EL .

10.4 Azl sl

1 A AR R dE http://demo. testfire. net/AE A SEHIK UEHiE ZAP A 314 .

10.4.1 HEERE

(1) I T H S prh BEPE I " iy A, e B A HACEE”, an & 10-33 s,
(2) I L, I 10-34 Fros.
(3) Pt EFIH g, A 10-35 Fios.

10.4.2 FAFETE

(1) fag ARE B 9 M35 1 URL, Wil 10-36 s,
(2) iy Attack () % 1, ZAP ¥ 22 A sh TE B A~ W wh 19 fif /5 URL, 3F 17 F 30

1 .
(3) FRFBGHESH RN FE ], WA 10-37 Frs A,

(4) Mgy Active Scan FZ 4, 7] LA B 5¢ b 100 % . a0 10-38 iz,
(5) Hiil; Spider $& 41 , °] LAFE B 5 1 100 %6, WP 10-39 i



Breakpoints

Connection

Database

Dynamic S5L Certificates
Encode/Decode
Extensions

Forced Browse

Fuzer

Global Exclude URL (Beta)
Hitp Sessions

Language

10-33 HECEfCH

% '_'.‘: =E= 14 =

Standard mode |v) | | &3 &l M = D B0 OE@E: ¢

= Safe mode: will not allow you to do anything potentially dangerous
.fﬁ;ﬁ Protected mode: will only allow you to do potentially dangerous things on items in Scope
Standard mode: will allow you to do potentially dangerous things on anything! .

10-34 H#HERK
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Welcome to the OWASP Zed Attack Proxy (ZAP) )

ZAP is an easy to use integrated penefration tasting tool for finding vulnerabilities in web applications. ‘
Please be aware thal you should only attack applicalions thal you have been spedfically been given permission to test

T quickly test an application, enter its URL below and press "Altack’”.

URL to atiack hitp:idemo testfire net | @ Seleat.. |
& Aftack M stop |
Progress: Aftack complele - see the Alerts tab for delails of any issues found

Far a more in deplh test you should explore your application using your browser or automated regression tests while proxying through ZAP.

If you are using Firefox 24.0 or later you can use Plug-n-Hack' to configure your browser.

Configure your browser. " Plug-n-Hack

Or point your browser at. | hitpailocalhost8080/pnh/

B 10-36 % A fF Ty o

Welcome to the OWASP Zed Attack Proxy (ZAP) )

ZAP iz an easy to use integrated penefration tasting tool for finding vulnerabilities in web applications. ‘
Flease be aware thal you should only attack applications thal you have been spedfically been given permission to lest

To quickly test an application, enter its URL below and press "Altack’.

IRL to altack hitp:fifidemo testire net | .- Selec.. |
& Atack M stop |
Progress: Atlack complele - see the Alerts tab for delails of any iIssues found

Far a more in depth test you shiould explore your application using your browser or automated regression tests while proxying through ZAP.

If you are using Firefox 24.0 or later you can use Plug-n-Hack' to configure your browser.

Configure your browser. " Plug-n-Hack

Or point your browser at | hitpzifocalhost8080/pnh/

B 10-37 Iiseke

2 History | S, Search _me | Output | 3¢ Break Points

B ) NewScan ' Progress: |0 nipidemotestirenet W) I MW B . oWe% ... W¥cumnsa

I | Req Timestamp | Resp. Timestamp | Method | URL | Code |R
1164 0410115 13:13:10 0410115 13:13:10 GET hitp:fidemo testfire neyl /{11 S 114 J1L 11011 ANEBHNF.. 403 F
1,165 040115 13:13:09 04115131310 POST http:idemao lestfire neticomment. aspx 200 C©
1,166 0410115 13:13:10 0410115 13:13:11 GET hitp tidemo.testire.netil /i1 1L 111111111 NWindows.. 403 F
1167 0400115 13:13:11 0410115 13:13:11 GET hitp:lidemo.testire.neul. /11,111 LJ1IL 111 1] jetcipass.. 403 F
1168 0410115 13:13:10 0410115 131311 POST hiip.iidemo lestfire nelicomment.aspx 200 ©
1160 D4I01A5 131311 0410115 13:13:12 GET hiip-lidemo testfire net%5C_%5C. %5C. %5C H5C %5C_%.. 403 F
1170 0410115 13:13:11 0410115 13:13:12 POST hitp fidemo festfire neticomment aspx 200 C
1171 0405 1313112 04mINs 131312 GET http:idemao lestire net™5C. %5C. %5C %5C. %5C . %5C_%. . 403 F
1172 040115 13:13:12 0410115 13:13:13 GET hiip lidemo testire Net%5C_%5C. %5C. %5C. %5C._%5C_%... 403 F
1173 04101115 131312 040115 13:13:13 POST hitp lidemo testfire nevcomment aspx 200 C
1,174 D4DIN5 131313 0401115121313 GET httpidemo testfirenet L L LLL LI 131111 T ANEBINF%. . 403 F
1175 04101115 131313 0410115 13:13:14 GET hitp-lidemo.testfire et /1.1 i1 111 il 11111 Aindows%. 4031 F
1176 0410115 13:13:14 0410115 13:13:14 GET hitp:lidemo. testire.netl 1 1L 1.1J111 111111 fetcipasswd 403 F
1977 040115 1313113 04MIN5 131314 POST httpidemo lesHire neticomment. aspx 200 C©
1178 0410115 13:13:14 0410115 13:13:15 GET hiip lidemo testire netl_%5C._%5C._%5C._%5C. %5C_%5C._.. 403 F
1179 04101115 131315 0410115 13:13:15 GET hitp-fidemo festire nel_%5C. %5C. %5C. %5C_%5C_%5C. ... 403 F
1,180 _04/01/15 13:13:15 040115 1313116 GET hitp:iidemo.testire. ney.%5C. %5C. %5C. %5C..%5C. %5C. . 403 F

Alerds M4 3 D5

& 10-38 Active Scan

(6) Hoy AlertsCE ) Fie#H . 1T LLFE B 319 ok 19 BT A7 e il , an &l 10-40 Ffrzs

Aty B — A~ i v DL 290 R, an 1 o XSS B il I3, 5 Bl DUAR $i T~ T 4% & 45

P& EI, E 10-41 s,



| Processed | Method |uRI
] @ET ity it festfire net
- GET hiip-idemn f=atire. netvobots
- GET Riip fidermn eatire. netiatensp sl
- GET By v v w3 e TRAR R TV b -alricd el
. QET hitpciivew v w3 orgi 1 B9 8kdimi
- GET hitpiidemn festfire.netidefaut sspx
. GET hilipivew w s conidenioparwarkaidownladamiippacan’
5} OET hitp:fidemo festie nedbankAopin asp
- GET iestire " \sele_cortact him
- GET il im0 fest e et Teadbact sse
L ] GET hitp:idemo festfire P P ail him
= GET hitp-idemo =stfre faulaspxFeontent him
- GET hitp:fidema festfre netidefaut aspePeontent nuida kim
L ] GET it i st e e Tiul ms o el a0 nal_defsad bm
- GET hiip-fidemo festfre BEpET r I_checking him
- GET http:de o destfre.nevds faut asp P cantent i_ioans. him
- GET hitp e iest e fetde Taul s eonlonlepersonal_caids.him

FREENZSETHTZERT.

» [ M Cross Site Scripting (Reflected) (4) W) [ TR i 0y | 25 (3 1 1= e W T o0 |5

> [ M saL injection (2) AR TR R .
» [ ™ Application Error disclosure (2)
> [ ® Directory browsing (2)

» [ ™ Cookie set without HitpOnly flag (55)

» (@ # Cross-domain JavaScript source file inclusion
* [ ™ Password Autocomplete in browser (2)

> -' U ¥-Content-Type-Oplions header missing (98)
» ([l ™ X-Frame-Options header not set (63)

& 10-40 Alerts(HA#EH)

T® miss
¥ & M hitp fidemo testire. net
'] ® % GET:default aspx
| M % GET default aspx{content)
A w # GET.Privacypolicy.aspu(sec,template)
* L R % admin
» [ ™ W bank
|l ® ® GETfeedback aspx
| ™ % GET:cgi.exe
D 4 ¥ GET:survey_guestions.aspx
[ ® ®GET:style.css
| P % GET-disclaimer. htm(url)
D [ W% POST.comment.aspx(chile comments email_addrname subject sub
| P # GET:high_yield_investments.htm
| ® % GET-default aspx(content job)
[ ™ GET:bank
[ Fi M imanas

hitp:idemo testire netinotfound. aspr?as prerrorpath=%3C%2Fb*

=ib==gcript=aler(1),</script=<b>=

=fb==script=aler(1)</script=<b=

Cross-site Scripting (X53) is an aftack technigue that involves echoing 3
ingtance can be a standard web browser client, or a browser objed embse
an R3S reader, or an email client. The code itself is usually written in

Y@ 2RO
v [ M Cross Site
B GET hitpid
- GET. hitpldemo festire nel’search.aspx’bioearc
(%] POST. hitp.iidemo testire.netbankflogin.aspx
[ POST: hitp:idemo testfire.neticomment. aspx
» (B ™ saL Injection (2)
» [ ™ Application Error disclosure (2)
» (i P Directory browsing (2)
* [ = Cookie set without HitpOnly flag (55)

» [ = Cross-domain JavaScript source file inclusion
- ce ce - -~

Phase: Architeciure and Design
Use avetted library or framework that does nol allow this weakness lo oo
avoid.

Cross-sifi
browser ¢

10-41 XSS ¥ il 1,



F 10-42 fro, J& SQL injection g 17 I 8 %8s . 3 H ol AR F T H# A B R &1
I,

pr
v

8
i

hitp:'demo.testfire.netlbankfogin.aspx

SOL injection may be possible

The page results were successfully manipulated using the
boolean conditions [ZAP° AND "1°="1"' — ] and [ZAP' OR"1'="1" -]
The parameter value being modified was NOT stripped from the

Do not trust client side input, even if there is dient side validation rl
in place.
In general, type check all data on the server side.

& 10-42 SQL injection kg i ]
(7 FTHFHR 3k 63, n] DL BN 3 1 e A 35K . & 10-43 ffos .

* @ MsSites

GET http://demo.testfire.net/CopyXio(2)X28cfX28scarch.aspx HTTR/1.1
¥ i M hitpidama testfire et

) User-Agent: Mezilla/4.8 {compatible; MSIE 6.8; Windows NT 5.8;)
| M GET:Copy (3) of comment aspx Pragma: no-cache
] ™ GET:Copy (2) of comment aspx Cache-Control: no-cache

comm Content-Length: &
'] P GET-Copy of enl.aspx Cookie: ASP.MNET_Sessionld=pj2idfjutqSspejmirbydras

Host: demo.testfire.net

M GET:Copy (3) of search.aspx

| B GET-Capy of search.aspx
.__'] M GET:Caopy (3) of survey_guestions aspx
] M GET:Copy (2) of survey_guestions. aspx
| ® GET:Copy of survey_questions_aspx
] M GET:Copy (3) of feedback.aspx
] P GET:Copy (2) of feedback aspx
|| P GET:Copy of feedback aspx
|| M GET.Capy () of default.aspn
| MGET:Copy (2) of default aspu
* 5] A Copy of bank
|| PuGET:Copy of default aspx
| P GET:Copy {3) of Privacypalicy aspx
|| M GET:Copy (2) of Privacypalicy.aspx
] M GET:Copy of Privacypolicy aspe
] ™ % GET:robols
7| P % GET:stlemap.mi
| M ¥ GET.Privacypalicy. asprisec iemplate)

B 10-43 FFE R

10.4.3 #—FHRE
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H “Force Browse”;

X HL Pl p B 300 B i R DN YE A AT T Il L i DL Y AR 4T JF http://demo.
testfire. net/ . A HE 1F uli }a %1 & B £ BE demo. testfire. net: 80,58 J5 M List H it B — 1~
%, .7 Start Force Browse J1f . W 10-44 ff s,

Site:| demo festfire.net 80 |W|List | directory-list-1.06¢ (w] [ 11 W 0%

Req. Timestamp | Resp. Timestamp | Method | URL

Mertls 4 I3 K5 MM

K 10-44 Force Browse

(2) MAB MW A FJH BRI K, 3£ “Generate anti CSRF test FORM” & Tiii , 40
B 10-45 T,

L] P GET-Copy (3) of Privacypolicy aspx = | |PosT http://demo.testfire.
|| M GET:Copy (2) of Privacypolicy.aspx User-Agent: Mozilla/4.8 (c
.| M GET:Copy of Privacypolicy.aspx Pragma: no-cache
] ™ % GETrobots td Cache-Control: no-cache
_| ™ W GET:sitemap.xmi Content-Type: application/
| M % GET-Privacypolicy.aspx(sec.lemplate) Content-Length: 78

) ’ Host: demo.testfire.net

j M GET Privacypolicy.aspx(sec,sleep 5s template) .\

:l [ GETPrivacypolicy - Copy.aspx

_ | ™ GET:-Privacypolicy - Copy (2).aspx

] M GET:Privacypolicy - Copy (3).aspx

_ | ™ GETPrivacypolicybackup.aspx ﬂ
» ] ™ % bank

|| M % GET:default aspx cfile=comments. txtiname=+5

_| ™ W GET.default. aspx(content)

] ™ % GETfeedbackaspx

j M & GET:survey_gquestions.aspx

] ™ % GETstyle.css

| ™ # GET search.aspx{tdSearch)

M & GET disclaimer htm{url)

_| M % GEThigh_yield_investments htm Altack >
| ™ % GETretirement htm Delete

| M ® GET.inside_points_of_interesthtm | o 10 in Context
_| M % GET-servererror.aspx(aspxermorpath) Flag as Context

- et P ' Alerts Y Output Run application Forcad B .
— @\ F Ij L Exclude from Context 2‘ m: . '
Host | demo.testfire.net |¥] b (I L Resend...

Mew Alert...
Port
Show in History tab
Open URL in Browser

yryrwyyvw

Copy URLs to clipboard
Exclude from >
Break__

Alerts for this node >

zenerate anti CSRF test FORM

Invoke with script... [ 2
Add to Zest Script b
Record Zest dient script from node...

10-45 Generate anti CSRF test FORM




(3) BFTH — A3 2T & CSRF proof of concept, B4 POST iR 19 Z R .
Wi n] DL A, a0 10-46 s,

@ http://localhost:8080/OTHER/acsrf/other/genFon O ~ B &

Edit View Favorites Tools Help

3% B Suggested Sites ¥ & Web Slice Gallery ¥ . SoftStub 3 index_new

http://demo.testfire.net/comment.aspx

cfile comments txt
comments
email addr ZAP
name
subject <script>alert("hello™)</script>
submit Submit
Submit

K 10-46 DhiEidoK

(4) X FREA GRS F G\ AL G0, E 10-47 Pros . FHFHME R . A F
Alerts Tab, A4 i Report, &4 & A G, I & A GO B AE T4 0 0 e ] 2548 2l AR A5, & %b
U 3

| | P GET:Copy (3) of Privacypolicy.aspx A
| | ™ GET-:Copy (2) of Privacypolicy.aspx
| | M GET-Copy of Privacypalicy.aspx
|| ™ % GETrobots b
| | ™ % GET:sitemapxmi
| | M % GET Privacypolicy.aspx(sec template)
| | M GETPrivacypolicy.aspx(sec,sleep 5s template) ~
| | P GET-Privacypolicy - Copy.aspx
| | M GET-Privacypolicy - Copy (2).aspx
| | M GET:Privacypolicy - Copy (3).aspx
| | M GET-Privacypolicybackup.aspx
» [ M @ bank
N |
1
L]
i Include in Context [
M : Flag as Context il 1 Form-based Auth Login request
M Run application »
| q Exclude from Context >
i Resend... subject, submit)
I_L Mew Alert._.
i Show in History tab
|| m % GETinsi{ OpenURL in Browser
| ™ % GET:sen CopyURLSs to clipboard
Exclude from >
| = History | € Search | preak . M Active Scan | 3 Spider | /* Force
Jost [m - I ! glarlsmrhis.nﬂda >
enerate anti CSRF test FORM
Port Invoke with script._. |
Add to Zest Script >
Record Zest client script from node_.
Compare 2 requests
Compare 2 responses
Monitor clients [ ]
Include Channel Url in Context >
Exclude Channel Url from Context »>
Refresh Sites tree
Save Raw >

K 10-47 Logon



10.4.4 HEER
S| FE A FIR B LS o, 2 2R (Alert Tab) 28 B &I 25 1 N 10-48 Jiff s .

(Eme [ e [ Xes [ES@s] ) imE | %o
@@

> ﬁ‘ M Cross Site Scripting (Reflected) (4)
» (@ ™ SQL Injection (2)

» [ P Application Error disclosure (2)

> ﬁ‘ A Directory browsing (2)

> ﬁ‘ i Cookie set without HitpOnly flag (55)
> ﬁ F Cross-domain JavaScript source file inclusion |]
> ﬁ' o Password Autocomplete in browser (2)

> ﬁ' U X-Content-Type-Options header missing (98)
> ﬁ‘ M X-Frame-Options header not set (63)
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General| Data Choices | Network| Update| Certificates

Connection

Configure how Firefox connects to the Internet
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Cached Web Content
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Contexts

v @ M Sites

» | hitp:laddons.g-fox.cn
» [ M hitp:/icciv firefoxchina.cn
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» | Finttp:’download.cdn.mozilla.net
] nitp:iwwwin_cisco.com

& 10-52 IDE o il &4

HAFTEAT5E 1 . il 10-53 Tl

(=} Contexts
v @ M Sites

» | hitp:iaddons.g-fox.cn
» [ hitp:iadu.g-fox.cn

> | P hitpliccv fi

» | R http/idown
| ] nitp:ihawewin.c|

Delete
Include in Context

Flag as Context

Run application

Exclude from Context

Resend...

New Alert .

Show in History tab

Open URL in Browser

Copy URLs to clipboard

Exclude from

Break...

Alerts for this node

Generate anti CSRF test FORM
Invoke with script...

Add to Zest Script

Record Zest client script from node...
Compare 2 requests

Compare 2 responses
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3 Active Scan...

S Spider...

/" Forced Browse site

7" Forced Browse directory

/" Forced Browse directory (and children)
‘- Port Scan host

S AJAX Spider in Scope

% AJAX Spider Site

Break Poinls | 3 Adive Scan h
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[ 2 History | S, Search | A Atents | | mwxmaml } Aciive Scan | #* Forcad Browse | - - PortScan | i Fuzzer ]'lrml_ELParmm | 4§ Hitp Sessions | () ZestResuits | <) Clients

¥ New Scan  Progress: | 1: Mipidemo testire net %] 11

+F Current Scans: 0 | URIS Found: 118

| hitp: i

Processed | Method | URI
[=] GET hittp: lidemn testfire net B0
- GET tpciidemo testfie. netirobots b
[=] GET Ptpcidemo. testfire. netis tamap. xmi
[~ GET hittp: (idemn teatfire net Biipn
[~ GET hitp-lidemo testfire. net B0fimoges/
[=] GET hittp: fidemn tesdfire net B0/defauk aspx
L] GET hitpclidema tesifire. netbank
[=] GET hitpcidemo testfire. et E0MankZ0060308_bak/
[=} GET hitlp: fidemn testfire net B0/banklogin aspx
[~ GET hitpcidemo testfire. net B0/bank/cusiomize aspx
] GET hitpcidemo. testfire. net S/bankmambers!
[=] GET hitlp: fidemn testfire net B0/bankimo opath js
[ ] GET httpciidemo testfire. net B/bankiquerypath aspx
[ ] GET hitpcidemo. testfire. net S0Manksarersmor. s
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Run application
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Break._ .

Alerts for this node
Generate anti CSRF test FORM
Invoke with script..

Add to Zest Script

Record Zest client script from node...

Compare 2 requesis

Compare 2 responses

Monitor clients

Include Channel Url in Context
Exclude Channel Url from Context
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A Active Scan._..

M€ Spider...
/" Forced Browse site

/" Forced Browse directory

/" Forced Browse directory (and children)

a= Port Scan host
388 AJAX Spiderin Scope
S AJAX Spider Site

3 Break Points | 2 Active Scan | /* Forc

Refresh Sites tree

Save Raw
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W spider | 3 Break Points

@ » NewsScan -m:[mwm.m! i O T % |« Curment Scans: 1] M1

Id | Req. Timastamp | Resp. Timestamp | Methoa URL | Code | Reason
524 05101715 12:44:08 D5/01M5 12:44:13 GET hilp:damo lastfire net 80N cwiyrsradSi2zzadhborgma Sl 0T 403 Forbidden
525 050115 12:44:13 DS0IME 124414 GET hitp:idemo tastfire net B0N owlyrsradSiZzradhfiorgmd 550 403 Forbidden
526 080115 12:44:13 05015 124414 GET hitp Mdema lesifire net BO/e BRECWindows%5Ceystam.inifdef 400 Bad Requea
527 050115 12:44:14 050115 124416 GET hitp:idemo fesifire net B0ic %5Celdpasswdidefault aspx 400 Bad Reque
528 050115 12:4416 OS01M5 124416 GET hitp-idemo tesffire net B0ic WEBHINF%5Cweb zmilidefault as 400 Bad Reque
528 05K1/15 12:44:-16 05045 12-44:47 GET hitpfdema tesffire net Blic Windows %5Csyste m iniidefault 400 Bad Reque
530 050115 12:44:14 OS01HE 1224447 GET hitp:iidemo testfire net BON cwlyrsradSli2zze dhfomgma SNHSEC.... 403 Forbidden
531 0501512447 050115124418 GET hitp:iidemo.tesffire net B0icfetc/passwdidefault aspx 400 Bad Reque
532 050115 12:4419 050115 124419 GET http:idemo.testire.net BON. L0 JILLLJ LS4 L L1 ANEB-... 403 Forbidden
533 05115 12:4417 05M01H5 124419 GET hitpidemo tesifire net 804 cwiyrsradsSiZzze dhbosmgma5H5EC .. 403 Forbidden
534 050115 12:4419 055 1244220 GET hitpdemo testire netBON._F 30 f 0t d L AIndo. 403 Forbiddan
535 050115 12:44:20 05015 1244224 GET hitprdemotesWre netBON. S 3 S0 03 L0002 3 4 i fetcipa 403 Forbidden
536 050115 12:4424 050115 1244225 GET hitpfdemolesfire_ nelBOMSC. %W5C_ WEC_%EC_%5C. %50 403 Forbidden
537 050115 12:44:25 D505 12.44:26 GET hilp:Ndamo lastfire net B0MESC. %5C. %5C_%5C_%5C. %50 .. 403 Forbidden
538 050115 12:44:19 050115 1244220 GET hilp fdemolestfire nel BONowlyrsradbl2zedhfosgrmd SN 0T 403 Forbidden
530 050115124429 050115 12.44:30 GET hitpidemolestfire nel BONowfyrsradbl2zedhfosmgmd SN0 T 403 Forbidden
540 050115 12:44:26 050115 12-44:32 GET hitpidemolesifire net BOMSC. %5C. WS W%EC. WEC. %W5C . 403 Forbidden
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¥ (@ Alerts (11)
» ([ ™ Application Error Disclosure (10)
> [i‘ ¥ X-Frame-Options Header Not Set (119)
» ([l ™ Absence of Anti-CSRF Tokens (67)
> ﬁ U Cookie set without HitpOnly flag (86)
> ﬁ {4 Cross-Domain JavaScript Source File Inclusion
> ﬁ ¢ Information Disclosure - Debug Error Messages (6)
. ﬁ‘ U Password Autocomplete in browser (3)
> [i‘ ' Web Browser XSS Protection Not Enabled (119) I
> ﬁ‘ i X-Content-Type-Options Header Missing (120)
» [ ™ Charset Mismatch (60)
» (B ™ WSDL File Passive Scanner (2)
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> Ii ™ Cross Site Scripting (Reflected) (4)

> (B ™ saL Injection (2)

> ﬁ ¥ Application Error disclosure (2)

> ﬁ ® Directory browsing (2)

> ﬁ iU Cookie set without HitpOnly flag (57)

L ﬂ ¥ Cross-domain JavaScript source file inclusion (5)

> Ii i Password Autocomplete in browser (3)

» (B 7 X-Content-Type-Options header missing (119)

» (B M X-Frame-Options header not set (78)
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% . Report—Generate HTML Report #5442 it HTML #% 20960 5 T A Alerts 1445 .
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4 . 45 i Report—=Generate HTML Report iy %, S & H WA 10-60 Frw , i
F 4531 T Alerts, 3 B XF R Alerts 45 T RN A & A0 URL S8 B0k i A 1A
[a] iF 25t 2K Solution (#7722 o i X A AT RLiEME T #2 il =z A B4R Z2 R 0F B P A T2
Jifs 7515 2l I fie i AN R 92 I8, 275 report B2 AV 2 WOk AANHE A WF 28 5 UL 1Y Tk 10
A TR 3 Tk A 2 A Ae] R 2 2 3k Tl R A7 0k 19 O TR Uil A n] A 22 3K S g i)

ZAP Scamming Report

Summary of Alerts
High [
Medium 4
Lowr 155
Informatianal a2
Alert Detail
High (Warning) Cross Site Scrpting (Reflected)
Deaeription Cross-site Senpling (X55) iz an atiack technique that invelves echong attse ker-supplied eode inlo a user's browser instance A browser instance ean b
beowser ohject embedded in a software product such as the browser within WinAmp, an R55 reader, or an email client. The code itself is usually wrille
extend to WBScript, Activel, Java, Flash, or any other browser-supported technology .
When an attacker gets a user's browser to execube hisher code, the code will run within the security context (or zone) of the hosting web sie. With this lew
lo read, modify and transmil ary sensitive data accessble by the browser. A Cross-sde Senpled user could have hisfer accounl hpacked (cookie thefl
loe ation, or possibly shown fraudulent contert delivered by the web site they are visiting. Cross-sile Scnpting attacks essenbally compromise the trust reld
site. Applications ublizing browser object mstances which load content from the file system may execule code under the lozal machine zone allowing for sy
Thare are thres fypes of Cross-site Scnpting attacks: non-persistent, persistent and DOM-based
Non-parsistant attacks and DOM-based attac ks require a user to either visit a specially crafted link laced with malicious code, or visil a malicious web pag
posted to the vulnerable site, will mount the attack. Using a malciows form will oftentimes take place when the vuinerable resoue only accepts HTTP POS
can be submitied automatically, without the victim's knowledge (e.g. by using JavaScript). Upon clicking on the malicious link or submitting the malicious fi
back and will get inlerpreted by the users browser and execute. Another techrique to send almost arbitrary requests (GET and POST) is by using an embet
Persistent attacks occur when the malicious code is submitted 1o 3 web sile where it's stored for 3 penod of time. Examples of an attac ker's favonie tanget
'web mail messages, and web chat software. The unsuspecting user is not required to interact with any additional sitedlink (e.g. an attacker site or 3 mali
view the wel page containing the code.
URL hitpifdemo. testfire. net/bank/logn. aspx
Parametar uid
Attack "=« genpt>alart| 1) </'scnpt>
Solution Phase: Archibec ture and Design ‘

Use a vetted library o framework that does not allow this weakness o ocour or provides constructs that make this weakness easier to avod.
Evamples of bbraries and framéworks thal make d easer 1o generate propery encoded oulput include Micresall's Anbi-X55 library, the OWASF ESAPI Enc
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